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( 57 ) ABSTRACT 

Methods and systems for authorizing a service request 
between two services in a network environment are dis 
closed . One method includes , in a recurring background 
process occurring separate from a service request , having a 
target service obtain a pre - authorization token including a 
signature of the request service . In response to confirming 
the pre - authorization token was issued by the request ser 
vice , the pre - authorization token is acknowledged and stored 
for access by instance ( s ) of the target service . The acknowl 
edged pre - authorization token is saved for use with service 
requests to the target service from the request service . In 
response to receiving a service request including pre - autho 
rization token at an instance of the target service , the method 
confirms the pre - authorization token matches a stored , 
acknowledged pre - authorization token , and , if so confirmed , 
authorizes the service request . Pre - authorization tokens have 
a set duration . The methods and systems reduce computa 
tional overhead of the authorization , resulting in decreased 
latency . 
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PRE - AUTHORIZATION FOR A third aspect of the disclosure provides a method for 
SERVICE - TO - SERVICE REQUESTS authorizing a service request between two services in a 

network environment . The method may include , in a recur 
BACKGROUND OF THE DISCLOSURE ring background process occurring separate from a service 

request between a first service and a second service : gener 
Personal computers include combinations of operating ating a pre - authorization token including a signature of the 

systems , applications , and user settings , which are each first service , publishing the pre - authorization token for 
managed individually by owners or administrators on an access by any instance of the second service , obtaining an 
ongoing basis . However , many organizations are now using acknowledgment acknowledging validation of the pre - au 
application virtualization and / or desktop virtualization to thorization token as being issued by the first service speci 
provide a more flexible option to address the varying needs fied in the signature in the pre - authorization token , and 
of their users . In desktop virtualization , a user's computing storing the acknowledged pre - authorization token for access 
environment ( e.g. , operating system , applications , and / or by the first service . The method may also include transmit 
user settings ) may be separated from the user's physical 15 ting a service request including the acknowledged pre 
computing device ( e.g. , smartphone , laptop , desktop com- authorization token to the second service ; and receiving an 
puter ) . A " virtualized desktop " and / or " virtual applications ” authorization for the service request . 
may be stored in and administered by a remote server , rather A fourth aspect of the disclosure includes a system for 
than in the local storage of the client computing device . authorizing a service request between two services in a 
Web applications are another approach to remotely pro- 20 network environment . The system includes a request service 

visioning and providing applications . One example web configured to perform a recurring background process 
application approach for software licensing and delivery is occurring separate from a service request between the 
Software a Service ( SaaS ) . SaaS is an approach to request service and target service . The recurring back 
software delivery by which software applications are cen- ground process includes : generating a pre - authorization 
trally hosted on the Internet and provided on a subscription 25 token including a signature of the request service , publishing 
basis to users . SaaS applications are typically accessed on the pre - authorization token for access by any instance of the 
client devices with a thin client via a browser program , and target service , obtaining an acknowledgment acknowledging 
may in some instances be provided through a virtual com validation of the pre - authorization token as being issued by 
puting session . Services that deliver applications in this the request service specified in the signature in the pre 
setting may place service requests to other services . authorization token , and storing the acknowledged pre 

authorization token for access by the request service . The BRIEF DESCRIPTION OF THE DISCLOSURE request service is further configured to : transmit a service 
A first aspect of the disclosure provides a method for request including the acknowledged pre - authorization token 

authorizing a service request between two services in a 35 to the target service ; and receive an authorization for the 
network environment . The method includes , in a recurring service request . 
background process occurring separate from a service The illustrative aspects of the present disclosure are 
request between a first service and a second service : obtain designed to solve the problems herein described and / or other 
ing a pre - authorization token including a signature of the problems not discussed . 
first service . In response to confirming the pre - authorization 40 
token was issued by the first service specified in the signa BRIEF DESCRIPTION OF THE DRAWINGS 
ture , the method acknowledges the pre - authorization token , 
and stores the acknowledged pre - authorization token for These and other features of this disclosure will be more 
access by any instance of the second service . In response to readily understood from the following detailed description 
receiving a service request including the pre - authorization 45 of the various aspects of the disclosure taken in conjunction 
token at an instance of the second service , the method with the accompanying drawings that depict various 
confirms the pre - authorization token matches a stored , embodiments of the disclosure , in which : 
acknowledged pre - authorization token , and , in response to FIG . 1A is a block diagram of a network environment , in 
the confirmation , authorizes the service request . accordance with an illustrative embodiment . 
A second aspect of the disclosure provides a system for 50 FIG . 1B is a block diagram of a network environment for 

authorizing a service request between two services in a delivering a computing environment from a server to a client 
network environment . The system may include a target via an appliance , in accordance with an illustrative embodi 
service configured to run a recurring background process ment . 
occurring separate from a service request between a request FIG . 1C is a block diagram of a computing device , in 
service and the target service . The recurring background 55 accordance with an illustrative embodiment . 
process includes : obtaining a pre - authorization token includ- FIG . 2 is a block diagram of an appliance for processing 
ing a signature of the first service . In response to confirming communications between a client and a server , in accor 
the pre - authorization token was issued by the first service dance with an illustrative embodiment . 
specified in the signature , the method acknowledges the FIG . 3 is a block diagram of a virtualization environment , 
pre - authorization token , and stores the acknowledged pre- 60 in accordance with an illustrative embodiment . 
authorization token for access by any instance of the second FIG . 4 is a data flow diagram of an example SSL 
service . The target service is further configured to : in handshake . 
response to receiving a service request including the pre- FIG . 5 is a block diagram of additional details of a 
authorization token at an instance of the second service , network environment , in accordance with an illustrative 
confirming the pre - authorization token matches a stored , 65 embodiment . 
acknowledged pre - authorization token , and , in response to FIG . 6 is a data flow diagram of a method in accordance 
the confirmation , authorizing the service request . with an illustrative embodiment . 
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FIG . 7 is a swim lane diagram of a recurring background and / or providing infrastructure . In general , cloud computing 
pre - authorization process in accordance with an illustrative environments are typically owned and operated by a third 
embodiment . party organization providing cloud services ( e.g. , Amazon 
FIG . 8 is a swim lane diagram of a service request using Web Services , Microsoft Azure , etc. ) , while on - prem com 

an acknowledged pre - authorization token in accordance 5 puting environments are typically owned and operated by 
with an illustrative embodiment . the organization that is using the computing environment . 

The drawings are intended to depict only typical aspects Cloud computing environments may have a variety of 
of the disclosure , and therefore should not be considered as deployment types . For example , a cloud computing envi 
limiting the scope of the disclosure . ronment may be a public cloud where the cloud infrastruc 

10 ture is made available to the general public or particular 
DETAILED DESCRIPTION OF THE sub - group . Alternatively , a cloud computing environment 

DISCLOSURE may be a private cloud where the cloud infrastructure is 
operated solely for a single customer or organization or for 

Embodiments of the disclosure provide methods and a limited community of organizations having shared con 
systems for pre - authorization of a service request between 15 cerns ( e.g. , security and / or compliance limitations , policy , 
two services with a number of advantages relative to con- and / or mission ) . A cloud computing environment may also 
ventional processes . One method includes , in a recurring be implemented as a combination of two or more cloud 
background process occurring separate from a service environments , at least one being a private cloud environ 
request , having a target service obtain a pre - authorization ment and at least one being a public cloud environment . 
token including a signature of the request service . In 20 Further , the various cloud computing environment deploy 
response to confirming the pre - authorization token was ment types may be combined with one or more on - prem 
issued by the request service , the pre - authorization token is computing environments in a hybrid configuration . 
acknowledged and stored for access by instance ( s ) of the Network environment 100 may include one or more 
target service . The acknowledged pre - authorization token is clients 102 ( 1 ) -102 ( n ) ( also generally referred to as local 
saved for use with service requests to the target service from 25 machine ( s ) 102 or client ( s ) 102 ) in communication with one 
the request service . In response to receiving a service request or more services 106 ( 1 ) -106 ( n ) ( also generally referred to as 
including pre - authorization token at an instance of the target remote service machine ( s ) 106 , servers 106 or service 
service , the method confirms the pre - authorization token server ( s ) 106 ) via one or more networks 104 ( 1 ) -104n ( gen 
matches a stored , acknowledged pre - authorization token , erally referred to as network ( s ) 104 ) . In some embodiments , 
and , if so confirmed , authorizes the service request . Pre- 30 a client 102 may communicate with a service 106 via one or 
authorization tokens have a set duration . The teachings of more appliances 110 ( 1 ) -110n ( generally referred to as appli 
the disclosure do not require changes in infrastructure , such ance ( s ) 110 or gateway ( s ) 110 ) . 
as maintaining client certificates for service instances , and Although the embodiment shown in FIG . 1A shows one 
do not remove any existing authentication mechanisms for or more networks 104 between clients 102 and services 106 , 
platform services . However , embodiments of the disclosure 35 in other embodiments , clients 102 and services 106 may be 
can drastically improve overall performance for customer on the same network 104. The various networks 104 may be 
facing tasks by reducing computational overhead and the same type of network or different types of networks . For 
latency caused by existing authentication mechanisms . example , in some embodiments , network 104 ( 1 ) may be a 

For purposes of reading the description of the various private network such as a local area network ( LAN ) or a 
embodiments below , the following descriptions of the sec- 40 company Intranet , while network 104 ( 2 ) and / or network 
tions of the specification and their respective contents may 104 ( n ) may be a public network , such as a wide area network 
be helpful : ( WAN ) or the Internet . In other embodiments , both network 

Section A describes a network environment and comput- 104 ( 1 ) and network 104 ( n ) may be private networks . Net 
ing environment which may be useful for practicing embodi- works 104 may employ one or more types of physical 
ments described herein ; 45 networks and / or network topologies , such as wired and / or 

Section B describes embodiments of systems and meth- wireless networks , and may employ one or more commu 
ods for delivering a computing environment to a remote nication transport protocols , such as transmission control 
user ; protocol ( TCP ) , internet protocol ( IP ) , user datagram pro 

Section C describes embodiments of systems and meth- tocol ( UDP ) or other similar protocols . 
ods for virtualizing an application delivery controller ; As shown in FIG . 1A , one or more appliances 110 may be 

Section D describes embodiments of systems and meth- located at various points or in various communication paths 
ods for SSL handshake processing ; and of network environment 100. For example , appliance 110 

Section E describes embodiments of systems and methods may be deployed between two networks 104 ( 1 ) and 104 ( 2 ) , 
for pre - authorizing a service - to - service request . and appliances 110 may communicate with one another to 

A. Network and Computing Environment 55 work in conjunction to , for example , accelerate network 
Referring to FIG . 1A , an illustrative network environment traffic between clients 102 and services 106. In other 

100 is depicted . Network environment 100 may be imple- embodiments , appliance 110 may be located on a network 
mented as a cloud computing environment , an on - premises 104. For example , appliance 110 may be implemented as 
( “ on - prem ” ) computing environment , or a hybrid computing part of one of clients 102 and / or services 106. In an 
environment . Cloud computing environments typically 60 embodiment , appliance 110 may be implemented as a net 
employ a network of remote , hosted servers to manage , store work device such as Citrix Networking products including , 
and / or process data , instead of personal computers or local for example , Citric ADC and Citrix Gateway , sold by Citrix 
servers as in an on - prem computing environment . A cloud Systems , Inc. of Fort Lauderdale , Fla . 
computing environment includes a network of intercon- As shown in FIG . 1A , one or more services 106 may 
nected nodes , and provides a number of services , for 65 operate as a server farm 112. Services 106 of server farm 112 
example by hosting deployment of customer - provided soft- may be logically grouped , and may either be geographically 
ware , hosting deployment of provider - supported software , co - located ( e.g. , on premises ) or geographically dispersed 
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( e.g. , cloud based ) from clients 102 and / or other services cations and data files from any network - connected device 
106. In an embodiment , server farm 112 executes one or ( e.g. , client 102 ) . For example , appliance 110 may request an 
more services such as applications on behalf of one or more application 136 ' and data file 138 ' from service 106. In 
of clients 102 ( e.g. , as an application server ) , although other response to the request , application delivery system 120 
uses are possible , such as a file server , gateway server , proxy 5 and / or service 106 may deliver the application and data file 
server , or other similar server uses . Clients 102 may seek to client 102 , for example via an application stream to 
access to hosted applications on services 106 . operate in computing environment 134 on client 102 , or via 
As shown in FIG . 1A , in some embodiments , appliances a remote - display protocol or otherwise via remote - based or 

110 may include , be replaced by , or be in communication server - based computing . In an embodiment , application 
with , one or more additional appliances , such as WAN 10 delivery system 120 may be implemented as any portion of 
optimization appliances 114 ( 1 ) -114 ( n ) , referred to generally the Citrix Workspace SuiteTM by Citrix Systems , Inc. , such 
as WAN optimization appliance ( s ) 114. For example , WAN as Citrix Virtual Apps and Desktops . 
optimization appliance 114 may accelerate , cache , compress Policy engine 140 may control and manage the access to , 
or otherwise optimize or improve performance , operation , and execution and delivery of , applications . For example , 
flow control , or quality of service of network traffic , such as 15 policy engine 140 may determine the one or more applica 
traffic to and / or from a WAN connection , such as optimizing tions a user or client 102 may access and / or how the 
Wide Area File Services ( WAFS ) , accelerating Server Mes- application should be delivered to the user or client 102 , 
sage Block ( SMB ) or Common Internet File System ( CIFS ) . such as a server - based computing , streaming or delivering 
In some embodiments , appliance 114 may be a performance the application locally to client 102 for local execution . For 
enhancing proxy or a WAN optimization controller . In one 20 example , in operation , a client 102 may request execution of 
embodiment , appliance 114 may be implemented as prod- an application ( e.g. , application 136 ' ) and application deliv 
ucts sold by Citrix Systems , Inc. of Fort Lauderdale , Fla . , ery system 120 of service 106 determines how to execute 
such as Citrix SD - WAN or Citric Cloud . application 136 ' , for example based upon credentials 

Referring to FIG . 1B , an example network environment received from client 102 and a user policy applied by policy 
for delivering and / or operating a computing network envi- 25 engine 140 associated with the credentials . For example , 
ronment on a client 102 is shown . As shown in FIG . 1B , a application delivery system 120 may enable client 102 to 
service 106 may include an application delivery system 120 receive application - output data generated by execution of 
for delivering a computing environment , application , and / or the application on a service 106 , may enable client 102 to 
data files to one or more clients 102. As will be described execute the application locally after receiving the applica 
relative to FIG . 5 , service 106 may access additional ser- 30 tion from service 106 , may stream the application via 
vices 130 , e.g. , service servers that provide specific func- network 104 to client 102 , or may access another service 130 
tions that support delivering the computing network envi- ( FIG . 5 ) to execute at least part of the application functions . 
ronment , for example , computing environment , For example , in some embodiments , the application may be 
application , and / or data files to one or more clients 102 . a server - based or a remote - based application executed on 
Client 102 may include a client agent 132 and a computing 35 service 106 and / or service 130 ( FIG . 5 ) on behalf of client 
environment 134. Computing environment 134 may execute 102. Service 106 may display output to client 102 using a 
or operate an application 136 that accesses , processes or uses thin - client or remote - display protocol , such as the Indepen 
a data file 138. Computing environment 134 , application 136 dent Computing Architecture ( ICA ) protocol by Citrix Sys 
and / or data file 138 may be delivered via appliance 110 tems , Inc. of Fort Lauderdale , Fla . The application may be 
and / or service 106 . 40 any application related to real - time data communications , 

Appliance 110 may accelerate delivery of all or a portion such as applications for streaming graphics , streaming video 
of computing environment 134 to a client 102 , for example and / or audio or other data , delivery of remote desktops or 
by application delivery system 120. For example , appliance workspaces or hosted services or applications , for example 
110 may accelerate delivery of a streaming application 136 ' infrastructure as a service ( IaaS ) , workspace as a service 
and data file 138 ' processable by the application from a data 45 ( WaaS ) , software as a service ( SaaS ) or platform as a service 
center to a remote user location by accelerating transport ( PaaS ) . 
layer traffic between a client 102 and a service 106. Such One or more of services 106 may include a performance 
acceleration may be provided by one or more techniques , monitoring service or agent 142. In some embodiments , a 
such as : 1 ) transport layer connection pooling , 2 ) transport dedicated one or more services 106 may be employed to 
layer connection multiplexing , 3 ) transport control protocol 50 perform performance monitoring . Performance monitoring 
buffering , 4 ) compression , 5 ) caching , or other techniques . may be performed using data collection , aggregation , analy 
Appliance 110 may also provide load balancing of services sis , management and reporting , for example by software , 
106 to process requests from clients 102 , act as a proxy or hardware or a combination thereof . Performance monitoring 
access server to provide access to the one or more services may include one or more agents for performing monitoring , 
106 , provide security and / or act as a firewall between a 55 measurement and data collection activities on clients 102 
client 102 and a service 106 , provide Domain Name Service ( e.g. , client agent 132 ) , services 106 ( e.g. , agent 142 ) or an 
( DNS ) resolution , provide one or more virtual servers or appliances 110 and / or 114 ( agent not shown ) . In general , 
virtual internet protocol servers , and / or provide a secure performance monitoring agents 142 execute transparently 
virtual private network ( VPN ) connection from a client 102 ( e.g. , in the background ) to any application and / or user of 
to a service 106 , such as a secure socket layer ( SSL ) VPN 60 the device . In some embodiments , performance monitoring 
connection and / or provide encryption and decryption opera- agent 142 includes any of the product embodiments referred 
tions . to as Citrix Analytics by Citrix Systems , Inc. of Fort 

Application delivery system 120 may deliver computing Lauderdale , Fla . 
environment 134 to a user ( e.g. , client 102 ) , remote or The performance monitoring agents may monitor , mea 
otherwise , based on authentication and authorization poli- 65 sure , collect , and / or analyze data on a predetermined fre 
cies applied by policy engine 140. A remote user may obtain quency , based upon an occurrence of given event ( s ) , or in 
a computing environment and access to server stored appli- real time during operation of network environment 100. The 

a 

a 



US 11,336,640 B2 
7 8 

monitoring agents may monitor resource consumption and / Processor ( s ) 152 may be implemented by one or more 
or performance of hardware , software , and / or communica- programmable processors executing one or more computer 
tions resources of clients 102 , networks 104 , appliances 110 programs to perform the functions of the system . As used 
and / or 114 , and / or services 106 and / or 130 ( FIG . 5 ) . For herein , the term “ processor ” describes an electronic circuit 
example , network connections such as a transport layer 5 that performs a function , an operation , or a sequence of 
connection , network latency , bandwidth utilization , end - user operations . The function , operation , or sequence of opera 
response times , application usage and performance , session tions may be hard coded into the electronic circuit or soft 
connections to an application , cache usage , memory usage , coded by way of instructions held in a memory device . A 
processor usage , storage usage , database transactions , client ** processor ” may perform the function , operation , or 
and / or server utilization , active users , duration of user 10 sequence of operations using digital values or using analog 
activity , application crashes , errors , or hangs , the time signals . In some embodiments , the “ processor ” can be 
required to log - in to an application , a server , or the appli- embodied in one or more application specific integrated 
cation delivery system , and / or other performance conditions circuits ( ASICs ) , microprocessors , digital signal processors , 
and metrics may be monitored . microcontrollers , field programmable gate arrays ( FPGAs ) , 

The monitoring agents may provide application perfor- 15 programmable logic arrays ( PLAs ) , multi - core processors , 
mance management for application delivery system 120. For or general - purpose computers with associated memory . The 
example , based upon one or more monitored performance " processor ” may be analog , digital or mixed - signal . In some 
conditions or metrics , application delivery system 120 may embodiments , the “ processor ” may be one or more physical 
be dynamically adjusted , for example periodically or in processors or one or more “ virtual ” ( e.g. , remotely located 
real - time , to optimize application delivery by services 106 to 20 or “ cloud ” ) processors . 
clients 102 based upon network environment performance Communications interfaces 160 may include one or more 
and conditions . In another example , based upon one or more interfaces to enable computer 150 to access a computer 
monitored performance conditions or metrics , application network such as a LAN , a WAN , or the Internet through a 
delivery system 120 may be dynamically adjusted , for variety of wired and / or wireless or cellular connections . 
example periodically or in real - time , to implement a pre- 25 In described embodiments , a computer 150 , for example : 
authorization protocol in accordance with embodiments of may execute an application on behalf of a user of a client 
the disclosure between services 106 and services 130 ( FIG . computing device ( e.g. , a client 102 ) ; may execute a virtual 
5 ) , the latter of which may function to , for example , provide machine , which provides an execution session within which 
specific functions necessary for application delivery . applications execute on behalf of a user or a client comput 

In described embodiments , clients 102 , services 106 and / 30 ing device ( e.g. , a client 102 ) , such as a hosted desktop 
or services 130 ( FIG . 5 ) , and appliances 110 and 114 may be session ; may execute a terminal services session to provide 
deployed as and / or executed on any type and form of a hosted desktop environment ; may provide access to a 
computing ice , such as any desktop computer , laptop computing environment including one or more of : one or 
computer , or mobile device capable of communication over more applications , one or more desktop applications , and 
at least one network and performing the operations 35 one or more desktop sessions in which one or more appli 
described herein . For example , clients 102 , services 106 and cations may execute ; and / or may execute a pre - authorization 
services 130 ( FIG . 5 ) and / or appliances 110 and 114 may protocol for server to server access , as described herein . 
each correspond to one computer , a plurality of computers , B. Appliance Architecture 
or a network of distributed computers such as computer 150 FIG . 2 shows an example embodiment of an appliance 
shown in FIG . 1C . 40 110. As described herein , appliance 110 may be imple 
As shown in FIG . 1C , computer 150 may include one or mented as a server , gateway , router , switch , bridge or other 

more processors 152 ; volatile memory 154 ( e.g. , RAM ) ; type of computing or network device . As shown in FIG . 2 , 
non - volatile memory 156 ( e.g. , one or more hard disk drives an embodiment of appliance 110 may include a hardware 
( HDDs ) or other magnetic or optical storage media , one or layer 200 and a software layer 202 , the latter divided into a 
more solid state drives ( SSDs ) such as a flash drive or other 45 user space 204 and a kernel space 206. Hardware layer 200 
solid state storage media , one or more hybrid magnetic and provides the hardware elements upon which programs and 
solid state drives , and / or one or more virtual storage vol- services within kernel space 206 and user space 204 are 
umes , such as a cloud storage , or a combination of such executed and allow programs and services within kernel 
physical storage volumes and virtual storage volumes or space 206 and user space 204 to communicate data both 
arrays thereof ) ; user interface ( UI ) 158 ; one or more com- 50 internally and externally with respect to appliance 110. As 
munications interfaces 160 ; and communication bus 162. UI shown in FIG . 2 , hardware layer 200 may include one or 
158 may include graphical user interface ( GUI ) 164 ( e.g. , a more processors 210 , 210 ' for executing software programs 
touchscreen , a display , etc. ) and one or more input / output and services , memory 212 for storing software and data , 
( I / O ) devices 166 ( e.g. , a mouse , a keyboard , etc. ) . Non- network ports 214 for transmitting and receiving data over 
volatile memory 156 stores operating system 168 , one or 55 a network , and an encryption processor 216 for encrypting 
more applications 170 , and data 172 such that , for example , and decrypting data such as in relation to Secure Socket 
computer instructions of operating system 168 and / or appli- Layer ( SSL ) or Transport Layer Security ( TLS ) processing 
cations 170 are executed by processor ( s ) 152 out of volatile of data transmitted and received over the network . 
memory 154. Data may be entered using an input device of An operating system of appliance 110 allocates , manages , 
GUI 164 or received from I / O device ( s ) 166. Various 60 or otherwise segregates the available system memory into 
elements of computer 150 may communicate via commu- user space 204 and kernel space 206. Kernel space 206 is 
nication bus 162. Computer 150 in FIG . 1C is shown merely reserved for running kernel 230 , including any device driv 
as an example , as clients 102 , services 106 and 130 and / or ers , kernel extensions or other kernel related software . As 
appliances 110 and 114 may be implemented by any com- known to those skilled in the art , kernel 230 is the core of 
puting or processing environment and with any type of 65 the operating system , and provides access , control , and 
machine or set of machines that may have suitable hardware management of resources and hardware - related elements of 
and / or software capable of operating as described herein . application 104. Kernel space 206 may also include a 
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number of network services or processes working in con- CLI 252 enable a system administrator or other user to 
junction with cache manager 232. Appliance 110 may interact with and control the operation of appliance 110 , 
include one or more network stacks 233 , such as a TCP / IP such as via the operating system of appliance 110. Shell 
based stack , for communicating with client ( s ) 102 , services 254 include the programs , services , tasks , processes 
service ( s ) 106 , network ( s ) 104 , and / or other appliances 110 5 or executable instructions to support interaction with appli 
or 114. For example , appliance 110 may establish and / or ance 110 by a user via the GUI 250 and / or CLI 252 . 
terminate one or more transport layer connections between Health monitor 256 monitors , checks , reports and ensures 
clients 102 and services 106 , or between services 106 and that network systems are functioning properly and that users 
130. Each network stack 233 may include a buffer 235 for are receiving requested content over a network , for example 
queuing one or more network packets for transmission by 10 by monitoring activity of appliance 110. In some embodi ments , health monitor 256 intercepts and inspects any net appliance 110 . 

Kernel space 206 work traffic passed via appliance 110. For example , health may include a cache manager 232 , an monitor 256 may interface with one or more of encryption encryption engine 234 , a policy engine 236 , a compression engine 234 , cache manager 232 , policy engine 236 , com engine 238 and a packet engine 240. In other words , one or pression engine 238 , packet engine 240 , system daemon 
more of processes ( e.g. , cache manager 232 , encryption 15 services 258 , and shell services 254 to determine a state , engine 234 , policy engine 236 , compression engine 238 status , operating condition , or health of any portion of the 
and / or packet engine 240 ) run in the core address space of appliance 110. Further , health monitor 256 may determine if 
the operating system of appliance 110 , which may reduce the a program , process , service or task is active and currently 
number of data transactions to and from the memory and / or running , check status , error or history logs provided by any 
context switches between kernel mode and user mode , for 20 program , process , service or task to determine any condi 
example since data obtained in kernel mode may not need to tion , status or error with any portion of appliance 110 . 
be passed or copied to a user process , thread or user level Additionally , health monitor 256 may measure and monitor 
data structure . Cache manager 232 may duplicate original the performance of any application , program , process , ser 
data stored elsewhere or data previously computed , gener- vice , task or thread executing on appliance 110 . 
ated or transmitted to reducing the access time of the data . 25 System daemon services 258 are programs that run con 
In some embodiments , the cache memory may be a data tinuously or in the background and handle periodic service 
object in memory 212 of appliance 110 , or may be a physical requests received by appliance 110. In some embodiments , 
memory having a faster access time than memory 212 . system daemon service 258 may forward the requests to 

Policy engine 236 may include a statistical engine or other other programs or processes , such as another daemon service 
configuration mechanism to allow a user to identify , specify , 30 258 , as appropriate . 
define or configure a caching policy and access , control and As described herein , appliance 110 may relieve services 
management of objects , data or content being cached by 106 of much of the processing load caused by repeatedly 
appliance 110 , and define or configure security , network opening and closing transport layers connections to clients 
traffic , network access , compression or other functions per- 102 by opening one or more transport layer connections with 
formed by appliance 110 . 35 each service 106 and maintaining these connections to allow 

Encryption engine 234 may process any security related repeated data accesses by clients via the Internet ( e.g. , 
protocol , such as SSL or TLS . For example , encryption “ connection pooling " ) . To perform connection pooling , 
engine 234 may encrypt and decrypt network packets , or any appliance 110 may translate or multiplex communications 
portion thereof , communicated via appliance 110 , may setup by modifying sequence numbers and acknowledgment num 
or establish SSL , TLS or other secure connections , for 40 bers at the transport layer protocol level ( e.g. , " connection 
example between client 102 , service ( s ) 106 , and / or other multiplexing ” ) . Appliance 110 may also provide switching 
appliance ( s ) 110 or 114. In some embodiments , encryption or load balancing for communications between the client 
engine 234 may use a tunneling protocol to provide a VPN 102 and service 106 . 
between a client 102 and a service 106. In some embodi- As described herein , each client 102 may include a client 
ments , encryption engine 234 is in communication with 45 agent 132 for establishing and exchanging communications 
encryption processor 216. Compression engine 238 com- with an appliance 110 and / or a service 106 via a network 
presses network packets bi - directionally between clients 102 104. Client 102 may have installed and / or execute one or 
and services 106 and / or between one or more appliances more applications that are in communication with network 
110 . 104. Client agent 132 may intercept network communica 

Packet engine 240 may manage kernel - level processing of 50 tions from a network stack used by the one or more 
packets received and transmitted by appliance 110 via applications . For example , client agent 132 may intercept a 
network stacks 234 to send and receive network packets via network communication at any point in a network stack and 
network ports 214. Packet engine 240 may operate in redirect the network communication to a destination desired , 
conjunction with encryption engine 234 , cache manager managed or controlled by client agent 132 , for example to 
232 , policy engine 236 and compression engine 238 , for 55 intercept and redirect a transport layer connection to an IP 
example to perform encryption / decryption , traffic manage- address and port controlled or managed by client agent 132 . 
ment such as request - level content switching and request- Thus , client agent 132 may transparently intercept any 
level cache redirection , and compression and decompression protocol layer below the transport layer , such as the network 
of data . layer , and any protocol layer above the transport layer , such 

User space 204 is a memory area or portion of the 60 as the session , presentation or application layers . Client 
operating system used by user mode applications or pro- agent 132 can interface with the transport layer to secure , 
grams otherwise running in user mode . A user mode appli- optimize , accelerate , route or load - balance any communica 
cation may not access kernel space 206 directly and uses tions provided via any protocol carried by the transport 
service calls in order to access kernel services . User space layer . 
204 may include graphical user interface ( GUI ) 250 , a 65 In some embodiments , client agent 132 is implemented as 
command line interface ( CLI ) 252 , shell services 254 , health an Independent Computing Architecture ( ICA ) client devel 
monitor 256 , and system daemon services 258. GUI 250 and oped by Citrix Systems , Inc. Client agent 132 may perform 
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acceleration , streaming , monitoring , and / or other operations . In general , VMs 330 may provide a user of device 302 
For example , client agent 132 may accelerate streaming an with access to resources within virtualized computing envi 
application from a service 106 to a client 102. Client agent ronment 300 , for example , one or more programs , applica 
132 may also perform end - point detection / scanning and tions , documents , files , desktop and / or computing environ 
collect end - point information about client 102 for appliance 5 ments , or other resources . In some embodiments , VMs 330 
110 and / or service 106. Appliance 110 and / or service 106 may be implemented as fully virtualized VMs that are not 
may use the collected information to determine and provide aware that they are virtual machines ( e.g. , a Hardware 
access , authentication and authorization control of the cli- Virtual Machine or HVM ) . In other embodiments , the VM 
ent's connection to network 104. For example , client agent may be aware that it is a virtual machine , and / or the VM may 
132 may identify and determine one or more client - side 10 be implemented as a para - virtualized ( PV ) VM . 
attributes , such as : the operating system and / or a version of Although shown in FIG . 3 as including a single virtual 
an operating system , a service pack of the operating system , ized device 302 , virtualized environment 300 may include 
a running service , a running process , a file , presence or plurality of networked devices in a system in which at least 
versions of various applications of the client , such as anti- one physical host executes a virtual machine . A device on 
virus , firewall , security , and / or other software . 15 which a VM executes may be referred to as a physical host 

C. Systems and Methods for Providing Virtualized Appli- and / or a host machine . For example , appliance 110 may be 
cation Delivery Controller additionally or alternatively implemented in a virtualized 

Referring now to FIG . 3 , a block diagram of a virtualized environment 300 on any computing device , such as a client 
environment 300 is shown . As shown , a computing device 102 , service 106 ( FIGS . 1A , 4 ) , service 130 ( FIG . 5 ) or 
302 in virtualized environment 300 includes a virtualization 20 appliance 110. Virtual appliances may provide functionality 
layer 304 , a hypervisor layer 306 , and a hardware layer 308 . for availability , performance , health monitoring , caching 
Hypervisor layer 306 includes one or more hypervisors ( or and compression , connection multiplexing and pooling and / 
virtualization managers ) 320 that allocates and manages or security processing ( e.g. , firewall , VPN , encryption / de 
access to a number of physical resources in hardware layer cryption , etc. ) , similarly as described in regard to appliance 
308 ( e.g. , physical processor ( s ) 322 and physical disk ( s ) 324 25 110 . 
by at least one virtual machine ( VM ) 330 ( e.g. , one of VMs In some embodiments , a server may execute multiple 
330 ) executing in virtualization layer 304. Each VM 330 virtual machines 330 , for example on various cores of a 
may include allocated virtual resources such as virtual multi - core processing system and / or various processors of a 
processors 332 and / or virtual disks 342 , as well as virtual multiple processor device . For example , although generally 
resources such as virtual memory and virtual network inter- 30 shown herein as “ processors ” ( e.g. , in FIGS . 1C , 2 and 3 ) , 
faces . In some embodiments , at least one of VMs 330 may one or more of the processors may be implemented as either 
include a control operating system ( e.g. , 340 ) in communi- single- or multi - core processors to provide a multi - threaded , 
cation with hypervisor 320 and used to execute applications parallel architecture and / or multi - core architecture . Each 
for managing and configuring other VMs ( e.g. , guest oper- processor and / or core may have or use memory that is 
ating systems 340a ) on device 302 . 35 allocated or assigned for private or local use that is only 

In general , hypervisor ( s ) 320 may provide virtual accessible by that processor / core , and / or may have or use 
resources to an operating system of VMs 330 in any manner memory that is public or shared and accessible by multiple 
that simulates the operating system having access to a processors / cores . Such architectures may allow work , task , 
physical device . Thus , hypervisor ( s ) 320 may be used to load or network traffic distribution across one or more 
emulate virtual hardware , partition physical hardware , vir- 40 processors and / or one or more cores ( e.g. , by functional 
tualize physical hardware , and execute virtual machines that parallelism , data parallelism , flow - based data parallelism , 
provide access to computing environments . In an illustrative etc. ) . Further , instead of ( or in addition to the functionality 
embodiment , hypervisor ( s ) 320 may be implemented as a of the cores being implemented in the form of a physical 
XEN hypervisor , for example as provided by the open processor / core , such functionality may be implemented in a 
source Xen.org community . In an illustrative embodiment , 45 virtualized environment ( e.g. , 300 ) on a client 102 , service 
device 302 executing a hypervisor that creates a virtual 106 , service 130 ( FIG . 5 ) or appliance 110 , such that the 
machine platform on which guest operating systems may functionality may be implemented across multiple devices , 
execute is referred to as a host server . such as a cluster of computing devices , a server farm or 

Hypervisor 320 may create one or more VMs 330 in network of computing devices , etc. The various processors / 
which an operating system ( e.g. , control operating system 50 cores may interface or communicate with each other using 
340 and / or guest operating system 340a ) executes . For a variety of interface techniques , such as core to core 
example , the hypervisor 320 loads a virtual machine image messaging , shared memory , kernel APIs , etc. 
to create VMs 330 to execute an operating system . Hyper- In embodiments employing multiple processors and / or 
visor 320 may present VMs 330 with an abstraction of multiple processor cores , described embodiments may dis 
hardware layer 308 , and / or may control how physical capa- 55 tribute data packets among cores or processors , for example 
bilities of hardware layer 308 are presented to VMs 330. For to balance the flows across the cores . For example , packet 
example , hypervisor ( s ) 320 may manage a pool of resources distribution may be based upon determinations of functions 
distributed across multiple physical computing devices . performed by each core , source and destination addresses , 

In some embodiments , one of VMs 330 ( e.g. , the VM and / or whether : a load on the associated core is above a 
executing control operating system 340 ) may manage and 60 predetermined threshold ; the load on the associated core is 
configure other VMs 330 , for example by managing the below a predetermined threshold ; the load on the associated 
execution and / or termination of a VM and / or managing core is less than the load on the other cores ; or any other 
allocation of virtual resources to a VM . In various embodi - metric that can be used to determine where to forward data 
ments , VMs may communicate with hypervisor ( s ) 320 and / packets based in part on the amount of load on a processor . 
or other VMs via , for example , one or more Application 65 For example , data packets may be distributed among cores 
Programming Interfaces ( APIs ) , shared memory , and / or or processes using receive - side scaling ( RSS ) in order to 
other techniques . process packets using multiple processors / cores in net 

a 



a 

a 

a 

a 

US 11,336,640 B2 
13 14 

work . RSS generally allows packet processing to be bal- In another embodiment , an abbreviated SSL handshake 
anced across multiple processors / cores while maintaining may be used to resume a previous session . In another 
in - order delivery of the packets . In some embodiments , RSS embodiment , an SSL handshake may also include server 
may use a hashing scheme to determine a core or processor verification of a client , such as via transmission from the 
for processing a packet . The RSS may generate hashes from 5 client to the server of a client certificate and a client 
any type and form of input , such as a sequence of values . certificate verify message . 
This sequence of values can include any portion of the An SSL handshake may require a message digest be 
network packet , such as any header , field or payload of computed of all the messages exchanged in order to verify 
network packet , and include any tuples of information that an SSL server and SSL client have received the same 
associated with a network packet or data flow , such as 10 messages , and no errors or attacks have been introduced into 
addresses and ports . The hash result or any portion thereof the transmissions . To perform the verification , a client may 
may be used to identify a processor , core , engine , etc. , for first compute a message digest of all the messages the SSL 
distributing a network packet , for example via a hash table , client has sent and received comprising the handshake , and 
indirection table , or other mapping technique . then transmit the result to the SSL server via a client finish 

Additional details of implementation and operations of 15 message 516. The SSL server may then compute the mes 
network environment 100 , clients 102 , services 106 , and sage digest of all messages the SSL server has sent and 
appliance 110 , 114 ( section A ) ; the implementation and received in order to verify that the two message digests are 
operations of appliance 110 ( section B ) ; and the implemen- the same . The SSL client and SSL server may compute the 
tation and operation of a multi - processor and / or multicore message digest usage digest algorithm agreed upon during 
system or the implementation and operation of virtualized 20 the course of the handshake . Examples of message digest 
computing environment 300 ( section C ) , may be as algorithms may include without limitation MD4 ; MD5 ; 
described in U.S. Pat . No. 9,538,345 , issued Jan. 3 , 2017 to CRC - 32 ; MD5 ; RIPEMD - 1360 ; SHA ; and HAVAL . 
Citrix Systems , Inc. of Fort Lauderdale , Fla . , the teachings E. Systems and Methods for Pre - Authorizing a Service 
of which are hereby incorporated herein by reference . to - Service Request 

D. Systems and Methods for SSL Handshake Processing 25 As network environments have increased in complexity , 
Referring now to FIG . 4 , a data flow diagram of an the compartmentalization of functions has increased , result 

example SSL handshake is shown . In brief overview , a client ing in a larger number of services and increased inter 
102 transmits a client hello message 500. An appliance 110 dependencies between services . To illustrate , FIG . 5 shows 
may then respond with a server hello 502 , a server certificate a network environment 100 similar to that shown in FIG.1A 
504 , a client certificate request 506 , and a server hello done 30 but further including one or more target services 130 ( 1 ) 
messages 508. The client may then respond with a client key 130 ( n ) ( also generally referred to as remote target service 
exchange message 510 , a client change cipher message 512 , machine ( s ) 130 or target service server ( s ) 130 ) accessed via 
and a client finish message 516. Appliance 110 may then one or more networks 104 ( 1 ) -104n ( generally referred 
respond to client 102 with a server change cipher message network ( s ) 104 ) . Services 106 may place a service request to 
518 , and a server finish message 520. In some SSL hand- 35 one or more target services 130 to have specific and / or 
shakes , in response to the server's certificate request mes- ancillary functions performed to the tasks performed by 
sage 506 , client 102 may send a client certificate message services 106. In this setting , a service 106 shall be referred 
( not shown ) followed by a client key exchange message 510 , to as a “ request service 106 ” as it is the component placing 
a client - certificate - verify message ( not shown ) , a client- the service request ( also generally referred to as a service 
change - cipher message 512 and a client finish message 516. 40 call or task call ) . In one example , described relative to FIG . 

Still referring to FIG . 4 , now in greater detail , a client 102 1B , request service 106 may include an application delivery 
and an appliance 110 engage in an SSL handshake . An SSL system 120 for delivering a computing environment , appli 
handshake may be performed according to any version of cation , and / or data files to one or more clients 102. In this 
SSL including without limitation SSLv2 and SSLv3.0 . An case , as shown in FIG . 5 , request service 106 may request 
SSL handshake may also be performed according to any 45 functions be performed by additional services 130 , referred 
related secure communication standards including without to herein as “ target services . ” Target services 130 may 
limitation TLS 1.0 as defined in RFC 2246 and TLS 1.1 as include practically any now known or later developed func 
defined in RFC 4346. Additional published documents tionality desired such as but not limited to specific functions 
describing related protocols and extensions to SSL and TLS that support delivering a computing environment , applica 
which may be used in conjunction with the methods 50 tion , and / or data files to one or more clients 102 by request 
described below include without limitation RFC 2712 , RFC services 106. Examples of functions that may performed by 
2817 , RFC 2818 , RFC 3268 , RFC 3546 , RFC 7132 , RFC a target service 130 may include but are not limited to : 
7162 , RFC 4279 , RFC 4347 , RFC 4366 , and RFC 4492 . authorizing customer access , performing monitoring agent 

In one embodiment , an appliance may perform an SSL 142 ( FIG . 1B ) functions , application delivery system 120 
handshake as a client . For example , an appliance may 55 ( FIG . 1B ) functions , subscribing users to applications in a 
initiate an SSL connection with a service 106 , with a second workspace , creating resource locations , configuring domains 
appliance . In this embodiment , the appliance may send the from which users can be selected , looking up order status , 
client hello message 500 , a client certificate message ( not synchronizing user information , retrying failed customer 
shown ) , a client key exchange message 510 , a client change on - boardings , sending notifications , etc. 
cipher message 512 , and / or a client finish message 516. In 60 The increased complexity of network environments has 
this embodiment , the appliance may also send a client an impact on the performance of such environments . For 
certificate message ( not shown ) followed by a client key example , a task initiation may create a cascade of service 
exchange message 510 , a client - certificate - verify message requests by request service 106 to target services 130 where 
( not shown ) , a client - change - cipher message 512 and a the connection cannot be maintained open by an appliance 
client finish message 516. In another embodiment , an appli- 65 110. Each of the requests may have similar overhead as the 
ance may perform an SSL handshake as a service 106 , e.g. , SSL handshake described relative to FIG . 4. For example , 
to another service 130 ( FIG . 5 ) . request service 106 must generate an authorization header 
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using a signature of target service 130 , e.g. , full target URL plane . Identification of target services 130 to which a 
encoded with the source service name . Target service 130 pre - authorization process according to embodiments of the 
then needs to validate the signature by decoding the autho- disclosure should be applied can be made using data from 
rization header , obtaining the public key of request service performance monitoring agent ( s ) 142 ( FIG . 1B ) . For 
106 , e.g. , by further communications with another public 5 example , target services 130 that have more than certain 
key system ( not shown ) , and then validate the signature number of service requests placed by a request service 106 
against the current service request URL . Thus , target service within a certain period of time , may be candidates for the 130 proceeds through a similar authorization as shown in pre - authorization process , described herein . Identification of FIG . 4. This process is repeated each time for any inter target services 130 to which the pre - authorization process service request , adding to the overall latency and perfor- 10 may be applied can be user defined . mance degradation of network environment 100 . With further reference to FIG . 5 , one or more networks As described herein , appliance 110 may relieve request 
services 106 of much of the processing load caused by 104 may be located between request service 106 and target 
repeatedly opening and closing transport layers connections service 130. In other embodiments , both services 106 , 130 
to target services 130 by opening one or more transport layer 15 may be on the same network 104. The various networks 104 
connections with each service 106 and maintaining these may be the same type of network or different types of 
connections to allow repeated data accesses by services via networks . Each network 104 may be of any type described 
the Internet ( e.g. , " connection pooling ” ) . However , as net herein relative to FIG . 1A . One or more appliances 110 may 
work environments 100 increase in complexity , the larger be located at various points or in various communication 
number of target services 130 and increased inter - depen- 20 paths of network environment 100 , and may take any form 
dencies between services 106 , 130 , prevents appliances 110 described herein relative to FIG . 1A . 
from adequately addressing the additional computational As shown in FIG . 5 , one or more request services 106 may 
overhead . Where a particular target service 130 is used also operate as a server farm 112 , as described herein . 
frequently , the performance and latency impacts can be Similarly , each target service 130 may operate as a server 
significant . 25 farm 612. Target services 130 may be logically grouped , and 
As indicated above , embodiments of the disclosure pro- may either be geographically co - located ( e.g. , on premises ) 

vide systems and methods for pre - authorizing a service or geographically dispersed ( e.g. , cloud based ) from clients 
request between two services , i.e. , service - to - service , in a 102 ( FIG . 1A ) and / or other services 106. Each target service 
network environment 100 that is more efficient and scalable . 130 may include any number of instances thereof , i.e. , 
It has been discovered that request services 106 make 30 servers belonging to the same particular class that share the 
service requests of certain target services 130 repeatedly same set of attributes and / or functions . Similarly , each 
over time , e.g. , because each service typically has a well- request service 106 may include any number of instances 
defined functionality that may be frequently required . thereof . In an embodiment , target services 130 execute one 
Embodiments of the disclosure conduct a pre - authorization or more functions such as applications on behalf of one or 
prior to a service request being made , e.g. , for services that 35 more of request services 106 ( and / or clients 102 via request 
are accessed with high frequency . The pre - authorization can services 106 ) ( e.g . , as an application server ) , although other 
occur as a background operation prior to a service request uses are possible , such as a file server , gateway server , proxy 
and separate from a service request . As described herein , the server , or other similar server uses . 
pre - authorizations can be stored in such a manner that they FIG . 5 also shows a topic 602 capable of communicating 
are ready for use when a service request is made , allowing 40 with services 106 , 130 via network 104 and / or appliance ( s ) 
quicker and less cumbersome security validation and autho- 110. Topic 602 may include a program that broadcasts an 
rization between services . For example , as shown in FIG . 5 , event to all the subscribers of its distribution list . Topic 602 
data related to pre - authorizations can be stored for target executes transparently ( e.g. , in the background ) to any 
service 130 locally or , where more than one instance exists , application and / or user of network environment 100. Each 
in a distributed storage device 640 accessible by instances of 45 instance of request service 106 and each instance of target 
target service 130. Similarly , as shown in FIG . 5 , data related service 130 subscribe to events 604 published to topic 602 
to pre - authorizations can be stored for request service 106 such that events 604 published ( posted ) to topic 602 from 
locally or , where more than one instance exists , in a distrib- any instance of a service 106 or 130 are communicated to 
uted storage device 642 accessible by instances of request instances of the transmitting service and instances of the 
service 106. Distributed storage devices 640 , 642 may 50 other service 106 or 130. Topic 602 may be located at 
include any of a variety of secure distributed storage systems various points or in various communication paths of network 
such as but not limited to : Microsoft Azure service fabric environment 100. For example , topic 602 may be imple 
stateful services such as Cosmos DB , or an open source mented within a storage device 606 communicating with 
system such as Redis . To prevent accidental or improper network 104 , as shown . In other embodiments , topic 602 
access , the pre - authorizations can have a short set duration . 55 may be deployed between two networks 104 ( 1 ) and 104 ( 2 ) , 
The pre - authorization process occurs as a background pro- e.g. , as part of system daemon services 258 ( FIG . 2 ) of an 
cess separate from any service request , thus reducing over- appliance 110. As noted , system daemon services 258 ( FIG . 
head and latency . That is , in general , the pre - authorization 2 ) are programs that run continuously or in the background 
process executes transparently ( e.g. , in the background ) to and handle periodic service requests . In some embodiments , 
any application and / or user of services 106 and / or 130. 60 system daemon service 258 ( FIG . 2 ) may forward the 
Application of embodiments of the disclosure may be appli- requests to other programs or processes , such as another 
cable between any two computing devices 150 ( FIG . 1C ) , daemon service , as appropriate . In other embodiments , topic 
but find advantage as applied to two services 106 , 130 that 602 may be located on a network 104. For example , topic 
exhibit a high volume of service requests therebetween 602 may be implemented as part of request services 106 
compared to other services , and may have a specific way of 65 and / or target services 130. In one example , topic 602 may be 
communicating with one another . One example includes part of daemon service ( not separately shown ) of service 106 
certain services that are part of a cloud platform control or 130. In any event , topic 602 may receive events 604 from 
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any instance of service 106 or 130 and communicate the tographic value . The signature may be a standard RSA 
event to instances of the other service 106 or 130 . ( Rivest - Shamir - Adleman ) signing . RSA is a common public 

Methods according to embodiments of the disclosure will key cryptosystem used for secure data transmissions . It is 
now be described relative to FIGS . 5-8 . FIG . 6 is a data flow noted that many different target services 130 , perhaps with 
diagram illustrating data flows of methods for authorizing a 5 each providing different functions , may receive service 
service request between two services 106 , 130 in network requests 816 from request service 106. To address this 
environment 100 ( FIGS . 1A and 5 ) . FIG . 7 shows a swim situation , pre - authorization token 820 is configured for 
lane diagram of methods of a recurring background pre- validation by a predetermined one of the plurality of target 
authorization process between two services 106 , 130 in services 130 , i.e. , any instance of a predetermined one of 
network environment 100 ( FIGS . 1A and 5 ) from the per- 10 target services 130. That is , the cryptographic value is 
spective of both request service 106 and target service 130 . configured for validation by a specific target service 130 . 
FIG . 8 shows a swim lane diagram of a request service 106 In process R12 ( FIGS . 6 and 7 ) , request service 106 
placing a service request 816 using an acknowledged pre- publishes pre - authorization token 820 for access by any 
authorization token 820 ( a ) . instance of target service 130. Publishing token ( s ) 820 may 

In FIGS . 7 and 8 , processes carried out by request service 15 include posting the token ( s ) to topic 602 ( FIGS . 5 and 6 ) as 
106 are noted with an alphanumeric reference with an ' R ' an event 604. As described , topic 602 broadcasts event 604 
alphabetic indicator , e.g. , process R10 , and processes carried to all subscribers of its distribution list , including each 
out by target service 130 are noted with an alphanumeric instance of target server 130. As noted , topic 602 executes 
reference with a ‘ T ' alphabetic indicator , e.g. process T14 . transparently ( e.g. , in the background ) to any application 
Processes shown in FIGS . 7 and 8 are also noted in FIG . 6 , 20 and / or user of network environment 100. Contemporane 
where necessary . The dashed box in FIGS . 6 and 7 show ously , in process T14 at target service 130 , each instance of 
processes according to the disclosure that represent a recur- target service 130 obtains pre - authorization token ( s ) 820 , 
ring background pre - authorization process occurring sepa- e.g. , receives it as a messag from topic 602 or accesses 
rate from service request 816 between request service 106 topic 602 to retrieve it . 
and target service 130. That is , in general , the pre - authori- 25 In process T16 ( FIGS . 6 and 7 ) , target service 130 
zation process executes transparently ( e.g. , in the back- validates pre - authorization token 820. That is , target service 
ground ) to any application and / or user of services 106 , 130 . 130 confirms whether pre - authorization token 820 was 
Each service 106 , 130 performs a respective portion of the issued by request service 106 specified in signature 822 . 
recurring background processes that collectively provide the Target service 130 may make the confirmation , for example , 
overall methodology according to embodiments of the dis- 30 by using the appropriate decryption process for the crypto 
closure . graphic value of signature 822. In process T16 , in response 

In the description that follows , it is understood that each to not confirming the pre - authorization token was issued by 
service 106 , 130 may include a number of instances , denoted the first service specified in the signature , i.e. , No at process 
with the layered boxes thereof in FIG . 6. Unless explained T16 , target service 130 ignores pre - authorization token 820 
as being expressly applied to multiple instances , it is under- 35 at process T18 . Alternatively , in response to confirming the 
stood that the processing described may be performed by pre - authorization token was issued by request service 106 
one or more instances of each service 106 , 130 . specified in the signature , i.e. , Yes at process T16 , target 
As shown in FIG . 6 , an administrator 810 may login into service 130 acknowledges pre - authorization token 820 at 

an authorization provider 812 , and place an administrative process T20 . Process T20 may also include target service 
task 814 to a request service 106. Administrative task 814 40 130 storing acknowledged pre - authorization token 820 ( a ) 
can include any now known or later developed request for a for access by any instance of target service 130. Target 
computer function to be performed . Administrative task 814 service 130 may store acknowledged token 820 ( a ) at a 
may cause request service 106 to provide part of the com- storage device 640 accessible by all instances of target 
putational function requested directly , but may also cause service 130 , e.g. , a distributed storage device 640. To 
request service 106 to place one or more service requests 45 prevent unauthorized use of acknowledged tokens 820 ( a ) , 
816 to one or more target services 130. As noted , each target each token may have a set duration , i.e. , a time during which 
server 130 performs at least one function that is more readily it is viable , and after which it expires and is no longer usable . 
provided by a separate server from request service 106 , e.g. , The set duration may be implemented in any now known or 
for load distribution , function specialization , etc. later developed fashion . In one embodiment , a configurable 

In process R10 ( FIGS . 6 and 7 ) , request service 106 may 50 time - to - live ( TTL ) may be employed , e.g. , a counter or 
generate a pre - authorization token ( s ) 820. Each pre - autho- timestamp attached to or embedded in the data that directs 
rization token 820 may include a signature 822 of request discarding of the data once the predefined timespan has 
service 106. Signature 822 includes an identification of elapsed . The set duration can be user defined , e.g. , 30 
request service 106 identifying the request service 106 , and minutes , 1 hour , etc. 
a cryptographic value from which an instance of target 55 With further regard to the acknowledging at process T20 , 
service 130 may validate token 820 as being from request the process may include target service 130 publishing 
service 106. The cryptographic value may be a value based acknowledgement 830 as an event 604 to topic 602. As 
on any known or later developed cryptography protocol that noted , each of request service 106 and target service 130 
does not require computational overhead of an asymmetric subscribe to events 604 published to topic 602 such that 
system , e.g. , symmetrical key cryptography like Advanced 60 request service 106 may contemporaneously obtain 
Encryption Standard ( AES ) . In one example , when a pre- acknowledgment 830 acknowledging validation of pre - au 
authorization token 820 is generated , request service 106 thorization token 820 ( a ) as being issued by request service 
may generate a signed cryptographic value , encode the 106. That is , in process R22 , each instance of request service 
cryptographic value and the signature ( e.g. , generating a 106 obtains acknowledgement 830 , e.g. , receives it as a 
delimited string and Base64 encoding it ) . As described 65 message from topic 602 or accesses topic 602 to retrieve it . 
herein , target service 130 and decode pre - authorization Acknowledgement 830 may take a variety of forms . In one 
token 820 , and validate the signature of the included cryp- embodiment , acknowledgement 830 may include data that 
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identifies its corresponding pre - authorization token 820 such other processes such as those that require public key attain 
that request service 106 can identify the pre - authorization ment , and other cryptographic analysis . In response to a 
token 820 that acknowledgement 830 corresponds to . In confirmation , i.e. , Yes at process T28 , target service 130 
another embodiment , acknowledgement 830 may include a authorizes service request 816 at process T30 . Subsequently , 
revised pre - authorization token ( not separately labeled ) that 5 target service 130 may perform the desired service request 
includes the same data as acknowledged pre - authorization 816 at process T32 , and return a result to request service 106 
token 820 ( a ) and includes an identity of target service 800 at process R34 . 
and a new cryptographic value and signature of target Alternatively , in response to receiving service request 816 
service 800. In this setting , request service 106 can validate including pre - authorization token 820 at the instance of 
the revised acknowledged pre - authorization token when it 10 target service 130 and not confirming the pre - authorization 
receives it ( including decoding it to reveal the data ) . token matches a stored , acknowledged pre - authorization 

In process R24 , request service 106 stores pre - authoriza- token 820 ( a ) , i.e. , No at process T28 , target service 130 
tion token 820 ( a ) for access by request service 106. In one indicates the service request is unauthorized at process T36 . 
embodiment , where acknowledgement 830 identifies its Non - confirmation can occur for a number of reasons . For 
corresponding acknowledged pre - authorization token 820 , 15 example , the acknowledged pre - authorization token 820 ( a ) 
request service 106 can identify the pre - authorization token sent from request service 106 may have expired , i.e. , it was 
820 , and save the appropriate acknowledged pre - authoriza- not received before expiration of its storage in storage 
tion token 820 ( a ) . In another embodiment , where acknowl- device 640 , or the pre - authorization token 820 sent from 
edgement 830 includes acknowledged pre - authorization request service 106 was not previously validated / acknowl 
token 820 , request service 106 can simply save the acknowl- 20 edged at process T16 , T20 ( FIG . 7 ) . Where service request 
edged pre - authorization token 820 ( a ) . In any event , request 816 is not authorized by way of the pre - authorization 
service 106 stores each pre - authorization token 820 ( a ) that process , at process R38 , request service 106 may initiate a 
has been acknowledged by target service 130. Each instance conventional service request authorization , e.g. , using an 
of request service 106 may store acknowledgement pre- asymmetric cryptographic process such as private - public 
authorization token 820 ( a ) , e.g. , locally or in a distributed 25 key protocol , and accepting the necessary computational 
storage device 642 ( FIG . 5 ) . Distributed storage device 642 overhead at services 106 , 130 and / or appliance ( s ) 110 . 
( FIG . 5 ) is accessible by all instances of request service 106 . Embodiments of the disclosure provide methods and 
As noted herein , the processes in the dashed box in FIGS . systems for pre - authorization of a service request between 

6 and 7 represent a recurring background pre - authorization two services with a number of advantages relative to con 
process , according to embodiments of the disclosure . In this 30 ventional processes . For example , teachings of the disclo 
regard , as the set duration expires , causing the expiration of sure do not require changes in infrastructure , such as main 
acknowledged pre - authorization tokens 820 ( a ) , the pro- taining client certificates for service instances , and do not 
cesses R10 - R24 may repeat . For example , request service remove any existing authentication mechanisms for plat 
106 may generate another pre - authorization token 820 at form services . However , embodiments of the disclosure can 
process R10 after expiration of the set duration , and publish 35 drastically improve overall performance for customer facing 
pre - authorization token 820 , at process R12 , as an event 604 tasks by reducing computational overhead and latency 
to topic 602. Processes T14 , T16 , T18 , T20 , R22 and R24 caused by existing authentication mechanisms . 
may follow to provide additional authorized pre - authoriza- The foregoing drawings show some of the processing 
tion token ( s ) 820 ( a ) available for use . The number of associated according to several embodiments of this disclo 
pre - authorization tokens 820 ( a ) available at any given time 40 sure . In this regard , each drawing or block within a flow 
can be user defined , e.g. , based on the expected amount of diagram of the drawings represents a process associated with 
service request traffic between services 106 , 130. For embodiments of the method described . It should also be 
example , a particular request service 106 may be configured noted that in some alternative implementations , the acts 
to keep a minimum number of pre - authorization tokens 820 noted in the drawings or blocks may occur out of the order 
for a particular target service 130 depending on how much 45 noted in the figure or , for example , may in fact be executed 
service request traffic goes between the two services . substantially concurrently or in the reverse order , depending 

Methods and systems using the recurring background upon the act involved . Also , one of ordinary skill in the art 
process described herein can pre - authorize service requests will recognize that additional blocks that describe the pro 
without the existing back - and - forth between services 106 , cessing may be added . 
130 and without burdening target service 130 ( and appli- 50 As will be appreciated by one of skill in the art upon 
ances 110 ) with the computational overhead and latency of reading the following disclosure , various aspects described 
existing authentication protocols . herein may be embodied as a device , a method or a computer 

Continuing with FIG . 6 and with additional reference to program product ( e.g. , a non - transitory computer - readable 
FIG . 8 , use of pre - authorization token ( s ) 820 ( a ) will now be medium having computer executable instruction for per 
described . In process R26 , request service 106 transmits a 55 forming the noted operations or steps ) . Accordingly , those 
service request 816 including acknowledged pre - authoriza- aspects may take the form of an entirely hardware embodi 
tion token 820 ( a ) to target service 130. Process R26 may ment , an entirely software embodiment , or an embodiment 
performed in any known or later developed manner , except combining software and hardware aspects . Furthermore , 
the customary authorization header is replaced with such aspects may take the form of a computer program 
acknowledged pre - authorization token 820 ( a ) . In process 60 product stored by one or more computer - readable storage 
T28 , in response to receiving service request 816 including media having computer - readable program code , or instruc 
pre - authorization token 820 ( a ) at an instance of target ser- tions , embodied in or on the storage media . Any suitable 
vice 130 , target service 130 confirms whether pre - authori- computer readable storage media may be utilized , including 
zation token 820 ( a ) matches a stored , acknowledged pre- hard disks , CD - ROMs , optical storage devices , magnetic 
authorization token 820 ( a ) , e.g. , stored in a distributed 65 storage devices , and / or any combination thereof . 
storage device 640. This process may include a simple The terminology used herein is for the purpose of describ 
lookup , which reduces computational overhead compared to ing particular embodiments only and is not intended to be 
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limiting of the disclosure . As used herein , the singular forms and , separate from the recurring background process : 
“ a ” , “ an ” and “ the ” are intended to include the plural forms in response to receiving the service request from the first 
as well , unless the context clearly indicates otherwise . It will service including the pre - authorization token at an 
be further understood that the terms “ comprises ” and / or instance of the second service , confirming , at the 
" comprising , ” when used in this specification , specify the 5 instance of the second service , the pre - authorization 

token matches the stored , acknowledged pre - authori presence of stated features , integers , steps , operations , ele zation token , and , in response to the confirmation , ments , and / or components , but do not preclude the presence authorizing , by the instance of the second service , the or addition of one or more other features , integers , steps , service request from the first service , 
operations , elements , components , and / or groups thereof . wherein the recurring background process further com 
“ Optional ” or “ optionally ” means that the subsequently prises generating the pre - authorization token at the first 
described event or circumstance may or may not occur , and service and publishing , by the first service , the pre 
that the description includes instances where the event authorization token as an event to a topic , wherein the 
occurs and instances where it does not . first service and the second service subscribe to events 

Approximating language , as used herein throughout the published to the topic . 
2. The method of claim 1 , further comprising in response specification and claims , may be applied to modify any to receiving the service request from the first service includ quantitative representation that could permissibly vary with ing the pre - authorization token at the instance of the second out resulting in a change in the basic function to which it is service and not confirming the pre - authorization token related . Accordingly , a value modified by a term or terms , matches the stored , acknowledged pre - authorization token , 

such as “ about , ” “ approximately ” and “ substantially , ” are 20 indicating , by the instance of the second service , the service not to be limited to the precise value specified . In at least request is unauthorized . 
some instances , the approximating language may corre- 3. The method of claim 1 , wherein the second service 
spond to the precision of an instrument for measuring the includes a plurality of instances of the second service , and 
value . Here and throughout the specification and claims , wherein the pre - authorization token is configured for vali 
range limitations may be combined and / or interchanged , 25 dation by a predetermined one of the plurality of the 
such ranges are identified and include all the sub - ranges instances of the second service . 
contained therein unless context or language indicates oth- 4. The method of claim 3 , wherein each instance of the 
erwise . “ Approximately ” as applied to a particular value of second service subscribes to events published to the topic . 
a range applies to both values , and unless otherwise depen 5. The method of claim 4 , wherein storing the acknowl 
dent on the precision of the instrument measuring the value , 30 edged pre - authorization token for access by any instance of 
may indicate +/- 10 % of the stated value ( s ) . the second service includes storing the acknowledged pre 

The corresponding structures , materials , acts , and equiva- authorization token for a set duration . 
lents of all means or step plus function elements in the 6. The method of claim wherein the recurring back 
claims below are intended to include any structure , material , ground process : generates , by the first service , another 
or act for performing the function in combination with other 35 pre - authorization token after expiration of the set duration , 
claimed elements as specifically claimed . The description of and publishes , by the first service , the another pre - authori 
the present disclosure has been presented for purposes of zation token as an event to the topic . 
illustration and description , but is not intended to be exhaus- 7. The method of claim 1 , further comprising publishing , 
tive or limited to the disclosure in the form disclosed . Many by the second service , the acknowledgement as an event to 
modifications and variations will be apparent to those of 40 the topic . 
ordinary skill in the art without departing from the scope and 8. A system for authorizing a service request between two 
spirit of the disclosure . The embodiment was chosen and services in a network environment , the system comprising : 
described in order to best explain the principles of the a target service configured to run a recurring background 
disclosure and the practical application , and to enable others process occurring between a request service and the 
of ordinary skill in the art to understand the disclosure for target service , the recurring background process includ 
various embodiments with various modifications as are ing : 
suited to the particular use contemplated . obtaining , at the target service , a pre - authorization 

token from the request service , the pre - authorization 
What is claimed is : token including a signature of the request service , 
1. A method for authorizing a service request between two 50 confirming , at the target service , that the pre - authori 

services in a network environment , the method comprising : zation token was issued by the request service speci 
in a recurring background process occurring between a fied in the signature , 

first service and a second service : in response to the target service confirming that the 
obtaining , at the second service , a pre - authorization pre - authorization token was issued by the request 

token from the first service , the pre - authorization 55 service specified in the signature , generating , at the 
token including a signature of the first service , target service , an acknowledgement of the pre - au 

confirming , at the second service , that the pre - authori thorization token , and 
zation token was issued by the first service specified storing , in a storage device , by the target service , the 
in the signature , acknowledged pre - authorization token for access by 

in response to the second service confirming that the 60 any instance of the target service ; 
pre - authorization token was issued by the first ser- and , separate from the recurring background process , 
vice specified in the signature , generating , at the in response to receiving the service request from the 
second service , an acknowledgement of the pre- request service including the pre - authorization token at 
authorization token , and an instance of the target service , confirming , at the 

storing , by the second service , the acknowledged pre- 65 instance of the target service , the pre - authorization 
authorization token for access by any instance of the token matches the stored , acknowledged pre - authori 
second service ; zation token , and , in response to the confirmation , 
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authorizing , by the instance of the target service , the wherein the pre - authorization token is configured for vali 
service request from the request service , dation by a predetermined one of the plurality of instances 

wherein the recurring background process further com- of the second service , and wherein the first service publishes 
prises generating the pre - authorization token at the the pre - authorization token to the plurality of instances of 
request service and publishing , by the request service , 5 the second service . 
the pre - authorization token as an event to a topic , 17. The method of claim 15 , wherein the signature 
wherein the request service and the target service includes a signed cryptographic value . subscribe to events published to the topic . 18. The method of claim 15 , wherein the second service 9. The system of claim 8 , further comprising in response includes a plurality of instances of the second service , and to receiving the service request including the pre - authoriza- 10 wherein each instance of the second service subscribes to tion token at the instance of the target service and not events published to the topic . confirming the pre - authorization token matches the stored , 

acknowledged pre - authorization token , indicating , by the 19. The method of claim 15 , wherein storing the acknowl 
instance of the target service , the service request is unau edged pre - authorization token includes storing the acknowl 
thorized . edged pre - authorization token for a set duration . 

10. The system of claim 8 , wherein the target service 20. The method of claim 19 , wherein during the recurring 
includes a plurality of instances of the target service , and background process , the first service generates another pre 
wherein the pre - authorization token is configured for vali authorization token after expiration of the set duration , and 
dation by a predetermined one of the plurality of instances the first service publishes the another pre - authorization 
of the target service . 20 token as an event to the topic . 

11. The system of claim 10 , wherein each instance of the 21. A system for authorizing a service request between 
target service subscribes to events published to the topic . two services in a network environment , the system com 

12. The system of claim 8 , further comprising publishing , prising : 
by the target service , the acknowledgement as an event to the wherein the request service is configured to perform a 
topic . recurring background process with a target service , the 

13. The system of claim 8 , wherein the storage device is recurring background process including : 
configured to store each acknowledged pre - authorization generating , at the request service , a pre - authorization 
token for access by any instance of the target service for a token including a signature of the request service , 
set duration . publishing , by the request service , the pre - authorization 14. The system of claim 8 , wherein the storage device is 30 token , configured to publish the acknowledgement and the pre validating , at the target service , that the pre - authoriza authorization token as an event posted thereto , wherein each tion token was issued by the request service specified of the request service and the target service subscribe to 
events published to the storage device . in the signature , and in response to validating the 

pre - authorization token , generating , at the target 15. A method for authorizing a service request between 35 
two services in a network environment , the method com service an acknowledgment acknowledging valida 
prising : tion of the pre - authorization token as being issued by 

in a recurring background process occurring between a the request service specified in the signature in the 
first service and a second service : pre - authorization token , and 
generating , at a first service , a pre - authorization token 40 storing , in a storage device , the acknowledged pre 

authorization token for access by the request service ; including a signature of the first service , 
publishing , by the first service , the pre - authorization and , separate from the recurring background process : 

token , transmitting , by the request service , the service request 
validating , at the second service , that the pre - authori including the acknowledged pre - authorization token to 

zation token was issued by the first service specified 45 the target service ; and 
in the signature , and in response to validating the receiving , at the request service an authorization from the 
pre - authorization token , generating , at the second target service for the service request , 
service , an acknowledgment acknowledging valida wherein the recurring background process further com 
tion of the pre - authorization token as being issued by prises publishing , to the storage device , the acknowl 
the first service specified in the signature in the 50 edgement and the pre - authorization token as an event , 
pre - authorization token , and wherein the request service and the target service 

storing , by the second service , the acknowledged pre subscribe to events published to the storage device . 
authorization token for access by the first service ; 22. The system of claim 21 , wherein the target service 

and , separate from the recurring background process : includes a plurality of instances of the target service , and 
transmitting , by the first service , the service request 55 wherein the pre - authorization token is configured for vali 

including the acknowledged pre - authorization token to dation by a predetermined one of the plurality of instances 
the second service ; and of the target service . 

receiving , at the first service , an authorization , from the 23. The system of claim 22 , wherein each instance of the 
second service , for the service request , target service subscribes to events published to the storage 

device . wherein the recurring background process further com- 60 prises generating the pre - authorization token at the first 24. The system of claim 21 , wherein the pre - authorization 
service and publishing , by the first service , the pre token is valid for a set duration , and wherein the request 
authorization token as an event to a topic , wherein the service is further configured to generate another pre - autho 
first service and the second service subscribe to events rization token after an expiration of the set duration , and 
published to the topic . publish the another pre - authorization token as an event to 

16. The method of claim 15 , wherein the second service the storage device . 
includes a plurality of instances of the second service , 
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