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SYSTEMS AND METHODS FOR REPAIRING SYSTEM
FILES

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] This application claims priority to Chinese Patent Application No.
201210344305.5, filed September 17, 2012, incorporated by reference herein for all

purposes.

BACKGROUND OF THE INVENTION

[0002] The present invention is directed to computer technology. More
particularly, the invention provides systems and methods for data processing. Merely
by way of example, the invention has been applied to computer software. But it

would be recognized that the invention has a much broader range of applicability.

[0003] Computers have gradually become an indispensable tool in people’s daily
life and work. An operating system is a program for managing computer hardware
and software resources and also is a kernel and a cornerstone of a computer system.
The operating system plays an important role in the interactions between a user and a
computer. System files are often stored in one or more system folders of the
operating system. Generally, during an installation process of the operating system,
multiple system folders may be automatically created and different system files are
placed into the corresponding system folders. The system files may directly affect the
normal operations of the operating system. Most system files are not allowed to be
altered without authorization. The integrity and safety of system files are important

for maintaining the stability of a computer system.

[0004] It is sometimes inevitable that errors will occur in the system files during
the operations of a computer. For example, improper user operations, intrusion of
Trojan viruses, or attacks by a hacker may result in the errors in the system files.
Currently, the system files that contain errors may be repaired to maintain the
integrity of the system files. Specifically, the computer acquires a list of repairable
system files from a server and stores the list locally. The computer then scans the

local system files according to the list. If certain local system files that are included
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in the list of repairable system files are determined to contain errors, some files
corresponding to the local system files that contain errors are downloaded from the
server to replace such local system files. The operating system is rebooted after the

file replacement to complete the repair of the system files.

[0005] However, there are certain problems related to the conventional
technology for repairing system files. For example, the computer is often required to
acquire the list of system files from the server and store it locally. The update and
maintenance of the locally stored list of system files are often complex and
cumbersome. In addition, the operating system is often required to be rebooted after
the file replacement, which may result in interruption of certain operations of the

computer.

[0006] Hence it is highly desirable to improve the techniques for repairing system

files.

BRIEF SUMMARY OF THE INVENTION

[0007] The present invention is directed to computer technology. More
particularly, the invention provides systems and methods for data processing. Merely
by way of example, the invention has been applied to computer software. But it

would be recognized that the invention has a much broader range of applicability.

[0008] According to one embodiment, a method is provided for repairing system
files. For example, a list of system files including file information of one or more first
repairable system files are updated in real time; file information of a target file sent
from a terminal is received; whether the target file is in need of repair is detected
based on at least information associated with the list of system files; in response to the
target file being in need of repair, a first repair strategy for the target file is
determined based on at least information associated with a predetermined database of
repair strategies and a file type of the target file; and the target file is repaired based

on at least information associated with the first repair strategy.

[0009] According to another embodiment, a method is provided for repairing
system files. For example, one or more local files are scanned to determine a target

file; file information of the target file is uploaded to a query server to determine
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whether the target file is in need of repair; in response to the target file being in need
of repair, a download address and a repair strategy are acquired from the query server;
a normal system file corresponding to the target file is downloaded from the
download address to replace the target file; and after the target file is replaced, one or
more processes or one or more applications related to the target file are restarted

based on at least information associated with the repair strategy.

[0010] According to yet another embodiment, a query server includes a storage
unit, a detection unit, and a processing unit. The storage unit is configured to store a
list of system files being updated in real time, the list of system files including file
information of one or more first repairable system files. The detection unit is
configured to receive file information of a target file sent from a terminal and detect
whether the target file is in need of repair based on at least information associated
with the list of system files. The processing unit is configured to determine a first
repair strategy for the target file based on at least information associated with a
predetermined database of repair strategies and a file type of the target file in response
to the target file being in need of repair and repair the target file based on at least

information associated with the first repair strategy.

[0011] In one embodiment, a terminal includes a sending unit and a repair unit.
The sending unit is configured to scan one or more local files to determine a target file
and upload file information of the target file to a query server to determine whether
the target file is in need of repair. The repair unit is configured to, in response to the
target file being in need of repair, acquire a download address and a repair strategy
from the query server, download a normal system file corresponding to the target file
from the download address to replace the target file, and restart, after the target file is
replaced, one or more processes or one or more applications related to the target file

based on at least information associated with the repair strategy.

[0012] In another embodiment, a non-transitory computer readable storage
medium includes programming instructions for repairing system files. The
programming instructions are configured to cause one or more data processors to
execute certain operations. For example, a list of system files including file
information of one or more repairable system files are updated in real time; file

information of a target file sent from a terminal is received; whether the target file is
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in need of repair is detected based on at least information associated with the list of
system files; in response to the target file being in need of repair, a repair strategy for
the target file is determined based on at least information associated with a
predetermined database of repair strategies and a file type of the target file; and the

target file is repaired based on at least information associated with the repair strategy.

[0013] In yet another embodiment, a computer-implemented system for repairing
system files includes one or more data processors and a computer-readable storage
medium. The computer-readable storage medium is encoded with instructions for
commanding the data processors to execute certain operations. For example, a list of
system files including file information of one or more repairable system files are
updated in real time; file information of a target file sent from a terminal is received;
whether the target file is in need of repair is detected based on at least information
associated with the list of system files; in response to the target file being in need of
repair, a repair strategy for the target file is determined based on at least information
associated with a predetermined database of repair strategies and a file type of the
target file; and the target file is repaired based on at least information associated with

the repair strategy.

[0014] According to one embodiment, a non-transitory computer readable storage
medium includes programming instructions for repairing system files. The
programming instructions are configured to cause one or more data processors to
execute certain operations. For example, one or more local files are scanned to
determine a target file; file information of the target file is uploaded to a query server
to determine whether the target file is in need of repair; in response to the target file
being in need of repair, a download address and a repair strategy are acquired from
the query server; a normal system file corresponding to the target file is downloaded
from the download address to replace the target file; and after the target file is
replaced, one or more processes or one or more applications related to the target file

are restarted based on at least information associated with the repair strategy.

[0015] According to another embodiment, a computer-implemented system for
repairing system files includes one or more data processors and a computer-readable
storage medium. The computer-readable storage medium is encoded with instructions

for commanding the data processors to execute certain operations. For example, one
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or more local files are scanned to determine a target file; file information of the target
file is uploaded to a query server to determine whether the target file is in need of
repair; in response to the target file being in need of repair, a download address and a
repair strategy are acquired from the query server; a normal system file corresponding
to the target file is downloaded from the download address to replace the target file;
and after the target file is replaced, one or more processes or one or more applications
related to the target file are restarted based on at least information associated with the

repair strategy.

[0016] For example, the systems and methods described herein are configured for
storing a list of system files in a query server to eliminate the need for updating and
maintenance of the list of system files by a terminal, reduce the workload of the
terminal and make the list of system files available to all terminals. In another
example, the systems and methods described herein are configured to restart processes
or applications related to a target file after the target file is repaired to ensure that

operations of a terminal are not interrupted during the repair process of the target file.

[0017] Depending upon embodiment, one or more benefits may be achieved.
These benefits and various additional objects, features and advantages of the present
invention can be fully appreciated with reference to the detailed description and

accompanying drawings that follow.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] Figure 1 is a simplified diagram showing a method for repairing system

files according to one embodiment of the present invention;

[0019] Figure 2 is a simplified diagram showing a method for repairing system

files according to another embodiment of the present invention;

[0020] Figure 3 is a simplified diagram showing a method for detecting whether a

target file needs repair according to one embodiment of the present invention;

[0021] Figure 4 is a simplified diagram showing a method for repairing system

files according to another embodiment of the present invention;



WO 2014/040458 PCT/CN2013/081004

[0022] Figure 5 is a simplified diagram of a query server for repairing system files

according to one embodiment of the present invention; and

[0023] Figure 6 is a simplified diagram showing certain components of the query
server as shown in Figure 5 for repairing system files according to one embodiment of

the present invention; and

[0024] Figure 7 is a simplified diagram showing a terminal for repairing system

files according to one embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0025] The present invention is directed to computer technology. More
particularly, the invention provides systems and methods for data processing. Merely
by way of example, the invention has been applied to computer software. But it

would be recognized that the invention has a much broader range of applicability.

[0026] Figure 1 is a simplified diagram showing a method for repairing system
files according to one embodiment of the present invention. This diagram is merely
an example, which should not unduly limit the scope of the claims. One of ordinary
skill in the art would recognize many variations, alternatives, and modifications. The
method 100 includes at least the process 101 for updating in real time a list of system
files, the process 102 for receiving file information of a target file sent from a terminal
and detecting whether the target file is in need of repair, and the process 103 for, in
response to the target file being in need of repair, determining a first repair strategy
for the target file and repairing the target file based on at least information associated

with the first repair strategy.

[0027] According to one embodiment, at the process 101, a query server updates a
list of system files in real time, where the list of system files records file information
of one or more repairable system files. For example, the query server can regularly
acquire the most up-to-date list of system files from a background management
process or application. The list of system files may be managed and maintained by
certain operation-and-maintenance personnel using the background management
process or application. For example, if a manufacturer of the operating system

releases a new Knowledge-Base (KB) list, or new computer viruses or Trojan



WO 2014/040458 PCT/CN2013/081004

programs that affect the system files are discovered, the operation-and-maintenance

personnel may update the list of system files accordingly.

[0028] According to another embodiment, at the process 102, the query server
receives file information of a target file sent by a terminal and determines if the target
file is in need of repair according to the list of system files. For example, if the target
file is altered without authorization or the target file includes a computer virus or a

Trojan program, the query server determines that the target file is in need of repair.

[0029] According to yet another embodiment, at the process 103, if it is detected
that the target file needs repair, the query server determines a repair strategy for the
target file according to a predetermined database of repair strategies and the file type

of the target file, and repairs the target file according to the determined repair strategy.

[0030] Figure 2 is a simplified diagram showing a method for repairing system
files according to another embodiment of the present invention. This diagram is
merely an example, which should not unduly limit the scope of the claims. One of
ordinary skill in the art would recognize many variations, alternatives, and
modifications. The method 200 includes at least the process 201 for scanning local
files to determine a target file and uploading file information of the target file to
determine if the target file is in need of repair, the process 202 for, in response to the
target file being in need of repair, acquiring a download address and a repair strategy
from the query server and downloading a normal system file corresponding to the
target file from the download address to replace the target file, and the process 203 for,

after the target file is replaced, restarting processes or applications related to the target

file.

[0031] According to one embodiment, the process 201 includes scanning one or
more local files to determine a target file and uploading file information of the target
file to a query server to determine whether the target file is in need of repair. For

example, the one or more local files are stored on a terminal which may include one

or more computers, one or more smart phones or one or more tablets.

[0032] According to another embodiment, at the process 202, if the target file

needs repair, the terminal acquires a download address and a repair strategy from the
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query server and downloads a normal system file corresponding to the target file from

the download address to replace the target file.

[0033] According to yet another embodiment, at the process 203, after the target
file is replaced, the terminal restarts one or more processes or one or more
applications related to the target file based on at least information associated with the
repair strategy. For example, the restarting of the processes or the applications related
to the target file completes the system repair and makes the system operate normally,

so that it is not necessary to reboot the terminal.

[0034] Figure 3 is a simplified diagram showing a method for detecting whether a
target file needs repair according to one embodiment of the present invention. This
diagram is merely an example, which should not unduly limit the scope of the claims.
One of ordinary skill in the art would recognize many variations, alternatives, and
modifications. The method 300 includes at least the process 301 for scanning local
files to determine a target file, the process 302 for detecting whether the target file is
in one of system folders, the process 304 for uploading file information of the target
file to a query server, and the process 303 for processing the target file according to a
scanning procedure for non-system files. Further, the method 300 includes the
process 305 for detecting whether the target file is a repairable system file, the process
306 for determining a level of importance for the target file, and the process 307 for
determining a scanning strategy for the target file based on a predetermined database
of scanning strategies and the level of importance for the target file. In addition, the
method 300 includes the process 308 for verifying a system signature of the target file,
the process 309 for detecting whether the target file is in need of repair based on at
least information associated with a whitelist, and the process 310 for detecting
whether the target file is in need of repair based on at least information associated

with a blacklist.

[0035] According to one embodiment, at the process 301, a terminal scans one or
more local files to acquire a target file. Specifically, the terminal determines a
scanning method according to a user’s instructions. For example, the terminal scans
only files in one or more system folders, all files currently in the terminal, or one or

more files designated by the user.
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[0036] According to another embodiment, at the process 302, the terminal detects
if the target file is in one of the system folders. For example, if the target file is not in
any system folders, the process 303 is executed, and if the target file is in a system

folder, the process 304 is executed.

[0037] According to yet another embodiment, at the process 303, the target file is
processed according to a scanning procedure for non-system files. Any available
techniques for processing non-system files may be used to process the target file. As
an example, the system files are stored in the system folders to ensure normal
operations of the operating system. In another example, files in non-system folders

are generally not system files and/or do not affect the system operations.

[0038] In one embodiment, at the process 304, the terminal uploads the file
information of the target file to the query server. For example, the query server can
update the list of system files in real time, wherein the list of system files records the
file information of repairable system files. In certain embodiments, the file
information of the target file includes a version number of the operating system and a
patch number of the operating system, a system-file name of the target file and a
system-file version number of the target file. For example, the file information of the
target file is used by the query server to determine a download address of a normal

system file corresponding to the target file.

[0039] In another embodiment, at the process 305, the query server receives the
file information of the target file sent by the terminal and detects if the target file is a
repairable system file according to the list of system files. For example, if the target
file is not a repairable file, the process 303 is executed, and if the target file is a

repairable file, the process 306 is executed.

[0040] In yet another embodiment, at the process 306, the query server determines
a level of importance of the target file according to the file information of the target
file. For example, the level of importance of the target file is chosen from at least

three levels: “highly risky,” “important” and “general.” As an example, the system

files of different levels of importance correspond to different scanning strategies.

[0041] Specifically, the query server can predetermine a database of scanning

strategies which includes scanning strategies corresponding to system files of
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different levels of importance, according to certain embodiments. When the database
of scanning strategies is being predetermined, the levels of importance of certain
system files can be determined according to the importance of the system files and the
frequencies of the system files being utilized by one or more viruses, in some
embodiments. For example, the list of system files stored in the query server includes
the predetermined database of scanning strategies, a blacklist and a whitelist, where
the blacklist records the file information of abnormal files and the whitelist records

the file information of normal system files.

[0042] In yet another embodiment, at the process 307, the query server determines
the scanning strategy corresponding to the target file according to the database of
scanning strategies and the level of importance of the target file. Specifically, as an
example, if the target file is a “highly risky” file, the process 308 is executed; if the
target file is an “important” file, the process 309 is executed; or if the target file is a

“general” file, the process 310 is executed.

[0043] After the determination of the scanning strategy for the target file, the
query server scans the target file according to the determined scanning strategy and
detects if the target file needs repair, in some embodiment. For example, at the
process 308, the query server verifies the system signature of the target file. As an
example, if the system signature of the target file passes verification, the target file is
determined to be a normal system file which does not need repair. In another example,
if the system signature of the target file fails to pass verification, the target file is

determined to be an abnormal system file which needs repair.

[0044] According to one embodiment, at the process 309, the query server detects
if the target file needs repair according to the whitelist, i.e., a “black-if-not-white”
standard. For example, the query server determines that the target file is abnormal
and needs repair if the target file is not included in the whitelist. In another example,
if the target file is included in the whitelist, the query server determines that the target

file is normal and does not need repair.

[0045] According to another embodiment, at the process 310, the query server
detects if the target file needs repair according to the blacklist, i.e. a “white-if-not-
black” standard. For example, if the blacklist includes the target file, the query server

determines that the target file is abnormal and needs repair. In another example, if the

-10 -
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target file is not included in the blacklist, the query server determines that the target

file is normal and does not need repair.

[0046] If the target file is determined to be in need of repair, e.g., through the
processes 301-310, the target file may be repaired according to processes shown in

Figure 4.

[0047] Figure 4 is a simplified diagram showing a method for repairing system
files according to another embodiment of the present invention. This diagram is
merely an example, which should not unduly limit the scope of the claims. One of
ordinary skill in the art would recognize many variations, alternatives, and
modifications. The method 400 includes at least the process 401 for receiving an
instruction for repairing a target file by a terminal and sending a repair request to a
query server, the process 402 for receiving the repair request by the query server and
determining a repair strategy based on a predetermined database of repair strategies
and a file type of the target file, and the process 403 for acquiring a download address
of a normal system file corresponding to the target file by the query server based on
file information of the target file. The method 400 further includes the process 404
for sending the download address and the repair strategy, the process 405 for
acquiring the download address and the repair strategy and downloading the normal
system file corresponding to the target file, and the process 406 for replacing the
target file with the downloaded normal system file and restarting processes or

applications related to the target file according to the repair strategy.

[0048] According to one embodiment, at the process 401, after receiving a repair
instruction for the target file, the terminal sends a repair request to the query server.
For example, at the process 402, the query server receives the repair request and
determines the repair strategy for the target file according to a predetermined database
of repair strategies and a file type of the target file. In another example, the query
server predetermines a database of repair strategies which is used to determine a
repair strategy according to a file type of the target file, and the repair strategy is used
to determine one or more processes or one or more applications related to the target
file according to the file type of the target file so as to restart the related processes or

applications after the target file is replaced.

-11 -
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[0049] According to another embodiment, at the process 403, the query server
determines a download address of a normal system file corresponding to the target file
based on the file information of the target file, e.g., a version number of the operating
system, a patch number of the operating system, a system-file name of the target file
and a system-file version number of the target file. For example, at the process 404,
the query server sends the determined repair strategy and the download address to the
terminal to enable the terminal to download the normal system file from the download
address to replace the target file. In another example, after the target file is replaced,
the processes or the applications related to the target file are restarted according to the

repair strategy.

[0050] According to yet another embodiment, at the process 405, the terminal
acquires the download address and the repair strategy from the query server and
downloads the normal system file corresponding to the target file from a CDN
(content delivery network) server according to the download address. For example,
the CDN server is used to provide the download service of the normal system file in
the list of system files to the terminal. In certain embodiments, the CDN server is

replaced with equipment capable of providing download service to the terminal.

[0051] According to yet another embodiment, at the process 406, the terminal
acquires the normal system file corresponding to the target file, replaces the target file,
and restarts the processes or the applications related to the target file according to the

repair strategy.

[0052] In some embodiments, certain repair strategies may be implemented as

follows:

(1) If the target file is related to an Explorer.exe process, the Explorer.exe process is

restarted after the target file is replaced;

(2) If the target file is related to an input method, the input method-related process is

restarted after the target file is replaced;

(3) If the target file is related to network connection, the entire network connection is

repaired after the target file is replaced;

-12 -
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(4) If the target file is related to an IE browser, an IE process is restarted after the

target file is replaced; and

(5) If the target file is related to the operating system, the operating system is rebooted

after the target file is replaced.

[0053] As discussed above and further emphasized here, Figure 4 is merely an
example, which should not unduly limit the scope of the claims. One of ordinary skill
in the art would recognize many variations, alternatives, and modifications. For
example, after the terminal restarts the processes or the applications related to the
target file according to the repair strategy, the terminal makes further optimization
according to the repair strategy. As an example, if the target file has records in the
registry, the terminal restores one or more registry key values related to the target file

after restarting the processes or applications related to the target file.

[0054] Figure 5 is a simplified diagram of a query server for repairing system files
according to one embodiment of the present invention. This diagram is merely an
example, which should not unduly limit the scope of the claims. One of ordinary skill
in the art would recognize many variations, alternatives, and modifications. The
query server 500 includes a storage unit 51, a detection unit 52 and a processing unit

53.

[0055] According to one embodiment, the storage unit 51 is configured to store a
list of system files being updated in real time, the list of system files including file
information of one or more first repairable system files. For example, the detection
unit 52 is configured to receive file information of a target file sent from a terminal
and detect whether the target file is in need of repair based on at least information
associated with the list of system files. In another example, the processing unit 53 is
configured to determine a repair strategy for the target file based on at least
information associated with a predetermined database of repair strategies and a file
type of the target file in response to the target file being in need of repair and repair

the target file based on at least information associated with the repair strategy.

[0056] According to another embodiment, the list of system files updated in real
time in the storage unit 51 includes a predetermined database of scanning strategies, a

predetermined database of repair strategies, a blacklist and a whitelist. For example,

-13 -
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the blacklist records file information of abnormal files, and the whitelist records file
information of normal system files. In another example, the predetermined database
of scanning strategies classifies the system files into three levels of importance:
“highly risky,” “important” and “general.” In yet another example, the system files of
different levels of importance correspond to different scanning strategies. As an
example, if a target file is a highly risky file, a system signature of the target file is
verified to determine if it needs repair. In another example, if the target file is an
important file, it is determined according to the whitelist. That is, if the whitelist does
not include the target file, the target file is determined to be abnormal and thus needs
repair. In yet another example, if the target file is a general file, it is determined if the

target file needs repair according to the blacklist. That is, if the blacklist includes the

target file, the target file is determined as abnormal and needs repair.

[0057] According to yet another embodiment, the database of repair strategies is
used to determine a repair strategy corresponding to the file type of the target file.
For example, the repair strategy is used to determine one or more processes or one or
more applications according to a file type of the target file. As an example, after the
target file is replaced, the processes or the applications related to the target file are

restarted.

[0058] Figure 6 is a simplified diagram showing certain components of the query
server 500 for repairing system files according to one embodiment of the present
invention. This diagram is merely an example, which should not unduly limit the
scope of the claims. One of ordinary skill in the art would recognize many variations,
alternatives, and modifications. The detection unit 52 includes a reception module
521, a detection module 522, a first determination module 523 and a scanning module
524. The processing unit 53 includes a second determination module 531, a third

determination module 532 and a sending module 533.

[0059] According to one embodiment, the reception module 521 is configured to
receive the file information of the target file sent from the terminal. For example, the
detection module 522 is configured to detect whether the target file is a repairable
system file based on at least information associated with the list of system files. As
an example, the first determination module 523 is configured to determine a scanning

strategy corresponding to the target file based on at least information associated with
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the database of scanning strategies in response to the target file being a repairable
system file. In one example, the scanning module 524 is configured to scan the target
file based on at least information associated with the determined scanning strategy
and determine whether the target file is in need of repair. Specifically, the file
information of the target file received by the detection unit 52 includes a version
number of the operating system, a patch number of the operating system, a system-file

name of the target file, and a system-file version number of the target file.

[0060] According to another embodiment, the second determination module 531
is configured to determine the repair strategy for the target file based on at least
information associated with the database of repair strategies and the file type of the
target file. For example, the third determination module 532 is configured to
determine a download address of a normal system file corresponding to the target file
based on at least the file information of the target file. As an example, the sending
module 533 is configured to send the repair strategy and the download address to the
terminal to enable the terminal to download the normal system file from the download
address to replace the target file and, in response to the target file being replaced,
restart the processes or the applications related to the target file based on at least

information associated with the repair strategy.

[0061] Figure 7 is a simplified diagram showing a terminal for repairing system
files according to one embodiment of the present invention. This diagram is merely
an example, which should not unduly limit the scope of the claims. One of ordinary
skill in the art would recognize many variations, alternatives, and modifications. The

terminal 700 includes a sending unit 71 and a repair unit 72.

[0062] According to one embodiment, a sending unit 71 is configured to scan one
or more local files to determine a target file and upload file information of the target
file to a query server to determine whether the target file is in need of repair. For
example, the repair unit 72 is configured to, in response to the target file being in need
of repair, acquire a download address and a repair strategy from the query server,
download a normal system file corresponding to the target file from the download
address to replace the target file, and restart, after the target file is replaced, one or
more processes or one or more applications related to the target file based on at least

information associated with the repair strategy. Specifically, the target file sent by the
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sending unit 71 is in a system folder, in some embodiments. The file information of
the target file is used by the query server to determine the download address of the
normal system file corresponding to the target file, and the file information of the
target file includes a version number of the operating system, a patch number of the
operating system, a system-file name of the target file, and a system-file version

number of the target file, in certain embodiments.

[0063] According to another embodiment, the repair strategy acquired by the
repair unit 72 is used to determine the processes or the applications related to the
target file according to the file type of the target file so as to enable the terminal to

restart the related processes or applications after the repair is finished.

[0064] According to another embodiment, a method is provided for repairing
system files. For example, a list of system files including file information of one or
more first repairable system files are updated in real time; file information of a target
file sent from a terminal is received; whether the target file is in need of repair is
detected based on at least information associated with the list of system files; in
response to the target file being in need of repair, a first repair strategy for the target
file is determined based on at least information associated with a predetermined
database of repair strategies and a file type of the target file; and the target file is
repaired based on at least information associated with the first repair strategy. For
example, the method is implemented according to at least Figure 1, Figure 5, and/or

Figure 6.

[0065] According to another embodiment, a method is provided for repairing
system files. For example, one or more local files are scanned to determine a target
file; file information of the target file is uploaded to a query server to determine
whether the target file is in need of repair; in response to the target file being in need
of repair, a download address and a repair strategy are acquired from the query server;
a normal system file corresponding to the target file is downloaded from the
download address to replace the target file; and after the target file is replaced, one or
more processes or one or more applications related to the target file are restarted
based on at least information associated with the repair strategy. For example, the
method is implemented according to at least Figure 2, Figure 3, Figure 4, and/or

Figure 7.
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[0066] According to yet another embodiment, a query server includes a storage
unit, a detection unit, and a processing unit. The storage unit is configured to store a
list of system files being updated in real time, the list of system files including file
information of one or more first repairable system files. The detection unit is
configured to receive file information of a target file sent from a terminal and detect
whether the target file is in need of repair based on at least information associated
with the list of system files. The processing unit is configured to determine a first
repair strategy for the target file based on at least information associated with a
predetermined database of repair strategies and a file type of the target file in response
to the target file being in need of repair and repair the target file based on at least
information associated with the first repair strategy. For example, the query server is

implemented according to at least Figure 5, and/or Figure 6.

[0067] In one embodiment, a terminal includes a sending unit and a repair unit.
The sending unit is configured to scan one or more local files to determine a target file
and upload file information of the target file to a query server to determine whether
the target file is in need of repair. The repair unit is configured to, in response to the
target file being in need of repair, acquire a download address and a repair strategy
from the query server, download a normal system file corresponding to the target file
from the download address to replace the target file, and restart, after the target file is
replaced, one or more processes or one or more applications related to the target file
based on at least information associated with the repair strategy. For example, the

terminal is implemented according to at least Figure 7.

[0068] In another embodiment, a non-transitory computer readable storage
medium includes programming instructions for repairing system files. The
programming instructions are configured to cause one or more data processors to
execute certain operations. For example, a list of system files including file
information of one or more repairable system files are updated in real time; file
information of a target file sent from a terminal is received; whether the target file is
in need of repair is detected based on at least information associated with the list of
system files; in response to the target file being in need of repair, a repair strategy for
the target file is determined based on at least information associated with a
predetermined database of repair strategies and a file type of the target file; and the

target file is repaired based on at least information associated with the repair strategy.

-17 -



WO 2014/040458 PCT/CN2013/081004

For example, the storage medium is implemented according to at least Figure 1,

Figure 5, and/or Figure 6.

[0069] In yet another embodiment, a computer-implemented system for repairing
system files includes one or more data processors and a computer-readable storage
medium. The computer-readable storage medium is encoded with instructions for
commanding the data processors to execute certain operations. For example, a list of
system files including file information of one or more repairable system files are
updated in real time; file information of a target file sent from a terminal is received;
whether the target file is in need of repair is detected based on at least information
associated with the list of system files; in response to the target file being in need of
repair, a repair strategy for the target file is determined based on at least information
associated with a predetermined database of repair strategies and a file type of the
target file; and the target file is repaired based on at least information associated with
the repair strategy. For example, the system is implemented according to at least

Figure 1, Figure 5, and/or Figure 6.

[0070] According to one embodiment, a non-transitory computer readable storage
medium includes programming instructions for repairing system files. The
programming instructions are configured to cause one or more data processors to
execute certain operations. For example, one or more local files are scanned to
determine a target file; file information of the target file is uploaded to a query server
to determine whether the target file is in need of repair; in response to the target file
being in need of repair, a download address and a repair strategy are acquired from
the query server; a normal system file corresponding to the target file is downloaded
from the download address to replace the target file; and after the target file is
replaced, one or more processes or one or more applications related to the target file
are restarted based on at least information associated with the repair strategy. For
example, the storage medium is implemented according to at least Figure 2, Figure 3,

Figure 4, and/or Figure 7.

[0071] According to another embodiment, a computer-implemented system for
repairing system files includes one or more data processors and a computer-readable
storage medium. The computer-readable storage medium is encoded with instructions

for commanding the data processors to execute certain operations. For example, one
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or more local files are scanned to determine a target file; file information of the target
file is uploaded to a query server to determine whether the target file is in need of
repair; in response to the target file being in need of repair, a download address and a
repair strategy are acquired from the query server; a normal system file corresponding
to the target file is downloaded from the download address to replace the target file;
and after the target file is replaced, one or more processes or one or more applications
related to the target file are restarted based on at least information associated with the
repair strategy. For example, the system is implemented according to at least Figure 2,

Figure 3, Figure 4, and/or Figure 7.

[0072] The above only describes several scenarios presented by this invention,
and the description is relatively specific and detailed, yet it cannot therefore be
understood as limiting the scope of this invention’s patent. It should be noted that
ordinary technicians in the field may also, without deviating from the invention’s
conceptual premises, make a number of variations and modifications, which are all
within the scope of this invention. As a result, in terms of protection, the patent claims

shall prevail.

[0073] For example, some or all components of various embodiments of the
present invention each are, individually and/or in combination with at least another
component, implemented using one or more software components, one or more
hardware components, and/or one or more combinations of software and hardware
components. In another example, some or all components of various embodiments of
the present invention each are, individually and/or in combination with at least
another component, implemented in one or more circuits, such as one or more analog
circuits and/or one or more digital circuits. In yet another example, various

embodiments and/or examples of the present invention can be combined.

[0074] Additionally, the methods and systems described herein may be
implemented on many different types of processing devices by program code
comprising program instructions that are executable by the device processing
subsystem. The software program instructions may include source code, object code,
machine code, or any other stored data that is operable to cause a processing system to

perform the methods and operations described herein. Other implementations may
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also be used, however, such as firmware or even appropriately designed hardware

configured to carry out the methods and systems described herein.

[0075] The systems’ and methods’ data (e.g., associations, mappings, data input,
data output, intermediate data results, final data results, etc.) may be stored and
implemented in one or more different types of computer-implemented data stores,
such as different types of storage devices and programming constructs (e.g., RAM,
ROM, Flash memory, flat files, databases, programming data structures, programming
variables, IF-THEN (or similar type) statement constructs, etc.). It is noted that data
structures describe formats for use in organizing and storing data in databases,

programs, memory, or other computer-readable media for use by a computer program.

[0076] The systems and methods may be provided on many different types of
computer-readable media including computer storage mechanisms (e.g., CD-ROM,
diskette, RAM, flash memory, computer’s hard drive, etc.) that contain instructions
(e.g., software) for use in execution by a processor to perform the methods’ operations

and implement the systems described herein.

[0077] The computer components, software modules, functions, data stores and
data structures described herein may be connected directly or indirectly to each other
in order to allow the flow of data needed for their operations. It is also noted that a
module or processor includes but is not limited to a unit of code that performs a
software operation, and can be implemented for example as a subroutine unit of code,
or as a software function unit of code, or as an object (as in an object-oriented
paradigm), or as an applet, or in a computer script language, or as another type of
computer code. The software components and/or functionality may be located on a
single computer or distributed across multiple computers depending upon the situation

at hand.

[0078] The computing system can include clients and servers. A client and server
are generally remote from each other and typically interact through a communication
network. The relationship of client and server arises by virtue of computer programs
running on the respective computers and having a client-server relationship to each

other.
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[0079] While this specification contains many specifics, these should not be
construed as limitations on the scope or of what may be claimed, but rather as
descriptions of features specific to particular embodiments. Certain features that are
described in this specification in the context or separate embodiments can also be
implemented in combination in a single embodiment. Conversely, various features
that are described in the context of a single embodiment can also be implemented in
multiple embodiments separately or in any suitable subcombination. Moreover,
although features may be described above as acting in certain combinations and even
initially claimed as such, one or more features from a claimed combination can in
some cases be excised from the combination, and the claimed combination may be

directed to a subcombination or variation of a subcombination.

[0080] Similarly, while operations are depicted in the drawings in a particular
order, this should not be understood as requiring that such operations be performed in
the particular order shown or in sequential order, or that all illustrated operations be
performed, to achieve desirable results. In certain circumstances, multitasking and
parallel processing may be advantageous. Moreover, the separation of various system
components in the embodiments described above should not be understood as
requiring such separation in all embodiments, and it should be understood that the
described program components and systems can generally be integrated together in a

single software product or packaged into multiple software products.

[0081] Although specific embodiments of the present invention have been
described, it will be understood by those of skill in the art that there are other
embodiments that are equivalent to the described embodiments. Accordingly, it is to
be understood that the invention is not to be limited by the specific illustrated

embodiments, but only by the scope of the appended claims.
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What is claimed is:

1. A method for repairing system files, the method comprising:
updating in real time a list of system files including file information of one or
more first repairable system files;
receiving file information of a target file sent from a terminal;
detecting whether the target file is in need of repair based on at least
information associated with the list of system files;
in response to the target file being in need of repair,
determining a first repair strategy for the target file based on at least
information associated with a predetermined database of repair strategies and a
file type of the target file; and
repairing the target file based on at least information associated with

the first repair strategy.

2. The method of claim 1, wherein:

the list of system files includes a predetermined database of scanning
strategies and the database of repair strategies;

the predetermined database of scanning strategies classifies one or more
second system files into three levels of importance: highly risky, important and
general, the second system files of different levels of importance corresponding to
different scanning strategies;

the database of repair strategies is used to determine a second repair strategy
corresponding to a file type of a third system file, the second repair strategy being
used to determine one or more first processes or one or more first applications related
to the third system file based on at least information associated with the file type of
the third system file; and

in response to the target file being repaired, one or more second processes or

one or more second applications related to the target file are restarted.

3. The method of claim 2, wherein the receiving file information of a
target file sent from a terminal and the detecting whether the target file is in need of
repair based on at least information associated with the list of system files comprise:

receiving file information of the target file sent from the terminal;
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detecting whether the target file is a repairable system file based on at least
information associated with the list of system files;

in response to the target file being a repairable system file, determining a
scanning strategy corresponding to the target file based on at least information
associated with the database of scanning strategies;

scanning the target file based on at least information associated with the
determined scanning strategy; and

detecting whether the target file is in need of repair.

4. The method of claim 3, wherein the determining a first repair strategy
for the target file based on at least information associated with a predetermined
database of repair strategies and a file type of the target file and the repairing the
target file based on at least information associated with the first repair strategy
comprise:

determining the first repair strategy for the target file based on at least
information associated with the database of repair strategies and the file type of the
target file;

determining a download address of a normal system file corresponding to the
target file based on at least the file information of the target file;

sending the first repair strategy and the download address to the terminal to
enable the terminal to download the normal system file from the download address to
replace the target file; and

in response to the target file being replaced, restarting the second processes or
the second applications related to the target file based on at least information

associated with the first repair strategies.

5. The method of claim 2, wherein the levels of importance of the second
system files are determined based on at least information associated with importance
of the second system files and frequencies of the second system files being utilized by

one or more viruses when the database of scanning strategies is being pre-determined.

6. A method for repairing system files, the method comprising:

scanning one or more local files to determine a target file;
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uploading file information of the target file to a query server to detect whether
the target file is in need of repair;

in response to the target file being in need of repair,

acquiring a download address and a repair strategy from the query
server;

downloading a normal system file corresponding to the target file from
the download address to replace the target file; and

after the target file is replaced, restarting one or more processes or one
or more applications related to the target file based on at least information

associated with the repair strategy.

7. The method of claim 6, wherein:

the target file is stored under a system directory;

the file information of the target file is used by the query server to determine
the download address of the normal system file corresponding to the target file; and

the file information of the target file includes a version number of an operating
system, a patch number of the operating system, a system-file name of the target file

and a system-file version number of the target file.

8. The method of claim 6 or claim 7, wherein the repair strategy is used
to determine the process or the application related to the target file based on at least
information associated with a file type of the target file so as to enable the terminal to
restart the process or the application related to the target file after the target file is

replaced.

9. A query server, comprising:

a storage unit configured to store a list of system files being updated in real
time, the list of system files including file information of one or more first repairable
system files;

a detection unit configured to receive file information of a target file sent from
a terminal and detect whether the target file is in need of repair based on at least
information associated with the list of system files; and

a processing unit configured to determine a first repair strategy for the target

file based on at least information associated with a predetermined database of repair
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strategies and a file type of the target file in response to the target file being in need of
repair and repair the target file based on at least information associated with the first

repair strategy.

10. The query server of claim 9, wherein:

the list of system files updated in real time in the storage unit includes a
predetermined database of scanning strategies and the database of repair strategies;

the predetermined database of scanning strategies classifies one or more
second system files into three levels of importance: highly risky, important and
general, the second system files of different levels of importance corresponding to
different scanning strategies;

the database of repair strategies is used to determine a second repair strategy
corresponding to a file type of a third system file, the second repair strategy being
used to determine one or more first processes or one or more first applications based
on at least information associated with a file type of the third system file; and

in response to the target file being repaired, one or more second processes or

one or more second applications related to the target file are restarted.

11. The query server of claim 10, wherein the detection unit comprises:

a reception module configured to receive the file information of the target file
sent from the terminal;

a detection module configured to detect whether the target file is a repairable
system file based on at least information associated with the list of system files;

a first determination module configured to determine a scanning strategy
corresponding to the target file based on at least information associated with the
database of scanning strategies in response to the target file being a repairable system
file; and

a scanning module configured to scan the target file based on at least
information associated with the determined scanning strategy and detect whether the

target file is in need of repair.
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12. The query server of claim 11, further comprising:

a second determination module configured to determine the first repair
strategy for the target file based on at least information associated with the database of
repair strategies and the file type of the target file;

a third determination module configured to determine a download address of a
normal system file corresponding to the target file based on at least the file
information of the target file;

a sending module configured to send the first repair strategy and the download
address to the terminal to enable the terminal to download the normal system file from
the download address to replace the target file and, in response to the target file being
replaced, restart the second processes or the second applications related to the target

file based on at least information associated with the first repair strategy.

13. A terminal, comprising:

a sending unit configured to scan one or more local files to determine a target
file and upload file information of the target file to a query server to detect whether
the target file is in need of repair;

a repair unit configured to, in response to the target file being in need of repair,
acquire a download address and a repair strategy from the query server, download a
normal system file corresponding to the target file from the download address to
replace the target file, and restart, after the target file is replaced, one or more
processes or one or more applications related to the target file based on at least

information associated with the repair strategy.

14. The terminal of claim 13, wherein:

the target file is stored under a system directory;

the file information of the target file is used by the query server to determine
the download address of the normal system file corresponding to the target file; and

the file information of the target file includes a version number of an operating
system, a patch number of the operating system, a system-file name of the target file

and a system-file version number of the target file.

15. The terminal of claim 13 or claim 14, wherein the repair strategy is

used to determine the process or the application related to the target file based on at
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least information associated with a file type of the target file so as to enable the
terminal to restart the process or the application related to the target file after the

target file is replaced.

16. A non-transitory computer readable storage medium comprising
programming instructions for repairing system files, the programming instructions
configured to cause one or more data processors to execute operations comprising:

updating in real time a list of system files including file information of one or
more repairable system files;

receiving file information of a target file sent from a terminal;

detecting whether the target file is in need of repair based on at least
information associated with the list of system files;

in response to the target file being in need of repair,

determining a repair strategy for the target file based on at least
information associated with a predetermined database of repair strategies and a
file type of the target file; and

repairing the target file based on at least information associated with

the repair strategy.

17. A computer-implemented system for repairing system files, said
system comprising:
one or more data processors; and
a computer-readable storage medium encoded with instructions for
commanding the data processors to execute operations including:
updating in real time a list of system files including file information of
one or more repairable system files;
receiving file information of a target file sent from a terminal;
detecting whether the target file is in need of repair based on at least
information associated with the list of system files;
in response to the target file being in need of repair,
determining a repair strategy for the target file based on at least
information associated with a predetermined database of repair

strategies and a file type of the target file; and
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repairing the target file based on at least information associated

with the repair strategy.

18. A non-transitory computer readable storage medium comprising
programming instructions for repairing system files, the programming instructions
configured to cause one or more data processors to execute operations comprising:

scanning one or more local files to determine a target file;

uploading file information of the target file to a query server to detect whether
the target file is in need of repair;

in response to the target file being in need of repair,

acquiring a download address and a repair strategy from the query
server;

downloading a normal system file corresponding to the target file from
the download address to replace the target file; and

after the target file is replaced, restarting one or more processes or one
or more applications related to the target file based on at least information

associated with the repair strategy.

19. A computer-implemented system for repairing system files, said
system comprising:
one or more data processors; and
a computer-readable storage medium encoded with instructions for
commanding the data processors to execute operations including:
scanning one or more local files to determine a target file;
uploading file information of the target file to a query server to
determine whether the target file is in need of repair;
in response to the target file being in need of repair,
acquiring a download address and a repair strategy from the
query server;
downloading a normal system file corresponding to the target
file from the download address to replace the target file; and
after the target file is replaced, restarting one or more processes
or one or more applications related to the target file based on at least

information associated with the repair strategy.
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Receive an instruction for repairing a target file
by a terminal; and send a repair requesttoa — 401
query server

v

Receive the repair request by the query server;
and determine a repair strategy basedona |/~ 402
predetermined database of repair strategies

and a file type of the target file

v
Acquire a download address of a normal
system file corresponding to the target file by /_ 403
the query server based on file information of

the target file
4

Send the download address and the repair | _— 404
strategy to a terminal by the query server

v

Acquire the download address and the repair
strategy from the query server by the terminal; /_ 405
and download the normal system file
corresponding to the target file from a CDN
server using the download address

l 406

Acquire the downloaded normal system file by
the terminal, replace the target file with the
downloaded normal system file by the terminal;
and restart processes or applications related to
the target file according to the repair strategy
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