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(57) Abstract: Authenticating a consumable product based on a remaining life value includes determining whether an identifier
stored in memory of a consumable product is listed in a device history and concluding that the consumable product is not authentic
if the device is determined to have used the consumable product previously based on the device history and a current remaining life
value associated with the consumable product indicates less use than a recorded remaining life value for the consumable product as -
sociated with the identifier in the device history.
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Authenticating a Consumable Product Based on a Remaining Life Value

BACKGROUND

100017 Authentication is a process of proving or verifying that certain
information is genuine. Authentication processss can use different mechanisms
to ensure that the information is genuine. For example, a user identification
code and a password may be used to verify that an author is who the author

says he is when logging into a website to publish an online article,

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The accompanying drawings iilustrate various examples of the
principies described herein and are a part of the specification. The Hllustrated
examples are merely examples and do not limit the scope of the claims.

[0003] Fig. 1A is a diagram of an example of a consumable product
and a device according 1o the principles described herein.

[G004]  Fig. 1B is a diagram of an example of a consumable product
according o the principles described herain.

[G005] Fig. 2 is a flowchart of an example of a process of a method for
aguthenticating a consumabie product based on g remaining {ife value according
to the principles described herein.

[0008] Fig. 3 is a diagram of an example of 3 method for
authenticating a consumable product based on a remaining iife value according
to the principles described herein.

(608871  Fig. 4 is a diagram of an example of an authentication system

according o the principles described herain.



WO 2015/016881 PCT/US2013/052932

[B008] Fig. 5 is a diagram of an example of an authentication system

according o the principles described herein.

DETAILED DESCRIPTION

[G6008]  The principles described herein include a method for
authenticating a consumable product, such as a print cartridge, based on a
remaining life value. Such an example includes determining whether an
identifier stored in memory of a consumable product is listed in a device history
of a device and concluding that the consumable product is not authentic if the
davice is determined {o have used the consumable product previously based on
the device history and a current remaining life value associated with the
consumabie product indicates less use than a recorded remaining life value for
the consumable product associaled with the identifier in the device history.

[0010]  Print cartridges can be authenticated upon installation into the
prirter so that for example a warranty eligibility of the print cartridge can be
determined. For example third party printer cariridges may not fall under
warranties offered by the original printer company.

{08111 The remaining iife value measures the remaining life that the
consumabie product has. The remaining life value may be based on the overall
condition of the consumable product and not just on the level of useable Hluids
or other materials contained therein. A high remaining life value may indicate
that the consumable product has g lot of remaining life before the consumable
product is expected to break or before the consumable product is expected to
be retired. On the other hand, a low remaining life value may indicate that the
consumabie product has a shorter useful remaining life,

[0012]  in the following descriplion, for purposes of explanation,
numerous specific details are set forth in order to provide a thorough
understanding of he present systems and methods. | will be apparent,
however, that the present apparatus, systems, and methods may be practiced

without thess specific details.
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[8813] Fig. 1is a diagram of an exampie of a consumable product and
a device according o the principles described herein. In this example, the
consumabie product is a print carlridge (100) and the device is a printer {102).
The print cartridge {100} may provide any appropriate supply to the printer
including ink, dry toner, wet toner, liquids, other materials, or combinations
thereof. While this example iz described with reference o the consumable
product being a print cartridge, any appropriate consumable product may be
used. For exampie, the consumable product may be an of filter, an air filter,
another type of filter, a print carlridge, a pharmaceutical fluid cartridge, a fluid
reservolr for titration, an erosion prone component of a machine, a battery,
ancther type of component, or combinations thereof. Further, while this
example is described with reference o specific types of devices, any
appropriate type of device may be used in accordance with the principles
described herein. For example, the device (102) may be a two dimensional
printer, a three dimensional printer, an automobile, a vehicle, a plane, a boat,
construction eguipment, a maching, a computer, another type of device, or
combinations thereof,

[6014]  In the example of Fig. 1, the print cartridge (100} coniains a
digital signature (104} that is contained in memory (106}; this digital signature
atiests to the authenticily of data that is also contained in memory (106). Inone
implementiation, {a portion of} the data may be recoverable from the signature
itzelf; in another implementation, the data and the signalure are separale. The
data contains an ideniifier (108} that is unique o the printer cartridge (100).

[8015]  In response fo being inserted into the appropriate receptacle in
the printer {102}, the printer (102} and the print cartridge (100} are positioned
such fo communicate with one ancther. For example, the printer’s receptacle
may include electrical contacts that are positioned to abut electrical contacts of
the print cartridge (100), which completes an electrically conductive pathway on
which the printer {102} and the print cartridge (100} can exchange data. In
other examples, the receptacle is positioned such that the print cartridge (100)
can wirelessly communicate with the printer (102}, In response fo being able to

communicate, an authentication session between the printer (102} and the print
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cartridge (100} is initiated where prinfer (102} executes an authentication
protocol to verify the signed datla, the identifier, the hardware, other components
or code of the printer cariridge (100}, or combinations thereof. The print
cartridge (100} may request authentication to initiate the authentication session.
However, in other examples, the printer {102} initiates the authentication
session.

[8018]  The printer may use a key (110}, a private key, a symmeilric
key, another mechanism, or combinations thereof {o verify the digital signature
and fo recover any data embedded in the digital signature (104). i the digital
signature and signed data {(104) do not appear {0 be genuine, the printer (102}
wiil deny authentication. However, if the digital signature and signed data (104)
appear to be genuine, the printer (102} will use an additional layer of scrutiny to
ensure that the digital signature and signed data were nol copied.

[0017]  The additional layer of scrutiny may include a remaining life
value {(112). The printer {102} may asceriain the remaining life value (112} of
the print cartridge (100). The remaining life value (112} may include a value
that reflects a single Tactor or mulliple factors that coliectively predict the
remaining life that the print cartridge has before the print cariridge breaks oris
otherwise intended {o be retired. For example, the remaining life value may
have a drum life factor, a developer life faclor, a life facior for another
component of the print cartridge (100}, or combinations thereof. In some
examples, the level of the supply in the print cartridge (100} is also considered
in the remaining Hife valua. For example, if the print carfridge (100} does not
contain the ability {o be refilled, the supply level may be one of multiple factors
that makes up the remaining life value (112). In exampies where the print
cartridge (100) does have an abilily (o be refilied, the weight given (o the supply
fevel in determining the remaining life value may be less because the supply
level corresponds less to the overall remaining life for the print cartridge (100},
in some examples, the print cartridge {100} may have a specific number of
times that the supply can be replenished. In such examplas, the print cartridge
{100} can track the refills, and the number of refilis may be a facior that

contribules {o the remaining life value (112).
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[8818] The remaining life value (112} may be determined internally by
the print cariridge (100), the printer (102}, a web service, another device, or
combinations thereof. The values associated with each of the factors may be
determined based on the print cartridge’s performance, hours of operations,
overall age, hours of inactivity, weight, other mechanisms, or combinations
thereof. While this example has been described with specific reference o
faciors that contribute to and/or mechanisms to determing the remaining life
value {112}, any appropriaie factors or mechanisms may be used in accordance
with the principles described herein.

(68181  The printer (102) may keep a history (114} that includes a
record of the previous print cariridges that the printer (102) has used. The
history (114} may include a table (118} that associales the identifier of the
previously used print cartridges with their respective remaining life values. For
example, the table may associate an identifier of a previously used print
cartridge with the remaining life value of that print cartridge at the time that the
previously used print cartridge was removed from the printer (102). In other
examples, the fable (118) associates the remaining life value that reflects the
time that the previously used print cartridge was installed into the printer (102).
in vet other examples, the remaining life value is periodically measured, or
measured on demand, while the printer (102} is using the print cariridge, and
the table {116) records each measurement or the {able {116} is updated.

[8828] inresponse to determining that the print cariridge (100)
appears {0 be genuine based on the digital signature (104}, the printer (102}
determines whether the identifier (108} in the signed data {104} matches one of
the identifiers in the printer's history (114}, If the printer (102) has used a
particular print carlridge previously, that print cartridge’s unique identiifier will be
fisted in the history (114). For example, if the print cartridge (100} is removed
from the printer (102} to refill the print cartridge (100}, the print cartridge (100)
may be re-instailed into the printer (102} and the suthentication process may be
repeated. in other exampies, the print cartridge {100) may be removed from the

printer {102} while the printer undergoes maintenance. Conceivably, the print
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cartridge {100} may be realistically installed on one or multiple printers multiple
times and for multiple different reasons.

[6621]  inan example, the printer (102) operates on an assumption
that the print carlridge’s remaining life value (112) will decrease over time, for
example based on a warranty policy. Thus, the printer's assumption includes
that there is no legitimate reason for the prini cartridge’s remaining life value (o
increase on a subseguent use. As a result, if there is a match betweean the
identifier confained in the print cartridge that is currently undergoing the
authentication process and a recorded identifier in the printer’s history (114}, the
printer (102} may compare the recorded remaining life value with the current
remaining life value {112) of the print cariridge sesking authentication. i the
current remaining life value is higher than the recorded remaining life value {or
otherwise indicales less use), the printer (102} may conclude that the current
print cariridge seeking authentication is not authentic and deny that print
cartridge authentication.

[G022] These principles provide an addilional laver of scrutiny in the
authentication process 1o ensure that the digital signature and signed data (104)
in the print cartridge’s memory {106) are not copied from a genuine prini
cartridge. As a resull, more non-authenticated print cariridges can be identified.

[0023] Further, these principles allow for authentication o occur at the
printer {102}, which saves tims, resources, and is less prone o failure.
However, in some exampies, the printer's cariridge usage history may be siored
on a distant location, such as on a distant device that is connected o the printer
over a network connection, for example depending on the memory available
locally at the printer. For example, the printer’s history may be siored on distant
memory, on a server, orf combinations thereof. Also, in some examples, the
printer’s history may be joined with the histories of other printers at a remots
focation.

[0024] In examples where the history is stored at the remote location,
the histories from mutltiple histories can be stored together. in such an example,
the combined histories can be siudied and ranked according {o desired criteria.

For example, the printer histories can be sorled by print cartridge identifier.
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Further, the printer cariridge identifiers used by other printers can be distributed
{ocally to the printers for use during authentication.

[6625] For example, if a print cartridge is currenily seeking
authentication from Printer A, Printer A may check o see if the print cartridge’s
identifier matches the identifiers of print cartridges used by any other printer.
For this example, assume that Printer B reports having used a print carlridge
with an identifier that matches the identifier of the print cartridge that is seeking
authentication from Prinfer A. Printer A can check Printer B’s history to
determine the remaining life value of the print cartridge when the print cariridge
was used by Printer B. If the remaining life value of the print cartridge was
lower when it was reporfedly used by Printer B, than Printer A can conclude thai
the print cartridge is not authentic and deny authentication. Thus, to determine
authenticity, Printer A may rely on not just its history, but the history of other
printers as well.

[0028] in the example wherein a print cartridge history is stored in the
prirter, internet conneactivity does not have (o be esiablished at the time that the
print cartridge is installed. Thus, the printer can use the print cartridge with
confidence of its authenticity immediately without having to wail to begin the
authentication process. In other examples where the printer will not allow for
use of a print cartridge until authentication is compleled, authentication
performed locally at the printer allows the print cartridge to be used shortly after
instaligtion when there is no internet conneclivity because the authentication
process does not rely on the internet connection al the time of instaliation.

(00271  In some exampiles, additional fayers of protection may be ussad
to authenticate the consumable product. For example, the digital properties
andfor the analog properties of the consumable product’s hardware may be
verified through challenges. The comparison of the remaining life values may
be one of muitiple layers of protection to authenticate the consumable product.
While this example has been described with reference o specific lavers of
protection to prevent against the use of a non-authentic consumable product,
any appropriate number of layers of protection may be implemented in

accordance with the principles described herein. Any appropriate layer of
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protection may be implemented in any appropriate order. Further, additional
types of layers not described in this specification may also be implemented as
other lavers of protection, which may be inserted into the autheniication order in
any appropriate manner.

[06828] In some examples, the printer (102} is in communication with a
remote device, such as a remote server {(118). The remote device may have
memory (120) that stores at least a portion of the printer's history, the key, a
remaining life calculator, an authentication engine, or combinations thereof. In
some examples, the computer readable instructions and hardware for
authenticating the print cariridge (100) are distributed across the printer (102},
the remote device, another device connected to the remole device or printer
{102}, or combinations thereof.

[0029] Fig. 1B is a diagram of an example of a consumable product
(150} according to the principles described herein. In this example, the
consumabile preduct (150) is a toner cariridge o be inserted info a printer. The
toner cartridge has a photoconductor drum {152}, a developer rolier (154}, a
primary charge roller (156), a consumable container (158) that contains a
consumabie {160}, such as toner, and other components. Each of the
components of the consumable product (150} may affect the overall remaining
life value of the consumable product. For example, the wear on the
photoconducior drum (152} or the developer roller (154} may be a facior that
affects the overall remaining life vaiue of the consumable product. However,
the life of the bearings in the product, the remaining life of the product’'s moving
parts, the integrity of the material for each of the parts of the product, and other
factors may also affect the overall remaining life value of the consumable
product.

[0030] Fig. 2 is a flowchart (200) of an example of a process of a
method for authenticating a consumable product based on a remaining life
value according to the principles described herein. In this example, the process
includes recognizing (202) that a consumable product is secured within a host
device, initiating (204} an authentication session with the consumable product,

and verifying a digital signature stored in the consumable product’s memory.
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(8031} The process also includes determining (208) whether the
signed data appears genuine. if the signed data does not appear genuine,
authentication is denied (210). On the other hand, if the sighed data appears
genuing, the process continues with determining (212) whether the identifier in
the signed data maiches an identifier in the device’s history. If the identifier in
the signed data fails to maich any of the identifiers recorded in the device’s
history, the consumabile product is authenticated (214).

{0032] However, if the identifier in the signed datla matches one of the
identifiers recorded in the device’s history, the process continues by determining
whether the remaining life value of the consumabile product is higher than the
recorded remaining life value associaled with the identifier in the history. i the
remaining life value of the consumable product seeking to be authenticalted is
higher than the recorded remaining life value associated with the maiching
identifier, authentication is denied (210). On the other hand, if the remaining life
value of the consumable product seeking o be authenticated is equal to or
fower than the recorded remaining life value associated with the matching
identifier, the consumable product is authenticated (214).

[6033] Fig. 3 is a diagram of an example of a method (300} for
authenticating a consumabile product based on a remaining iife value according
to the principles described herein. In this example, the method (300) includes
determining whether an identifier stored in memory of a consumable product is
listed in a device history of a device and concluding that the consumable
product is not authentic if the device is determined 1o have used the
consumabie product previously based on the device history and a current
remaining life value associagted with the consumable product indicates less use
than a recorded remaining life value for the consumable product associated with
the identifier in the device history (for example, see Fig. 2).

{0034] The method may include recognizing that the consumable
product is secured 1o the device or otherwise in communication with the device.
In some examplas, the identifier is included in signed data that is stored in the
memory of the consumable product. The device may use a public key, a secret

key, a symmetric key, or another mechanism o verify the digital signature. in

9



WO 2015/016881 PCT/US2013/052932

other examples, the identifier is stored in a location that is independent of a
digital signature. In some examples a key identifier, another type of key, or
another type of identifier is stored in the printer's memory, but oulside of the
digital signature and is used o authenticate the print cartridge.

[6835] The device’s history may be stored locally in the device. In
other examples, the device has access o its history over a network connection.
in other examples, the history may be distributed across muitiple network
components. In yet other examples, the device can access the histories of
other printers that are stored either locally on the printer or at a remole location.

[0036] The remaining life value may incorporate any appropriate
factors that influance the overall life of the consumable product. For example,
the remaining Hife value may include a drum life factor, a developer life factor,
number of pages printed factor, number of communications sessions Taclor,
another type of factor, or combinations thereof.

{0037] Fig. 4 is a diagram of an example of an authentication system
{400} according to the principles described herein. The authentication system
{400} can be a component of any appropriate device. For exampie, the
authentication system (400} may be incorporated into a printer, distant device, a
service, a network device, a computing device, smart phone, a tablet, a
personal computer, a deskiop, a lapiop, a waich, a digital device, or
combinations. The authentication system (400} includes a maiching engine
{402}, a value determining engine (404}, and a concluding engine (408). iIn the
example of Fig. 4, the authentication sysiem (400} includes a verification enging
{408} and a recognizing engine (410). The engines {402, 404, 406, 408, 410}
refer to a combination of hardware and program instructions o perform a
designated function. Each of the engines {402, 404, 406, 408, 410} may include
a processor and memory. The program instructions are stored in the memory
and cause the processor to execute the designated function of the engine.

[8038] The recognizing engine (410) recognizes that a consumable
product is requesting authentication from a device. The verification engine
{408} verifies a digital signature stored in the consumable product’'s memory to

determine a unigue identifler associated with the consumable product. The

10
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matching engine {402} determines whether the unigue identifier of the
consumabile product maiches a recorded identifier in the device’s history. The
value determining engine (404 determines the remaining life value of the
consumabie product.

(68381 The concluding engine {406) concludes whether the
consumabie product is genuine or not. The concluding engine {406} may base
this conclusion on multiple factors. For example, the concluding engine (406)
may conclude that the consumable product is not genuine, and thereby deny
authentication, if the consumable product’s identifier maiches an identifiar listed
in the printer's history and if the previously used consumable product is
recorded as having a lower remaining life value.

[G040]  While this example has been described as first delermining
whether a digital signaiure appears o be genuine, in some examples the
consumabie product does not include a digital signature. In such exampies, the
identifier may be stored in the consumable product’'s memory, be stored with
another mechanism other than with a digital signature, or combinations thereof,
The authentication process may rely solely on comparing the identifier o the
device's history and determining whether the remaining life value of the
recorded matching identifier indicates that the consumable product seeking to
be authenticated has been used less. In other examples, the authentication
process includes other {asks performed during the authentication process from
which comparing the identifiers and remaining life values is one of the
authentication fasks.

[06041] Fig. 5is a diagram of an example of an authentication sysiem
{500} according to the principles described herein. The authentication system
{500} can be a componeant of any appropriate device. For exampie, the
authentication sysiem (500) may be incorporated info a printer, distant device, a
sanvice, a network device, a computing device, smart phone, a tablet, a
personal computer, a deskiop, a laplop, a walch, a digital device, or
combinations. In this example, the authentication system (500} includes
processing resources (502} that are in communication with memory resources

{504}. Processing resources (502} include at least one processor and other

11
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resources used o process programimed insiructions. The memory resocurces
{504) represent generally any memory capable of storing data such as
programmed instructions or data structures used by the authentication sysiem
{500}, The programmed instructions shown stored in the memory resources
{804} include a consumable product recognizer (506), an authentication session
initiator {508}, a digital signature verifier (512), a signed data confirmer (514}, an
identifier matcher {(516), a remaining life value determiner (518), a remaining life
value comparer {520}, an authenticator (524), and an authenticalion denier
{526). The data structures shown stored in the memory resources {504) include
a key (510) and a printer history (522).

180427 The memory resources (504) include a computer readable
storage medium that contains computer readable program code to cause tasks
to be executed by the processing resources (502). The compuler readable
storage medium may be tangible and/or non-fransitory storage medium. The
computer readable storage medium may be any appropriale storage medium
that is not a transmission storage medium. A non-exhaustive list of computer
readable storage medium types includes non-volatile memory, volatile memory,
random access memaory, memrisior based memory, wrile only memory, flash
memory, electrically erasable program read only memory, magnetic storage
media, other types of memory, or combinations thereof,

{0043] The consumable product recognizer {506} represenis
programmed instructions that, when executad, cause the processing resources
(502) to recognize that a consumable product is in a condition o be
authenticated. For example, the device may recognize that the consumable
product is in a condition {o be authenticated if the consumable product is
communicating with the device, the consumable product has sent a request for
authentication, the consumable product is secured o the device, ancther
condition, or combinations thereof. The authentication session initiator {(508)
represents programimed instructions that, when execuled, cause the processing
resources (502} to initiate an authentication session between the device and the

consumable product.

12
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[8044] The digital signature verifier (512) represents programmed
instructions that, when executed, cause the processing resources (502} to verify
a digital signature stored in the memory of the consumable product with the key
{510). The signed data confirmer (514) represenis programmed instructions
that, when executed, cause the processing resources (502} {o confirm that the
signed dala appears to be genuine. If the signed daia confirmer (514} cannot
make such a confirmation, authentication is denied.

{0045] The identifier matcher (5186} represents programmed
instructions that, when executed, cause the processing resources (502) o
match an identifier found in the signed dala with the identifiers stored in the
device's history. If the identifier maicher (518) cannot maich the identifier with
one from the device's history, the consumable product is authenticated. The
remaining life value determiner (518) represents programmed instructions that,
when executed, cause the processing resources (502) {0 determine the
remaining life value of the consumable product. The remaining life value
comparer (520} represenis programmed instructions that, when executed,
cause the processing resources (502) to compare the identifier’s remaining life
value with the remaining life value of the identifier stored in the printer history
{522}

[0048] The authenticator (524) represents programmed insfructions
that, when executed, cause the processing resources (502} to authenticate the
consumabile product in response to determining that the recorded remaining life
valueg of the previously used print cartridge is higher than the remaining life
value of the consumable product that is seeking authentication. The
authentication denier (526) represents programmed instructions that, when
executed, cause the processing resources (502) to deny authenticagtion if il is
determined that the recorded remaining life value is lower than the remaining
fife value of the consumable product seeking authentication.

[8047] Further, the memory resources (504 may be part of an
insialiation package. Inresponse {o installing the instaliation package, the
programmed instructions of the memory resources (804} may be downloaded

from the instaliation package’s source, such as a poriable medium, a server, a
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remote network location, another location, or combinations thereof. Portable
memory media thal are compatible with the principles described hersin include
DVDs, Chs, flash memory, porfable disks, magnetic disks, optical disks, other
forms of portable memory, or combinations thereof. In other examples, the
program instructions are already instalied. Here, the memory resources can
include integrated memory such as a hard drive, a solid state hard drive, or the
like.

[8848] in some examples, the processing resources {502) and the
memory resources (504} are located within the same physical component, such
as a server, or a network component. The memory resources {504} may be
part of the physical component’s main memory, caches, ragisters, non-volatile
memory, or elsewhere in the physical component’'s memory hierarchy.
Alternatively, the memory resources (504 may be in communication with the
processing resources (502) over a network. Further, the data structures, such
as the libraries may be accessed from a remote location over a network
connection while the programmed instructions are located locally, Thus, the
authentication system (500) may be implemented on a user device, on a server,
on a collection of servers, or combinations thereot.

[0048] The authentication system (500} of Fig. 5 may be partof a
general purpose computer. Howsver, in allernative examples, the
authentication sysiem (500} is part of an application specific integrated circuil.

(88501  Vhile the exampies above have been described with reference
to specific mechanisms for verifving a digital signatures, any appropriats
mechanism for verifying a digital signature may be used in accordance with the
principies described herein. Further, while the examples above have been
described with reference 1o specific mechanisms of determining an identifier of
a consumable product, any appropriate mechanism for determining an identifier
of a consumable product may be used in accordancs with the principles
described herein.

[0051]  Also, while the examples above have been described with
reference to specific mechanisms of matching the identifiers of the current

consumabie product with the records of the device's past usage or with the past

14
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usage of other devices, any appropriate mechanism for matching identifiers may
be used in accordance with the principles described herein. Further, while the
examples above have been described with reference o specific mechanisms for
determining the remaining life value of the current consumable product and the
previously used consumable products, any appropriate mechanism for
determining any remaining life value may be used in accordance with the
principles described herein.

[8852] The preceding description has been presented only to illustrate
and describe examples of the principles described. This description is not
intended to be exhaustive or to limit these principles to any precise form
disclosed. Many modifications and variations are possible in light of the above

teaching.
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CLAIMS

WHAT IS CLAIMED 1S:

1. A method of authenticating a consumabie product based on a
remaining life value, comprising:
determining whether an identifier stored in memory of a
consumable product is listed in a device history of a device; and
concluding that said consumable product is not authentic if:
said device is determined {o have used said
consumable product praviously based on said device
history; and
a current remaining Iife value associated with said
consumable product indicales less use than a recorded
remaining life value for said consumable product

associated with said identifier in said device history.

2. The method of claim 1, wherein said current remaining life value

includes a drum life faclor.

3. The method of claim 1, wherein said current remaining life value

includes a developer life factor.

4. The method of claim 1, wherein said device is at leastons of 5

prinier and a network conneciled device.

5. The method of claim 1, wherein said consumabie product is a print

cariridge.

16



WO 2015/016881 PCT/US2013/052932

6. The method of claim 1, wherein said device history is stored
focally.
7. The method of claim 1, wherein said device history is stored on a

distant memory over a network connection.

8. The method of claim 1, wherein said identifier is included in a
digital signature that is stored in said memory of said consumable

product,

@

The method of claim 8, further comprising verifving said digital

signature with a key.

10, The method of claim 1, further comprising recognizing that said

consumable product is securad in said device.

11. A sysiem to authenticate a consumable product based on a
remaining life value, comprising:
a matching engine o determine whether an identifier stored
in memory of a consumable product is listed in a device history;
a value delermining engine to determine a current
remaining iife value of said consumable produci;
a concluding engine o conglude that said consumable
product is not authentic it
said device is determined {o have used said
consumable product praviously based on said device
history; and
said current remaining life value associated with said
consumable product indicates less use than a recorded
remaining life value for said consumable product

associated with said identifier in said device history.
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12.

14.

PCT/US2013/052932

The system of claim 11, further comprising a verifying engine to
verify a digital signature stored in said memory of said
consurmable product with a key that is stored locally on said

davice.

The systermn of claim 11, wherein said consumable productis a

prini cariridge and said device is a printer.

The system of claim 11, further comprising a recognizing engine to

recognize that said consumable product is secured in said device,

A non-transitory computer readabie storage medium, said non-
fransitory computer readable storage medium comprising program
instructions that, when execuled, causes a processor (¢!
recognize that a consumable product is connecled o a
device;
determine whether an identifier siored in memory of said
consumable product is listed in a history of said device;
determine a current remaining life value of said consumable
product;
conciude that said consumable product is not authentic if:
said device is determined to have used said
consumable product previously based on said history; and
said current remaining life value associated with said
consumable product indicates less use than a recorded
remaining life value for said consumable product

associaied with said identifier in said history.
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