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WIRELESS COMMUNICATION WITH IC CHIP FOR PIN DATA SUBMISSION

FIELD

[0001] The present invention is related to wireless collection and confirmation of

data between a mobile device and a chip of a payment card.

BACKGROUND

[0002] Until the introduction of Chip and PIN, all face-to-face credit or debit card

transactions used a magnetic stripe or mechanical imprint to read and record

account data, and a signature for verification. Under this system, the customer

handed their card to the clerk at the point of sale, who either "swiped" the card

through a magnetic reader or made an imprint from the raised text of the card. In

the former case, the account details were verified and a slip for the customer to

sign was printed. In the case of a mechanical imprint, the transaction details were

filled in and the customer signed the imprinted slip. In either case, the clerk

verified that the signature matches that on the back of the card to authenticate

the transaction.

[0003] The magnetic of mechanical imprint systems proved reasonably effective,

but had a number of security flaws, including the ability to steal a card in the post,

or to learn to forge the signature on the card. More recently, technology has

become available on the black market for both reading and writing the magnetic

stripes, allowing cards to be easily cloned and used without the owner's

knowledge. A further disadvantage of these systems is that they do not allow for

Card Present (CP) transactions for on-line or over the telephone purchases, as

there is no way in such a remote transaction for the merchant to be able to

satisfactorily verify, according to payment card company standards, that the

cardholder was actually present at the time of remote order placement. This is a

disadvantage for merchants providing remote order placement, as transaction

fees for CP transaction are lower than for Card-not-present (CNP) transactions.



[0004] Due to the exploding popularity of on-line shopping in recent years, CNP

transactions, where neither the card nor its holder are physically present at the

point of sale with the merchant (e.g. orders by mail, telephone, fax or the

Internet) are becoming more common and increasingly popular with customers.

Unfortunately, CNP transactions are also appealing to criminals because you

have no opportunity to physically check the card or the identity of the cardholder,

there is always some risk. The fact that a transaction is authorised and an

authorisation code is issued does not guarantee payment, it simply means that

the card has not been reported lost or stolen and that there are sufficient funds in

the account at the time of authorisation. It does not guarantee that the address

given to the merchant by the cardholder during the remote order placement is

correct. If the sale is fraudulent, the full amount may be charged back to the

merchant.

[0005] Even for face-to-face transactions using chip and PIN enabled cards,

where the customer and their card are with them at the point of sale, a further

disadvantage with this is that the customer must use the keypad of the merchant

terminal to enter in their PIN information. Fraudulent incidences are on the rise

where PIN information has been stolen through the use of fraudulent merchant

terminals designed for this purpose. Accordingly, cardholders are currently

experiencing a decreased sense of payment security, especially in those

situations where the merchant is considered by the cardholder as possibly

suspect such as in foreign countries or for stores in which the cardholder is

unfamiliar.

SUMMARY

[0006] Presently there is a need for a system and method to facilitate card holder

present transactions between entities using wireless communication that

addresses at least one of the identified problems in the current state of the art.



[0007] Accordingly, there is a need for a transaction environment and supportive

technology that provides proof that the cardholder was present for the

transaction, did authorize the transaction, and further assisted the transaction

through personally providing PIN information when a payment card is used at the

time of submitting payment for products or services, in particular for remote order

placement and/or in situations where a PIN is required but the cardholder does

not wish to use the keypad provided by the terminal equipment of the merchant.

It is also recognised that cardholder present transactions may not involve the use

of PIN data (i.e. PIN data entered and confirmed by the chip).

[0008] Current disadvantages of state of the art systems is that they do not allow

for Card Present (CP) transactions for on-line or over the telephone purchases,

as there is no way in such a remote transaction for the merchant to be able to

satisfactorily verify, according to payment card company standards, that the

cardholder was actually present at the time of remote order placement. A further

disadvantage of state of the art systems this is that the customer must use the

keypad of the merchant terminal to enter in their PIN information, thereby

exposing them to fraudulent incidences. Contrary to current systems there is

provided system and method configured for coordinating processing of a

cardholder present financial transaction between the cardholder and a merchant

system. The system collects a transaction amount of the financial transaction

associated with merchant identification information of the merchant system. The

system sends an authentication request using a wireless communication protocol

configured for proximity communication between a communication interface of a

computer device and a wireless communication enabled integrated circuit (IC)

chip of a payment card, the authorization request including an IC command

expected by computer hardware of the IC chip. The system receives an

authentication response from the computer hardware of the IC chip by the

wireless communication protocol, the authentication response including an

encrypted value generated by the computer hardware of the IC chip. The system

sends a transaction request to a payment processing system for settlement of



the financial transaction, the transaction request including the transaction amount

and the encrypted value, and receives confirmation of settlement of the financial

transaction.

[0009] A first aspect provided is a non-transitory computer readable storage

medium with an executable program application stored thereon, the program

application configured for coordinating processing of a cardholder present

financial transaction between the cardholder and a merchant system, wherein the

program application instructs a computer processor to perform the following

steps of: collecting a transaction amount of the financial transaction associated

with merchant identification information of the merchant system; sending an

authentication request using a wireless communication protocol configured for

proximity communication between a communication interface of a computer

device and a wireless communication enabled integrated circuit (IC) chip of a

payment card, the authorization request including an C command expected by

computer hardware of the IC chip; receiving an authentication response from the

computer hardware of the IC chip by the wireless communication protocol, the

authentication response including an encrypted value generated by the computer

hardware of the IC chip; sending a transaction request to a payment processing

system for settlement of the financial transaction, the transaction request

including the transaction amount and the encrypted value; and receiving

confirmation of settlement of the financial transaction.

[0010] A second aspect provided is a non-transitory computer readable storage

medium, wherein the program application is further configured to instruct a

computer processor to perform the steps of: entering PIN data using a data entry

interface of the computer device that is separate from a data entry interface of

the merchant system; including the PIN data in the authentication request, such

that the authentication response includes PIN authentication data confirmed by

the computer hardware of the IC chip; and including the PIN authentication data

in the transaction response.



[001 1] A third aspect provided is a method for coordinating processing of a

cardholder present financial transaction between the cardholder and a merchant

system, the method having steps of: collecting a transaction amount of the

financial transaction associated with merchant identification information of the

merchant system; sending, using a computer processor, an authentication

request using a wireless communication protocol configured for proximity

communication between a communication interface of a computer device and a

wireless communication enabled integrated circuit (IC) chip of a payment card,

the authorization request including an IC command expected by computer

hardware of the IC chip; receiving, using a computer processor, an

authentication response from the computer hardware of the IC chip by the

wireless communication protocol, the authentication response including an

encrypted value generated by the computer hardware of the IC chip; sending a

transaction request to a payment processing system for settlement of the

financial transaction, the transaction request including the transaction amount

and the encrypted value; and receiving confirmation of settlement of the financial

transaction.

[0012] A fourth aspect provided is a merchant system for coordinating processing

of a cardholder present financial transaction between the cardholder and the

merchant system, the system comprising: a computer processor coupled to a

memory, wherein the computer processor is programmed to coordinate

processing of the financial transaction by: providing to the cardholder a

transaction amount of the financial transaction associated with merchant

identification information of the merchant system, the financial transaction

requiring an authentication response from computer hardware of an IC chip of a

payment card used by the cardholder for the financial transaction, the

authentication response including an encrypted value generated by the computer

hardware of the IC chip; receiving confirmation of settlement of the financial

transaction from a payment processing system based on a transaction request

sent by a computer device of the cardholder to the payment processing system



for settlement of the financial transaction, the transaction request including the

transaction amount and the encrypted value, the confirmation of settlement

received via a communications network coupling the payment processing system

and the merchant system; and providing the confirmation of settlement to an

order and account processing systems of the merchant system, such that the

transaction request was generated using a user interface of the computer device

that is separate from a data entry interface of the order and account processing

systems.

[001 3] A fifth aspect provided is a method for coordinating processing of a

cardholder present financial transaction between the cardholder and a merchant

system, the method comprising: providing to the cardholder a transaction amount

of the financial transaction associated with merchant identification information of

the merchant system, the financial transaction requiring an authentication

response from computer hardware of an IC chip of a payment card used by the

cardholder for the financial transaction, the authentication response including an

encrypted value generated by the computer hardware of the IC chip; receiving,

using a computer processor, confirmation of settlement of the financial

transaction from a payment processing system based on a transaction request

sent by a computer device of the cardholder to the payment processing system

for settlement of the financial transaction, the transaction request including the

transaction amount and the encrypted value, the confirmation of settlement

received via a communications network coupling the payment processing system

and the merchant system; and providing, using a computer processor, the

confirmation of settlement to an order and account processing systems of the

merchant system, such that the transaction request was generated using a user

interface of the computer device that is separate from a data entry interface of

the order and account processing systems.



BRIEF DESCRIPTION OF THE DRAWINGS

[0014] Exemplary embodiments of the invention will now be described in

conjunction with the following drawings, by way of example only, in which:

[0015] Figure 1 is a block diagram of components of a payment card transaction

system;

[0016] Figure 2 is a block diagram of a payment application of the system of

Figure 1;

[0017] Figure 3 is a block diagram of an example computer device for

implementing the payment application of Figure 2 ;

[00 8] Figure 4 is a block diagram of an example computer device for

implementing the merchant system of Figure 1; and

[0019] Figure 5 is a flowchart for an example operation of the system of Figure 3.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT(S)

[0020] Referring to Figure 1, shown is a payment card transaction system 10

including a computer device 2 (e.g. mobile device), a merchant order and

account processing system 3 (implemented by computer device 8) that can

include a point of sale (POS) terminal (also sometimes referred to as Point of

Purchase (POP), and a payment transaction processing system 14. The

merchant system 13 is the location where a financial transaction can be initiated

and confirmation of transaction acceptance or rejection is received, such that the

merchant is the business (bricks and mortar and/or on-line store or service) that

takes payment from the cardholder for their products or services. It should be

recognized that the merchant system 13 can include a physical POS terminal

(e.g. an electronic cash register) in close physical proximity to the cardholder at

the time of purchase (i.e. providing a keypad or touch screen (or other data entry



interface) for use by the cardholder that is separate from a user interface 104 of a

computer device 12 of the cardholder). Alternatively, the merchant system 13

can be embodied as an on-line merchant order service (e.g. a merchant order

web site) that is accessed remotely by the cardholder over a communications

network 1 using an appropriate network communication protocol 50 (e.g. wired

and/or wireless). It is also recognized that the merchant system 13 can include

an automated teller machine (ATM), such that part of the transaction information

required from the cardholder of the payment card 20 is entered and provided to

the merchant system 3 using the user interface 04 of the computer device 12

(see Figure 3), rather than using the keypad (or other data entry interface)

provided by the ATM.

[0001] Settlement of the financial transaction can be defined as performing

the settlement (e.g. debit of funds specified in the financial transaction from an

account 72 and crediting of the funds in to another account 70). Further,

transaction settlement can be defined as where the funds amount is transferred

from the one account 70 to the other account 72, i.e. the credit and debit

transactions of the funds amount against the respective accounts 70,72 are

either performed (e.g. in real time) or promised to be performed (e.g. included in

a batch transaction to be performed later in the day or following business day),

such that the accounts 70,72 are of the cardholder (e.g. credit card account) and

the merchant (e.g. merchant back account) administered through financial

institutions (not shown) associated with or otherwise implementing the payment

processing system 14.

[0021] In view of the above, the merchant system 3 includes order and account

processing systems 17 (e.g. a merchant order interface including a web service

interface for interacting with the cardholder) that can include accounting systems

for keeping records of financial transactions related to product orders, accounting

systems for sending financial transactions directly to the payment transaction

processing system 14 for settlement and receiving and processing settlement

information related to the processing of the financial transaction, POS systems



including user interfaces (e.g. keypads) for entry of data related to financial

transactions by customers (e.g. the cardholder), and/or product ordering systems

for generating bills of sale, order invoices, issuing of sales receipts (printed or

electronic) and/or related accounts receivable systems.

[0022] The computer device 12 is configured through a payment application 16

and a wireless communication interface 102 to communicate directly with a chip

19 (e.g. radio communication enabled integrated circuit (IC)) of a payment card

20 using a wireless communication protocol 52 (see Figure 3) that can

communicate integrated circuit (IC) chip 19 commands (further discussed below).

The payment card 20 can be referred to interchangeably as a smart card, chip

card, or integrated circuit card (ICC), such that the chip 19 contains computer

hardware 2 1 (e.g. volatile memory, microprocessor components, and/or antenna)

and card data 23 that can communicate (or be communicated) wireiessly with the

communication interface 102 of the computer device 12. It is recognized that the

card data 23 can be stored on the computer hardware 2 1 in encrypted form and

can include data such as but not limited to: cardholder name; card number; card

expiry date; and a list of data (e.g. tags) that are used in the approve or decline

decision of a merchant transaction request 24. The merchant transaction

request 24 can include, for example, merchant identification information, POS

type (such as in person local transaction or remote network transaction), and

transaction amount and/or transaction type (such as retail item purchase,

restaurant purchase, digital product purchase such as online music, and/or

subscription or service registration involving subscription/registration fees).

Further, it is recognised that the card data 23 can be stored on the computer

hardware 2 1 as read only and/or as read and write data (i.e. can be modified

such as in the case where a card PIN is changed).

[0023] The payment application 16 of the computer device 12 is configured to

receive the merchant transaction request 24, for example electronically from a

POS terminal as captured by an imager 8 (e.g. camera) of the computer



device 12, electronic message communicated to the computer device 12 from the

POS terminal (for example as a wired or wireless network 11 message,

electronically from a remote on-line network 11 accessed merchant system,

and/or as transaction data entered manually via the user interface 104 of the

computer device 12 - see Figure 3 . The payment application 16 can be further

configured to communicate through the communication interface 102 (for

example using near field communication (NFC) based wireless communication

protocols 52) with the chip 19 for: optionally sending the merchant transaction

data 24, and an authentication or confirmation request 26 for personal

identification number (PIN) information 23 stored on the chip 19. The PIN

authentication request 26 including PIN data 27 is preferably entered by the user

via the user interface 104 (see Figure 3) of the computer device 12 (it is noted

that sending the data 24 can be done together or separately with the PIN

authentication request 26) instead of using any data entry interface of the

merchant system 13 (e.g. POS keypad), and receive cryptogram data 28 (for

example including payment card account number and expiry date) from the chip

9 in a transaction response 29 (cryptogram) that includes or is otherwise

separate from PIN confirmation data 30 (i.e. indicating submitted PIN data 27

matches PIN information 23 stored on the chip 9) . It is recognised that for

smaller amount financial transactions (e.g. less than a specified amount

threshold such as $50), entry of and authentication of the PIN may not be a

requirement of the financial transaction, i.e. the payment processing system 14

would process the financial transaction for smaller amounts without the presence

of PIN authentication data.

[0024] Further, the confirmation request 26 can include chip commands (further

described below) used by the computer hardware 2 1 of the chip 19 understand

and confirm the submitted PIN data 27. The payment application 16 is also

configured to send over a communications network 1, using a network

communications protocol 50 (e.g. TCP/IP, HTTP, HTTPS, etc.), a transaction

authorization request 32 to the payment transaction processing system 14



(either directly or via the merchant system 13), such that the transaction

authorization request 32 includes both the cryptogram data 28 and the PIN

confirmation data 30. Upon receipt of the transaction authorization request 32 by

the payment transaction processing system 14, the payment transaction

processing system 14 generates a transaction authorization code 34 and then

sends over the network 11 the transaction authorization code 34 (e.g. indicating

transaction authorization request 32 is either approved or declined) to the

merchant system 13 (either directly or via the computer device 2).

Payment Card 20

[0025] Referring again to Figure 1, it recognized that the payment card 20

includes the chip 19 containing stored PIN information 23. The chip 19 of the

payment card 20 provides identification, authentication, data storage and

application processing with respect to use of the payment card for payment

transactions. The payment card 20 can be a chip card such as but not limited to:

a debit card; a credit card; a pre-paid credit card or a loyalty card, for example.

In the case of a pre-paid credit card, it is not a true credit card since no credit is

offered by the card issuer, rather the card-holder spends money which has been

"stored" via a prior deposit by the card-holder or someone else, such as a parent

or employer, and can be used in similar ways just as though it were a regular

credit card. It is also recognized that the payment card 20 can be referred to as

contactless smart cards or proximity cards where a card reader uses wireless

communication protocols 52, such as Near Field Communication (NFC), to

communicate with the chip computer hardware 2 1. The wireless communication

protocol 52 standards applicable to contactless smart cards or proximity cards

can refer to the older 125 kHz devices or the newer 13.56 MHz contactless RFID

cards (in which the chip 19 is an RFID chip embedded within the card substrate).

Modern proximity cards are covered by the ISO/IEC 14443 (proximity card)

standard. Payment cards 20 that include an embedded antenna and a

microchip (e.g. in the computer hardware 21) can communicate wirelessly with

the communication interface 102 of computer device 12, via the chip 19 antenna.



[0026] In terms of NFC tag devices (e.g. chips 19), these contain data 23 and are

read-only but can also be rewriteable. The chips 19 can be custom-encoded by

their manufacturers or use the specifications provided by the NFC Forum, an

industry association charged with promoting the technology and setting key

standards. The tags devices can securely store personal data such as debit and

credit card information, loyalty program data, PINs and networking contacts,

among other information. There currently are four types of tag devices which

provide different communication speeds and capabilities in terms of

configurability, memory, security, data retention and write endurance. Tag

devices currently offer between 96 and 4,096 bytes of memory for the data 23.

[0027] The chips 19 of proximity cards as well as vicinity/proximity cards can be

powered by resonant inductive coupling via an LC circuit including an IC,

capacitor, and coil are connected in parallel. The card reader (e.g. computer

device 2) via the communication interface 102 produces an electromagnetic

field that excites the coil and resonant current charges the capacitor, which in

turn energizes and powers the IC. A second card type is the contactless smart

card, in which the card communicates with and is powered by the reader (e.g.

computer device 12) through RF induction technology (at data rates of 106-848

kbit/s). These smart cards use only proximity to an antenna to communicate.

Like smart cards with contacts, contactless cards do not have an internal power

source. Instead, they use an inductor to capture some of the incident radio-

frequency interrogation signal produced from the card reader (i.e. the

communication interface 102), rectify it, and use it to power the card's electronics

(i.e. computer hardware 21).

[0028] Another standard, ISO/IEC 7816-3, defines the transmission protocol 52

between chip cards 20 and readers (e.g. computer device 12 configured by the

payment application 16). Using this protocol 52, data is exchanged wirelessly

between the computer hardware 2 1 (providing a cryptographic application) and

the computer device 12 in application protocol data units (APDUs). This



comprises sending a command via the communication interface 102 to the

computer hardware 2 1 of the card, the computer hardware 2 1 processing the

command, and sending a response that is received by the communication

interface 102 and then processed by the payment application 16 of the computer

device 12. The protocol 52 uses the following example commands: application

block (of the cryptographic application); application unblock; card block; external

authenticate (7816-4); generate application cryptogram; get data (7816-4); get

processing options; internal authenticate (7816-4); PIN change / unblock; read

record (7816-4); select (7816-4); and verify (7816-4). The configuration of the

computer hardware 23 of the chip 19 provides, via the cryptographic application,

an integrated security module with (Data Encryption Standard ) DES, Triple-DES

encryption and Master/Session and (Derived Unique Key Per Transaction)

DUKPT key management schemes. Other encryption schemes can include RSA

and (Secure Hash Algorithm) SHA to provide authentication of the card 20 to the

processing merchant ssytem 3 and/or the card issuer's host processing system

14. It is recognized that the cryptographic application (implementing the

encryption scheme(s)) can be embodied as software, hardware (i.e. IC) or a

combination of both, however due to desired processing speeds C embodiments

are currently preferred.

[0029] The computer hardware 2 1 of the chip 19 includes a secure

cryptoprocessor as a dedicated computer on a chip or microprocessor for

carrying out cryptographic operations (e.g. for generating the cryptogram),

embedded in a packaging with multiple physical security measures, which give it

a degree of tamper resistance. The purpose of a secure cryptoprocessor is to

act as the keystone of a security sub-system, reducing the need to protect the

rest of the sub-system with physical security measures. Cryptoprocessors input

program instructions in encrypted form, decrypt the instructions to plain

instructions which are then executed within the same cryptoprocessor chip where

the decrypted instructions are inaccessibly stored. Data processed by a



cryptoprocessor is also frequently encrypted. The cryptoprocessor chip can be

an embedded microchip that stores information in a secure, encrypted format.

PIN

[0030] Cardholder Present Transaction (CPT) can be defined as a card payment

transaction where the cardholder is in the same physical location as the card that

is used to make the payment. In general these are considered more secure

because they benefit from the use of Chip & PIN technology. Alternatively,

Cardholder Not Present Transaction can be defined as a card payment where

the cardholder is not in the same physical location as the card 20 that is used to

make the payment. Typically these payments would occur when the cardholder is

buying from a web site or buying over the phone. In general, Cardholder Not

Present Transactions (CNPT) are considered less secure because they rely on

disclosure of the card information (start and end date, card number, CVC, issue

number) and therefore are subject to higher merchant transaction fees from the

merchant financial institution (e.g. CNPT transaction charges can be three times

as much as CPT transaction charges).

[0031] Therefore, it is advantageous to have the card payment transaction (i.e.

the merchant transaction request 24) to be processed as a CPT. Higher charges

for CNPTs are justified by the merchant financial institutions since once the

merchant transaction request 24 has been authorised and an authorization code

issued, it means that the payment card 20 is recognized by the payment

processing system 14 as not been reported lost or stolen and that there are

sufficient funds available at the time of authorisation. However, it is a useful

safety measure, but does not guarantee payment. Nor does it guarantee that the

address or other information given to the merchant by the cardholder is correct or

that the genuine cardholder actually placed the order.

[0032] In terms of the merchant, it can be the merchant financial institution that

processes the payment transaction resulting from use of the payment card 20 for



ultimately providing transaction settlement that gives the merchant funds to pay

for products and services bought using the card. On the other hand, the Issuer is

the financial institution that provided the payment card 20 to the cardholder to

enable them to pay for products and services using that card, such that the

Issuer typically only charges the cardholder an annual user fee and interest

charges on unpaid card balances. In other words, the merchant financial

institution charges a fee per transaction while the issuer financial institution may

or may not.

[0033] The combination of chip 20 cryptogram generation and PIN confirmation

is a preferred way to accept card payments when the payment card 20 and

cardholder are present. The PIN can be defined as a secret numeric (however

can also include alpha or other non-numeric characters) password shared

between the cardholder and the payment card transaction system 0, for use in

authentication of the cardholder to the system 10.

[0034] Historically, the payment card 20 was inserted physically into the POS

terminal and the PIN entered by the cardholder using a keypad of the merchant

terminal. Therefore, card holders had greater control over chip cards because

the card remained in the possession of the cardholder. In this case, traditional

electronic verification systems allowed merchants to verify in a few seconds that

the card was valid and the credit card customer had sufficient credit to cover the

purchase, allowing the verification to happen at time of purchase. This traditional

verification was enabled by using a physical credit card payment terminal or

point-of-sale (POS) system with a communications link to the merchant's

acquiring bank. However fraudulent activity (such as reading and copying PIN

information) by unscrupulous merchants (e.g. "eavesdroppers", "man in the

middle attackers") remains a concern. Further, in the case of on-line payments,

a physical POS terminal is simply not available.

[0035] Therefore, to help technically address the above noted prior art technical

deficiencies, in operation of the payment application 16 configured computer



device 12, upon receiving the PIN entered via the user interface 104 of the

computer device 12, via the communication interface 102 using the wireless

communication protocol 52, the chip 19 (i.e. hardware 21) looks up the PIN (i.e.

stored in the card data 23) and compares the looked-up PIN with the received

PIN. The cardholder is granted access when the PIN entered matches with the

stored PIN, as further described below. In particular, it is advantageous in use of

the payment application 16 for PIN submission and confirmation for the

cardholder, as this PIN information is not entered in unencrypted form (i.e. by

using the keypad of the merchant). Further, in the case where the merchant is

an on-line website, the cardholder can still take advantage of enacting a CPT, as

compared to a CNPT, thereby possibly receiving preferential treatment (e.g.

reduced product/service charges, upgraded products/services, etc.) from the on¬

line merchant in exchange for their reduced transaction fees charged to them by

the merchant financial institution (part fo the payment processing system 14).

[0036] Therefore, the provision of a technical solution, including the payment

application 16, involves smartcard technology of the embedded microchip 19 and

automatic authentication using PIN information entered via the computer device

12 (i.e. using the user interface 104 and the communications interface 102).

When a customer wishes to pay for goods using this system, the chip 19 of the

payment card is placed into proximity of the computer device 2 that operates as

a chip reader, which accesses directly the chip 19 on the card 20 using the

communication protocol 52. For example, once the card 20 has been verified as

authentic by reading the chip 20 via the communications interface 102, the

customer enters the PIN via the user interface 104 of the computer device 12

instead of using any merchant data entry device if available (part of the merchant

system 13), which is then submitted to the chip 19 on the smartcard 20 also via

the communications interface 102. If the two match, the chip 20 tells the

computer device 12 that the entered PIN was correct, otherwise it informs the

computer device 12 that the PIN was incorrect, as further described below with



respect to the wireless communication protocol 52 and the communication

interface 102.

Communication Interface 102

[0037] The computer device 12 has the communication interface 102 (see Figure

3) that is used by the payment application 16 to communicate wirelessly (via the

communication protocol 52) with the computer hardware 2 1 of the chip 9 on the

payment card 20. One communication protocol 52 embodiment of the

communication interface 102 is NFC, which is a set of standards for wireless

communication enabled devices (i.e. those devices having antennas, such as the

computer device 12 and the chip 19) to establish radio communication in physical

proximity with each other by touching them together or otherwise bringing them

into close proximity, usually no more than a few centimeters for example (NFC

can be defined as short-range wireless technology typically communicating within

a distance of 4 cm or less). Present applications include contactless

transactions, data exchange, and simplified setup of more complex

communications. In terms of the chip 19 on the payment card 20,

communication between the respective antennas of the computer hardware 2 1

and the communication interface 102 is as the NFC enabled computer device 2

and the unpowered NFC chip 19, also referred to as a tag device.

[0038] Proximity wireless communication using the wireless communication

protocol 52 is defined as wireless radio transmission of data between two

devices (e.g. computer device and chip 19) that are within a physical proximity

range to one another. The proximity range can be defined as the physical

distance between the antennas of the two devices, for example less than 12

inches, preferably less than 6 inches, more preferably less than 3 inches, more

preferably less than 1 inch and more preferably less 0.5 inches. It is recognised

that in the event that the physical distance between the two devices (i.e. their

antennas) are outside of the proximity range, the wireless communication via the

wireless communication protocol 52 is interrupted or otherwise disabled.



[0039] A communications protocol is a system of digital message formats and

rules for exchanging those messages in or between computing systems and in

telecommunications. A protocol may have a formal description. Protocols may

include signalling, authentication and error detection and correction capabilities.

A protocol definition defines the syntax, semantics, and synchronization of

communication; the specified behaviour is typically independent of how it is to be

implemented. A protocol can therefore be implemented as hardware or software

or both. For example, the network communications protocol 50 includes rules

for data formats for data exchange and rules for network address formats for

data exchange that identify both the sender network 1 address and the intended

receiver(s) network 11 address.

[0040] The wireless communication protocol 52 used to facilitate peer to peer

wireless communications locally (e.g. in radio transmission range of one another,

also referred to as proximity wireless communication) between two devices also

involves rules for data formats for data exchange but does not use rules for

network addresses as the wireless communication protocol 52 may not include

network addresses for each of the computer device 12 and chip 19 for directing

the exchange of messages 25,29 between the wireless communication interface

102 of the computer device 12 and the computer hardware 2 1 of the chip 19.

[0041] Another example of the wireless communication protocol 52 is Bluetooth

TM, which can expose private data or allow the connecting party to control the

Bluetooth device. For security reasons it can be necessary via the wireless

communication protocol 52 to be able to recognize specific devices 12,19 and

thus enable control over which devices 12,19 are allowed to connect to a given

Bluetooth device. At the same time, it is useful for Bluetooth devices to be able to

establish a connection without user intervention (for example, as soon as they

are in range). Bluetooth uses a process called bonding, and a bond is created

through a process called pairing. The pairing process is triggered either by a

specific request from a user (e.g. device 12) to create a bond (for example, the



user explicitly requests to "Add a Bluetooth device"), or it is triggered

automatically when connecting to a service where (for the first time) the identity

of a device is required for security purposes. These two cases are referred to as

dedicated bonding and general bonding respectively. Pairing often involves

some level of user interaction; this user interaction is the basis for confirming the

identity of the devices 12,19. Once pairing successfully completes, a bond will

have been formed between the two devices, enabling those two devices 12,19 to

connect to each other in the future without requiring the pairing process in order

to confirm the identity of the devices 12,19. When desired, the bonding

relationship can later be removed by the user. In the case of computer device 12

and chip 9 bonding, it is recognised that the computer device 12 (via the

wireless network interface 102) can be in control of the setup and teardown of

the pairing or bonding.

[0042] In view of the above, for example, in the case of Wi-Fi, this wireless

communication is considered to use the network 1 communication protocol 50,

as WiFi communication requires both devices to be members (i.e. have network

addresses on) of the same wireless network 1 and to somehow locate each

other on that network and then negotiate some kind of user access. Further,

WiFi communications via the network communication protocol 50 do not have a

physical proximity range restriction between communicating devices, as long as

the WiFi enabled devices are within range of third party wireless devices (e.g.

cell towers, wireless router, etc.) that are part of the wireless network 11 and

facilitate wireless communication routing through the third party (or intermediate

computer device) between the WiFi enabled devices. In other words, the

communication protocol 50 relies upon an intermediate computer device of the

communications network 11 to act as a proxy device for network 1

communications between the devices. This is in comparison to the

communication protocol 52, which provides for direct wireless communication

between the devices 12,19 without using a proxy or intermediate device that is

an agent of the wireless network 11 itself.



[0043] The wireless communication interface 102 of the computer 12 can be

configured with wireless NFC standard protocols 52, including communication

protocols and data exchange formats, for example based on existing radio-

frequency identification (RFID) standards including ISO/IEC 14443, ECMA-340

ISO/IEC 18092, and FeliCa. The standards can include ISO/IEC 18092 and

those defined by the NFC Forum. NFC operates at 13.56 MHz on ISO/IEC

18000-3 air interface and at rates ranging from 106 kbit/s to 424 kbit/s. It is

recognized that NFC builds upon RFID systems by allowing two-way

communication between device endpoints, where earlier systems such as

contactless smart cards were one-way only. However, since unpowered NFC

chips 20 can also be read by NFC devices, NFC is also capable of replacing

earlier one-way applications for communication between device endpoints (e.g.

mobile device 12 and chip 19). The NFC communication protocol 52 standards

specify the modulation schemes, coding, transfer speeds and frame format of the

RF interface of NFC devices, as well as initialization schemes and conditions

required for data collision-control during initialization for both passive and active

NFC modes. Furthermore, the NFC communication protocol 52 standards also

define the transport protocol, including protocol activation and data-exchange

methods.

[0044] NFC communication involves an initiator (i.e. the computer device 12) and

a target (i.e. the chip 19), such that the initiator actively generates an RF field

that can power the passive target. This enables NFC targets to take very simple

form factors such as tag devices, stickers, key fobs, or chip cards that do not

require batteries. It is also recognized that NFC peer-to-peer communication is

possible, provided both devices are powered, for example where the chip 9 is

also a powered device.

[0045] In terms of specific examples for communication interface 102 and

computer hardware 2 1, as with proximity card technology, near-field

communication uses magnetic induction between two respective loop antennas



(of the communication interface 102 and the computer hardware 21) located

within each other's near field or proximity range (e.g. theoretical working distance

with compact standard antennas is currently up to 20 cm however practical

working distance is about 4 centimeters or less), effectively forming an air-core

transformer. NFC communciations operate within the globally available and

unlicensed radio frequency ISM band of 3.56 MHz, such that most of the RF

energy can be concentrated in the allowed ±7 kHz bandwidth range but the full

spectral envelope may be as wide as 1.8 MHz when using ASK modulation.

[0046] There are two modes of NFC communication that can be implemented

between the communication interface 102 and the computer hardware 2 1,

passive communication mode and active communication mode. Active

communication mode is where both the initiator and target devices (respectively

using the communication interface 102 and the computer hardware 21)

communicate by alternately generating their own fields, such that a respective

device can deactivates its RF field while it is waiting for data communicated from

the other device. However, it is recognized that in this mode, both devices

typically have power supplies and therefore current implementation of passive

chips 19 currently precludes use of active communication mode in the system 10.

However, it is contemplated that the computer hardware 2 1 of the chip 19 can

also include a battery for independent power based on appropriate developments

in battery technology. The currently employed passive communication mode for

the system 10 is where the initiator device (i.e. the communication interface 102

of the computer device 2) provides a carrier field and the target device (i.e. the

hardware 2 1 of the ship 9) answers by modulating the existing field. In this

mode, the target device can draw its operating power from the initiator-provided

electromagnetic field, thus making the target device operate as a transponder.

Payment Application 16

[0047] Referring to Figure 2, shown is a receipt module 40 of the payment

application 6 receiving transaction data of the merchant transaction request 24,



such that the transaction data can include data such as but not limited to:

transaction amount; currency; merchant identification information used to

uniquely identify the merchant with the transaction payment processing system

4 ; a description of products or services being purchased; date of purchase;

merchant location; identification information of a network address of the payment

processing system 14 used by the merchant; and method of payment selected by

cardholder (e.g. VISA TM, Mastercard TM, Debit, etc.). The transaction data can

also include an indication as to what interface was used to provide the PIN data

27 (e.g. the merchant terminal, a data filed of an on-line form, the user interface

of a computer device of the cardholder, etc.).

[0048] Receipt of the merchant transaction request 24 is used by a card reader

module 42 of the payment application 6 to optionally send an initial query 44 to

the chip 9 of a payment card 20 in range of the carrier field of the antenna of the

communication interface 102, in order to receive a response 45 determining the

content and format of data expected by the hardware 2 1 of the chip 19 in order to

generate the transaction response 29 (e.g. including a cryptogram 28). A

cryptogram can be defined as a type of digital signature or encrypted value 28

based on specific inputs for an individual card and transaction that makes each

transaction unique. Since only the chip card 20 itself can create a valid

cryptogram, the authorizing host can confirm that the actual card is present. In

addition, the cryptogram is generated using secret keys inside the chip card, so

key management is not required for merchants. The card issuer controls key

management entirely.

[0049] The card reader module 42 collects the expected transaction data from

the merchant transaction request 24 and any expected additional data (e.g.

identification information of the individual cardholder, information identifying the

mobile device, identification information of a network address of the payment

processing system used by the cardholder), if any, and sends the collected

transaction data via the communication interface 102 (e.g. using the wireless



communication protocols 52 to generate the initiator RF carrier field) to the chip

9 as a transaction request 25 (e.g. a cryptogram request). For example, the

transaction request 25 can include one or more Terminal action codes (TACs),

including a generate application cryptogram command. Based on a decision

(offline, online, decline) of the card reader module 42, the transaction request 25

can include a request of one of the following encrypted vales (e.g. cryptograms)

generated from the chip 19: Transaction certificate (TC)—Offline approval;

Authorization Request Cryptogram (ARQC)—Online authorization; or Application

Authentication Cryptogram (AAC)—Offline decline. The card reader module 42

expects to receive response data 28 as one or more Issuer action codes (lACs),

which are provided in the transaction response 29 transmitted by the hardware

2 1 of the chip 19 through modulation (i.e. by the antenna of the target chip 19) of

the existing carrier field (i.e. initially generated by the antenna of the wireless

communication interface 102). The response data 28 of the transaction

response 29 can include the appropriate cryptogram (e.g. digital signature or

encrypted value). It is recognized that the response data 28 created by the

hardware 2 1 of the chip 19 can represents the digital signature of the transaction

details which can be checked in real time by the card issuer (i.e. the transaction

payment processing system 14). For example, the response data 28 can include

the encrypted value embodying card number, card and/or expiry date, in addition

to selected data of the expected transaction data submitted in the transaction

request 25.

[0050] The cryptogram of the response data 28 can be defined as the encrypted

value based on specific inputs for an individual card and transaction that makes

each transaction unique. Since only the chip 19 itself can create a valid

cryptogram, the authorizing host (e.g. the payment processing system 14) can

confirm that the actual card is present during processing of the transaction

between the computer device 12 and the card 20 during interaction of the

cardholder with the merchant system 13. In addition, the cryptogram 28 is

generated using secret keys inside the chip 9 (as provided by the hardware 2 1



- e.g. via a cryptoprocessor), so key management is not needed for merchants.

The card issuer controls key management entirely. Therefore, it is recognised

that a chip transaction generates a unique transaction and because each

transaction generates a different ID.

[0051] The payment application 16 also has a PIN module 46 that is configured

to collect PIN data 27 entered by the cardholder via the user interface 04 (e.g.

keypad) of the mobile device 12. The PIN authentication request 26, including

the PIN data 27, is then sent via the communication interface 102 (e.g. using the

wireless communication protocols 52 to generate the initiator RF carrier field) to

the chip 9 as the PIN authentication request 26. It is recognized that the PIN

authentication request 26 can include one or more relevant TACs. The PIN

module 46 expects to receive PIN authentication data 30 as one or more Issuer

action codes (lACs), for example, which are provided in an authentication

response 3 1 transmitted by the hardware 2 1 of the chip 19 through modulation

(i.e. by the antenna of the target chip 19) of the existing carrier field (i.e. initially

generated by the antenna of the communication interface 102). The PIN

authentication data 30 of the authentication response 3 1 can include the

appropriate decision, either Approved in the case where the PIN data 27

matched the stored PIN data 23 of the hardware 2 1 or Declined in the case

where the PIN data 27 did not match the stored PIN data 23 of the hardware 2 1.

[0052] It is recognized that wireless communication between the communication

interface 102 of the computer device 12 and the hardware 2 1 of the chip 19 can

be in a specific order or sequence, as implemented by the payment application

16. For example, in a first embodiment, the PIN authentication request 26 can

be submitted first to the hardware 2 1, and the subsequent sending of the

transaction request 25 is only done or otherwise accepted in the event where the

PIN authentication data 30 (received the authentication response 31) is

confirmed (for example by the PIN module 46) as Approved. In other words, the

payment application 16 would not send the transaction request 25 (or the



hardware 2 1 can refuse to accept and/or respond with the requested cryptogram)

in the event that the PIN authentication data 30 indicates Declined. This is an

example of a two stage interaction between the payment application 6 and the

hardware 2 1 of the chip 19, such that Approval of the PIN authentication request

26 (i.e. the submitted PIN data 27 is deemed by the hardware 2 1 to match the

stored PIN data 23) must be received before transaction request 25 can be sent

or otherwise satisfied.

[0053] In a second embodiment, first the transaction request 25 is submitted

before the PIN authentication request 26 is submitted. In another embodiment,

both the transaction request 25 and the PIN authentication request 26 are sent to

the hardware 2 1 in the same carrier field signal.

[0054] Referring again to Figure 2 , the payment application 16 can have a

transaction module 48 that is configured to collect the PIN authentication data 30

(indicating Approved) and the transaction response 29 data (e.g. the cryptogram

28) and forward these in the transaction authorization request 32 to the payment

transaction processing system 14. In return, the payment transaction processing

system 14 generates the transaction authorization code 34 and then sends over

the network 11 the transaction authorization code 34 (e.g. indicating transaction

authorization request 32 is either approved or declined) to the merchant system

13 (either directly or via the mobile device 12). The payment transaction

processing system 14 can also send details concerning whether the transaction

was accepted or declined. It is recognized that the transaction authorization

request 32 can include an authorisation response cryptogram (ARPC) and

optionally an issuer script (a string of commands to be sent to the card hardware

21).

Example operation of the system 10

[0055] Referring to Figures 1, 2 and 4, shown is an example operation 300 of a

payment application 16 configured for coordinating processing of a cardholder



present financial transaction between a cardholder and a merchant system 13.

the payment application 16 interacts with a computer processor.

[0056] At step 302, a receipt module 40 (e.g. via the imager 118) collects a

financial amount of the financial transaction associated with merchant

identification information of the merchant system 13. At step 304, the card

reader and/or pin modules 42,46 send an authentication request using a wireless

communication protocol 52 configured for proximity communication between the

communication interface 102 of the computer device 12 and the wireless

communication enabled integrated circuit (IC) chip 19 of the payment card 20,

the authorization request including an IC command expected by computer

hardware 2 1 of the IC chip 19. At step 306, the card reader and/or pin modules

42,46 receive an authentication response from the computer hardware 2 1 of the

IC chip 19by the wireless communication protocol 52, the authentication

response including an encrypted value 28 generated by the computer hardware

2 1 of the IC chip 19. At step 308, the transaction module 48, in a network 11

communication path that can bypass (e.g. does not involve) the merchant system

3 and processing systems 17, sends the transaction request 32 directly to the

payment processing system 14 for settlement of the financial transaction, the

transaction request 32 including the transaction amount and the encrypted value.

At step 310, the receipt module 40 receives confirmation of settlement of the

financial transaction from the payment processing system 14 (preferably) and/or

the merchant system 13.

[0057] Further optional steps can include: at step 312 of entering PIN data 27

using the data entry interface 104 of the computer device 12 that is separate

from the data entry interface 204 of the merchant system 13 and at step 314

including the PIN data 27 in the authentication request, such that the

authentication response includes PIN authentication data confirmed by the

computer hardware 2 1 of the IC chip 19 and including the PIN authentication

data in the transaction response.



Computer Device 12

[0058] Referring to Figure 3, each computer device 12 can be a wireless-enabled

(e.g. WiFi, WAN, etc.) personal data assistant, or email-enabled wireless

telephone. In addition, the wireless communications are not limited to only

facilitating transmission of text data (e.g. encrypted) and can therefore be used to

transmit image data, audio data or multimedia data, for example, as desired. It is

also recognised that the computer device 12 can be a desktop computer having

a wireless enabled communication interface onboard (i.e. as part of the desktop

computer hardware) or as a coupled peripheral device (off board computer

hardware - not shown) that acts an intermediary wireless communication device

for implementing (e.g. by proxy) the wireless communication protocol 52 between

the wired network interface of the desktop computer 12 and the chip 19.

[0059] As shown in Figure 3 , the computer device 12 comprises the

communication interface 102, the user interface 104, and a data processing

system 106 in communication with the communication interface 102 and the user

interface 104. The network interface 102 can comprise one or more antennas for

wireless communication over the communications network 11. Preferably, the

user interface 104 comprises a data entry device (such as keyboard,

microphone, touch screen or writing tablet), and a display device (such as an

LCD display that could also be configured as the touch screen).

[0060] The data processing system 06 includes a central processing unit (CPU)

108, otherwise referred to as a computer processor, and a non-volatile memory

storage device (e.g. DISC) 110 (such as a magnetic disc memory or electronic

memory) and a read/write memory (RAM) 112 both in communication with the

CPU 108. The memory 110 includes data which, when loaded into the RAM,

comprise processor instructions for the CPU 108 which define memory objects

for allowing the computer device 12 to communicate with the chip 19 and the

processing system 14 (e.g. one or more processing servers) over the

communications network 11, as well as optionally with the merchant system 13



(e.g. a website running on a merchant computer - not shown - and accessed via

the network 1). The computer device 12, and the processor instructions for the

CPU 108 will be discussed in greater detail below.

[0002] The data processing system 106 can include the imager 118 (e.g. a

camera enabled mobile device). In this example, the user interface 204 of the

computer device 8 (see Figure 4) can display the transaction information of the

transaction request 24 within range of the camera 118 of the computer device 12

for subsequent receipt as a recorded image. In this way, the computer 12 can

collect some or all of the transaction information of the transaction request 24, for

example as an encoded image (e.g. barcode) containing transaction details

decodable by the computer device 12 and/or the payment processing system 14

in the event that some or all of the barcode details are included in the financial

transaction request 32 communicated between the computer 12 and the payment

processing system 14.

[0061] The CPU 108 is configured for execution of a payment application 16 (see

Figure 2) for facilitating communication between the processing system 14,

optionally the merchant system 13, the device 12, and the chip 9 of the payment

card 20. For example, it is recognised that the application 16 is used to

coordinate the communications between the various devices 12,13,14 over the

network 11 and to wirelessly communicate with the hardware 2 1 of the chip 19

(at least for purposes of providing and confirming acceptance of the PIN data 27

with the hardware 21), and as such the application 16 functionality can be

implemented by the CPU 108 to facilitate the generation, receipt, and processing

of the wireless communications.

[0062] The CPU 108 facilitates performance of the mobile device 12 configured

for the intended task (e.g. of the respective module(s) of the payment application

16) through operation of the communication interface 102, the user interface 104

and other application programs/hardware (e.g. web browser made available to

the payment application 16) of the computer device 12 by executing task related



instructions. These task related instructions can be provided by an operating

system, and/or software applications located in memory, and/or by operability

that is configured into the electronic/digital circuitry of the processor(s) 108

designed to perform the specific task(s). Further, it is recognized that the device

infrastructure 106 can include a computer readable storage medium 110 coupled

to the processor 108 for providing instructions to the processor 108 and/or to

load/update the instructions. The computer readable medium 110 can include

hardware and/or software such as, by way of example only, memory cards such

as flash memory or other solid-state memory.

[0063] Further, it is recognized that the computer device 12 can include the

executable applications comprising code or machine readable instructions for

implementing predetermined functions/operations including those of an operating

system and the modules 40,42,46,48, for example. The processor 08 as used

herein is a configured device and/or set of machine-readable instructions for

performing operations as described by example above, including those

operations as performed by any or all of the modules 40,42,46,48. As used

herein, the processor 108 may comprise any one or combination of, hardware,

firmware, and/or software. The processor 108 acts upon information by

manipulating, analyzing, modifying, converting or transmitting information for use

by an executable procedure or an information device, and/or by routing the

information with respect to an output device. The processor 108 may use or

comprise the capabilities of a controller or microprocessor, for example.

Computer Device 8

[0064] Referring to Figure 4, each merchant device 8 can include a wireless-

enabled (e.g. WiFi, WAN, etc.) personal data assistant, or email-enabled wireless

telephone. In addition, the wireless communications are not limited to only

facilitating transmission of text data (e.g. encrypted) and can therefore be used to

transmit image data, audio data or multimedia data, for example, as desired,

using the network communication protocol 50. It is also recognised that the



computer device 8 can be a desktop computer, however preferably is a server

device or series of server devices and optionally including a POS terminal. As

shown in Figure 4, the computer device 8 comprises the communication interface

202, the user interface 204, and a data processing system 206 in communication

with the communication interface 202 and the user interface 204. The network

interface 202 can comprise one or more antennas for wireless communication

over the communications network . The user interface 204 can comprise a

data entry device (such as keyboard, microphone, touch screen or writing tablet),

and a display device (such as an LCD display that could also be configured as

the touch screen). It is recognised that user interface 204 is separate from the

user interface 104 of the cardholder computer device 12. Further, it is

recognised that the network communication interface 202 is separate from the

communication interface 102 of the cardholder computer device 12, such that the

network communication interface 202 and the communication interface 102 are

configured to separately and independently communicate with the payment

processing system 14 using the network communication protocol 50 over the

communication network .

[0065] The data processing system 206 includes a central processing unit (CPU)

208, otherwise referred to as a computer processor, and a non-volatile memory

storage device (e.g. DISC) 210 (such as a magnetic disc memory or electronic

memory) and a read/write memory (RAM) 212 both in communication with the

CPU 208. The memory 210 includes data which, when loaded into the RAM,

comprise processor instructions for the CPU 208 which define memory objects

for allowing the computer device 8 to communicate with the computer device 2

and the processing system 14 (e.g. one or more processing servers) over the

communications network 11. The computer device 8 can optionally be embodied

as a website running on a merchant computer and accessed via the network .

The computer device 8 , and the processor instructions for the CPU 208 will be

discussed in greater detail below.



[0066] The CPU 208 is configured for execution of the merchant system 13 and

the processing systems 17 (see Figure 1) for facilitating communication between

the payment processing system 14, the computer device 12, and POS terminals

including card chip readers. For example, it is recognised that the merchant

system 13 is used to communicate between the various devices 12,14 over the

network , such the merchant system 3 functionality can be implemented by

the CPU 208 to facilitate the generation, receipt, and processing of the network

11 communications (both wired and wireless) using network communication

protocol 50.

[0067] The CPU 208 facilitates performance of the mobile device 8 configured for

the intended task (e.g. of the respective module(s) of the merchant system 13

and the processing systems 7 related to transaction generation, processing and

confirmation) through operation of the communication interface 202, the user

interface 204 and other application programs/hardware (e.g. web service made

available to the payment application 16) of the computer device 8 by executing

task related instructions. These task related instructions can be provided by an

operating system, and/or software applications located in memory, and/or by

operability that is configured into the electronic/digital circuitry of the processor(s)

208 designed to perform the specific task(s). Further, it is recognized that the

device infrastructure 206 can include a computer readable storage medium 210

coupled to the processor 208 for providing instructions to the processor 208

and/or to load/update the instructions. The computer readable medium 210 can

include hardware and/or software such as, by way of example only, memory

cards such as flash memory or other solid-state memory.

[0068] Further, it is recognized that the computer device 8 can include the

executable applications comprising code or machine readable instructions for

implementing predetermined functions/operations including those of an operating

system and the merchant system 13 and the processing systems 17 functionality,

for example. The processor 208 as used herein is a configured device and/or set



of machine-readable instructions for performing operations as described by

example above, including those operations as performed by any or all of the the

merchant system 3 and the processing systems 17 functionality. As used

herein, the processor 208 may comprise any one or combination of, hardware,

firmware, and/or software. The processor 208 acts upon information by

manipulating, analyzing, modifying, converting or transmitting information for use

by an executable procedure or an information device, and/or by routing the

information with respect to an output device. The processor 208 may use or

comprise the capabilities of a controller or microprocessor, for example.

[0069] While the exemplary embodiments have been described herein, it is to be

understood that the invention is not limited to the disclosed embodiments. The

invention is intended to cover various modifications and equivalent arrangements

included within the spirit and scope of the appended claims, and scope of the

claims is to be accorded an interpretation that encompasses all such

modifications and equivalent structures and functions.



CLAIMS:

. A non-transitory computer readable storage medium with an executable

program application stored thereon, the program application configured for

coordinating processing of a cardholder present financial transaction between the

cardholder and a merchant system, wherein the program application instructs a

computer processor to perform the following steps of:

collecting a transaction amount of the financial transaction associated with

merchant identification information of the merchant system;

sending an authentication request using a wireless communication

protocol configured for proximity communication between a communication

interface of a computer device and a wireless communication enabled integrated

circuit (IC) chip of a payment card, the authorization request including an IC

command expected by computer hardware of the IC chip;

receiving an authentication response from the computer hardware of the

IC chip by the wireless communication protocol, the authentication response

including an encrypted value generated by the computer hardware of the IC chip;

sending a transaction request to a payment processing system for

settlement of the financial transaction, the transaction request including the

transaction amount and the encrypted value; and

receiving confirmation of settlement of the financial transaction.

2 . The non-transitory computer readable storage medium of claim , wherein

the program application is further configured to instruct a computer processor to

perform the steps of:

entering PIN data using a data entry interface of the computer device that

is separate from a data entry interface of the merchant system;

including the PIN data in the authentication request, such that the

authentication response includes PIN authentication data confirmed by the

computer hardware of the IC chip; and

including the PIN authentication data in the transaction response.



3. The non-transitory computer readable storage medium of claim , wherein

the merchant system is a POS terminal.

4 . The non-transitory computer readable storage medium of claim , wherein

the merchant system is an online merchant order interface accessed over a

communications network by the computer device using a network communication

protocol that is different from the wireless communication protocol.

5. The non-transitory computer readable storage medium of claim 1, wherein

the merchant system is an automated teller machine (ATM).

6. The non-transitory computer readable storage medium of claim 1, wherein

the program application is further configured to instruct a computer processor to

perform the step of:

receiving a merchant transaction request including the transaction amount

of the financial transaction and the merchant identification information of the

merchant system.

7 . The non-transitory computer readable storage medium of claim , wherein

the merchant transaction request includes a purchase type and a transaction

type.

8. The non-transitory computer readable storage medium of claim , wherein

the encrypted value is a cryptogram.

9 . The non-transitory computer readable storage medium of claim 1, wherein

the program application is further configured to instruct a computer processor to

perform the step of:

receiving a transaction confirmation message from at least one of the

transaction processing system or the merchant system, the transaction

confirmation message including settlement information from settlement of the



financial transaction.

10. The non-transitory computer readable storage medium of claim , wherein

the wireless communication protocol is near field communication (NFC).

1. A method for coordinating processing of a cardholder present financial

transaction between the cardholder and a merchant system, the method having

steps of:

collecting a transaction amount of the financial transaction associated with

merchant identification information of the merchant system;

sending, using a computer processor, an authentication request using a

wireless communication protocol configured for proximity communication

between a communication interface of a computer device and a wireless

communication enabled integrated circuit (IC) chip of a payment card, the

authorization request including an IC command expected by computer hardware

of the IC chip;

receiving, using a computer processor, an authentication response from

the computer hardware of the IC chip by the wireless communication protocol,

the authentication response including an encrypted value generated by the

computer hardware of the IC chip;

sending a transaction request to a payment processing system for

settlement of the financial transaction, the transaction request including the

transaction amount and the encrypted value; and

receiving confirmation of settlement of the financial transaction.

12. The method of claim 11 further comprising the steps of:

entering PIN data using a data entry interface of the computer device that

is separate from a data entry interface of the merchant system;

including the PIN data in the authentication request, such that the

authentication response includes PIN authentication data confirmed by the

computer hardware of the IC chip; and



including the PIN authentication data in the transaction response.

13 . The method of claim 11, wherein the merchant system is a POS terminal.

14. The method of claim 11, wherein the merchant system is an online

merchant order interface accessed over a communications network by the

computer device using a network communication protocol that is different from

the wireless communication protocol.

15. The method of claim 1 , wherein the merchant system is an automated

teller machine (ATM).

16. The method of claim 11 further comprising the step of:

receiving a merchant transaction request including the transaction amount

of the financial transaction and the merchant identification information of the

merchant system.

17. The method of claim 11, wherein the merchant transaction request

includes a purchase type and a transaction type.

18 . The method of claim 11, wherein the encrypted value is a cryptogram.

19 . The method of claim 11 further comprising the step of:

receiving a transaction confirmation message from at least one of the

transaction processing system or the merchant system, the transaction

confirmation message including settlement information from settlement of the

financial transaction.

20. The method of claim 1, wherein the wireless communication protocol is

near field communication (NFC).



2 1. A merchant system for coordinating processing of a cardholder present

financial transaction between the cardholder and the merchant system, the

system comprising:

a computer processor coupled to a memory, wherein the computer

processor is programmed to coordinate processing of the financial transaction

by:

providing to the cardholder a transaction amount of the financial

transaction associated with merchant identification information of the merchant

system, the financial transaction requiring an authentication response from

computer hardware of an IC chip of a payment card used by the cardholder for

the financial transaction, the authentication response including an encrypted

value generated by the computer hardware of the IC chip;

receiving confirmation of settlement of the financial transaction from a

payment processing system based on a transaction request sent by a computer

device of the cardholder to the payment processing system for settlement of the

financial transaction, the transaction request including the transaction amount

and the encrypted value, the confirmation of settlement received via a

communications network coupling the payment processing system and the

merchant system; and

providing the confirmation of settlement to an order and account

processing systems of the merchant system, such that the transaction request

was generated using a user interface of the computer device that is separate

from a data entry interface of the order and account processing systems.

22. The merchant system of claim 2 , wherein the payment card is selected

from the group consisting of: a credit card; a debit card; and a prepaid credit

card.

23. A method for coordinating processing of a cardholder present financial

transaction between the cardholder and a merchant system, the method

comprising:



providing to the cardholder a transaction amount of the financial

transaction associated with merchant identification information of the merchant

system, the financial transaction requiring an authentication response from

computer hardware of an IC chip of a payment card used by the cardholder for

the financial transaction, the authentication response including an encrypted

value generated by the computer hardware of the IC chip;

receiving, using a computer processor, confirmation of settlement of the

financial transaction from a payment processing system based on a transaction

request sent by a computer device of the cardholder to the payment processing

system for settlement of the financial transaction, the transaction request

including the transaction amount and the encrypted value, the confirmation of

settlement received via a communications network coupling the payment

processing system and the merchant system; and

providing, using a computer processor, the confirmation of settlement to

an order and account processing systems of the merchant system, such that the

transaction request was generated using a user interface of the computer device

that is separate from a data entry interface of the order and account processing

systems.
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