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(54) Title: VICINITY-BASED MULTI-FACTOR AUTHENTICATION

(57) Abstract: The invention relates to a wireless
device, contigured for ensuring authentication of
a user, to a reference unit configured for ensuring
authentication of a user of the wireless device and
to a method for ensuring authentication of a user.
The wireless device (1) comprises a checking unit
(2) configured for scanning a distance to a refer-
ence unit (3) and for checking if the distance
scanned lies within a predetermined range such

that authentication of the user is ensured. In this
way, a wireless device is provided which is
simple and cost-effective to realize and increases
security by making sure that the rightful owner is
available without the need of asking for PIN

Fig.1

codes, passwords or other measures, such as bio-
metric recognition, i.e. voice recognition, finger-
print recognition, retina recognition and the like.
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Title
Vicinity-based multi-factor authentication

Technical Field

The invention relates to a wireless device, configured for ensuring authentication

of a user.

Background
Wireless devices, such as Smartphones, are more and more replacing various

other daily items individual persons carry along with them ranging from credit
cards to home keys. Typically a home door is opened or an item is bought from
a shop by swiping a mobile device, such as a phone, next to a receiver and
optionally inserting a PIN code or a password on the phone. If the Smartphone is
stolen or lost somewhere, anyone finding it could make payments or open doors
on behalf of the rightful owner. Instead of having merely the possession of the
Smartphone some form of extra security is required for authenticating the correct
user. Usually a simple solution is to use a PIN code or a password on the device
every time it is used but this is rather tedious since it requires user interaction
and additionally remembering passwords or PIN codes, respectively. Further, a
bystander may see the password or recognize the PIN code and if he or she
steals the phone, he or she could have access to everything that is
authenticated with the phone and the password.

Summary
It is the object of the invention to provide a possibility for authenticating a user

with increased security which should be simple and cost-effective to realize while
at the same time avoids using passwords, PIN codes or other measures, such
as biometric recognition, for instance voice recognition, fingerprint recognition or

retina recognition.

This object is achieved by the subject matter of the independent claims.
Preferred embodiments are defined in the sub claims.

According to a first aspect of the invention, this object is achieved by a wireless
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device, configured for ensuring authentication of a user, comprising a checking
unit configured for scanning a distance to a reference unit and for checking if the
distance scanned lies within a predetermined range such that authentication of

the user is ensured.

It is an idea of the invention to carry out a proximity measurement between two
units, such as between a checking unit of the wireless device and a reference
unit which is not part of the wireless device. The idea is based on the fact that
two separate units are most likely not stolen or not lost at the same time.
Thereafter, the measurement result is analyzed in order to check if
authentication of the user should be approved. The wireless device preferably
corresponds to a Smartphone or to a mobile device, such as a cell phone, or to
any other equipment, such as a wristwatch or jewellery. The checking is
preferably done by using radio techniques such as radio-frequency identification,
RFID for short, in near field communication, NFC for short, applications,
Bluetooth, ZigBee or similar technologies. The term “scanning a distance”
means that a distance between the two units is measured, wherein the
measurement can be performed in different ways. Preferably the measurement
is done in certain predefined time intervals which repeat themselves in
equidistant or non-equidistant steps or the measurement is performed
constantly. It is also possible that the measurement is performed once during a
predefined time period dependent on an action of a user.

According to a preferred embodiment of the invention, the checking unit is
further configured for running a cryptographic challenge-response protocol which
requests the reference unit to prove its identity using a shared secret
cryptography and/or a public key cryptography while scanning the distance to
the reference unit such that it is ensured that the wireless device and the
reference unit are assigned to each other. The wireless device is thus reliable
since the reference unit preferably signs a portion of data provided by the
checking unit using a private key or a shared secret cryptography. The reference
unit preferably proves by signing with its private key that it is the legitimate
holder of the public key identity. Preferably, the cryptographic challenge-
response protocol requests a public key identity of the reference unit and the
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public key identity of the reference unit matches the public key identity stored at
the checking unit. With the matching it is preferably ensured that no attacker can
pretend to be the reference unit since it is checked that the device with the right
identification, ID for short, is present, for instance by additionally asking for a PIN
code or for a password or by scanning an object which is in close proximity to
identify predefined spatial features of the object.

According to a preferred embodiment of the invention, the predetermined range
is selected by pairing the checking unit with the reference unit in such a way that
the checking unit requests the position of the reference unit before calculating
the distance between the reference unit and the checking unit. The term
“position” refers to an “absolute position” but can also refer to a "relative
position" dependent on the actual context or situation. Such a pairing can also
be used in Bluetooth applications, also called Bluetooth pairing, and works in a
first step with teaching, for instance, a phone that a headset is associated with it
and, in a second step, the headset is taught that the phone is bonded to it.

According to a preferred embodiment of the invention, the predetermined range
is adjusted by varying the radio power level at the checking unit and measuring
the position of the reference unit such that the distance between the reference
unit and the checking unit is extracted and compared with predetermined
reference data. The predetermined reference data preferably comprises the
predetermined range and is preset by previous measurements and/or preset to a
range which is based on empiric values. An actual measurement may change
the predetermined range such that it is adjusted to a different range fitting to the

actual measurement result.

According to a preferred embodiment of the invention, the checking unit is
further configured for detecting that at least one security unit is arranged within
the predetermined range to the reference unit. Hence, there is no need for using
passwords while at the same time security is increased so that the wireless
device is able to check that a plurality of additional security devices, ASDs for
short, are arranged in its vicinity to make sure that the wireless device is still with
its rightful owner. By increasing the number of ASDs security can still be
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increased. The wireless device preferably uses short range radio and contacts
the ASDs. Based on their capabilities the wireless device preferably checks that
the plurality of ASDs is in close proximity to a reference unit or the wireless
device performs a cryptographic challenge-response protocol to make sure that
there is no attacker pretending as one of the ASDs. The ASDs are preferably
integrated into other items that the user is carrying along anyway, such as into a
wristwatch or into jewellery, or the ASD is a separate device, such as a key fob
or a key chain. Preferably, the at least one security unit is configured for sending
a command to an application unit which is configured for running a program
ensuring authentication of the user, wherein the application unit is integrated into
the wireless device. When the distance between the reference unit and the
checking unit or the distance between the reference unit and the at least one
security unit lies outside the predetermined range such that authentication of the
user fails, the checking unit is preferably further configured for requesting a
password and/or a PIN code from the user and/or for performing biometric
recognition, such as voice recognition, fingerprint recognition and/or retina
recognition. This way, these additional measures can further increase reliability
and security. The voice recognition is preferably carried out by recording the
voice of the user and comparing it with recorded data stored on the wireless

device or in a database on a server.

According to a preferred embodiment of the invention, the at least one security
unit is integrated into the wireless device. Therefore, the wireless device can be

built very compact.

According to another preferred embodiment of the invention, the at least one
security unit is integrated into a wristwatch, into jewellery, into clothing, into
luggage, into a laptop, into a key fob or into a key chain. Hence, it is an idea of
the invention that the security unit is positionable anywhere outside the wireless
device and thus security further increases.

According to a second aspect of the invention, above mentioned object is
achieved by a reference unit configured for ensuring authentication of a user of
the wireless device according to the first aspect of the invention, wherein the
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reference unit is integrated into clothing, such as a hat, a shirt or underwear.
Hence, the reference unit is not only allowed to be arranged at a fixed position
but can also be carried along with the user.

According to a third aspect of the invention, above mentioned object is achieved
by a method for ensuring authentication of a user comprising the steps of: a)
scanning a distance to a reference unit and b) checking if the distance scanned
in step a) lies within a predetermined range such that authentication of the user

is ensured.

According to a preferred embodiment of the invention, the method further
comprises the step of detecting that at least one security unit is arranged within
the predetermined range to the reference unit. The method preferably further
comprises the step of sending a command to an application unit which is

configured for running a program ensuring authentication of the user.

Brief description of the drawings

Further objects and advantages of the present invention will become apparent
from the following description of the preferred embodiments that are given by
way of example with reference to the accompanying drawings. In the figures:

Fig. 1 shows a wireless device according to a first preferred embodiment

of the invention;
Fig. 2 illustrates the steps of a method for ensuring authentication of a
user according to a second preferred embodiment of the invention;

and

Fig. 3 schematically illustrates the steps of the method according to the
second preferred embodiment of the invention.

Detailed description

Fig. 1 shows a wireless device configured for ensuring authentication of a user

according to a first preferred embodiment of the invention. The wireless device 1
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comprises a checking unit 2 which scans a distance to a reference unit 3 which
is not part of the wireless device 1. Furthermore, the checking unit 2 checks if
the distance measured lies within a predetermined range such that
authentication of the user is ensured. The predetermined range is set to an
empirical value in this first preferred embodiment. The checking unit 2 measures
a distance to the reference unit 3 which lies outside the wireless device 1 and
compares the result with previous measurement results stored in a database in
this first preferred embodiment. According to this first preferred embodiment of
the invention the reference unit 3 corresponds to a passive RFID chip which
does not need any battery and is arranged at a fixed position on a ground.
According to other preferred embodiments of the invention, the reference unit 3
is integrated into underwear. Furthermore, the checking unit 2 detects one
security unit 4 that is arranged within the predetermined range to the reference
unit 3. This way it is guaranteed that the measurement results are verified which
increases security. The security unit 4 sends a command to an application unit 5
which runs a program and is integrated into the wireless device 1. The
application serves for opening a door in this first preferred embodiment of the

invention.

Fig. 2 schematically shows a method for ensuring authentication of a user
according to a second preferred embodiment of the invention. Initially, i.e. before
a predetermined action, such as walking to a door and opening the door is
performed, a Smartphone is paired with a headset and a key is exchanged.
Afterwards, a proximity measurement between the checking unit 2 and the
reference unit 3 as in the first preferred embodiment is performed and based on
the result of this step the door is opened or it is refused to be opened. Basically,
it is checked if the user is near the door. If yes, the distance to the reference
object 3 is measured. If the reference object 3 is nearby, the door is opened and
the method reaches its end. If the door is not nearby the method can also reach
its end. Alternatively, if the distance to the reference object cannot be measured
regardless for whatever reason, a PIN code is asked for and if the PIN code is
verified, then the door is opened. Otherwise the method also reaches its end.
Hence, security for Smartphone-based transactions and authorization is
increased. Many wireless devices, such as Smartphones, already have various
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short range radios and it is thus simple to re-use them. Further, a dynamic
security level is adjustable, i.e. if required after detecting a number of ASDs it is
further asked for a pin code, for a password and/or voice recognition or similar

measures are performed.

Fig. 3 schematically illustrates the steps of the method according to the second
preferred embodiment of the invention. In a first step, the distance to a reference
unit is scanned 6. Thereafter, in the checking step 7 it is controlled whether the
distance scanned in the first step 6 lies within a predetermined range. In further
steps, it is detected 8 that at least the one security unit is arranged within the
predetermined range to the reference unit. Finally, a command is sent 9 to an
application unit which is configured for running a program ensuring
authentication of the user. In its simplest form, one application and one
Bluetooth device is used.

While the invention has been illustrated and described in detail in the drawings
and foregoing description, such illustration and description are to be considered
illustrative or exemplarily and not restrictive; the invention is not limited to the

disclosed embodiments.

Other variations to the disclosed embodiments can be understood and affected
by those skilled in the art in practicing the claimed invention, from a study of the
drawings, the disclosure, and the appended claims. In the claims, the word
"comprising" does not exclude other elements or steps, and the indefinite article
"a" or "an" does not exclude a plurality. The mere fact that certain measures are
recited in mutually different dependent claims does not indicate that the
combination of these measures cannot be used to advantage. Any reference
signs in the claims should not be construed as limiting the scope.
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Claims:

1. A wireless device (1), configured for ensuring authentication of a user,
comprising:

a checking unit (2) configured for scanning a distance to a reference unit
(3) and for checking if the distance scanned lies within a predetermined range
such that authentication of the user is ensured.

2. The wireless device according to claim 1, wherein the checking unit (2) is
further configured for running a cryptographic challenge-response protocol which
requests the reference unit (3) to prove its identity using a shared secret
cryptography and/or a public key cryptography while scanning the distance to
the reference unit (3) such that it is ensured that the wireless device (1) and the

reference unit (3) are assigned to each other

3. The wireless device according to claim 2, wherein the cryptographic
challenge-response protocol requests a public key identity of the reference unit
(3) and the public key identity of the reference unit (3) matches the public key
identity stored at the checking unit (2).

4, The wireless device according to claim 1, wherein the predetermined
range is selected by pairing the checking unit (2) with the reference unit (3) in
such a way that the checking unit (2) requests the position of the reference unit
(3) before calculating the distance between the reference unit (3) and the

checking unit (2).

5. The wireless device according to claim 1, wherein the predetermined
range is adjusted by varying the radio power level at the checking unit (2) and
measuring the position of the reference unit (3) such that the distance between
the reference unit (3) and the checking unit (2) is extracted and compared with

predetermined reference data.

6. The wireless device according to one of the preceding claims, wherein
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the checking unit (2) is further configured for detecting that at least one security
unit (4) is arranged within the predetermined range to the reference unit (3).

7. The wireless device according to claim 6, wherein the at least one
security unit (4) is configured for sending a command to an application unit (5)
which is configured for running a program ensuring authentication of the user,

wherein the application unit (5) is integrated into the wireless device (1).

8. The wireless device according to one of claims 6 and 7, wherein when
the distance between the reference unit (3) and the checking unit (2) or the
distance between the reference unit (3) and the at least one security unit (4) lies
outside the predetermined range such that authentication of the user fails, the
checking unit (2) is further configured for requesting a password and/or a PIN
code from the user and/or for performing biometric recognition, such as voice

recognition, fingerprint recognition and/or retina recognition.

9. The wireless device according to one of claims 6 to 8, wherein the at
least one security unit (4) is integrated into the wireless device (1).

10.  The wireless device according to one of claims 6 to 8, wherein the at
least one security unit (4) is integrated into a wristwatch, into jewellery, into
clothing, into luggage, into a laptop, into a key fob or into a key chain.

11.  Areference unit (3) configured for ensuring authentication of a user of a
wireless device (1) according to one of claims 1 to 10, wherein the reference unit
(3) is integrated into clothing, such as a hat, a shirt or underwear.

12. A method for ensuring authentication of a user, comprising the steps of:
a) scanning (6) a distance to a reference unit (3) and
b) checking (7) if the distance scanned in step a) lies within a
predetermined range such that authentication of the user is ensured.

13.  The method according to claim 12, further comprising the step of

detecting (8) that at least one security unit (4) is arranged within the
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predetermined range to the reference unit (3).

14.  The method according to claim 13, further comprising the step of sending
(9) a command to an application unit (5) which is configured for running a

program ensuring authentication of the user.
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