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SOFTWARE APPLICATION TESTING

BACKGROUND

[0001] The success of software application marketplaces
depends on their ability to supply large quantities of high
quality products. The “quality” of each product typically is
verified through costly software application quality control
testing and certification processes. In the presence of time and
budget constraints, a marketplace manager typically priori-
tizes the selection of which new products to test based on the
goal of maximizing future sales. Often, this selection has to be
made in the absence of any information about the future
popularity and profitability of a candidate new product.
[0002] What is needed are improved systems and methods
of testing software applications

DESCRIPTION OF DRAWINGS

[0003] FIG. 1 is a block diagram of an example of an
embodiment of a software application testing environment
10.

[0004] FIG. 2 is a flow diagram of an example of an
embodiment of a software application testing method.
[0005] FIG. 3 is a block diagram of an example of an
embodiment of a system providing a secure testing environ-
ment.

[0006] FIG. 4 is a block diagram of an example of an
embodiment of an online marketplace provider providing an
installation package for installing a secure testing environ-
ment on an example of an embodiment of a user device.
[0007] FIG. 5 is a block diagram of an example of an
embodiment of a remote testing server providing a secure
testing environment for an example of an embodiment of a
user device.

[0008] FIG. 6 is a block diagram of an example of an
embodiment of a secure testing environment.

[0009] FIG. 7 is a block diagram of an example of an
embodiment of a secure testing environment.

[0010] FIG. 8 is a block diagram of an example of an
embodiment of a computer implementing an example of an
embodiment of the online marketplace provider of FIG. 1.

DETAILED DESCRIPTION

[0011] Inthe following description, like reference numbers
are used to identify like elements. Furthermore, the drawings
are intended to illustrate major features of example embodi-
ments in a diagrammatic manner. The drawings are not
intended to depict every feature of actual embodiments nor
relative dimensions of the depicted elements, and are not
drawn to scale.

1. DEFINITION OF TERMS

[0012] A “computer” is any machine, device, or apparatus
that processes data according to computer-readable instruc-
tions that are stored on a computer-readable medium either
temporarily or permanently. A “computer operating system”
is a software component of a computer system that manages
and coordinates the performance of tasks and the sharing of
computing and hardware resources. A “software application”
(also referred to as software, an application, computer soft-
ware, a computer application, a program, and a computer
program) is a set of instructions that a computer can interpret
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and execute to perform one or more specific tasks. A “data
file” is a block of information that durably stores data for use
by a software application.

[0013] A “network node” (also referred to simply as a
“node”) is a junction or connection point in a communica-
tions network. Example network nodes include, but are not
limited to, a terminal, a computer, and a network switch. A
“server” network node is a host computer on a network that
responds to requests for information or service. A “client”
network node is a computer on a network that requests infor-
mation or service from a server. A “network connection” is a
link between two communicating network nodes.

[0014] A “database” is an organized collection of records
that are presented in a standardized format that can be
searched by computers. A database may be stored on a single
computer-readable data storage medium on a single computer
or it may be distributed across multiple computer-readable
data storage media on one or more computers.

[0015] The term “online marketplace” refers to any type of
electronic system for buying and selling products or services
over one or more computer networks (e.g., the internet). An
online marketplace typically is accessed by network nodes
(e.g., client user devices) operating web browsers that are
capable of rendering web pages (e.g., XML, HTML, or
XHTML web pages) that are associated with a unique refer-
ence (e.g., a uniform resource identifier (URI), such as or a
uniform resource locator (URL)). A web page typically con-
tains information, graphics, and hyperlinks to other web
pages and files. A “web site” includes one or more web pages
that are made available through what appears to users as a
single web server.

[0016] As used herein the term “crowdsourced testing”
refers to testing that is outsourced to a group of people or
community through a general request for contributions that is
made to a large group of people.

[0017] As used herein, the term “includes” means includes
but not limited to, the term “including” means including but
not limited to. The term “based on” means based at least in
part on.

II. SOFTWARE APPLICATION TESTING

[0018] An important factor that differentiates software
application marketplaces is the trade-off between the number
and the quality of the products they offer. This trade-off can be
restated in terms of users’ risks and product assortment. For
example, if a marketplace is open and any software applica-
tion is allowed to be traded, then users are offered a large
variety of products, but, at the same time, they are exposed to
the risk of downloading defective products that may harm
their machines. In an effort to guarantee some level of quality
and security to the users, the market manager may run certi-
fication processes on the products. However, depending on
their costs, these processes affect seriously the number of
products that can be offered in the marketplace. Indeed, the
manager needs to decide: (1) which products to test; and (2)
when to test different products. The embodiments that are
described herein provide systems and methods that enable
crowdsourced testing of software applications for certifica-
tion and distribution. These systems and methods enable mar-
ketplace managers to balance the trade-off between number
and quality of products creating a safe environment for testing
and delegating the choices of what and when to test to the
users.
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[0019] FIG. 1 shows an embodiment of a software applica-
tion testing environment 10 that includes an online market-
place provider 12, software application providers 14, 16, and
user devices 18, 20, 22 that are interconnected by a commu-
nications network 26. The software application providers 14,
16 provide one or more respective software applications 28 to
the online marketplace provider 12. The online marketplace
provider 12 manages the software applications 28 and enables
the user devices 18-22 to have conditional access to selected
ones of the software applications 28. In some embodiments,
the software applications 28 are indexed by a database that
associates the software applications with respective classifi-
cation labels (e.g., “certified” and “uncertified”).

[0020] The online marketplace provider 12 typically man-
ages transactions that create or exchange value between any
of the online marketplace provider 12, the software applica-
tion providers 14, 16, and the user devices 18-22. For
example, in some embodiments, the online marketplace pro-
vider 12 manages transactions involving the transfer of own-
ership or rights to use the software applications 28 from the
software application providers 14, 16 to the users of the user
devices 18-22 subject to receipt of consideration (e.g., pay-
ment) from the users of the user devices. The software appli-
cations that are eligible for such transactions, however, typi-
cally are limited to those that have passed certain quality
control tests (referred to herein as “certified software appli-
cations”). As explained in detail below, these tests may be
performed at least in part by the users of the user devices
18-22.

[0021] FIG. 2 shows an embodiment of a method that is
performed by the online marketplace provider 12 in enabling
crowdsourced testing of software applications for certifica-
tion and distribution.

[0022] Inaccordance with the method of FIG. 2, the online
marketplace provider 12 establishes an online marketplace
for distributing software applications 28 (FIG. 2, block 30).
The online marketplace is accessible by users operating
respective user devices 18-22 and communicating with the
online marketplace over respective network connections.
From the online marketplace, the online marketplace pro-
vider 12 enables the user devices 18-22 to initiate testing of
user-selected ones of the software applications 28 in connec-
tion with testing tools operating in respective secure testing
environments that shield the user devices 18-22 from poten-
tial adverse effects arising from testing the selected software
applications 28 (FIG. 2, block 32). In operation, the testing
tools generate testing data relating to one or more criteria for
certifying the user-selected software applications. For each of
one or more of the user-selected software applications 28, the
online marketplace provider 12 determines whether or not to
classify the software application as a certified software appli-
cation based on an evaluation of the testing data generated
during the testing of the software applications initiated by a
plurality of the user devices (FIG. 2, block 34).

[0023] Referring to FIG. 3, in the process of enabling the
user devices 18-22 to initiate testing of user-selected ones of
the software applications 28, an example of an embodiment
of the online marketplace provider 12 provides the user
devices 18-22 with access to a virtual machine 36 that creates
a secure testing environment that provides hardware security
and fault isolation during execution of a respective one of the
software applications 28. The virtual machine 36 is hosted by
an operating system 38 executing on a host computer system
39 (e.g., a client user device or a server computer). The
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operating system 38 shares hardware resources 40 with the
virtual machine 36. A hypervisor 42 (also referred to as a
virtual machine manager) is a software application program
that handles resource and memory allocation for the virtual
machine 36 such that the virtual machine 36 remains isolated
from other software components. In this way, software appli-
cations 28 running inside the virtual machine 36 are limited to
the resources and abstractions provided by the virtual
machine 36. In the illustrated embodiment, the hypervisor 42
runs within the environment created by the operating system
38. In other embodiments, the hypervisor 42 run directly on
the host computer system hardware as a hardware control and
guest operating system monitor. In operation, any of the soft-
ware applications 28 may be installed on the host computer
system 39 as a virtualization product just like any other soft-
ware application, while still being able to use the resources of
the host operating system 38.

[0024] In some embodiments, instances of the virtual
machine 36 are installed on the user devices 18-22. In other
embodiments, instances of the virtual machine 36 are
installed on one or more remote testing servers that are acces-
sible by the user devices 18-22.

[0025] FIG. 4 shows an example of an embodiment of the
online marketplace provider 12 providing an installation
package 44 for installing a secure testing environment on an
example of an embodiment of the user device 18. The online
marketplace provider 12 processes a user-selected one 46 of
the software applications 28 with a packaging application 48
to create a downloadable version 50 of the installation pack-
age 44. The downloadable version 50 of the installation pack-
age 44 is downloadable from a specified network location
(e.g., a unique URL) to respective ones of the user devices
over respective network connections. In the illustrated
embodiment, each instance of the installation package
includes an installer application 52 that includes installation
program code for installing on the user device an instance of
the virtual machine 36 and the associated user-selected one 46
of'the software applications 28 along with one or more testing
tools. In other embodiments, the installer application 52 may
be separately provided and installed on the user device 18.
The testing tools may be separate from or integrated with the
user-selected software application 46. When the testing tools
are integrated with a software application, the combination is
referred to as an “instrumented version of the software appli-
cation.” When installed on the user device 18, the virtual
machine 36 runs on the respective user device 18 and, in turn,
the user-selected software application 46 along with the one
or more testing tools run in the secure testing environment
provided by the virtual machine 36.

[0026] FIG. 5 shows an example of an embodiment of a
remote testing server 54 providing a secure testing environ-
ment for an example of an embodiment of the user device 18.
In this example, the online marketplace provider 12 provides
the user device 18 with access to at least one remote server
network node running an instance of the virtual machine 36
on behalf of the user device 18 to provide a secure testing
environment in which the user-selected software application
46 and the associated testing tools can operate. The testing
tools may be separate from or integrated with the user-se-
lected software application 46. When installed on the testing
server 40, the virtual machine 36 runs on the testing server 40
and, in turn, the user-selected software application 46 along
with the one or more testing tools run in the secure testing
environment provided by the virtual machine 36.
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[0027] FIG. 6 shows an example embodiment of a secure
testing environment that is provided by an instance of the
virtual machine 36 in which are running an instance 56 of the
user-selected software application 46 and a separate set of one
or more testing tools 58. This embodiment of the virtual
machine 36 may run on any of the remote testing server 54
and the user devices 18-22. In this embodiment, the testing
tools 58 collect information about the behavior of the user-
selected software application 56 as it is used. Examples of the
type of information that may be collected include factors such
as executed software code, failed assertions, software fail-
ures, and software usage. In some embodiments, the testing
tools typically generate testing data relating to risk posed by
installation of the user-selected software applications on the
user devices. After generating testing data 59 during opera-
tion of the user-selected software application 56, the testing
tools 58 typically transmit the testing data 59 to the online
marketplace provider 12 for analysis.

[0028] FIG. 7 shows an example embodiment of a secure
testing environment that is provided by an instance of the
virtual machine 36 in which is running an instrumented ver-
sion 60 of the user-selected software application 46 that
includes an integrated set of one or more testing tools. This
embodiment of the virtual machine 36 may run on any of the
remote testing server 54 and the user devices 18-22. In this
embodiment, the testing uses instrumentation that is embed-
ded in the software application 60 to collect information
about the behavior of the user-selected software application
46 as it is used. Examples of the type of information that may
be collected include factors such as executed software code,
failed assertions, software failures, and software usage. In
some embodiments, the testing tools typically generate test-
ing data relating to risk posed by installation of the user-
selected software applications on the user devices. In some
embodiments, the instrumented version 60 of the user-se-
lected software application 46 is generated by a residual
testing tool that incorporates additional code to the core func-
tionality of the user-selected software application 46. After
generating testing data 62 generated during operation of the
instrumented version 60 of the user-selected software appli-
cation, the embedded testing tools typically transmit the test-
ing data 62 to the online marketplace provider 12 for analysis.

[0029] In some embodiments, the online marketplace pro-
vider 12 divides the software applications products that are
traded in the marketplace into two groups: “certified” appli-
cations, and “new” (uncertified) applications. On the online
marketplace, the online marketplace provider 12 presents
certified ones of the software applications as being available
for sale and presents uncertified ones of the software appli-
cations as being only available for testing in the respective
secure testing environments. Users of the user devices 18-22
can download any “certified” application directly onto their
respective devices 18-22, whereas such users can download
“new” applications only into secure testing environments in
which one or more certification tests are performed.

[0030] Based on an evaluation of the testing data generated
during the testing of the software products initiated by a
plurality of the user devices, the online marketplace provider
12 decides whether to reclassity the new software applica-
tions as certified software application, to leave them in the
uncertified software application group, or to remove them
from the marketplace. In this process, the online marketplace
provider 12 collects all testing data produced during the test-
ing procedure in the secure testing environments created in
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the remote testing server 54 or the user devices 18-22 for
testing the uncertified software applications. After collecting
information from tests requested by a sufficient number of
users, the online marketplace provider 12 can promote the
new application to the rank of certified application (e.g., if the
tests are positive), leave the new application in the uncertified
class (e.g., if the results are inconclusive), or exclude it from
the marketplace (e.g., if the tests are negative).

[0031] In some embodiments, the online marketplace pro-
vider 12 requests each individual user to provide a unique
identifier before gaining access to specific new applications.
In this way, the certification procedure can be personalized.
For example, in some embodiments, the certification testing
data can be segmented into classes corresponding to the user
classes assigned to the users performing the testing. In this
case, the certification of a particular application can be made
segment-specific, enabling a software application to be cer-
tified for one user class and remain uncertified for another
user class.

[0032] The online marketplace provider 12 may present
certified and uncertified software applications to user devices
in a variety of different ways. For example, the online mar-
ketplace provider 12 may present the availability of the cer-
tified and uncertified software applications on one or more
pages of a web site from which the user devices may down-
load the software applications. The online marketplace pro-
vider 12 also may present the availability of the certified and
uncertified software applications in direct or indirect solici-
tations, such as electronic messages (e.g., electronic mail
messages or SMS protocol based text messages) that are sent
directly to the user devices and electronic messages (e.g.,
advertisements) that are posted on various web pages. In
some embodiments, these electronic messages solicit users to
participate in testing the uncertified software applications.

[0033] In some embodiments, the online marketplace pro-
vider 12 may offer incentives for the users to initiate testing of
respective ones of the software applications. For example, the
online marketplace provider 12 may provide incentives to the
users in order to test a specific application in exchange for
price discounts on the application and promotional offers
(e.g., offering discounts on a popular “certified” application if
downloaded with a “new” one). The information collected
from previous users’ downloads of “new” applications can be
used to design incentive schemes. In some embodiments, the
online marketplace provider 12 offers at least one of the
incentives in response to a determination that the test results
generated for a respective one of the software applications
satisfies an offer-triggering condition. For example, the
online marketplace provider 12 may offer the at least one
incentive in response to determination that testing of the
respective software application has reached an intermediate
testing level that is below a threshold testing level needed to
make a determination whether or not to classify the respective
software application as a certified software application. An
example may be to give incentives to download applications
that are “almost” certified in order to reduce the time needed
to complete the certification process.

[0034] To provide incentives the online marketplace pro-
vider 12 can publish data derived from the testing data gen-
erated during the testing of the software applications initiated
by a plurality of the user devices. As an example, the online
marketplace provider 12 can publish information about past
tests results (in the format of a rating system, for example). If
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all information is disclosed, then the certification process
becomes completely transparent to the community.

1II. EXAMPLE OPERATING ENVIRONMENTS

[0035] Theuser devices 18-22 may be implemented by any
type of network-enabled device, including any one of a wide
variety of digital and analog electronic devices, including
server computers, desktop computers, workstation comput-
ers, and portable electronic devices (e.g., mobile phones,
laptop and notebook computers, digital still image cameras,
digital video cameras, and personal digital assistants).
[0036] The software application providers 14, 16 also may
be implemented by any type of network-enabled device,
including any one of a wide variety of digital and analog
electronic devices, including server computers, desktop com-
puters, workstation computers, and portable electronic
devices (e.g., mobile phones, laptop and notebook computers,
digital still image cameras, digital video cameras, and per-
sonal digital assistants).

[0037] Embodiments of the online marketplace provider 12
may be implemented by one or more discrete modules (or
data processing components) that are not limited to any par-
ticular hardware, firmware, or software configuration. In the
illustrated embodiments, these modules may be implemented
in any computing or data processing environment, including
in digital electronic circuitry (e.g., an application-specific
integrated circuit, such as a digital signal processor (DSP)) or
in computer hardware, firmware, device driver, or software.
In some embodiments, the functionalities of the modules are
combined into a single data processing component. In some
embodiments, the respective functionalities of each of one or
more of the modules are performed by a respective set of
multiple data processing components.

[0038] The modules of the online marketplace provider 12
may be co-located on a single physical processing device or
they may be distributed across multiple physical processing
devices; if distributed across multiple physical processing
devices, these modules may communicate with each other
over local wired or wireless connections, or they may com-
municate over global network connections (e.g., communi-
cations over the Internet).

[0039] Insomeimplementations, process instructions (e.g.,
machine-readable code, such as computer software) for
implementing the methods that are executed by the embodi-
ments of the online marketplace provider 12, as well as the
data they generate, are stored in one or more machine-read-
able media. Storage devices suitable for tangibly embodying
these instructions and data include all forms of non-volatile
computer-readable memory, including, for example, semi-
conductor memory devices, such as EPROM, EEPROM, and
flash memory devices, magnetic disks such as internal hard
disks and removable hard disks, magneto-optical disks,
DVD-ROM/RAM, and CD-ROM/RAM.

[0040] In general, embodiments of the online marketplace
provider 12 may be implemented in any one of a wide variety
of electronic devices, including desktop computers, worksta-
tion computers, and server computers.

[0041] FIG. 8 shows an example embodiment of a com-
puter system 140 that can implement any of the embodiments
of the online marketplace provider 12 that are described
herein. The computer system 140 includes a processing unit
142 (CPU), a system memory 144, and a system bus 146 that
couples processing unit 142 to the various components of the
computer system 140. The processing unit 142 typically
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includes one or more processors, each of which may be in the
form of any one of various commercially available proces-
sors. The system memory 144 typically includes a read only
memory (ROM) that stores a basic input/output system
(BIOS) that contains start-up routines for the computer sys-
tem 140 and a random access memory (RAM). The system
bus 146 may be a memory bus, a peripheral bus or a local bus,
and may be compatible with any of a variety of bus protocols,
including PCI, VESA, Microchannel, ISA, and EISA. The
computer system 140 also includes a persistent storage
memory 148 (e.g., a hard drive, a floppy drive, a CD ROM
drive, magnetic tape drives, flash memory devices, and digital
video disks) that is connected to the system bus 146 and
contains one or more computer-readable media disks that
provide non-volatile or persistent storage for data, data struc-
tures and computer-executable instructions.

[0042] A user may interact (e.g., enter commands or data)
with the computer system 140 using one or more input
devices 150 (e.g., a keyboard, a computer mouse, a micro-
phone, joystick, and touch pad). Information may be pre-
sented through a user interface that is displayed to a user on
the display 151 (implemented by, e.g., a display monitor),
which is controlled by a display controller 154 (implemented
by, e.g., avideo graphics card). The computer system 140 also
typically includes peripheral output devices, such as speakers
and a printer. One or more remote computers may be con-
nected to the computer system 140 through a network inter-
face card (NIC) 156.

[0043] As shown in FIG. 8, the system memory 144 also
stores the online marketplace provider in the form of a soft-
ware application program. The system memory 144 also
stores a graphics driver 158, and processing information 160
that includes input data, processing data, and output data. In
some embodiments, the online marketplace provider 12 inter-
faces with the graphics driver 158 to present a user interface
onthe display 151 for managing and controlling the operation
of the online marketplace provider 12.

IV. CONCLUSION

[0044] The embodiments that are described herein provide
systems and methods that enable crowdsourced testing of
software applications for certification and distribution. These
systems and methods are designed to balance the trade-off
between number and quality of products creating a safe envi-
ronment for testing and delegating the choices of what and
when to test to the users.
[0045] Other embodiments are within the scope of the
claims.
1. A method, comprising:
establishing an online marketplace for distributing soft-
ware applications, the online marketplace being acces-
sible by devices communicating with the online market-
place over respective network connections;
from the online marketplace, enabling the devices to select
respective ones of the software applications and initiate
testing of the selected software applications in connec-
tion with testing tools operating in respective secure
testing environments that shield the devices from poten-
tial adverse effects arising from testing the selected soft-
ware applications, wherein the testing tools generate
testing data relating to one or more criteria for certifying
the selected software applications; and
for each of one or more of the selected software applica-
tions, determining whether or not to classify the soft-
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ware application as a certified software application
based on an evaluation of the testing data generated
during the testing of the software applications initiated
by a plurality of the devices.

2. The method of claim 1, wherein the enabling comprises
providing access to a virtual machine that provides a secure
testing environment providing hardware security and fault
isolation during execution of a respective one of the software
applications.

3. The method of claim 2, wherein the providing comprises
providing an installation package downloadable from a speci-
fied network location to respective ones of the devices over
respective network connections, each instance of the instal-
lation package comprises installation program code for
installing the virtual machine and a respective one of the
selected software applications along with one or more of the
testing tools on a respective one of the devices, and when
installed on the respective device the virtual machine runs on
the respective device and the respective selected software
application along with the one or more testing tools run in the
secure testing environment provided by the virtual machine.

4. The method of claim 2, wherein the providing comprises
providing access to at least one remote server network node
running instances of the virtual machine on behalf of respec-
tive ones of the devices to provide respective secure testing
environments in which respective ones of the selected soft-
ware applications operate and respective ones of testing tools
generate the testing data.

5. The method of claim 1, further comprising from the
online marketplace offering incentives for initiating testing of
respective ones of the software applications.

6. The method of claim 5, wherein at least one of the
incentives comprises a software application price discount
given in exchange for testing a respective one of the software
applications.

7. The method of claim 5, wherein the offering comprises
offering at least one of the incentives in response to a deter-
mination that the test results generated for a respective one of
the software applications satisfies an offer-triggering condi-
tion.

8. The method of claim 7, wherein the offering comprises
offering the at least one incentive in response to determina-
tion that testing of the respective software application has
reached an intermediate testing level that is below a threshold
testing level needed to make a determination whether or not to
classify the respective software application as a certified soft-
ware application.

9. The method of claim 1, further comprising:

on the online marketplace, publishing data derived from

the testing data generated during the testing of the soft-
ware applications initiated by a plurality of the devices.

10. The method of claim 1, further comprising:

on the online marketplace, presenting certified ones of the

software applications as being available for sale and
presenting uncertified ones of the software applications
as being only available for testing in the respective
secure testing environments.

11. The method of claim 1, wherein the testing tools gen-
erate testing data based on execution of the selected ones of
the software applications in the secure testing environments.

12. The method of claim 1, wherein the testing tools gen-
erate testing data relating to risk posed by installation of the
selected software applications on the devices.
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13. Apparatus, comprising:

a computer-readable medium storing computer-readable

instructions; and

a data processor coupled to the computer-readable

medium, operable to execute the instructions, and based

at least in part on the execution of the instructions oper-

able to perform operations comprising

establishing an online marketplace for distributing soft-
ware applications, the online marketplace being
accessible by devices communicating with the online
marketplace over respective network connections,

from the online marketplace, enabling the devices to
select respective ones of the software applications and
initiate testing of the selected software applications in
connection with testing tools operating in respective
secure testing environments that shield the devices
from potential adverse effects arising from testing the
selected software applications, wherein the testing
tools generate testing data relating to one or more
criteria for certifying the device-selected software
applications, and

for each of one or more of the device-selected software
applications, determining whether or not to classify
the software application as a certified software appli-
cation based on an evaluation of the testing data gen-
erated during the testing of the software applications
initiated by a plurality of the devices.

13. The apparatus of claim 12, wherein in the enabling the
data processor is operable to perform operations comprising
providing access to a virtual machine that provides a secure
testing environment providing hardware security and fault
isolation during execution of a respective one of the software
applications.

15. The apparatus of claim 12, wherein the data processor
is operable to perform operations comprising:

from the online marketplace offering incentives for initiat-

ing testing of respective ones of the software applica-
tions.

16. The apparatus of claim 12, wherein the data processor
is operable to perform operations comprising:

on the online marketplace, presenting certified ones of the

software applications as being available for sale and
presenting uncertified ones of the software applications
as being only available for testing in the respective
secure testing environments.

17. At least one computer-readable medium having com-
puter-readable program code embodied therein, the com-
puter-readable program code adapted to be executed by a
computer to implement a method comprising:

establishing an online marketplace for distributing soft-

ware applications, the online marketplace being acces-
sible by devices communicating with the online market-
place over respective network connections;

from the online marketplace, enabling the devices to select

respective ones of the software applications and initiate
testing of the selected software applications in connec-
tion with testing tools operating in respective secure
testing environments that shield the devices from poten-
tial adverse effects arising from testing the selected soft-
ware applications, wherein the testing tools generate
testing data relating to one or more criteria for certifying
the selected software applications; and

for each of one or more of the selected software applica-

tions, determining whether or not to classify the soft-
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ware application as a certified software application from the online marketplace offering incentives for initiat-
based on an evaluation of the testing data generated ing testing of respective ones of the software applica-
during the testing of the software applications initiated tions.

20. The at least one computer-readable medium of claim

by a plurality of the devices. . 3
17, wherein the method further comprises:

18. The.at least one.computer-.readable .m.edlum of claim on the online marketplace, presenting certified ones of the
17, wherein the enabling comprises providing access to a software applications as being available for sale and
virtual machine that provides a secure testing environment presenting uncertified ones of the software applications
providing hardware security and fault isolation during execu- as being only available for testing in the respective
tion of a respective one of the software applications. secure testing environments.

19. The at least one computer-readable medium of claim

17, wherein the method further comprises: ®o® ok ok Gk



