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TIERED ACCESS CONTROL

BACKGROUND

[0001] In general, encryption of files and folders protect sensitive documents
from unwanted access. An encrypted document may be decrypted only by
authorized fecipients possessing a decryption key. In such a scenario,
authorized recipients may be granted access to the entirety of the document.
Further, all authorized recipients may be granted identical access to the same

document.

SUMMARY

[0002] In general, in one aspect, embodiments relate to a method for providing
tiered access control to a document. The method includes determining a
plurality of document portions of the document. The method further includes
determining a plurality of encryption levels and a plurality of encryption keys
for each of the plurality of document portions. The method further includes
determining an encryption order for each of the plurality of document portions,
the plurality of encryption levels, and the plurality of encryption keys. The
method further includes encrypting each of the plurality of document portions
using the plurality of encryption levels, plurality of encryption keys, and
encryption orders for each of the plurality of document portions. The method

further includes transmitting the document to a plurality of client interfaces.

[0003] In general, in one aspect, embodiments relate to a system for providing
tiered access control to a document. The system includes a processor, a
memory executable by the processor, and an encryption server sharing platform
stored in the memory and executing on the computer processor. The
encryption server sharing platform further comprises a document parser and an
encryption engine. The memory includes functionality for determining a

plurality of document portions of the document. The memory further includes
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functionality for determining a plurality of encryption levels and a plurality of
encryption keys for each of the plurality of document portions. The memory
further includes functionality for determining an encryption order for each of
the plurality of document portions, the plurality of encryption levels, and the
plurality of encryption keys. The memory further includes functionality for
encrypting each of the plurality of document portions using the plurality of
encryption levels, plurality of encryption keys, and encryption orders for each
of the plurality of document portions. The memory further includes

functionality for transmitting the document to a plurality of client interfaces.

[0004] In general, in one aspect, embodiments relate to a non-transitory
computer readable medium (CRM) storing various instructions for providing
tiered access control to a document. The instructions include functionality for
determining a plurality of document portions of the document. The instructions
further include functionality for determining a plurality of encryption levels
and a plurality of encryption keys for each of the plurality of document
portions. The instructions further include functionality for determining an
encryption order for each of the plurality of document portions, the plurality of
encryption levels, and the plurality of encryption keys. The instructions further
include functionality for encrypting each of the plurality of document portions
using the plurality of encryption levels, plurality of encryption keys, and
encryption orders for each of the plurality of document portions. The
instructions further include functionality for transmitting the document to a

plurality of client interfaces.

[0005] Other aspects of the invention will be apparent from the following

description and the appended claims.

BRIEF DESCRIPTION OF DRAWINGS

[0006] FIGs. 1-3 show schematic diagrams in accordance with one or more

embodiments of the invention.
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[0007] F1Gs. 4-5 show flowcharts in accordance with one or more embodiments

of the invention.

[0008] FIG. 6 shows a computing system in accordance with one or more

embodiments of the invention.

DETAILED DESCRIPTION

[0009] Specific embodiments of the invention will now be described in detail
with reference to the accompanying figures. Like elements in the various

figures are denoted by like reference numerals for consistency.

[0010] In the following detailed description of embodiments of the invention,
numerous specific details are set forth in order to provide a more thorough
understanding of the invention. However, it will be apparent to one of ordinary
skill in the art that the invention may be practiced without these specific details.
In other instances, well-known features have not been described in detail to

avoid unnecessarily complicating the description.

[0011] Throughout the application, ordinal numbers (e.g., first, second, third,
etc.) may be used as an adjective for an element (ie., any noun in the
application). The use of ordinal numbers is not to imply or create any
particular ordering of the elements nor to limit any element to being only a
single element unless expressly disclosed, such as by the use of the terms
"before", "after", "single", and other such terminology. Rather, the use of
ordinal numbers is to distinguish between the elements. By way of an
example, a first element is distinct from a second element, and the first element
may encompass more than one element and succeed (or precede) the second

element in an ordering of elements.

[0012] In general, embodiments of the invention relate to a method, system, and
computer readable medium (CRM) for providing tiered access control to a
document, including determining a plurality of document portions of the
document, determining a plurality of encryption levels and a plurality of
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encryption keys for each of the plurality of document portions, determining an
encryption order for each of the plurality of document portions, the plurality of
encryption levels, and the plurality of encryption keys, encrypting each of the
plurality of document portions using the plurality of encryption levels, plurality
of encryption keys, and encryption orders for each of the plurality of document
portions, and transmitting the document to a plurality of client interfaces.
Embodiments of the invention also relate to a method, system, and CRM for
receiving the document at a client device, determining the plurality of
document portions of the document, decrypting one or more of the document
portions using a plurality of client encryption keys present at the client device
into a plurality of decrypted sections, and displaying the plurality of decrypted

sections on a client interface of the client device.

[0013] FIG. 1 shows client devices (e.g., client device A (100), client device B
(104), and client device C (108)), client interfaces (e.g., client interface A
(102), client interface B (106), and client interface C (110)), an encryption
server (112), and an encryption network (114) in accordance with one or more
embodiments of the invention. In one or more embodiments, the client devices
(e.g., client device A (100), client device B (104), and client device C (108))
and the encryption server (112) may be connected via an encryption network
(114) (e.g., a local area network (LAN), or wide area network (WAN) such as
the Internet, mobile network, or any other type of network). The client devices
(e.g., client device A (100), client device B (104), and client device C (108))
and encryption server (112) may take the form of a specialized computer
system of the type found and described in relation to FIG. 6, for use in the

operations described below in connection with FIGs. 4-5.

[0014]} In one or more embodiments, a client device (e.g., client device A (100),
client device B (104), and client device C (108)) may be operatively connected
to a public or private encryption network (114) and/or a local or remote server

via a wired and/or wireless connection. In one or more embodiments, a client
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includes functionality to communicate directly with the encryption server
(112). In one or more embodiments, a client includes functionality to
communicate indirectly with the encryption server (112) via a public or private
encryption network (114). In this embodiment, the functionality to
communicate indirectly with the encryption server (112) via a public or private
encryption network (114) includes the functionality to transmit and receive via

HTTPS (hypertext transfer protocol secure).

[0015] In one or more embodiments, a client device (e.g., client device A (100),
client device B (104), and client device C (108)) includes functionality to
receive and store one or more client encryption keys received from the
encryption server (112). In one or more embodiments, a client device (e.g.,
client device A (100), client device B (104), and client device C (108)) includes
functionality to decrypt a plurality of the document portions (e.g., document
portion A (302), document portion B (304), document portion C (306),
document portion D (308), and document portion E (310)) of a document (300)
using one or more client encryption keys received from the encryption server

(112) into a plurality of decrypted sections.

[0016] In one or more embodiments, a client interface (e.g., client interface A
(102), client interface B (106), and client interface C (110)) is a software
application written in any programming language and designed to be used to
manage the encryption and decryption of a plurality of the document portions
(e.g., document portion A (302), document portion B (304), document portion
C (306), document portion D (308), and document portion E (310)) of a
document (300). A client interface (e.g., client interface A (102), client
interface B (106), and client interface C (110)) may include instructions that,
when executed by a processor, enable a client device (e.g., client device A
(100), client device B (104), and client device C (108)) to perform one or more

of the functions described below.
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[0017] In one or more embodiments, a client interface (e.g., client interface A
(102), client interface B (106), and client interface C (110)) is a software
application written in any programming language and designed to be used to
display a plurality of decrypted sections that have been decrypted from the
document portions (e.g., document portion A (302), document portion B (304),
document porﬁon C (306), document portion D (308), and document portion E
(310)) of a document (300) using a client encryption key present on the client
device (e.g., client device A (100), client device B (104), and client device C

(108)).

[0018] In one or more embodiments, an encryption server (112) is a computer
system or group of computer systems configured to service encryption related
requests. For example, the encryption server may be configured to determine a
plurality of encryption levels and a plurality of encryption keys for each of the
plurality of encryption sections, determine an encryption order for each of the
plurality of encryption sections, and encrypt each of the plurality of encryption
sections using the plurality of encryption levels, plurality of encryption keys,
and encryption orders for each of the plurality of encryption sections. In one
embodiment, the encryption server (112) interacts with users via a user
interface (202). In another embodiment, the encryption server (112) interacts
with users via a network interface (204). In one embodiment, the encryption
server (112) and one or more of the client devices (e.g., client device A (100),
client device B (104), and client device C (108)) are implemented on the same
server. In another embodiment of the invention, the encryption server (112)
and one or more of the client devices (e.g., client device A (100), client device

B (104), and client device C (108)) are connected via an encryption network

(114).

[0019] FIG. 2 shows an encryption server (112) in accordance with one or more
embodiments of the invention. The encryption server (112) includes a user

interface (202), a network interface (204), an encryption engine (206), a
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document parser (208), and a data repository (210) comprising storage for
encryption keys (212) and a document store (214). In one or more
embodiments, the components of the encryption server (212) (e.g., a user
interface (202), a network interface (204), an encryption engine (206), a
document parser (208), and a data repository (210)) are interconnected such
that each component of the encryption server (212) may communicate with
each other component of the encryption server (212). Further, in one or more
embodiments, the components of the encryption server (212) (e.g., a user
interface (202), a network interface (204), an encryption engine (206), a
document parser (208), and a data repository (210)) may be implemented in
software, hardware, or some combination of hardware and software. Further,
in one or more embodiments, two or more of the components of the encryption
server (212) (e.g., a user interface (202), a network interface (204), an
encryption engine (206), a document parser (208), and a data repository (210))
may be combined into the same hardware and/or software within the

encryption server (212).

[0020] In one or more embodiments, the user interface (202) is a software
application written in any programming language and designed to be used to
manage the encryption and decryption of a plurality of the document portions
(e.g., document portion A (302), document portion B (304), document portion
C (306), document portion D (308), and document portion E (310)) of a
document (300). In one or more embodiments, a user interface (202) is a
software application written in any programming language and designed to be
used to display a plurality of the document portions (e.g., document portion A
(302), document portion B (304), document portion C (306), document portion
D (308), and document portion E (310)) of a document (300). The user
interface (202) is also configured to associate one or more encryption levels
with a document portion (e.g., document portion A (302), document portion B
(304), document portion C (306), document portion D (308), and document

portion E (310)) of a document (300).
7
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[0021] In one or more embodiments, the network interface (204) is a process or
group of processes configured to interact with the client devices (e.g., client
device A (100), client device B (104), and client device C (108)) via a public or
private encryption network (114) and/or a server via a wired and/or wireless
connection. Specifically, the network interface (204) may be configured to
send and receive documents (300) for storage and retrieval in the document
store (214) of the data repository (210). Further, the network interface (204)
may be configured to receive requests related to the encryption of one or more
documents (300) as described below. The network interface (204) may also be
configured to receive requests for the documents (300) in the document store
(214) of the data repository (210) and to transmit a document (300) to a

plurality of client interfaces.

[0022] In one or more embodiments, the encryption engine (206) is a process or
group of processes configured to encrypt and decrypt one or more document
portions (e.g., document portion A (302), document portion B (304), document
portion C (306), document portion D (308), and document portion E (310)) of a
document (300), as further described below in connection with FIG. 4. In one
or more embodiments, the encryption engine (206) generates one or more
encryption keys (212) for storage in the data repository (210) and/or
transmission to a client device (e.g., client device A (100), client device B
(104), and client device C (108)) via a public or private encryption network
(114). In one or more embodiments, the encryption engine (206) is configured
to determine a plurality of encryption levels and a plurality of encryption keys
for the document portions (e.g., document portion A (302), document portion B
(304), document portion C (306), document portion D (308), and document
portion E (310)) of a document (300), as described below in connection with
FIG. 4. In one or more embodiments, the encryption engine (206) is
configured to determine an encryption order for a plurality of document

portions (e.g., document portion A (302), document portion B (304), document
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portion C (306), document portion D (308), and document portion E (310)) of a

document (300), as described below in connection with FIG. 4.

[0023] In one or more embodiments, the document parser (208) is a process or
group of processes configured to determine a plurality of document portions
(e.g., document portion A (302), document portion B (304), document portion
C (306), document portion D (308), and document portion E (310)) of a
document (300). In one or more embodiments, the document parser is
configured to determine the plurality of document portions (e.g., document
portion A (302), document portion B (304), document portion C (306),
document portion D (308), and document portion E (310)) of a document (300)
using input from a user via a user interface (202) or a network interface (204).
In another embodiment, the document parser is configured to determine the
plurality of document portions (e.g., document portion A (302), document
portion B (304), document portion C (306), document portion D (308), and
document portion E (310)) of a document (300) without using input from a

user.

[0024] In one or more embodiments of the invention, the data repository (210)
is any type of storage unit and/or device (e.g., a file system, database,
collection of tables, or any other storage mechanism) for storing data, including
the encryption keys (212) and the document store (214). Further, the data
repository (210) may include multiple different storage units and/or devices.
The multiple different storage units and/or devices may or may not be of the
same type or located at the same physical site. In one or more embodiments of
the invention, the encryption keys (212) are generated, stored, and used by the
encryption engine (206).

[0025] In one or more embodiments of the invention, the document store (214)
is for sforage and retrieval of a document (300) received via the network
interface (204) and/or the user interface (202), which then may be stored in the
data repository (210).
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[0026] FIG. 3 shows a document (300) in accordance with one or more
embodiments of the invention. A document (300) may be any of a variety of
content, such as web pages, word processor documents, social media posts,
pictures, videos, text, presentations, spreadsheets, source code, applications,
ctc. In one or more embodiments, a document (300) comprises one or more
document portions (e.g., document portion A (302), document portion B (304),
document portion C (306), document portion D (308), and document portion E
(310)). A document portion (e.g., document portion A (302), document portion
B (304), document portion C (306), document portion D (308), and document
portion E (310)) is any subset of the content contained in a document (300). In
one or more embodiments, document portions (e.g., document portion A (302),
document portion B (304), document portion C (306), document portion D
(308), and document portion E (310)) may be distinct portions within the
document (300) (e.g., document portion A (302), document portion B (304),
and document portion C (306)). In another embodiment, document portions
(e.g., document portion A (302), document portion B (304), document portion
C (306), document portion D (308), and document portion E (310)) may
overlap partially or wholly within a document (e.g., document portion D (308)
and document portion E (310)).

[0027] While FIGs. 1-3 show a configuration of components, other
configurations may be used without departing from the scope of the invention.
For example, various components may be combined to create a single
component. As another example, the functionality performed by a single

component may be performed by two or more components.

[0028] FIG. 4 shows a flowchart in accordance with one or more embodiments
for providing tiered access control to a document. In one or more
embodiments, in STEP 402, the document parser of the encryption server
determines a plurality of document portions of the document. The document

portions may be distinct from each other within the document or may overlap

10
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wholly or partially. In one or more embodiments, the document parser
determines the plurality of document portions based on input from the user
received via the user interface of the encryption server. For example, a user
may view a document via an output device connected to the user interface and
select one or more areas delineating a plurality of document portions via an
input device connected to the user interface. In one or more embodiments, the
document parser determines the plurality of document portions based on input
from the user received via the network interface of the encryption server. For
example, a user may select one or more areas delineating a plurality of
document portions via an input device connected to the client interface of a
client device, which is then transmitted to the document parser via the
encryption network. In another embodiment, the document parser of

determines a plurality of document portions without input from the user.

[0029] In STEP 404, in one or more embodiments of the invention, the
encryption engine of the encryption server determines a plurality of encryption
levels and a plurality of encryption keys for each of the plurality of document
portions. In one embodiment, the encryption keys are stored in the data
repository of the encryption server. In one or more embodiments, the
encryption keys correspond to different encryption levels. For example, a first
encryption key may correspond to an encryption level of “high trust” or
“family,” while a second encryption key may correspond to an encryption level
of “low trust” or “acquaintance.” In one or more embodiments, the encryption
levels are distinct from each other. In one or more embodiments, the
encryption levels are tiered. For example, the encryption level of “high trust”
may encompass the encryption level of “low trust,” such that users associated
with a “high trust” encryption level can also view content associated with a
“low trust” encryption level, however users of a “low trust” encryption level
can only view content associated with a “low trust” encryption level. In this
example, the encryption engine may determine that the encryption levels of

both “low trust” and “high trust” apply to one or more document portions.

11
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[0030] The encryption engine of the encryption server may determine the
plurality of encryption levels and the plurality of encryption keys for each of
the plurality of document portions based on input from the user received via the
user interface of the encryption server. Further, the encryption engine of the
encryption server may determine the encryption level and encryption key for
each of the plurality of document portions based on input from the user
received via an input device connected to the client interface of a client device,
which is then transmitted to the document parser via the encryption network.
For example, a user may select a first document portion to be for “high trust” or
“family” level. In another example, a user may select a second document
portion to be for “low trust” or “acquaintance” level. In one or more
embodiments of the invention, the encryption engine may determine that a
document portion may receive one or more encryption levels and encryption
keys (e.g., document portion A having both a “high trust” and a “low trust”
encryption level). In one or more embodiments, each encryption level (e.g.,

“high trust” and “low trust”) has an associated encryption key.

[0031] In STEP 406, in one or more embodiments of the invention, the
encryption engine of the encryption server determines an encryption order for
each of the plurality of document portions. The encryption order is the order in
which the encryption engine applies the encryption keys to encrypt the plurality
of document portions, and may include applying more than one encryption key
to a document portion. In one or more embodiments, the encryption engine
determines an encryption order using the order of appearance of a document
portion within a document. In another embodiment, the encryption engine
determines an encryption order based on any overlap among the document
portions. For example, if document portion D is encompassed by document
portion E, the encryption engine determines that document portion D should

have an encryption order before document portion E.

12
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[0032] In another embodiment, the encryption engine determines an encryption
order for tiered encryption levels using the relative relationship of the tiered
encryption levels. For example, an encryption level of “high trust” may
encompass an encryption level of “low trust” such that users associated with
the encryption level “high trust” can view content associated with both
encryption level “high trust” and encryption level “low trust.” In this example,
the encryption engine may determine that the encryption order for a document
portion with multiple encryption levels may be encrypted multiple times using
the multiple encryption keys associated with the multiple encryption levels. In
this example, the document portion intended to be seen by users of both a “high
trust” and a “low trust” encryption level may receive a first encryption order
for encryption using the encryption key associated with “high trust” and a
second encryption order for encryption using the encryption key associated

with “low trust.”

[0033] In STEP 408, in one or more embodiments of the invention, the
encryption engine of the encryption server encrypts each of the plurality of
document portions using the plurality of encryption levels, plurality of
encryption keys, and encryption orders for each of the plurality of document
portions. In one or more embodiments, for partially or wholly overlapping
document portions, one or more document portions may be encrypted using a
first encryption key and then the output of the first encryption encrypted again
using a second encryption key. In one or more embodiments, for tiered
encryption levels, one or more document portions may be encrypted using a
first encryption key followed by the unencrypted document portion being
encrypted again using a second encryption key, resulting in two encrypted
document portions corresponding to the same document portion but encrypted

using different encryption keys.

[0034] In STEP 410, in one or more embodiments of the invention, the network

interface of the encryption server transmits the document to a plurality of client

13
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interfaces. In one or more embodiments, the document contains one or more

encrypted document portions.

[0035] FIG. 5 shows a flowchart in accordance with one or more embodiments
for providing tiered access control to a document. In STEP 502, in one or more
embodiments of the invention, a client device receives the document. In one or
more embodiments of the invention, the document contains one or more
document portions that have been encrypted with one or more encryption keys.
The client device may receive the document from the encryption server via the

encryption network.

[0036] In STEP 504, in one or more embodiments of the invention, the client
device determines the plurality of document portions of the document. In one
or more embodiments, the document portions may be partially or wholly

‘overlapping.

[0037] In STEP 506, in one or more embodiments of the invention, the client
device decrypts one or more of the document portions within the document
using a plurality of client encryption keys present at the client device. In this
embodiment, the result of the decryption is a plurality of decrypted sections. In
one embodiment, the plurality of client encryption keys may have been
received from the encryption server via the encryption network via HITPS
(hypertext transfer protocol secure). In another embodiment, the plurality of
client encryption keys may have been stored locally on the client device. In
one or more embodiments, decryption of each document portion is attempted
with each client encryption key. In one or more embodiments, in the event of
partially or wholly overlapping document portions, the client may use one or
more client encryption keys following the decryption of a first document
portion to decrypt a second document portion contained within the first
document portion. In one or more embodiments, if a client device lacks the
client encryption key to decrypt a document portion, the client device does not

decrypt the document portion.

14
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[0038] In STEP 508, in one or more embodiments of the invention, the client
device displays the decrypted sections to the user. In one or more
embodiments, the decrypted sections are displayed using a client interface of
the client device. In one or more embodiments, the decrypted sections are

fewer than the total set of document portions contained in the document.

[0039] In one or more embodiments, a first client device may contain different
client encryption keys than a second client device. For example, a first client
device may correspond to a “high trust” user while a second client device may
correspond to a “low trust” user. In this example, the first client device
contains client encryption keys for decrypting document portions associated
with the “high trust” encryption level, while the second client device contains
client encryption keys for decrypting document portions associated with the
“low trust” encryption level. In this example, the first client device may
display different document portions than the second client device, even with
the same document if the document portions are encrypted using different
encryption levels. In another example, the first client device and second client
device may display the same document portions based on an overlap of the
encryption levels associated with the first client device and the second client

device and their associated client encryption keys.

[0040] While the various steps in the flowcharts in FIGs. 4-5 are presented and
described sequentially, one of ordinary skill will appreciate that some or all of
the steps may be executed in different orders, may be combined or omitted, and
some or all of the steps may be executed in parallel. Furthermore, the steps
may be performed actively or passively. For example, some steps may be
performed using polling or be interrupt driven in accordance with one or more
embodiments of the invention. By way of an examplé, determination steps
may not require a processor to process an instruction unless an interrupt is
received to signify that condition exists in accordance with one or more

embodiments of the invention. As another example, determination steps may
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be performed by performing a test, such as checking a data value to test
whether the value is consistent with the tested condition in accordance with one

or more embodiments of the invention.

[0041] Embodiments of the invention may be implemented on a computing
system. Any combination of mobile, desktop, server, embedded, or other types
of hardware may be used. For example, as shown in FIG. 6, the computing
system (600) may include one or more computer processor(s) (602), associated
memory (604) (e.g., random access memory (RAM), cache memory, flash
memory, efc.), one or more storage device(s) (606) (e.g., a hard disk, an optical
drive such as a compact disk (CD) drive or digital versatile disk (DVD) drive, a
flash memory stick, etc.), and numerous other elements and functionalities.
The computer processor(s) (602) may be an integrated circuit for processing
instructions. For example, the computer processor(s) may be one or more
cores, or micro-cores of a processor. The computing system (600) may also
include one or more input device(s) (610), such as a touchscreen, keyboard,
mouse, microphone, touchpad, electronic pen, or any other type of input
device. Further, the computing system (600) may include one or more output
device(s) (608), such as a screen (e.g., a liquid crystal display (LCD), a plasma
display, touchscreen, cathode ray tube (CRT) monitor, projector, or other
display device), a printer, external storage, or any other output device. One or
more of the output device(s) may be the same or different from the input
device(s). The computing system (600) may be connected to a network (612)
(e.g., a local area network (LAN), a wide area network (WAN) such as the
Internet, mobile network, or any other type of network) via a network interface
connection (not shown). The input and output device(s) may be locally or
remotely (e.g., via the network (612)) connected to the computer processor(s)
(602), memory (604), and storage device(s) (606). Many different types of
computing systems exist, and the aforementioned input and output device(s)

may take other forms.
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[0042] Software instructions in the form of computer readable program code to
perform embodiments of the invention may be stored, in whole or in part,
temporarily or permanently, on a non-transitory computer readable medium
such as a CD, DVD, storage device, a diskette, a tape, flash memory, physical
memory, or any other computer readable storage medium. Specifically, the
software instructions may correspond to computer readable program code that
when executed by a processor(s), is configured to perform embodiments of the

invention.

[0043] Further, one or more elements of the aforementioned computing system
(600) may be located at a remote location and connected to the other elements
over a network (612). Further, embodiments of the invention may be
implemented on a distributed system having a plurality of nodes, where each
portion of the invention may be located on a different node within the
distributed system. In one embodiment of the invention, the node corresponds
to a distinct computing device. Alternatively, the node may correspond to a
computer processor with associated physical memory. The node may
alternatively correspond to a computer processor or micro-core of a computer

processor with shared memory and/or resources.

[0044] While the invention has been described with respect to a limited number
of embodiments, those skilled in the art, having benefit of this disclosure, will
appreciate that other embodiments can be devised which do not depart from the
scope of the invention as disclosed herein. Accordingly, the scope of the

invention should be limited only by the attached claims.
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CLAIMS

What is claimed is:

1. A method for providing tiered access control to a document, comprising:

determining a plurality of document portions of the document;

determining a plurality of encryption levels and a plurality of encryption keys
for each of the plurality of document portions; |

determining an encryption order for each of the plurality of document portions,
the plurality of encryption levels, and the plurality of encryption keys;

encrypting each of the plurality of document portions using the plurality of
encryption levels, plurality of encryption keys, and encryption orders for
each of the plurality of document portions; and

transmitting the document to a plurality of client interfaces.

2. The method of claim 1 further comprising:

receiving the document at a first client device;

determining by the first client device the plurality of document portions of the
document;

decrypting one or more of the document portions using a plurality of client
encryption keys present at the first client device into a first plurality of
decrypted sections; and

displaying the first plurality of decrypted sections on a first client interface of

the first client device.

3. The method of claim 2 further comprising:
receiving the document at a second client device;
determining by the second client device the plurality of document portions of
the document;
decrypting one or more of the document portions using a plurality of client
encryption keys present at the second client device into a second
plurality of decrypted sections wherein the plurality of client encryption

18
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keys present at the first client device is different than the plurality of
client encryption keys present at the second client device; and

displaying the second plurality of decrypted sections on a second client
interface of the second client device wherein first plurality of decrypted

sections is different than the second plurality of decrypted sections.

4. The method of claim 2, further comprising transmitting the plurality of client

encryption keys to the first client device.

. The method of claim 4, wherein the transmitting is performed via hypertext

transfer protocol secure (HTTPS).

A system for providing tiered access control to a document, comprising:
a processor;
memory; and
an encryption server sharing platform stored in the memory and executing on
the processor, comprising:
a document parser configured to determine a plurality of document
portions of the document;
an encryption engine configured to:
determine a plurality of encryption levels and a plurality of
encryption keys for each of the plurality of document
portions,
determine an encryption order for each of the plurality of
document portions, and
encrypt each of the plurality of document portions using the
plurality of encryption levels, plurality of encryption keys,
and encryption orders for each of the plurality of
document portions; and
a network interface configured to transmit the document to a plurality of

client interfaces.
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7. The system of claim 6 further comprising;:

Va first client device configured to:

receive the document,

determine the plurality of document portions of the document,

decrypt one or more of the document portions using a plurality of client
encryption keys present at the first client device into a first plurality of
decrypted sections, and

display the first plurality of decrypted sections on a first client interface of the

first client device.

8. The system of claim 7 further comprising:

a second client device configured to:

receive the document,

determine the plurality of document portions of the document,

decrypt one or more of the document portions using a plurality of client
encryption keys present at the second client device into a second
plurality of decrypted sections wherein the plurality of client encryption
keys present at the first client device is different than the plurality of
client encryption keys present at the second client device; and

display the second plurality of decrypted sections on a second client interface
of the second client device wherein first plurality of decrypted sections

is different than the second plurality of decrypted sections.

9. The system of claim 7, wherein the network interface is further configured to

transmit the plurality of client encryption keys to the first client device.

10. The system of claim 9, wherein the network interface is further configured to
transmit the plurality of client encryption keys to the first client device via

hypertext transfer protocol secure (HTTPS).

11.A computer readable medium for providing tiered access control to a document,
comprising instructions that, when executed by a processor, perform the steps of:
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determining a plurality of document portions of the document;

determining a plurality of encryption levels and a plurality of encryption keys
for each of the plurality of document portions;

determining an encryption order for each of the plurality of document portions;

encrypting each of the plurality of document portions using the plurality of
encryption levels, plurality of encryption keys, and encryption orders for
each of the plurality of document portions; and

transmitting the document to a plurality of client interfaces.

12. The computer readable medium of claim 11, further comprising instructions that,
when executed by a processor, perform the steps of:

receiving the document at a first client device;

determining by the first client device the plurality of document portions of the
document;

decrypting one or more of the document portions using a plurality of client
encryption keys present at the first client device into a first plurality of
decrypted sections; and

displaying the first plurality of decrypted sections on a first client interface of

the first client device.

13. The computer readable medium of claim 12, further comprising instructions that,
when executed by a processor, perform the steps of:
receiving the document at a second client device;
determining by the second client device the plurality of document portions of
the document;
decrypting one or more of the document portions using a plurality of client
encryption keys present at the second client device into a second
plurality of decrypted sections wherein the plurality of client encryption
keys present at the first client device is different than the plurality of

client encryption keys present at the second client device; and
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displaying the second plurality of decrypted sections on a second client
interface of the second client device wherein first plurality of decrypted

sections is different than the second plurality of decrypted sections.

14. The computer readable medium of claim 12, further comprising instructions that,
when executed by a processor, perform the steps of transmitting the plurality of

client encryption keys to the first client device.

15. The computer readable medium of claim 14, further comprising instructions that,
when executed by a processor, perform the steps of transmitting the plurality of

client encryption keys to the first client device via hypertext transfer protocol
secure (HTTPS).
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