WO 02/030132 A3

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization

International Bureau

(43) International Publication Date
11 April 2002 (11.04.2002)

A 0 O R

(10) International Publication Number

WO 02/030132 A3

(51) International Patent Classification”. H04Q 7/32, 7/38 LE, Franck [/US]; 2715 West Royal Lane #212, Irving,
TX 75063 (US).
(21) International Application Number: PCT/US01/25929
(74) Agents: STOUT, Donald, E. et al.; Antonelli, Terry, Stout
(22) International Filing Date: 20 August 2001 (20.08.2001) & Kraus, LLP, Suite 1300, 1300 North Seventeenth Street,
Arlington, VA 22209 (US).
(25) Filing Language: English g1\ Designated States (national): AE, AG, AL, AM, AT, AU,
L. . AZ,BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU,
(26) Publication Language: English CZ, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, IL,, IN, IS, JP, KE, KG, KP, KR, KZ, L.C,
(30) Priority Data: LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
09/672,691 29 September 2000 (29092000) US MX, MZ, NO, NZ, PL, PT, RO, RU, SD, SE, SG, SL SK,
SL, TJ, TM, TR, TT, TZ, UA, UG, US, UZ, VN, YU, ZA,
(71) Applicant (for all designated States except US): NOKIA 7W.
CORPORATION [FI/HI]; Keilalahdentie 4, FIN-02150
ESPOO (FD). (84) Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian
(72) Inventors; and patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European
(75) Inventors/Applicants (for US only): FACCIN, Stefano, patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE,

M. [IT/US]; 3421 Dartmoor Drive, Dallas, TX 75229 (US).

IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF,

[Continued on next page]

(54) Title: METHOD AND SYSTEM FOR SECURITY MOBILITY BETWEEN DIFFERENT CELLULAR SYSTEMS

850~ |

S5
NO HANDOFF |_YES QuALITY OF RADID HO
MNECESSARY CHANNEL GOOD

554\ HCF REQUESTS

—1
MS SENDS
MEASUREHENT RADID AGCESS NETWORK
REPORTSTO SGSN AT RECEIVES KEYS, CHECKS RADIO |
UMYS NETWORK RESOURCES, AND SENDS
APPROYAL OF KANDOFF T0
Ms¢
FORWARDS |~ S8%
APPROVAL O
HEW
Sa SGSN SENDS HGW NOTIFIES HCF | SE0
HANDDFF THAT NOTIFIES SGSN
REQUEST TO ‘THAT HANDOFF CAN
HE 0CeUR

FROM 1AUC

VANDDFF COMMAND |
1SSUED TO MS ALONG
WITH HANDOFF
DESTINATION

885 | 1AUC PROVIDES

e

U suecey an
VPMASK TO HCF MOBILESTATION | 582
5] PERFORMS
HANDOFF
856 HCF SENDS HANDOFF
1| meovesT anTH swexer
AND VPHIASK) TO MSC
SMEKEY AND VPMASK
THROUGH HGY USED FOR ENCRYPTION OF
DATA BETWEEN WS ANDS
$57 | MSC SENDS KEYS T0
(| maoioaccess
NETWORK REQUESTING
HANDOFF

CELLULAR
SYSTEM

HETWORK
ELEMENT

3
%[ oee
STATION

CELLULAR
20 SYSTEM
B

NETWORK
ELEMENT %

NETWORK
FLEMENT

7

58

(57) Abstract: Method and system for providing security mobility between two cel-
lular systems. One or more ciphering keys are generated for a second cellular system
by an interperability authentication center at a first cellular system and by a mobile
device separetely . Traffic between the mobile device and the first cellular system
is encrypted using one or more first ciphering keys for the first cellular system. A
handover of the traffic of the mobile device. After approval of handoff and before
handoff, the one or more second ciphering keys are sent from the first cellular system
to the second cellular system. The traffic is handed off by the mobile device from the
first cellular system to the second to the second cellulary system.. The traffic between
the mobile device and the second cellulary system is encryped using the one or more
second ciphering keys. The ciphering of the traffic is maintained during handoff.
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