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stored value or both code segments correspond with separate
portions of the second value.
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TITLE OF THE INVENTION
Access Control System with Multi-Segment Access Codes and
Automatic Void List Del etion

BACKGROUND OF THE INVENTION

The present invention relates to lock systems, and rmore particularly to controllers and
keys for such lock systems.

Certain door locks include a latch or bolt engageable with a frame to prevent relative
displacement between the latch and frame. Typically, a do or having such a lock includes interior
and exterior handles that are each rotated, pushed or otherwise displaced so as to disengage the
latch from the frame to enable the door to be opened. Oftem, such door locks are provided with a
device for preventing disengagement of the latch, for exam ple by preventing movement of one or
both handles. Some of these locks include electronic systezms for preventing latch
disengagement, such as by providing a clutch or other device that enables one or both handles to
be disengaged from operative connection with the latch/bokt. Other types of locks include an
electromagnet mounted on a door or frame that magneticalky engages with a steel plate or
another magnet on the other one of the frame or door, so as to secure the door within the frame
by magnet force.

Often, each of the above types of locks include a comtroller that operates the clutching
device, relay, or other device for locking/unlocking the door, and a key device (e.g., fob, swipe
card, iButton, etc.) for initiating authorized operation of thes controller. Generally, such
controllers include a stored list of authorized user values or a predefined access value, and the
key device includes a code with one authorized user value or the lock access value. However,
with either the code system, the ability to provide numerouss individual users with different
access privileges within a single system containing many doors, and thus locks and associated

controllers, has often been found generally unsatisfactory.
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SUMMARY OF THE INVENTION

In one aspect, the present invention is an access control system for at least one structure
having at least first and second doors, each door having a lock adjustable between a locked state
and an unlocked state. The control system comprises a key with a code, the code including at
least a first segment and a second segment. A first controller is operatively coupled with the first
door lock and has a memory with a stored value. The controller is configured to receive the code
from the key, to compare at least the first value segment with the stored value, and to adjust the
first door lock to the unlocked state when the controller determines that the code first segment
corresponds with the first controller value. Further, a second controller is operatively coupled
with the second door lock and has a memory with a stored value. The second controller is
configured to receive the code from the key, to compare at least the code second segment with
the second controller stored value, and to adjust the second door lock to the unlocked state when
the second controller determines one of that the code second segment corresponds with the
second controller value and that the code first segment corresponds with a first portion of the
second controller value and the code second segment corresponds with a second portion of the
second controller value.

In another aspect, the present invention is an access control system for at least one
structure having at least one door, the door having a lock adjustable between a locked state and
an unlocked state. The control system comprises at least one key having a code, the code
including at least one access segment, an identifier segment, and an expiration date segment. A
controller is operatively coupled with the door lock and has a memory with a stored access value
and a void file, the void file being configured to store at least one void value with an identifier
portion and an expiration date portion. The controller is configured to receive the code from the
key, to compare the key access segment with the stored access value and the identifier segment
with the identifier portion of each void file value. The controller is further configured to
separately remove each one of the void values from the void file at least one of on or after the
expiration date of the void value and when the void file includes a predetermined maximum
number of void values and the one void value has an expiration date earlier than the expiration
date of each one of the other void values.

In a further aspect, the present invention is an access control system for use with at least

two doors, each door having a lock adjustable between a locked state and an unlocked state. The
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control system comprises a key having a first code and a second code and a first controller
operatively coupled with the lock of a first one of the two doors and having a memory with a
stored value. The controller is configured to receive the first and second codes from the key, to
select one of first and second codes, to compare the selected code with the stored value, and to
adjust the first door lock to the unlocked state when the controller determines that the selected
code corresponds with the first controller stored value. Further, a second controller is
operatively coupled with the lock of a second one of the two doors and has a memory with a
stored value. The second controller is configured to receive the first and second codes from the
key, to select one of first and second codes, to compare the selected code with the second
controller stored value, and to adjust the second door lock to the unlocked state when the second

controller determines that the selected code corresponds with the second controller stored value.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

The foregoing summary, as well as the detailed description of the preferred embodiments
of the present invention, will be better understood when read in conjunction with the appended
drawings. For the purpose of illustrating the invention, there is shown in the drawings, which are
diagrammatic, embodiments that are presently preferred. It should be understood, however, that
the present invention is not limited to the precise arrangements and instrumentalities shown. In
the drawings:

Fig. 1 is a top plan view of the access control system in accordance with the present
invention, shown applied to an office building;

Fig. 2 is an elevational view of the access control system, shown applied to two
buildings;

Figs. 3A and 3B, collectively Fig. 3, are each more diagrammatic views of a key being
presented to first and second lock controllers of the access control system;

Fig. 4 is logic flow diagram depicting the basic operations of each lock controller when
presented with a key having a single code;

Fig. 5 is logic flow diagram depicting operation of each lock controller when presented
with a key having multiple codes;

Fig. 6 is a plan view of a preferred embodiment of a key with a single code;

Fig. 7 is a plan view of a preferred embodiment of a key with a multiple codes;
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Fig. 8 is a partly broken-away, elevational view of an exemplary lock assembly;
Fig. 9 is a schematic view of a lock controller and certain lock assembly components; and

Fig. 10 is a more diagrammatic view of a lock controller and associated lock components.

DETAILED DESCRIPTION OF THE INVENTION

Referring now to the drawings in detail, wherein like numbers are used to indicate like
elements throughout, there is shown in Figs. 1-10 an access control system 10 for at least one
structure S having at least first and second doors Dy, D, respectively, each door Dy, D, having a
lock L1, L, , respectively. The control system 10 may be used with any desired structure(s) S,
which include any type or number of buildings (e.g., two buildings B;, B,), but may also include
vehicles, tunnel complexes, or any other structure that may have two or more doors Dy, D5, etc.
Each lock L;, L, is adjustable between a locked state (e.g. exterior handle disconnected from
retractor, bolt or latch extended, magnet(s) powered, etc.) so as to secure the associated door Dy,
D, within a separate frame F and an unlocked state (e.g., exterior handle connected with
retractor, retracted bolt/latch, unpowered magnet, etc.), so as to permit displacement of the door
D1, D; with respect to the particular frame F, as discussed in greater detail below. Although
primarily discussed herein with reference to first and second doors Dy, D,, the access control
system 10 may be used with any desired number of first doors D; and/or second doors Dy, and/or
with one or more third door(s) D3, fourth doors Dy, etc., the designation of “first”, “second”,
“third”, etc., being used to indicate one or more doors D, having generally identical
“characteristics” and intended user “access values” as defined below.

The access control system 10 basically comprises at least one and preferably a plurality
of keeys 14, at least one first controller 16 operatively coupled with one first door D; and at least
one second controller 18 operatively coupled with one second door D,. Each key 14 has a code
Ck including at least a first segment Sc; and a second segment Sc;, and may include any desired
number of code segments Sc, (e.g., a third segment Scs, etc.) as described in greater detail
below. Preferably, at least one key 14 is a first key 15A and the control system 10 further
comprises at least one and preferably a plurality of other keys 14, such as a second key 15B, a
third key 15C, etc., which each provide different access privileges to the one or more doors Dy,
D,, D3, ete., through which access is monitored or regulated by control system 10 of the present

invention, as described below.
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Further, each first lock controller 16 has a memory 17 with a stored access value Va;,
which preferably corresponds with one or more characters representing one or more attributes or
characteristics of the specific door Dy to which the particular lock L; is coupled. The first lock
controller 16 is configured (i.e., programmed, provided with appropriate software, hard-wired,
etc.) to receive the code Cx from each key 14 and to compare at least the code first segment Sc;
with the stored access value Va;, and may compare two or more code segments Sci, Sca, etc.,
with the access value V. The lock controller(s) 16 are each configured to adjust the coupled
first door lock L; to the unlocked state when the controller 16 determines that the code first
segment Sc; “corresponds with” the first controller access value Vy;, or alternatively that both
the code first and second segments Sci, Sc1 each correspond with a separate portion Py, Py of
the access value V1, as discussed below. Furthermore, each second controller 18 has a memory
19 with a stored access value V; , which includes one or more characters representing certain
attributes of the particular second door D,. The second lock controller(s) 18 are configured to
receive the code Cy from each key 14 and to compare at least the code second segment S¢, with
the stored access value Va,, and may compare two or more code segments Sci, Sca, etc., with the
access value Vao. Preferably, each controller memory 17, 19 is programmable such that the
access values Vi1, Va, are variable or adjustable, as discussed below.

Further, the second lock controller(s) 18 are each configured to adjust the coupled second
door lock L, to the unlocked state when the controller 18 deteﬁnines that the code second
segment Sc; corresponds with the second access value Vay, or alternatively that both the code
first and second segments Sc1, Sc» each correspond with separate portion Py,1, Pya, respectively,
of the access value Va», as described in greater detail below. However, if the first controller 16
is configured to require both key code segments Sci, Sc; to correspond with each portion of the
first stored access value V,;, either the second controller 18 should require only the code second
segment Sc; to correspond with the stored access value Va,, or the criteria for determining
“correspondence” (discussed in detail below) should be different than the correspondence criteria
of the first controller 16, for the following reasons. Further, although the controllers are
designated as first controller(s) 16 and second controller(s) 18, the first and second controllers
16, 18 (and other controllers, as discussed below) are preferably generally identically constructed

(i-e., same type of microprocessor, etc.) and differ primarily by having different access values
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Va1, Va2 and/or different methodology for determining correspondence between the code(s) Cx
and particular value V; or Va3, as described in detail below.

By constructing the access control system 10 such that each lock controller 16, 18 has
different access values Va1, Va2, or has different criteria for determining correspondence, the
access system 10 may be designed to provide different users with different privileges to access
the various doors Dy, D», etc., of the system 10. More specifically, as mentioned above, the
access control system 10 is preferably used with a plurality of the keys 15A, 15B, etc., each
assigned to a different user and having at least one code Cg with code segments Sc1, Sca, etc.,
that are different than the segments Sc;, Scz, of each other key 15A, 15B, etc. As such, one key
(e.g. 15A) may provide the assigned user with access through both the first and second doors Dy,
D,, while another key (e.g., 15B) may permit the assigned user to access only one of the two
doors D; or D,.

For example, an access control system 10 may be constructed with first and second keys
15A, 15B each having a code Cx with two segments Sc1, Sz, each segment S¢;, Sc; including
two characters, and with the first and second controller access values Va1, Va2 each including

four characters, as follows:

FirstKey 15B CK1=1111;S(:11=11,S(312=11
Second Key 15A Cx2=1100; Sca1 = 11, Sc2s =00
First Controller Value Va1 =1100; Pyy1 =11, Py12=00

Second Controller Value Va2 =1111; Pyy1 =11, Py =11

With this exemplary system 10, when either the first and second keys 15A, 15B are used
to access the first door Dy, the first controller 16 may compare each key first segment Sc11, Sco1
with the access value first portion Pyy;, determine that each key code Ck;, Cxkz corresponds with
the first access value V, and adjust the coupled first lock L, to the unlocked state. Further,
when the first key 15A is used to access the second door D,, the second lock controller 18 may
compare each of the key first and second segments Sci1, Sc12 with the second access value Vs,
determine that the first segment Sc1; corresponds with a first value portion Py;; and the second
segment Sci, corresponds with a second value portion Py;,, and then adjusts the coupled door

lock I, to the unlocked state. However, when the second key 15B is used to access the second
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door D, the second lock controller 18 may compare each of the key first and second segments
Sca1, Sczz with the second access value Vaj, determine that the code first segment Sca;
corresponds with the first value portion Py;i, but that the code second segment Scz, does not
correspond with the second value portion Py, (i.e., 00 #11). As such, the second controller 18
will not adjust the coupled door lock L, to the unlocked state (i.e., the door D, remains “locked”)
when the second key 15A is used to access the second door D,. Alternatively, the second lock
controller 18 may be configured to compare only the code second segment Sci2, Sczz of each key
15A, 15B with the access value second portion Py;,, or compare each code Ck;, Ck, as an entire
string to the entire second access value Va,, and achieve the same result.

Thus, the exemplary control system 10 is arranged to provide two users with privilege to
access a first door Dy (e.g., a building exterior door), but only the first user has the privﬂege to
access the second door D; (e.g., a building interior door). The previous example is used to
illustrate certain basic features of the access control system 10 of the present invention, and
additional, more detailed examples are presented below.

Furthermore, as mentioned above, each of the key codes Cx may have three or more code
segments Sci, Sc2, Sc3, Scs, ete., and either or both controllers 16, 18 may be configured to
further compare the third segment Scs, the fourth segment Sc4, etc., with the particular stored
access value Va1 or Vaz. For example, the control system 10 may have a key(s) 14 having a
code Cx with three segments Sci, Scz2, Sc3 and with one or both controllers 16 or 18 configured
to compare the third segment Cg3 with the controller stored value Va; or Va,. The controller(s)
16 may further be configured to adjust the associated lock L;, L, to the unlocked state when the
code third segment Scs corresponds with a portion of the access value Vai, Vaz (of the entire
value Va1, Va2), when the third segment Sc3 corresponds with a portion (e.g., Pys) of the access
value Va1, Va2 and at least one of first and second segments Sci, Sc, corresponds with another
portion (e.g., Pvi1, Pys) of the stored value Vi, Vas, or that all three code segments Sci, Sca, Scs
correspond with a separate one of three access value portions Py, Pyz, Pys, respectively. Such a
code comparison scheme may be extended to any number of code segments Sc1, Sc2, Sc3,...Scu
and/or access value portions Pyi, Pyz, Pvs,...Pvy.

Additionally, the access control system 10 may include one or more third controllers 20,
fourth controllers 22, etc., each coupled with the lock Ls, Ly, etc., of a respective third door Ds,

fourth door Da, etc., each having a different access value V3, Va4 and requiring different criteria
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for enabling access through the associated door D3, D4. For example, the access control system
10 may have one or more keys 14 having a code Cx with three segments Sc1, Sc2 and Sc; and
any number of first, second, and third controllers 16, 18, 20, respectively, controlling access
through associated doors Dj, Dy, D;. With such a system 10, the first and second controllers 16,
18 may be configured as described above, and the third controller(s) 20 may be configured to
compare at least the third segment Scs with the third access value V43 stored in a memory 21,
and to adjust the coupled door lock L; to the unlocked state when the controller 20 determines
one of the following: that the third segment Sc3 corresponds with the third access value Va3, that
the first and third segments Sci, Sc3 or second and third segments Sy, Sc3, correspond with
separate one of two access value portions Py, Pya, or that all three code segments Sci, Scz, Sca
correspond with a separate one of three access value portions Py, Pv2, Pys. Thus, the capability
of using three or more different controllers 16, 18, 20, etc., further expands the capability of the
access control system 10 to provide different access privileges to different users, as discussed
above and in greater detail below.

Besides the capability of having specific key codes Cg with any desired number of code
segments Sc;;, the access control system 10 may also include one or more keys 14 each having
two or more different codes Ck,, such as for example, a first code Clk and a second code C2.
With such a control system 10, the first and second controllers 16, 18 may each be configured to
receive both the first and second codes Clk, C2x and to select the first code C2x for comparison
with the particular access {falue Va1 or Vay, as discussed above. A third controller 20 (and
possibly also a fourth controller 22, etc.) may be configured to receive both the first and second
codes Clg, C2k from the same key 14, to select and compare the second code C2x with a third
access value Va3, and to adjust a third door lock L3 to an unlocked state when the third controller
20 determines that at least a portion of the second code C2g corresponds with at least a portion of
the third access value Vas. The access control system 10 can have keys 14 with any desired
number of codes Cng and any desired number of different controllers 16, 18, 20, 22, etc., each
selectively utilizing different codes Crk to determine authorized access through the associated
door Dy, Dy, D3, etc. Thus, by providing multiple codes Clg, C2k, C3g, etc., on a single key 14,

the flexibility of the access control system 10 is even further increased.
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Preferably, each 1ock controller 16, 18, 20, etc., is configured to determine that one of the
code segment Sc1, Scz, Scs, etc., corresponds with the controller access value Va, (or a portion

thereof) under at least one of the following (or other) conditions:

1) The code segment Sc, has a value equal to the access value Va, (Sc, = VA,,);

2) The code segment Sc,, has a value greater than the access value Va, (Sc, < Van);

3) The code segment Sc, has a value lesser than the access

value Va, (Scn > Van);

4) The code segment Sc, has a value equal to a portion of the controller value Vi, (Sc, =
Pvy);

5) The code segment Sc, has a value greater than a portion of the controller value Va,
(Scn > Pvn);

6) The code segment S, has a value lesser than a portion of the controller value Va, (Sc,
< Pyy); or

7) A portion of the one code segment Sc, has a value equal to a portion of the controller

value Va, (portionn S¢, = Py,, i.e., a “wildcard match”).

In other words, each lock controller 16, 18, 20, 22, etc., of the access control system 10
may be configured to determine correspondence of a key code Cg, or code segment Sc,, with an
access value Vy, (or portion thereof) under any desired “matching rule”. Such correspondence
or matching may include an exact match (e.g., Sc, = Py»), greater than or equal to match, a
wildcard matéh, a match defined by a mathematical formula or other logical relationship, or even
no match at all. Further, each controller 16, 18, 20, etc. may each be programmed or constructed
to determine correspondence under a matching rule(s) different than the other controllers 16, 18,
20, etc. and/or to determine correspondence between different code segments Scy, Scy, etc.,
under different matching rules (e.g., Sc1 = Vani, Sc2 > Van).

Referring to Figs. 2, 3 and 8-10 the access control system 10 preferably further comprises
a plurality of input devices 26 each coupled with a separate one of the lock controllers 16, 18, 20,
etc. Specifically, a first inplit device 27A, a second input device 27B, a third input device 27C,
etc. are each configured to receive the code Ck from each key 14 and to transmit the code Cx

respectively to the first controller 16, the second controller 18, the third controller 20, etc. As
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best shown in Fig. 8, each input device 26 is preferably a card reader 28 configured to “read” an
electromagnetic stripe on the preferred key 14, as discussed below. However, the input devices
26 may each be alternatively provided by an iButton port, a wireless receiver, a bar code scanner,
an optical scanner, or any other device capable of reading or receiving a code from an
appropriate key device or credential. In any case, when a user desires to access a particular door
D1, Dy, Ds, etc., the user “presents” the key 14, such that the key 14 engages or interacts with the
input device 26 to cause the key code Ck to be transmitted to the particular lock controller 16,
18, 20, 22, etc.

Referring now to Figs. 6 and 7, each key 14 preferably includes a carrier or body 30 and a
storage medium 32 disposed on the body 30 and configured to store or contain the key code Cx.
The storage medium 32 may include a magnetic stripe (as depicted), a memory chip, a bar code,
a holograph, a switching circuit or any component or device capable of storing data. Preferably,
the key code Ck is encoded data stored in the medium 32 and accessible by each lock controller
16, 18, 20, 22, etc., by means of an appropriate input device 26, as discussed above. However,
each key 14 may alternatively include switching circuit (not shown) configured to generate a
signal, as opposed to merely storing the encoded data, that contains the code Cx and a wireless
transmitter (not depicted) for sending the coded signal as an electromagnetic wave.

Furthermore, each key code segment Sci, Scz is equated to or corresponds with at least
one character, such that the key code Cg includes a plurality or “string” of characters. For
example, the key code Cx may correspond with a string of five characters, with a code first
segment Sc including two of the characters and a code second segment Sc; including the
remaining three characters of the string. Most preferably, each code character is one of sixteen
characters of the hexadecimal numbering system, i.e., numbers 0-9 and letters A-F. However,
the code characters may be of any other known number, letter, symbol, etc., or systems thereof,
as desired by the person(s) establishing the access criteria of the control system 10.

Preferably, the access value V4, of each lock controller 16, 18, 20, 22, etc. indicates at
least one property or characteristic Pp, of the associated door D, and most preferably each access
value V, has a plurality of value portions Pyy1, Pyy, etc. each indicating a separate
characteristic of the associated door D,. In other words, the access value V4 of the first
controller 16 indicates at least one property or characteristic Pp; of the first door D, the stored

value Va; of the second controller 18 indicates at least one characteristic Pp, of the associated

10
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second door Dy, etc. Such door characteristics Pp, may include, but are not limited to, specific
door location (e.g., 15 West, Room 322, etc.), security level (e.g., low, high, restricted, etc.),
department (math, science, engineering, sales, etc.), authorized user gender (i.e., male, female,
both genders), door type (e.g., interior, exterior, closet, cabinet, etc.), intended user
position/rank/office (staff member, manager, captain, senator, etc.), and may include any other
characteristic deemed relevant to the person(s) establishing or implementing the access control
system 10. Further, to enable different access privileges to be established, at least one of the
doors (e.g., the second door D) has a characteristic Pp, that the other door (e.g., the first door
D) lacks, for example, the second door D, may be for female users only or a high security door,
whereas the first door D is intended for use by all authorized users of the control system 10.

By establishing the controller access values V4, to correspond with one or more
characteristics Pp, of the associated door Dy, the desired access privileges for a particular user
may be implemented by writing, generating, etc., that user’s key code Cx to include code
segments Sc, which correspond to the characteristics Pp, of those doors D, to which user access
is intended to be granted. In other words, the code Ck, of each key 14 is preferably generated,
written, etc. such that each code segment Sci, Sc2, Scs, etc., corresponds with a separate
characteristic of each door Dy, D,, D3, etc., to which the authorized key user is intended to have
access privileges. As such, the code Cy of each key 14 preferably has two or more segments Sci,
Sc2, etc., enabling access to two or more doors Dy, D, etc., but may have only a single segment,
character, etc., permitting access to one or more doors D, of a single type (e.g., only exterior
doors).

' For example, a structure S may have one or more first doors D; which are exterior doors
for use by both genders and one or more second dooré D, that are interior doors D, for use by
women only (e.g., a women’s bathroom). As such, the access value Va; for each such first door
D; may include one or more characters indicating an exterior door (e.g., 00) and one of more
characters indicating both genders (e.g., 00). The access value for each second door D, may
include one or more characters indicating an interior door (e.g., 01) and one of more characters
indicating only the female gender (e.g., 01).

With this system 10, a female user intended to access privileges to both doors D;, D, may
be assigned a first key 15A with a code Cg; (e.g., 0101) having two codes segments Sc1; = 01,
Sci2 =01. A male user may be assigned a second key 15B with a code Ck; (e.g., 0100) having
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two codes segments Scy; = 01, Scyz = 00. As such, when the female user presents the first key
15A to each of the first and second door controllers 16, 18, each controller 16, 18 determines that
the first key code Ck; corresponds with each access value Vaj, Va, and provides the female user
with access through both doors D;, D;. The male user will be able to use the second key 15B to
access the exterior door D;, but when the male user presents the second key 15B to the second
door controller 18, the second controller 18 should be configured to determine that the second
key code Cx, does not correspond with the second access value Va,, and deny access through the
second door D,.

Referring to Figs. 3 and 6, the two or more code segments Sc¢1, Scz, etc. corresponding to
the authorized door characteristics Pp, are access segments (i.e., defining the access privileges)
and each key code Cy preferably further includes a user identifier segment S; indicating the
identity of the assigned key user and may also include an expiration date segment Sg, for reasons
discussed below. The key code identifier segment S; preferably includes a user identity portion
Isr and a replacement code portion Rg;. The user identity portion Ig; preferably includes one or
more characters which uniquely identify a specific user. Further, the replacement code portion
Rgp includes at least a value/character ¢, indicating whether or not the particular key 14 has been
reissued to the user, and if so, the expiration date d,. (i.e., from an expiration date segment Sg, as
discussed below ) of the key 14 that has been replaced (e.g., a lost or stolen key 14). For
example, the first time a key 14 has been issued to a specific user, the replacement code Rg; for
that particular key 14 may be set at an “initial issue” or base code value ¢, (e.g., 01) without any
expiration date d.. When this key 14 is replaced, the replacement code portion Rg; of the new
key 14 is preferably written to include both an incrementally increased replacement code value
Cre (i.€., 02) and an replacement expiration date d,. corresponding the expiration date of the
replaced key 14, if any, (e.g. “106” indicating an expiration date of January 2006), such that the
replacement code Rsl'of the new key 14 would be Rg;= 02106. As such, when a key 14 is lost
or stolen, the authorized user may be issued a new key 14 having the same access privileges (i.e.,
access code segments Sci, Scz, etc.), but with an identifier segment Sy having a replacement code
portion Rgy updated or modified as described, which enables the control system 10 to distinguish
the new key 14 from the lost/stolen key 14, and prevent the use thereof as described below.

Further, each controller 16, 18, 20, etc. of the system 10 preferably further includes an
audit file F5 and a void user file Fy stored in the controller memory 17, 19, 21, etc. The
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controllers 16, 18, 20, etc. are each preferably configured to create an audit record Ra within the
audit file Fp whenever a key 14 is used, each audit record R, preferably including at least the
code identifier segment S; of the particular key 14 and data corresponding to the time and date of
key usage. Also, the controllers 16, 18, 20, etc. are also configured to compare the code
identifier segment Sy with each value fy (if any) in the void file Fy and to prevent lock operation
when the identifier segment S; corresponds with a value in the void file Fy. More specifically,
each void file value fy preferably includes data corresponding to a voided key’s identifier
segment Sy, most preferably both the identity portion Ig; and the replacement code portion Rg;.
When a key 14 having an identifier segment Sy listed within a controller’s void file Fy is
presented to a door controller 16, 18, 20, etc., the particular controller will not operate the
coupled lock L, L, L3, etc. even if the access segments Sci, Sca, ete. correspond with door
access value Vaj, Vaz, Vas, etc. Thus, the provision of the controller void files Fy enable the
access control system 10 to prevent the use of a key 14 that has been lost, stolen and/or replaced.
Furthermore, each controller 16, 18, 20, etc., is preferably further configured to create
new void file entries or values fy in the following manner. When a key 14 is presented to a lock

controller 16, 18, 20, etc., the particular controller will determine that the key 14 has been

replaced when it reads the replacement code portion Rg; of the key code identifier segment S; and

the replacement code value c, is greater than the original issue/base value c; and has an expiration
date d,., as discussed above. In such cases, when the controller 16, 18, 20, etc. searches the void
file Fy for any value fy with the same code identifier segment Sy (S; (Is;, Rsy) = fv (Is;, Rsp)) as
discussed above, the particular controller 16, 18, 20, etc. also preferably searches for any void
values fy that have the same identity portion Is; and an earlier replacement code Rgy. If such a
void value fy is found, the controller 16, 18, 20, etc. “updates” the void value fy to have a
replacement code value c; equal to the value of the key’s replacement code ¢, reduced by one (or
by whatever increment the replaced codes c; are increased), i.e., fy (¢; ) = Cx ( ¢,) - 1, and with
the same expiration date d. as the key code replacement expiration date dy (i.e., fv (dre) = Cx
(di)) . However, if no such void value fy is found, the controller 16, 18, 20, etc. writes a new
void value fy having the code identifier segment Is; and a replacement code portion Rg; with an
incrementally-reduced replacement code value ¢ (i.e., fy (¢ ) = Cx (¢;) - 1 ) and the key code

expiration date d (i.e., f (dre) = Cx (dre))., Alternatively or in addition to automatically created
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void file value fy, the controllers 16, 18, 20, etc. may each be configured to receive void file
values f, from an appropriate programming device or data transfer device (none depicted)

Further, each key code Cx may further have a “user type” code segment Cy providing
different time and/or weekday restrictions or privileges for each one of a plurality of different
authorized users of a particular access system 10. For example, a first user type designated by a
character “A” may permit access to authorized doors twenty four hours a day, seven days a
week, a second user type designated by character “B” may permit access twenty four hours a
day, but only on weekdays, a third user type designated by character “C” may permit access only
between 6:00 a.m. and 8:00 p.m. and only on weekdays, etc. Further, the lock controllers 16, 18,
20, etc. each preferably has a clock and calendar 43 (see Fig. 9) and are programmed to apply the
user type restrictions rules, such that for example, a user presenting a key 14 with a user type
code segment Sy = C on a Saturday will be denied access by each lock controller even if the
code access segments Sc1, Sca, etc. match the lock controller access value Va,. The access
control system 10 may have any desired number of different user types, each applying any
desired time, day or other variable restriction, and/or the user type restrictions may be recognized
by all lock controllers 16, 18, 20, etc. of the system 10 or only by certain controllers and ignored
by the remainder.

As an alternative to using a user type segment code Cyj, each key code Cx may instead
have an authorized usage time segment St and an authorized day or date segment Sp . The code
time segment St indicates either an authorized usage period (e.g., between 7:00 am and 6:00
p.m.) or an unauthorized usage period (e.g., between 6:00 p.m1. and 7:00 am), and the code date
segment Sp indicates either an authorized usage day or date (e.g., weekdays, between 1/1/05 and
6/1/05) or an unauthorized usage day/date (e.g., Saturdays and Sundays, after 6/1/05). Further,
each controller 16, 18, 20, etc., is configured to prevent operation of the associated lock 1;, Lo,
L3 when the controller 16, 18, 20, etc., determines from the code time segment St that the key
code Ck is being received during an unauthorized usage period or determines from the code date
segment Sp that the key code Cx is being received during an uuinauthorized usage period.
However, as some users may be intended to have access privileges at all times or/and on all days
or dates, certain key codes Cx may not have either or both of the code time segment St and the

code date segment Sp.
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Furthermore, each key code Cx may further include an activation date segment S
indicating a date on (or after) which the particular key 14 is authorized and each controller 16,
18, 20, etc. may be configured to ignore any key 14 that is presented before the date indicated by
the code activation date segment Sp. Preferably, each key code Ck also further includes an
expiration date segment Sg and each lock controller 16, 18, 20, etc. is further configured to
“ignore” the code Cg, such that the associated lock L;, L,, L3, etc. remains in the locked state,
when a key 14 is presented after the date of the code expiration segment Sg. As such, a user may
be provided with access privileges within the control systema 10 for only a limited time period or
be required to have their access privileges periodically renewed. Further, as keys 14 may be lost
prior to the expiration date, the control system 10 preferably has the capability of denying access
to such keys 14 by utilizing a void file Fy and configuring the lock controllers 16, 18, 20, etc., to
check all key codes Cxk against the void file values, as described above. Depending on the

number of users, frequency of card loss, user turnover, average expiration period, etc., the void

- file Fy of each controller 16, 18, 20, etc., may become filled and unable to store additional values

without servicing the lock controller 16.

As such, each lock controller 16, 18, 20, etc., is preferably further configured to at least
store, and preferably also write, void file values fy that each include both an identifier portion
corresponding to the voided code identifier segment S; and an expiration date portion
corresponding to the expiration segment Sg of the particular voided key code Cx. Further, the
lock controllers 16, 18, 20, etc. are also configured to separately remove or delete each one of the
void values fy from the void file Fy after the expiration date of the void value fy. In addition,
each controller 16, 18, 20, etc. is programmed to remove/delete a void value fy from the void file
Fv when the file Fy includes a predetermined maximum number (e.g., 20) of void values fi; and
the particular void value fy has an expiration date earlier than the dates of all the other void
values fy. Thus, by at least storing, and preferably also writing, void values fy that include an
expiration date, the lock controllers 16, 18, 20, etc. are each able to automatically purge void
values fy from the void file Fy, and therefore prevent the controller void file Fy from being filled
with voided codes and unable to receive additional, more recent void values fy.

Referring to Figs. 2, 3, 8 and 10, each door lock L, preferably includes an actuator 34
configured to adjust the associated lock L, between the locked and unlocked states, and each
controller 16, 18, 20, etc. is operatively coupled with the lock actuator 34 of the associated lock
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L,. As such, the controller 16, 18, 20, etc. adjusts or operates the coupled lock L, Ly, L, etc.
through the particular actuator 34. In certain embodiments, the locks L,, may include a latch 35
displaceable between an extended position and a retracted position and a handle 36 operatively
connectable with the latch 35 to displace the latch between the two positions. With such locks
Ly, the lock actuator 34 may be configured to releasably connect the hanidle 36 with the latch 35,
such as by means of a clutch assembly (none shown). Other locks L, having latches 35 may
include a mechanism (none shown) for directly displacing the latch 35 between the extended and
retracted positions. Further, certain locks L, may include at least one el ectromagnet 38
configured to secure the coupled door D, within a frame F when electric power is supplied to the |
electromagnet 38, in which case the actuator 34 is a preferably a switch 39 (e.g., a relay)
controlling electric power supplied to the electromagnet 38. The scope of the present invention
is not in any manner limited by the type(s) of locks Ly, as the access coratrol system 10 may be
used with any type of lock L, capable of being operated by a controller or similar device.

Referring to Figs. 3 and 8-10, each controller 16, 18, 20, etc. preferably includes a
microprocessor 40 and one or more memory chips 42 coupled with the microprocessor 40 and
providing the controller memory 17, 19, 21, etc. The microprocessors 4-0 are each electrically
connected with the one or more input devices 26 so as to receive the key code(s) Ck as electrical
signals. Further, each microprocessor 40 is electrically connected with the actuator 34 of the
associated lock L, and is configured to generate and transmit a control signal CS (Fig. 10) to the
actuator/relay when the microprocessor 40 determines that the lock L, should be adjusted or
operated, as discussed above. Furthermore, the memory chips 42 are each electrically coupled
with the associated microprocessor 40 and have installed therein at least the controller access
value Va,, audit file F and void file Fy, as discussed above. However, each controller 16, 18,
20, etc. may be of any other appropriate construction, such as for examp1e, an analog control
device, etc. Additionally, the microprocessors 40 and memory chips 42 are preferably disposed
generally proximal to the associated lock L,, for example within a housing 44 mounted to the
door D,, secured by the particular lock L,, as shown in Fig. 8.

Referring to Fig. 2, to illustrate certain principles of the access control system of the
present invention, an exemplary access plan for the depicted office building B is outlined below.
The access plan utilizes a six character access value Va, for each controller 16-24 in the control

system 10, with three portions Py, Pyan, Pvan of two characters each indicating three different ’
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characteristics Pp;, Pp2, Pps of each door D, in the office building B, as follows. The first value
portion Py, includes two characters that indicates the door location Pp, as either exterior (00) or
interior (01), the second value portion Py,, indicates the intended user gender Pp, as both sexes
(00), male (01), or female (11), and the third value portion Pys, indicates the door security Pp; as
low (00) and high (01)., Using this value scheme, the access value for each of the five different

types of doors D, - Ds are written as follows:

Pyi Pva Pys
Entrance Doors Dy Va1 =00, 00, VOO
Office Doors D, Var =01, 00, 00
Women’s Bathroom Door D Va3=00, 10, 00
Men’s Bathréom Door Dy Vas=00, 01, 00
Secured Closet Doors Ds Vas=00, 00, 01

With the above access value scheme, the following three keys 154, 15B, 1 5C and 15D
may be created for four different employees, as follows:
Sc1Sc2 Scs St Ist Rst Sg
Employee One (male) I5SA  Cg;= 00 01 00 01 001 2106 106
Employee Two (female) 15B Cgp= 01 10 00 01 002 1 106
Employee Three (male) 15C Cgs= 01 01 00 01 003 1 106
Employee Four (female) 15D Cgs4= 01 10 01 00 004 1 108

Keys 15A, 15B, 15C each have a time restriction (St = 01) which will causes each lock
controller 16-24 to deny Employee One, Two and Three the ability to access any door D,, during
a designated time period (e.g., between 8:00 p.m. and 6:00 a.m.), and Key 15D has no time
restriction (Scq = 00), such that Employee Four may access authorized doors D, at any time.
Additionally, each key code Cx has an identifier segment S; that includes a three digit identifier
portion Ig; (001, 002, etc.) uniquely identifying each employee and a replacement code portion
Rs1, which indicate the issuance of the card. In this example, keys 15B, 15C, 15D are the
original issue (Rsr = 1) and key 15A is a second issue (c; = 2), i.e., key 15A replaced/reissued
once and indicates that the lost/stolen key will expire January 2006. Also, each key code Cx

further has an third digit expiration date segment Sg that indicates month and year of expiration,
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the first three keys 15A, 15B, 15C expiring in January 2006 (Sg = 106) and the fourth key 15D
expiring in January 2008 (Sg =108).

For this example, each lock controller 16-24 is configured to compare each cod.e segment
Scn with each corresponding access value portion Py, i.e., each code first segment Sc¢; with each
value first portion Py, each code second segment Sc, with each value second portion Py, and
each code third segment Sc; with each value third portion Pys. Furthermore, except as discussed
below, each controller 16-24 is also configured to find correspondence between a code segment
Scn and the corresponding access portion Py, when the code segment value is equal to or greater
than the access value portion, and to require all three code segments Sci, Sca, Scs to coxrespond
with the three access value portions Py;, Pyy, Pys. The exception fo this basic “correspondence
rule” is the controllers 20, 22 controlling access through the doors Ds, D4 of the two bathrooms
should each be programmed or otherwise configured to require an exact match between. each
code second or “gender” segment Sc,, and the access value second portion Pys;, Pyvs;. However,
each lock controller 16-24 may be configured to compare only one or more selected code
segments S, with the controller’s access value V,, or/and having any other desired matching
criteria. For example, each lock controller 24 of the secured closet doors Ds may have an access
value V 4, that indicates a high security characteristic Ppg, such that Va4 = 01, and be
programmed to compare the third code segment Sc; of each key 1A-15D with the controller
access value Vg,

With the above-described exemplary access control system 10, Employee One may
present his key 15A to obtain access through any of the three entrance doors D; and through the
Men’s bathfoom door D3. However, if he presents the key 15A to the any of the office doors D,
(office 1-3, engineering or conference room), the second lock controllers 18 will deny access due
to the non-correspondence of the code first segment Sc; (00) with the controller value first
portion Py (01) (i.e., door type not authorized). Further, if he presents the key 15A to the
women’s bathroom door D;, the third controller 20 will deny access due to a non-correspondence
of the code second segment Sc; (00) and the controller value second portion Py3; (10) (i-e.,
gender is unauthorized).

Employee Two may use her key 15B to access the three entrance doors Dy, the five
interior office doors D, and the women’s bathroom door Ds. However, key 15B would not

provide her with access through the men’s bathroom door Dy and the secured closet doors Ds.

18



10

15

20

25

WO 2005/086832 PCT/US2005/007657

Similarly; Employee Three may use his key 1 5C to obtain access through the three entrance
doors Dy, the five interior office doors D,, an.d the men’s bathroom door D4, but would be denied
access through the women’s bathroom door ID3 and the secured closet doors Ds.

Finally, Employee Four will be able to use key 15D to access all the doors except the
men’s bathroom door D4. For example, if she presented her key 15D to one of the secured closet
doors Ds, the fifth lock controller 24 will determine that the first code segment S¢; (01) matches
the first, “location” value portion Pvy; (00), th at the code second segment Sc, (00) matches the
second, “gender” value portion Py, (00), and that the code third segment Sc; (01) matches the
third, “security” value portion Py3; (01), and will then adjust the lock Ls to the unlocked state.
However, if she presented the key 15D to the men’s bathroom door D,, she would be deni ed
access through the door D4 due to non-correspondence between the key code second segment Sc,
(10) and the access value gender portion Py; (01) of the fourth lock controller 22.

The above-described access plan/schexme is just one example of the implementation of the
access control system 10 of the present invention that has been provided to illustrate certain
features and the flexibility of control system 10. It must be emphasized that the access control
system 10 may be used with any desired num'ber of doors D,, any number and/or types of
controllers 16, 18, 20, etc., any number or appropriate type of locks L,, etc. Further, the control
system 10 may utilize any desired structure o the key codes Cy, having any number of code
segments Sc, indicating any desired door chaxacteristic Pp,, using any desired symbols,
characters, etc., having any desired number o different codes Cix, Cax, Csx, etc. on each key 14,
and/or carrying or generating the one or more key codes Cx using any appropriate type of key or
credential.

It will be appreciated by those skilled -in the art that changes could be made to the
embodiments described above without departing from the broad inventive concept thereof. It is
understood, therefore, that this invention is not limited to the particular embodiments disclosed,
but it is intended to cover modifications withim the spirit and scope of the present invention as

defined herein and by the appended claims.
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I claim:

1. An access control system for at least one structure having at least first and second doors,
each door having a lock adjustable between a locked state and an unlocked state, the control
system comprising:

a key with a code, the code including at least a first segment and a second segment;

a first controller operatively coupled with the first door lock and having a memory with a

stored value, the controller being configured to receive the code from the key, to compare at least

* the first value segment with the stored value, and to adjust the first door lock to the unlocked

state when the controller determines that the code first segment corresponds with the first
controller value; and
a second controller operatively coupled with the second door lock and having a memory
with a stored value, the second controller being configured to receive the code from the key, to
compare at least the code second segment with the second controller stored value, and to adjust
the second door lock to the unlocked state when the second controller determines one of:
that the code second segment corresponds with the second controller value; and
that the code first segment corresponds with a first portion of the second
controller value and the code second segment corresponds with a second portion of the

second controller value.

2. The access control system as recited in claim 1 wherein the stored value of the first
controller indicates at least one characteristic of the first door and the stored value of the second

controller indicates at least one characteristic of the second door.

3. The access control system as recited in claim 2 wherein each characteristic of the first
and second doors is one of location, security level, department, door type, authorized user

gender, authorized user rank, and authorized user position.
4, The access control system as recited in claim 2 wherein the key code first segment
corresponds with the at least one characteristic of the first door and the code second segment

corresponds with the at least one characteristic of the second door.
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5. The access control system as recited in claim 2 wherein :

each of the first and second doors has a first characteris€ic, the second door further having
a second characteristic, the first door lacking the second characteristic;

the first controller stored value indicates the first characteristic; and

the second controller stored value has a first portion ind-icating the first door

characteristic and a second portion indicating the second door characteristic.

6. The access control system as recited in claim 5 wherein the key code first segment
corresponds with the first door characteristic and the code secorad segment corresponds with the

second door characteristic.

7. The access control system as recited in claim 6 wherein:
at least one of the first and second doors has a third char-acteristic and the stored value of
the controller associated with the at least one door has a portion indicating the third door
characteristic;
the key code further has a third segment, the third segment corresponding with the third
door characteristic; and
the controller of the at least one door being further confi gured to compare the third
segment with the controller stored value and to adjust the associ ated lock to the unlocked state
when one of:
the third segment corresponds with a portion of the stored value; and
the third segment corresponds with a portion of the stored value and at least one

of first and second segments corresponds with another portion of the stored value.

8. The access control system as recited in claim 1 wherein:

the key code further has an identifier segment indicating identity of an assigned user of
the key; and '

at least one of the first and second controllers further incIudes an audit file stored within
the memory and is configured to use the identifier segment to sa-ve a record of usage of the key

within the audit file.
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9. The access control system as recited in claim 8 wherein the at least one controller further
includes a void user file stored in the memory and is configured to compare the code identifier
segment with each value within the void file and to prevent lock operation when the identifier

segment corresponds with a value in the void file.

10.  The access control system as recited in claim 9 wherein:

the code identifier segment includes a user identity portion and a replacement code
portion;

the at least one controller is configured to compare the user identity portion with each of
the void file values and to write a new void value in the void file when the controller determines
that one of the void values includes the identity portion and a replacement code portion with a

value different than a value of the key code replacement code portion.

11.  The access control system as recited in claim 1 wherein:

the key code further has a time segment indicating one of an authorized usage period and
unauthorized usage period; and

each of the first and second controllers includes a clock and is configured to prevent
operation of the associated lock when the controller determines from the code time segment that

the key code is received during an unauthorized usage period.

12.  The access control system as recited in claim 1 wherein:

the key code further has a date segment indicating one of at least one authorized usage
date and at least one unauthorized usage date; and

each of the first and second controllers includes a calendar and is configured to prevent
operation of the associated lock when the controller determines from the code date segment that

the key code is received on an unauthorized usage date.

13.  The access control system as recited in claim 1 wherein the key code is one of encoded
data stored on the key, a bar code disposed on the key, and an electromagnetic data signal

generated by the key.
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14.  The access control system as recited in claim 1 wherein one of:
the key has a storage medium, the code being stored in the medium; and

the key has an electronic switching circuit configured to generate a signal, the signal

providing the code.

15.  The access control system as recited in claim 14 wherein the storage medium includes
one of a memory chip, a plurality of electrical switches, a magnetic stripe, a bar code, and a

holographic image.

16.  The access control system as recited in claim 1 wherein each one of the key code first and
second segments corresponds with at least one character, the at least one character indicating a

characteristic of at least one of the first and second doors.
17. The access control system as recited in claim 1 wherein the key code corresponds with a
plurality of characters, the code first segment including at least one of the plurality of the

characters and the code second segment including a remainder of the plurality of characters.

18.  The access control system as recited in claim 1 wherein the key code corresponds with a

string of characters, the first code segment including at least one character of the string and the

second segment including the remainder of the character string.

19.  The control system as recited in claim 1 wherein each one of the first and second
controllers is configured to determine that one of the code first and second segments corresponds
with the stored value of the one controller when one of*

the one code segment has a value equal to the stored value;

the one code segment has a value greater than the stored value;

the one code segment has a value lesser than the stored value;

the one code segment has a value equal to a portion of the stored value; and

a portion of the one code segment has a value equal to the stored value.
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20.  The access control system as recited in claim 1 wherein:
the first controller stored value has a first portion and a second portion; ancd
the first controller is configured to compare the code first segment with the stored value
first portion, to compare the code second segment with the stored value second portion, and to
adjust the first door lock to the unlocked state when the first controller determines one of:
that the code first segment corresponds with the value first portion;
that the code second segment corresponds with the value second portion; and
that the code first segment corresponds with the value first portion @and the code

second segment corresponds with the value second portion.

21.  The access control system as recited in claim 1 wherein:

the structure includes a plurality of the first doors and a plurality of the sec ond doors,
cach one of the first and second doors having a lock adjustable between a locked state and
unlocked state; and

the access control system comprises a plurality of the first controllers, eachx first
controller being operatively coupled with a separate one of the first door locks, ancl a plurality of
the second controllers, each second door being operatively coupled with a separates one of the

second doors.
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22, The access control system as recited in claim 1 wherein:
the structure further has a third door, the third door having a lock adjustable between
locked and unlocked states;
the key code further has a third segment; and
the access control system further comprises a third controller operatively coupled with
the third door lock and having a memory with a stored value, the third controller being
configured to receive the code from the key, to compare at least the code third segment with the
stored value of the third controller, and to adjust the third door lock to the unlocked state when
the third controller determines one of:
that the code third segment corresponds with the third controller value;
that one of the code first segment and the code second segment corresponds with
a portion of the third controller value and the code third segment corresponds with
another portion of the third controller value; and
that the code first segment corresponds with a first portion of the third controller
value, the code second segment corresponds with a second portion of the third controller
value, and the code third segment corresponds with a third portion of the third controller

value.

23.  The access control system as recited in claim 1 wherein:

the at least one structure further has a third door, the third door having a lock adjustable
between a locked state and an unlocked state;

the key code is a first code and the key further has a second code;

each of the first and second controllers is configured to receive both the first and second
codes and to select the first code for comparison with the controller stored value; and

the access control system further comprises a third controller operatively coupled with
the third door lock and having a memory with a stored value, the third controller being
configured to receive both the first and second codes from the key, to select and compare the
second code with the stored value and to adjust to adjust the third door lock to the unlocked state
when the third controller determines that at least a portion of the second code corresponds with at

least a portion of the third controller value.
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24.  The access control system as recited in claim 23 wherein:
the key second code has a first segment and a second segment; and
the third controller stored value has a first portion and a second portion and the third
controller is configured to adjust the third lock to the unlocked state when the third controller
determines one of:
that the second code first segment corresponds with the third controller value fFirst
portion;
that the second code second segment corresponds with the third controller valiae
second portion; and
that the second code first segment corresponds with the third controller vatue first
portion and the second code second segment corresponds with the third controller valtaie

second portion.

25.  The access control system as recited in claim 1 further comprising a second key having a
code, the second key code corresponding with the first controller stored value, each of the first
and second controller being configured to receive the code from the second key such that the #first
controller adjusts the first door lock to the unlocked state when the first controller receives thes
second key code and the second lock is nonadjusted when the second controller receives the

second key code.

26.  The access control system as recited in claim 1 wherein:

the key value is a first code and the key further has a second code with a first segment
and a second segment;

the first controller is configured to receive both of the first and second key codes, to
compare the first code segments of each of the first and second key codes with the first contro®ler
stored value and to adjust the lock to the unlocked state when the first controller determines th.at
either one of the first and second key code first segments corresponds with the first controller

stored value.
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27.  The access control system as recited in claim 26 wherein the second controller is
configured to receive both of the first and second key codes, to compare the first and second
code segments of each one of the first and second key codes with the second controller stored
value and to adjust the lock to the unlocked state when the first controller determines the first
and second code segments of one of the first and second key code first segments corresponds

with the second controller stored value.

28.  The access control system as recited in claim 1 wherein each one of the first and second
doors is disposed within a separate frame, each door being generally secured within the
associated frame when the associated lock is in the locked state and being generally displaceable

with respect to the frame when the lock is in the unlocked state.

29.  The access control system as recited in claim 1 wherein each one of the first and second
door locks includes an actuator configured to adjust the lock between the locked and unlocked
states, the first controller is operatively coupled with the first lock actuator, and the second

controller is operatively coupled with the second lock actuator.

30.  The access control system as recited in claim 29 wherein:

at least one of the locks of the first and second doors includes a latch displaceable
between a locked position and an unlocked position and a handle operatively connectable with
the latch to displace the latch between the two positions; and

the lock actuator is configured to releasably connect the handle with the latch.

31.  The access control system as recited in claim 29 wherein:
at least one of the locks of the first and second doors includes a latch displaceable
between a locked position and an unlocked position; and

the lock actuator is configured to displace the latch between the two positions.
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32.  The access control system as recited in claim 29 wherein:

at least one of the locks of the first and second doors includes an electromagnet
configured to secure the coupled door within a frame when electric power is supplied to the
electromagnet; and

the actuator is a switch controlling electric power supplied to the electromagnet.

33. The access control system as recited in claim 1 further comprising:

a first input device configured to receive the code from the key and to transmit the code
to the first controller;

a second input device configured to receive the code from the key and to transmit the

code to the controller.

34.  The access control system as recited in claim 33 wherein each one of the first and second
input devices includes one of a card reader, an iButton port, wireless receiver, a bar code

scanner, and an optical scanner.

35.  The access control system as recited in claim 1 wherein:

the key code is stored on the key as a magnetic code and the key further includes a
wireless transmitter configured to transmit the key code as an electromagnetic signal; and

each of the first and second controllers includes a wireless receiver configured to receive

the electromagnetic signal and microprocessor electrically coupled with the receiver.

36. The access control system as recited in claim 1 wherein the memory of at least one of the

first and second controllers is programmable such that the controller stored value is variable.
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37.  Anaccess control system for use with at least two doors, each door having a lock
adjustable between a locked state and an unlocks state, the control system comprising:

a key having a first code and a second code;

a first controller operatively coupled with the lock of a first one of the two doors and
having a memory with a stored value, the controller being configured to receive the first and
second codes from the key, to select one of first and second codes, to compare the selected code
with the stored value, and to adjust the first door lock to the unlocked state when the controller
determines that the selected code corresponds with the first controller stored value; and

a second controller operatively coupled with the lock of a second door and having a
memory with a stored value, the second controller being configured to receive the first and
second codes from the key, to select one of first and second codes, to compare the selected code
with the second controller stored value, and to adjust the second door lock to the unlocked state
when the second controller determines that the selected code corresponds with the second

controller stored value.

38.  Anaccess control system for at least one structure having at least one door, the door
having a lock adjustable between a locked state and an unlocked state, the control system
comprising:
at least one key having a code, the code including at least one access segment, an
identifier segment, and an expiration date segment; and
a controller operatively coupled with the door lock and having a memory with a stored
access value and a void file, the void file being configured to store at least one void value with an
identifier portion and an expiration date portion, the controller being configured to receive the
code from the key, to compare the key access segment with the stored access value and the
identifier segment with the identifier portion of each void file value, the controller being further
configured to separately remove each one of the void values from the void file at Ieast one of:
on or after the expiration date of the void value; and
when the void file includes a predetermined maximum number of void values and
the one void value has an expiration date earlier than the expiration date of each one of

the other void values.
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39. The access control system as recited in claim 38 wherein:

the key code identifier segment includes a user identity portion and a replacement code
portion;

the controller memory further includes an audit file;

the controller is configured to write a value into the audit file when the controller receives
a key code which corresponds to the key value, the audit value including at least a value segment
corresponding to the key code identifier value segment; and

the controller is further configured to compare the user identity portion with each of the
audit file records and to copy the identifier segment into the void file when the controller
determines that one of the audit records includes the identity portion and a replacement code

portion with a value different than a value of the identifier segment replacement code portion.

40.  The access control system as recited in claim 38 wherein the controller is configured to

receive at least one void code from an input device and to write the void code into the void file.

41. The access control system as recited in claim 38 wherein the controller is configured to
adjust the lock to the unlocked state when the key code access segment corresponds with the
stored access value and the code identifier segment corresponds with none of the void value

identifier portions.
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42.  The access control system as recited in claim 38 wherein:
the key code includes a first access segment and a second access segment;
the controller is a first controller and is configured to compare the code first access
segment with the stored value; and
access control system further comprises a second controller operatively coupled with the
door lock and having a memory with a stored access value and a void file, the void file having at
least one void value with an identifier portion and an expiration date portion, the second
controller being configured to receive the code from the key, to compare at least the key second
access segment with the second controller stored access value and the code identifier segment
with the identifier portion of each void file value, the second controller being further configured
to separately remove each one of the void values from the second controller void file at least one
of:
on or after the expiration date of the void value; and
when the void file includes a predetermined maximum number of void codes and
the one void value has an expiration date earlier than the expiration date of each one of

the other void values.

43.  The access control system as recited in claim 42 wherein:
the first controller is configured to adjust the lock to the unlocked state when the key
code first access segment corresponds with the first controller access value and the code
identifier segment corresponds with none of the void value identifier portions; and
the second controller is configured to adjust the lock to the unlocked state when one of:
the key code second access segment corresponds with the stored access value and
the code identifier segment corresponds with none of the second void file value identifier
portions; and
the key code first access segment corresponds with a first portion of the second
controller stored access value, the key code second access segment corresponds with a
second portion of the second stored access value, and the code identifier segment

corresponds with none of the second void file value identifier portions.

31



PCT/US2005/007657

WO 2005/086832

1/9

9| 194

&
8l /
u.._ﬁo,w\.u\\ e 2l 2 JSQ/
10—y OO — 91
€ 291330 5l Il ABT3A00D
Hood n.»ux:tw
Q7
Tqteq . ! 971340
WNOOY HLYY zz N.w-vmn\k S¢S
SNIHOM gl 3°7a LBSEND
1 oyaoas
¥q % | ve |
Q @ .
WOUER LYY 2AIA9ONT
SO
N‘_nNQ.
S
S¢S
1->q
a
»Z =
f —
/

138070 ¢HImIS

VA

Py GF
77d 9



PCT/US2005/007657

WO 2005/086832

2/9

AL

1S€H
=’

98

P

St
92z

SE/H
al—\

2%

. WLZ
V .. .

A

21

97

T




PCT/US2005/007657

WO 2005/086832

3/9

D.IQ|AII.II..I. (Mart™a )"
3 3 -
gg'se 17 . :

‘ ﬁ...;,.w:.aﬁu«_@vgw .
rlli]ii!r!

i ﬁ:.qw :-nm«.m AEN:.H«HW .
\\ PS&&..%M?.&J;M»&VW%\/ . ’

i ]
r.\ 0*\

e

Ve N4

3

Ajl.ln..lllnli.l...x.l.l..l.lllllllllllflcl...ulll

AS»W... ﬁw ..;u,wzw

L~ ﬂc.a.u.NS& :,S‘&v _<> |




WO 2005/086832

Gtzcewe CODE c)

Y

COMPARE (ODE
VALLE SEGHENTS
WATH CONTROULER
ACCESS VALLE .

S ScytSen
MATCH
Pvn 9 pvza"" pv-.z

( TomeE KEY )

UPDATE
RIS

COMPARE (ODE’
1DCUTIFER, SECHRMT] .
WITH VOID FULE

VALES £,

CHELK VOID °

! ) as-:.\= CK(ISt\

\ 'Fv (ISI.\=<' K(ISI\:?

NQ

¥

WRITE NEW
'FV= (151 k) CV‘- n

L

FILE FOR Le

/ REPLACBMET
dopg . AT
BASE VALUE.
(orieAL e} 7

Yes

¥

PCT/US2005/007657

TONORE KEY )

= HECK USER

T™RE (Su) oR

Fle 4

RESTRACTION S

i TIMEADATE (57/5p) |

(obe ZeCeeD
DLRING ATHOUZED
Thag PERIOD AND
AOTIORIZED HAK
OR DATE ?

ADJUST LOCK

T0
UNLOCKED STHTE

TGUORE KEY | >




WO 2005/086832

RECEIWE CODES
‘QiK)CQ‘-U"‘C’\ /

1

SELECT

P REDETERMAAGD
GDE OF CoDES
Clg 0K Cak |

COMPARE CODE
VALDE SEGHENTS
| WITH CONTROUER
AKCESS VALVE .

.

.&.\ 9 561" ‘ S‘fﬂ
MATCH .
Puyg Ry Pl

NO

‘7

( TouoRE KEY )

UPOATE
£ = Clerh

"COMPARE (OBE
1DEVTIFIER, SECHAT] .
WITH VoD FILE
VAWES £,

FILE FOR.
£, =G0

£ D=

NO

Y

WRITE NEwW
I;v: (151 NS \\

el BB USER

PCT/US2005/007657

T HORE KEY )

SI HMETcH ‘sz

; REPLALEMEIT
doDE Cr AT -
BASE VALUE

{oRemr e\ ?

Yes

'

TYPE (Sy) OR
“TIME/DATE (54 /$p)

| RESTRACTIONS

CaDe BECENED
DLRING AUTHROUZED
ThAg PERICD AND

AUTWRIZED HAM
\ oR DKTE 7

e

TOIORE KEY )
-~

ADIUST Ltock

™
UNLOLKED STATE




WO 2005/086832 PCT/US2005/007657
6/9

14 —
,/' T e— - —
(CK = S)c.l ) SCZ )"'s¢n3 Sx(lsng/s\x‘\; SU 'OY‘_LS‘T ,SD\
Crsdye
FI1G.6
14—

A\

.\,/‘

FIG. ]



WO 2005/086832

7/9

26 —

2

) 'jQ,ZO;ZZ- ]

1

©

PCT/US2005/007657

35




PCT/US2005/007657

WO 2005/086832

8/9

1

H3AI4G HOLOW _

3ADA3A

-ONINNTHO

~-0¥d

.._<zo_._.umm5 _m _

b 914

KA 4
{

13534

HOLY TS0

AHOW3W
FHLYTIOA-NON

L

]

72'07'31'9) Hhﬁ
W % ﬂ\ \ HILHIANOD' ’
ar’sv
Ned ﬁ ‘ =
; HOSS3IDOYLONIIN TOUINGD 43MOd : 1*\
AHOWANW B LINOHLD
3LV IOA~NON . Aldd NS 43mM0d
TivdL LanY 8 \
M2070 INIL TV3Y
R o
o IDVAHILNT
iy d¥3av3y A -
ADVAYILNI A —1 374U NG IONM
H$3av3ayd | ﬁ - HOLIMS e [ )
T

/

92

—{
©

o

2



WO 2005/086832 PCT/US2005/007657
9/9
34 35
/ J -
It 1y 4
26T~ . e _ “_<
‘ N
16,18,2622 l
!
!

B S UUC——

|



	Abstract
	Bibliographic
	Description
	Claims
	Drawings

