
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2008/0175566A1 

KHEDOUR et al. (43) Pub. Date: 

US 2008O175566A1 

Jul. 24, 2008 

(54) AUDIO VISUAL PLAYERAPPARATUS AND 

(75) 

(73) 

(21) 

SYSTEMAND METHOD OF CONTENT 
DISTRIBUTION USING THE SAME 

Inventors: Robert KHEDOURI, Roslyn, NY 
(US); Jonathan Axelrod, New 
York, NY (US); Harold Price, 
Bethel Park, PA (US); John 
Becker, Chadds Ford, PA (US); 
Mark Edinger, Perkasie, PA (US); 
Douglas R. Kraul, New York, NY 
(US) 

Correspondence Address: 
GOTTLEBRACKMAN & RESMAN PC 
270 MADISONAVENUE, 8TH FLOOR 
NEW YORK, NY 10016-0601 

Assignee: Music Gremlin, Inc. 

Appl. No.: 11/964, 182 

PODCAST 
SERVER/ 
EXTERNAL 
CONTENT 
PROVIDER 

USER-A 
DEVICE 1 

SERVER 

(22) 

(60) 

(60) 

(51) 

(52) 
(57) 

Filed: Dec. 26, 2007 
Related U.S. Application Data 

Division of application No. 1 1/780,535, filed on Jul. 
20, 2007, which is a continuation-in-part of applica 
tion No. 10/953.746, filed on Sep. 29, 2004. 
Provisional application No. 60/807,840, filed on Jul. 
20, 2006, provisional application No. 60/943,675, 
filed on Jun. 13, 2007. 

Publication Classification 

Int. C. 
H04N 7/26 (2006.01) 
U.S. Cl. ................................. 386/124; 386/E05.001 

ABSTRACT 

A system is presented providing content to a plurality of 
handheld devices (including musical selections). The devices 
can access a server over the Internet via a WIFI or other 
similar wireless interconnection and can download Songs 
requested by a user from the server or from other users using, 
e.g., a P2P protocol. All downloads are governed by appli 
cable DRM rules. Content and playlists may also be pushed 
by a server from other sources and means including, e.g., 
podcasting, based on predetermined rules, favorite prefer 
ences of users, and other criteria. 
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AUDIO VISUAL PLAYERAPPARATUS AND 
SYSTEMAND METHOD OF CONTENT 
DISTRIBUTION USING THE SAME 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims priority to provisional appli 
cation Ser. No. 60/807,840 filed Jul. 20, 2006, and 60/943,675 
filed Jun. 13, 2007 and is a continuation-in-part application of 
application Ser. No. 10/953,746 filed Sep. 29, 2004, all incor 
porated herein by reference. 

BACKGROUND OF THE INVENTION 

0002 a. Field of Invention 
0003. The present invention relates to the field of digital 
audio and video player devices that are preferably portable 
and receive content either from a secure Subscription-based, 
“a-la-carte' content delivery service, or from other partici 
pant devices, and more particularly to a portable player appa 
ratus that is in wireless communications with an Internet 
based file server and/or to a peer player apparatus. The present 
invention also relates to a system and method for delivery and 
management of Such content to Such devices, and improve 
ments thereto. 
0004 b. Description of the Prior Art 
0005. The development of compressed digital audio and 
video formats, such as the Motion Picture Experts Group 
Layer 3 (MP3) audio compression standard, MPEG-21, 
Advanced Audio Coding (AAC), Adaptive Transform Acous 
tic Coding (ATRAC), Windows Media Audio (WMA), Free 
Lossless Audio Codec (FLAC), Ogg-Vorbis and others 
enabled the growth in popularity of recording, storing, trans 
ferring, and playing back digital audio and video data on 
computers, including personal desktop and laptop computers. 
In particular, compressed digital audio and video formats 
enabled more efficient storage and transmission of high-qual 
ity audio and video content by reducing the amount of digital 
data that needed to be stored and transmitted, resulting in data 
files that could be smaller than /10th of the original uncom 
pressed digital file without unacceptably degrading the qual 
ity of the output. However, due to computational require 
ments, consumers were generally only able to access and use 
compressed and uncompressed digital audio and video on 
their personal laptop and desktop computers (except for con 
ventional commercially-sold pre-recorded CDs and DVDs, 
which were playable on standard players connected to home 
stereos and the like). This severely limited portable use and 
access to such digital audio and video content in that it 
required the user to be present at or near his or her computer 
to see and/or hear the playback, which typically could only be 
through speakers and/or a screen internal to or connected to 
the computer and not easily transported in digital format to 
more favorable listening environments, such as the user's car. 
0006 More recently, relatively low-cost, lightweight, 
compact, portable digital media players (DMPs) have been 
developed, e.g., Thomson/RCA's various Lyra-branded prod 
ucts, Apple's iPod products, and Creative Lab’s Zen line of 
portable MP3 player products. These portable devices enable 
consumers to transfer compressed digital audio and/or video 
files stored on their computers to the portable devices through 
the use of associated computer-based software via an external 
connection, such as a USB or “FireWire” cable, and to play 
the corresponding media on-demand through their DMPs 
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while not in proximity to their computer. Users most com 
monly accessed the audio on the device by connecting head 
phones via a standard jack on the device, although it was also 
possible to connect a line-out cable to other audio output or 
recording devices, such as a microphone or line-input of a 
standard home stereo system. 
0007 Such DMPs originally tended to rely on the use of 
flash memory, Such as compact flash or secure digital, for the 
storage of audio content, and were capable of holding a maxi 
mum of approximately 0.5 to 1 gigabyte of memory (and 
more recently 2, 4, 6 and 8 GB). So-called “portable juke 
boxes” have also been introduced that can hold an estimated 
10,000 songs or more of musical entertainment by including 
a miniature hard disk recorder in the housing of the device, 
which can have 40 gigabytes or more of capacity. Portable 
Video players with even greater hard disk capacity have also 
been developed. 
0008. In general, conventional DMPs are capable of 
allowing their users to (1) transfer compressed media files 
from a computer to the device through the use of associated 
transfer management software installed on the computer and 
a physical connection to the computer, Such as a USB cable; 
(2) store such compressed media files in non-destructive 
memory; (3) decode for playback any of a variety of com 
pression algorithms; (4) convert a compressed or uncom 
pressed digital file to an analog format, potentially also pro 
cessing the signal to enhance the resulting Sound and images; 
(5) process and amplify the resulting analog signal; and (6) 
produce high-fidelity sound and video for the user, which may 
be played, paused, fast-forwarded, rewound, skipped or 
replayed instantly and on-demand. Also, typically in the case 
of audio DMPs (e.g., the iPod “Nano'), the devices feature a 
relatively small digital display window that provides infor 
mation regarding the audio content stored on the device. Such 
as the title and artist, and enables viewing (and in some cases 
modifying) the sequence of the audio tracks that are currently 
stored on the device. 

0009 Disadvantageously, however, data transfer and 
advanced sorting and sequencing of selections are difficult or 
impossible for a user to accomplish unless the DMP is con 
nected to the computer, which does not allow the user to 
obtain new content or to make other desirable modifications 
to the content stored on the DMP, such as easily modifying the 
sequence of the content selections stored on the device while 
the player device is not connected to the computer. Further, in 
the case of audio, these players typically do not enable a 
non-technical user to create and manage custom playlists' 
(i.e., fixed song sequences). Such that a user can easily 
develop and use a variety of personalized playlists for use at 
different times. Also disadvantageously, the display and user 
interface on these audio devices is typically limited in size, 
involves the use of multi-functional buttons which are com 
plex for many users and is not touch-sensitive, thereby pre 
venting non-expert users from easily viewing and modifying 
the listing and sequence of audio tracks stored on the DMP. 
0010. A further disadvantage of the prior art is that users 
are typically required to select content selections one-by-one 
and then to add them to the device. This requirement creates 
an inconvenience for the user since typically the user may 
prefer variety in programming and in many cases may not 
want to create a selection-by-selection sequence of entertain 
ment, especially in the case of music. Programmed entertain 
ment of this sort is currently available to consumers through 
traditional broadcast media and through other means that 
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generally require the use of a device connected to a wired 
input, Such as Internet-based streaming, accessible through 
laptop and desktop computers (and certain specialized wired 
devices, such as the Streamium audio device made by Royal 
Philips Electronics, or Sonos digital audio products), and 
digital cable television and radio services, accessible through 
cable-connected television sets. More recently, subscription 
based commercial satellite broadcast services have been 
introduced, such as DirecTV for television and Sirius and XM 
for radio, which enable consumers to receive broadcast pro 
gramming by selecting among available stations. 
0011. However, in all cases involving terrestrial and satel 

lite broadcasts, the user does not have true on-demand access 
to a large library (e.g., 2 or 3 million items) of content, along 
with full transport control over pausing, skipping, repeating, 
fast-forwarding, rewinding and deleting content. Also, nei 
ther terrestrial and satellite broadcasts, nor Internet-based 
media services, allow the user to call up and access specific 
new selections on-demand on a portable device that does not 
have full PC functionality (e.g., a laptop) and is not connected 
to an Internet connection. Accordingly, for the convenience of 
receiving programming with existing DMPs, the user is 
required to cede control over delivered content for conve 
nience, or will be required to choose to cede convenience for 
control. Further, in the case of radio-linked audio player 
devices, player device reception is typically limited due to 
physical terrain and geographic features, which can distort 
radio signals that in all cases need to be continuously present 
and stable during the audio output to provide the user with a 
satisfactory entertainment experience. Further, of the forms 
of media services (e.g., TV and radio) available, only Inter 
net-based streaming and digital cable, each of which require 
the user to use a stationary wired-device for access (e.g., 
television set and digital cable decoding box), and satellite 
broadcasts, which do not permit on-demand access or control 
by the user, provide digital-quality output, which may be a 
benefit required by users. The foregoing is partially mitigated 
by the development of consumer devices that permit digital 
recording of broadcast content by the end user. However, 
these devices generally have certain limitations: (1) The 
devices can store the digital content locally only when it is 
broadcast, requiring the user to wait for the broadcast to 
occur, and offering no opportunity for the user to access a 
missed broadcast. (2) In the case of music in particular, copy 
right and related laws limit the ability of these devices that 
receive broadcasts to be legally manufactured and marketed 
to consumers without explicit content owner approval, if such 
devices enable the user to exerta significant amount of control 
over the content playback and management, such as the abil 
ity to rewind or repeata recording of broadcast satellite radio, 
or enable users to predict with certainty that particular copy 
righted music will be broadcast at a particular time to enable 
the user to capture a digital recording. 
0012. A further disadvantage of the prior art is that a 
security method is not provided for content owners to enable 
distribution of content to users, management of the content 
and deletion/expiration of their content on a Subscription 
basis using only a standalone DMP that is not reliant on the 
use of associated desktop or laptop computer Software, while 
still maintaining royalty records and rights, especially against 
secondary party transfers. Content owners and users would 
also benefit from a way content can be shared laterally across 
peer-to-peer device transfers to other users of both the per 
Sonal playlists and the media data content that may be stored 
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in the player device in a way that is secure and that permits 
only authorized sharing activities. It can be appreciated by 
one having ordinary skill in the art that the terms “audio', 
“video, “media', and words of similar import may be used 
interchangeably throughout this document to describe the 
relevant content, since methods of digital video content com 
pression, storage, transfer, playback and control can be 
accomplished by using very similar methods and technolo 
gies and are similarly well-known by those skilled in the art. 
Note that “content, as used in this document, shall accord 
ingly mean any audio or video recording that a user may seek 
to access, and also shall include any other file type capable of 
being interpreted by a user, such as a written document stored 
in digital form or a digitally stored and compressed photo 
graph, which may be similarly transferred, shared and used. 
0013 An apparatus and system that solves many of the 
problems associated with the prior art has been previously 
filed as application Ser. No. 10/953,746 incorporated herein 
by reference. The present invention addresses additional 
issues and improvements to the previously described system. 

SUMMARY OF THE DEVICE DISCLOSED IN 
THE PARENT APPLICATION 

0014) A preferred embodiment of the device disclosed in 
the 746 application consists of a portable wireless audio 
and/or video player apparatus having one or more of the 
following elements: a peer-to-peer audio and/or video data 
transfer module to allow communications with another wire 
less audio and/or video player apparatus: a wireless commu 
nication link to an Internet-connected base, a communication 
Software module for requesting one or more audio and/or 
video data files from an Internet-based database server via the 
Internet-connected base station; a first security means for 
enabling the downloading and storage of the requested files; 
a second security means for the management and playing of 
the stored files; and one or more software modules for inter 
facing with a user to effect the foregoing features using an 
easy-to-understand interface. More specifically, the player 
apparatus is able to function as a standalone device to gener 
ate, searchand obtain new audio and/or video digital data files 
(containing content and associated metadata (as defined 
below)) wirelessly over the Internet, without the need to use 
an intervening device. Such as a desktop or laptop computer 
that temporarily stores the content data files to be transferred 
to the portable device, or software that runs on a laptop or 
desktop computer to manage the transfer and arrangement of 
content on the portable device. This feature enables a non 
technical user to access and use digital audio and/or video 
content without knowledge of how to operate a computer. 
Further, to overcome the limitations of the display interface of 
the prior art, the user interface Software according to embodi 
ments of the present invention is designed to enable more 
complex user functions and data organization, and to display 
these simply and clearly. Such user interface software permits 
the device to reasonably and comfortably function for the user 
as a standalone device while permitting the user to search for 
new content, manage and modify large Volumes of content, 
and share content across a large number of potential users 
who may be listed by user ID or name. Moreover, the device 
obtains files from a server or laterally from another device 
without using a browser-type application. 
0015. It is also a feature of the embodiments of the previ 
ous device to provide the user with a flexible programming 
capability both as to time and selection for the playing of the 
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individual audio and/or video files or groups of files. This 
includes allowing a user to select and play individual content 
selections from a broad content library stored in a network 
on-demand, and alternatively to request that hours of continu 
ous programmed content be playable on demand, which pro 
gramming will be updated on a periodic basis (e.g., daily), 
without limiting the user's ability to start, stop, rewind or 
fast-forward through the program. 
0016. It is also a feature of the embodiments of the previ 
ous device to provide a means for exporting the data content 
to one or more of a plurality of output devices, including 
headphones or a home or car Stereo, or another storage and/or 
playback apparatus such as a desktop or laptop computer. 
Such export may be via either a wired or a wireless commu 
nications link. 

0017. It is a feature of the embodiments of the previous 
device to provide a portable player apparatus that is not 
dependent on favorable physical terrain and geographic fea 
tures that are typically associated with wireless communica 
tions devices. This is mainly accomplished by the pre-storing 
of desired audio and/or video data and metadata content while 
in the presence of a communications uplink for accessing/ 
playing at a later time, at which time a continuous wireless 
connection is not required for navigating the metadata data 
base or for a satisfactory output of the stored audio and/or 
Video content. 

0018. It is a feature of the embodiments of the previous 
device to provide a secure method for content owners to 
enable distribution of their audio and/or video content to 
mass-market consumers on a Subscription basis. 
0019. In a preferred embodiment according to the previ 
ous device, a media distribution system preferably consists of 
a broadband network system for wirelessly distributing digi 
tal media files to multiple standalone portable digital media 
player devices in which the devices are: (1) optimized for 
searching for, receiving and playing audio and/or video files, 
authorized obtainment from a network or peer device, man 
agement and search of metadata and media content (even 
while no network or Internet connection is present), autho 
rized playback and authorized transfer (such as to a peer 
device or digital computer) of digital audio and/or video files 
by a user; (2) capable of wirelessly transmitting and receiving 
audio and/or video data files at “broadband' speeds via con 
ventional broadband protocols, such as that promulgated in 
the 802.11x standards, both to and from a network which 
preferably includes Internet connectivity; and (3) able to 
communicate with an application service in order to request 
and download encrypted audio and/or video content and asso 
ciated metadata. Each portable player device preferably 
includes at least a first security means that disables playback 
and transfer of media files, or that selectively enables such 
playback and transfer when a Subscription service is acti 
vated. The media distribution system preferably includes one 
or more Internet-based database servers wherein are stored 
digital audio and/or video data content in compressed or 
uncompressed form and associated metadata (i.e., descriptive 
or associative data concerning the content in the case of 
audio, this may include Such items as length of track, name of 
artist, name of Song, name of album, encoding format and bit 
rate), an Internet application server interface that communi 
cates individually with each portable device via a secure 
certification/authentication link, an upload manager that 
ensures the secure and efficient delivery of data content files 
to each of the portable devices, and the communications 
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network, thereby allowing the user to request, download, and 
store individual titles, groups of titles, and/or preprogrammed 
entertainment that fit particular criteria (Such as genre or 
purpose (e.g., work-out, dancing)) on a periodic basis. 
0020. The audio and/or video content may be distributed 
to the portable player devices in encrypted form, capable of 
being played only when decrypted with a particular private 
digital decryption key. The portable player device (or appa 
ratus) is preferably constructed with an internal clock that is 
not settable or re-settable by the user (which is a necessary 
part of preventing a user from avoiding the expiration and 
disablement of content for time-based subscriptions), but 
rather can only be digitally set by establishing a secure and 
authenticated connection to a secure Subscriber network that 
provides it with accurate time and date information. The 
portable player device preferably also includes a monitoring 
module that records the time and date each time a content 
selection is played or transferred by the device. The monitor 
ing module also preferably includes a reporting module for 
transferring the monitoring results to the network (e.g., via 
the device's upload manager) when connection is made 
between the portable player device and the network for any 
reason. The portable player device further preferably contains 
Software (Supported by secure hardware configuration) which 
enforces conditional access to the decryption key by the play 
back mechanism, which conditions are preferably set by, and 
updateable by, the server-side operator and might include 
ensuring a user is a current and valid Subscriber to a content 
service, or a play count limit has not been exceeded (other 
example conditions enforced by mechanisms on the player 
device might include detecting whether the DRM or security 
mechanisms have been tampered with). 
0021. In a second embodiment of the previous device, a 
portable peer-to-peer wireless communication player device 
for transferring audio and/or video and related files to and 
from a second portable peer-to-peer wireless communication 
player device, the portable peer-to-peer wireless communi 
cation player device preferably comprises: a wireless trans 
ceiver unit for wirelessly communicating with external 
devices (such as peer devices and digital computers); an audio 
output unit for playinq audio files; a visual output unit for 
displaying video and/or displaying user interface information 
(e.g., LCD screen or other existing or hereafter created output 
technology, which, in the case of user interface information, 
may also be replaced (as is familiar to those experienced in the 
art) with a menu-driven audio output means); a controlling 
computing unit having a user input interface and a micropro 
cessor, a digital storage means for storing digital data; and an 
included software method for operating the device, wherein 
the digital data preferably includes audio and/or video data 
content and playlists. Further, the audio output unit preferably 
includes one or more from the group consisting of speakers 
and headphones, and the user input unit may consist of one or 
more from the group consisting of buttons, keys, joysticks, 
toggles, Switches, keyboards, touch-pads and touch-sensitive 
screen locations, which may include infrared, resistive, 
inductive and capacitive sensing means. The Software may 
include one or more of the following modules: a communi 
cations module; a processing module; a security module; a 
user interface module; a resident database management mod 
ule; a storage and retrieval module; and a play module. 
0022. The user input interface of the second embodiment 
preferably includes a set of interactive screens displayed on 
the video output device, further including: the steps required 
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for selection of one or more titles in response to screen display 
pages in order to generate a content request list for transmit 
ting to the audio and/or video content distribution center 
upload manager and database. The security module prefer 
ably includes means for interaction with upstream base sta 
tion to enable the operation of the portable peer-to-peer wire 
less communication player device; interaction with at least 
one second portable peer-to-peer wireless communication 
player device; and expiration of audio and video content files 
according to a set of Subscription and usage rules that may be 
modified through programmed changes at the network/server 
level. Such rules may include, for example, prohibition on 
playing any Subscription-based content resident on the por 
table device unless the network has authenticated and vali 
dated the subscription on the device within the past 30 days. 
0023. In a third embodiment, a portable peer-to-peer wire 
less communication player device for generating and wire 
lessly transmitting a playlist to local base station having an 
Internet connection to an Internet-based database server, and 
receiving an associated plurality of audio and/or video data 
content files, preferably comprises: a portable peer-to-peer 
wireless communication player device as in the second 
embodiment communicatively coupled to an Internet-based 
database server via a local wireless base station. In the third 
embodiment, the wireless communications are preferably 
accomplished using a WiFi protocol. The Internet-based data 
base server: distributes stored audio and/or video content files 
in response to playlist transmission request after first verify 
ing that the requesting device has an authorized subscription; 
sends re-enabling messages to the requesting device to reseta 
local security module to generate a first enabling action; 
sends disabling messages to the requesting device to cause the 
local security module to generate a disabling action if the 
device does not have an authorized subscription. 
0024. In a fourth embodiment, a secure subscription-pro 
tected communications system for distributing audio and/or 
Video data content to a portable peer-to-peer wireless com 
munication player device, preferably comprises: 1) a portable 
peer-to-peer wireless communication player device that gen 
erates a content request list via an interactive user interface or 
by automatically determining a list of one or more selections 
the user desires but which are not currently stored on the 
device (e.g., based on a preferred sequence of songs or videos 
the user has compiled (a “playlist'), only some of which are 
currently stored on the portable device); transmits the content 
request list to a local base station; receives and stores associ 
ated audio and/or video files transmitted from the local base 
station; transmits to and receives from, on-demand or in an 
automated fashion, content files from other peer-to-peer 
devices; displays a list of available content on the device to its 
user, as well as to other users who establish a wireless con 
nection with the device; displays a list of possible content 
choices, even if not resident on the device, to the user; enables 
management of a large quantity of digital content, including 
the development and modification of custom playlists; plays 
audio and/or video files in response to user selection, if the 
Subscription is valid; and disables content rendering if the 
subscription is invalid, such that the user is notable to play the 
content on the device; 2) the local base station receiver that 
receives the content request from the peer-to-peer portable 
wireless communication player device; and transmits the 
received request to an Internet-based database server via the 
Internet communication link; 3) the Internet-based database 
server that: Stores and manages a plurality of audio and/or 
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Video files that are accessible by inputting associated titles or 
file IDs; tracks Subscription information (e.g., such as access 
rights and expiration timing) for a plurality of portable peer 
to-peer wireless communication player devices; tracks artist 
proprietary material and rights; tracks usage of proprietary 
material on each one of the portable peer-to-peer wireless 
communication devices; receives the content request list from 
the local base station via an Internet communications connec 
tion; retrieves selected audio and/or video files indicated by 
the received playlist; transmits the selected audio and/or 
video files to the local base station for re-transmission to the 
portable peer-to-peer wireless communication player device; 
and 4) a local base station transmitter that receives transmit 
ted audio and/or video files from an upstream database server 
via the Internet communication link and re-transmits the 
received audio and video files to the requesting portable peer 
to-peer wireless communication player device. 
0025. In a fifth embodiment, a secure subscription-pro 
tected media distribution system for distributing audio and/or 
Video content files to a portable peer-to-peer wireless com 
munication player device in response to a received playlist, 
preferably comprises: 1) a peer-to-peer wireless communica 
tion device that: generates a user content request list via an 
interactive user interface (orin an automated fashion based on 
user preferences that the user pre-selects, and/or a predeter 
mined set of rules or other criteria); transmits the generated 
request list to a local base station; receives and stores associ 
ated audio and/or video files transmitted from the local base 
station; plays audio and/or video files in response to user 
selection, if subscription is valid; and disables and/or 
expunges content if the Subscription is invalid; 2) the local 
base station receiver that receives requests from the portable 
peer-to-peer wireless communication player device and 
transmits the received requests to a database server via the 
Internet communication link; 3) the database server that: 
stores and manages a plurality of audio and/or video files that 
are accessible by inputting associated titles or file IDs; tracks 
subscription information for a plurality of portable peer-to 
peer wireless communication player devices; tracks artist 
proprietary material and rights; tracks usage of proprietary 
material on each one of the plurality of portable peer-to-peer 
wireless communication devices; receives the content request 
list from the local base station via an Internet communica 
tions connection; retrieves selected audio and/or video files 
indicated by the received playlist; and transmits the selected 
audio and/or video files to the local base station for re-trans 
mission to the portable peer-to-peer wireless communication 
player device; and 4) a local base station transmitter that 
receives transmitted audio and video files from upstream 
database server via the Internet communication link and re 
transmits the received audio and/or video files to the request 
ing portable peer-to-peer wireless communication player 
device. 

0026. In a sixth embodiment, a wireless communications 
system for selecting, downloading and playing audio and/or 
Video data content using a wireless protocol which, in the 
present embodiment may be based upon the 802.1X (or simi 
lar) standards and related technologies (referred to herein, 
along with other wireless technologies now existing or here 
after developed (such as Wi-MAX) which may be substituted, 
as “WiFi), preferably comprises: a subscription-based data 
base server further including: a first Internet connection; a 
plurality of audio and/or video data content files; and a trans 
lation and retrieval means for defining and downloading a 
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unique one of the audio and/or video data content files in 
response to an inputted title or file ID selection request. The 
wireless communications system also preferably includes: a 
local WiFi base station, which has a second Internet connec 
tion in communication with the first Internet connection; and 
a portable wireless communication Subscription-capable 
player device, which further includes: a selection means for 
generating at least one title or file ID selection request; and a 
WiFi transmission means for transmitting the first title selec 
tion request to the local base station and thence to the database 
server; a WiFi receiving means for receiving the audio and/or 
Video data content file downloaded in response to the trans 
mitted title selection request; and a playing means for playing 
the downloaded audio and/or video data content file. 
0027. The portable wireless communication subscription 
capable player device of the sixth embodiment preferably 
further includes a security unit for controlling the operation of 
the unit in responsiveness to at least one Subscription status 
indicator. The selection means of the portable wireless com 
munication Subscriber player device may further include a 
display unit and a user input means, which may further 
include Such input devices as a button, a touch-pad location 
on the display unit, a joystick, a toggle, a key, a keyboard or a 
Voice recognition input means. 
0028. The portable wireless communication subscriber 
player device of the sixth embodiment preferably further 
includes a communication means for wirelessly connecting 
with a second portable wireless communication Subscription 
capable player device for the purpose of transferring data 
between the two devices using the WiFi protocol. The por 
table Subscriber wireless communication Subscription-ca 
pable player device preferably includes means for selecting, 
downloading and playing audio and/or video data content (or, 
per the definition of “content herein, any other data files) 
using a WiFi protocol, comprising: a selection means for 
selecting at least one from a displayed list of audio and/or 
Video titles and generating at least a first title selection 
request; and a WiFi transmission means for transmitting the 
first title selection request to a local base station and thence to 
a database server; a WiFi receiving means for receiving the 
audio and/or video data content file downloaded in response 
to the transmitted title selection request; and a playing means 
for playing the downloaded audio and/or video data content 
file. The portable wireless communication Subscription-ca 
pable player device of the sixth embodiment preferably fur 
ther includes a security unit for controlling the operation of 
the unit in response to at least one Subscription status indica 
tOr. 

DESCRIPTION OF THE DRAWINGS 

0029 FIG. 1 shows a block diagram of a system with 
several devices owned or accessible to one or more users, with 
each user being able to set characteristics and other data 
associated with the devices; 
0030 FIG. 1A shows examples of remote editing of a 
playlist; 
0031 FIG. 1B shows a block diagram of a system imple 
menting some advanced peer-to-peer features; 
0032 FIG. 1C shows a block diagram for the device 10 
adapted to process catalog lists; 
0033 FIG. 1D shows a flow chart illustrating DRM 
license prefetching process; 
0034 FIG. 1E shows a flow chart of users receiving rec 
ommended lists of musical selections; 
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0035 FIG. 1F shows a combined flow chart and block 
diagram of an example of a P2P file sharing protocol across 
wireless portable devices; 
0036 FIG. 1G shows a flow chart of audio file transmis 
sions between buddies; 
0037 FIG. 1H shows a scheme for adding a song to a 
playlist; 
0038 
playlist; 
0039 FIG. 1J shows a flow chart for downloading a song 
to a device through a telephone; 
0040 FIG. 1K shows a block diagram for accessing con 
tent through dialup; 
0041 FIG. 2 shows a flow chart for downloading content 
on a portable device sequentially from several Sources; 
0042 FIG. 3 illustrates a system in which new content 
listings are provided to an intermediary server system, com 
piled (and optionally compressed) into a format that is com 
patible with an end-user mobile device; 
0043 FIG. 3A shows a block diagram for accessing con 
tent through cellular phones; 
0044 FIG. 4 illustrates a system with security means 
employed between an end-user device and an intermediary 
server system in which the intermediary server system 
handles a request for content that involves one or more secu 
rity means (such as DRM) for the device, insulating the 
device from changes to the security protocol over time and 
other problems that may arise; 
004.5 FIG. 5 illustrates a user sets preferences on a PC (or 
on a mobile device) and have the server generate playlists/ 
content which automatically get sent to the end user device. 

FIG. 1I shows a flow chart for adding a song to a 

DETAILED DESCRIPTION OF THE INVENTION 

004.6 Feature 1 Profile Selection Remote from the Por 
table Device 
0047. In the original system described in the parent appli 
cation, the emphasis was on the portable device. The portable 
device was set up to allow a user to make all the changes in the 
user profile itself. However, in Some instances, a user may 
prefer to make changes in his profile from a desktop or laptop 
computer because these latter devices have bigger screens 
and, generally, more full-functional interfaces. A system per 
forming this function is shown in FIG. 1. 
0048. In FIG. 1, a system 100 is shown in which a user 
owns, operates or has access to several different devices, two 
such devices labeled 10 and 12 being shown in the Figure. 
Each of the devices has access to a content server 14 over the 
Internet 16, using a wired or a wireless connection (e.g. WIFI) 
and with or without a browser. Through each device, the user 
can access his account on the server 14, using a user name, 
password, etc. Once he gains access to his account, the user 
can then make various changes. Such as his address, telephone 
number, preferred credit card, etc. Moreover, the user can also 
make changes to his profile, including the genre of music he 
likes to hear, or can modify his lists of songs. In addition, the 
user can also modify various settings for any of the devices 
associated with his account. 
0049. For example, device 10 may be a desktop PC and 
device 12 may be a portable music player. The user can access 
the server from either device, as discussed, or change the 
personal information, profile information, etc. He can also 
check or change various settings on the portable music player 
from the desktop. For example, the player may have a privacy 
setting that stops other devices from accessing and download 
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ing selections from the player. This privacy setting can be 
enabled remotely from the PC. 
0050 All the changes made by the user are entered on the 
user's account by the content server 14 and stored in an 
account memory or database 18. This process is preferably 
implemented using an Internet web-based thin client. The 
next time the user accesses his account using the portable 
player 12, the player automatically downloads the new set 
tings, including the privacy setting, as well as other informa 
tion relevant to its operation. 
0051 Feature 2 Remote Editing of a Portable Device 
Options 
0052 Another feature of the present invention is that, 
using for example, the system 100 of FIG. 1, the user can use 
on a device, such as device 10 to edit information on device 
12. For this purpose, various lists and other data, Such as 
addresses, telephone numbers, lists of songs that the user has 
downloaded and their arrangement, are all stored in the 
account memory or database. Other information and actual 
content is stored in this manner as well, including musical 
selections, such as songs, multimedia content files, e-mails, 
pictures, and so on. 
0053 While device 10 may be in contact with the content 
server 14 at all times, device 12 need not be. Once the user 
gains access to the server 10, he can make the changes to both 
the various lists as well as the files containing content as well. 
For, the user can change these lists, by arranging them, adding 
or deleting items from the lists, etc. Similarly, the user can 
rearrange the content in memory 18, or even delete the same 
as desired. 
0054 Contact between each device, therefore, could be 
established continuously, sporadically, when WiFi service is 
available, at regularly scheduled time, or when requested by 
the user. The next time, the user accesses the content server 14 
with any of his devices, the information in the respective 
device is updated using a sync operation similar to the ones 
used in PDAs. This process can also occur automatically or 
when requested by the user. If the updating or sync occurs 
automatically, the user has the option of disabling it. This 
process can also allow users to send information (including 
text, audio, video, and other media) to other users. For 
example, one of user A's devices 10 can send information to 
user B's device 12, if desired. FIG. 1A shows a block diagram 
of a system for implementing these features. In FIG. 1A, the 
user can log into his account in step 502 and then modify his 
playlist in step 504, which is then stored on the server in the 
database in step 506. In step 508, the user's device later 
contacts the server. If any changes have been made (step 510), 
the updated playlist information is sent to the device in step 
512. If not, the user can proceed with other device functions 
in step 514. 
0.055 Features 3 and 4—Automatic Content Distribution 
and Podcasting 
0056. The present invention further provides a system for 
automatically distributing new content directly to end-user 
devices. Through the user interface of a portable or other 
device, a user indicates preferences for particular “Grem 
listsTM, or “podcasts.” or otherwise indicates preferences for 
other similar “push content from the server via a user inter 
face (collectively referred to herein as “podcast'), which may 
be presented to the user by content server 14. Each such 
podcast may include the latest edition of an audiovisual pro 
gram and any previous editions that the publisher may desire 
to make available (e.g., it may be a playlist of separate audio 

Jul. 24, 2008 

visual programs). The user of a device of system 100 may sign 
up to one or more podcasts. The contents from the podcasts 
are then made available to devices 10 and 12 from digitized 
media files stored on content server 14 (which may be internal 
or external to the service provider) whenever the respective 
device contacts the server for an update and/or when the 
content server 14 sends a message the devices that new con 
tent is available for downloading. 
0057 This may be implemented in multiple ways. First, 
the user can be given access to a selection of podcasts either 
via the portable wireless device 10 interface or via any other 
device 12, such as a PC with a browser. The user can select a 
podcast for his/her account by entering (or browsing) a URL 
manually or by searching or browsing an aggregation of avail 
able podcasts stored on the server 14 (which may be updated 
by the provider or by users from time to time) this listing 
may be compiled by a server which aggregates available 
podcast content by periodically polling podcast URLs 20 and 
compiling and organizing the metadata. The listing of pod 
casts may be presented or made searchable/browseable by 
traditional means on a browser-based device. However, pref 
erably, the list of available podcasts is also searchable and 
browseable (in addition to online live searches against a 
server) via an asynchronous catalog mechanism Such as the 
one detailed in application 746. This would allow a user to 
review metadata and select podcasts for his/her account with 
low latency, even if the device was not presently connected to 
the Internet. Regardless, in all cases, for each podcast the user 
is given access to basic metadata fields, which at minimum 
include a podcast title and a listing of editions, but may also 
include short and long descriptions, descriptive podcast edi 
tion titles, authorship, year of publication, etc. The user can 
indicate a preference to subscribe or unsubscribe (or down 
load any individual edition or group of editions) from any 
available interface. 

0058. In any event, through any of these available means 
the user indicates a preference for one or more such podcasts. 
The device itself then may remember these settings, such that 
it may directly download, for example, podcast content over 
Wi-Fi using a standard podcast protocol such as RSSXML or 
RDF XML and compatible software running on the device. 
(Preferably the system is designed so that the relatively large 
media files are always downloaded by user device 10 directly 
from the originating content server 20, and not proxied via an 
aggregator's server 14, which would cause inefficient band 
width consumption.) Alternatively, a proprietary or modified 
protocol could be used. Regardless, though, preferably the 
server 14 would record the podcasts to which a user is sub 
scribed in its account memory 18, Such that a user who lost a 
device could have these settings restored to a new device 
easily. Other benefits are also made available in particular, 
the user could make changes to his/her listing of desired 
podcasts and podcasts editions via any available access to the 
server 14 (e.g., a PC device 12 with a browser) for example, 
Subscribe to 3 new podcasts—and those changes would then 
be automatically reflected and sync'd to the user's main por 
table wireless device 10. Ultimately, in all cases, this affords 
the user of the portable wireless device to gain access to the 
latest published podcasts, which are conveniently and asyn 
chronously downloaded over a wireless link to the user's 
device, and the settings for which may be controlled from any 
available device with eventual access to the server 14. 

0059. The new content can but need not be DRM-pro 
tected. (If content is DRM-protected, the device would need 
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compatible DRM decrypting software and would need a 
means to provide an appropriate challenge to the DRM server, 
including any necessary account or user authentication infor 
mation.) A device (such as 10) can then be set to periodically 
connect to the server 14 during the times a network is avail 
able, and to automatically download new content from the 
subscribed podcasts, so they are available to the user without 
further user interaction. The new content can either overwrite 
the existing one or can be added to the earlier content and 
accumulated/appended, if desired. The user can be given the 
option to save any edition to a permanent collection (poten 
tially for a fee, enforced by secure device software and/or the 
DRM usage rights associated with encrypted content), or 
preferably to have automated memory-management Software 
delete old content as new content is downloaded and more 
space is required. 
0060 Advantageously, this feature is performed on a por 
table player and therefore the content can be obtained without 
a browser, and in an asynchronous manner not requiring an 
always-on connection that is bandwidth efficient (e.g., for a 
Wi-Fi or Wi-MAX device with on-the-go users). In particular, 
if RSSXML software is not available, a proprietary protocol, 
such as that used for “GremlistsTM push content download 
ing in the 746 application, could be used. Such a protocol 
would also have the benefit of insulating the device from 
changes to the RSS/RDF protocol over time used by the 
various providers, and to providing more security and control 
from a service aggregator's point of view. Additionally, the 
design of this system is greatly beneficial where the service 
provider and operator of the aggregating server 14 desire 
greater control and seek to provide a more managed and 
fault-free experience for their supported mobile users, which 
may be driven by business and/or user experience objectives. 
0061 
0062. As mentioned above, an advantage of the present 
system is that it has the ability to perform various peer-to-peer 
functionality on a WiFi device/mobile phone/etc., e.g., hot 
listing. Hotlisting may include a user creating a wish list of 
Songs. The server monitors the hotlist of each its users, and 
when one of the songs is published or becomes available from 
a source (e.g., potentially another user in the same commu 
nity), the server 14 obtains the song through normal channels 
and makes available to the respective device or devices, 
thereby fulfilling the wish list automatically. 
0063 Another aspect of the invention pertains to two 
devices provided with suitable means, such as wireless or 
other networks, connections, using advanced peer-to-peer 
protocols and functions. When the devices detect each other, 
they can exchange and share various data and content includ 
ing buddy lists, hotlists, playlists, etc. The devices can be 
portable wireless devices, PCs, etc. If one of the devices is a 
portable device with a WiFi chip, it can connect wirelessly to 
a network (“infrastructure mode)—for example, connecting 
to the Internet from a T-Mobile hotspot. It also can connect to 
other (i.e., one or more) devices directly using WiFi (“ad hoc 
mode). 
0064. For these purposes, software on the wireless device 
uses an algorithm for Scanning available connections, prefer 
ring one connection above the others (using predetermined 
criteria). For example, the device can first seek to connect to 
the Internet through a WiFi access point with the strongest 
signal strength (in infrastructure mode), and if that is unavail 
able to automatically connect to other devices directly, wire 
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lessly point-to-point (ad hoc mode). Other criteria may be 
used for selecting one device over others as well. 
0065. When connected to the Internet, the device (e.g., 
device 10) can show a list of other connected devices, either 
through a central server or through any of a variety of Internet 
peer-to-peer architectures. In either case, when the device 
connects to another device, the software can enable a number 
of automated features for the convenience of the user. For 
example, if the user is looking for a particular content file 
Such as a digital Song or movie—the device automatically 
scans all available connections and, if the particular content 
file is found on another device (either through the Internet or 
point-to-point), the desired content is obtained from the other 
device. Software on the target devices provides a list of avail 
able content on that device automatically when another 
device contacts it. 

0066. The device can also show additional information. It 
can also show information about the other users’ status. Such 
as, for example, showing on a wireless portable digital music 
player the current playing song on that player (which may 
optionally be developed so as to update in real time). The 
Software also enables devices to beam or otherwise exchange 
content and other information, including Songs, photos, vid 
eos, preferences, lists, text, etc., through the wireless connec 
tions (provided of course that these are allowed by the DRM 
rules of the respective content). Typically this feature is 
accomplished by sending a message to a target device and 
giving the target device the option to download content from 
the sender (or, alternatively, from a central source of the 
content, Such as a commercial digital content distribution 
service on the Internet). In an alternate embodiment, once a 
device knows what is on the other, the data can be exchanged 
either directly (if both devices are online simultaneously, or if 
the recipient is off, the sender can transmit the data to the 
content server 14. The server 14 then stores this information 
in a database until it can be transmitted to the recipient when 
the recipient comes online. (Note: “transmitting can occur in 
all cases via the recipient device “asking for and “pulling 
the desired content, in a client-server like fashion.) FIG. 1B 
shows a block diagram of a system for implementing these 
features. For this purpose, the user device 10 includes a con 
nection logic software module 606, a list of available content 
module 608 and wish list or hot list module 610. The server 14 
is associated with a database case of the various user wish 
lists, hot lists, etc (602 and a database of available content 604 
for performing the processes described above. 
0067. Feature 6—Organization of Available Content in a 
Catalog 
0068. As mentioned above, one of the features of the 
present invention pertains to the manipulation of various lists 
on the devices. One aspect of this feature is the organization 
of large lists (e.g., >50,000 items, or millions). Each list is 
arranged into multiple layers and Sub layers. For music, each 
layer identifies a group of songs, for example by the first word 
of the title. The successive sublayers then include all the 
Songs containing or starting off with said first word. If various 
editions of the same song are listed, then various types of 
metadata (using, e.g., the artist, the length of the Song, the date 
on which it was released, etc.) are then used to differentiate 
the songs with the same title. This feature is advantageous 
because it renders the list arranged in this manner to be easily 
searchable, even on the Small screen of a portable player. In 
particular, users can easily and meaningfully distinguish ver 
sions of the same song from one another on a small display 
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(e.g., when the identical song having the same title is released 
by the same artist on 2 different albums). 
0069. One new feature of the invention is the manner in 
which songs from a list are loaded. Initially, a list is created of 
the songs that are to be downloaded into the portable player. 
This list may consist of individual entries from the user or a 
completed list entered as a file by the user. The list can also be 
generated automatically based on the preferences of the user, 
or downloaded automatically from the server or other users. 
0070. Once a new list is downloaded into a player, or an 
existing list is updated, then the corresponding songs identi 
fied by the list are downloaded into the player. A flow chart 
implementing this concept is shown in FIG. 2. In step 100, a 
player acquires a channel to a server (or other devices) 
through a WiFi connection. In step 102 the player determines 
if it has a new or incomplete list of Songs that have not been 
loaded into the player yet. If it does not, then the player 
continues with other functions in step 104, including any of 
the functions described above. If there are songs to be down 
loaded, then in step 106 the first song to be downloaded is 
selected. In step 108 the ID of the song is transmitted to the 
server. (Alternatively, the system can be constructed Such that 
the server dictates the ID of the song(s) to be downloaded.) 
0071. In step 110 the process of downloading the selected 
Song is started. During the downloading process the channel 
to the server is monitored. If the channel is still opened, the 
process continues. If the channel is interrupted then in step 
112 the download process is halted and a marker is used to 
indicate what portion, or how much of the song has been 
successfully downloaded in step 114. In step 116, the player 
then looks for a new WiFi channel. When a channel is estab 
lished with a new (or the previous) server, the downloading of 
the song continues at the point indicated by the marker. 
0072. In the description provided above, it was assumed 
that the Song is being downloaded from a server through the 
Internet. Ofcourse, as discussed previously, the source for the 
Song may be another player. 
0073. The lists of songs for each player can be generated in 
a number of different ways. According to one feature of the 
invention, a recommended list is generated by the server, 
using various techniques, including using preferences of the 
user, monitoring the songs selected by the user, monitoring 
Songs selected by a group of users having similar profiles and 
interests, etc. 
0074. A person downloads (or collects on the server) a 
large number of Songs over a period of time. Because of this 
lag, the collection of Songs may include apparently duplicate 
entries. These entries may include actual duplicates, i.e., two 
or more exact copies of the same song, different versions of 
the same song (the versions differing by the orchestra and/or 
artists, instrumentation, etc.) or may be two different songs 
that merely share the same title but otherwise are completely 
different. Therefore, in the present invention, a catalog is 
created of all the songs in a collection, by title, artist, producer 
or by using other criteria. Songs with apparent duplicates are 
marked with a specific symbol. Such as an asterisk. For 
example, this additional information may include a listing of 
all the duplicates with an entry for each duplicate indicating 
the artistand album, and/or other information. Preferably, the 
generation of the catalog of song entries and the indexing of 
all the Songs used for generating the catalog is performed by 
the server. When a user selects a song with this symbol, a 
secondary window is presented with additional information 
that will enable the user to determine what kind of duplicate 
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is being stored. This process allows the user to select and play 
a selected Song quickly and easily even if duplicates are 
present. 
0075. The process of displaying a catalog of songs can be 
used to allow a user to make a selection quickly and easily 
while minimizing computational time, especially in the hand 
held device. 
0076. The songs available from a content provider are 
arranged in a master database. This master database can be 
searched using any criteria, Such as artist, title, album, genre, 
release date, and so on, using a known sorting program. Each 
sort requires the server to send a sorted list of IDs, reducing 
the required processing by the device to save on battery power 
and reduce latency. The server prepares the data in a way that 
other attributes can be quickly and easily shown to a user. For 
example, when an artist is found and albums are displayed, 
they are displayed in alphabetical order to make it easy to find 
a particular album. Albums that are most recently released by 
the artist are highlighted in bold or otherwise flagged for the 
user, so that the user can also quickly see the most relevant 
and current material. Other indicators can be sent in a similar 
manner, Such as data on "most popular releases. A block 
diagram of device 10 showing elements required for handling 
lists in a catalog is shown in FIG.1C. The elements are a logic 
database 704, a user interface 706, a master listing of tracks 
available 708, a sorted view of available tracks ('slice' files) 
710, a file of duplicate titles 712, and an index of the files 714. 
(0077. Feature 7 Handling New Lists 
0078. Once a recommended list is generated, the server 
presents this list to the user. The user has the option to down 
load the whole list or select and listen to any or all the Songs 
on the list. He can also receive only representative clips from 
the list. Of course, all the other rules for buying/playing/etc. 
songs are followed, including any DRM (Digital Rights Man 
agement) or other security rules. These rules may be require 
that the songs be copied only a predetermined number of 
times, during a predetermined time period, etc. If the user 
creates a playlist, or obtains a playlist from another source 
(e.g., another user's device or his computer), or some other 
way, and the playlist refers to songs that are not currently 
stored on the player, the player then automatically identifies 
those songs and searches through its wireless and wired con 
nections to either other devices and servers, direct point-to 
point or through a network. If the device finds a song that is on 
the playlist, it will download it (in parts if necessary) from the 
first (or, preferably, best—such as one or more sources offer 
ing faster speed) available source, and will alert the user when 
the download is complete. The device sends an inquiry to 
other devices, identifying itself through its unique user ID 
(validated in advance by a central server) and providing the 
list of track IDs it is searching for (alternatively, the device 
can provide and compare the Song name and/or other meta 
data to check for a match). The target device returns the list of 
available items it can provide, and then makes the file avail 
able for download by the other device. This can take place 
through a proprietary or open protocol, such as UPnP over 
WF. 

0079. In one embodiment of the invention, in addition to 
listening to various Songs, a user can elect to transmit or 
broadcast one or more selections to the devices of other users. 
This feature may be accomplished, of course, only if allowed 
by the DRM and other security means for the selections. 
Broadcasting is performed using standard streaming proto 
cols. 
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0080. Another feature of the present invention is the pre 
distribution of DRM licenses. The content server 14 has a 
listing of all the songs that a particular user orders or has 
ordered (or, preferably, is likely to order, based on behaviors 
and preferences) but not yet received. When it becomes evi 
dent that a song is about to become available, the server sends 
to each of the users the required DRM license. Therefore, 
once the Song is actually delivered to the users, the users can 
start listening to, and enjoy the songs without having to wait 
for a license, even if a central server is not present at the time. 
For a time-based subscription service that offers “all you can 
eat each license would be valid for the length of the renew 
ing period or shorter, and would be renewed accordingly only 
if the subscriber validly renewed the subscription. FIG. 1D 
shows a flow chart illustrating DRM license prefetching pro 
cess. In step 802, the server compiles a list of the content 
ordered by the user that has not been received or a list of 
preferences likely to be ordered by the user. The device then 
contacts the server in step 804 and then prefetches the DRM 
licenses but not the content in step 806. In step 808, the user 
can then play back the content by applying the prefetch 
license once the device obtains the content file from the P2P 
device in ad-hoc mode. 
0081 Feature 8 Connection to a Cellular Telephone 
Network 
0082 In one embodiment, a device constructed in accor 
dance with this invention and identified as 10A in FIG. 3A 
includes a wireless chip 10B such as GSM, CDMA, and/or 
TDMA (or broadband varieties, such as EDGE or EvDO) so 
that it can communicate with a common cellular network. In 
this embodiment, the primary purpose of the device can either 
be a phone (with a music/video add-on) or a digital audio/ 
Video player (with an optional phone add-on). 
I0083. More particularly, referring to FIG.3A, device 10A 
exchanges Voice signals and data with a cellphone base. The 
cellphone base 30 is connected by landlines to a POTS32 and 
through this connection provides standard Voice communica 
tion with other cellor land-based phones. In addition, the base 
30 is also connected to an Internet gateway 34 and provides 
Internet service (including e-mail, if desired) to device 10A. 
0084. In addition, the device 10A also includes an internal 
WiFi transceiver 10C through which the device 10A can 
communicate with the WiFi gateway 36. Thus, device 10A 
can access the Internet either through the Internet gateway 34 
and cell phone base 30, or through the WiFi gateway 36. 
0085. The system 100A is shown as including not only the 
network server 14 with its content memory 16, but also a 
master content database 38. Database 38 is used as a deposi 
tory for all the content available to the subscribers of system 
100A. 

I0086. The advantage of system 100A is that the device 
10A uses the optimal network for connectivity dependent on 
the business and performance goals. For example, to allow the 
user to perform searches for content that it is missing, the 
device 10A uses the cellular network through base 30 to 
contact the master content database 38. Since this is a fast but 
limited throughput connection, the search results are returned 
Substantially instantaneously. 
0087 However, if the user decides to order a typically 
large file, such as a video or audio file for download (e.g., as 
a result of the search), which are typically large files that 
consume a significant amount of bandwidth for delivery (es 
pecially when compared to a normal voice telephone call), the 
user can require that the device 10A only download the con 
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tent using a Wi-Fi network (as opposed to a 2G cellular 
network or even a 2/3G, 3G or 4G network like EDGE or 
EvDO, which may imply higher carriage charges), reducing 
the load on the cellular network for the operator while pro 
viding ubiquitous search access for the user—download 
access for the user would continue to require (or prefer) a 
Wi-Fi connection. Alternatively, the operator can offer the 
user the choice to download the content over a ubiquitous 
wireless network like EvDO instead of Wi-Fi, possibly for a 
premium price for the ubiquitous nature of the service when 
compared to Wi-Fi. In this later configuration, the device can 
continue to execute all communications via the Wi-Fi net 
work when a Wi-Fi connection is available, but just make use 
of the cellular networks when a Wi-Fi connection is unavail 
able. 

I0088 Feature 9 Sharing Playlists with Others 
I0089. A system can be arranged so that new playlists are 
made, and the device automatically downloads the new play 
lists and the associated content for the user automatically. The 
user can specify the playlists by name (e.g., Party Mix #1) or 
type? genre (e.g., Rock Playlist #3), by selecting from a list 
that is made available on the device interface. Playlists can be 
sent just once to the device, or the playlists can be newly 
programmed periodically and automatically be sent down to 
the device. The device can add the new playlists to the col 
lection on the device, so that alonger and longer list of content 
can be aggregated (which is preferably tied to memory 
reclaim logic, that deletes content automatically when a cer 
tain memory use threshold is exceeded for this type of con 
tent) or can simply replace the previous content. 
0090 The user can choose which of these playlists he 
would like via the device interface, as previously described. 
In addition, the list of available playlists can be made avail 
able on other devices, such as a PC using a browser to visit the 
user's account on an Internet site. The site can reflect the 
status of the playlist orders stored for the user's account. So 
for example a user can browse the list of available playlists, 
decide to add Party Mix #1 to his account, and then the device 
will download the playlist and content automatically (either 
one-time or periodically, to the user's preference). 
0091. Further, the playlists can be programmed and com 
mon across all users, or they can be customized to the tastes of 
the user, or a combination/hybrid approach. The tastes of the 
user can be captured in various ways—ranging from moni 
toring the user's downloading and playing behavior, to asking 
the user to state his genre or favorite artist preferences, to 
established and new collaborative filtering techniques, and 
other ways—and these tastes can then be used to generate a 
playlist of customized songs, relying on a database that asso 
ciates the user's tastes with particular content (e.g., through 
Bayesian statistical means given a large enough population of 
users, human intervention, or other means or combinations of 
means). The length of the customized playlist may be speci 
fied by the user. The periodicity of delivering the playlist to 
the user may be specified as well. The playlist may be down 
loaded and/or made available via streaming or download (in 
which case, preferably incorporating progressive playback 
capability, so users have instant playback access after the start 
of the download) through a variety of devices owned by the 
user, including the Wi-Fi portable device (where content 
downloads automatically to the device—as the device polls 
the back-end to check for new updates frequently) or any of 
the user's PCs. Digital rights management technology can 
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further be employed in connection with the content and the 
devices to ensure that the content in the playlists is respected 
accordingly. 
0092. Feature 10-Making Selections from Playlists 
0093 Generally speaking, lists can be generated by a user 
in many different ways. One simple and straightforward way 
is to present to a user all the selections available from a 
content provider. The user can then pick and choose each 
selection individually, or select a plurality of Songs based on 
specific criteria. Another method is to have the user provide 
the server with a profile that includes his preferences/dislikes. 
The server can then use the profile to make selections from a 
master list. Another way is to have the server present to a user 
generic lists, such as lists of featured songs generated at 
certain times, songs by particular artists, etc., lists of Songs 
that are most downloaded, based on criteria Such as overall 
popularity, age of users requesting a selection, physical loca 
tion of the user, profession, income etc FIG. 1E shows a flow 
chart of users receiving recommended lists of musical selec 
tions. In step 902, the devices compiles the user's preferences 
based on inputs by the user and based on the user's actions 
(e.g., deletions, most played Songs, etc.). The device then 
transmits user information to the server using a device spe 
cific ID in step 904. From the information, the server gener 
ates playlists for the user in step 906. The device then contacts 
the server for an update in step 908. If there are new recom 
mendations (step 910), the server makes the content on the list 
available to the device in step 912 which is then downloaded 
and made available to the user in step 914. If there are no new 
recommendations, the device again compiles a list of user 
preferences (step 902). 
0094. The selections on a list presented to a user may also 
be based on more Sophisticated criteria. For example, it may 
be selected based on data about the user's preferences and 
profile which may be obtained based on statistical cross 
referencing (e.g., Bayesian statistics), through collaborative 
filtering, through compiling of the user's manual ratings, 
and/or through monitoring of the user's listening and down 
loading activity, or in a plethora of other ways, the server 
compiles a list of recommended content. The server then 
personalizes the content and sends a recommended list, plus 
the content files, to the device. The content may be protected 
in Such away that the content times out and therefore can only 
be used for promotional purposes. Or it may be permanent 
content, or delivered pursuant to a Subscription service, or 
other model (e.g., “DMCA compliant' offline playback, 
which ensures users can't rewind Songs, can’t see the upcom 
ing song selections in a playlist ahead of time, are limited in 
the number of skips, etc., per the Digital Millennium Copy 
right Act non-interactive streaming requirements). In this 
way, the user is provided with “customized radio playlists 
that can be controlled (or, if preferred, hidden and restricted to 
the extent and/or until one or more conditions are met) from 
the user. 
0095 Feature 11-Sharing of Playlists by the Same User 
on Different Devices 
0096. In one embodiment, a user uploads content to a 
server to a “storage locker in the sky.’ This server could be the 
server shown in FIG.1, or a different server. The server can be 
a commercial service or free, provided it can uniquely iden 
tify the user, for example through a secure user ID and pass 
word. 

0097. The user can then access that content—either by 
downloading a cleartext copy of the file, a DRM-protected 
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copy of the file (the content file could be DRM packaged as 
Soon as it is uploaded to the server and stored in encrypted 
form, or alternatively encrypted on the fly), or by streaming a 
copy of the file (e.g., over a protocol like RTSP, or via a 
progressive downloading scheme). 
0098. This allows the user to use distributed storage to 
store his/her media. It allows for content owners to ensure the 
content is not widely distributed from the central server. 
0099. The user can then access the content from a multi 
plicity of places and through a multiplicity of devices, pro 
vided the user's account information can be conveyed and 
authenticated by the server. The server can limit the number 
of simultaneous connections for security reasons. Preferably, 
a user should be able to access his information only from a 
limited number of locations/devices. 
0100 When the user purchases content from a digital 
store, a copy of the content can automatically be deposited 
into the user's storage locker on the server. 
0101 Feature 12 Displaying Cover Art and Other Infor 
mation on a Small Display. 
0102 A problem encountered in designing a small por 
table digital audio device is displaying relevant adequate 
information for a user during playback. For a music selection 
in particular, a user may wish to view the album cover art, the 
Song title, the album title, the artist name, the playlist name, 
and other relevant information about the selection. However, 
a small screen may not permit displaying the cover art in a 
large and pleasing size for an average user while also display 
ing this metadata information in a large enough size for aver 
age users to comfortably read. Further, it is desirable to dis 
play this information for users without requiring the users to 
take manual actions. To address this, the cover art and other 
information can be made to cycle automatically from one 
screen to another, so that one screen fades or otherwise tran 
sitions from one screen to the other at periodic intervals. This 
allows the user to see the cover art and also other information 
(such as Song name, artist name, album title, etc.) without 
having to manually make selections or push buttons. In one 
embodiment, the cover art is sent to the devices in a standard 
size and the device handles giforjpeg resizing depending on 
the desired display. The image is stored in one size by the 
device, and delivered in only one size. IN an alternate solution 
that Supports multiple device classes involves transcoding 
(either on-the-fly or in advance), so the server determines the 
appropriate (i.e., highest resolution) size art based on the class 
of device that is making a request, and then sends the appro 
priate file on through. The device can then re-size the image 
down, but not up unless the image is degraded. 
0103) Feature 13—Messages to the Users 
0104. According to one feature of the invention, whenever 
a user contacts the server through his player, the server sends 
information to the player adding or deleting entries such as 
the recommended or featured lists, an updated list for the user, 
and so on. This information is then displayed to the user. The 
server may present to the user other information, including 
messages from the billing department, etc. These messages 
can be presented as pop-screens, entries in an IN BOX, etc. 
Other entries presented to the user may include new or 
changed terms of service, other commercial products or ser 
vices (including discounted or enhanced services) available 
from the server, and so on. Various services may be provided 
to the user, either on a per use basis, a lacarte (e.g., the display 
shows items selected by the user during the set-up of the 
player), or on a default basis. 
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0105. The system can be further configured to enable an 
administrator on a back-end server to specify particular 
places in the user interface of a portable or other device that 
connects directly to a network, and to customize the text and 
graphics displayed at those places as well as the options and 
interactivity offered to a user. For example, the administrator 
can specify that a popup should appear for the user every 3rd 
time the device is powered on, and the popup should rotate 
through 15 different messages selected at random (e.g., 
intriguing blurbs which capture the attention of the user, or 
relevant advertising messages). This is done via an automated 
procedure in the device software, which inquires of the server 
for a file to display for the user. The file specifies the location, 
conditions and content to be displayed to the user. It also lists 
the choices and specifies the actions that are taken when a user 
selects a particular item. 
010.6 Feature 14 Transferring Content Between 
Devices 

0107 The transfer of content to portable devices is per 
formed on a one-to-one basis from server 14 to all the devices 
of the system, such as device 10 using standard protocols. 
However, content can be distributed by other means as well. 
One alternate means includes streaming content already 
stored on one portable device either to another portable 
device, or to many different devices. The transmission/media 
file could be secured or unsecured. Another alternate means is 
to receive content from a source, such as the server shown in 
FIG. 1 and to simultaneously stream it to one or more devices 
(or, depending on whether it would be desirable for the con 
tent to be persisted or to buffer against dropouts, to use a 
progressive downloading scheme). One device could access 
the content of another device (either via streaming or progres 
sive downloading, whether secured or not) by having the 
devices connect, say via an ad hoc Wi-Fi link, and commu 
nicate, say over a UPnP framework, and to use a common 
downloading or streaming protocol to enable the playback, 
e.g. via HTTP in a client-server fashion. Yet another means of 
distributing content is to have it distributed in pieces using a 
P2P file sharing protocol-e.g., multiple devices connected 
to one another via a Wi-Fi ad hoc link could share files in 
pieces (e.g., technique employed by BitTorrent), so that a 
single device is simultaneously sourcing different pieces of 
the same file from multiple other devices in a multi-threaded 
fashion, and then assembling the file into an integrated whole 
as the pieces are downloaded. 
0108. Feature 15 Content Distribution Using BitTorrent 
0109. In the embodiments described so far, content was 
delivered to a player from a single source (that could be the 
server 14, or another player or device) using a standard net 
work communication protocol, by streaming, or using a P2P 
protocol. Yet another alternative is to use a BitTorrent-type 
protocol wherein different portions of content (for example, 
different portions of a song) are received from different 
sources. FIG. 1F shows a combined flow chart and block 
diagram of an example pf a P2P file sharing protocol across 
wireless portable devices. In step 1002, the devices are linked 
by wireless connections. Device Athen seeks a copy of File X 
(step 1004) by sending an inquiry about File X to Device B 
(step 1006); Device B has compiled and stored an Index File, 
listing the files that area available for sharing by all other 
devices in its network (step 1006). Device A is informed by 
Device B that Devices C, D, and E have copies of File X in 
step 1010. In step 1012, File X begins downloading to Device 
A from Devices C, D, and E in a multithreaded fashion tagged 
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to indicate its origin. In step 1014, Device A's optimization 
Software analyzes the speed and connection quality of the 
transfer, which is then adjusted to optimize performance in 
step 1016. Finally in step 1018, an integrated complete copy 
of File X is assembled by the software of Device A. 
0110. In this way, multiple devices connected to one 
another via a Wi-Fi ad hoc link could share files in pieces 
(e.g., technique employed by BitTorrent), so that a single 
device is simultaneously sourcing different pieces of the same 
file from multiple other devices in a multi-threaded fashion, 
and then assembling the file into an integrated whole as the 
pieces are downloaded. The pieces are coordinated via the use 
of an accompanying tracker file, which describes how the 
content file can be broken down into pieces. This allows for 
the receiving device to “map' the pieces and reassemble them 
into the proper order. The breaking up into pieces and devel 
opment of the tracker file can be accomplished by a server in 
the network, or by a node/user in the network which is chosen 
manually (or, preferably, automatically based on characteris 
tics such as upload speed and reliability of connection) to 
serve this role. 

0111 Feature 16 Exchanging Voice Messages Between 
Users 

0.112. It is common for mobile wireless device users to 
create and record text messages which are then transmitted to 
one or more other recipients (which are generally also using 
wireless mobile devices but also who may be using, for 
example, a PC connected to the Internet to retrieve messages), 
such as via a SMS (Short Messaging Service) protocol. It is 
also common for users to leave Voicemails for other users, 
where a recording is created by a machine attached to the 
recipient's phone line or which is provided at the network 
level by a phone or data service provider of the user. However, 
mobile wireless users today do not have ready access to an 
easy way to create an audio recording Stored on the sender's 
device (say a recording of the sender's voice), and then to 
have it transferred to one or more preferred recipients. If the 
player includes a microphone, or a microphone input, the user 
can record a short audio message and send it to another player 
when both are connected to each other directly (in the ad hoc 
mode) or indirectly (via the Internet). In a preferred embodi 
ment, a single pushbutton on the player is used to provide this 
function. The messages can be sent using an IM (Instant 
Messaging) protocol capable of file attachments/transfer, or 
any other file transfer protocol capable of transmitting a copy 
of the audio file (or rendered audio) to the receiving device. 
Optionally, the user can also insert a music clip into the 
message, which may further be optionally mixed on the send 
ing device into a single file with the user's recording (prefer 
ably, at the time it is being recorded, but alternatively after 
wards) so that it serves as background sound (volume 
reduced) with the user's voice on top. (Alternatively, two or 
more distinct audio files could be transmitted to the receiving 
device, optionally with mixing information Such as offset 
timing for start, relative Volumes, etc., and the receiving 
device can be made responsible for mixing these two audio 
outputs, either in a process prior to rendering that creates an 
integrated audio file or during rendering.) Any compressed or 
uncompressed format (secured or unsecured) capable of 
being ultimately rendered into an analog audio output is 
acceptable, though compressed formats are preferred to 
reduce transfer time and storage space. The recipients’ mobile 
devices provide an alert when Such a new message is received. 
The recipients may be members of a buddy list, a chat room, 
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names on an address list, etc. or may be strangers who detect 
each other's players over the wireless connection. More spe 
cifically, a user can record an oral message using a device 
(e.g., a portable WiFi player). The device allows for a source 
(such as a microphone or line-in input), and uses a traditional 
digital encoder to allow users to create a digital recording 
(e.g., MP3 or WMA encoder). The recordings can then be sent 
to other users (e.g., through the WiFi on the device, either 
directly peer-to-peer or through MG's), central servers via 
the Internet, using its buddy system and community/messag 
ing system). Audio files can immediately be sent to other 
online users and users connected peer-to-peer. Optionally, 
they can be cached by a central server and delivered to a 
device the next time it connects. There are several means for 
implementing this feature. In one implementation, a user 
selects a “buddy' from a list of existing buddies, as well as a 
list the device compiles from available peer-to-peer users 
(e.g., in ad hoc range for a WiFi device) or presents a list from 
the central server (e.g., per the “chat room’ approach 
described elsewhere). On selecting the buddy, the user is 
prompted to record the message as an audio file. The record 
ing is made and stored locally on the device. The user uses 
traditional controls to start and stop, and ifrequired re-record, 
the audio file. On confirm, the user can then send it to one or 
more desired recipients. Optionally, the device can be used to 
select several recipients at a time (e.g., via a pre-defined 
group, by making multiple selections of individual buddies, 
by selecting from automated groupings such as “all my bud 
dies' or “my friends', by selecting from groupings compiled 
on the central server Such as “all jazz enthusiasts'), and then 
send the same file to those multiple user devices simulta 
neously (e.g., through a WiFi broadcast locally, point-to 
point, or through a central server, which may optionally cache 
the file for users who are not currently online). Users can also 
optionally select buddies while they are using a device that is 
not connected to the network, and the device can store/cache 
the file and the list of target buddies until such time as the 
device connects either to a network or the target buddies in a 
peer-to-peer fashion, at which point the file is sent automati 
cally. 
0113 FIG. 1G shows a flow chart of audio file transmis 
sions between buddies. For this purpose, the user records the 
audio file in step 1102. Then, the device presents the user with 
an option to “beam’ the recording to one or more buddies in 
step 1104. The audio file is transmitted (i.e., a copy is 
recorded by the receiving device) to the other buddies as 
described as shown in FIG. 1G step 1110. If no connection is 
available in step 1106 or the recipient is not available in step 
1108, the request is cached in steps 1112 and 1114, respec 
tively. 
0114. The recording may be streamed from the device to 
the other users (again, either peer-to-peer (through a network 
or directly point-to-point) or through a central server). 
Accordingly, as the recording is being created it is simulta 
neously transmitted by the device to the other users. The 
receiving device(s) may optionally store the file permanently 
(or subject to DRM-enforced usage rights, which would be 
encoded on the transmitting device (or optionally by the 
central server)) or may not capture a copy of the file, in all 
cases described above. In all of the above scenarios, if the 
sending device permits video to be captured or stored, video 
may optionally be used in place of, or together with, audio. 
0115 Feature 17 Managing Playlists on Small Screen 
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0116 Portable multimedia devices such as MP3 players 
typically have limited sized displays. A typical screen is 
black-and-while or color LCD with 128x160 pixels and is 
1.6" wide, but more recently ranging up to QVGA or even 
VGA and a screen of 3.5" or larger, to enable a portable form 
factor for the device, and easy and convenient carrying, espe 
cially in a pocket. The devices also typically do not have an 
alphabetic or numeric keypad, but rather are limited only to a 
4-way control and possibly a “select” or “enterbutton. This 
arrangement makes the entry and management of large media 
collections difficult without the use of another machine, such 
as a PC, that offers a larger screen and more robust I/O, such 
as a full-size keyboard. 
0117 The present inventors have developed an arrange 
ment through which, using limited controls, the user can 
easily create new playlists, name and re-name playlists, add 
Songs, albums and other playlists to playlists, delete items 
from playlists, and re-order items on playlists, even with a 
limited sized display. More broadly, this arrangement also 
allows entering text on a device that has limited I/O options. 
This feature or arrangement operates by providing several 
screens logically interconnected with each other. 
0118. Initially, the user is presented on a screen with a 
plurality of options or choices. Selecting one of these options 
causes an associated new screen to be displayed. For 
example, to create a new playlist, the user selects a “create 
new playlist” option, and is taken to a second screen (which 
may or may not be a popup box') that displays a number of 
blank character spaces, with a cursor indicated in the first 
character space. If the user selects the Up or Down key, the 
character under the cursor changes accordingly, sequentially 
from A-Z or from Z-A (with numbers and/or special charac 
ters, and potentially lower-case letters, cycling through in 
turn), as the case may be. Once the user finds the desired letter 
by “spinning the letters in this fashion, the Right key 
advances to the next character space. The user continues to do 
this until the full desired name of the playlist is spelled out. 
The Left key operates as a back-space key, deleting the pre 
vious character. Alternatively, the Left key can simply move 
the cursor without deleting any characters. 
0119) To rename a playlist, the user selects a “rename 
playlist option and is taken to a screen that displays the 
current name of the playlist, with the cursor located at one 
character space after the name. The user can hold the Left key 
for a specified time to clear all letters and return the cursor to 
the first position. Alternatively, the user can press the Left key 
quickly to delete characters, and/or can add characters as 
described in the foregoing paragraph. 
I0120 To add a song, album or playlist to a named playlist, 
the user presses the Right key while the cursor or highlighter 
is located on the desired item to add. A list of options is shown 
to the user, including one that is “Add to a Playlist'. (If this 
option is listed first among all other options, it makes the 
addition of items even simpler and quicker for the end-user.) 
If the user selects this option, the user is then shown a list of 
existing playlist names (and possibly the option to “Create a 
New Playlist'). If a playlist is not yet named, the user can be 
prompted to do so after requesting that an item be added to a 
playlist. Once the user selects a playlist from the list, the item 
is then immediately added to the playlist. The playlist may 
take any form of database and may use any form of identifi 
cation of the items, such as file name or ID number (poten 
tially embedded in the header of the content file itself). The 
items are added to the end of the playlist, which maintains a 
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consistent order. The playlist may use a standard file type, 
Such as M3U, or may use a proprietary one. 
0121 The playlist to which items were most recently 
added are displayed at the top of the list, making the most 
used playlists the most accessible ones to the user. Accord 
ingly, by pressing Right three times on an item, the user can 
quickly and easily add that item to the most recently added-to 
playlist. FIG. 1H shows this scheme for adding a song to a 
playlist; In step 1202, the user presses the Right key while 
Song 1 is highlighted. In step 1204, the user then presses the 
right key to choose the “Add To Playlist” option. A list of 
playlists are displayed in step 1206 and the user presses the 
Right key to add the song to the selected playlist. The user is 
then returned back to the original “My Songs' menu in step 
1208. 
0122. Once items are added to a playlist, the user may edit 
the order of the playlist. This can be accomplished by pressing 
the Right key on any song or other item listed in the playlist 
and selecting “Move this item Up/Down.” When selected, the 
item is highlighted for the user (e.g., it may be displayed in 
inverse color, or with a different color background or in a 
different font). During that time, if the user presses Up or 
Down the item moves in the order of the list accordingly. The 
LCD displays items that are immediately under and/or above 
the selected item. When the user finds the desired place for the 
item, the user presses the Select button and exits this mode. 
The playlist may store this re-ordering information only on 
pressing Select after the final positioning, or alternatively 
each time the item is moved in the list upon the user's pressing 
Up or Down. 
0123 Feature 18 Sharing Content 
0.124. Users of digital content seek ways to obtain access 

to new content as easily as possible, from the first available 
Source of content. Also, given the large amount of electronic 
content available in today's world, users also benefit from a 
way that they can find content which is likely to be more 
appealing and/or relevant to them. One additional way of 
discovering new content is through a collaborative filtering 
method, wherein data and recommendations from other peers 
are used to provide one or more recommended content selec 
tions for the user. 

0.125 Content owners also seek ways to ensure control 
over their digital content without overstepping on the digital 
capabilities offered to the end-users. A device (portable, such 
as an MP3 player, or otherwise) that is capable of connecting 
to a network (such as the Internet) and server, would allow for 
the following: 
0126 The device is capable of storing media, and/or of 
streaming and downloading media content from another elec 
tronic source (e.g., over UPnP and/or RTSP). Media can 
include music, video, and photos, and also any other type of 
electronic file Such as e-mails, voicemails, spreadsheet files, 
word processing documents and text, and other data. 
0127. When connected to the network (e.g., the Internet), 
the device contacts a central server. The central server allows 
the user to manage a list of “buddies' that the user maintains 
via the interface on the device or another interface. When the 
device is identified to the central server, the central server 
sends back current (or the latest available cached) informa 
tion on the user's buddies’ devices. For example, it may send 
the current user ID of the buddy and the current media selec 
tion (e.g., Song) playing on that device. The device can then 
display this information to the user of the device, and option 
ally update it in real time if the buddy is currently online. In 
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addition, the user can instead find other users randomly 
through the use of “chat rooms', wherein the server sends a 
listing of currently available chat rooms to the device and the 
user selects an available chat room to enter. Once in the chat 
room, the user sees the same information, and is offered the 
same functionality (described more below), as though the 
other users were current “buddies'. 

I0128. Further, the user can select a particular other user 
and choose to interact with that user. In this event, the server 
compiles a listing of the available content files on the other 
user's device (users may optionally be given the right to hide 
particular files, or allow them to be seen but prevent them 
from being shared—this information is stored on the central 
server when changed and/or the device and used to filter the 
content listing that is compiled and sent). The listing may be 
in a particular order that is useful for searching and browsing, 
Such as most recently acquired files in reverse chronological 
order, most frequently played, or alphabetic order. This order 
may be preserved in the transfer of the listing to the device. 
Each listed item may come with metadata, for example 
whether a particular item may be downloaded and copied 
because the content rights holder has granted permission for 
this activity. The metadata may also specify the conditions for 
the sharing, such as for example a song may only be played 
twice by the recipient and then times out, or the Song may not 
be re-transferred to another device. The recipient device 
enforces these rights against the user through the appropriate 
DRM rules. The listing information pertaining to the other 
user may be displayed to the user of the device. If the user 
identifies an item that is of interest, the user may select it, in 
which case the device contacts the server. The server then may 
either provide an IP address (or equivalent for a non-IP net 
work) where the device may connect and (Subject to condi 
tions, if specified) download or stream a copy of the file, 
dependent on the rights applicable for that particular item. A 
content rights holder may be given the right to specify that 
content not be downloaded in any way, but only streamed 
(requiring the second device to be online and connected dur 
ing the playback, and preventing additional copies from being 
made while enabling users to try out a sampling of the con 
tent). In addition, a system that manages content rights can 
check whether the content indicated on the listing came from 
a verified Source of content (such as, for example, a commer 
cial digital music store operated in tandem with the central 
server that marks each file with a recognizable content ID), 
and offer only streaming rights (and no, or limited, download 
rights) for content that does not match content in the central 
server. Further, alternate methods such as audio and video 
“fingerprinting can be used to verify the content of the file. 
I0129. When the user selects a file, streaming (if permitted 
according to the rights enforced by the central server) may be 
initiated over any of a multitude of known protocols (e.g. 
RTSP) or over a proprietary streaming protocol. In addition, 
a downloading protocol can be utilized (e.g., via UPnP) 
wherein the recipient device enforces a streaming-like expe 
rience by, for example, (1) downloading the file and playing it 
back progressively as the download continues, (2) checking 
periodically during playback to ensure the transmitting 
device is still electronically connected and/or present, and (3) 
deleting the content file when finished to prevent the end— 
user from accessing it at a later point. The file may be 
encrypted or not encrypted-ifencrypted, the recipient device 
needs to obtain information for decryption either during or in 
advance of the transmission from the transmitting device, or 
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during the transfer or inadvance from another source (such as 
the central server). When the user selects an item for down 
load (as opposed to streaming), and the download is permit 
ted, the device can use any of a multitude of known protocols 
for the download (e.g., via UPnP) or a proprietary protocol for 
the transfer. Upon receipt, the file can be encrypted or non 
encrypted. If it is encrypted, the recipient device needs infor 
mation to decrypt the file, either during or in advance of the 
transmission from the other device or from another source 
(such as the central server). This decryption information may 
be, for example, a DRM license file. The central server may, 
for example, pre-deliver DRM licenses as appropriate, say to 
paying Subscribers of a server, obviating the need to check in 
with a central server upon or after the receipt of new DRM 
protected content. 
0130. The system may also provide that specified content 
may not be streamed or downloaded in any way between 
devices. 
0131 The listing maintained by the server described 
above may optionally be replaced by a system whereby the 
listings are compiled and maintained on a distributed basis by 
end-users, which is a common architecture used for other 
peer-to-peer systems in place today. In addition, the rights 
offered in conjunction with each piece of content may be 
maintained with these listings, though a requirement that 
either the listing device or the recipient device is required to 
check in with a verified central server enhances the security of 
the system. Other actions of the central server may also be 
handled in this distributed fashion as well. 

0132. The devices are able to enforce these rules in accor 
dance with the operators of the system by one or more of the 
following means: 
0.133 maintaining secure software code in the kernel 
device, or otherwise ensuring secure Software code is running 
on the device (e.g., via signed code techniques); 
0134 including a secure digital rights management tech 
nology in the Software and/or hardware on the device; 
0135 taking steps to preventor inhibit non-permitted soft 
ware to run on the device and, in particular, access the content 
files and be able to render them or transfer them; taking steps 
to prevent or inhibit non-permitted hardware devices to be 
used to tamper with the protections offered on the device, 
Such as by eliminating points where an electronic tool can be 
easily inserted across an electronic storage device and CPU to 
intercept electronic signals (e.g., to reverse engineer a process 
or break an encryption scheme); building devices as Standa 
lone devices with a defined set of functionality, which con 
trasts with, for example, a general purpose PC where users are 
generally invited to load new software onto the device and to 
access content on that device; including in these devices a 
way to connect directly to the network, such as through a WiFi 
chipset; providing for a method of securely updating the 
Software and firmware on the device, such as through signed 
code sent to the device (automatically or manually at the 
request of a user) via WiFi (for example); including in the 
software on the devices code that is receptive to conditions 
associated with particular items of content sent to the device, 
some of which may be included in the DRM but some of 
which may not, Such as “this song may only be sent to 3 other 
devices, in which case the device maintains a count of trans 
fers of that particular content item to other devices and then 
prevents further transfers of the content when the count 
reaches the specified maximum number of transfers. 
0136. Feature 19 Hot Spot without Browser 
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0.137 The device can connect to Wi-Fi access points and 
the Internet without a browser as previously described. In 
Some cases, a public Wi-Fi access point operator/provider 
will install software that does not permit users to access the 
Internet unless certain conditions are fulfilled. An example is 
a public Wi-Fi "hotspot” provider who requires that users pay 
for access to the Internet via its access point. Such as T-Mo 
bile, and accordingly uses Software that redirects any device 
which connects to the access point and attempts to connect to 
the Internet to a “splash page' that requires the user to enter 
credentials—such as a username and password—before 
Internet access will be permitted. In some cases this sort of 
'splash page' is not used in connection with a pay network, 
but one available for free; it nevertheless may require the user 
to click on abutton via a browser or take some other action to 
be admitted access. The back-and-forth communications 
between the user via the browser and the software/service, 
referred to as the “script, need to have been completed before 
access is provided. 
0.138. Once access is permitted by a provider (e.g., 
because an action is taken by the user and/or credentials are 
Verified against a back-end server), access can be openly 
permitted to the device. This may be enforced/arranged via a 
variety of methods, such as MAC address filtering. 
0.139. To enable a user to connect that the wide variety of 
public Wi-Fi networks via a device that does not include a 
browser is a significant ongoing challenge. The present inven 
tion addresses this as follows: 

0140 Software code on the device, which may or may not 
include a browser, can be written to address the script. The 
back-and-forth communications (e.g. handling a “wrong 
password” message to a "click here to continue' message) 
can be received by the device and communicated to the access 
point (or Software, wherever it may reside, including on a 
server) by the device by simulating the output of a typical 
browser for the access point. This would accordingly repli 
cate the digital output that manual actions of a user on a 
browser would be sending. 
0.141. The device can provide an interface for the user to 
enter and store any credentials that are required for access to 
credential-based networks such as T-Mobile Wi-Fi hot spots, 
as indicated in the flow chart of FIG.1I. As shown in FIG. 1I, 
the device attempts a connection to a Wi-Fi access point in 
step 1402. If a loading screen, a splash page, does not appear 
in step 1404, the device connects to the Internet in step 1408. 
If a splash page appears, in step 1406, the device stores a copy 
of the splash page as a file and then in step 1410, the device 
connects to Internet and sends the Splash page and connection 
data to the server. The splash page is then identified and a 
Script is written to allow the user to enter logon information. 
In step 1412, all devices are sent logon Scripts from the server. 
In step 1414, the user then enters necessary logon information 
and connects to the Internet. 
0142. The script of a network can be analyzed by an engi 
neer to diagram/list all the back-and-forth communications 
that are required for a logon to the network or to otherwise 
provide access. This analysis is used to develop the code that 
replicates the required communications output for the Soft 
ware/service serving to block access. 
0.143 To manage the increasing and changing number of 
various access point connections, users of the devices are 
used to collect information on the required Scripts. Because 
the device they carry connects to the Internet at least periodi 
cally, it is capable of sending and receiving information. 
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When the device encounters a script that it is incapable of 
parsing to access the Internet, it can then store a complete 
record of the communications and/or 'splash page' that pre 
vented this access. This information can then later be com 
municated over the Internet back to an engineer (preferably 
sent automatically by the device), who can then develop a new 
Script for communicating with that particular access point. 
When the new script is developed in software for the device, 
this new software can then be sent back to the device and 
installed so that it can then gain access at the problem access 
point the next time 
0144. This system can be replicated across hundreds, 
thousands, or millions of devices or more. With many users in 
the field encountering these networks, collecting information, 
and sending it back to a central back-end repository, one or 
more engineers can use this captured information to create 
Software that replicates the needs of any particular script and 
then send out this new software to all devices in the field. In 
this fashion support for a wide variety of Wi-Fi networks 
without a browser can be provided, with few requirements of 
a non-technical user, and even in the face of access points that 
change their logon methods and scripts over time. 
(0145 Feature 20 Telephone-Based Music Service 
014.6 Another feature of this invention is that a user can 
download or stream content from a server using a telephone 
connection. FIG. 1J shows a flow chart for downloading a 
song to a device through a telephone and FIG. 1K is a block 
diagram of the system used to download songs. The system 
includes one or more servers 1512 holding user information 
and content (songs) an IVR system 1514, a POTS or mobile 
central telephone system 1516 that is accessible through a 
mobile telephone 1518. A user dials telephone number from 
telephone 1518 (preferably a toll free number) in step 1502. 
The rest of operation can occur automatically or manually. 
For automatic operation, a recorded Voice (using IVR system 
1518) asks the user if he would like to listen to radio, his 
personal collection, or find a new song in step 1504. If he 
wants a new Song/album, he chooses to search by artist, by 
album, or by track (or other ways) in step 1506. He says the 
name, which is voice-recognized, and then can narrow in on 
his desired item. (Alternatively, a touch-tone menu driven 
hierarchy can be used. This is preferable where the voice 
recognition Software is not advanced enough to handle the 
large number of possible human responses, and/or where the 
user would prefer to use buttons to make a selection based on 
accuracy, speed and convenience of not having to disturb 
others who may be around him/her.) In step 1508, the IVR 
system 1514 then queries the server 1512 to verify the user 
accounthe server 1512 then calls up that item from a digital 
database. The request starts playing it over the phone, stream 
ing in an appropriate bandwidth-matched compressed format 
in step 1510. 
014.7 Feature 21 New Album Indicator 
0148 Previous devices typically included a display (such 
as an LCD display) on which a user could selectively obtain 
information of various selections available for listening and/ 
or other functions, using a relatively simple user interface. 
Referring to FIG.3, a catalog system 200 in accordance with 
this invention consists of a server-side component, the inter 
mediary server system 210. This component collects and 
aggregates a list of new releases of available content from 
various external content providers 202 (e.g., recorded music 
albums which have been digitized to a compatible format, 
relevant metadata fields for each record, for such an album, 
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the recording artist, the title of the album, the year of publi 
cation, the genre, art work etc.), which may be connected to 
the intermediary servers 210 over the Internet 212. (Of 
course, the operator of the intermediary server 210 can also 
opt to operate the external content provider 202, rather than 
rely on external sources, or may use a hybrid approach.) The 
intermediary server 210 uses this data to generate and update 
the listing of all available content for various users. A selected 
Subset of the content is stored in local databases on end-user 
devices 204, 206, 208 in the field. The database on each 
end-user device 204-208 allows users to search for and order 
content even while their respective devices do not have an 
active connection to a network, and with less latency than a 
search requiring a query of, and response by, a server over a 
connection. A database may, for example, store the listing/ 
metadata for 3+ million available musical tracks, albums, etc. 
or videos that are available for download from a commercial 
digital content service or content provider. 
014.9 The new data is then passed to and handled by an 
intermediary server system 210 performing a "delta file' 
process. This process has as an output a series of incremental 
file updates that are stored on the intermediary server 210, 
each of which is intended to provide an update for a particular 
previous update version of the catalog (i.e., representing the 
differences/changes between a fully updated catalog and one 
that is not yet updated). This allows each of the end-user 
devices 204-208 to access the intermediary processor 210 and 
obtain a version number or last update time for its local 
catalog database (e.g., a device which was updated last month 
and missed 5 intervening catalog updates might indicate a 
version number of 25, while the current updated/available 
version is 30) and request a single update file which is per 
fectly matched to bring the catalog fully up to date. The 
update file includes only the incremental changes (i.e., addi 
tions, amends, and deletions) that are needed to update the 
device's existing, older stored catalog to the current version. 
Once a device, e.g. 208 is made aware that an update is 
available, it downloads the single update file (which, to 
increase download speed and reduce size, may preferably be 
compressed) from the intermediary server 210, and then runs 
an internal process which updates this catalog, inserting new 
records and deleting or amending old/existing records, result 
ing in a fully updated catalog that the user can then search, 
which would include the latest album releases. Alternatively, 
the delta process may determine that it is more efficient to 
send an entire new image of the database (or portion thereof 
rather thanan incremental update. Finally, the delta process in 
processor 210 may determine that a device catalog is dam 
aged and needs to be completely replaced. These update files 
(whether incremental only or complete catalog replacement) 
may also alternatively include information that specifies how 
all or portions of the complete updated catalog are displayed 
to the user through the user interface. In other words a "slice 
file' may be incorporated representing an update to a particu 
lar catalog (e.g., a list of the Top 10 track IDs). The respective 
device, e.g. 208 then will display these specified tracks to the 
user under a “Top 10 item located in the user interface, 
allowing the user to see recommended tracks, etc. in addition 
to searching for any of the available content individually, and 
to order those tracks individually or as a whole collection). 
0150. The server-side component 210 stores a number of 
updates dating back to a reasonable point—for example, any 
device that has a version number or date that is within 6 
months old. (Preferably depending on serverside, a minimum 
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version number is selected which optimizes the desired stor 
age space that is available for this process on the server side, 
as well as the trade-off between the device's performance in 
downloading and updating an incremental update file instead 
of the full catalog as a 100% replacement.) The server-side 
component 210 has a code which delivers the appropriate 
update file (created and stored on the processor 210. or other 
servers) to an end-user device 208 depending upon the ver 
sion number the end-user device 208 provides. If the end-user 
device provides a version number is that is below the mini 
mum, the processor or server 210 provides a database file 
which consists of 100% of the updated catalog, as a complete 
replacement for the existing local database on the device. If 
the version number is above the minimum, it provides an 
appropriate update file for download that the device can then 
process. 

0151. The process described above is advantageous in that 
it provides a single update file to devices which may not have 
continuous, "always on' connections to a network 212. It 
provides a rapid and efficient way for devices which may have 
a variety of “last points/times of contact with the network to 
be brought up to date for the end user, opportunistically 
whenever the device is able to establish a connection. (De 
pending on local storage availability (e.g., if the device is 
designed to keep two copies of the catalog so that one may be 
updated while the other is used for searching by the user) and 
the method of update on the device, the catalog may not be 
searchable by the user during the period the device is process 
ing an update. An appropriate message may be shown to the 
user at that time, if the user attempts to search.) 
0152 Preferably the system is constructed in a way that 
permits the operators of the server to dynamically control 
what portions of the total available catalog, if not all, are made 
available via this replication and updating process—for 
example, for a device that has memory constraints, perhaps it 
would be desirable that only the top 10,000 tracks of the 
catalog be searchable via this method, and that users be 
required to search via a live connection for any others, in a 
hybrid approach. For devices with constrained memory, it is 
preferable that the approach be a hybrid one that combines the 
on-device catalog system described above with “live search 
ing across an active connection to a network and server-side 
system. In this way, the system balances the constraints of 
limited memory against providing relevant search/browse 
results to the user with limited latency, and with reduced 
reliance on a network connection, when available. Any of 
several methods for selecting which content titles should be 
included in the partial on-board catalog can be used prefer 
ably a method is chosen that provides the greatest chance the 
user will search those titles so that a search against the servers 
is as unlikely as possible. For example, the system might 
monitor the downloading behavior and other preferences of a 
user if the user, for example, indicates that he/she likes jazz, 
the top 10,000 jazz tracks from the service might be provided, 
since it is more likely that these tracks will be the ones that 
user would like to search. Orifa user has downloaded music 
from the artist Charlie Parker (or, e.g., video movies from 
Spike Lee) but otherwise has a lot of 80's music, the system 
might provide that user's device with a catalog that includes 
all the works of Charlie Parker but otherwise 80's music 
oriented selections (or, for the video example, all of Spike 
Lee's movies, plus a listing of the other videos that more 
generally comport with the user's media consumption pref 
erences and tastes). The system preferably pre-packages and 
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stores these files for the end user devices to download in 
advance, so that it minimizes latency during the time the 
device is connecting to the network to obtain updates, and so 
that it optimizes other aspects of the system and servers, but 
alternatively these custom catalogs for end-user devices can 
be constructed “on-the-fly” in any degree of desired granu 
larity—i.e., record-by-record for maximum granularity, or 
alternatively from “building blocks” that are pre-built and 
Successively sent as updates (or catalog replacements) to the 
device. In the example above, for example, the user might get 
the 80's music “building block” plus other relevant areas of 
the catalog. This balances the pre-building optimizations 
(e.g., storage on the server-side system) with a higher degree 
of customization for an individual user device. 

0153. In addition, the operators of the server would pref 
erably maintain the ability to dynamically change how the 
category of files appears to the user on the user interface. Such 
that a "slice file' may list the “Top 10 Hits one week, and the 
next week this may be changed to read “Favorite Summer 
Songs.” The slice file would list the songs that should then 
appear when then user selects this item. The text that should 
appear in the user interface would accordingly be preferably 
communicated, at minimum, each time that the operators 
desire the title of the category to change. This can beachieved 
in multiple ways, preferably through a framework approach 
wherein the user interface of the device will respond to data 
that can dynamically adjust the structure of the user interface 
without requiring a re-boot of the device, including allowing 
the data to reconfigure the levels of trees in the menu struc 
ture, creating nested options, etc. Alternatively, a more simple 
and limited approach, which is preferable if simplicity is 
important, would designate certain elements of the user inter 
face to be dynamic (e.g., the title of the menu option under a 
"Get New Music' option, as shown on display 214), but 
require other elements to remain rigid (e.g., the menu item 
must include only one layer underneath, which must consist 
of a listing of tracks, not albums or artists). 
0154 Any number of variations and improvements to the 
above process are possible. In one particular variation, it is 
desired to indicate to the user through the end-user device 
user interface which titles are new, so that new material can 
more easily be found. To achieve this, the update file can 
preferably include a “date of release' metadata item for any 
desired record (e.g., a musical album) where this information 
would be useful. The user interface of the device can then use 
rules in displaying the listing of albums for a particular musi 
cal artist which place a “NEW' icon next to the items that had 
release dates that are, say, within three months of the current 
date at the time the device is being used. This is a preferable 
method, though other methods might involve the update files 
themselves indicating a 0/1 bit setting for whethera particular 
item in the database should be signified to the user as "NEW’. 
(This method would not work appropriately for devices that 
did not connect with at least reasonable frequency to the 
network, and accordingly is not preferred for devices that are 
not assured offrequent connections in a normal use pattern by 
an end user.) 
(O155 Feature 22-DRM and Other Proxying 
0156. It may be desirable for a commercial or other con 
tent service to employ any of a number of security-related 
features. These could include the use of digital rights man 
agement (DRM) technology, which encrypts a content file in 
a particular manner before it is transmitted/made available to 
a receiving user device. Other security features may involve 
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requiring user/device authentication, or encrypted and secure 
transmissions of a certain sort. Microsoft(R) Windows MediaR) 
DRM is an example of a DRM which is frequently used by 
commercial content services to protect content that is made 
available to end-users. It is also important to recognize that 
such a DRM technology is preferably used as only a part of a 
larger system and may not be sufficient on its own to meet the 
needs of a complete commercial content distribution sys 
tem—i.e., the DRM technology itself does not include all 
items necessary for a commercially viable content purchase, 
Subscription or other commercially oriented system. In par 
ticular, information that is not a part of the DRM system, such 
as personal identification, is necessary to bill the end user for 
services and determine what particular digital rights a par 
ticular recipient is entitled to. In this case, it is necessary for 
the device maker to provide the means required to Supply the 
“account/user information needed by content provider sys 
tems to allow content to be delivered to and rendered by the 
device, and this information must be provided to the DRM 
system in a compliant and secure manner at the time the 
device is transacting with the backend content distribution 
systems. 
(O157. It further may be desirable for a device maker or 
service provider to allow an end user to access any of a variety 
of existing or future content services from a single device, 
which services may or may not employ any or all of these 
security means in the course of providing their services. 
0158. It may be difficult to enable access to these secure 
services from the device due to inadequacies of the device. 
For example, if a new secure content service comes into 
being, a device may not have adequate processing power to 
handle certain aspects of the security, or may have difficulty 
complying with a required authentication protocol unless its 
firmware/software is upgraded. In particular, for example, a 
problem for DRM-based services might be that a proper 
DRM request to a server requires a requesting device properly 
combine the content request with authentication information 
in a form that is encrypted in a particular manner, before it can 
be issued a valid DRM license that would enable decryption 
of the content during playback rendering and/or other func 
tions. Further, there is potential that the service will later 
change its requirements for this process. This may happen 
frequently over time, for example, because hackers eventu 
ally “crack the security means and it is necessary to employ 
a new one or make modifications, or because the service seeks 
to implement new security features or a new version of the 
DRM. Further, complications may arise when multiple ser 
vices use multiple types of DRM or other security measures, 
which may in particular create operating issues for a device of 
limited means such as a mobile device. 

0159. This problem poses a significant issue for device 
makers and content providers. Even if difficulties can be 
overcome to enable a device to connect to aparticular service, 
these companies face the risk that a future version of the 
service or the addition of a new desired service will make the 
device incompatible, resulting in angry end users. In particu 
lar, if the device maker or other intermediary in the distribu 
tion chain does not control each of the services being pro 
vided, it may not be possible to make a change on the server 
side to repair the problem. Accordingly, these parties are 
faced with the difficult choice of requiring an update of the 
software/firmware on the end user devices in the field, such as 
a wireless mobile phone, either by over-the-air download or 
by sideloading. This creates a potentially undesirable situa 
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tion for the parties involved, as this creates potentially sig 
nificant inconvenience for the end users, impedes the enter 
tainment or other experience the providers are attempting to 
provide, and creates risk, cost and time involved in creating 
the upgrade for the handset. A solution that does not require 
modifying the Software/firmware on the handset is accord 
ingly strongly preferred. 
0160 The present invention seeks to solve this problem by 
providing a proxy to a DRM request or other security means 
via a server-side request made on behalf of the device as 
shown in FIG. 4. In this figure, system 300 includes a external 
content provider 302 or other means used to store content and 
to release the content to various devices 304, 306 and 308 
using the process described herein. 
0.161 The external content provider 302 exchanges data 
with an intermediary server system 310 that is connected to 
the Internet 312 for sending content to the devices 304-308. 
Through this intermediary server 310, the devices 304-308 
are insulated from changes that may occur and protected from 
requiring ongoing modifications and upgrades. Significantly, 
it is also a mechanism whereby a single device can easily 
acquire content from a plethora of content providers, even if 
potentially different compliance requirements/protocols are 
required by the various providers to obtain content from the 
service. To ensure that security is still effectively provided, 
the device (e.g. 306) identifies an intermediary server 310 as 
a first point of contact for a specified class of transactions (or 
all transactions, depending on the desired function of the 
device). The device 306 and the intermediary server 310 
establish a preferred authentication/security means, so that 
the intermediary server 310 can always authenticate and 
handle secure communications to the device 306. The inter 
mediary server 310 has a means to identify, authenticate and 
collect valid user/account information of the devices/end 
users 306-308, as needed to enable the supported services, for 
example by using a look-up table. 
0162. As an example, in the event the device 306 seeks to 
download DRM-protected content, it sends a request to the 
intermediary server 310 (in particular, this may include an 
identifier for the content desired, as well as authenticating 
data identifying the device to the intermediary server 310). 
Based on the request, the server 310 then recognizes that the 
device 306 is seeking to access content from a particular 
external content provider for example, a provider of DRM 
protected music content files. The intermediary server 310, 
which is routinely kept updated by a server-side team, con 
tains code which knows to reformulate or translate the DRM 
content request from the device 306 into a well-formed query 
that is suitable for example for external content provider 302. 
In particular, with, for example, Microsoft(R) DRM, the query 
may involve combining certain individualized information of 
the device with the request, plus information contained at the 
server level which may pertain to a “master account' estab 
lished between the intermediary server 310 backend and the 
content provider's servers 302, or information pertaining to 
an individual account on the content provide that was created 
on behalf of the device by the intermediary server. The inter 
mediary server 310 then makes this request on the device's 
behalf to external content provider 302, and receives back a 
response (in certain cases, potentially after multiple required 
back-and-forth authentication-related exchanges) which the 
device 306 is able to interpret (alternately, if an error code is 
received, the server may similarly be updated to intercept and 
cure the error, or alternatively to interpret these error codes 



US 2008/0175566 A1 

and provide an appropriate translation of this error to the user 
device so that its current software version is able to translate 
and make use of the error information). This response is then 
passed on to the device 306, which may for example consist of 
a URL from which the device can obtain the desired content 
file. 
0163 This proxying of the DRM request has thus insu 
lated the device 306 from issues of changes and other prob 
lems that may occur in an ongoing and evolving security 
environment. It has further allowed an intermediate server 
310 to offer content to the device 306 from a plethora of 
external content providers 302 without the device 306 user 
needing to directly establish a business relationship with each 
provider 302, or to implement a multitude of access protocols 
on the device 306 that may be needed for each particular 
provider 302. (The operator of the intermediary server 310 
can opt to automatically aggregate certain services for its 
users in this fashion, or alternatively can take another 
approach, Such as allowing users to manually specify from 
the device interface or a PC which of the supported services 
they would like to add to their accounts.) It also has the further 
benefit that, in the event the device 306 has only intermittent 
connectivity and the negotiation of the security protocol 
could take time while the device 306 is "on hold between 
interim responses, the server 310 can carry these transactions 
out even if the device 306 has lost connectivity in the interim. 
It has further provided more flexibility for the operator of the 
intermediary server, who can choose to provide more or less 
information to the external content providers as desired, 
based for example on a desired business relationship. 
(0164. Feature 23. Music4U/Send-to-Device 
0.165. With devices that are able to connect directly to a 
network (e.g., the Internet) in some way, there is potential for 
users to obtain content directly, without using an intervening 
device such as a PC. However, a problem faced by many 
users, device makers, service providers and others is that the 
user has a vast/enormous selection of available content to 
choose from, and it is difficult to navigate/search/browse, 
identify, order, download, play and manage content that is 
well-suited to the end user, particularly from a device with 
limited user input and output Such as a wireless mobile phone. 
0166 By contrast, while still a difficult problem, users 
have a somewhat easier time browsing and navigating avail 
able content when they use a traditional PC, which typically 
offers a larger screen and more available and navigable input 
devices, such as a mouse and keyboard (and possibly a more 
stable, speedy and economical Internet connection). Further, 
as PCs typically establish a more “always on'-type connec 
tion to the Internet, Internet-connected content services are 
able to provide stream-able and downloadable samples on 
demand to help users determine content that is appealing 
before committing to what is often a longer and more 
involved download process to obtain the full content, or prior 
to making a purchase or other business commitment. 
0167 Content services that enable content access on por 
table and other devices typically require users to make selec 
tions on a PC, and then manually connect the device to the 
PC perhaps through a USB or “Firewire” connection to 
transfer the content from the PC to the device. 
0168 The present invention allows users to maintain the 
advantages of the PC in identifying and selecting content, but 
avoids the need for the user to manually connect a mobile or 
other device to a PC through a local connection. The process 
is illustrated in a somewhat simplified version in FIGS. 4 and 
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5. The process 400 in step 400 starts in step 402 with a user 
entering his orders, preferences and/or selections via any 
connected device, including via use of a browser on a PC or 
other device. These requests are stored on an intermediate 
server, such as server 310. The user may accordingly use a PC 
or any other desktop or hand-held device for searching, 
browsing, sampling, etc., and then make a selection to "send 
to device any or all of the content he/she is finding via the 
search, to have the desired selections remotely sentasynchro 
nously to the target device. The selections are stored by the 
intermediate server 310 until a specified mobile or other 
device (or, potentially, all PC, mobile and other devices asso 
ciated with a particular user's account) makes contact with the 
intermediary server 310 (step 404). At that point the server 
310 notifies the respective device that selected content/pref 
erences, etc. are being cached and are ready for delivery to the 
device. The device then automatically request download of 
the content and other items that the server 310 has made 
available. (Further, a syncing mechanism can preferably be 
used to manage conflicts that may arise between actions a user 
took on the device and the server 310, or to manage conflicts 
between local preferences set by a user for one device and 
new content that becomes available.) (Step 404) 
0169. In one implementation, for example, a new user can 
join a commercial service via a Website. The user can quickly 
be prompted to provide specific or general information about 
his/her preferences—for example, a user can indicate a pref 
erence for jazz music and 80's rock music, and/or specify a 
preference for music of Ray Charles and Beyonce. (This 
information may alternatively or additionally be collected in 
other ways, such as by monitoring preferred content selected 
by a user in the course of using the service, by observing 
behavior when rendering content such as "skip/FF or “don’t 
like' button presses, or other means.) After entering this 
information the server can use this information to generate a 
proposed playlist for the user. Playlist generation can be 
achieved via a multiplicity of ways or any combination, 
which are known to many experienced in the art. They 
include, for example, recommendation technologies that use 
Bayesian statistics, manually-created artist/genre?track asso 
ciations, content-analytic techniques, and other methods. In 
its simplest form, pre-made playlists may be created and 
stored on the server, and inputs from the user can be made to 
trigger a complete or partial/random selection from the pool 
of selections included on the relevant playlists. Content can 
continually be added and cycled on the playlists, such that 
they appear to be "endless playlists' or radio station-like in 
appearance to an end user. 
0170. Once the playlist is generated, the user can opt to 
have this playlist sent to his/her device (or, preferably, this 
step can be made automatic). At this point, the server will 
store a record that the user's device should be updated with 
this playlist and content at the next opportunity. The next time 
the server detects that the device has contacted it, the server 
informs the device that there is cached information waiting 
and makes a specific URL or other means available for the 
device to download the cached content. In this way, settings 
and selections of the user that were entered through a PC 
interface are sent to the user's device. The user need not 
struggle through a limited user interface, screen, and input 
means to select content from a vast catalog of available con 
tent. The user also need not manually connect the device to a 
PC and make a secondary transfer over a USB cable or other 
means. Instead, this step is automatically accomplished. 
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0171 In one further variation, the user may indicate a 
desire for content matching his/her preferences to be periodi 
cally sent on an ongoing basis. In this case, the server can be 
made to periodically create additional playlists (which do not 
overlap the content previously sent to that user, except to the 
specific extent desired), and to repeat the procedure above 
whereby it makes the content available to the device. In this 
way, a user need not even revisit the PC to change preferences 
but can always receive more content. 
0172. In another variation, users can be offered a means on 
the mobile device to say “more' or the equivalent, and accord 
ingly demand that more content meeting the preferences be 
provided. This can be in addition to the automated server 
pushes described above. Related to this, the user can be given 
access on the mobile device to enter all or a portion of the 
preferences described above, Such as preferred genres of 
music and preferred artists, so as to obviate need to utilize the 
PC at any point. 
0173 Further, as may be directed by the server, the new 
playlists can either amend or modify, or completely replace, 
playlists that were previously made available to the device. In 
this way, more incremental changes can be made to the play 
list over time, providing a balance of “core” or “essential 
music on the device with new, fresh content. Preferentially, 
the device also provides more information back to the server 
about the user's behavior, which is further used to enhance the 
user's experience and relevancy and attractiveness of the con 
tent selections. In particular, the device may report what 
Songs were played (and, by implication, not played) by the 
user, as well as which songs were skipped (and, by implica 
tion, played and not skipped) by the user. This reporting can 
all take place on a mobile phone, for example, by over-the-air 
sending of data at opportune times, in an asynchronous fash 
1O. 
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0.174 Numerous modifications may be made to the inven 
tion without departing from its scope as defined in the 
appended claims. 

1-8. (canceled) 
9. A method of controlling and editing lists and content on 

a networked portable device comprising: 
providing a media storage device, a control device, and a 

server, with said server, control device, and portable 
device accessing a common network; 

storing a user profile, lists related to content available to the 
portable device on said media storage device; 

editing said user profile and/or lists using said control 
device; and 

downloading at least one of said lists to said networked 
portable device 

10. The method of claim 9, where at least one of said lists 
is accomplish through manual selection by a user. 

11. The method of claim 10 wherein the user selects list 
entries from the portable device or said control device. 

12. The method of claim 9, where said user profile com 
prises personal characteristics of said user. 

13. The method of claim 9, wherein information is down 
loaded into the portable device after the identity of the user is 
authenticated. 

14. The method of claim 9 further comprising selecting 
content for said portable device with said control device and 
downloading the selected content to said portable device. 

15. The method of claim 9 wherein said control device is 
used to edit lists while said portable device is offline. 

16. The method of claim 9 wherein said control device is a 
personal computer with access to said server with or without 
a browser. 

17. The method of claim 9 wherein said control device is a 
portable device, cellphone, PDA, hand-held media player, or 
hand-held computer. 


