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ARCHITECTURE TO THWART DENIAL OF SERVICE ATTACKS

Background

This invention relates to techniques to thwart
network-related denial of service attacks.

In denial of service attacks, an attacker sends a
large volume of malicious traffic to a victim. In one
approach an attacker, via a computer system connected to
the Internet infiltrates one or a plurality of computers
at various data centers. Often the attacker will access
the Internet through an Internet Service Provider (ISP).
The attacker by use of a malicious software program
places the plurality of computers at the data centers
under its control. When the attacker issues a command to
the computers at the data centers, the machines send data
out of the data centers at arbitrary times. These
computers can simultaneously send large volumes of data
over various times to the victim preventing the victim

from responding to legitimate traffic.

Summary

According to an aspect of the invention, a
monitoring device disposed for thwarting denial of
service attacks on the data center includes a plurality
of probe devices that are disposed to collect statistical
information on packets that are sent between the network
and the data center and a cluster head coupled to each of
the plurality of probe devices, the cluster head
receiving collected statistical information from the

probe devices and determining from the collected
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information whether the data center is under a denial of
service attack.

According to an additional aspect of the invention,
a method of thwarting denial of service attacks on a
victim data center coupled to a network includes
monitoring network traffic through probes that are
disposed between the victim data center and the network
and communicating data from the probes, over a dedicated
network, to a cluster head device.

According to a still further aspect of the
invention, a gateway for thwarting denial of service
attacks on a victim includes a cluster head and a
plurality of probes disposed between a network and a
victim center, the probes collecting statistical data,
for performance of intelligent traffic analysis and
filtering by the cluster head, to identify malicious
traffic for thwarting denial of service attacks.

According to a still further aspect of the
invention, a monitoring device disposed for thwarting
denial of service attacks on the data center includes a
device that collects statistical information on packets
that are sent between the network and the data center
over a plurality of links and that produces statistical
information from network traffic over the plurality of
links to determine from the statistical information
whether the data center is under a denial of service
attack.

According to a still further aspect of the
invention, a method of thwarting denial of service
attacks on a victim data center coupled to a network
includes monitoring network traffic over a plurality of

links between the victim data center and the network and
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communicating data, over a dedicated network, to a
control center

One or more aspects of the invention may provide one
or more of the following advantages.

Aspects of the invention provide a clustered monitor
to detect and determine packets that are part of a denial
of service attack for data centers that have multiple
links to the Internet or traffic levels that are beyond
what a single monitor device, e.g. gateway can handle.
Thus, the technique protects multiple links between the
Internet and a potential victim data center as well as
devices located within the data center. The invention
can accommodate an arbitrary number of probes and share
sufficient information with the probes to monitor traffic
passing through the clustered monitor. The clustered
monitor can determine if an attack is underway involving
the data center. The invention can provide a customer
with a single graphical user interface that summarizes
cluster’s traffic and attack status history. In some
embodiments, a probe is statically assigned or hardwired
via a network, whereas in other embodiments a probe can
dynamically leave or join a clustered monitor and is as
stateless as possible, thus minimizing disruptions to the
clustered monitor in the event of failure or other
replacement. Probes in a clustered monitor can query and
push information to or from the clustered monitor. A
full set of detection mechanisms as well as responses to
denial of service attacks exist at the cluster level
enabling the clustered monitor to be a stand-alone
monitor. Alternatively, the arrangement allows the

clustered monitor to be coupled to a control center via a
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hardened redundant network. The clustered monitor can be
of a data collector type or a gateway type.

The details of one or more embodiments of the
invention are set forth in the accompanying drawings and
the description below. Other features, objects, and
advantages of the invention will be apparent from the

description and drawings, and from the claims.
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Brief description of the drawings

FIG. 1 is a block diagram of networked computers
showing an architecture to thwart denial of service
attacks.

FIG. 2 is a block diagram depicting the architecture
of a clustered gateway.

FIG. 3 is a block diagram depicting processes that
execute on a cluster head.

FIG. 4 is a block diagram depicting processes that
execute on a probe gateway.

FIG. 5 is a flow chart depicting a joining process
for a probe member.

FIGS. 6A and 6B depict respectively probe and
cluster head functionality.

FIG. 7 is a flow chart depicting exemplary analysis

processes in the cluster head.

Detailed Description

Referring to FIG. 1, an arrangement 10 to thwart
denial of service attacks (DoS attacks) is shown. The
arrangement 10 is used to thwart an attack on a victim
data center 12, e.g., a web site or other network site
under attack. The victim 12 is coupled to the Internet
14 or other network. For example, the victim 12 has a
web server located at a data center (not shown).

An attacker via a computer system (not shown) that
is connected to the Internet e.g., via an Internet
Service Provider (ISP) 18 (not shown) other approach,
infiltrates one or a plurality of computers at various
other sites or data centers 20a-20c. The attacker by use
of a malicious software program that is generally

surreptitiously loaded on the computers of the data
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centers 20a-20c, places the plurality of computers in the
data centers 20a-20c under its control. When the
attacker issues a command to the data centers 20a-20c,
the data centers 20a-20c send data out at arbitrary
times. These data centers 20a-20c can simultaneously
send large volumes of data at various times to the victim
12 to prevent the victim 12 from responding to legitimate
traffic.

The arrangement 10 to protect the victim includes a
control center 24 that communicates with and controls
monitor ‘devices, e.g., gateways 26 and data collectors 28
disposed in the network 14. The arrangement protects
against DoS attacks via intelligent traffic analysis and
filtering that is distributed throughout the network.

The control center 24 is coupled to the gateways 26 and
data collectors 28 by a hardened, redundant network 30.
In preferred embodiments, the network is inaccessible to
the attacker. The gateway 26 devices are located at the
edges of the Internet 14, for instance, at the entry
points of data centers. The gateway devices constantly
analyze traffic, looking for congestion or traffic levels
that indicate the onset of a DoS attack. The data
collectors 28 are located inter alia at major peering
points and network points of presence (PoPs). The data
collectors 28 sample packet traffic, accumulate, and
collect statistical information about network flows.

All deployed monitor devices e.g., gateways 26 and
data collectors 28 are linked to the central control
center 24. The control center 24 aggregates traffic
information and coordinates measures to track down and
block the sources of an attack. The arrangement uses a

distributed approach that analyzes and determines the
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underlying characteristics of a DoS attack to produce a
robust and comprehensive DoS solution. Thus, this
architecture 10 can stop new attacks rather than some
solutions that can only stop previously seen attacks.
Furthermore, the distributed architecture 10 will
frequently stop an attack near its source, before it uses
bandwidth on the wider Internet 14 or congests access
links to the targeted victim 12.

A virus is one way to get attacks started. When
surfing a web page a user may download something, which
contains a virus that puts the user’s computer under the
control of some hacker. In the future, that machine can
be one of the machines that launches the attack.

Some or all of the deployed monitor devices in the
‘arrangement are clustered monitors. Such clustered
monitors can include clustered gateways and clustered
data collectors that are linked to the central control
center 24. As shown in FIG. 1, the gateway 26 is a
clustered device and is hereinafter referred to as
clustered gateway 26. However, the data collectors 28
could also be clustered devices. Further, the
arrangement 10 could be comprised of clustered and
nonclustered devices.

A clustered monitor, e.g., a clustered gateway 26
monitors a plurality of links that exist between the
victim center 12 and the Internet 14. Features of the
clustered monitor include the use of stateless probes
that are scaleable. The clustered monitor itself is not
vulnerable to a denial of service attack. That is, when
a system behind the cluster is being attacked, the
cluster head itself should not see a huge increase in

traffic load. The cluster head can also analyze traffic
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on asymmetric links and treat the traffic on all of the
monitored links as i1f the traffic originated on one
virtual link.

Referring now to FIG. 2, the data center 20 has a
plurality of links 2la-21n with the Internet 14. The
links exist through various network architectural
arrangements, the details of which are not an important
consideration here. The data center 20 is protected by a
clustered gateway 26 that comprises a plurality of probe
devices 26a-26n, which are here shown coupled in-line
with the links between the data center 20 and the
Internet 14. The probe devices 26a-26n have connections
to a cluster head device 27.

The cluster head device 27 likewise can have an
optional and/or hardened redundant network interface 39
connection to a hardened/redundant network 30. This
interface is used to connect the cluster head device 27
to the control center 24 (FIG. 1) or to allow an operator
access to the clustered monitor.

Probes 26a-26n perform several functions such as
sampling of packets and collecting statistical
information of packets that they see. In preferred
embodiments, the probes 26a-26n examine every packet for
statistical analysis purposes and randomly choose
selected numbers of packets per second to pass to the
cluster head 27. The cluster head 27 is responsible for
receiving the sampled traffic packets and summary
information provided from the probes 26a-26n. The
cluster head 27 analyzes the traffic for detection of
denial of service attacks using any known algorithms or
the algorithms described below. The cluster head 27 also

provides a user interface into the traffic analysis and
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also communicates with the control center 24. The
cluster head 27 is connected to the probes 26a-26n. In
one embodiment, a network type of connection provides
connectivity between the cluster head 27 and probes 26a-
26n. An exemplary type of network connection is a 100
Mbit Ethernet network. Other connections and other
network configurations, of course, could be used.
Preferably this connection is a private network used only
for intra-cluster communications. As a probe 26a-26n
starts up and joins the cluster, it obtains an IP address
on the network and begins sending sample packets and
statistical information to the cluster head 27 as will be
described below.

The arrangement provides a straightforward manner to
set up a cluster topology. The arrangement does not need
a leader election protocol. Rather, a single cluster
head 27 1is used per cluster with all other probes as
members. The cluster head 27 need not know explicitly
about any particular cluster member. When a new cluster
member is added to a cluster, the new cluster member can
dynamically discover its cluster head and join the
cluster. The cluster head will allow/deny the member to
join the cluster or can be directly connected in a
hardwired point-to-point connection. The cluster head
will keep a minimal amount of information for each member
of the cluster to facilitate debugging and analysis.

The links between cluster heads and probes can be
fast connections, e.g., 100 Mb/s Ethernet. To achieve
this a cluster member must be on the same IP network as
the cluster head. In some embodiments, the DHCP protocol
can be used whereas, in others a Cluster Discovery

Protocol (CDP) described below can be used.
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Referring now to FIG. 3, exemplary processes 50 that
run on a cluster head 27 are shown. The cluster head 27
will include a kernel level configuration process 52 and
a user level configuration process 54. The kernel level
52 configuration process in one implementation can be a
Click kernel process, as described in the Appendix. The
kernel level configuration process aggregates 52 traffic
from various probes 26a-26n. The user-level
configuration process 54 produces logs and runs detection
algorithms. The cluster head 27 also includes a HTTP
server or web server 56 such as an Apache server, as well
as a time synchronization process such as NTP (network
time protocol) 58. The cluster head 27 also includes a
process 60 to allow the cluster head 27 to automatically
assign an IP address to the probe. One example of such a
process is the DHCP, e.g., dynamic host configuration
protocol, which is a network protocol that enables an
DHCP server to automatically assign an IP address to
individual computers.

Referring now to FIG. 4, exemplary processes 70 that
execute on probe 26a are shown. The probe 26a executes a
joining process 72 to permit the probe 26a to join an
existing, operating cluster. The probe 26a also includes
a monitor process 74 that collects statistical
information on packets. The packets can pass through the
probe 26a in implementations where the probe 26a is
disposed in-line, or are sampled by the probe 26a in
implementations where the probed is disposed to tap
copied packets from a link. In either event the probe
26a is disposed between the data center and the network.

The probe 26a also executes a packet flow process 76 that

-10-
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statistically samples random packets and sends those
packets to the cluster head 27.

Referring to FIG. 5, the joining process 72 on the
probes 26a-26n, is shown for probe 26a. During the
joining process 72 the probe is booted 82. Once the
probe boots, the probe executes a script. The script
installs 84 kernel Click config (which is shown as 74 and
76 in FIG. 4), and runs a DHCP client application) to
obtain a IP address from the cluster head. Once the IP
address is assigned, the join process 72 will start 88 a
NTP (Network Time Protocol, or equivalent)
synchronization process between cluster head and probe to
allow the probe to maintain the same time as other probes
in the cluster, as well as the cluster head 27. After
the NTP synchronization process 88, the process 72
configures 90 the monitor configuration in the Click
kernel to enable the probe to collect statistical
information concerning traffic flow to the probe, e.g.,
26a, as well as to sample selected numbers of packets to
send to the cluster head 27.

A probe can have a serial port for
debugging/configuring that is accessed via the cluster
network.

Referring now to FIGS. 6A and 6B, an exemplary
operational process that can occur on one or more probes
26a-26n and the cluster head 27 is shown. On the probes
a process 100 is used to sample 102 one in every N
packets or to provide a random sampling of said packets.
The process 100 also collects 104 and logs source
information from all packets and will collect and log 106
destination information from all packets. The process

100 also collects information regarding the packet type

-11 -
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and so forth. At respective points in time, the process
100 will transmit 108 the collected destination and
source information as well as other statistical
information to the cluster head 27 and will likewise
transmit sample packets to the cluster head 27. The
cluster head 27 can maintain a stable log or file system
to maintain the information for an indefinite period of
time.

Referring to FIG. 6B, a process 110 is shown that
executes on the cluster head 27. The process 110
includes a process 112 to analyze collected source and
destination information and to determine 114 whether or
not the information corresponds to an attack on the
victim center. If the information corresponds to an
attack, the process 110 generates 116 a response to the
attack. Exemplary responses can be to send a message to
the data center 24 that an attack is underway.
Optionally, a response can involve determining the nature
of the attack and source of the attack at the gateway.
In this option, the gateway 26 can determine corrective
measures such as installing filters on nearby routers or
by installing a filter in one or more of the probes 26a-
26n (if the probes are in-line). These filters block
undesired network traffic as will be discussed below.

The cluster head 27 makes decisions about the health
of the traffic passing by the cluster 26 and keeps logs
(not shown) of the traffic. To do this the cluster head
27 examines a subset of the packets flowing by the
cluster members, and the counters obtained from probes
26a-26n. The cluster head 27 uses the counter

information and sampled packets to determine if a cluster

-12-
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26 is involved in an attack and the traffic subset will
be used for logging.

With an implementation using Click, all information
is contained in packets. Thus, packets are delivered
from cluster probes 26a-26n to a cluster head 27. This
can present a problem since the system needs to both
maintain contents (including annotations) of a packet as
it is transported from probe 26a-26n to head 27, and
needs to distinguish different types of packets at the
cluster head 27.

One specific implementation to solve these problems
includes four Click elements: IPEncap, IPClassifier,
PackWithAnno, and UnpackWithAnno. Also, reliable gueue
{Rx, Tx} is used for reliable delivery.

The traffic on the intra-cluster network would
include:

NTP traffic: for time synchronization (bi-
directional)

DHCP traffic: for IP address management (bi-
directional)

RSH protocol a bi-directional protocol for probe
traffic.

IP protocol 127: randomly sampled packets (probe to
cluster head)

IP protocol 128: counter summary log packets (probe
to cluster head)

The specific traffic flows can be bi-directional and
are encapsulated via the PackWithAnno element on the
probe and decapsulated with the UnpackeWithAnno element
at the cluster head. Note that the packets are raw IP
packets, i.e., the packets do not run over a user

datagram or Transport UDP/TCP. With this deliver process

-13-



10

15

20

25

30

WO 03/065155 PCT/US03/02441

packet size is watched carefully so as to not exceed the
MTU. As exemplary parameters, the counter summary
packets can be sent once per second, the TCP monitoring
packets can be sent twice per report. Sampled packets
are sent according to a sampling rate set for the probe.
An exemplary setting is 10,000 PPS although slower or
faster rates could be used. The sample packets produce
the logs mentioned above. The counter summary log
packets and the TCP rate monitor packets are used in
attack detection heuristics. The traffic rate on the
intra-cluster network should be predictable regardless of
the traffic rate the cluster itself is seeing. This
prevents dos attacks from loading the cluster's network.
With the parameter values mentioned above the predicted
traffic per probe rates: 10,000 (sample) + 1 (counter
summary) + 2 (IP Rate monitor). The NTP and DHCP packet
loads are negligible.

The gateway 26 monitoring process 74 (FIG. 4)
monitors traffic that passes through the gateway and
includes a communication process (not shown) that
communicates statistics collected in the gateway 26 with
the data center 24. The gateway 26 uses a separate
interface over a private, redundant network, such as a
modem 39 over the telephone network or a leased line, a
network adapter over a LAN, etc. to communicate with the
control center 24. Other interface types are possible.
In addition, the gateway 26 can include processes (not
shown) to allow an administrator to insert filters to
block, i.e., discard packets that the device deems to be
part of an attack, as determined by heuristics described

below.

-14 -
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Referring to FIG. 7, exemplary techniques 130 to
determine if a data center is under attack are shown.
The gateway 26 collects statistics 132 and analyzes the
statistics according to one or more of the algorithms
134a-134e described below. Other algorithms can be used.

Several methods can be used separately or in
combination to detect malicious traffic flows. For
example, the gateway 26 can detect DoS attacks using at
least one or more of the following methods including:
analyzing packet ratios of TCP-like traffic; analyzing
"repressor" traffic for particular types of normal
traffic; performing TCP handshake analysis; performing
various types of packet analysis at packet layers 3-7;

and logging/historical analysis.

Packet ratios for TCP-like traffic 134a.

The Transmission Control Protocol (TCP) is a
protocol in which a connection between two hosts, a
client C, e.g. a web browser, and a server S, e.g. a web
server, involves packets traveling in both directions,
betweén C and S and between S and C. When C sends data
to S and S receives it, S replies with an ACK
("acknowledgement") packet. If C does not receive the
ACK, it will eventually try to retransmit the data to S,
to implement TCP's reliable delivery property. 1In
general, a server S will acknowledge (send an ACK) for
every packet or every second packet.

The monitoring process in the gateway 26 can examine
a ratio of incoming to outgoing TCP packets for a
particular set of machines, e.g. web servers. The
monitoring process can compare the ratio to a threshold

value. The monitoring process can store this ratio, time

-15-
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stamp it, etc. and conduct an ongoing analysis to
determine over time for example how much and how often it
exceeds that ratio. As the ratio grows increasingly
beyond 2:1, e.g., up to about 3:1 or so, it is an
increasing indication that the machines are receiving bad
TCP traffic, e.g., packets that are not part of any
established TCP connection, or that they are too
overloaded to acknowledge the regquests.

The monitoring process can monitor rates as
bytes/sec and packets/sec rates of total, UDP, ICMP, and
fragmented traffic in addition to TCP traffic. The
thresholds are set manually by an operator. In some
embodiments the device can provide a "threshold wizard"
which uses historical data to help the user to set
thresholds. An alternate implementation could
automatically generate time-based thresholds using
historical data.

The gateway 26 divides traffic into multiple
buckets, e.g. by source network address, and tracks the
ratio of ingoing to outgoing traffic for each bucket. As
the ratio for one bucket becomes skewed, the gateway 26
may subdivide that bucket to obtain a more detailed view.
The gateway 26 raises 90 a warning or alarm to the data
center 24 and/or to the administrators at the victim site
12.

Another alternate implementation could combine
thresholds with a histogram analysis, and trigger traffic
characterization whenever a histogram for some parameter
differed significantly (by a uniformity test, or for
example, by subtracting normalized histograms) from the

historical histogram.

-16 -
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Repressor traffic 134b.

The phrase "repressor traffic" as used herein refers
to any network traffic that is indicative of problems or
a potential attack in a main flow of traffic. A gateway
26 may use repressor traffic analysis to identify such
problems and stop or repress a corresponding attack.

One example of repressor traffic is ICMP port
unreachable messages. These messages are generated by an
end host when the end host receives a packet on a port
that is not responding to requests. The message contains
header information from the packet in question. The
gateway 26 can analyze the port unreachable messages and
use them to generate logs for forensic purposes or to
selectively block future messages similar to the ones

that caused the ICMP messages.

TCP handshake analysis 134c.

A TCP connection between two hosts on the network is
initiated via a three-way handshake. The client, e.g. C,
sends the server, e.g. S, a SYN ("synchronize") packet.

S the server replies with a SYN ACK ("synchronize
acknowledgment”) packet. The client C replies to the SYN
ACK with an ACK ("acknowledgment") packet. At this
point, appropriate states to manage the connection are
established on both sides.

During a TCP SYN flood attack, a server is sent many
SYN packets but the attacking site never responds to the
corresponding SYN ACKs with ACK packets. The resulting
"half-open" connections take up state on the server and
can prevent the server from opening up legitimate
connections until the half-open connection expires, which

usually takes 2-3 minutes. By constantly sending more

-17 -
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SYN packets, an attacker can effectively prevent a server
from serving any legitimate connection requests.

One type of attack occurs during connection setup.
At setup the gateway forwards a SYN packet from the
client to the server. The gateway forwards a resulting
SYN ACK packet from a server to client and immediately
sends ACK packet to the server, closing a three-way
handshake. The gateway maintains the resulting
connection for a variable timeout period. If the packet
does not arrive from client to server, the gateway sends
a RST ("reset") to the server to close the connection.
If the ACK arrives, gateway forwards the ACK and forgets
about the connection, forwarding subsequent packets for
that connection. The variable timeout period can be
inversely proportional to number of connections for which
a first ACK packet from client has not been received. 1In
a passive configuration, a cluster 26 can keep track of
ratios of SYNs to SYN ACKs and SYN ACKs to ACKs, and
raise appropriate alarms when a SYN flood attack

situation occurs.

Layer 3-7 analysis 134d.

With layer 3-7 analysis, the gateway 26 looks at
various traffic properties at network packet layers 3
through 7 to identify attacks and malicious flows. These
layers are often referred to as layers of the Open System
Interconnection (0SI) reference model and are network,
transport, session, presentation and application layers
respectively. Some eiamples of characteristics that the

gateway may look for include:

-18-
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1. Unusual amounts of IP fragmentation, or
fragmented IP packets with bad or overlapping fragment
offsets.

2. IP packets with obviously bad source addresses,
or ICMP packets with broadcast destination addresses.

3. TCP or UDP packets to unused ports.

4. TCP segments advertising unusually small window
sizes, which may indicate load on server, or TCP ACK
packets not belonging to a known connection.

5. Frequent reloads that are sustained at a rate
higher than plausible for a human user over a persistent
HTTP connection.

The monitoring process determines the rates or
counts of these events. If any of the rates/counts
exceeds a particular threshold, the cluster device
considers this a suspicious event and begins attack
characterization process.

Several attack characterization processes can be
used. One type in particular uses histograms to
characterize the type of attack that was detected. Co-
pending US Patent Application Serial No. Filed on
, and entitled “DENIAL OF SERVICE ATTACKS
CHARACTERIZATION”, which is assigned to the assignee of
the present invention and incorporated herein by

reference.

Logging and historical traffic analysis 134e.

The gateways 26 and data collectors 28 keep
statistical summary information of traffic over different
periods of time and at different levels of detail. For
example, a gateway 26 may keep mean and standard

deviation for a chosen set of parameters across a chosen
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set of time-periods. The parameters may include source
and destination host or network addresses, protocols,
types of packets, number of open connections or of
packets sent in either direction, etc. Time periods for
statistical aggregation may range from minutes to weeks.
The device will have configurable thresholds and will
raise warnings when one of the measured parameters
exceeds the corresponding threshold.

The gateway 26 can also log packets. 1In addition to
logging full packet streams, the gateway 26 has the
capability to log only specific packets identified as
part of an attack (e.g., fragmented UDP packets or TCP
SYN packets that are part of a SYN flood attack). This
feature of the gateway 26 enables administrators to
quickly identify the important properties of the attack.

Alternatively, a gateway 26 can tap a network line
without being deployed physically in line, and it can
control network traffic, for example, by dynamically
installing filters on nearby routers. The gateway 26
would install these filters on the appropriate routers
via an out of band connection, i.e. a serial line or a
dedicated network connection. Other arrangements are of
course possible.

Aspects of the processes described herein can use
“Click,” a modular software router system developed by
The Massachusetts Institute of Technology’s Parallel and
Distributed Operating Systems group. A Click router is
an interconnected collection of modules or elements used
to control a router’s behavior when implemented on a
computer system. Other implementations can be used.
Other embodiments are within the scope of the appended

claims.
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What is claimed is:

1. A monitoring device disposed for thwarting
denial of service attacks on the data center, the
monitoring device comprising:

a plurality of probe devices that are disposed to
collect statistical information on packets that are sent
between the network and the data center;

a cluster head coupled to each of the plurality of
probe devices, the cluster head receiving collected
statistical information from the probe devices and
determining from the collected information whether the

data center is under a denial of service attack.

2. The device of claim 1 wherein the cluster head
is coupled to the plurality of probe devices through a

dedicated, private network.

3. The device of claim 2 wherein the cluster head
further comprises:

a communication process that communicates statistics
collected in the probe devices with a control center, and
that receives queries or instructions from the control

center.

4. The device of claim 3 wherein the monitoring
device is a gateway device and further comprises:

a process to install filters to thwart denial of
service attacks by removing network traffic that is

deemed part of an attack.
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5. The device of claim 1 wherein the probes are
physically deployed in line in the network.

6. The device of claim 1 wherein the probes
execute a joining process that allows a probe to join a

cluster.

7. The device of claim 1 wherein the cluster head
comprises a process to aggregate traffic from the various
probes and to produce logs and apply detection

heuristics.

8. A method of thwarting denial of service attacks
on a victim data center coupled to a network comprises:

monitoring network traffic through probes that are
disposed between the victim data center and the network;
and

communicating data from the probes, over a dedicated

network, to a cluster head device.

9. The method of claim 8 further comprising:
communicating data from the cluster head device to a

control center over a hardened network.

10. The method of claim 8 further comprising:

analyzing network traffic statistics to identify
malicious network traffic; and

filtering network traffic, which is identified as
malicious network traffic, during analyzing of the

network traffic.
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11. The method of claim 8 wherein the cluster head
device and the probe devices comprise a clustered

gateway.

12. The method of claim 11 wherein when a new
cluster probe is added to the clustered gateway, the
method further comprises:

dynamically discovering the new cluster probe that

seeks to join the cluster.

13. The method of claim 8 further comprising:
performing intelligent traffic analysis and
filtering to identify the malicious traffic and to

eliminate the malicious traffic.

14. The method of claim 13 wherein performing
intelligent traffic analysis is controlled by the cluster

head and filtering is performed by the probes.

15. A gateway for thwarting denial of service
attacks on a victim comprises:

a cluster head; and

a plurality of probes disposed between a network and
a victim, the probes collecting statistical data, for
performance of intelligent traffic analysis and filtering
by the probed, to identify malicious traffic for

thwarting denial of service attacks.
16. The gateway of claim 15 wherein the gateway

includes a process to insert filters to discard packets

that are deemed to be part of an attack.
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17. A monitoring device disposed for thwarting
denial of service attacks on the data center, the
monitoring device comprising:

a device that collects statistical information on
packets that are sent between the network and the data
center over a plurality of links and that produces
statistical information from network traffic over the
plurality of links to determine from the statistical
information whether the data center is under a denial of

service attack.

18. The monitoring device of claim 17 wherein the
monitoring device is coupled to a control center through

a hardened network.

19. The monitoring device of claim 17 wherein the
device further comprises:

a communication process that communicates statistics
with a control center, and that receives queries or

instructions from the control center.

20. The monitoring device of claim 17 wherein the
monitoring device is a gateway device and further
comprises:

a process to install filters to thwart denial of
service attacks by removing network traffic that is

deemed part of an attack.

21. The monitoring device of claim 20 wherein the
gateway comprises:
a process to aggregate traffic from the various

links and to produce logs and detection heuristics.
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22. A method of tﬁwarting denial of service attacks
on a victim data center coupled to a network comprises:

monitoring network traffic over a plurality of links
between the victim data center and the network; and

communicating data, over a hardened network, to a

control center.

23. The method of claim 22 wherein monitoring is
performed by probe devices that sample network traffic at

a constant rate.

24. The method of claim 23 wherein the sampled
network traffic by the probes is delivered to a clustered

head for traffic analysis.

25. The method of claim 23 wherein the probes send
the sampled network traffic to the cluster head at a
substantially constant rate irrespective of traffic on

the monitored network.
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