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(57) Abstract: Examples relate to providing data backup for a multi-tenant application. One example enables determination that a
first data set for a first tenant from the application should be backed up and determination, independently from determining the first
data set should be backed up, that a second data set for a second tenant from the application should be backed up. Responsive to de -
termining the first data set should be backed up, a first portion of the first data set stored at a first data resource of a first type may be
accessed via a first adaptor for the first type of data resource, and a second portion of the first data set stored at a second data re-
source of a second type may be accessed via a second adaptor for the second type of data resource. The accessed portions of the first
data set may be stored.
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PROVIDING DATA BACKUP

BACKGROUND
(G001} Computing sysiems may allow multiple users {0 access resources via a single
server. These computing systems may store data for multiple tenants in multiple data

resources of different types.

BrieF DESCRIPTION OF THE DRAWINGS
00021  The following detailed description references the drawings, wherein:
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tenant.

FIG. 1 is a block diagram of an example system for providing data backup;

Y

FIG5. 2 is a flowchart of an example sysiem for providing data backup;

1

FIGG. 4 is a flowchart of an example method for providing data backup; and
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1 FIG. 3 is aflowchart of an example system for providing data backup;
]
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FIG. 5 is a flowchart of an example method for restoring backed up data for a

DETAILED DESCRIPTION

[0008] The following delailed description refers to the accompanying drawings.
Wherever possible, the same reference numbers are used in the drawings and the
following description to refer {o the same or similar parts. While several examples are
described in this document, modifications, adaptations, and other implementations are
possible. Accordingly, the following detalled description does not imit the disclosed
examples. Instead, the proper scope of the disclosed examples may be defined by the
appended claims.

[C008] A computing system may provide access o a mulli-tenant application from a
server. During execution of the application, the computing system may store data for each
tenant across multiple data resources of multiple types. The computing system may
backup and restore data for a data set of a tenant from the application and across the
multiple resources while atlempting o minimize a loss of access of the multi-tenant
application to other tenants. For exampile, the computing system may provide a set of
adapiors via which data for the tenant may be accessed. Each adaptor may facilitate



WO 2016/018207 PCT/US2014/048384

5
access to data resources of a same type. As such, the computing system may perform

data backup on a lenant-by-tenant basis using adaptors specific for the data resources
accessed by the system. The compuling system may also restore data to the data
resources accessed by the system on a tenant-by-tenant basis.

[0010] By providing tenant-by tenant backup and restore functionality, the compuiing
systemn may allow the application to perform test funclionality on data for a tenant, may
allow roll back of data for a tenant, may enable moving of tenant data from one system to
ancther and/or from one data resource to ancther data resource, and/or faciiitate other
functionality that affects data of the tenant.

[G011]  As also noted below, each tenant may comprise an entity that includes a set of
users (often multiple users). Each tenant {(and sach user of a tenant} may access the
application via a respective tenant system {and user compuling device). As such,
discussion of funclionality performed by a tenant (andfor user) may comprise functionality
performed by a respective tenant computing system {(and/or user computing device).
[0012]  Refering now to the drawings, FIG. 1 is a block diagram of an example system
100 for providing data backup for a multidenant application. System 100 may comprise a
cloud server, a mainframe, nolebook, desktop, tablet, workstation, mobile device, and/or
any other device suitable for exescuting the functionality described below. In the
embodiment of FIG. 1, system 100 includes a non-transitory machine-readable storage
medium 120 and a processor 110.

[0013] Processor 110 may be one or more central processing units (CPUs),
microprocessors, andfor other hardware devices suitable for retrieval and execution of
instructions stored in maching-readable storage medium 120, Processor 110 may fetch,
decode, and execute program instructions 121, 122, 123, and/or other instructions to
enable providing data backup for a multi-tenant application, as described below. As an
alternative or in addition {0 retrieving and executing instructions, processor 110 may
include one or more glectronic circuits comprising a number of electronic components for
pericrming the functionality of one or more of instructions 121, 122, 123, and/or other
instructions.

[0014] in one example, the program instructions 121, 122, 123, andior cother
instructions can be part of an installation package that can be exscuted by processor
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110 to implement the funclionality described hergin. In this case, memory 120 may be a

portable medium such as a CD, DVD, or flash drive or a memory maintained by a
computing device from which the instaliation package can be downloaded and installed.
in another example, the program instructions may be part of an application or
applications already installed on system 100.

[0G015] Machine-readable storage medium 120 may be any hardware storage device
for maintaining data accessible to system 100. For example, machine-readable storage
medium 120 may include one or more hard disk drives, solid state drives, tape drives,
andfor any other storage devices. The storage devices may be ioccated in system 100
and/or in ancther device in communication with system 100, For example, machine-
readable storage medium 120 may be any electronic, magnetic, optical, or other physical
storage device that stores execuiable instructions.  Thus, machine-readable storage
medium 120 may be, for example, Random Access Memory (RAM), an Electrically-
Erasable Programmable Read-Only Memaory (EEPROM), a storage drive, an optical
dise, and the like. As described in detail below, machine-readable storage medium 120
may be encoded with execuiable instructions for providing data backup for a multi-lenant
application. As detailed below, storage medium 120 may maintain and/or store the data
and information described hersin.

[0016]  Backup determination instructions 121, when executed by processor 110, may
determine that a data sel asscciaied with a tenant of the mulli-lenant application should
be backed up. The backup determination instructions 121, when execuied by processor
110, may determine that data should be backed up responsive (o a resource on a server
becoming available for use for an application. The multi-lenant application may be, for
example, any application executing on a server in the system 100. The application may
be executed on the server and may access other resources in the system. In some
exampies, the application may be a cloud-based application, with an instance of the
application being executed on the server in the system 100. The dala resources accessed
by the application may comprise, for example, a posigres database, a proprietary
database, ancther type of SGL database, a big data storage system, a NoS0L database,
a file systemn, a search engine, ancther persistent siorage device, and/or other data

resource that may be used by the application o store data.
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[0017]  Atenant may comprise, for example, an entity that accesses the application. A

tenant may comprise a set of users, such that each user of the fenant may independently
access the application. For example, a first tenant may comprise a set of independent
accesses to the application from a second tenant. The sel of independent accesses of the
first tenant may be performed by multiple users of the first fenant. A data set associated
with a tenant may comprise data associated with each of the users of the tenant. In some
exampies, data in the data set may comprise and/or be associated with one or more of: a
tenant identifier, a date and time of storage, a date and time of last access, a user identifier
identifving a set of users of the tenant thal are associated with the data, andfor other
information related to the data. In some examples, data in the data set for a tenant may
be tagged with, have as meladata, and/or otherwise be associated with one or more of the
items of information related to the data.

[0018]  The backup determination instructions 121, when executed by processor 110,
may determine that a first data set for a first {enant from the multi-tenant application should
be backed up. The backup determination instructions 121, when executed by processor
110, may make this determination independently from a determination o back up data for
a second tenant accessing the muiti-lenant application.

[C013] In some examples, the backup determination instructions 121, when executed
by processor 110, may determine that a first data set for the first tenant shouid be backed
by receiving an indication that the first data set should be backed up. The backup
determination instructions 121, when exscuted by processor 110, may receive the
indication from the tenant, from an adminisitrator of the application, responsive fo
functionality of the application that may automatically produce the indication, and/or by
other manners. The indicalion may comprise, for example, a {enant identifier. In some
examples, the indication may comprise, for example, a tenant identifier, a user identifier
identifving a sel of users, a set of dafa conditions, and/or other information related to the
data of the first tenant {0 be backed up. In these examples, the first set of data backed up
by the system may comprise dala associated with the tenant and the set of users which
meet the set of conditions.

[0020]  In some exampiles, the backup determination instructions 121, when executed
by processor 110, may delermine that the first data set should be backed up based on
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predetermined time intervals at which data for the tenant is automalically backed up. For

exampie, the machine-readable storage medium 120 may store a time interval after which
data should be backed up for the first tenant, a time of last backup, andfor other
information relaled o when data for the first tenant should be backed up.

[0021]  Tenant data access instructions 122, when executed by processor 110, may
perform data backup of the first set of data for the first tenant respongive to the backup
determination instructions 121 determining that data backup should be performed. For
exampile, the tenant data access instructions 122, when executed by processor 110, may
access portions of the first set of data from each data resource accessed by the
application via an adaptor corresponding to the data rescurce based on type of data
resource.  For example, the tenant data access instructions 122, when executed by
processor 110, may access a first portion of the first data set from a first data resource of a
first type using a first adapior for data resources of the first type and may access a second
portion of the first data set from a second data resource of a second type using a second
adaptor for data resources of the second type.

[0022]  As discussed further below, each data resource of a particular type may have a
corresponding adaptor via which the system 100 may access data. The system 100 may
communicate with each data resource of a2 same type (.9, each SQL database) with a
same adaptor. The adaplor may comprise a communication protocol specific to a dala
resource of the same type. In some examples, the adaplor may also comprise a set of
predetaermined gueries usable by the application to access data from the data resource of
the same type. The tenant dafa access instructions 122, when executed by processor
110, may communicaie with the first dala resource using a first communication protocol of
the first adaptor and using a predetermined sel of queries associated with the first adaptor,
as discussed below.

(00231  An adaptor may comprise, for example, a componeant 1o communicate with a
data resource of a specific type. An adaptor may comprise generally a combination of
hardware and software to facilitate access {0 data resources of a same type. In some
examples, an adaptor may comprise instructions {o facilitate the communication described
herein. The instructions may be stored in the non-transitory machine-readable storage

madium 120 and handlad in a manner similar to instructions 121, 122, 123, and/or other
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instructions. In other examples, the adaplor ?nay comprise a combination of hardware and
software similar o the engines described below.

[0024]  In some examples, an adaptor may comprise multiple communication protocols
and may be able to communicate with data resources of multiple types. For example, the
system 100 may comprise a set of adaplors that comprise a set of communication
protocols.  The set of communication protocols may comprise, for example, a
communication protocol for each type of data resource accessed by the system.

[0025] An adaptor may comprise one or more communication protocols. In some
exampies, the communication protocols may be allocated among adaptors based on the
usage of the data resources of gach type, based on a load balancing of access (o data
resources of each type, based on information related {0 the application, based on
information received by an administrator, and/or in other manners. In some examples, the
allocation of the communication profocols among the adaptors may be changed based on
these and/or other factors. In some examples, a first adaptor may comprise a first
communication protocol o provide access {0 a data resource of a first type and a second
communication protocol to provide access to a data resource of a second type. In this
example, a second adaptor may comprise a third communication profocol to provide
access o a data resource of a third type. The number of adaptors and communication
protocols included in a single adaptor are not limited 10 the examples described here.
[0026] The tenant data storage instructions 123, when execuled by processor 110,
may cause storage of the accessed portions of the first data set. In some exampies, the
tenant data storage instructions 123, when executed by processor 110, may cause
storage of the accessed portions of the first dala set a3 a first tenant file for the first tenant.
In some examples, the fenant dala storage instructions 123, when executed by processor
110, may cause the accessed portions of data from each data rescurce 1o be stored in the
tenant file such that each portion of data from an individual data resource is associated
with an identifier for that data resource. As such, the system 100 may easily determine a
source of data in the tenant data file. The tenant dala slorage instructions 123, when
executed by processor 110, may also cause data in the tenant file to be stored with
information related o a date and time of access, any information related to a request o
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back up the dala, and/or other information related to the data included in the tenant data

file.

[0027] The tenant data storage instructions 123, when execuled by processor 110,
may cause storage of a separate tenant file for a tenant each time data backup for the
tenant is performed. For example, responsive 1o data backup heing performed at a first
time, the tenant data storage instructions 123, when executed by processor 110, may
store a first tenant file for the first tenant. Responsive o data backup being performed ata
gsecond time later than the first time {e.g., after a next time interval, and/or other time), the
tenant data storage instructions 123, when executed by processor 110, may cause
storage of a second tenant file different from the first tenant file.  In some examples, the
second tenant file may only comprise data that has changed from the first tenant file (e.g.,
data that has changed for the tenant since the last backup of data). In other examples, the
tenant data storage instructions 123, when executed by processor 110, may store a full set
of data in a tenant file for the tenant each time data backup for the tenant is performed.
[0028] The tenant data storage instructions 123, when executed by processor 110,
may cause storage of tenant files for each tenant of the mulii-tenant application at the
storage medium 120, at one or more of the data resources of the systern 100, and/or at
ancther non-transitory machine-readable storage medium accessible to the system.

(00281 iIn some examples, the instructions may alse comprise tenant data resiors
instructions. For example, tenant dala restore instructions, when executed by processor
110, may resiore data for the first tenant based on the first tenant file stored by the tenant
data storage instructions. The tenant data restore instructions, when executed by
processor 110, may restore data responsive [0 receiving a reguest from a lenant,
administrator, the application, andfor other source {0 restore data. The lenant data restore
instructions, when executed by processor 110, may restore data for the first tenant by
restoring, via respective adaptors for each data source, corresponding portions of the first
gset of data. For example, the lenant data restore instructions, when executed by
processor 110, may restore a portion of the set of data to a dala rescurce via a
corresponding adapior based on the portion of the data set being associated with a data

resource identifier for the datla resource.
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[0030]  In some examples, the request may comprise, for example, a time period from

which data should be restored, a set of data resources {o which data should be restored, a
set of users for which data should be restored, and/or other information related o restoring
data for a tenant. Responsive to the request comprising a time frame, the tenant data
restore instructions, when execuied by processor 110, may restore data for the first tenant
by selecting a data set of data stored before the time frame for restoring the data
resources. Responsive o the request comprising a set of data resources, the fenant data
restore instructions, when executed by processor 110, mayv only restore data for the first
tenant 1o those data resources included in the set of dala resources. Responsive {o the
request comprising a set of users, the tenant data restore instructions, when executed by
processor 110, may only restore data associated with users included in the first set of
USErs.

[0031]  In some examples, data specific o an individual user of a tenant may be backed
up in a manner similar to the backup of data for an individual tenant.

[0032] FlG. 2 is a block diagram of an example system 200 for providing data backup
for a mulli-tenant application.  As with systermn 100, system 200 may comprise a cloud
server, & mainframe, notebook, deskiop, tablet, worksiation, mobile device, or any other
device suitable for executing the funclionality described below. As with processor 110 of
FIG. 1, processor 210 may be one or more CPUs, microprocessors, and/or other
hardware devices suitable for retrieval and execution of instructions.

[C033] As detailled below, system 200 may include a series of engines 220-230 for
providing data backup for a mulli-lenant application.  Each of the engines may generally
represent any combination of hardware and programming. For example, the programming
for the engines may be processor execulable instructions stored on a non-transitory
machine-readable storage medium and the hardware for the engines may include at least
one processor of the system 200 to execute those instructions. In addition or as an
alternative, each engine may include one or more hardware devices including electronic
circuitry for implementing the funclionality described below.

[0034] Backup determination engine 220 may determine that a first data set for a first
tenant from a mulli-tenant application executing on an individual server should be

backed up and determing, independently from determining that the first data set should
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be backed up, that a second data set for a svecond ternant from the application should be
backed up. In some examples, the backup determination engine 220 may determine that
data should be backed up in a manner the same as or similar o that of the backup
determination instructions 121 of system 100. Further delails regarding an example
implementation of backup determination engine 220 are provided above in connection with
backup determination instructions 121 of FIG. 1.
[0035] Tenant specific backup engine 230 may, responsive to determining that the
first data set should be backed up, access a first portion of the first data set slored ai a
first data resource of a first type via a first adaptor comprising a first communication
protocol for a first type of data resource. Tenant specific backup engine 230 may also
access a second portion of the first dala set stored at a second data resource of the
second type via a second adaptor comprising a second communication protocol for a
second type of data rescurce. The first and second data resources may be
communicably coupled to the individual server and wherein the second communication
protocol is different from the first communication protocol.  Tenant specific backup
engine 230 may also cause storage of the accessed portions of the first data setl
Tenant specific backup engine 230 may perform similar funclionality for each tenant
responsive to the backup determination engine 220 determining that data for a tenant
should be backed up.
[0038] In some examples, the tenant speciic backup engine 230 may access and store
data in a manner the same as or similar © that of the system 100, Further details
regarding an example implementation of tenant specific backup engine 230 are provided
above in connection with tenani dala access instructions 122, tenant data storage
instructions 123, and/or other descriptions related of FIG. 1.
(00371 FIG. 3 is a block diagram of an example system for providing data backup for a
muiti-tenant application.  As llustraled in FIG. 3 and described below, system 300 may
comprise a processor 310, a non-transitory machine readable storage medium 320, a
series of engines 330-350 for providing data backup for a multi-tenant application, and/or
other components. The system may communicate with tenants via lenant systems 390,
383, 396, and/or other tenant systems. Each tenant system may comprise mulliple user
computing devices. For example, tenant system 390 for a first fenant may comprise
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computing devices 391 and 302 for a first user and second user respectively. Similarly,

tenant system 393 for a second tenant may comprise computing devices 394 and 395 for
a first user and second user respectively. Tenant system 396 for a third fenant may
comprise computing devices 397 and 398 for a first user and second user respectlively.
The number of tenant systems and user computing devices in each tenant systemn are not
limited to the examples described herein.

[0038]  As with processor 110 of FIG. 1, processor 310 may be one or more CPUs,
microprocessors, and/or other hardware devices suitable for retrieval and execution of
instructions. Az with machinereadable storage medium 120, non-transitory machine-
readable storage medium 320 may be any hardware storage device for maintaining data
accessible to systern 100, As with engines 220-230, engines 330-350 may generally
represent any combination of hardware and programming.

[0039] Non-ransitory machingreadable storage medium 320 may store tenant files
321 for each tenant accessing the multi-flenant application.  For example, the {enant files
321 may comprise a plurality of tenant files for each tenant.

[0040] Backup determination engine 330 may perform functionality the same as or
similar o that of the backup determination engine 220 of system 200, Further details
regarding an example implementation of backup determination engine 330 are provided
above in conneaction with backup determination engine 220 of system 200.

[0041]  Tenant specific backup engine 340 may perform functionality the same as or
similar o that of the tenant specific backup engine 230 of FIG. 2. Further detlails regarding
an exampie implementation of tenant specific backup engine 340 are provided above in
connection with tenant spedific backup engine 230 of FIG. 2.

[0042] Tenant specific backup engine 220 may restore data for a tenant. In some
exampies, the tenant specific backup engine 220 may restore data in 3 manner the same
as or similar to that of the tenant data restore instructions of system 100. Further details
regarding an example implementation of tenant specific backup engine 220 are provided
above in connectlion with tenant data restore instructions of FIG. 1.

[0043] As shown in FiG. 3, each ienant system (and user computing device) may
communicate with system 100 {o access the application of systemn 100, The system 100

may store, back up, and resiore data from sach tenant that accesses the application.
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[0044]  FIG. 4 is a flowchart of an example method for execution by a computing device

for providing data backup for a multi-lenant application.

[0045]  Although execution of the methods described below are with reference fo
systern 100 of FIG. 1 system 200 of FIG. 2, and/or system 300 of FIG. 3, other suitable
devices for execution of this method will be apparent to those of skill in the art. The
method described in FiG. 4 and other figures may be implemented in the form of
executable instructions stored on a machine-readable siorage medium, such as slorage
medium 120, by one or more engines described herein, and/or in the form of electronic
circuitry.

[G048]  In an operation 400, a determination may be made that a first set of data for a
first tenant shouid be backed up. For example, the system 100 (and/or the backup
determination instructions 121, the backup determination engine 220, or other resource of
the system 100) may determine that the first set of data should be backed up. The system
100 may determine that the first set of data should be backed up in a manner similar or the
same as that described above in relation {0 the execution of the backup determination
instructions 121, the backup determination engine 220, or cther resource of the system
100.

[0047]  In an operation 410, a first portion of the first dala set may be accessed via the
first adaptor from the first data resource of the first type. For example, the system 100
{andfor the tenant data access instructions 122, the tenant specific backup engine 230, or
other resource of the system 100) may access the first portion of the first data set. The
system 100 may access the first portion in a manner similar or the same as that described
above in relation to the execution of the tenant dala access instructions 122, the tenant
speacific backup engine 230, or other resource of the systemn 100,

[0048]  Inan operation 420, a second portion of the first data sef may be accessed via
the second adaptor from the second data resource of the second type. For example, the
gystem 100 (and/or the tenant data access instructions 122, the tenant specific backup
engine 230, or other resource of the system 100} may access the second portion of the
first data set. The systemn 100 may access the second portion of the first data set in a
manner similar or the same as that described above in relation o the execution ¢f the
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tenant dala access instruclions 122, the tenant specific backup engine 230, or other

resource of the system 100,

[0049]  In an operation 430, the accessed portions of the first data set may be stored
as a first tenant file. For example, the system 100 {(andfor the tenant dala storage
instructions 123, the tenant specific backup engine 230, or other resource of the system
100} may store the accessed portions of the first data set. The system 100 may store the
accessed portions of the first data set in a manner similar or the same as that described
above in relation o the execution of the tenant data storage instructions 123, the tenant
specific backup engine 230, or other resource of the system 100.

[G050]  In an operation 440, a determination may be made that a second set of data
for a second fenant should be backed up. For example, the system 100 {(and/or the
backup determination instructions 121, the backup determination engine 220, or other
resource of the system 100) may determine that the second data set should be backed up.
The system 100 may determine that the second data set should be backed up in a manner
similar or the same as that described above in relation o the execution of the backup
determination instructions 121, the backup determination engine 220, or other resource of
the system 100.

[0051]  In an operation 450, a first portion of the second data set may be accessed via
the first adaptor from the first data resource of the first type. For example, the system
100 (and/or the tenant dala access insiructions 122, the {enant specific backup engine
230, or other resource of the system 100} may access the first portion of the second data
set. The system 100 may access the first portion in 8 manner similar or the same as that
described above in relation o the execution of the tenant data access instructions 122, the
tenant speacific backup engine 230, or other resource of the system 100.

[0052]  In an operation 460, a second portion of the second data set may be accessed
via the second adaptor from the first data resource of the first type. For example, the
gystem 100 (and/or the tenant data access instructions 122, the tenant specific backup
engine 230, or other resource of the system 100} may access the second portion of the
second data sel. The system 100 may access the second portion of the second data set

in a manner similar or the same as that desaribed above in relation to the execution of the
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tenant dala access instruclions 122, the tenant specific backup engine 230, or other

resource of the system 100

[0053] In an operation 470, the accessed portions of the second data set may be
stored as a second tenant file. For example, the system 100 {(and/or the tenant data
storage instructions 123, the fenant specific backup engine 230, or other resource of the
system 100} may store the accessed portions of the second dala set. The system 100
may store the accessed portions of the second data set in a manner similar or the same
as that described above in relation to the execution of the {enant data storage instructions
123, the tenant specific backup engine 230, or other resource of the system 100.

[G054]  FIG. 5 is a flowchart of an example method for execution by a computing device
for restoring data for a first tenant of the multi-tenant application.

[G055]  Inan operation 500, data may be restored for the first tenant. For example, the
system 100 (andfor the tenant data backup instructions, the tenant spedific restore engine
350, or other resource of the system 100) may restore data. The system 100 may restors
data in a manner similar or the same as that described above in relation o the execution
of the tenant data backup instructions, the tenant specific restore engine 350, or other
resource of the systern 100

[C056] In some examples, operation 500 may comprise operations 510, 520, andfor
gther operations o restore data.

[0057] In an operation 510, a first set of data from a tenant file may be reslored to the
first data source of the first type. For example, the system 100 (andfor the tenant data
backup instructions, the tenant specific restore engine 350, or other resource of the
systern 100) may restore the first set of data. The system 100 may restore the first set of
data in a manner similar or the same as that described above in relation to the execution
of the tenant data backup instructions, the tenant specific restore engine 350, or other
resource of the system 100.

[G058]  In an operation 520, a second set of data from a tenant file may be restored {0
the second data source of the second type. For example, the system 100 (and/or the
tenant data backup instructions, the tenant specific restore engine 350, or other resource
of the system 100) may restore the second set of data. The systemn 100 may resiore the
second set of data in a manner similar or the same as that described above in reiation {6
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the execution of the tenant data backup instructions, the tenant specific resiore engine

350, or other resource of the system 100.

{00591  The foregoing disclosure describes a number of example embodiments for
providing data backup for a multi-tenant application. The disclosed examples may include
systems, devices, computer-readable storage media, and methods for selecting proxies.
For purposes of explanation, certain examples are described with reference to the
components illustrated in FIGS. 1-5. The functionality of the illustrated components may
overlap, however, and may be present in a fewer or greater number of elements and
components. Further, all or part of the functionality of illustraled elements may co-exist or
be distributed among several geographically dispersed locations. Moreover, the disclosed
examples may be implemented in various environments and are not limited to the
illustrated examples.

[0080]  Further, the sequence of gperations described in connection with FIGS. 1-5 are
exampies and are not intended fo be limiting. Additional or fewer operations or
combinations of operations may be used or may vary without departing from the scope of
the disclosed examples. Furthermore, implementations consistent with the disclosed
exampies need not perform the sequence of operations in any particular order. Thus, the
present disclosure merely sets forth possible examples of implementations, and many
variations and modifications may be made {0 the described examples. All such
modifications and variations are intended to be included within the scope of this disclosure
and protected by the following claims.
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CLAIMS

We claim:
1. A non-transifory machine-readable storage medium comprising insiructions for
providing data backup, the instructions executable by a processor of a computing
device to
determine that a first data set for a first tenant from a multi-tenant application
running on a server should be backed up;
determine, independently from delermining that the first data set for the first
tenant should be backed up, that a second data sel for a second tenant from the
application should be backed up;
responsive o determining that the first data set should be backed up, perform
data back up for the first tenant by:
accessing, via a first adaptor for a first type of data resource, a first portion
of the first data set stored at a first data resource of the first type;
accessing, via a second adaptior for a second type of dala resource, a
second portion of the first data set stored at & second data resource of the
second type; and
causing storing of the accessed portions of first data set; and
responsive to determining that the second data set should be backed up, perform
data back up for the second tenant by:
accessing, via the first adaptor, a first portion of the second dala set
siored at the first data resource of the first type;
accessing, via the second adaptor, a second portion of the second data
set stored at the second data resource of the second type; and

causing storing of the accessed portions of the second data sel.

2. The storage medium of claim 1, wherein the instructions 1o determine to back up
data for the second tenant independently of the determination o backup data for the
first tenant comprises instructions {o:

perform data back up only for the second data set of the second tenant, without
performing data back up for a data set associated with another tenant from the
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application.

3. The storage medium of claim 2, wherein the instructions to slore the accessed
portions of the first data set comprise instructions to:

siore, as a first tenant file for the first tenant, the accessed portions of the first
data set, wherein the accessed portions were accessed at a first time; and

siore, as a second tenant file for the first tenant, portions of the first data set
accessed at a second fime different from the first ime.

4. The storage medium of claim 3, further comprising instructions executable by the
processor {o:

rastore data for the first tenant basad on the first tenant file.

5. The storage medium of claim 4, wherein the instructions to restore data for the
first tenant comprise instructions {o:

restore, via the first adaptor, a first set of data from the first tenant file at the first
data resource; and

restore, via the second adaplor, a second set of data from the first tenant file at
the second data resource.

8. The storage medium of claim 1, wherein the instructions to access the first

portion of the first data set from the first dala resource comprise instructions to:
communicate, via the first adaptor, with the first dala resource using a first

communication protocol of the first adaptor, wherein the first communication protoco

comprises a communication protocol specific to the first type of data resource.

7. The storage medium of claim 6, wherein the instructions 1o access the first
portion of the first data set from the first data resource comprise instructions to:

communicate, via the first adaptor, with the first data resource using a first
predetermined set of queries associated with the first adaptor.
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8. A system for providing data backup, the system comprising:

a backup determination engine to:
determing that a first data set for a first tenant from a mulli-tenant
application executing on an individual server should be backed up;
determineg, independently from determining that the first data set should be
backed up, that a second data set for a second tenant from the application
should be backed up; and
a tenant specific backup engine to:
responsive to determining that the first data set should be backed up:
access, via a first adaptor comprising a first communication
protocol for a first type of data resource, a first portion of the first data set
stored at a first data resource of the first type, wherein the first data
resource is communicably coupled {o the individual server;
access, via a second adaplor comprising a second communication
protocot for a second type of data resource, a second portion of the first
data set stored at a second data resource of the second type, wherein the
second data resource is communicably coupled to the individual server
and wherein the second communication protocol is different from the first
communication protocol; and
cause storage of the accessed portions of the first dala set; and
responsive to determining that the second data set should be backed up:
access, via the first adaptor, a first portion of the second data set
stored at the first data resource of the first type;
access, via the second adaptor, a second portion of the second
data set stored at the second data resource of the second type; and

cause storage of the accessed portions of the second dala sel.

g. The system of claim 8, wherein the tenant specific backup engine:
determines that the first data set for the first tenant should be backed up from the
application without determining whether a data set for another tenant should be backed

up from the application.
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10.  The system of claim 8, wherein the tenant specific backup engine:

siores, as a first tenant file for the first tenant, the accessed portions of the first
daia set, wherein the accessed portions wers accessed at a first time; and

siores, as a second tenant file for the first tenani, accessed portions of the first

data set accessed at a second time different from the first time.

11, The system of claim 10, further comprising a tenant specific restore engine fo:
restore data Tor the first tenant based on the first tenant file by:
restoring, via the first adaptor, a first set of data from the first tenant file at
the first data resource; and
restoring, via the second adapior, a second set of data from the first

tenant file at the second data resource.

12. A msthod for providing data backup, the method comprising:
independently determining that a first data set for a first tenant from a multi-
tenant application executing on a server should be backed up;
independently determining that a second data set for 3 second tenant from the
application should be backed up;
responsive o determining that the first data set should be backed up:
accessing, via a first adaptor comprising a first communication protocol for
a first type of data resource, a first portion of the first dala set from a first data
resource of the first type;
accessing, via a second adaptor comprising a second communication
protocol for a second type of data resource, a second portion of the first data set
from a second data resource of the second type; and
causing storage, as a first fenant file, of the accessed portions of the first
data set; and
responsive to determining that data from the application for the second tenant
should be backed up:
accessing, via the first adaptor, a first portion of the second data set from
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the first data resource of the first type;

accessing, via the second adaptor, a second portion of the second data
set from the second data resource of the second type; and
causing storage, as a second tenant file, of the accessed portions of the

second data sst.

13.  The method of claim 12, wherein independently determining that the first data set
for the first tenant should be backed up comprises:

determining that the first data set should be backed up from the application
without determining whether a data set for ancther tenant should be backed up from the

application.

4. The method of claim 12, further comprising:
causing storage, as the first tenant file for the first tenant, the accessed portions
of the first data setl, wherein the accessed portions were accessead at a first time; and
causing storage, as a second tenant file for the first tenant, portions of the first
data set accessed at a second time later from the first time, wherein the second tenant
file comprises data from the first data resource and the second data resource that has

changed from the first fenant file,

15, The method of claim 12, further comprising:
restoring data for the first tenant based on the first tenant file by:
restoring, via the first adaptor, a first set of data from the first file for the
first tenant at the first data resource; and
restoring, via the second adaplor, a second set of data from the first file for

the first tenant at the second data resource.
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FiG. 4
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