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(7) ABSTRACT

Methods and apparatus for managing and authenticating
usage of features of gaming devices is presented. The
methods include tracking and/or accumulating usage data
relating to gaming device features, determining an authen-
tication code based on the usage data, outputting the authen-
tication code to an operator for transmission to an interested
party, and verifying the authentication code. The present
invention allows regulatory agencies and manufacturers of
gaming devices to reliably verify the usage of individual
features of gaming devices without having to rely upon a
casino to report the usage data.
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METHOD AND APPARATUS FOR
AUTHENTICATING DATA RELATING TO USAGE
OF A GAMING DEVICE

[0001] The present application is a continuation-in-part of
U.S. patent application Ser. No. 10/419,478, filed Apr. 18,
2003, entitled “METHOD AND APPARATUS FOR
ENABLING A PLAYER TO SELECT FEATURES ON A
GAMING DEVICE”, the entirety of which is incorporated
by reference herein for all purposes.

[0002] The present application is also a continuation-in-
part of U.S. patent application Ser. No. 10/420,068, filed
Apr. 21,2003, entitled “METHOD AND APPARATUS FOR
MANAGING FEATURES ON A GAMING DEVICE”, the
entirety of which is incorporated by reference herein for all
purposes.

[0003] The present Application also claims the benefit of
U.S. Provisional Patent Application No. 60/417,415 filed
Oct. 9, 2002, entitled “METHOD AND APPARATUS FOR
AUTHENTICATING DATA RELATING TO USAGE OF A
GAMING DEVICE”, the entirety of which is incorporated
by reference herein for all purposes.

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0004] The present Application is related to the following
commonly-owned, co-pending U.S. patent applications:

[0005] (i) U.S. patent application Ser. No. 09/603,
677, filed Jun. 26, 2000, entitled “METHOD AND
APPARATUS FOR SELECTING A SUPPLEMEN-
TAL PRODUCT TO OFFER FOR SALE DURING
A TRANSACTION?”, the entirety of which is incor-
porated by reference herein for all purposes;

[0006] (ii) U.S. patent application Ser. No. 09/993,
228, filed Nov. 14, 2001, entitled “METHOD AND
APPARATUS FOR DYNAMIC RULE AND/OR
OFFER GENERATION”, the entirety of which is
incorporated by reference herein for all purposes;

[0007] (iii) U.S. Reissue application Ser. No. 10/222,
523, filed Aug. 16, 2002, entitled “GAMING
DEVICE FOR OPERATING IN A REVERSE PAY-
OUT MODE AND A METHOD OF OPERATING
SAME?”, the entirety of which is incorporated by
reference herein for all purposes;

[0008] (iv) U.S. application Ser. No. 09/879,299,
filed Jun. 12, 2001, entitled “SYSTEM AND
METHOD FOR AUTOMATED PLAY OF MUL-
TIPLE GAMING DEVICES?”, the entirety of which
is incorporated by reference herein for all purposes;

[0009] (v)U.S. application Ser. No. 10/121,243, filed
Apr. 11, 2002, entitled “METHODS AND SYS-
TEMS FOR FACILITATING PLAY AT A GAMING
DEVICE BY MEANS OF THIRD PARTY
OFFERS”, the entirety of which is incorporated by
reference herein for all purposes;

[0010] (vi) U.S. application Ser. No. 10/419,304 filed
Apr. 18, 2003, entitled “GAMING DEVICE METH-
ODS AND APPARATUS EMPLOYING MODI-
FIED PAYOUTS?”, the entirety of which is incorpo-
rated by reference herein for all purposes;
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[0011] (vii) U.S. application Ser. No. 10/417,436
filed Apr. 16,2003, entitled “METHOD AND APPA-
RATUS FOR OPTIMIZING THE RATE OF PLAY
OF A GAMING DEVICE?”, the entirety of which is
incorporated by reference herein for all purposes;

[0012] (viii)) U.S. application Ser. No. 10/361,201,
filed Feb. 7, 2003, entitled “GAMING DEVICE
AND METHOD OF OPERATION THEREOF”, the
entirety of which is incorporated by reference herein
for all purposes;

[0013] (ix) U.S. application Ser. No. 10/41,4511 filed
Apr. 15, 2003, entitled “METHOD AND APPARA-
TUS FOR BONUS ROUND PLAY?”, the entirety of
which is incorporated by reference herein for all
purposes;

[0014] (x) U.S. application Ser. No. 10/328,116, filed
Dec. 20, 2002, entitled “METHOD AND APPARA-
TUS FOR OUTPUTTING OUTCOMES OF A
GAMING DEVICE?, the entirety of which is incor-
porated by reference herein for all purposes;

[0015] (xi) U.S. application Ser. No. 10/254,831,
filed Sep. 25, 2002, entitled “METHOD AND APPA-
RATUS FOR LINKED PLAY GAMING”, the
entirety of which is incorporated by reference herein
for all purposes;

[0016] (xii) U.S. application Ser. No. 10/007,874,
filed Nov. 12, 2001, entitled “ELECTRONIC
AMUSEMENT DEVICE AND METHOD FOR
PROPAGATING A PERFORMANCE ADJUST-
MENT SIGNAL?, the entirety of which is incorpo-
rated by reference herein for all purposes; and

[0017] (xiii)) U.S. application Ser. No. 10/322,107,
filed Dec. 18, 2002, entitled “FREE LONG DIS-
TANCE CALLS ON SLOT MACHINES”, the
entirety of which is incorporated by reference herein
for all purposes.

BACKGROUND

[0018] The present invention relates generally to methods
and apparatus for encrypting and authenticating data relating
to usage of features of games and of gaming devices.

[0019] Gaming devices (e.g., reeled slot machines, video
slot machines, video poker machines, video keno machines,
video blackjack, video bingo machines, etc.) generate more
than $15 billion per year in revenue for casinos in the United
States alone. This figure accounts for more than half of the
gaming revenue for a typical United States casino. The
situation is similar in other countries in which gaming
devices are popular, such as Australia. Accordingly, casino
operators and other operators of gaming devices are inter-
ested in increasing the enjoyment of playing gaming devices
in order to maintain or increase this level of revenue.

[0020] Gaming device manufacturers often lease gaming
devices to casinos for a percentage of the revenues generated
by these machines. Manufacturers market gaming devices in
many different ways. Examples include selling their gaming
devices and conversion kits to casinos and other gaming
device operators. In another example, manufactures lease
their gaming devices to casinos and other gaming device
operators for lease payments based upon, for example, (1) a
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percentage of the net win of the gaming device, or (2) based
upon fixed daily fees. A percentage of net win arrangement
allows manufacturers to share in the earnings of these
gaming devices, and both types of lease arrangements per-
mit manufacturers to generate a recurring revenue stream.

[0021] Manufacturers refer to gaming devices that are
operated under these types of lease arrangements as “par-
ticipation games.” Note that in such arrangements, manu-
facturers typically must rely on the casinos to accurately
report the revenues generated by the gaming devices. Casino
personnel may intentionally, or unintentionally, misrepre-
sent the usage of a participation gaming device and thereby
reduce the value of a lease payment for a gaming device.
Manufacturers would rather not have to rely on casinos to
accurately report the revenues generated by a gaming
device.

[0022] Manufacturers sometimes allow casinos or other
operators to test a new type of gaming device for a limited
period of time (e.g., 30 days). This enables the casino to
determine whether the new type of gaming device will
generate sufficient revenues to be worth leasing or purchas-
ing. If a casino is dissatisfied with a new type of gaming
device, they may cancel any plans to lease or purchase the
machine and retain any revenues that were gained during the
trial period. Note that in this situation as well, manufacturers
are typically in the disadvantageous position of relying upon
the casinos to accurately report the revenues generated by
the gaming devices.

BRIEF DESCRIPTION OF THE FIGURES

[0023] FIG. 1A is a flowchart depicting an exemplary
process consistent with one or more embodiments of the
present invention.

[0024] FIG. 1B is a flowchart depicting an exemplary
process consistent with one or more embodiments of the
present invention.

[0025] FIG. 1C is a flowchart depicting an exemplary
process consistent with one or more embodiments of the
present invention.

[0026] FIG. 1D is a flowchart depicting an exemplary
process consistent with one or more embodiments of the
present invention.

[0027] FIG. 2A is a block diagram of an exemplary
system consistent with one or more embodiments of the
present invention.

[0028] FIG. 2B is a block diagram of another exemplary
system consistent with one or more embodiments of the
present invention.

[0029] FIG. 3 is a block diagram of an exemplary com-
puter consistent with one or more embodiments of the
present invention.

[0030] FIG. 4 is a block diagram of an exemplary gaming
device consistent with one or more embodiments of the
present invention.

[0031] FIG. 5 is a table illustrating an exemplary data
structure of a feature database consistent with one or more
embodiments of the present invention.
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[0032] FIG. 6 is a table illustrating an exemplary data
structure of a condition database consistent with one or more
embodiments of the present invention.

[0033] FIG. 7 is a table illustrating an exemplary data
structure of a gaming device database consistent with one or
more embodiments of the present invention.

[0034] FIG. 8 is a table illustrating an exemplary data
structure of a player database consistent with one or more
embodiments of the present invention.

[0035] FIG. 9A is a table illustrating an exemplary data
structure of a performance database consistent with one or
more embodiments of the present invention.

[0036] FIG. 9B is a table illustrating another exemplary
data structure of a performance database consistent with one
or more embodiments of the present invention.

[0037] FIG. 9C is a table illustrating another exemplary
data structure of a performance database consistent with one
or more embodiments of the present invention.

[0038] FIGS. 9D and 9E is a table illustrating another
exemplary data structure of a performance database consis-
tent with one or more embodiments of the present invention.

[0039] FIG. 10A is a table illustrating an exemplary data
structure of a payment database consistent with one or more
embodiments of the present invention.

[0040] FIGS. 10B and 10C is a table illustrating another
exemplary data structure of a payment database consistent
with one or more embodiments of the present invention.

[0041] FIG. 11 is a plan view of an exemplary gaming
device consistent with at least some embodiments of the
present invention.

[0042] FIG. 12 is a flowchart depicting an exemplary
process consistent with one or more embodiments of the
present invention.

[0043] FIG. 13A is a block diagram of an exemplary
gaming device consistent with one or more embodiments of
the present invention.

[0044] FIG. 13B is a block diagram of an exemplary
gaming device consistent with one or more embodiments of
the present invention.

[0045] FIG. 14 is a table illustrating an exemplary data
structure of an event database consistent with one or more
embodiments of the present invention.

[0046] FIG. 15 is a table illustrating an exemplary data
structure of a game data database consistent with one or
more embodiments of the present invention.

[0047] FIG. 16 is a table illustrating an exemplary data
structure of an authentication code database consistent with
one or more embodiments of the present invention.

[0048] FIG. 17A is a block diagram of another exemplary
system consistent with one or more embodiments of the
present invention.

[0049] FIG. 17B is a block diagram of another exemplary
system consistent with one or more embodiments of the
present invention.
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[0050] FIG. 17C is a block diagram of another exemplary
system consistent with one or more embodiments of the
present invention.

[0051] FIG. 17D is a block diagram of another exemplary
system consistent with one or more embodiments of the
present invention.

[0052] FIG. 18 is a block diagram of an exemplary
authentication server consistent with one or more embodi-
ments of the present invention.

[0053] FIG. 19 is a table illustrating an exemplary data
structure of a gaming device database consistent with one or
more embodiments of the present invention.

[0054] FIG. 20 is a table illustrating an exemplary data
structure of a code verification database consistent with one
or more embodiments of the present invention.

[0055] FIG. 21 is a flowchart depicting an exemplary
process consistent with one or more embodiments of the
present invention.

[0056] FIG. 22 is a flowchart depicting an exemplary
process consistent with one or more embodiments of the
present invention.

[0057] FIG. 23 is a flowchart depicting an exemplary
process consistent with one or more embodiments of the
present invention.

[0058] FIGS. 24A and 24B are plan views of an exem-
plary gaming device consistent with at least some embodi-
ments of the present invention.

DETAILED DESCRIPTION

[0059] The present invention addresses drawbacks of the
prior art by providing a method and apparatus for encoding
and/or verifying data descriptive of the usage of gaming
devices and gaming device features. According to some
embodiments, the invention provides a method of guaran-
teeing that usage data from a game machine is authentic.
When the invention is used properly, it is extremely difficult
for an attacker (e.g., an untrustworthy casino) to misrepre-
sent usage data to an interested party (e.g., a game manu-
facturer, a regulatory group).

[0060] According to some embodiments, the invention
includes a gaming device or game machine (e.g., a slot
machine, a video poker machine, a pachinko machine).
Players may operate the game machine to play games (e.g.,
games of chance) and possibly win prizes (e.g., cash prizes).
The gaming device may track usage data relating to opera-
tion of the game machine, including coin-in, revenues,
payouts, activated/deactivated features, offers, player inputs,
outcomes, and other events or statistics. According to some
embodiments, this usage data may be communicated to an
interested party (e.g., for use in determining a licensing fee
or tax payment). In some embodiments, the usage data my
be encrypted into a code before it is communicated.

[0061] According to some embodiments, a gaming device
may generate an authentication code based on the usage
data. This authentication code may be generated using a
variety of different cryptographic and non-cryptographic
protocols, which are described herein. Generating an authen-
tication code may include compressing or encrypting usage
data. For example, a game machine may compute a cryp-
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tographic hash of a set of usage data, which may be
encrypted with a secret key. It is anticipated that since an
attacker (e.g., an untrustworthy casino employee) does not
know this secret key, the attacker would be unable to forge
a counterfeit authentication code.

[0062] According to some embodiments, an authentica-
tion code may be output from a game machine. For example,
a game machine may print out an authentication code on a
piece of paper, display an authentication code on an LCD
screen, or transmit an authentication code to an authentica-
tion server using a communication network.

[0063] According to some embodiments, an authentica-
tion code may be verified using an authentication server. An
authentication server may be a computer server operated by
an interested party. Verifying an authentication code may
include decrypting at least a portion of the authentication
code. For example, an authentication server may decrypt an
authentication code using a decryption key that corresponds
to a secret key used by a game machine to produce an
authentication code. Verifying an authentication code may
also include comparing information included in the authen-
tication code (e.g., usage data, a timestamp) to one or more
expected values (e.g., usage data that was indicated to the
authentication server as part of a lease payment).

[0064] According to some embodiments, the system may
guarantee that usage data from a game machine is authentic
if an authentication code corresponding to the usage data is
verified by an authentication server.

[0065] In accordance with some embodiments of the
present invention, the operation of a gaming device (and/or
of a game provided on the gaming device) may be affected
by various parameters, options, and other features enabled
for use on the gaming device. As discussed herein, such
features may enhance various aspects of a player’s experi-
ence at the gaming device. For example, a feature may be
used on a gaming device to alter a mode of operation of the
gaming device (e.g., to alter a mode of operation of a game,
to change how information is communicated to a player, to
modify how payouts are determined for a player (e.g., by
changing a payout table for a game), or to modify the types
of offers that can be made to a player at the gaming device.
As indicated above, the gaming device may track usage data
relating to feature use for reporting to interested parties.

[0066] Applicants have recognized that, in some embodi-
ments, operators of gaming devices may find it appealing to
be able to take advantage of methods and apparatus for
determining which features (or combinations of features) to
enable for use on one or more gaming devices. Likewise,
manufacturers of gaming devices may wish to encourage the
operators to experiment with different features by giving
them the flexibility to do so. For example, some types of
operators may find it appealing to be able to determine
which one or more features of a plurality of features are
likely to be most appealing to players, to increase revenues
of a gaming device, and/or to increase profitability of a
gaming device.

[0067] Some types of gaming devices offer one or more
different types of games. Applicants have also recognized
that owners and operators of gaming devices may also
benefit from methods and apparatus for determining which
games (or combinations of games) to make available to
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players of gaming devices. U.S. patent application Ser. No.
10/420,069, filed Apr. 18, 2003, entitled “M ETHOD AND
APPARATUS FOR MANAGING PERFORMANCE OF
MULTIPLE GAMES?”, the entirety of which is incorporated
by reference herein for all purposes, relates generally to
managing the availability of different games on a gaming
device. The present application, in contrast, relates generally
to reporting authenticable information related to managing
features for enhancing the operation of gaming devices
and/or features for enhancing the operation of available
games.

[0068] Applicants have recognized that owners and opera-
tors of gaming devices may benefit from being able to
determine and report various measures of the performance
of a feature. For example, an indication of an amount that an
enabled feature has been used on a slot machine, or an
indication of how much revenue was taken in at a gaming
device at which the feature is enabled, may be useful in
managing one or more features on one or more gaming
devices (e.g., in determining whether to disable a particular
feature or to keep it enabled on one or more gaming
devices). In another example, by tracking and reporting
information related to use of a gaming device, an increased
profitability of the gaming device may be correlated to one
or more features enabled at the gaming device. In another
example, by tracking and reporting authenticable informa-
tion related to use of a gaming device, participation licensing
arrangements between operators and manufactures may pro-
vide terms that specify payments based upon the actual
increased profitability of the gaming device due to a par-
ticular licensed feature. In another example, third parties
may license features to manufactures for inclusion in gam-
ing devices under a participation-type arrangement whereby
the third party may earn fees based upon the actual increased
profitability of the gaming device due to the particular
licensed feature.

[0069] Applicants have recognized that owners and opera-
tors of gaming devices, as well as providers of features for
use on gaming devices, may find it appealing to be able to
reliably determine a payment based on the performance of a
feature (and/or of a gaming device on which the feature is
enabled). For example, some operators of gaming devices
may benefit from being able to pay a provider of a feature
an amount that is based on how long the feature is enabled
for use, how many machines are enabled to provide the
feature, or how often the feature is actually used by players.
Thus, gaming device operators may be able to enter into
performance-based agreements with providers in which the
operator can compensate the provider based on a cost per use
of the feature, or a cost per time the feature is in use (or
merely enabled for use). In another example, as indicated
above, some operators or manufacturers may find it appeal-
ing to be able to determine a payment based on an increase
in the use or profitability of a gaming device.

[0070] Applicants have also recognized that enhancing the
operation of a gaming device by enabling and/or disabling
the use of one or more particular features (or combinations
of features) on the gaming device may serve to distinguish
the gaming device, and may provide a more satisfying
entertainment experience to players, thus attracting more
players to such a gaming device.
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[0071] Applicants have also recognized that modifying the
experience of a player at a gaming device, by enabling
and/or disabling the use of one or more particular features
with the gaming device, may serve to increase the player’s
use of the gaming device, leading to increased revenues for
owners and operators of gaming devices, and may increase
the profitability of the gaming device.

[0072] Applicants have further recognized that manufac-
turers, owners, and operators of gaming devices may benefit
from a degree of flexibility in determining which of a
plurality features should be available for use on a gaming
device. Applicants have also recognized that manufacturers,
owners, and operators of gaming devices may find it appeal-
ing to have a feature automatically enabled or disabled on a
gaming device in accordance with various predetermined
conditions. Likewise, Applicants have recognized that auto-
matically tracking and reporting enabling and disabling of
features in a reliable and/or authenticable manner is useful
to operators, manufacturers, and feature providers.

[0073] Accordingly, the present invention comprises sys-
tems and methods for managing features for use on gaming
devices as well as tracking, encoding, reporting, and authen-
ticating the use of such features. In accordance with one or
more embodiments, a feature is enabled for use on one or
more gaming devices, and an indication of performance of
the feature (e.g., a number of times the feature is selected for
use by players) is determined, encoded, and output. In some
embodiments, a payment (e.g., a royalty fee) is also deter-
mined based on the performance of the feature.

[0074] For example, according to an exemplary embodi-
ment, a feature for providing an enhanced mode for auto-
mated play on a slot machine is licensed by a casino from the
developer of the feature. The casino then enables the feature
for use on five slot machines in the casino, making the
feature available to players playing the machines. During a
brief trial period of two days, different types of information
relating to interactions of players with the slot machines
(e.g., player information, game information, information
about the slot machines, information about the players’ use
of features) are transmitted to a casino server and stored.
During the two-day period, for example, the automated play
mode was activated twenty-five times by eighteen different
players. Some players selected the feature from a displayed
list of “New Releases™ features. One player was displayed
an offer inviting her to switch to automated play mode, and
pressed an “OK” button on the slot machine’s touch screen
to accept the offer.

[0075] On one of the slot machines, the feature was in use
for a total of three hours during the two-day period. The
average coin-in per hour for the two-day period while the
feature was enabled was higher than the machine’s average
during the same two days of the previous week; the average
coin-in per hour for the three hours while the feature was
actually in use (e.g., when a player was playing the slot
machine in automated play mode) was higher yet.

[0076] After the two-day trial period, a payment was
determined based on the number of times the mode was
selected for use and a per-use rate, and the casino arranged
to have the payment provided to a licensor who provided the
feature. Along with the payment, the casino provided the
licensor with five authentication codes, one generated by
each of the five slot machines that each included encrypted
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data representative of the number of times the mode was
selected for use on each machine. Upon receipt of the
payment and the five codes, the licensor verified that the
payment amount was correct based upon the authentication
codes. The casino, pleased with the performance of the
feature, choose to enable the feature on all of its electronic
reeled slot machines.

[0077] Afeature, as used herein unless expressly indicated
otherwise, comprises an enhancement, option, parameter, or
mode that may affect how a gaming device operates and/or
may affect how a game operates on a gaming device. A
feature (e.g., a virtual assistant enhancement, an enhance-
ment allowing a player to make telephone calls at a gaming
device) may be contrasted with a game (e.g., a type of video
poker game), which may be affected by a feature (e.g., by
allowing for a virtual assistant in a video poker game).

[0078] Features may affect various operations of a game
and/or a gaming device, such as the way a game is played,
the way play of a game and/or information about a game are
displayed, the way outcomes are determined in a game, and
the way information about outcomes are displayed or oth-
erwise communicated to a player. Reference may be made
herein to some exemplary features for illustrative purposes;
however, the operations of various games and gaming
devices with one or more features in use may be dependent
on the specific feature or active features, and may not be
described in detail herein. Examples of features include, but
are not limited to:

[0079] (i) Features that enhance play of a gaming device
by modifying a payout mode of the gaming device. Areverse
payout mode which is appropriate for enhancing the opera-
tion of a gaming device in accordance with one or more
embodiments of the present invention is disclosed in U.S.
Reissue application Ser. No. 10/222, 523, filed Aug. 16,
2002, entitled “GAMING DEVICE FOR OPERATING IN
A REVERSE PAYOUT MODE AND A METHOD OF
OPERATING SAME”, the entirety of which is incorporated
by reference herein for all purposes.

[0080] (ii) Features that affect the operation of a gaming
device by allowing for the allocation of wagers by players.
For example, an activated feature may allow a player to
divide an initial wager into a number of pieces designated by
the player, with each wager portion corresponding to a
uniquely determined outcome and payout. The size of the
payouts may be adjusted by the size of the wager portion, or
the probability of a winning outcome appearing could be
correspondingly lowered.

[0081] (iii) Features that provide for automated play of
one or more gaming devices in which the player is able to
pre-pay for a series of reel spins and then watch as the slot
machine determines outcomes for each spin without the
need for the player to pull a handle or depress a spin button.
A feature enhancing the operation of a gaming device to
provide for automated play of one or more gaming devices
is disclosed in U.S. application Ser. No. 09/879,299, filed
Jun. 12, 2001, entitled “SYSTEM AND METHOD FOR
AUTOMATED PLAY OF MULTIPLE GAMING
DEVICES”, the entirety of which is incorporated by refer-
ence herein for all purposes.
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[0082] (iv) Features that allow for an offer to be presented
to a player at a gaming device. Offers could include dis-
counts at casino restaurants or showrooms, free hotel room
nights, and the like. Offers could include a payment to a
player in return for an action such as buying a pair of show
tickets, providing a source of gambling funds for the player
and incremental business for other casino revenue centers
(e.g. hotel, restaurants, show). A feature enhancing the
operation of a gaming device in order to allow for one or
more offers to be presented to a player at a gaming device,
is disclosed in U.S. application Ser. No. 10/121,243, filed
Apr. 11, 2002, entitled “METHODS AND SYSTEMS FOR
FACILITATING PLAY AT A GAMING DEVICE BY
MEANS OF THIRD PARTY OFFERS”, the entirety of
which is incorporated by reference herein for all purposes.

[0083] (v)Features that enhance the operation of a gaming
device by allowing the player to eliminate the payouts
associated with a set of outcomes in exchange for a reduced
cost per play (e.g., at a cost less than a normal wager). For
example, the player could elect to buy one or more outcomes
of a slot machine in which only the top jackpot was enabled
for payment—at a cost significantly lower than the normal
cost of a reel spin at that gaming device. A gaming device
which can be modified to pay only top jackpot payouts is
disclosed in U.S. application Ser. No. 10/419,304, filed Apr.
18, 2003 entitled “GAMING DEVICE METHODS AND
APPARATUS EMPLOYING MODIFIED PAYOUTS”, the
entirety of which is incorporated by reference herein for all
purposes.

[0084] (vi) Features that enhance play of a gaming device
by moditying the rate at which outcomes are resolved based
on actions of the player. A feature affecting the operation of
a gaming device by decreasing the time it takes for the reels
of the gaming device to resolve to an outcome when player
impatience is detected is disclosed in U.S. application Ser.
No. 10/417,436, filed Apr. 16, 2003, entitled “METHOD
AND APPARATUS FOR OPTIMIZING THE RATE OF
PLAY OF A GAMING DEVICE?”, the entirety of which is
incorporated by reference herein for all purposes.

[0085] (vii) Features that enhance the operation of a
gaming device by allowing a player to modify at least one
element of a gaming device (or of a game). A feature
enhancing the operation of a gaming device by allowing a
player to modify at least one element of the gaming device
in accordance with the present invention is disclosed in U.S.
application Ser. No. 10/361,201, filed Feb. 7, 2003, entitled
“GAMING DEVICE AND METHOD OF OPERATION
THEREOF~”, the entirety of which is incorporated by refer-
ence herein for all purposes.

[0086] (vii]) Features that enhance the operation of a
gaming device by providing a tour or other demonstration of
bonus round functionality (e.g. instructions, strategies, pay-
out amounts) on the gaming device, such as are disclosed in
U.S. application Ser. No. 10/414,511 filed Apr. 15, 2003,
entitled “METHOD AND APPARATUS FOR BONUS
ROUND PLAY?”, the entirety of which is incorporated by
reference herein for all purposes.

[0087] (ix) Features that affect operation of a game and/or
a gaming device, such as by having a virtual assistant
(represented by an animated game character appearing on
the screen of the gaming device) reveal an alternate outcome
in a reeled slot machine game, as are disclosed in U.S.
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application Ser. No. 10/328,116, filed Dec. 20, 2002, entitled
“METHOD AND APPARATUS FOR OUTPUTTING OUT-
COMES OF A GAMING DEVICE”, the entirety of which
is incorporated by reference herein for all purposes.

[0088] (x) Features providing enhancements of gaming
devices such as allowing linked play via gaming and other
devices, such as are disclosed in U.S. application Ser. No.
10/254,831, filed Sep. 25, 2002, entitled “METHOD AND
APPARATUS FOR LINKED PLAY GAMING”, the
entirety of which is incorporated by reference herein for all
purposes.

[0089] (xi) Features that affect the operation of a nearby
gaming device, such as an embodiment in which the gaming
devices surrounding a gaming device that has recently been
achieving a lot of high paying outcomes have their own
payout levels temporarily increased, such as are disclosed in
U.S. application Ser. No. 10/007,874, filed Nov. 12, 2001,
entitled “ELECTRONIC AMUSEMENT DEVICE AND
METHOD FOR PROPAGATING A PERFORMANCE
ADJUSTMENT SIGNAL”, the entirety of which is incor-
porated by reference herein for all purposes.

[0090] (xii) Features that permit players access to services
and/or content at the gaming device (such as a gaming
device that allows players to make long distance phone calls
provided that they maintain a predetermined rate of play)
such as are disclosed in U.S. application Ser. No. 10/322,
107, filed Dec. 18, 2002, entitled “FREE LONG DIS-
TANCE CALLS ON SLOT MACHINES”, the entirety of
which is incorporated by reference herein for all purposes.

[0091] Other appropriate features will be recognized by
one of ordinary skill in the art after reading the present
application. Note that a variety of different types of features
are possible, including, without limitation: (i) features that
are only available for one game, (ii) features that are
available for a plurality of games, (iii) features that are only
available for use on one gaming device, (iv) features that are
available for use on a plurality of gaming devices, (v)
features that are available for use by one player, and (vi)
features that are available for use by a plurality of players.
For example, a feature may be available on slot machines
and pachinko machines, but not on video poker machines or
video blackjack machines. In another example, a feature for
a bonus mode may work on all types of machines, but be
best suited for card games like video blackjack and video
poker.

[0092] According to some embodiments, multiple features
may be enabled and/or active simultaneously on a single
game or gaming device. For example, a player may play a
video poker machine using a “Group Jackpot™ feature and a
“Virtual Assistant” feature. According to other embodi-
ments, a first feature may not be compatible with a second
feature. For example, it may not be possible for a first feature
and a second feature to be active concurrently (e.g., if they
provide for mutually exclusive payout modes). Therefore,
players may be prevented from using these features simul-
taneously.

[0093] According to one or more embodiments of the
present invention, a feature of a game or of a gaming device
may be enabled for use on one or more gaming devices.
According to some embodiments of the present invention,
enabling a feature for use on a gaming device includes
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making the feature active on the gaming device (i.e. affect-
ing operations of a game and/or of the gaming device in
accordance with the feature).

[0094] According to other embodiments of the present
invention, if a feature is enabled for use on a gaming device,
it may be either active or inactive on the gaming device. In
other words, a feature may be made available (e.g., by a
server computer) for use on the gaming device, but the
feature may or may not actually be in use (e.g., it may or may
not be affecting play at the gaming device). For example, the
feature may be enabled, but a player may not be using the
gaming device. In another example, the feature may be
enabled on a gaming device that is being operated by a
player, but the player is playing a game that the feature does
not affect. In another example, the feature may be enabled on
a gaming device that is being operated by a player, but the
feature has not been activated by the player, a server
computer, or the gaming device to affect play.

[0095] In one or more embodiments of the present inven-
tion, enabling a feature for use on a gaming device means
that the feature may be offered to a player at the gaming
device.

[0096] In some embodiments of the present invention,
enabling a feature for use on a gaming device may comprise
indicating that the feature is allowed to be used on the
gaming device, regardless of whether it is actually ever used.
In some embodiments, an indication that a feature is per-
mitted for use on one or more gaming devices and/or for use
with one or more games may be stored in a data structure on
a computer-readable medium (e.g., in a gaming device
database).

[0097] In some embodiments, enabling a feature on a
gaming device comprises providing appropriate instructions
(e.g., in computer program code) to the gaming device that
the gaming device may execute in order to provide the
feature.

[0098] Insome embodiments, if a feature is enabled, then
a player is able to use the feature when playing a game on
a gaming device. For example, a player may play a slot
machine game in accordance with a particular feature if the
feature is enabled for use on the slot machine.

[0099] According to some embodiments, a player may
activate and/or deactivate one or more features on a gaming
device. In some embodiments, a player may request that one
or more features be made active on a gaming device. For
example, the player may select an inactive feature (e.g.,
from a plurality of inactive features displayed to the player),
making the feature active. In some embodiments, the player
may select the feature to activate or deactivate in response
to a displayed indication of the feature, such as a menu list
of features available on the gaming device. According to
some embodiments, a player may be able to select only
features that are enabled for a game or gaming device; in
other embodiments, the player may be able to select to
activate a feature that is not yet enabled.

[0100] Apparatus and methods which, among other things,
permits and enables various ways of displaying indications
of available features to players and of allowing players to
select features for play of a gaming device, and which are
appropriate for use in accordance with the present invention
are disclosed in pending U.S. patent application Ser. No.
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10/419,478, filed Apr. 18, 2003, entitled “M ETHOD AND
APPARATUS FOR ENABLING A PLAYER TO SELECT
FEATURES ON A GAMING DEVICE”, the entirety of
which is incorporated herein by reference as part of the
present disclosure. That application, for example, provides
for a user interface enabling a player at a gaming device to
activate quickly and easily the features that he would like to
use on the gaming device.

[0101] In one or more embodiments of the present inven-
tion, the player may receive an offer to enable and/or use one
or more features. In some embodiments, a player may be
offered the use of one or more features in exchange for a fee
or other consideration. In other embodiments, a player may
pay a fee or provide other consideration in order to disable
or deactivate a feature. Alternatively, a player may be able
to activate and/or deactivate a feature on a gaming device
free of charge.

[0102] A costor fee associated with the use of a feature by
a player may be based on many factors, including, but not
limited to:

[0103] (i) How long a player uses a feature. For example,
a player may be charged $0.05 per minute while he uses an
“Automatic Play” feature on a slot machine.

[0104] (i) How many times a player uses a feature. For
example, a player may pay $0.50 each time he gets a
winning outcome using a “Virtual Assistant” feature.

[0105] (iii) One or more benefits (e.g., payouts) received
by a player while using a feature. For example, a player may
pay a tax of 5% of the value of his prizes won while a feature
was active, in exchange for being able to use the feature on
a gaming device.

[0106] According to some alternative embodiments, a
player may not be able to select what feature(s) are in use for
a game or gaming device. For example, the operation of a
game or gaming device may be affected by a fixed set of one
or more features (e.g., as established by a casino). In another
example, once a feature is enabled it is put in use, and a
player and/or a gaming device may not be able to deactivate
the feature.

[0107] According to other embodiments, a gaming device
or a server computer may make a feature active on the
gaming device. For example, a casino may activate a gaming
device enhancement that provides for the occasional dis-
playing of offers for various products and services to players
at a gaming device. In another example, a casino may
activate a game enhancement that provides for the display-
ing of offers for products and services based on certain game
events (e.g., upon the awarding of a payout exceeding a
predetermined threshold).

[0108] According to one or more embodiments of the
present invention, if two or more features are incompatible
with one another or otherwise unsuitable for concurrent
activation, then a player, a gaming device, or a computer
(e.g., a slot server) may be prevented from selecting or
otherwise activating one or more of the incompatible fea-
tures. Information about the compatibility of a feature with
one or more other features may be stored in a data structure
(e.g., a feature database).
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[0109] In one or more embodiments of the present inven-
tion, activating a feature on a gaming device includes one or
more of, without limitation:
[0110] (i) enabling a player to play a gaming device
using the feature;
[0111] (i) enabling a player to play a gaming device
in accordance with the feature;
[0112] (iii) enabling a player to play a game on the
gaming device using the feature;
[0113] (iv) enabling a player to play a game in
accordance with the feature (e.g., with modified
outcomes, with a modified payout table),

[0114] (v) enabling the player to access a service in
accordance with the feature (e.g., for a feature that
enhances the operation of a gaming device to provide
access to a service);

[0115] (vi) enabling the player to receive a product/
service in accordance with the feature;

[0116] (vii) enabling the player to access content in
accordance with the feature;

[0117] (viii) enabling the player to achieve a modified
outcome in accordance with the feature;

[0118] (ix) enabling the player to play the gaming
device in accordance with modified outcome prob-
abilities;

[0119] (x) enabling the player to achieve a modified
payout amount in accordance with the feature; and

[0120] (xi) enabling the player to customize a game
in accordance with the feature.

[0121] The scope of the present invention and embodi-
ments thereof may be understood more fully with reference
to the following figures. The leftmost (i.e. the most signifi-
cant) digit(s) of a reference numeral typically identifies the
figure in which the reference numeral first appears. It should
be noted that the embodiments described with reference to
the following figures are presented for illustrative purposes
only and are not meant to be limiting in any sense. Further,
although particular features of the present invention may be
described with reference to one or more particular embodi-
ments or figures, it should be understood that such features
are not limited to usage in the one or more particular
embodiments or figures with reference to which they are
described.

[0122] Embodiments of the present invention will first be
introduced by means of flowcharts that illustrate some basic
processes that may be utilized by an entity practicing the
present invention. The system infrastructure will then be
described with reference to block diagrams of exemplary
systems and devices that may be utilized by an entity
practicing the present invention. Exemplary data structures
illustrating tables that may be used when practicing some
embodiments of the present invention will then be
described, along with corresponding flowcharts that illus-
trate exemplary processes that utilize the exemplary tables.

[0123] Referring now to FIG. 1A, a flowchart illustrates a
process 100A that is illustrative of some embodiments of the
present invention. The process 100A includes a method for
determining whether a feature should be enabled on a
gaming device. The process 100A, and all other processes
described herein unless expressly specified otherwise, may
be performed by a gaming device, a computer (e.g., a slot
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server) in communication with the gaming device, a periph-
eral device in communication with a gaming device, a
peripheral device server and/or a combination thereof. Each
of these devices is described in detail below. Further, the
process 100A, and all other processes described herein
unless expressly specified otherwise, may include steps in
addition to those expressly depicted in the Figures or
described in the specification without departing from the
spirit and scope of the present invention. Similarly, the steps
of process 100A and any other process described herein,
unless expressly specified otherwise, may be performed in
any practicable order including orders other than those
depicted in the Figures or described in the specification, as
appropriate.

[0124] Referring to step 105, a feature is determined. In
step 110, the entity determines whether the determined
feature should be enabled on at least one gaming device. In
some embodiments the determination may comprise deter-
mining whether or not to enable a disabled feature. In other
embodiments, the feature may already be enabled on one or
more of the at least one gaming device, and the determina-
tion may thus comprise determining whether or not to keep
the feature enabled (e.g., on those gaming devices on which
it is already enabled).

[0125] In some embodiments, determining whether a fea-
ture should be enabled may be based on a condition. FIG.
1D depicts a process, consistent with one or more embodi-
ments of the present invention, in which a feature may be
enabled based on whether a predetermined condition is
satisfied.

[0126] 1t will be readily understood that determining
whether a feature should be enabled may comprise deter-
mining whether the feature should be disabled. In some
embodiments, determining whether a feature should be
enabled may be based on a measure of performance of the
feature. FIG. 1B depicts a process, consistent with one or
more embodiments of the present invention, in which a
measure of performance of a feature is determined and the
feature may be disabled based on the measure of perfor-
mance. Note that FIG. 1B and FIG. 1D illustrate only two
possible methods for determining whether to enable (or
whether to disable) a feature for use on a gaming device.
Many other methods are possible.

[0127] A rule-based system appropriate for use in accor-
dance with the present invention is disclosed in pending U.S.
patent application Ser. No. 09/603,677, filed Jun. 26, 2000,
entitled “METHOD AND APPARATUS FOR SELECTING
A SUPPLEMENTAL PRODUCT TO OFFER FOR SALE
DURING A TRANSACTION”, the entirety of which is
incorporated herein by reference as part of the present
disclosure.

[0128] According to one or more embodiments of the
present invention, a feature may be enabled or disabled for
use on one or more gaming devices based on one or more
rules. In some embodiments, such one or more rules may be
associated with, for example, a predetermined condition, as
described in FIG. 1D. In another embodiment, such one or
more rules may be associated with the player who is
operating a gaming device, with the owner of the gaming
device, or with a provider of a feature. In yet another
embodiment, the one or more rules may be associated with
the gaming device that a player is operating (e.g., the same
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one or more rules is used to determine whether the feature
should be enabled regardless of who the player is or what
games may be available for use on the gaming device).

[0129] In yet another embodiment, the one or more rules
may be selected randomly. In one exemplary method of
selecting a rule randomly, a random number generated by a
random number generator may be determined and a table of
rules may be accessed in which each rule corresponds to a
respective random number, or range of random numbers that
may be generated by a random number generator.

[0130] As is known in the art, a rules-based system may be
modified by an adaptive system in order to increase the
performance of the rules-based system. An adaptive system
which, among other things, may create its own rules and/or
modifies rules in accordance with desired performance, and
which is appropriate for use in accordance with the present
invention is disclosed in pending U.S. patent application Ser.
No. 09/993,228, filed Nov. 14, 2001, entitled “METHOD
AND APPARATUS FOR DYNAMIC RULE AND/OR
OFFER GENERATION?, the entirety of which is incorpo-
rated herein by reference as part of the present disclosure.
That application discloses an apparatus and method, which
permits and enables rules-based applications (such as a
system that provides customers with dynamically-priced
upsell offers) to become “self improving” and thus increase
performance over time.

[0131] Such an adaptive system can adjust at least some of
the rules in accordance with at least one measure of perfor-
mance of one or more features. For example, an adaptive
system can modify rules such that features that have previ-
ously proven popular among players of slot machines after
they receive a payout of over ten coins (e.g., as indicated by
the number of times players have selected the feature within
five minutes after receiving the payout) are made the subject
of explicit offers to players at the time they receive such a
payout. In another example, an adaptive system can modify
rules such that features that have previously tended to
generate less revenue on video poker machines during
certain times of the day are disabled during those times. In
yet another example, an adaptive system can modify rules
such that when the theoretical win per minute of a group of
slot machines has previously increased more since a first
feature was enabled on the slot machines than since a second
feature was enabled on the slot machines, the second feature
is never enabled while that first feature is enabled. Various
other types of measures of performance are described herein,
and may be used in accordance with one or more embodi-
ments of the present invention to provide for an adaptive
rules-based system for determining whether one or more
features should be enabled or disabled.

[0132] By allowing for the adjustment of one or more
rules based on one or more measures of performance, some
embodiments of the present invention may improve the
profitability of gaming devices over time. In some embodi-
ments of the present invention, as discussed herein, an
operator of gaming devices may make payment to a provider
of a feature based on usage of the feature. Accordingly, by
making improvements to the rules effectively governing
which features should be enabled or disabled in various
circumstances, based on one or more measures of perfor-
mance, the operator may reduce the enablement and/or
usage of an under performing feature, thereby potentially
reducing the amount owed to the feature’s provider.
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[0133] Some adjustments of the rules may be based on
factors other than, or in addition to, one or more measures
of performance. As discussed above, a rule for determining
whether a feature should be enabled may be selected or
generated at random from a table of rules. The effectiveness
of the randomly-selected rule may then be evaluated in
accordance with one or more measures of performance,
further assisting the rule-based system in adapting to
improve the performance of the system.

[0134] Referring again to process 100A (FIG. 1A), if the
feature should be enabled, in step 115 the feature is enabled
on the at least one gaming device. In some embodiments,
enabling the feature may comprise storing an indication in a
database (e.g., a software flag) and/or transmitting a signal
to a gaming device or peripheral device. If the feature is
already enabled, in some embodiments enabling the feature
may comprise any operations necessary to keep the feature
enabled, or to extend a period of time for which the feature
is to be enabled.

[0135] Referring to step 120, if the feature should not be
enabled, the feature is disabled on the at least one gaming
device. It will be understood that in some embodiments
disabling a feature may comprise one or more operations to
disable a feature that is enabled, or may comprise any
operations necessary to keep a feature disabled (e.g., if it is
already disabled).

[0136] As depicted in FIG. 1A, in some optional embodi-
ments some steps of the process 100A may be iterative. For
example, after step 115 and/or after step 120, operation of
the process may return (e.g., after a period of time, in
response to a signal) to step 110 for determining whether the
feature should be enabled. In this way, an entity may monitor
and/or re-evaluate (e.g., periodically, intermittently, or at
any time) whether the feature should be enabled on the at
least one gaming device.

[0137] Referring now to FIG. 1B, a flowchart illustrates a
process 100B that is consistent with one or more embodi-
ments of the present invention. The process 100B is a
method for disabling a feature based on the performance of
an enabled feature. Referring to step 125, a feature is
enabled for use on one or more gaming devices. In some
embodiments, the feature may be enabled automatically
based on any one or more of various predetermined condi-
tions (e.g., if a player has wagered more than a predeter-
mined amount within ten minutes, or in response to a
received signal). In other embodiments, the feature may be
enabled manually by or on behalf of an operator of a gaming
device (e.g., by a casino representative operating a com-
puter).

[0138] In step 130, a measure of performance of the
feature on the at least one gaming device is determined. In
some embodiments, determining a measure of performance
of a feature comprises determining a measure of usage of the
feature on a gaming device. FIG. 1D depicts a process,
consistent with one or more embodiments of the present
invention, in which a measure of usage of a feature is
determined. Note that FIG. 1D illustrates only one possible
method for determining a measure of performance. Other
methods will be described herein, and still others will be
apparent to those skilled in the art upon reading the present
disclosure.

[0139] Referring again to process 100B (FIG. 1B), in step
135 it is determined whether the enabled feature should be
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disabled based on the measure of performance. If the feature
should not be disabled, the process ends; otherwise, in step
140 the feature is disabled and the process ends.

[0140] Referring now to FIG. 1C, a flowchart illustrates a
process 100C that is consistent with one or more embodi-
ments of the present invention. The process 100C is a
method for determining a payment due to a provider of a
feature. Referring to step 145, a measure of performance of
a feature on at least one gaming device is determined. In
some embodiments, determining the measure of perfor-
mance comprises determining a measure of usage of a
feature on a gaming device (e.g., an amount of coin-in, an
amount of time that the feature was active on the gaming
device, a transaction volume for accepted product/service
offers that were provided to players in accordance with the
feature).

[0141] In step 150, a payment due to a provider of the
feature is determined, based on the measure of performance
of the feature. In some embodiments, determining a payment
comprises determining a payment rate associated with a
feature. FIG. 1D depicts a process, consistent with one or
more embodiments of the present invention, in which a
measure of usage of a feature and a payment rate for a
feature are determined, and a payment is determined based
on the measure of usage and the payment rate.

[0142] Note that FIG. 1D illustrates only one possible
method for determining a payment due to a provider of a
feature. Some embodiments may include identifying one or
more parties to whom payment is due, including one or more
providers of the feature. Providers who may be owed
payment (e.g., based on usage of the feature) include manu-
facturers of gaming devices or game manufacturers, holders
of intellectual property related to a feature (e.g., holders of
patents, trademarks, copyrights, or trade secrets), and licen-
sors of a feature. Payment may be based on licensing,
leasing, renting, or feature usage agreements between a
provider (or providers) of a feature, game, or gaming device,
and a casino or other owner, lessee, or operator of a gaming
device. For example, a casino may agree to pay a provider
of a feature 10% of the net profits obtained as a result of
using a feature on a gaming device. In another example, a
gaming manufacturer may be entitled to 1% of revenue
generated at a gaming device while a feature is in use. In yet
another example, a proprietor of a feature may be owed
payment of $0.50 each time a feature is used on a gaming
device. Other methods for determining payment will be
described herein, and still others may be apparent to those
skilled in the art upon reading the present disclosure.

[0143] Referring now to FIG. 1D, a flowchart illustrates a
process 100D that is consistent with one or more embodi-
ments of the present invention. The process 100D is a
method for enabling a feature and determining a payment.
Referring to step 155, a feature is determined. In step 160 a
gaming device is determined. In step 165 it is determined
whether a predetermined condition has been satisfied. The
predetermined condition, in the context of process 100D, is
a condition that must be satisfied in order for the feature
determined in step 155 to be enabled on the gaming device
determined in step 160.

[0144] Some of the various types of information on which
predetermined conditions may be based, and which may be
used to determine whether a predetermined condition is
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satisfied, are discussed herein and with reference to the
accompanying figures. In some embodiments, for example,
a predetermined condition will be related to information
about the feature whose enablement is being determined. In
other embodiments, the predetermined condition may be
related to information about one or more other features. For
example, a condition for enabling one feature on a gaming
device may be satisfied if another feature has been used at
that gaming device for more than a predetermined period of
time.

[0145] Note that more than one predetermined condition
may be available and/or necessary for satisfaction. In such
embodiments, the process 100D may continue to step 170 if
any one of a plurality of predetermined conditions is satis-
fied. Alternatively, a combination of predetermined condi-
tions may each need to be satisfied in order for the process
100D to continue to step 170.

[0146] If it is determined, in step 165, that the predeter-
mined condition has not been satisfied, the process 100D
ends. If it is determined, on the other hand, that the condition
has been satisfied, then the process 100D continues to step
170, in which the feature is enabled for use on the deter-
mined gaming device. In step 175, a measure of usage of the
feature on the gaming device is determined. Various mea-
sures of usage are described herein. In some embodiments,
for example, the measure of usage is an amount of coin-in
at the gaming device while the feature is in use.

[0147] In step 180, a payment rate for the feature is
determined. In step 185 a payment is determined based on
the measure of usage of the feature and the payment rate. For
example, a rate of $0.02 per minute the feature is active is
determined (e.g., by accessing a payment database entry
corresponding to the feature), and it is determined that the
feature was active for a total of 2,034 minutes. Accordingly,
a payment amount of $40.68 would be determined.

[0148] In step 190 the payment is submitted to a provider
of the feature. In some embodiments, as described below,
process 100D may further or alternatively include additional
steps such as encoding the data representative of “the feature
was active for 2,034 minutes” using an encryption key and
outputting a code for transmission to the feature provider.
For example, along with the $40.68, a twelve digit code
encrypted using a public key and representative of 2,034
minutes may be provided to the licensor of the feature.
Using the code, the licensor may then verify that the
payment amount was reported accurately by decrypting the
code using a private key. Payment may be submitted to a
party in any manner well known in the art (e.g., by initiating
an electronic transfer of funds), and need not be described in
further detail. Process 100D terminates after submitting
payment and/or providing the code to the licensor.

[0149] Applicants have recognized that the accumulation,
storing, encrypting, and/or analysis of various types of
information may be helpful in the management of features
on gaming devices. Many types of information are discussed
herein. Some types of information may be helpful, for
example, in determining whether a feature should be
enabled or disabled. Some types of information may be
useful, for example, in determining a payment due to a
provider of a feature. Some types of information, for
example, may be useful for both determining whether a
feature should be enabled or disabled and for determining a
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payment due to a provider of a feature. Some types of
information may be useful in establishing rules in a rules-
based system, and/or for establishing predetermined condi-
tions.

[0150] Examples of types of information that may be
helpful in managing features for use on one or more gaming
devices and/or with one or more games include, but are not
limited to:

[0151] (i) information about performance of one or
more features;

[0152] (ii) information about usage of one or more
features;

[0153] (iii) information about usage of one or more
gaming devices;

[0154] (iv) information about profitability of one or
more features;

[0155] (v) information about profitability of one or
more gaming devices;

[0156] (vi) information about players, including
information about the gambling activity of players;

[0157] (vii) information about offers provided to
players in accordance with one or more features;

[0158] (viii) indications (e.g., signals) from various
parties;

[0159] (ix) information about a casino or other estab-
lishment;

[0160] (x) information about one or more games;

[0161] (xi) information about one or more providers
of features;

[0162] (xii) time-related conditions;
[0163] (xiii) authorization codes; and
[0164] (xiv) random numbers.

[0165] Other appropriate categories or types of informa-
tion will be recognized by one of ordinary skill in the art
after reading the present application. The types of informa-
tion described herein are categorized for illustrative pur-
poses only. Note that some information consistent with one
or more embodiments of the present invention may reason-
ably be considered as related to or falling within two, more
than two, or none of the categories of information described
herein. Also, although information may be described as
being related to a single entity (e.g., a player, a gaming
device) for illustrative purposes only, one skilled in the art
will understand that similar information related to a plurality
of such entities (e.g., an aggregate revenue generated on all
gaming devices, an average per gaming device) may also be
used in accordance with one or more embodiments of the
present invention.

[0166] A measure of performance, as used herein unless
expressly indicated otherwise, may refer to a measure of
performance of a feature and/or of a gaming device, and may
include, but is not limited to, (i) one or more measures of
usage of features and/or gaming devices; (ii) one or more
measures of profitability of features and/or gaming devices,
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and/or (iii) variances in any such measures that may be
correlated to the use or non-use of one or more features on
a gaming device.

[0167] In some embodiments, a measure of performance
may comprise an indication of a change in a particular
measure (e.g., of usage, of profitability) related to a feature
(or to a gaming device). For example, a measure of perfor-
mance of a feature may be the determined increase in the
number of players using a gaming device at which the
feature is enabled, or an increase in the average amount that
players wager at a gaming device on which the feature is
enabled. In another example, an increase in the theoretical
win per minute of a gaming device, during a period that
started when a feature was enabled at the gaming device,
may be a useful indicator in determining whether the feature
should be enabled or disabled on the gaming device, as well
as for determining whether the feature should be enabled or
disabled on other gaming devices. For example, a condition
may be established that if the increase is greater than a
predetermined value, then the feature should be automati-
cally enabled on other gaming devices of the same type.

[0168] Measures of usage, performance, and profitability
are also convenient for determining payment due to provid-
ers of features. In another example, some features may
enhance operation of gaming devices or of games in order to
promote the fulfillment of certain types of goals, such as
teaching players how to use a certain type of gaming device,
or encouraging players to play gaming devices more quickly.
Measures of performance of such features may thus include
information related to the desired goals (e.g., an average
wager size, an average rate of play).

[0169] Some examples of information that may facilitate
the management of various features for use on one or more
gaming devices (e.g., in determining whether a feature
should be enabled on a gaming device) include, but are not
limited to:

[0170] (i) An amount of revenue generated while a
feature is in use;

[0171] (ii) An average amount wagered by a player
(or players) while a feature is in use;

[0172] (iii) An average rate of play when a player is
using a feature;

[0173] (iv) An average session theoretical win when
a player is using a feature;

[0174] (v) A number of customer service complaints
relating to a feature;

[0175] (vi) An average duration of a gaming session
when a player is using a feature;

[0176] (vii) A number of machines at which a feature
is active;

[0177] (vii]) A percentage amount of machines at
which a feature is active;

[0178] (ix) A number of times that a feature is used
(e.g., within a period of time);

[0179] (x) An average number of times that a feature
is used by a player;
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0180 xi) A period of time that a feature is in use
p
(e.g., in minutes or hours);

[0181] (xii) Aperiod of time that one or more gaming
devices are in use;

[0182] (xii)) A percentage amount of all gaming
devices that are gaming devices on which a feature
is in use;

[0183] (xiv) Which game(s) a feature is used with;

[0184] (xv) Which gaming device(s) (e.g., types of
gaming devices) a feature is used with,

[0185] (xvi) What types of players use a feature (e.g.,
new players, old players, “high rollers”);

[0186] (xvii) Information about features that are used
concurrently with at least one other feature;

[0187] (xviii) A time of day when a feature is used
(e.g., during peak hours, during the middle of the
night);

[0188] (xix) A profit of a gaming device while a
feature was in use;

[0189] (xx) An amount of revenue resulting from use
of the feature;

[0190] (xxi) A profit from use of the feature (e.g.,
profit earned from accepted offers);

[0191] (xxii) A cost resulting from use of a feature
(e.g., a cost associated with providing a service in
accordance with a feature);

[0192] (xxiii) An increase (or decrease) in payout
percentage (e.g., at one or more gaming devices;

[0193] (xxiv) An increase (or decrease) in theoretical
win (e.g., at one or more gaming devices)

[0194] (xxv) An increase (or decrease) in an amount
of revenue generated at an ancillary merchant, estab-
lishment or enterprise related to an offer (e.g., rev-
enue generated at a restaurant sponsoring a dinner
offer that is provided in accordance with a feature)

[0195] (xxvi) A value of a benefit (e.g., money) paid
to a player (e.g., money paid to a player by sponsors,
such as if a player performs one or more value-added
activities);

[0196] (xxvii) An amount of revenue generated at one
or more gaming devices near a gaming device at
which a feature is used (e.g., if a features makes play
so entertaining that it makes players move to one
area of the casino);

[0197] (xxviii) A number or value of comps received
by a player (e.g., playing a feature-enabled gaming
device);

[0198] (xxix) A percentage of funds stored with a
server (e.g., due to interest);

[0199] (xxx)Aplayer’s rate of play while a feature is
in use;

[0200] (xxxi) An increase or decrease in a player’s
rate of play (e.g., comparing play with a feature
enabled and play without the feature enabled),
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[0201] (xxxii)) A number of offers accepted or
rejected by a player (e.g., for a feature that makes
offers to a player); (xxxiii) A percentage of offers that
are rejected/that are accepted;

[0202] (xxxiv) An increase or decrease in the amount
of coin-in by a player (e.g., comparing play with a
feature enabled and play without the feature
enabled);

[0203] (xxxv) An increase or decrease in the (aver-
age) session length of a player (e.g., comparing
feature-enabled play and non-enhanced play);

[0204] (xxxvi) An increase or decrease in the per-
centage of time a player spends gambling during a
casino visit (e.g., comparing feature-enabled play
and non-enhanced play);

[0205] (xxxvii) Whether a player signs up for a
player tracking card;

[0206] (xxxviii) A number of players who sign up for
player tracking cards;

[0207] (xxxix) How often a feature is used (e.g.,
whether the number of times a feature is used on a
gaming device (or gaming devices) each day is
greater than a predetermined number of times);

[0208] (x1) A period of time for which a feature is
used by a player (or players) (e.g., for determining
whether the period of time that a player used a
feature was less than five minutes, or whether the
average period of time that players use a feature is
less than two hours);

[0209] (xli) What type(s) of games the feature is used
with (e.g., for determining whether the feature is
used with games on bonus round slot machines, or
with video poker machines),

[0210] (xli)) What type(s) of gaming devices the
feature is used with (e.g., for determining whether
the feature is used on machines in the smoking
section);

[0211] (xliii) What type(s) of players use the feature
(e.g., for determining whether a predetermined mini-
mum number of novice players have used the fea-
ture); and

[0212] (xliv) A number of different players who have
used the feature (e.g., for determining whether a
predetermined minimum number of unique players
have used the feature).

[0213] Other types of information useful in managing
features will be recognized by one of ordinary skill in the art
after reading the present application.

[0214] Although measures related to usage of a feature
(e.g., information related to behavior of players at a gaming
device while a feature was actually active or in use) are
discussed frequently herein as useful measures of perfor-
mance of a feature, it will be understood that a useful
measure of performance may be related to activity at a
gaming device while a feature is merely enabled for use on
the gaming device, regardless of whether the feature is ever
used or activated by a player. For example, a player may be
attracted to a gaming device at which a particular feature is
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enabled for use (and may as a result spend longer playing the
gaming device), simply because the particular feature is
available to the player, or may be offered to or activated for
the player, even if the player does not use the feature most
of the time or even at all. In other words, some players may
choose to play a gaming device at which particular features
are enabled over another gaming device lacking the features,
even if the player does not take advantage of the features’
enhancements.

[0215] Referring now to FIG. 2A, a block diagram of a
system 200 according to at least some embodiments of the
present invention includes a computer 210 (e.g., a slot server
of a casino) that is in communication, via a communications
network 220, with one or more gaming devices 230 (e.g.,
slot machines, video poker machines). The computer 210
may communicate with the devices 230 directly or indi-
rectly, via a wired or wireless medium such as the Internet,
LAN, WAN or Ethernet, Token Ring, or via any appropriate
communications means or combination of communications
means. Each of the devices 230 may comprise computers,
such as those based on the INTEL® PENTIUM® processor,
that are adapted to communicate with the computer 210. Any
number and type of devices 230 may be in communication
with the computer 210.

[0216] Communication between the devices 230 and the
computer 210, and among the devices 230, may be direct or
indirect, such as over the Internet through a Web site
maintained by computer 210 on a remote server or over an
on-line data network including commercial on-line service
providers, bulletin board systems and the like. In yet other
embodiments, the devices 230 may communicate with one
another and/or computer 210 over REF, cable TV, satellite
links and the like.

[0217] Some, but not all, possible communication net-
works that may comprise network 220 or be otherwise part
of system 200 include: a local area network (LAN), a wide
area network (WAN), the Internet, a telephone line, a cable
line, a radio channel, an optical communications line, a
satellite communications link. Possible communications
protocols that may be part of system 200 include: Ethernet
(or IEEE 802.3), SAP, ATP, Bluetooth™, and TCP/IP. Com-
munication may be encrypted to ensure privacy and prevent
fraud in any of a variety of ways well known in the art.

[0218] Those skilled in the art will understand that devices
in communication with each other need not be continually
transmitting to each other. On the contrary, such devices
need only transmit to each other as necessary, and may
actually refrain from exchanging data most of the time. For
example, a device in communication with another device via
the Internet may not transmit data to the other device for
weeks at a time.

[0219] In some embodiments, the computer 210 may not
be necessary and/or preferred. For example, the present
invention may, in one or more embodiments, be practiced on
a stand-alone gaming device 230 and/or a gaming device
230 in communication only with one or more other gaming
devices 230. In such an embodiment, any functions
described as performed by the computer 210 or data
described as stored on the computer 210 may instead be
performed by or stored on one or more gaming devices 230.

[0220] Referring now to FIG. 2B, a block diagram of
another system 250 according to at least some embodiments
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of the present invention includes a computer 210 (e.g., a slot
server of a casino) that is in communication, via a commu-
nications network 220, with one or more gaming devices
230 (e.g., slot machines, video poker machines). A differ-
ence between system 200 (FIG. 2A) and system 250 (FIG.
2B) is that in system 250 at least one gaming device 230 is
also in communication with one or more peripheral devices
240. A peripheral device 240 may, in turn, be in communi-
cation with a peripheral device server 245 and, in some
embodiments, with computer 210. In one or more embodi-
ments the peripheral device server 245 may be in commu-
nication with one or more gaming devices 240 and/or
computer 210.

[0221] The computer 210 may communicate with the
devices 230 and devices 240 directly or indirectly, via a
wired or wireless medium such as the Internet, LAN, WAN
or Ethernet, Token Ring, or via any appropriate communi-
cations means or combination of communications means.
For example, the computer 210 may communicate directly
with one of the gaming devices 230 (e.g., via a LAN) and
indirectly (e.g., via a gaming device 230) with a peripheral
device 240. In another example, the computer 210 may
communicate with one of the gaming devices 230 via a LAN
and with another of the gaming devices 230 via the Internet
(e.g., if the particular gaming device comprises a personal
computer in communication with an online casino).

[0222] Each of the devices 230 and the devices 240 may
comprise computers, such as those based on the INTEL®
PENTIUM® processor, that are adapted to communicate
with the computer 210. Further, each of the devices 230 may
comprise a gaming device such as a mechanical or electronic
slot machine, a video poker machine, a video blackjack
machine, a video keno machine, a pachinko machine, a
video roulette machine, and/or a lottery terminal. Further
yet, each of the devices 240 may comprise an external or
internal module associated with one or more of the gaming
devices 230 that is capable of communicating with one or
more of the gaming devices 230 and of directing the one or
more gaming devices 230 to perform one or more functions.
Any number of devices 230 may be in communication with
the computer 210. Any number and type of peripheral
devices 240 may be in communication with a gaming device
230, peripheral device server 245 and computer 210.

[0223] Communication between the devices 230 and the
computer 210, between the devices 230 and devices 240,
between peripheral device server 245 and the devices 240
and/or the devices 230, between the peripheral device server
245 and computer 210, among the devices 230, and among
the devices 240 may be direct or indirect, such as over the
Internet through a Web site maintained by computer 210 on
a remote server or over an on-line data network including
commercial on-line service providers, bulletin board sys-
tems and the like. In yet other embodiments, any and all of
the devices of system 250 (i.c., the devices 230, the devices
240, the computer 210, and the peripheral device server 245)
may communicate with one another over RF, cable TV,
satellite links and the like.

[0224] Some, but not all, possible communication net-
works that may comprise network 220 or otherwise be part
of system 250 include: a local area network (LAN), a wide
area network (WAN), the Internet, a telephone line, a cable
line, a radio channel, an optical communications line, a
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satellite communications link. Possible communications
protocols that may be part of system 250 include: Ethernet
(or IEEE 802.3), SAP, ATP, Bluetooth™, and TCP/IP. Com-
munication may be encrypted to ensure privacy and prevent
fraud in any of a variety of ways well known in the art.

[0225] In some embodiments, the computer 210 may not
be necessary and/or preferred. For example, the present
invention may, in one or more embodiments, be practiced on
a stand-alone gaming device 230, one or more gaming
devices in communication with one or more peripheral
devices 240, one or more gaming devices in communication
with peripheral device server 245, one or more peripheral
devices 240 in communication with peripheral device server
245, and/or a gaming device 230 in communication only
with one or more other gaming devices 230. In such an
embodiment, any functions described as performed by the
computer 210 or data described as stored in a memory of the
computer 210 may instead be performed by or stored on one
or more gaming devices 230, one or more peripheral devices
240, and/or peripheral device server 245.

[0226] Similarly, peripheral device server 245 may not be
desired and/or needed in some embodiments of the present
invention. In embodiments that do not involve peripheral
device server 245, any or all of the functions described
herein as being performed by peripheral device server 245
may instead be performed by computer 210, one or more
gaming devices 230, one or more peripheral devices 240, or
a combination thereof. Similarly, in embodiments that do not
involve peripheral device server 245 any data described
herein as being stored in a memory of peripheral device
server 245 may instead be stored in a memory of computer
210, one or more gaming devices 230, one or more periph-
eral devices 240, or a combination thereof.

[0227] Any or all of the gaming devices 230 may, respec-
tively, include or be in communication with a peripheral
device 240. A peripheral device 240 may be a device that
receives information from (and/or transmits information to)
one or more gaming devices 230. For example, a peripheral
device 240 may be operable to receive information about
games being played on a gaming device 230, such as the
initiation of a game and/or a random number that has been
generated for a game, and/or may be operable to receive
information about features enabled or in use on the gaming
device 230.

[0228] In one or more embodiments, one or more such
peripheral devices 240 may be in communication with a
peripheral device server 245. This allows the peripheral
device server 245 to receive information regarding a plu-
rality of games being played on a plurality of gaming
devices 230. The peripheral device server 245, in turn, may
be in communication with the computer 210. It should be
understood that any functions described herein as performed
by a peripheral device 240 may also or instead be performed
by the peripheral device server 245. Similarly, any data
described herein as being stored on or accessed by a periph-
eral device 240 may also or instead be stored on or accessed
by the peripheral device server 245.

[0229] A peripheral device 240 may be operable to access
a database (e.g., of peripheral device server 245) to provide
benefits (e.g., cashless gaming receipts) based on, for
example, an active feature of a gaming device 230. A
peripheral device 240 may also be operable to access a
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database (e.g., a feature database, as described in more detail
below) to determine a product/services offer to output on a
gaming device (e.g., in accordance with an active feature).

[0230] The peripheral device server 245 may also monitor
player gambling history over time by associating gambling
behavior with player identifiers, such as player tracking card
numbers. For example, in embodiments wherein a player
selects which feature is to be active, the peripheral device
server 245 may track which feature the player has previously
selected and subsequently use that information to present
other offers for features to the player and/or to output other
information to the player. Further, information about the
player obtained or accessed by peripheral device server 245
may be analyzed, e.g., to identify those players that a
particular gaming machine owner, operator, or manufacturer
finds most desirable. Based upon desired objectives, the
peripheral device server 245 may direct the appropriate
peripheral device 240 to issue customized messages to
specific players that are relevant to their gambling behav-
iors.

[0231] Information received by a peripheral device 240
from a gaming device 230 may include gambling data such
as number of games initiated per unit of time, outcomes
displayed for games initiated, payouts corresponding to
outcomes displayed, a credit meter balance of the gaming
device, and/or data associated with the player currently
playing the gaming device 230.

[0232] The functions described herein as being performed
by a peripheral device server 245 and/or a peripheral device
240 may, in one or more embodiments, be performed by the
computer 210 (in lieu of or in conjunction with being
performed by a peripheral device server 245 and/or a periph-
eral device 240). Such functions may be performed by
computer 210 in either system 200 (FIG. 2A) or system 250
(FIG. 2B).

[0233] 1In one or more embodiments, a peripheral device
240 may be useful for implementing the embodiments of the
present invention into the operation of a conventional gam-
ing device. For example, in order to avoid or minimize the
necessity of modifying or replacing a program already
stored in a memory of a conventional gaming device, an
external or internal module that comprises a peripheral
device 240 may be inserted in or associated with the gaming
device.

[0234] Thus, for example, a peripheral device 240 may be
utilized to monitor play of the gaming device and enhance
or otherwise affect play in accordance with one or more
active features. In such embodiments the gaming device 230
with which the peripheral device 240 is in communication
with may continue to operate conventionally (e.g., as if
features were not active). In such embodiments, for
example, if the feature includes the offering of products or
services to players, or the displaying of video content,
operation of the gaming device 230 may continue conven-
tionally. The peripheral device 240, however, may output
one or more offers. The peripheral device 240 may also
output messages to the player (e.g., such as “Would you like
to play in Reverse Payout Mode?”). The peripheral device
240 may also provide benefits to a player (e.g., coins, tokens,
electronic credits, paper receipts exchangeable for cash,
services, and/or merchandise).

[0235] Accordingly, a peripheral device 240 may include
(i) a communications port (e.g., for communicating with one
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or more gaming devices 230, peripheral device server 245,
another peripheral device 240, and/or computer 210); (ii) a
display (e.g., for displaying messages and/or outcomes), (iii)
another output means (e.g., a speaker, light, or motion device
to communicate with a player), and/or (iv) a benefit provid-
ing means (e.g., a printer and paper dispensing means, a
credit meter, and/or a hopper and hopper controller).

[0236] In one or more embodiments, the peripheral device
may not output outcomes and/or messages to a player but
may instead direct the processor of a gaming device to
perform such functions. For example, a program stored in a
memory of peripheral device 240 may cause a processor of
a gaming device to perform certain functions. For example,
a program stored in a memory of peripheral device 240 may
cause a processor of a gaming device to provide for
enhanced play of the gaming device in accordance with one
or more enabled features, by modifying how the gaming
device outputs an outcome, determines an outcome, outputs
a message, provides a benefit, and/or displays game infor-
mation.

[0237] Referring now to FIG. 3, illustrated therein is a
block diagram of an embodiment 300 of a gaming device.
The gaming device 300 may be implemented as a system
controller, a dedicated hardware circuit, an appropriately
programmed general-purpose computer, or any other
equivalent electronic, mechanical or electromechanical
device. The gaming device 300 may comprise, for example,
a slot machine, a video poker terminal, a video blackjack
terminal, a video keno terminal, a video lottery terminal, a
pachinko machine or a table-top game. In various embodi-
ments, a gaming device may comprise, for example, a
personal computer (e.g., which communicates with an
online casino Web site), a telephone (e.g., to communicate
with an automated sports book that provides gaming ser-
vices), or a portable handheld gaming device (e.g., a per-
sonal digital assistant or NINTENDO® GAMEBOY®). The
gaming device 300 may comprise any or all of the gaming
devices 230 of system 200 (FIG. 2A) or system 250 (FIG.
2B). In some embodiments, a user device such as a PDA or
cell phone may be used in place of, or in addition to, some
or all of the gaming device 300 components depicted in
FIG. 3. Further, a gaming device may comprise a personal
computer or other device operable to communicate with an
online casino and facilitate game play at the online casino.
In one or more embodiments, the gaming device 300 may
comprise a computing device operable to execute software
that simulates play of a reeled slot machine game, video
poker game, video blackjack game, video keno game, video
roulette game, or lottery game.

[0238] The gaming device 300 comprises a processor 305,
such as one or more INTEL® PENTIUM® processors. The
processor 305 is in communication with a memory 310 and
a communications port 370 (e.g., for communicating with
one or more other devices). The memory 310 may comprise
an appropriate combination of magnetic, optical and/or
semiconductor memory, and may include, for example,
Random Access Memory (RAM), Read-Only Memory
(ROM), a compact disc, tape drive, and/or a hard disk. The
memory 310 may comprise or include any type of computer-
readable medium. The processor 305 and the memory 310
may each be, for example: (i) located entirely within a single
computer or other device; or (ii) connected to each other by
a remote communication medium, such as a serial port
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cable, telephone line or radio frequency transceiver. In some
embodiments, the gaming device 300 may comprise one or
more devices that are connected to a remote server computer
for maintaining databases.

[0239] The memory 310 stores a program 315 for con-
trolling the processor 305. The processor 305 performs
instructions of the program 315, and thereby operates in
accordance with the present invention, and particularly in
accordance with the methods described in detail herein. The
program 315 may be stored in a compressed, uncompiled
and/or encrypted format. The program 315 furthermore
includes program elements that may be necessary, such as an
operating system, a database management system and
“device drivers” for allowing the processor 305 to interface
with computer peripheral devices. Appropriate program
elements are known to those skilled in the art, and need not
be described in detail herein.

[0240] The term “computer-readable medium” as used
herein refers to any medium that participates in providing
instructions to processor 305 (or any other processor of a
device described herein) for execution. Such a medium may
take many forms, including but not limited to, non-volatile
media, volatile media, and transmission media. Non-volatile
media include, for example, optical or magnetic disks, such
as memory 310. Volatile media include dynamic random
access memory (DRAM), which typically constitutes the
main memory. Transmission media include coaxial cables,
copper wire and fiber optics, including the wires that com-
prise a system bus coupled to the processor 305. Transmis-
sion media can also take the form of acoustic, electromag-
netic, or light waves, such as those generated during radio
frequency (RF), microwave, and infrared (IR) data commu-
nications. Common forms of computer-readable media
include, for example, a floppy disk, a flexible disk, hard disk,
magnetic tape, any other magnetic medium, a CD-ROM,
DVD, any other optical medium, punch cards, paper tape,
any other physical medium with patterns of holes, a RAM,
a PROM, an EPROM, a FLASH-EEPROM, any other
memory chip or cartridge, a carrier wave as described
hereinafter, or any other medium from which a computer can
read.

[0241] Various forms of computer readable media may be
involved in carrying one or more sequences of one or more
instructions to processor 305 (or any other processor of a
device described herein) for execution. For example, the
instructions may initially be borne on a magnetic disk of a
remote computer. The remote computer can load the instruc-
tions into its dynamic memory and send the instructions over
a telephone line using a modem. A modem local to a gaming
device 300 (or, e.g., a computer 210) can receive the data on
the telephone line and use an infrared transmitter to convert
the data to an infrared signal. An infrared detector can
receive the data carried in the infrared signal and place the
data on a system bus for processor 305. The system bus
carries the data to main memory, from which processor 200
retrieves and executes the instructions. The instructions
received by main memory may optionally be stored in
memory 310 either before or after execution by processor
305. In addition, instructions may be received via commu-
nication port 370 as electrical, electromagnetic or optical
signals, which are exemplary forms of carrier waves that
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carry data streams representing various types of information.
Thus, the gaming device 300 may obtain instructions in the
form of a carrier wave.

[0242] According to some embodiments of the present
invention, the instructions of the program 315 may be read
into a main memory from another computer-readable
medium, such from a ROM to RAM. Execution of
sequences of the instructions in program 315 causes pro-
cessor 305 to perform the process steps described herein. In
alternate embodiments, hard-wired circuitry may be used in
place of, or in combination with, software instructions for
implementation of the processes of the present invention.
Thus, embodiments of the present invention are not limited
to any specific combination of hardware and software. As
discussed with respect to system 250 of FIG. 2B, execution
of sequences of the instructions in a program of a peripheral
device 240 in communication with gaming device 300 may
also cause processor 305 to perform some of the process
steps described herein.

[0243] The memory 310 also stores a plurality of data-
bases, including a probability database 320, and a payout
database 325. Note, although these databases are described
as being stored in a gaming device, in other embodiments of
the present invention some or all of these databases may be
partially or wholly stored in another device, such as one or
more of the peripheral devices 240, the peripheral device
server 245 and/or the computer 210. Further, some or all of
the data described as being stored in the databases 320, 325
may be partially or wholly stored (in addition to or in lieu of
being stored in the memory 310 of the gaming device 300)
in a memory of one or more other devices, such as one or
more of the peripheral devices 240, another gaming device
230, the peripheral device server 245 and/or the computer
210.

[0244] The databases 320 and 325 are well known in the
art, and need not be described in detail herein. Also, some
enabled games may not require probability database 320
and/or payout database 325. The processor 305 is also
operable to communicate with a random number generator
345, which may be a component of gaming device 300. The
random number generator, in accordance with at least some
embodiments of the present invention, may generate data
representing random or pseudo-random values (referred to
as “random numbers” herein). The random number genera-
tor may generate a random number every predetermined unit
of time (e.g., every second) or in response to an initiation of
a game on the gaming device. In the former embodiment, the
generated random numbers may be used as they are gener-
ated (e.g., the random number generated at substantially the
time of game initiation is used for that game) and/or stored
for future use.

[0245] A random number generator, as used herein, may
be embodied as a processor separate from but working in
cooperation with processor 305. Alternatively, random num-
ber generator 345 may be embodied as an algorithm, pro-
gram component, or software stored in the memory of
gaming device 300 and used to generate a random number.

[0246] Note that, although the generation or obtainment of
a random number is described herein as involving a random
number generator of a gaming device, other methods of
determining a random number may be employed. For
example, a gaming device owner or operator may obtain sets
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of random numbers that have been generated by another
entity. HOTBITS™, for example, is a service that provides
random numbers that have been generated by timing suc-
cessive pairs of radioactive decays detected by a Geiger-
Muller tube interfaced to a computer. A blower mechanism
that uses physical balls with numbers thereon may be used
to determine a random number by randomly selecting one of
the balls and determining the number thereof.

[0247] The processor 305 is also operable to communicate
with a benefit output device 350, which may be a component
of gaming device 300. The benefit output device 350 may
comprise one or more devices for outputting a benefit to a
player of the gaming device 300. For example, in some
embodiments the gaming device 300 may provide coins
and/or tokens as a benefit. In such an embodiment the benefit
output device 350 may comprise a hopper and hopper
controller, for dispensing coins and/or tokens into a coin tray
of the gaming device 300. In another example, the gaming
device 300 may provide a receipt or other document on
which there is printed an indication of a benefit (e.g., a
cashless gaming receipt that has printed thereon a monetary
value, which is redeemable for cash in the amount of the
monetary value). In such an embodiment the benefit output
device 350 may comprise a printing and document dispens-
ing mechanism. In yet another example, the gaming device
300 may provide electronic credits as a benefit (which, e.g.,
may be subsequently converted to coins and/or tokens and
dispensed from a hopper into a coin tray). In such an
embodiment the benefit output device 350 may comprise a
credit meter balance and/or a processor that manages the
amount of electronic credits that is indicated on a display of
a credit meter balance. The processor may be the processor
305 or another processor. In yet another example, the
gaming device 300 may credit a monetary amount to a
financial account associated with a player as a benefit
provided to a player. The financial account may be, for
example, a credit card account, a debit account, a charge
account, a checking account, or a casino account. In such an
embodiment the benefit output device may comprise a
device for communicating with a server on which the
financial account is maintained.

[0248] Note that, in one or more embodiments, the gaming
device 300 may include more than one benefit output device
350 even though only one benefit output device is illustrated
in FIG. 3. For example, the gaming device 300 may include
both a hopper and hopper controller combination and a
credit meter balance. Such a gaming device may be operable
to provide more than one type of benefit to a player of the
gaming device. A single benefit output device 350 may be
operable to output more than one type of benefit. For
example, a benefit output device 350 may be operable to
increase the balance of credits in a credit meter and com-
municate with a remote device in order to increase the
balance of a financial account associated with a player.

[0249] The processor 305 is also operable to communicate
with a display device 355, which may be a component of
gaming device 300. The display device 355 may comprise,
for example, one or more display screens or areas for
outputting information related to game play on the gaming
device, such as a cathode ray tube (CRT) monitor, liquid
crystal display (LCD) screen, or light emitting diode (LED)
screen.
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[0250] In one or more embodiments, a gaming device may
comprise more than one display device. For example, a
gaming device may comprise an LCD display for displaying
electronic reels and a display area that displays rotating
mechanical reels.

[0251] The processor 305 may also be in communication
with one or more other devices besides the display device
355, for outputting information (e.g., to a player or another
device). Such other one or more output devices may also be
components of gaming device 300. Such other one or more
output devices may comprise, for example, an audio speaker
(e.g., for outputting an offer for a feature or information
related thereto, in addition to or in lieu of such information
being output via a display device 355), an infra-red trans-
mitter, a radio transmitter, an electric motor, a printer (e.g.,
such as for printing cashless gaming vouchers), a coupon or
product dispenser, an infra-red port (e.g., for communicating
with a second gaming device or a portable device of a
player), a Braille computer monitor, and a coin or bill
dispenser. For gaming devices, common output devices
include, but are not limited to, a cathode ray tube (CRT)
monitor on a video poker machine, a bell on a gaming device
(e.g., rings when a player wins), an LED display of a
player’s credit balance on a gaming device, and an LCD
display of a personal digital assistant (PDA).

[0252] The display device 355 may comprise, for
example, one or more display areas. For example, one of the
display areas may display outcomes of games played on the
gaming device (e.g., electronic reels of a gaming device).
Another of the display areas may display rules for playing a
game of the gaming device. Yet another of the display areas
may display the benefits obtainable by playing a game of the
gaming device (e.g., in the form of a payout table). In one
or more embodiments, the gaming device 300 may include
more than one display device, one or more other output
devices, or a combination thereof (e.g., two display devices
and two audio speakers).

[0253] The processor 305 is also in communication with
an input device 365, which is a device that is capable of
receiving an input (e.g., from a player or another device) and
which may be a component of gaming device 300. An input
device may communicate with or be part of another device
(e.g. a server, a gaming device, etc.). Some examples of
input devices include: a bar-code scanner, a magnetic stripe
reader, a computer keyboard or keypad, a button, a handle,
a keypad, a touch-screen, a microphone, an infrared sensor,
a voice recognition module, a coin or bill acceptor, a sonic
ranger, a computer port, a video camera, a motion detector,
a digital camera, a network card, a universal serial bus
(USB) port, a GPS receiver, a radio frequency identification
(RFID) receiver, an RF receiver, a thermometer, a pressure
sensor, an infrared port (e.g., for receiving communications
from with a second gaming device or another device such as
a smart card or PDA of a player), and a weight scale. For
gaming devices, common input devices include a button or
touch screen on a video poker machine, a lever or handle
connected to the gaming device, a magnetic stripe reader to
read a player tracking card inserted into a gaming device, a
touch screen for input of player selections during game play,
and a coin and bill acceptor.

[0254] The processor 305 is also in communication with a
payment system 375, which may be a component of gaming
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device 300. The payment system 375 is a device capable of
accepting payment from a player (e.g., a bet or initiation of
a balance) and/or providing payment to a player (e.g., a
payout). Payment is not limited to money, but may also
include other types of consideration, including products,
services, and alternate currencies.

[0255] Exemplary methods of accepting payment by the
payment system 375 include (i) receiving hard currency (i.e.,
coins or bills), and accordingly the payment system 375 may
comprise a coin or bill acceptor; (ii) receiving an alternate
currency (e.g., a paper cashless gaming voucher, a coupon,
a non-negotiable token), and accordingly the payment sys-
tem 375 may comprise a bar code reader or other sensing
means; (iii) receiving a payment identifier (e.g., a credit card
number, a debit card number, a player tracking card number)
and debiting the account identified by the payment identifier;
and (iv) determining that a player has performed a value-
added activity.

[0256] In some embodiments, a player may operate a
plurality of gaming devices. For example, a player may
simultaneously play two side-by-side gaming devices, a
player may play one gaming device (e.g. a gaming device)
and then continue his gaming session at another gaming
device (e.g. a video poker machine), and a player may
remotely operate a gaming device, possibly by using a
telephone, PDA or other device (i) to transmit commands
(directly or indirectly) to the gaming device, such as wager
amounts and commands to select certain cards; and/or (ii) to
receive output (directly or indirectly) from the gaming
device.

[0257] 1Insome embodiments, a gaming device may allow
aplayer to play a game of skill rather than a game of chance.
Such an embodiment may be more appealing to certain
players or may be permitted in areas where it is illegal to
gamble on games of chance.

[0258] Referring now to FIG. 4, illustrated therein is a
block diagram of an embodiment 400 of computer 210
(FIG. 2A and FIG. 2B). The computer 400 may be imple-
mented as a system controller, a dedicated hardware circuit,
an appropriately programmed general-purpose computer, or
any other equivalent electronic, mechanical or electrome-
chanical device. The computer 400 may comprise, for
example, a server computer operable to communicate with
one or more client devices, such as gaming devices 230. The
computer 400 is operative to manage the system 200 and the
system 250 and execute the methods of the present inven-
tion.

[0259] In operation, the computer 400 may function under
the control of a casino, a merchant, or other entity that may
also control use of the gaming devices 230, peripheral
devices 240, and/or peripheral device server 245. For
example, the computer 400 may be a slot server in a casino.
In some embodiments, the computer 400 and slot server may
be different devices. In some embodiments, the computer
400 may comprise more than one computer operating
together. In some embodiments, the computer 400 and
peripheral device server 245 may be the same device.

[0260] The computer 400 comprises a processor 405, such
as one or more INTEL® PENTIUM® processors. The
processor 405 is in communication with a memory 410 and
a communications port 415 (e.g., for communicating with
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one or more other devices). The memory 410 may comprise
an appropriate combination of magnetic, optical and/or
semiconductor memory, and may include, for example,
Random Access Memory (RAM), Read-Only Memory
(ROM), a compact disc and/or a hard disk. The processor
405 and the memory 410 may each be, for example: (i)
located entirely within a single computer or other device; or
(i) connected to each other by a remote communication
medium, such as a serial port cable, telephone line or radio
frequency transceiver. In some embodiments, the computer
400 may comprise one or more devices that are connected to
a remote server computer for maintaining databases.

[0261] The memory 410 stores a program 420 for con-
trolling the processor 405. The processor 405 performs
instructions of the program 420, and thereby operates in
accordance with the present invention, and particularly in
accordance with the methods described in detail herein. The
program 420 may be stored in a compressed, uncompiled
and/or encrypted format. The program 420 furthermore
includes program elements that may be necessary, such as an
operating system, a database management system and
“device drivers” for allowing the processor 405 to interface
with computer peripheral devices. Appropriate program
elements are known to those skilled in the art, and need not
be described in detail herein.

[0262] According to an embodiment of the present inven-
tion, the instructions of the program 420 may be read into a
main memory from another computer-readable medium,
such from a ROM to RAM. Execution of sequences of the
instructions in program 420 causes processor 405 to perform
the process steps described herein. In alternate embodi-
ments, hard-wired circuitry may be used in place of, or in
combination with, software instructions for implementation
of the processes of the present invention. Thus, embodi-
ments of the present invention are not limited to any specific
combination of hardware and software.

[0263] The memory 410 also stores a plurality of data-
bases, including a feature database 425, a condition database
430, a gaming device database 435, a player database 440,
a performance database 445, and a payment database 450.
Each of these databases is described in detail below and
example structures are depicted with sample entries in the
accompanying figures. As will be understood by those
skilled in the art, the schematic illustrations and accompa-
nying descriptions of the sample databases presented herein
are exemplary arrangements for stored representations of
information. Any number of other arrangements may be
employed besides those suggested by the tables shown. For
example, even though six separate databases are illustrated,
the invention could be practiced effectively using any num-
ber of more or fewer functionally equivalent databases.
Similarly, the illustrated entries of the databases represent
exemplary information only; those skilled in the art will
understand that the number and content of the entries can be
different from those illustrated herein. Further, despite the
depiction of the databases as tables, an object-based model
could be used to store and manipulate the data types of the
present invention and likewise, object methods or behaviors
can be used to implement the processes of the present
invention.

[0264] Note that, although these databases are described
as being stored in a gaming device, in other embodiments of
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the present invention some or all of these databases may be
partially or wholly stored in another device, such as one or
more of the peripheral devices 240, the peripheral device
server 245, one or more of the gaming devices 230, a slot
server (if different from the computer 210), another device,
or a combination thereof. Further, some or all of the data
described as being stored in the databases 425, 430, 435,
440, 445, and 450 may be partially or wholly stored (in
addition to or in lieu of being stored in the memory 410 of
the computer 400) in a memory of one or more other
devices, such as one or more of the peripheral devices 240,
one or more of the gaming devices 230, the peripheral
device server 245 and/or a slot server (if different from
computer 210).

[0265] Referring now to FIG. 5, an exemplary tabular
representation 500 illustrates an embodiment of the feature
database 425 (FIG. 4) that may be stored in the computer
400. The tabular representation 500 of the feature database
includes a number of example records or entries, each
defining a feature that may be enabled on a gaming device
300 by the computer 400 (or the gaming device 300). Those
skilled in the art will understand that the feature database
may include any number of entries.

[0266] The tabular representation 500 also defines fields
for each of the entries or records. The fields specify: (i) a
feature identifier 502 that uniquely identifies a particular
feature (e.g., uniquely identifies a particular option, mode, or
parameter for affecting the operation of one or more games
and/or one or more gaming devices), (ii) a feature name 504
that includes a name of the particular feature, (iii) a descrip-
tion 506 that contains a description (e.g., a text description)
of the enhancement(s) provided by the feature to play on a
gaming device, and (iv) a category 508 that stores an
indication of a group or category of features with which the
feature may be identified.

[0267] The feature name 504, the category 508, and/or the
description 506 may be used in outputting information and
messages to a player (e.g., at display device 355 of the
gaming device 300). For example, a player may receive a
displayed offer: “Click here for Free Telephone Calls!”. In
another example, the player’s selection of a feature from a
list of displayed features may cause the description 506 to be
displayed in a display area of a gaming device.

[0268] Referring now to FIG. 6, an exemplary tabular
representation 600 illustrates an embodiment of the condi-
tion database 430 (FIG. 4) that may be stored in the
computer 400. The tabular representation 600 of the condi-
tion database includes a number of example records or
entries, each defining a condition that may used, for
example, for determining whether a feature should be
enabled (or disabled) on a gaming device 300 by the
computer 400 (or the gaming device 300). Those skilled in
the art will understand that the condition database may
include any number of entries.

[0269] The tabular representation 600 also defines fields
for each of the entries or records. The fields specify: (i) a
feature identifier 602 that identifies a particular feature, and
(i) a condition for enabling feature 604 that includes an
indication of one or more requirements that must be satisfied
in order to enable (or to keep enabled) the particular feature.
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[0270] As discussed herein, a condition for enabling fea-
ture 604 may correspond to one or more requirements for
enabling a feature (and/or for keeping an enabled feature
enabled). A condition may alternatively correspond to one or
more requirements for disabling a feature (and/or for keep-
ing the feature disabled). Those skilled in the art will readily
understand that a condition described as a condition for
enabling a feature may suggest a condition for disabling a
feature, and vice versa. For example, a condition that no
more than fifty players can be playing a particular type of
slot machine in order for a particular feature to be enabled
may also suggest a condition that the feature is to be disabled
if the number of players exceeds fifty.

[0271] In some embodiments, however, a condition for
disabling or enabling a feature may not necessarily suggest
its opposite. For example, a described condition may indi-
cate that a disabled feature should be enabled if ten or more
players are playing video poker. However, the feature, once
enabled, may or may not be disabled if the number of players
playing video poker falls below ten, for example.

[0272] Various types of information and factors on which
conditions may be based are described herein, and other
criteria and requirements will be readily understood by one
skilled in the art in light of the present disclosure. Some
examples of conditions include, but are not limited to:

[0273] (i) Whether an amount of revenue generated at
a gaming device while a feature is being used (e.g.,
an amount of coin-in and/or transaction amounts
received from players in association with offers for
products/services and other transactions at the gam-
ing device) exceeds a predetermined minimum
threshold;

[0274] (ii) Whether an average amount wagered by a
player (or players) while a feature is in use is greater
than a historical average wager amount of the player;

[0275] (iii) An identity of a player operating the
gaming device (e.g., some features may be available
only to certain players, or only to players who use
player tracking cards);

[0276] (iv) Past gambling activity of a player (e.g.,
whether the year-to-date coin-in by a player is less
than a predetermined threshold);

[0277] (v) Current gambling activity (e.g., activity
during a current session, or during a current trip to a
casino) of a player (e.g., whether a current credit
balance is less than a predetermined maximum
amount, or whether an average rate of play during a
current gaming session is greater than a predeter-
mined threshold for enabling the feature);

[0278] (vi) Anticipated future gambling activity of a
player (e.g., whether a particular player (or players)
is likely to stop gambling within the next ten min-
utes);

[0279] (vii) Apreference of one or more players (e.g.,
whether a majority of players prefer a particular
feature, or whether a particular player has previously
indicated a preference for the feature);

[0280] (viii) A game that a player is currently playing
(e.g., a feature for providing an interactive tour of a
game’s bonus round may be enabled if the player is
currently playing a game that is relatively new to the
casino);
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[0281] (ix) A type of gaming device a player is
currently playing (e.g., a feature may be enabled for
video poker machines but not for video blackjack
machines);

[0282] (x) A location of the gaming device (e.g., a
feature may be enabled if the gaming device is near
a door of a casino floor, but may not be enabled if the
gaming device is near a poker room);

[0283] (xi) Information about the compatibility or
suitability of the feature with a game and/or with the
gaming device (e.g., a feature for providing an
interactive tour of a game’s bonus round may not be
enabled for a game that does not have a bonus round,
or for a gaming device offering only games without
bonus rounds);

[0284] (xii) A manufacturer that produces a gaming
device (e.g., a feature may only be enabled at the
gaming device if the gaming device is produced by
a specific manufacturer);

[0285] (xiii) A developer, licensor, vendor, or other
provider of a feature (e.g., a feature may only be
enabled on gaming devices whose manufacturers
have agreements with the provider of the feature);
and

[0286] (xiv) A developer, licensor, vendor, or other
provider of a game available on the gaming device
(e.g., a game vendor may stipulate that only certain
types of features may be enabled on devices offering
its games).

[0287] In some embodiments, the predetermined condi-
tion may be based on the time of day. For example, a feature
for providing a tour of a slot machine may be disabled
between the hours of 8 p.m. and 11 p.m. (typically peak
hours for gambling), because the operator of the slot
machine is aware that players tend to operate the slot
machine in regular mode during these hours anyway.

[0288] Examples of time-related predetermined condi-
tions that may need to be satisfied before a feature is enabled
on a gaming device include, but are not limited to:

[0289] (i) A period of time since an event (e.g., the
feature may be automatically disabled after a certain
period of time after the feature is initially enabled,
after the feature is first used, after the feature is used
a predetermined number of times, etc.); and

[0290] (ii) A time of day (e.g., the feature may be
disabled during particular times of the day).

[0291] Other appropriate time-related predetermined con-
ditions will be recognized by one of ordinary skill in the art
after reading the present application. Examples of predeter-
mined conditions related to indications from parties, that
may need to be satisfied before a feature is enabled on the
gaming device include, but are not limited to:

[0292] (i) Whether a signal was provided, by or on
behalf of a casino or other operator of the gaming
device, indicating that the feature should be enabled
(e.g., a signal received from a casino employee
observing a player becoming bored and/or discour-
aged in playing the gaming device);
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[0293] (ii) Whether a signal was provided, by or on
behalf of a regulatory group (e.g., a state, federal, or
local government agency for regulating gambling
activities), indicating that the feature can (or must)
be enabled (e.g., a signal received from a state
gaming commission indicating that the feature meets
regulatory approval); and

[0294] (iii) Whether a signal was provided, by or on
behalf of a provider of the feature (e.g., a game
manufacturer, a patent holder), indicating that the
feature can be enabled.

[0295] Other appropriate predetermined conditions related
to indications received from or otherwise provided by any of
various parties will be recognized by one of ordinary skill in
the art after reading the present application. Note that
indications such as those discussed herein may be provided
in a variety of different ways, including, but not limited to:
(1) using an input device of a server computer (e.g., a
keyboard); (ii) using an input device of a gaming device
(e.g., a touch screen); and (iii) using a peripheral device
(described in further detail herein) in communication with a
server computer and/or a gaming device. In some embodi-
ments, the provided indication from a party may comprise an
authorization code, as discussed further herein. Examples of
predetermined conditions related to authorization codes, that
may need to be satisfied before a feature is enabled on the
gaming device include, but are not limited to:

[0296] (i) Whether at least one authorization code has
been provided;

[0297] (ii) A period of time since at least one autho-
rization code was provided (e.g., thirty days ago);
and

[0298] (iii) A type of authorization code that has been
provided (e.g., different authorization codes may
enable the same feature in different ways, such as for
different periods of time).

[0299] Other appropriate predetermined conditions related
to authorization codes will be recognized by one of ordinary
skill in the art after reading the present application.
Examples of predetermined conditions related to informa-
tion about a casino that may need to be satisfied before a
feature is enabled on the gaming device include, but are not
limited to:

[0300] (i) What casino operates a gaming device
(e.g., a feature may be enabled at a first casino but is
to be disabled at a second casino, even if the casinos
are commonly owned or operated and may have
access to the same features);

[0301] (ii) A location or jurisdiction of a casino (e.g.,
a feature may be disabled within a first geographic
region, such as the state of Nevada, but enabled
within a second geographic region, such as an
American Indian reservation in the state of Arizona);

[0302] (iii) A measure of usage of gaming devices at
a casino (e.g., a tutorial feature on how to play the
bonus round on a particular type of slot machine may
be disabled if more than 90% of all such machines
are in use, as the clear demand for the slot machines
indicates that there is no need to entice additional
players by enabling the tutorial feature); and
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[0303] (iv) Revenue management information for a
casino (e.g., one or more conditions may be estab-
lished to maximize revenue, such as by establishing
a condition that if a casino hotel is only half full, then
a feature that offers hotel rooms to players should be
enabled).

[0304] Other appropriate predetermined conditions related
to information about a casino will be recognized by one of
ordinary skill in the art after reading the present application.

[0305] Another example of a predetermined condition
comprises a minimum number of games played by a player
on a gaming device. For example, it may be determined that
it is desirable that a player playing one hundred games on a
gaming device should be rewarded by enabling a feature on
the gaming device.

[0306] In another example, it may be determined whether
an outcome determined for a player playing a game at the
determined gaming device satisfies a predetermined condi-
tion for enabling a feature. For instance, a gaming device
may determine an outcome in a manner well known in the
art. An outcome, as used herein, comprises at least one
indicia that is utilized to inform a player of whether a benefit
(e.g., a payout) has been won by the player as a result of
playing a game. In a reeled slot machine game, for example,
a set of symbols displayed along a payline comprises an
outcome of a game. Some of the possible combinations of
symbols obtainable on the reeled slot machine correspond to
a payout. Thus, a player is informed of whether he has won
a payout by displaying a set of symbols along the payline.
If the set of symbols along the payline correspond to a
payout (e.g., as displayed on a payout table of the reeled slot
machine), then the player is informed that he has won the
corresponding payout once the set of symbols is displayed
along the payline. In a video poker gaming device, as
another example, the set of cards comprising the final hand
comprises the outcome of a game.

[0307] The above examples of predetermined conditions
have been provided for purposes of illustrating various
embodiments consistent with the process 100D (FIG. 1D),
and with some other methods for determining whether a
feature should be enabled or disabled on a gaming device.
Other types of predetermined conditions and types of infor-
mation on which such conditions may be based, are
described herein.

[0308] Referring now to FIG. 7, an exemplary tabular
representation 700 illustrates an embodiment of the gaming
device database 435 (FIG. 4) that may be stored in the
computer 400. The tabular representation 700 of the gaming
device database includes a number of example records or
entries, each defining a gaming device that may be in
communication (e.g., over a LAN or WAN) with computer
400. Those skilled in the art will understand that the gaming
device database may include any number of entries.

[0309] The tabular representation 700 also defines fields
for each of the entries or records. The fields specify: (i) a
gaming device identifier 702 that uniquely identifies a
particular gaming device (e.g., uniquely identifies a particu-
lar slot machine on a casino floor or a PC communicating
with an online casino), (i) a gaming device type 704 that
stores a description or designation of the type of gaming
device, (iii) a features enabled 706 that stores an indication
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or identifier of one or more features currently enabled on the
gaming device, (iv) a features in use 708 that stores an
indication or identifier of one or more features currently
being used on the gaming device, (v) a benchmark theoreti-
cal win 710 that indicates a theoretical win for the gaming
device (e.g., a historical theoretical win), and (vi) a location
712 that stores an indication of the physical location of the
particular gaming device.

[0310] The gaming device database may be used by com-
puter 400 to, for example, communicate with one or more
gaming devices and to identify a gaming device that data is
being transmitted to or received from. For example, the
computer 400 may instruct a gaming device as to which
features should be enabled and/or made active at the gaming
device, transmit a random number to the gaming device,
transmit an indication of a feature for use by the gaming
device, update information in one or more databases of the
gaming device, and receive information associated with a
player of the gaming device (e.g., a player identifier, player
preferences, an indication of wagers placed or number of
games played by a player, an indication of duration of play
by a player at the gaming device, etc.). Some of this
information may be stored in association with the gaming
device. For example, the gaming device may store an
indication of the last time that a feature was made active on
a particular gaming device.

[0311] The gaming device type 704 stores an indication of
what types of games are available on the particular gaming
device. Such information may be used, for example, to
determine whether to enable a feature on a gaming device.
For example, in some embodiments it may be desirable that
a particular feature is not made available for use at video
blackjack machines during particular times of day. Accord-
ingly, the computer 400 may consider whether a gaming
device is a video blackjack machine and the time of day in
determining whether a feature should be enabled on the
gaming device.

[0312] The features enabled 706 stores an indication of
what features are currently enabled for use on the particular
gaming device, and the features in use 708 stores an indi-
cation of what features are currently active on the particular
gaming device. Such information may be used, for example,
to determine whether to enable a feature on a gaming device.
For example, in some embodiments it may be desirable that
a first feature is not made active if a second feature is already
active on the particular gaming device. For instance, a rule
or condition may specify that the first feature should only be
enabled if the second feature is not active on the gaming
device. Further, such information may be used, for example,
to track the usage of different features. For instance, features
in use 708 can be used to determine how many gaming
devices a particular feature is active on at any given time.

[0313] The benchmark theoretical win 710 stores an indi-
cation of a theoretical win of the gaming device that may be
used, for example, as the basis for determining whether one
or more features can be correlated to an effect on the
theoretical win of a particular gaming device. For example,
benchmark theoretical win 710 may be a value determined
with respect to a particular period of time, such as a period
of time preceding when a particular feature was first enabled
on the gaming device. A second theoretical win may be
calculated for a period during which the feature has been
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enabled. Thus, any difference between the benchmark and
the theoretical win while the feature has been enabled may
be correlated to the feature as a useful measure of perfor-
mance of the feature. For instance, if the enabling of the
feature is correlated to an increase in the theoretical win for
the gaming device, then it may be determined (e.g., by a slot
server) to keep the feature enabled based on this increased
performance. In another example, the benchmark theoretical
win 710 may be of a different gaming device, or may be an
average for two or more gaming devices. For instance, such
benchmarks may be useful in determining any difference in
theoretical win between gaming devices having different
features in use, or for comparing a gaming device with no
features active to one having one or more features active.

[0314] Although a benchmark theoretical win is described
above with respect to a gaming device, it will be readily
understood that other types of benchmark values may be
used, in addition to or in lieu of a theoretical win value. For
example, benchmark values may be established appropriate
for comparison with various types of measures of perfor-
mance, usage, and/or profitability. Some examples of bench-
mark values include, but are not limited to, a number of
handle pulls per hour, a number of paylines activated on a
slot machine, and an average wager size per handle pull.
Benchmark values may also be established for information
related to ancillary entities (e.g., sponsors of offers made
available in accordance with a feature). Some examples
include, but are not limited to, a number of restaurant covers,
an average price per check (e.g., in a restaurant), an occu-
pancy of a showroom or theater, an average daily room rate
at a hotel, and a percentage of rooms that are occupied in a
hotel.

[0315] The gaming device location 712 stores an indica-
tion of where a particular gaming device is located. Such
information may be used, for example, to determine whether
a feature should be enabled on a gaming device. For
example, in some embodiments it may be desirable that a
particular feature be enabled for play of one gaming device
in a designated area of a casino per predetermined period of
time (e.g., at least once every five minutes for a particular
bank of slot machines). Accordingly, the computer 400 may
track when the feature is enabled and, if this has not occurred
within a predetermined period of time in a designated area
of a casino, the computer 400 may select a gaming device in
that area and instruct it to enable the feature for play.

[0316] Referring now to FIG. 8, an exemplary tabular
representation 800 illustrates an exemplary embodiment of
a player database 440 (FIG. 4) that may be stored in
computer 400. The tabular representation 800 of the player
database includes a number of example records or entries,
each defining a player who may be a member of a slot club
of a casino or otherwise registered with or known to a casino
or other entity. Those skilled in the art will understand that
the player database may include any number of entries.

[0317] The tabular representation 800 also defines fields
for each of the entries or records. The fields specify: (i) a
player identifier 802 that uniquely identifies a player, (ii) a
name 804 of a player, (iii) a financial account identifier 806
associated with a player, (iv) an indication of comp points
808 available to a player, (v) a theoretical win/[loss]810, (vi)
an actual win/[loss]812 for a player, and (vii) a feature
preference(s) 814.
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[0318] The information in the player database 440 may be
created and updated, for example, based on information
received from a player, a casino employee, a gaming device
230, a peripheral device 240, and/or peripheral device server
245. For example, the information may be created when a
player registers with a casino and receives a player tracking
card encoded with the player identifier. The information may
be subsequently updated when a player requests to update
the information (e.g. when a player indicates a desire to
change a preferred feature) or when additional information
is obtained about the player via the casino’s interactions
with the player (e.g. the lifetime theoretical win may be
updated on an ongoing basis as the player plays games at a
casino).

[0319] The player identifier 802 may be, for example, an
alphanumeric code associated with a player who may oper-
ate a gaming device or play a table game at a casino. The
player identifier 802 may be generated or selected, for
example, by the computer 210 or by the player (e.g., when
a player first registers with a casino). For each player, the
player database 440 may also store the player’s name 804
(e.g., for use in outputting messages to the player). In one or
more embodiments the player’s name may comprise a
nickname or other designation for the player that is selected
by the player or the casino. In one or more embodiments, the
nickname may comprise a designation that reflects the
player’s status (e.g., “premium player”). Such a status may
indicate, for example, the typical spending range of the
player or other indication of how valuable the player is
considered to be by the casino. Such a designation may or
may not be known to the player.

[0320] The financial account identifier 806 (e.g., a credit
card account number, a debit card account number, a check-
ing account number, a casino financial account number, or
digital payment protocol information) associated with the
player. The financial account identifier 806 may be used, for
example, to credit a payment to the player (e.g., wherein a
benefit obtained by the player comprises a monetary
amount) and/or to debit a wager amount.

[0321] The comp points 808 stores an indication of the
number of comp points that a player is currently entitled to.
Comp point programs are a common method for a casino to
reward players by awarding points to players as a reward for
certain gambling behavior that a casino finds desirable.
Although the comp points programs differ from casino to
casino, in a typical comp point program a player accumu-
lates comp points based on (i) a total amount of coins
wagered, or (ii) a total amount of coins paid out. Alterna-
tively, comp points may be awarded based on, for example,
(i) the length of time or a number of game plays at a gaming
device or table game; (ii) the average wager of a player;
and/or (iii) for playing a particular gaming device or group
of gaming devices. As the player accumulates comp points
the player may exchange some or all of the comp points for
goods or services specified by the comp point program. For
example, a player may exchange 800 comp points for a
dinner at a casino restaurant. As the player exchanges comp
points for a good or service the exchanged comp points are
deducted from the player’s comp point balance reflected in
field 808 of tabular representation 800. In some comp point
programs the rewards are defined in terms of dollar amounts
rather than points. In yet other comp point programs the
points are exchangeable into dollar amounts based on a
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schedule defined by the casino, allowing the player to
convert the accumulated points into dollar amounts and then
use the dollar amounts to purchase goods or services from
the casino.

[0322] The theoretical win/[loss]810 stores an indication
of the theoretical win of the casino based on the playing
activity of the player since the playing activity of the player
has been tracked. In other words, the historical theoretical
win/[loss]810 may be a “lifetime” theoretical win. In other
embodiments a historical theoretical win/[loss] based on
other periods of time may be stored in addition to or instead
of the lifetime historical theoretical win/ loss]. For example,
an annual or session theoretical win/loss] may be stored.
The actual win/[loss]812 stores an indication of the actual
dollar amount that the corresponding player has won or lost
while gambling at the casino. A casino loss is indicated in
brackets in the tabular representation 800.

[0323] In some embodiments of the present invention, a
determination of whether to enable a feature on a gaming
device and/or whether to offer to activate a feature for a
player may be based on the theoretical win/[loss] and/or
actual win/[loss] of the player playing the game. For
example, using the process 100D, in step 165 it may be
determined if two predetermined conditions have been sat-
isfied: (i) that a player’s actual win/[loss] is a loss of at least
a predetermined value (assuming, for this example, that the
win/[loss] is calculated for a particular gaming session); and
(ii) that the gaming device at which the player is playing is
compatible with the feature. Satisfaction of these two pre-
determined conditions may correspond to enabling the fea-
ture for use on the player’s gaming device.

[0324] 1t should be understood that although a player
identifier and information related to each registered player is
described in detail, a player need not be registered in order
to be able to use features enabled on a gaming device.
Accordingly, registration of a player and storing of infor-
mation related to a player is not necessary for practice of the
present invention.

[0325] The feature preference(s) 814 store one or more
preferences for a feature. For example, a preference may be
that a particular feature is enabled on whatever gaming
device the player is playing. Such player preferences may be
provided by the player directly. For example, a player may
tell a casino employee, who may in turn enter an indication
of the preference to the player database. In another example,
a player may be prompted by a gaming device 230 to store
a current configuration of one or more features as a feature
preference. Alternatively, a player preference may be deter-
mined indirectly. For example, a casino employee may
observe a player’s reaction and decide that the player really
does not like a particular feature or that a player really
enjoys a particular type of offer that may be provided in
accordance with one or more features. In another example of
how a player preference may be determined indirectly, a
player’s gambling behavior may be tracked to determine
whether a player continues to keep playing for an extended
period of time or stops playing shortly after a particular
feature is made active.

[0326] According to some embodiments, some or all of
the exemplary information depicted in FIG. 8 may be stored
on a player tracking card. For example, an indication of one
or more feature preferences of a player may be stored on a
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player tracking card and accessed by one or more gaming
devices 230, peripheral device server 245, another periph-
eral device 240, and/or computer 210.

[0327] Referring now to FIG. 9A, an exemplary tabular
representation 900A illustrates an exemplary embodiment of
a performance database 445 (FIG. 4) that may be stored in
computer 400. The tabular representation 900A of the per-
formance database includes a number of example records or
entries, each defining a gaming session of a player at a
gaming device. Those skilled in the art will understand that
the performance database may include any number of
entries.

[0328] The tabular representation 900A also defines fields
for each of the entries or records. The fields specify: (i) a
session identifier 902 that uniquely identifies a session of
gaming activity by a player, (ii) a gaming device identifier
904 that identifies a gaming device at which the player’s
gaming activity takes place, (iii) a player identifier 906 that
identifies a player participating in the gaming session, (iv) a
length of session 908 that includes an indication of the
duration of the particular gaming session, (v) a total coin-in
910 that indicates a total amount wagered by the player
during the session, (vi) a session theoretical win per minute
912, (vii) an increase in theoretical win per minute 914 that
indicates a difference between the session theoretical win
per win and a particular benchmark value (e.g., benchmark
theoretical win 710 of FIG. 7), and (viii) an active features
916 that indicates one or more features that are or were
active during the particular session.

[0329] The information in this exemplary embodiment of
the performance database 440 may be created and updated,
for example, based on information received from a player, a
casino employee, a gaming device 230, a peripheral device
240, and/or peripheral device server 245. For example, the
information may be created when a player inserts his player
tracking card at a gaming device 230 (e.g., a new session
entry may be created whenever a player is first identified at
a gaming device). The information may be updated subse-
quently when additional information is obtained about the
player via the player’s interactions with the gaming device
during a session. For example, the total coin-in, and indi-
cations of the active features may be updated on an ongoing
basis as the player places wagers at the gaming device and
selects different features. In another example, the session
theoretical win per minute (and the increase in theoretical
win per minute) may be updated on an ongoing basis during
a session (or, alternatively, only at the end of a session)
based on the player’s wagering.

[0330] Information stored this exemplary embodiment of
the performance database 445 may be used in making
various determinations for managing features. In some
embodiments of the present invention, a determination of
whether to enable or disable a feature on a gaming device,
and/or whether to offer to activate a feature for a player, may
be based on the total coin-in, session theoretical win per
minute and/or the increase in theoretical win per minute. For
example, using the process 100B, in step 135, the determi-
nation of whether to disable one or more enabled features
may be based on a measure of performance such as the total
coin-in, the session theoretical win per minute, and/or the
increase in theoretical win per minute. If the increase in
theoretical win per minute is greater than a predetermined
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value, the enabled features may remain enabled. Otherwise,
they may be disabled. Note that such a determination need
not take place during the player’s session, but may occur at
any time (e.g., in accordance with a schedule for managing
the features of the system).

[0331] In one or more embodiments of the present inven-
tion, some of the information stored in the exemplary
embodiment of the performance database 445 may be used
to determine payment for a provider of a feature, game, or
gaming device. For example, using the process 100D, in
steps 175-185 the total coin-in may be used as a measure of
usage in determining a payment

[0332] It should be understood that the sessions depicted
in the tabular representation 900A are for illustrative pur-
poses only. In some embodiments, a player’s session may
include information about play of more than one gaming
device, and may include information about one or more
periods of time in which the player was not playing a gaming
device (e.g., the session may correspond to an entire week
stay at a casino hotel). FIG. 9C, for example, depicts
exemplary information representing a player’s trip to a
casino, and is discussed in detail below.

[0333] Referring now to FIG. 9B, an exemplary tabular
representation 900B illustrates another exemplary embodi-
ment of a performance database 445 (FIG. 4) that may be
stored in computer 400. The tabular representation 900B of
the performance database includes a number of example
records or entries, each defining a gaming session in which
an exemplary feature “Free Telephone Calls” was used.
Those skilled in the art will understand that the performance
database may include any number of entries.

[0334] The tabular representation 900B also defines fields
for each of the entries or records. The fields specify: (i) a
session identifier 920 that uniquely identifies a session in
which the exemplary feature was used, (ii) a length of
session 922 that includes an indication of the duration of the
particular gaming session, (iii) a coin-in per minute 924 that
indicates the total coin-in for the session averaged on a per
minute basis, (iv) a session theoretical win per minute 926,
(v) a total cost of calls 928 that indicates a cost of providing
the “Free Telephone Calls” during the session, and (vi) a net
theoretical profit from session 930 that indicates a difference
between the costs incurred in providing the feature and the
session theoretical win.

[0335] As discussed above with respect to the tabular
representation 900A of FIG. 9A, the information in this
exemplary embodiment of the performance database 440
may be created and updated, for example, based on infor-
mation received from a player, a casino employee, a gaming
device 230, a peripheral device 240, and/or peripheral
device server 245. Similarly, information may be created at
the start of a session (e.g., when a player inserts his player
tracking card at a gaming device 230), and may be updated
subsequently (e.g., as the player uses the feature to make
telephone calls, thereby incurring costs to the system and
possibly affecting the net theoretical profit of the session).

[0336] Various types of information represented in this
exemplary embodiment may be used in managing features
for gaming devices. For example, the length of session 922
may be helpful as a measure of usage (e.g., in determining
whether to keep the feature enabled, in determining whether
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to enable the feature on additional gaming devices, in
determining an amount due to a provider of the feature).

[0337] As discussed variously herein, a measure of prof-
itability of a gaming device (e.g., based on revenue gener-
ated at the gaming device) can be useful in managing
features on the gaming device (e.g., in determining whether
to enable or disable certain features). Note that the particular
feature “Free Telephone Calls” incurs a cost (e.g., to the
casino providing the telephone service) when it is used by
players. Accordingly, a measure of performance of a gaming
device and/or of a feature may be based on information
about costs of the feature itself (e.g., how profitable it is to
provide the feature in light of its associated costs). In some
embodiments, a measure of performance and/or of profit-
ability may take into account payment that might be due one
or more providers of a feature (e.g., based on its usage).

[0338] Referring now to FIG. 9C, an exemplary tabular
representation 900C illustrates another exemplary embodi-
ment of a performance database 445 (FIG. 4) that may be
stored in computer 400. The tabular representation 900C of
the performance database includes a number of example
records or entries, each defining a trip or visit of a player to
a casino. Those skilled in the art will understand that the
performance database may include any number of entries.

[0339] The tabular representation 900C also defines fields
for each of the entries or records. The fields specify: (i) a trip
identifier 940 that uniquely identifies a trip or visit of a
player to a gaming establishment (e.g., a casino hotel), (ii)
a player identifier 942 that identifies the particular player,
(iii) a benchmark trip theoretical win 946, (iv) a trip theo-
retical win 948, and (v) a percentage of play with enabled
feature(s) 950. Information in this exemplary embodiment
may be created and/or updated as discussed herein with
respect to other described embodiments of the performance
database 445.

[0340] The trip theoretical win 948 and benchmark trip
theoretical win 946 may be used, in a manner similar to that
described above with respect to FIG. 9A, to determine a
measure of performance of one or more features. The
percentage of play with enabled features 950 may be useful
as a measure of a player’s usage of features generally during
a trip, in determining whether or not to change the features
enabled for use on gaming devices. In addition, information
about how much of the time a player plays with one or more
features enabled may be useful in determining what types of
features to offer to the player or to make available for
selection by the player. For example, a player that tends to
spend more time playing with features enabled may be more
willing to accept an offer to try a feature in exchange for a
fee.

[0341] Referring now to FIGS. 9D-9E, an exemplary
tabular representation 900D illustrates another exemplary
embodiment of a performance database 445 (FIG. 4) that
may be stored in computer 400. The tabular representation
900D of the performance database includes a number of
example records or entries, each defining an offer that was
made to a player during a session in accordance with one or
more active features. Those skilled in the art will understand
that the performance database may include any number of
entries.
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[0342] The tabular representation 900D also defines fields
for each of the entries or records. The fields specify: (i) a
session identifier 960 that identifies a session of gaming
activity by a player, (ii) a gaming device identifier 962 that
identifies a gaming device at which the offer was provided
in accordance with one or more features, (iii) a player
identifier 964 that identifies a player who received the offer,
(iv) an offer 966 that includes an indication (e.g., a descrip-
tion, an offer message) of the offer provided to the player, (v)
an accepted 968 that indicates whether the offer was
accepted, (vi) an active features 970 that indicates one or
more features that were active when the offer was provided,
(vii) a cost to offer sponsor 972 that indicates a cost incurred
by a sponsor of the offer, (viii) a payment to player 974 that
indicates a value of a product, service, or benefit provided to
a player, (ix) a payment to casino 975 that indicates value
provided to a casino operating the gaming device at which
the offer was made, and (x) a payment to manufacturer 976
that indicates a value provided to a manufacturer of a
gaming device, feature, or game.

[0343] Information in this exemplary embodiment may be
created and/or updated as discussed herein with respect to
other described embodiments of the performance database
445. For example, the information may be created when an
offer is communicated to a player in accordance with an
active feature.

[0344] Some features may enhance play of a gaming
device by offering one or more products or services to a
player (e.g., in response to particular game events, such as
the player winning a payout, or the player pushing a “CASH
OUT” button). Some such offers may be sponsored by one
or more sponsors. For example, FIGS. 9D and 9E depicts
an exemplary offer made to a player “P-568249”: “$30 TO
SWITCH LONG DISTANCE TO BIGTEL CO.” The player
accepted the offer, which may have been made, in accor-
dance with feature “FEAT-07”, after a player had wagered a
predetermined amount at a slot machine without achieving
a winning outcome. The payment to player 974 indicates
that the amount of $30 was provided to the player (e.g., by
increasing the player’s credit balance by $30). In addition,
$3 was provided in payment to casino 975, and $2 was
provided as payment to manufacturer 976. For example, the
sponsor of the offer may have an agreement with the casino
that the sponsor will pay the casino a fee (e.g., $3) for each
player that accepts its offer. Similarly, the sponsor may agree
to pay a $2 to the manufacturer of the feature for each player
that accepts the offer. The cost to offer sponsor 972 indicates
that the total cost to the sponsor for the accepted offer was
$35. Note that the sponsor may value the player, who has
agreed to switch long distance telephone service, in excess
of the cost to the sponsor of providing the $35 in benefits and
fees to the player and other parties.

[0345] Information represented in this exemplary embodi-
ment of the performance database 445 may be used in
making various determinations for managing features. In
some embodiments of the present invention, a determination
of whether to enable or disable a feature on a gaming device,
and/or whether to offer to activate a feature for a player, may
be based on the number of offers made in accordance with
the feature that have been accepted. Thus, the number of
accepted offers (or the percentage of offers made that were
accepted, etc.) may be a useful measure of performance
and/or usage of the feature. For example, a feature that
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provides offers with a low rate of acceptance may be
disabled as it may be distracting or annoying to players.

[0346] Referring now to FIG. 10A, an exemplary tabular
representation 1000A illustrates an exemplary embodiment
of a payment database 450 (FIG. 4) that may be stored in
computer 400. The tabular representation 1000A of the
payment database includes a number of example records or
entries, each defining a payment made to a provider of a
feature. Those skilled in the art will understand that the
player database may include any number of entries.

[0347] The tabular representation 1000A also defines
fields for each of the entries or records. The fields specify:
(i) a feature identifier 1002 that identifies a feature, (ii) a
provider 1004 that indicates a party that provided the feature
or otherwise has a proprietary interest in the feature, and (iii)
a payment to provider 1006 that indicates an amount paid (or
to be paid) to the particular provider. Note that one feature
may be associated with two or more providers. For example,
feature “FEAT-02” is associated with both “PATENT
LICENSOR #1” and “GAME MANUFACTURER #1”.

[0348] As discussed herein, payment to a provider of a
feature may be determined based on a variety of types of
information and measures of performance, usage, and/or
profitability. In addition, as discussed below with respect to
FIGS. 10B-10C, payment may be based at least in part on
one or more applicable payment rates.

[0349] Referring now to FIGS. 10B and 10C, an exem-
plary tabular representation 1000B illustrates an exemplary
embodiment of a payment database 450 (FIG. 4) that may
be stored in computer 400. The tabular representation 1000B
of the payment database includes a number of example
records or entries, each defining payment information for a
particular feature. Those skilled in the art will understand
that the player database may include any number of entries.

[0350] The tabular representation 1000B also defines
fields for each of the entries or records. The fields specify:
(i) a feature identifier 1020 that uniquely identifies a feature,
(ii) a total usage 1022 that indicates a measure of usage of
the particular feature, (iii) a provider 1 field 1024 that
identifies a party that provided the feature or otherwise has
a proprietary interest in the feature, (iv) a provider 1 rate
1026 that indicates a rate for use in determining payment for
provider 1, (v) a payment to provider 1 field 1028 that
indicates a value provided (or due) to provider 1, (vi) a
provider 2 field 1030 that identifies another party that
provided the feature or otherwise has a proprietary interest
in the feature, (vii) a provider 2 rate 1032 that indicates a rate
for use in determining payment for provider 2, and (viii) a
payment to provider 2 field 1034 that indicates a value
provided (or due) to provider 2. Note that, as in FIG. 10A,
one feature may be associated with two or more providers.

[0351] The total usage 1022 indicates information that
may be used for determining payment due to one or more
providers of features, games, and/or gaming devices. Such
information may be updated as discussed above with respect
to the exemplary embodiments of the performance database
445. For example, gaming activity may be monitored and
updated on an ongoing basis by one or more of the computer
210, the gaming device 230, and/or a peripheral device 240.
Examples of measures of usage appropriate for use with one
or more embodiments of the present invention include, but
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are not limited to: (i) a total number of minutes used, (ii) a
total revenue generated, (iii) a number of sessions in which
the feature was enabled or active, (iv) a number of players
using the feature, and (v) a number of gaming devices at
which the feature was enabled or active. Of course, as
discussed variously herein, measures of usage may also be
useful in managing the enablement of features (e.g., in order
to adjust the performance of a feature management system).

[0352] The rates 1026 and 1032 depict various exemplary
types of rates that may be used in determining payment to
licensors, vendors, and other providers, such as per-unit time
rates, percentage of revenue rates, fee per user rates, and fee
per gaming device rates. Other appropriate types of rates
will be recognized by one of ordinary skill in the art after
reading the present application.

[0353] Referring now to FIG. 11, an embodiment 1100 of
a plan view of a gaming device 230 is illustrated. In the
embodiment 1100, the gaming device 230 comprises a five
reel slot machine. The slot machine 1100 comprises a
display area 1105 in which an outcome for a game of the slot
machine is displayed to the player. The display area 1105
may, for example, be a video display that displays simula-
tions of reels. The display area 1105 may, in another
example, be glass behind which are located mechanical
reels. Display area 1105 is an exemplary embodiment of the
display device 355, described with respect to FIG. 3.

[0354] The slot machine 1100 also comprises a display
arca 1110 in which information about one or more features,
such as descriptions of features, is displayed to the player.
The display area 1110 may, for example, be a video display
that displays images and/or text. Display area 1110 is
another exemplary embodiment of the display device 3585,
described with respect to FIG. 3.

[0355] The slot machine 1100 further comprises a display
area 1118 in which images or text indicating available
features for play of the slot machine 110 are displayed to the
player. The display area 1118 may, for example, be a video
display that displays images and/or text, and that may
include a touch screen. Display area 1118 is another exem-
plary embodiment of the display device 355, described with
respect to FIG. 3.

[0356] Slot machine 1100 further comprises a handle
1120. A player may initiate the movement of the reels in
display area 1105 by pulling on the handle 1120. Alterna-
tively, a player may initiate the movement of the reels in
display 1105 by actuating the start button 1125. Either or
both of handle 1120 and start button 1125 are exemplary
embodiments of the input device 365, described with respect
to FIG. 3.

[0357] Slot machine 1100 also comprises a player tracking
device 1130, which is an example of the player tracking
device 360 that was described with respect to FIG. 3. The
player tracking device 350 may comprise a player tracking
card reader and a display (e.g., an LED display) for output-
ting information related to the player identifier (e.g., player’s
name and number of comp points associated with player’s
account).

[0358] Also a component of slot machine 1100 is another
display area 1135, for outputting information to a player. The
display area 1135 may be utilized, for example, to inform a
player of which features are currently active on the slot
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machine 1100 and/or may provide a way for the player to
deactivate an active feature. The display area 1135 may, for
example, be a video display including a touch screen.
Display area 1135 is another exemplary embodiment of the
display device 355, described with respect to FIG. 3.

[0359] Payment system 1140, an exemplary embodiment
of payment system 375, comprises a bill acceptor and/or a
credit card reader 1150, and a coin acceptor 1155. A player
may utilize payment system 1140 to provide a wager for
playing a game and/or for providing payment for provision
of a feature available on slot machine 1100.

[0360] Slot machine 1100 further comprises a credit meter
balance 1160, which is an exemplary embodiment of a
benefit output device 350 that was described with respect to
FIG. 3. The credit meter balance reflects the amount of
electronic credits currently available to a player. The elec-
tronic credits may be used by a player, for example, as
wagers for games played on the gaming device. The elec-
tronic credits may also be “cashed out” as coins, bills,
tokens, a cashless gaming receipt, and/or credits to another
financial account associated with the player.

[0361] The slot machine 1100 includes yet another display
area, display area 1165, which displays a payout schedule of
the slot machine 1100. The payout schedule displays payouts
that correspond to various outcomes obtainable on the slot
machine 1100. In one or more embodiments, if an outcome
is displayed in display area 1105 that, as indicated in display
area 1165, corresponds to a payout, the credit meter balance
1160 may be increased by an amount of electronic credits
corresponding to the payout.

[0362] Finally, the slot machine 1100 comprises a coin
tray 1170. Payment to the player may be rendered by
dispensing coins into the coin tray 1170. Such coins may be
dispensed based on, for example, a player’s indication that
the player would like to cash out his credit meter balance
and/or a payout obtained by a player as a result of playing
a game on the slot machine 1100. The coin tray 1100 is an
exemplary embodiment of the benefit output device 350,
described with respect to FIG. 3. Note that slot machine
1100 may include different and/or additional components
besides those illustrated in FIG. 11.

[0363] Referring now to FIG. 12, a flowchart illustrates a
process 1200 that is consistent with one or more embodi-
ments of the present invention. The process 1200 is a method
for determining a payment based on a measure of perfor-
mance, in which the measure of performance involves
determining a difference between two measures of usage for
one or more gaming devices. For illustrative purposes only,
the process 1200 is described as utilizing an amount of
revenue generated as the measure of usage. Of course, the
process 1200 may be adjusted for any type of measure of
usage (e.g., an amount wagered, a number of product/service
offers accepted, a theoretical win, etc.). Also for illustrative
purposes only, the process 1200 is described as being
performed by a slot server. Of course, the process 1200 may
be performed by a gaming device 230 and/or a computer
210.

[0364] In step 1205 the slot server determines a feature
that has been active on at least one gaming device. For
example the slot sever looks up information stored in the
gaming device 435 and/or the performance database 445 and
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identifies a feature that has been in use of one or more
gaming devices. In step 1210, the slot server determines an
amount of revenue generated at the at least one gaming
device while the feature was active. For example, by refer-
ence to a performance database that stores indications of use
of features by session, as in tabular representation 900A
(FIG. 9A), the slot server could determine the total coin-in
910 and the active features 916 for each session. For
instance, in “SESS-01”, a total of “345.00” was received
while “FEAT-02” was active.

[0365] In step 1215, the slot server determines a bench-
mark amount of revenue. The second amount of revenue
may be revenue generated at the at least one gaming device,
may have been generated at one or more other gaming
devices, or may be some other amount being used as
benchmark. For example, the slot server may determine that
the benchmark amount of revenue is equal to a revenue
projection for the at least one gaming device.

[0366] Instep 1220, the slot server determines a difference
between the amount of revenue generated while the feature
was active and the benchmark amount. In other words, the
slot server compares the two amounts to determine a mea-
sure of performance of the feature. For example, if the
benchmark amount is less than the amount of revenue
generated, the difference by which the revenue exceeded the
benchmark value may be correlated to the use of the feature
on the at least one gaming device.

[0367] In step 1225, the slot server determines a payment
rate that is associated with a party (e.g., a proprietor or other
provider of the feature) and in step 1230 determines a
payment amount based on the payment rate and the differ-
ence between the amount of revenue generated and the
benchmark amount. For example, the slot server looks up
the appropriate payment rate for the feature in payment
database 450. For instance, the payment rate may be a flat
rate payable only if the benchmark is exceeded. In another
example, the payment rate may be based on the amount of
the difference, such as a percentage (e.g., 5%) of the
difference. In step 1235, the slot server initiates payment of
the payment amount to the party. For example, the slot
server may send an encrypted indication of the usage
statistics to the party, and the party may confirm the amounts
and bill the casino. Methods of encrypting usage statistics
and other data for transmission to the party are described in
detail below. In another example, the slot server may provide
payment (e.g., via an electronic funds transfer).

[0368] It should be noted that, similar to the determina-
tions in process 100B, process 1200 may further include a
determination of whether the feature should remain enabled
on one or more gaming devices. Such a determination may
be based, for example, on a determination of whether a
predetermined condition has been satisfied (e.g., whether the
difference is greater than a predetermined increase in rev-
enue). Such a predetermined condition may comprise a
condition similar to those described with respect to step 165
of process 100D.

[0369] According to some alternative embodiments of the
present invention, systems and methods for managing fea-
tures, determining measures of performance of features and
devices, and/or determining payment owed to proprietors
and providers of features and devices may be applied to
industries other than gaming, such as the industries for
vending machines and other point-of-sale terminals.

Jul. 1, 2004

[0370] According to various embodiments of the present
invention, a provider of a feature, gaming device and/or
game (e.g., a trademark holder, a game manufacturer, a
controller) may provide an indication of at least one autho-
rization code (e.g., to a sever computer, to a gaming device).
The authorization code may be used in determining whether
to enable or disable one or more features (e.g., of one or
more games, of one or more gaming devices, of one or more
gaming systems).

[0371] An authorization code (e.g., a password, an access
code, a feature control authentication code) may comprise
any of various types of information suitable for indicating
that an entity having the code (e.g., a slot server, a slot
machine) is permitted to enable and/or disable a feature. For
example, an authorization code may comprise, without
limitation, one or more alphanumeric characters, a sequence
of digits, a digital certificate, and/or a combination thereof.
In some alternative embodiments, the authorization code
may comprise all or a portion of a program for using,
enabling, and/or disabling the feature.

[0372] According to some embodiments, an authorization
code may be indicated to a server computer (e.g., a slot
machine server). For example, an employee of a casino may
input an authorization code when prompted by a slot server
in accordance with a program for managing features in a slot
machine network. The controller (and/or the employee) may
then be permitted to enable or disable one or more features
in accordance with the authorization code (e.g., based on a
stored condition for enabling a feature). Alternatively, or in
addition, an indication of an authorization code may be
provided to a gaming device. The gaming device may then
enable or disable features as appropriate.

[0373] An authorization code may be provided by any one
or more of a variety of different parties. For example, a
casino (e.g., a representative of a casino, such as a slot host,
system administrator, or other employee) may provide an
authorization code (e.g., to a slot server, to a gaming device).
In another example, a regulatory body or group (e.g., a state,
federal, or local government regulating agency; an industry
regulatory or standardization group) may provide an autho-
rization code for a feature. For example, if a state regulatory
agency does not approve of a feature, then it may refuse to
issue an authorization code for the feature, thereby prevent-
ing the feature from being enabled on gaming devices.
Alternatively, the agency may issue an authorization code
that disables a previously-enabled feature. In another
example, the state regulatory agency may mandate that a
particular feature be enabled, and may issue a corresponding
authorization code. A proprietor of a feature (e.g., a game
manufacturer, a patent holder) may provide an authorization
code. For example, a game manufacturer may sell authori-
zation codes for a particular feature. In another example, in
order to enable a pre-installed feature (e.g., a program
including instructions for providing the feature was previ-
ously provided to a casino) on a gaming device, a casino can
purchase the appropriate authorization code from the game
manufacturer.

[0374] According to some embodiments, an authorization
code may be generated in a manner so as to prevent,
discourage, or make computationally unfeasible forgery of
authorization codes (e.g., using cryptographic techniques).
An authorization code may be generated by a trusted third
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party. For example, a proprietor may request that a third
party generate an authorization code. The third party may
generate the code and transmit the code to the requesting
party. Alternatively, or in addition, the third party may
transmit the authorization code to a controller, a player, or a
gaming device for use in accordance with various embodi-
ments of the present invention.

[0375] According to some embodiments of the present
invention, it may be difficult or impossible to enable a
feature of a game or a gaming device without an authori-
zation code. For example, a casino may not be able to enable
a particular feature unless an authorization code has been
received (e.g., from a proprietor of the feature). In another
example, a gaming device may not be able to provide for a
feature unless the authorization code has been provided to
the gaming device (e.g., by a controller, by a game manu-
facturer). Similarly, according to some embodiments, it may
be difficult or impossible to disable a feature of a game or a
gaming device without a corresponding authorization code.

[0376] Inone or more embodiments, an authorization code
may enable a feature and prevent subsequent disabling of the
feature (e.g., for a predetermined minimum number of uses
of the feature). Similarly, in some embodiments an autho-
rization code may disable a feature and prevent enabling of
the feature (e.g., for a period of time).

[0377] In one or more exemplary embodiments for
enabling a feature, the authorization code provides a pro-
cessor or operator of a gaming system with access to a file,
storage device, program, and/or program module that is
necessary to enable or disable a feature. For example, in a
manner known in the art, a program for providing one or
more features in a gaming system may require that an
operator of the system provide an appropriate authorization
code (e.g., a password, an access code) before allowing a
feature to be enabled. One or more authorization codes may
be stored, for example, in feature database 425 (FIG. 4).
According to some embodiments of the present invention,
an authorization code may be required in order to add,
delete, or modify one or more conditions for enabling and/or
disabling a feature.

[0378] A condition for whether to enable and/or disable a
feature may be related to one or more authorization codes.
In some exemplary embodiments, a condition for enabling a
feature may require that one or more authorization codes
have been provided. For example, in order for a casino to
enable a “Jackpot Only” feature on its slot machine network,
the casino may have to acquire one authorization code from
the owner of a patent for “Jackpot Only” and another
authorization code from the manufacturer of the casino’s
slot machines at which “Jackpot Only” can be enabled.
Accordingly, to enable the “Jackpot Only” feature, the slot
network controller determines whether or not the two autho-
rization codes have been received (i.e. whether the exem-
plary condition for enabling “Jackpot Only” is satisfied).

[0379] According to some embodiments, a plurality of
authorization codes may be required to enable a feature. For
example, a feature on a gaming device may only be enabled
if a first authorization code is provided by a first party (e.g.,
a regulator) and a second authorization code is provided by
a second party (e.g., a proprietor). Alternatively, an autho-
rization code may comprise multiple parts that may be
provided by multiple parties. Of course, a plurality of

Jul. 1, 2004

authorization codes (or parts of an authorization code) may
be provided by one party rather than multiple parties.

[0380] Insome exemplary embodiments, whether or not a
feature may be enabled and/or disabled may be based on a
period of time since an authorization code was provided. For
example, the authorization code may have an associated
period of validity (e.g., thirty days after providing of the
authorization code, thirty days after a corresponding feature
is enabled or disabled). After the associated period of time
(e.g., when the authorization code “expires”), a controller,
for example, may be prevented from enabling and/or dis-
abling a feature. Thus, a casino may be allowed by a
proprietor (or a regulatory body, etc.) to enable a feature for
only a limited period of time. Conversely, a casino may be
prevented by a proprietor of a feature from disabling the
feature until after the feature is used for a minimum period
of time. In some embodiments, a new authorization code
must be provided after (or before) the period of time in order
to allow for enabling and/or disabling of the feature (e.g., by
a controller, by a gaming device). Alternatively, or in addi-
tion, an authorization code may have an expiration date after
which the authorization code is no longer valid for enabling
and/or disabling one or more features.

[0381] In other exemplary embodiments, whether or not a
feature may be enabled and/or disabled may be based on an
amount of use of a feature (e.g., since an authorization code
was provided, since a corresponding feature was enabled or
disabled). For example, the authorization code may be
associated with a number of uses of a feature (e.g., 500 uses
by a gaming system, 5 uses by a player, 200 uses by a
gaming device). Thus, a casino may be allowed to enable a
feature for only a limited period of time based on the
provided authorization code. Conversely, a casino may be
prevented from disabling an enabled feature until the feature
has been used a minimum number of times. Of course, usage
of a feature may be measured in various ways other than a
number of uses, as discussed herein. For example, an
authorization code may expire after an associated total
wager amount in games using the feature.

[0382] According to one or more embodiments of the
present invention, a feature may be automatically disabled
or enabled if an authorization code is not provided in
accordance with various criteria. Examples of predeter-
mined conditions that must be satisfied for automatically
disabling or enabling a feature include, but are not limited
to:

[0383] (i) requiring that an authorization code be
entered every thirty days to keep a feature enabled on
a gaming device;

[0384] (ii) requiring that an authorization code be
entered every two hundred thousand spins to keep a
feature enabled for a slot machine game; and

[0385] (iii) requiring that an authorization code be
provided in order to disable at a gaming device a
feature for automatically displaying advertisements.

[0386] A feature may be associated with more than one
authorization code (or type of authorization code). For
example, one authorization code may allow a casino to
enable a feature for thirty days at a first type of gaming
device at any time of day, and a different authorization code
may permit a casino to enable the same feature for a year at
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a different type of gaming device only during peak hours.
Accordingly, determining whether a condition for enabling
and/or disabling a feature is satisfied may include determin-
ing the type of authorization code provided.

[0387] An authorization code in accordance with various
embodiments of the present invention may allow for
enabling and/or disabling of: (i) multiple (or all) features for
multiple (or all) games on multiple (or all) gaming devices;
(i) multiple (or all) features for multiple (or all) games on
one gaming device (e.g., a different code is needed for a
different gaming device, an authorization code is associated
with a particular gaming device); (iii) multiple (or all)
features for one game on multiple (or all) gaming devices
(e.g., a different code is needed for a different game, an
authorization code is associated with only one game); (iv)
multiple (or all) features for one game on one gaming device
(e.g., a different code is needed for a different game on the
same gaming device, or for the same game on a different
gaming device; an authorization code is associated with only
one gaming device and with only one game); (v) one feature
for multiple (or all) games on multiple (or all) gaming
devices (e.g., a different code is needed for a different
feature, an authorization code is associated with only one
feature); (vi) one feature for multiple (or all) games on one
gaming device (e.g., a different code is needed for a different
feature on the same gaming device, or for the same feature
on a different gaming device; an authorization code is
associated with only one feature and with only one gaming
device); (vii) one feature for one game on multiple (or all)
gaming devices (e.g., a different code is needed for a
different feature in the same game, or for the same feature in
a different game; an authorization code is associated with
only one feature and with only one game); and (viii) one
feature for one game on one gaming device (e.g., a different
code is needed for every single feature on every single game
on every single gaming device, an authorization code is
associated with only one feature and with only one game and
with only one gaming device).

[0388] Thus, according to one exemplary embodiment of
the present invention, one or more authorization codes may
be used to enable or disable only a single feature on only a
single gaming device. Thus, an additional authorization code
(or codes) may be necessary to enable or disable a different
feature on the same gaming device, and an additional
authorization code (or codes) may be necessary to enable or
disable the same feature on a different gaming device. Such
an embodiment would prevent a casino, for example, from
using the same authorization code to enable the same feature
on multiple gaming devices and/or to enable multiple fea-
tures on one or more gaming devices.

[0389] Some embodiments of the present invention permit
an interested party to verify usage data relating to a game
machine and know that an “attacker” has not misrepresented
this usage data. According to some embodiments, the inven-
tion may provide the following benefits: data legitimacy
(ie., knowing that usage data is based on usage of a game
machine. For example, an authentication code may authen-
ticate that an attacker did not simply fabricate data relating
to usage of a game machine); data paternity (i.e., knowing
where usage data comes from. For example an authentica-
tion code may authenticate that usage data was generated by
a specific game machine, a specific type of game machine,
or a game machine from a specific group); data integrity
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(i.e., knowing that usage data has not been tampered with or
modified in any manner. For example, an attacker may
attempt to modify usage data to reduce a payment that it
owes to a game manufacturer); data temporality (i.e. know-
ing that usage data corresponds to activities during a given
time. For example, time stamping a feature activation time);
game machine integrity (i.e. knowing that a game machine
has not been tampered with or modified in any manner. For
example an attacker may attempt to modify a game machine
to change the way an authentication code is generated or
determine a secret key stored in the game machine); trans-
mission integrity (i.e., knowing that usage data or an authen-
tication code has not been modified during transmission,
either accidentally or intentionally. Different methods of
transmitting an authentication code from a game machine to
an authentication server are described in detail below); and
non-repudiation (i.e., preventing a party from denying that it
provided an input. For example, an attacker may attempt to
deny that he chose to enable a feature on a game machine).

[0390] According to some embodiments, data regarding
usage of a game machine may be verified for an interested
party. An interested party may be a party that is interested in
knowing that usage data relating to game machine is authen-
tic.

[0391] Examples of interested parties include:

[0392] (i) regulatory groups (e.g., state government)— For
example, a state government may be interested in verifying
that a casino is paying the appropriate taxes for game
machines that it operates.

[0393] (ii) licensors (e.g. patent, trademark, and/or copy-
right holders)— For example, a licensor may be interested
in verifying that a casino is paying the appropriate licensing
fees for a trademark, patent, or copyright.

[0394] (iii) game manufacturers—For example, a game
manufacturer may lease a game machine to a casino for a
percentage of revenues generated by the game machine. The
game manufacturer may be interested in verifying the rev-
enues generated by the game machine to ensure that the
casino provides the correct lease payments.

[0395] (iv) subsidizers or sponsors (e.g., credit card com-
panies, consumer product manufacturers, retailers)}—For
example, a game machine may present offers or advertise-
ments to players. A subsidizer or sponsor may pay a fee
based on offers presented, advertisements viewed, or offers
accepted by a player. The subsidizer may be interested in
verifying that it is not being overcharged.

[0396] (v) casino—For example, a game machine may be
a portable device that a player may take out a casino. The
casino may wish to verify that the player did not tamper with
the game machine in any way.

[0397] (vi) player—For example, a player may wish to
prove his usage of a game machine to obtain a benefit as part
of a non-networked comp system.

[0398] Note that as discussed in detail above, according to
some embodiments, a casino may provide consideration to
an interested party based on usage data and an interested
party may provide consideration to a casino based on usage
data. Note also that it is possible for a party (e.g., a casino)
to be both an interested party and an attacker.
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[0399] Various parties may be interested in misrepresent-
ing usage data from a game machine and thereby deceiving
one or more interested parties. For clarity, the term
“attacker” is used to refer to any party that may attempt to
tamper with, forge, hide, or otherwise misrepresent usage
data from a game machine. Examples of attackers include
disreputable casinos, untrustworthy or error prone casino
employees, and/or players. Casinos may include any party
that owns or leases a gaming device and enables a player to
play games on the gaming device.

[0400] Examples of a casino as an attacker include:

[0401] (i) A casino employee may inadvertently misrep-
resent usage data that is reported to a regulatory group. For
example, a casino may unintentionally overstate the rev-
enues from a game machine, thereby unnecessarily increas-
ing its taxes due to a tax collector.

[0402] (i) A casino employee may misrepresent usage
data that is reported to a licensor. For example, a casino may
understate the usage of a patented feature on a game
machine, thereby reducing a licensing fee that it owes to the
holder of a patent on the patented feature.

[0403] (iii) A casino employee may misrepresent usage
data that is reported to a game manufacturer. For example,
in an effort to qualify for a personal bonus, a casino
employee may overstate the revenues from a game machine
to make it appear that the gaming activity associated with
him as a host is larger than it actually is. The end result is
that not only has the employee cheated the casino, but the fee
owed to the game manufacturer is inflated.

[0404] (iv) A casino employee may misrepresent usage
data that is reported to a third-party subsidizer. For example,
a casino may unintentionally overstate the number of adver-
tisements displayed on a game machine and erroneously
attempt to overcharge the advertiser for displaying the
advertisements.

[0405] Examples of a player as an attacker include:

[0406] (i) Aplayer may misrepresent usage data relating to
comps. For example, a player may overstate his usage of a
game machine (e.g., a portable game machine), thereby
entitling himself to more comps from a casino.

[0407] (ii) A player may misrepresent usage data relating
to outcomes. For example, a player may overstate his
winnings or understate his losses achieved at a game
machine (e.g., a portable game machine, or a game machine
that player has tampered with or stolen money out of),
thereby defrauding one or more parties associated with the
game machine (e.g. a casino, a game manufacturer, a regu-
latory group).

[0408] (iii) A player may misrepresent usage data relating
to features. For example, a player may claim that he did not
activate a feature on a game machine, thereby avoiding the
affects of the feature, or paying a fee to an interested party
(e.g., a casino) based on usage of the feature.

[0409] (iv) A player may misrepresent usage data relating
to location. For example, a player may hide the fact that he
used a portable game machine in a state where they are
prohibited, thereby avoiding being arrested and/or fined.

[0410] (v) Aplayer may tamper with a game machine. For
example, a player at a casino may alter a game machine so
that it produces one or more winning outcomes.
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[0411] Note that an attacker (e.g., a player) may cheat or
otherwise attack an authentication system in a variety of
different ways. According to various embodiments, the
invention may prevent some or all of the following attacks:

[0412] (i) Usage data may be miscommunicated to an
interested party. For example, two subsidizers may agree to
pay a casino $0.25 for each promotional offer that is
presented to a player at a game machine. During the course
of a month, the game machine may present 300 promotional
offers to players from the first subsidizer and 100 from the
second. However, the casino might unintentionally report to
the first subsidizer that only 100 promotional offers were
presented to players and report to the second subsidizer that
300 of their offers were presented. The present invention
helps avoid any confusion as to the number of offers
presented and to whom.

[0413] (ii) An attacker may attempt to reuse usage data
from a previous time period. For example, a casino
employee may record the usage data for May 2001 (e.g., a
month with low revenues) and then claim that this usage data
corresponds to June 2002, thereby reducing the claimed
revenues for June 2002. Without the present invention, an
interested party (e.g., a licensor) may have no way of
knowing that it had received incorrect data.

[0414] (iii) An attacker may attempt to reuse usage data on
a second game machine. For example, a first game machine
(e.g., one that generates few revenues) may generate usage
data for May 2002. This usage data may be transmitted to the
authentication server in an appropriate manner. However,
the casino employee may claim that this usage data also
corresponds to a second game machine for May 2002 (e.g.,
one that in fact generated greater revenues), thereby reduc-
ing the claimed revenues for the second game machine.
Without the present invention, an interested party (e.g., a
game machine manufacturer) may have no way of authen-
ticating the temporality and/or reuse of usage data.

[0415] (iv) A attacker may attempt to switch usage data
between two or more game machines. For example, a first
game machine (e.g., one with a high percentage of revenues
as a license fee) may generate a first set of usage data (e.g.,
corresponding to high revenues) and a second game machine
(e.g., one with a low percentage of revenues as a license fee)
may generate a second set of usage data (e.g., corresponding
to low revenues). A casino employee may inadvertently
report that the first set of usage data corresponds to the first
game machine and the second set of usage data corresponds
to the second game machine, thereby reducing its total
license fees. Without the present invention, an interested
party (e.g., a game machine manufacturer) may have no way
of authenticating the source of the usage data.

[0416] (v)An attacker may deny that it enabled or disabled
a game machine or a feature on a game machine. For
example, a route operator (i.e. a business that manages
multiple game machines at multiple locations often for
multiple gaming device owners) may pay a fee to a game
manufacturer for each feature that it enables on a game
machine. Without the invention, a route operator might
enable a feature and then claim that this feature was not
enabled. Similarly, a route operator may claim that a game
machine activated a feature without the permission of the
route operator. Using a combination of activation codes
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(discussed above) and authentication codes, the present
invention may clarify that only the route operator could have
activated the feature.

[0417] (vi) An attacker (e.g., a player) may tamper with a
game machine (e.g., by modifying the software or hardware
of the game machine). For example, a player may attempt to
modify a game machine to change a payout table. According
to various embodiments, the present invention may prevent
such an attacker from modifying a game machine or alert a
casino or interested party if a game machine has been
modified.

[0418] In addition, the present invention may prevent
accounting errors relating to tracking usage data. For
example, usage data may be accidentally miscommunicated
to an interested party. For example, when copying usage
about a game machine, a casino employee may accidentally
mistake a “7” for a “1”, thereby reducing a license fee from
$7000 to $1000. Using authentication codes, the invention
may allow a system to identify and correct this error. In
another example, a transmission error may cause usage data
to be modified. For example, a packet of data may be
modified during transmission from a game machine to an
authentication server. Using authentication codes, the inven-
tion may allow a system to identify and correct this error.
Note that many other attacks are also possible.

[0419] Turning to FIGS. 13A and 13B, block diagrams of
other examples of a gaming device 1300 according to some
embodiments of the present invention are provided. The
gaming devices 1300 depicted include features to support
embodiments that including outputting authentication codes
that allow interested parties to verify usage data. As indi-
cated above, examples of such gaming devices 1300 may
include slot machines (e.g., located in a casino or on a
riverboat), video poker terminals, video lottery terminals,
pachinko machines, table-top games (e.g., located in a bar or
other commercial establishment), personal computers (e.g.,
to communicate with website that provides gambling ser-
vices), telephones (e.g., to communicate with an automated
sports book that provides gambling services), portable gam-
ing devices (e.g., a personal digital assistant, a laptop
computer, or Nintendo® GameBoy®), and in embodiments
of the present invention addressing table game play such as
blackjack, craps, roulette, poker, baccarat, keno, bingo, and
the like, the gaming device may include hardware (e.g., a
table-top box) located at the game table suitable for tracking
events at the game table. The embodiments shown in FIGS.
13A and 13B include a processor 1302, memory 1314, a
secret key 1316, a secure perimeter (not shown), a random
number generator 1318 (e.g., to generate random or pseudo-
random outcomes), a communication port 1320 (e.g., to
communicate with a casino server or authentication server),
at least one input device 1322, at least one output device
1324, a payment system 1326 (1326A to 1326H in FIG.
13B), a data storage device 1304, and a clock (not shown).
As illustrated in FIG. 13B, a gaming device 1300 such as a
reeled slot machine will also include a reel controller 1328
and one or more reels 1328A to 1328C.

[0420] As with other embodiments described above, the
processor 1302, also referred to as a microprocessor, “CPU”
or “central processing unit,” is suitable for executing instruc-
tions and performing processes of the invention. For
example, a gaming device 1300 may include an Intel®
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Pentium 4® microprocessor. According to some embodi-
ments, a gaming device 1300 may include a plurality of
processors. For example, a gaming device 1300 may include
a first processor for executing operations relating to game
play and a second processor for performing cryptographic
functions relating to authenticating usage data.

[0421] Note that in some embodiments a player may
operate multiple gaming devices. For example, a player may
simultaneously play two side-by-side gaming devices, a
player may play a gaming device and then continue his
gambling session at a video poker machine, and/or a player
may use a telephone or other device to remotely operate a
gaming device. According to various embodiments, a gam-
ing device may enable a player to play a variety of different
types of games. Notable embodiments of different types of
games include a game of chance (e.g., a slot machine, video
poker, pachinko, blackjack); a game of skill (e.g., skill crane,
skee-ball, a video game which may be more appealing to
certain players or may be permitted in areas where it is
illegal to gamble on games of chance); a game that provides
a prize; a game that has an entry fee; and/or a game that is
a combination of any of these types.

[0422] Output devices 1324 include devices that may be
used to output information from a gaming device (e.g., to a
player). Examples of output devices include: a video moni-
tor, a light-emitting diode (LED), an audio speaker, an
electric motor, a printer, a coupon or product dispenser, an
infra-red port (e.g., for communicating with a second slot
machine), a Braille computer monitor, a coin or bill dis-
penser, a floppy disk drive, a compact disc burner. For
gaming devices, examples of common output devices
include a cathode ray tube (CRT) monitor on a video poker
machine, reels on a slot machine, a bell on a slot machine
(e.g., rings when a player wins), an LED display of a
player’s credit balance on a slot machine, an LCD display of
a personal digital assistant (PDA) for displaying keno num-
bers, and a printer to provide a receipt for a player’s
gambling credits. An output device may output information
relating to game play, as is known to those skilled in the art.
An output device 1324 may output an authentication code,
as described below.

[0423] TInput Devices 1322 include devices that may be
used to receive an input (e.g., from a player). Examples of
input devices 1322 include a “spin” button, a coin or bill
acceptor, a lever on a slot machine, a touch screen (e.g., on
a video poker machine), a magnetic stripe reader (e.g., to
read a player tracking card), a computer keyboard, a com-
puter mouse, microphone (note that a microphone may be
part of, or be otherwise associated with a voice recognition
module), a video camera, biometric input device (e.g., a
fingerprint reader, a camera with facial recognition capabil-
ity, a retinal scanner, a DNA sequencer), a radio antenna
(e.g., for receiving inputs from a second slot machine), a
position sensor (see details below), a voice recognition
module, voltage sensor (e.g., some touch screens use voltage
sensors to determine where a user touches the screen),
current sensor (e.g., some touch screens use current sensors
to determine where a user touches the screen), and a weight
sensor (e.g., to determine how many coins are in the hopper
of a gaming device).

[0424] According to some embodiments, a gaming device
1300 may include a position sensor suitable for determining
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a location of the gaming device. Examples of position
sensors include a GPS (global positioning system) device, a
radio beacon, a cellular telephone (note that the FCC has
mandated that all cellular telephones include Automatic
Location Identification (ALI) by January 2006), an inertial
measurement unit (IMU) (e.g., an inertial measurement unit
may include a plurality of gyroscopes and accelerometers
and, by using measurements from these sensors, it may be
possible to determine the position of the gaming device),
and/or a dead-reckoning system (e.g., a gaming device may
be located in an automobile. By tracking the distance and
direction traveled by the automobile, it may be possible to
determine the location of the automobile). It may be par-
ticularly useful to include a position sensor in a gaming
device that is portable. For example, a gaming device may
be a laptop computer, a tablet computer, a personal digital
assistant, or a handheld gaming device (e.g., a Gameboy®).

[0425] A gaming device 1300 may include a payment
system 1326 that performs two main functions, accepting
payment from a player (e.g., a bet) and providing payment
to a player (e.g., a prize). It should be noted that payment is
not limited to money but may also include other types of
consideration, including products, services, and alternate
currencies (e.g., casino chips). Exemplary methods of
accepting payment from a player include receiving hard
currency (i.e., coins or bills via a coin or bill acceptor),
receiving an alternate currency (e.g., a paper cashless gam-
ing voucher, a coupon, a casino token), receiving a payment
identifier (e.g., a credit card number, a debit card number, a
player tracking card number wherein the account identified
by the payment identifier may then be debited accordingly),
and/or determining that a player has performed a value-
added activity.

[0426] Exemplary methods of providing payment to a
player include dispensing hard currency (i.e., coins or bills),
dispensing an alternate currency (e.g., a paper cashless
gaming voucher, a coupon, a casino token), crediting a
player account (e.g., a bank account or other financial
account identified by a payment identifier such as a credit
card number, a debit card number, and/or a player tracking
card number), and/or providing a product or service to the
player (e.g., a jackpot prize may be a new car).

[0427] According to some embodiments, a gaming device
may store a secret key 1316. This secret key 1316 may be
used for a variety of purposes relating to encryption, includ-
ing encrypting authentication codes, encrypting usage data,
encrypting information that is stored on a data storage
device, decrypting information that is stored on a data
storage device, decrypting messages from an authentication
server, and encrypting messages to send to an authentication
server. A variety of different types of secret keys 1316 are
possible, depending on what type of encryption is employed
by the gaming device 1300. Examples include a key for a
symmetric encryption algorithm, a private key for a public-
key encryption algorithm (a public key for a gaming device
may be published through an authentication server), and/or
a one-time pad. Different types of encryption are discussed
in detail below.

[0428] A secret key 1316 may be generated or stored in a
gaming device’s memory 1314 in a variety of different ways,
including:

[0429] (i) A secret key 1316 may be generated and stored
in a gaming device when the gaming device is manufac-
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tured. For example, a gaming device manufacturer may
generate a secret key 1316 and store this secret key in a
ROM on a gaming device 1300. A duplicate copy of this
secret key 1316 may be stored on an authentication server.

[0430] (ii) Asecret key 1316 may be indicated to a gaming
device 1300 using an input device 1322 or communication
port 1320. For example, an employee of a casino or a
gaming device manufacturer may use a numeric keypad to
enter a secret key 1316 into a gaming device 1300.

[0431] (iii) A gaming device 1300 may generate its own
secret key 1316. For example, a gaming device 1300 may
generate a public key/private key pair for use in public key
encryption. The gaming device 1300 may store the private
key in memory as a secret key 1316, and output the public
key for use by one or more interested parties.

[0432] Note that a secret key 1316 may be stored in a
variety of different types of memory or data storage devices.
Note that a secret key 1316 may be stored in a separate
memory bank from a gaming device’s random access
memory. For example, a secret key 1316 may be stored in
read-only memory in a gaming device’s processor. Accord-
ing to some embodiments, a secret key 1316 may be
protected by a secure perimeter. See below for details about
secure perimeters. According to some embodiments, an
attempt to access the key 1316 may result in the key being
erased or destroyed. According to some embodiments, the
same secret key 1316 may be used for a plurality of gaming
devices. This may make it more convenient to manufacture
gaming devices or decrypt authentication codes generated
by gaming devices. However, note that if this secret key
1316 is compromised on one gaming device, then all the
gaming devices that share the secret key may be compro-
mised. Using a different secret key 1316 for each gaming
device helps to avoid this risk. According to some embodi-
ments, a secret key 1316 for a gaming device may be kept
secret from at least one party (e.g., a casino) to prevent the
party from tampering with one or more authentication codes
generated by the gaming device.

[0433] According to some embodiments, a gaming device
1300 may include a secure perimeter (not shown). Accord-
ing to some embodiments, a secure perimeter may be a
defined physical area of hardware which is tamper-resistant
and/or temper-evident, in which resides data or algorithms
whose characteristics must not be alterable in order for a
system to remain secure. According to some embodiments,
a secure perimeter may protect an entire gaming device.
Alternatively, the secure perimeter may protect only a por-
tion of the gaming device 1300, for example a secret key
1316 of the gaming device 1300; the processor 1302,
memory 1314, and a secret key 1316; the processor 1302 of
the gaming device 1300; the processor 1302 and memory
1314 of the gaming device 1300; the processor 1302,
memory 1314, and data storage device 1306 of the gaming
device 1300; and/or the processor 1302, memory 1314, and
clock of the gaming device 1300.

[0434] A secure perimeter may help to prevent an attacker
(e.g., a casino employee) from performing various activities
that may compromise the objectives of the invention, includ-
ing reading or determining information (e.g., a secret key
1316, or information stored in a database 1308, 1310, 1312);
removing, adding, or otherwise altering data that is tracked
by a gaming device 1300; altering a portion of a program
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1306 that is run by a gaming device 1300; altering the
hardware of a gaming device 1300; and/or altering an
authentication code generated by a gaming device.

[0435] According to some embodiments, a secure perim-
eter may make at least a portion of the gaming device 1300
tamper-resistant. Tamper-resistant hardware or software
may be difficult to modify or alter from its intended purpose.
In some cases, attempts to alter such hardware or software
will render the hardware or software inoperable. Examples
of tamper-resistance include input/output pins of a computer
chip may be electrically isolated to prevent pin-level probes;
a computer chip may contain mechanical and/or chemical
protection to prevent chip-probing equipment from access-
ing information in the chip; and/or if a gaming device is
tampered with, then encryption keys and other data may be
erased from memory. According to some embodiments, a
secure perimeter may make at least a portion of the gaming
device tamper-evident. Tamper-evident hardware or soft-
ware may show, upon inspection or interrogation, evidence
of any attempt or success at the modification or alteration of
its intended purpose or stored data.

[0436] Examples of devices which incorporate secure
perimeters include U.S. military encryption devices such as
the STU-III telephone made by Motorola and AT&T, and the
iPower card, available from National Semiconductor Corp.
According to some embodiments, a gaming device may
include multiple secure perimeters. For example, a first
secure perimeter may surround a gaming device’s CPU and
a second secure perimeter may protect a data storage device
of the gaming device. Note that a secure perimeter is not
shown in FIGS. 13A or 13B.

[0437] As discussed above, a gaming device 1300 may
include volatile or non-volatile memory, or a combination
thereof. This memory may be electronic, capacitive, induc-
tive, or magnetic in nature. Examples of memory include:
RAM (random access memory), ROM (read-only memory).
Memory may be used for storing information such as
program instructions, encryption keys (e.g., a secret key),
authentication codes, and/or activation codes.

[0438] As shown in FIGS. 13A and 13B, a gaming device
1300 may also include a data storage device 1304. Accord-
ing to some embodiments, this data storage device 1304 may
store a program 1306, an event database 1308, a game data
database 1310, and/or an authentication code database 1312.

[0439] Turning to FIG. 14, an embodiment of an event
database 1308 is depicted. According to some embodiments,
an event database 1308 may store a list of events that occur
at a gaming device 1300. For example, the particular
embodiment depicted stores the time of the event 1400, a
player identifier 1402, and a description of the event 1404.
Many other details regarding events may be tracked and the
three chosen merely represent an example of the types of
information that may be stored. Likewise, each row of the
event database 1308 provides an example entry. For
example, the second row indicates that a $20 bill was
inserted into the gaming device 1300 at 3:45 PM on May 5,
2002 by a player with ID number PLLAY-1-89403125.

[0440] Turning to FIG. 15, an example embodiment of a
game data database 1310 is depicted. According to some
embodiments, the game data database 1310 may store
descriptions of data 1500 and values 1502 of information
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about usage of the gaming device 1300. For example, the
particular example embodiment depicted stores total coin-in
1504; average coin-in per session 1506; number of offers
presented 1508; percentage of offers accepted 1510; average
revenue per hour 1512; total theoretical win 1514; percent-
age of game sessions longer than three hours 1516; and the
total time that 3D graphics mode was used 1518. Details
regarding these and other statistics that may be tracked in the
game data database 1310 are described below. Note that
offers presented and accepted refers to gaming device fea-
tures that actually cause the gaming device to present offers
to, and receive acceptances from, players.

[0441] Turning to FIG. 16, an example embodiment of an
authentication code database 1312 is depicted. According to
some embodiments, an authentication code database 1312
may store authentication codes and information that may be
used in determining authentication codes. For example, for
each entry, the particular example embodiment depicted
stores a time 1600; a year-to-date coin-in 1602; the number
of credit card offers presented since last update 1604; and an
authentication code 1606. Note that the authentication code
database 1312 may store information similar to that which is
stored in the game data database 1310 (e.g., year-to-date
coin in, and revenues since last update in this example).

[0442] According to some embodiments, some or all
information stored on a data storage device 1304 may be
encrypted (e.g., using a secret key 1316). For example, a
program may be encrypted to prevent an attacker from
tampering with the program and altering the operation of a
gaming device, and/or an event database may be encrypted
to prevent an attacker from altering stored information about
usage of a gaming device. According to some embodiments,
information on a data storage device 1304 that is encrypted
may only be encrypted or decrypted using a secret key 1316,
such as the type described above. According to some
embodiments, a data storage device 1304 may be protected
by a secure perimeter as described above.

[0443] As described above, the system of the present
invention may include at least one communication network
to enable communication between a gaming device 1300
and at least one other device. Examples of communication
networks include local area networks (LANSs), a wide area
networks (WANS), the Internet, telephone lines, cable lines,
radio channels, optical communications lines, and/or satel-
lite communications links. Examples of communications
protocols include Ethernet, Token Ring, Bluetooth™, and/or
TCP/IP. Communication may be encrypted to ensure privacy
and prevent fraud. In addition to those described above,
examples of devices that a gaming device 1300 may com-
municate with include a casino server, an authentication
server, and other gaming devices.

[0444] Turning to FIG. 17A, an embodiment of a system
1700A in which gaming devices 1300 communicate with a
casino server 1702 and an authentication server 1704, is
depicted. According to this embodiment, a gaming device
1300 may communicate with a casino server 1702 to per-
form traditional operations like enabling game play and
providing comp points. In addition, a gaming device 1300
may also communicate with an authentication server 1704 to
authenticate data relating to usage of the gaming device
1300. The authentication server 1704 may in turn commu-
nicate with one or more interested parties and/or their
servers 1706, 1708, 1710, 1712, 1714.
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[0445] Turning to FIG. 17B, an embodiment of an alter-
native system 1700B in which gaming devices 1300 com-
municate with a casino server 1702 and the casino server
1702 in turn communicates with an authentication server
1704, is depicted. In certain circumstances, this embodiment
may be preferred, possibly for security reasons. For
example, a casino server 1702 may be located at a casino,
and communicate with gaming devices 1300 using a secure,
private network. An authentication server 1704 may com-
municate with the casino server 1702 using a public network
(e.g., the Internet) and only establish virtual connections
(dotted line) to the gaming devices 1300. Having the authen-
tication server 1704 communicate through the casino server
1702 instead of directly with the gaming devices 1300 may
help to minimize the risk that a malicious attacker/hacker on
the public network gains access to the gaming devices 1300
by allowing the casino server 1702 to function as a gateway
or firewall.

[0446] According to some embodiments, a casino server
1702 may be insecure (e.g., a casino employee may be an
attacker). In such an embodiment, it would be very easy for
an attacker (e.g., a casino employee) to perform various
man-in-the-middle attacks on communication between a
gaming device 1300 and an authentication server 1704. One
way to prevent these attacks from being successful is to use
an authentication code to communicate information about
usage data, as described below.

[0447] Turning to FIG. 17C, an embodiment of an alter-
native system 1700C in which gaming devices 1300 com-
municate with only a casino server 1702, is depicted. In such
embodiments, authentication codes may be output to the
casino server, or using other methods as described below.
Likewise, FIG. 17D depicts an alternate embodiment of a
system 1700D in which gaming devices 1300 communicate
with only an authentication server 1704. For example, a
gaming device 1300 may operate independently, without
any need for a network connection to a casino server.

[0448] Insome embodiments, a casino server 1702 and an
authentication server 1704 may be operated by different
entities or by the same entity. For example, a casino server
1702 may be operated by a casino where a gaming device
1300 is located, whereas an authentication server 1704 may
be operated by a trusted third party (e.g., an authentication
service provider). In some embodiments, a casino server
1702 and/or an authentication server 1704 may be remote
from a gaming device 1300. In some embodiments, a
gaming device 1300 may communicate with multiple casino
servers and/or multiple authentication servers. In some
embodiments, different gaming devices 1300 may commu-
nicate with different casino servers and/or different authen-
tication servers. Note that, according to some embodiments,
a gaming device 1300 does not communicate using a com-
munication network. For example, a gaming device 1300
may output an authentication code to an operator using an
output device 1324 (e.g., an LCD display).

[0449] Thus, according to some embodiments, the system
of the present invention may include an authentication
server 1704, which may perform functions relating to
decrypting or verifying authentication codes. FIG. 18
depicts an example embodiment of an authentication server
1704. This example embodiment includes a processor 1802,
an input device 1812, an output device 1816, a communi-
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cation port 1814, and a data storage device 1804. In some
embodiments, the components of the authentication server
1704 may include those of the other devices, computers, and
servers as described above. In some embodiments, an
authentication server 1704 may be part of a casino server or
other device. In some embodiments, an authentication server
1704 may exist entirely as software. According to some
embodiments, the data storage device 1804 may store a
program 1806, a gaming device database 1808, and a code
verification database 1810.

[0450] Turning to FIG. 19, an example embodiment of a
gaming device database 1808 is depicted. According to
some embodiments, a gaming device database 1808 may
store information about gaming devices 1300 that generate
authentication codes. For example, this example embodi-
ment stores a gaming device identifier 1900 that uniquely
identifies a gaming device 1300, a gaming device location
1902 (e.g., what casino or other party currently owns or
leases the gaming device 1300); a decryption key 1904; and
the gaming device year-to-date coin-in 1906 (an example of
usage data).

[0451] According to some embodiments, an authentica-
tion server 1704 may use a decryption key to determine
usage data based on an authentication code. Alternatively, or
in addition, an authentication server 1704 may receive an
indication of usage data in an unencrypted format and verify
this usage data using an authentication code. According to
some embodiments, an authentication server 1704 may store
at least one decryption key 1904 for at least one gaming
device. This decryption key 1904 may be used for a variety
of purposes relating to encryption, including decrypting at
least one authentication code, verifying at least one authen-
tication code, decrypting usage data, verifying usage data,
decrypting messages from a gaming device 1300, and/or
encrypting messages to send to a gaming device. Various
methods of verifying usage data using a decryption key are
described in detail below along with the use of a wide
variety of alternative encoding/decoding methods.

[0452] According to some embodiments, a decryption key
1904 stored by an authentication server 1704 may be based
on a secret key 1316 stored by a gaming device 1300. For
example, different types of decryption keys 1904 may be
appropriate for different methods of generating an authen-
tication code. Examples of decryption keys include a secret
key (e.g., in a symmetric-key encryption system), a public
key (e.g., in a public-key encryption system), and a one-
time-pad (e.g., corresponding to a one-time pad stored in a
gaming device).

[0453] FIG. 20 depicts an example embodiment of a code
verification database 1810. According to some embodi-
ments, a code verification database 1810 may store infor-
mation relating to verifying at least one authentication code.
For example, the depicted embodiment stores an authenti-
cation code 2000; a time received 2002; an indication of the
gaming device that generated the authentication code 2004;
and an indication of whether the usage data has been verified
2006. Each authentication code 2000, for example, that an
authentication server 1704 receives may be stored in a code
verification database 1810. According to some embodi-
ments, an authentication server 1704 may store an indication
of when 2002 an authentication code is received. According
to some embodiments, an authentication server 1704 may
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store an indication 2004 of what gaming device 1300
generated an authentication code 2000 (e.g., based on infor-
mation that is provided along with the authentication code
2000). According to some embodiments, an authentication
server 1704 may use an authentication code 2000 to verify
usage data for a gaming device and store an indication of
whether this usage data was verified 2006. Details regarding
how usage data is verified using an authentication code are
provided below.

[0454] Note that any of number of various devices may
function as an authentication server, including a computer
server (note that a computer server may be operated by a
variety of different parties, as described below); a casino
server; and/or a gaming device 1300 (e.g., a gaming device
1300 may verify its own authentication code 2000, or an
authentication code 2000 generated by another gaming
device, such embodiments like these may be known as
“self-authentication” or “mutual-authentication” or “self-
verification” or “mutual verification”).

[0455] According to some embodiments, an operator of an
authentication server may use a terminal device (not shown)
to communicate with the authentication server 1704.
Examples of terminal devices include a personal computer,
a network terminal, a laptop computer, a personal digital
assistant (PDA), a cellular telephone, a kiosk. For example,
an operator may use a PDA with a wireless Internet con-
nection to provide inputs to an authentication server and
receive outputs from the authentication server. A mobile
terminal device may be particularly useful for verifying
authentication codes on the floor of a casino while still
maintaining an authentication server in a secure location.

[0456] According to some embodiments, an authentica-
tion server may be operated by an interested party. For
example, a government regulatory group may operate an
authentication server that verifies revenue information relat-
ing to a gaming device. This revenue information may then
be used to determine taxes owed by a casino that owns or
leases the gaming device. In another example, a gaming
device manufacturer may operate an authentication server to
verify that a casino is not unintentionally misrepresenting
usage data for a gaming device. For example, a gaming
device manufacturer may have a licensing agreement with a
casino in which the casino agrees to pay the gaming device
manufacturer a percentage of revenues from a gaming
device. In another example, a gaming device feature licensor
may operate an authentication server to verify that a casino
or gaming device manufacturer is not misrepresenting usage
data for a licensed feature on a gaming device. For example,
a gaming device feature licensor may have a licensing
agreement with a casino or gaming device manufacturer in
which the casino or gaming device manufacturer agrees to
pay the feature licensor a fee based upon incremental
increases of revenues related to use of the licensed feature
operating on a gaming device. In another example, a casino
may operate an authentication server to verify usage data
relating to a portable gaming device that is operated by
players. For example, the casino can verify that the version
of the software operating on the portable gaming device has
not been altered or otherwise tamped with.

[0457] Turning to FIGS. 21 to 23, according to some
embodiments, the present invention may include one or
more of the following example processes: reporting usage
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data using an authentication code 2100; reporting usage data
using encoding of the data (i.e., without an authentication
code) 2200; and authenticating usage data 2300. Reporting
usage data using an authentication code 2100 may include
tracking usage data 2102, determining an authentication
code 2104, and outputting an authentication code 2106.
Reporting usage data using encoding of the data 2200 may
include accumulating usage data 2202, deriving encoded
data from the accumulated usage data 2204, and outputting
the encoded data to an operator 2206. Authenticating usage
data 2300 may include receiving usage data 2302, receiving
an authentication code 2304, and verifying that the usage
data corresponds to the authentication code 2306.

[0458] According to some embodiments, a gaming device
may track or record data about usage of the gaming device
(also known as “usage data”). As indicated above, a variety
of different types of information may be recorded by a
gaming device. According to some embodiments, a gaming
device may track events that occur at the gaming device and
information about these events. Examples of events include:

[0459] (i) outcomes that are generated by the gaming
device

[0460] (i) intra-game events (e.g., a player is dealt a
card in video poker, a player discards a card in video
poker, a player gains access to a bonus round on a
slot machine)

[0461] (iii) payouts that are provided by the gaming
device (e.g., 10 coin payout, a $100 jackpot)

[0462] (iv) money is inserted into the gaming device
by a player (e.g., using a bill acceptor or a coin slot)

[0463] (v) money is removed from the gaming device
by a player (e.g., a player presses the ‘cash out’
button)

vi) a bonus is provided to a player (e.g., a

0464 i)ab is provided play g
player may earn a 10 coin bonus for inserting a $20
bill into a gaming device)

[0465] (vii) a feature is activated (e.g., a player
activated Auto-Play Mode on a gaming device)

[0466] (viii) a feature is deactivated (e.g., a player
deactivates a Betting the Don’t Mode on a gaming
device)

[0467] (ix) a feature affects operation of the gaming
device (e.g., a player wins a jackpot when a Double
Jackpots mode is enabled on a gaming device)

[0468] (x) a player identifies himself (e.g., a player
may insert a player tracking card into the gaming
device)

[0469] (xi) a player operates an input device on the
gaming device (e.g., a player presses the ‘spin’
button on a slot machine, a player uses a touch screen
to select a card on a video poker machine)

[0470] (xii) information may be output to a player
using an output device (e.g., an message may be
displayed to a player on a video screen alerting him
that he only has 10 coins left)

[0471] (xiii) a casino employee opens the gaming
device (e.g., to add coins to the hopper)
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[0472] (xiv) a casino employee closes the gaming
device (e.g., after adding coins to the hopper)

[0473] (xv) indications from sensors (e.g., a gaming
device may have a weight sensor that determines
when a player is standing in front of the gaming
device)

[0474] (xvi) a gaming device incurs a cost (e.g., a
player orders a drink using an electronic menu on the
gaming device, a player contacts customer service to
learn how a gaming device works, a player is given
a free tour of a gaming device)

[0475] (xvii) an authentication code is output from
the gaming device (e.g., according to the methods
described below)

[0476] (xviii) an activation code is indicated to the
gaming device (e.g., according to the methods
described below)

[0477] (xix) software or hardware on the gaming
device is modified (e.g., a machine is upgraded to
include a new bonus round)

[0478] (xx) an attacker (e.g., an untrustworthy
casino, a player) tampers with the gaming device

[0479] (xxi) a gaming device is moved to a new
location (e.g., if a gaming device is portable)

[0480] In addition to events themselves, a gaming device
may track information about events, including:

[0481] (i) what event occurred

[0482] (ii) when the event occurred (e.g., what date,
what time of day, ordering of events)

[0483] (iii) how often an event occurred (e.g., 14
times, an average of 32.6 times per hour)

[0484] (iv) how much money was added/removed/
involved in the event (e.g., How much money did a
player insert into a gaming device? What size payout
was provided to a player?)

[0485] (v) results of the event (e.g., What was a
player’s credit balance after he won a jackpot? What
is the state of a program on a gaming device after the
gaming device’s software is upgraded?)

[0486] (vi) what player was operating a gaming
device when an event occurred

[0487] (vii) what caused an event to occur (e.g., why
did a player win a jackpot of 100 coins?)

[0488] (viii) other information describing the event
(e.g., what authentication code was provided, what
activation code was provided)

[0489] (ix) conditions under which an event occurred
(e.g., what percentage of gaming devices were in
operation when an event occurs)

[0490] (x) where an event occurred (e.g., if a gaming
device is portable) For example, a gaming device
may include a position sensor that determines where
the gaming device is located when a game is played.
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[0491] According to some embodiments, a gaming device
1300 may store information about events in an event data-
base 1308. One example of an event database is shown in
FIG. 14.

[0492] Alternatively, or in addition, a gaming device 1300
may track statistics relating to usage of the gaming device
1300. Examples of statistics include totals, averages, per-
centages and ratios, revenues (i.e., “win”), theoretical win,
number of prizes won, number of offers presented or
accepted, and play patterns (events, times, order, speed of
play, strategies used by players). Totals, averages, percent-
ages and other statistics may be calculated over a variety of
different data sets, including:

[0493] (i) a set of sessions (e.g., all sessions longer
than 10 minutes, all sessions since an authentication
code was output)

[0494] (i) a set of players (e.g., players staying at a
casino hotel, female players, players who are senior
citizens, players who have accepted offers in the
past)

[0495] (iii) a period of time (e.g., the last 1 year, the
last 1 month, between 12 noon and 4 pm on Apr. 15,
2002)

[0496] (iv) a set bounded by at least one event (e.g.,
since an authentication code was output, since an
activation code was received, since a jackpot or other
outcome)

[0497] (v) a set of events at a location (e.g., games
played Las Vegas downtown, games played in
Reno).

[0498] Examples of totals include:

[0499] (i) total revenues (e.g., the total revenues
during a period of time, the total revenues while a
portable gaming device was at a certain location)

[0500] (ii) a total number of occurrences of an event
(e.g., a total number of offers accepted by players, a
total number of times that a feature is activated)

[0501] (iii) a total value of a plurality of events (e.g.,
a total amount of money cashed out of a gaming
device, a total amount of payouts provided)

[0502] (iv) a total amount of time (e.g., how many
hours a gaming device is operated, how many min-
utes a feature is used)

[0503] Examples of averages include:
[0504] (i) average session duration

[0505] (ii) an average number of occurrences of an
event (e.g., an average number of offers accepted by

players)

[0506] (iii) an average value of a plurality of events
(e.g., an average credit balance, an average price of
hotel rooms sold to players through a gaming device)

[0507] Note that averages may be calculated on a ‘per unit’
basis. For example, a gaming device may calculate an
average coin-in per game (e.g., 2.3 coins per game) or an
average coin-in per session (e.g., 165.2 coins per session).
Examples of units for averages include:
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[0508] (i) per session
[0509] (ii) per game
[0510] (iii) per player

[0511] (iv) per hour (or other unit of time—seconds,
minutes, days, etc.)

[0512] (v) per event (e.g., per usage of a feature)
[0513] Examples of percentages and ratios include:

[0514] (i) a percentage of players (e.g., what percent-
age of players use a feature)

[0515] (ii) a percentage of sessions (e.g., what per-
centage of sessions are longer than 3 hours)

[0516] (iii) a percentage of games (e.g., what per-
centage of games are played with a particular feature
enabled)

[0517] (iv) a percentage of events (e.g., what per-
centage of offers presented to players are accepted)

[0518] (v)apercentage of time (e.g., what percentage
of time a gaming device is in use)

[0519] According to some embodiments, a gaming device
may store information about events in a game data database
1310. One example of a game data database 1310 is shown
in FIG. 15. Note that information stored in the game data
database 1310 may be redundant with information stored in
an events database. It is possible that a gaming device may
store either database, or both databases. In the examples
provided herein, both databases are included to demonstrate
that usage data may be accumulated in a variety of different
forms.

[0520] According to some embodiments a gaming device
may store relative performance data. In other words, data
that indicates the performance of the gaming device com-
pared to: (i) a baseline measure and/or (ii) an average
performance level of similar machines, may be stored.

[0521] According to some embodiments, a gaming device
may determine and/or track one or more payments to be
provided based on usage of a gaming device. For example
a gaming device may determine a payment that should be
provided to an interested party such as a regulatory group,
licensor, or game manufacturer. In another example, a
gaming device may determine a payment to be provided by
an interested party such as a subsidizer.

[0522] Note that information about the location of a gam-
ing device (e.g., as determined by a position sensor) may be
a type of usage data. Information about the position of a
gaming device may be particularly useful for ensuring that
a gaming device complies with local laws. Examples
include:

[0523] (i) Certain games may be illegal in certain loca-
tions. For example, it may be illegal to play games of chance
in Massachusetts.

[0524] (ii) Certain locations may levy taxes on games. For
example, the state of Nevada may require that a proprietor
of a gaming device (e.g., a casino) pay a tax on all profits
obtained from a gaming device.
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[0525] (iii) In some locations, games may be only be legal
for certain players. For example, it may be illegal for players
under the age of 19 to play games of skill for cash prizes in
Nebraska and Alabama.

[0526] (iv) In some locations, there may be limits on the
value of a prize that may be provided to a player. For
example, Arizona limits the amount of prize money that
players can win by playing games.

[0527] Note that various interested parties may be inter-
ested in the location of a gaming device, including:

[0528] (i) regulatory groups (e.g., state government)—For
example, law enforcement may be interested in ensuring that
players do not play games in locations where it is illegal. In
a second example, tax collectors may be interested in
collecting taxes based on games played in their jurisdiction.

[0529] (ii) casinos—For example, a casino may be inter-
ested in ensuring that players do not break the law and in
determining appropriate taxes and licensing fees to pay
based on the location of a gaming device.

[0530] (iii]) game manufacturers—For example, a game
manufacturer may lease a gaming device to a casino for a
percentage of revenues generated by the gaming device. The
game manufacturer may be interested in verifying the rev-
enues generated by the gaming device to ensure that the
casino provides the correct lease payments.

[0531] Information about the location of a gaming device
may be tracked in various ways, including:

[0532] (i) the general location of a gaming device
(e.g., the state of California)

[0533] (ii) a precise location (e.g., a latitude and
longitude)

[0534] (iii)) borders crossed by the gaming device
(e.g., a gaming device moved outside of a casino and
onto the street in Las Vegas)

[0535] According to some embodiments, game play on a
gaming device may be enabled or disabled based on the
location of the gaming device. For example, if a player takes
a portable gaming device into an area where games of
chance are illegal, then games of chance may be disabled on
the gaming device. In a second example, a gaming device
may disable games of skill if a player is under the age of 19
and the gaming device is currently located in Nebraska.
Information about the enabling and disabling of game play
on a gaming device may be tracked as usage data.

[0536] In the embodiments described above, information
about usage of a gaming device is tracked by the gaming
device. Alternatively, or in addition, information about
usage of a gaming device may be tracked using a server
(e.g., a casino server 1702 or an authentication server 1704).
For example, a gaming device 1300 may transmit usage
information to a casino server 1702 and the casino server
1702 may store this information in an event database 1308
and a game data database 1310. If a server is used to track
data, then the gaming device, communications link, and
server should all be secure to avoid tampering with the data
(e.g., by a casino employee). For example, a casino
employee may intercept or modify communications between
a gaming device and the server, thereby altering the data. It
may be difficult or costly to ensure that the casino employees
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cannot tamper with data transmitted from a gaming device
to a server or stored on a hard drive on the server.

[0537] Using a server to track data from a plurality of
gaming devices may be more cost effective or convenient
than tracking data individually on each of the gaming
devices. For example, it may be costly to include a secure
memory and authentication code generation capabilities in
each gaming device.

[0538] According to some embodiments, a gaming device
may generate an authentication code based on data described
above. According to various embodiments of the invention,
an authentication code may, for example, include:

[0539]
[0540]
[0541]
[0542]
[0543]
[0544]
[0545]
[0546]
[0547]

(i) a digital signature

(i) a message digest

(iii) a fingerprint

(iv) a cryptographic checksum

(v) a cryptographic hash

(vi) a data integrity check (DIC)

(vii) a manipulation detection code (MDC)
(viii) a message authentication code (MAC)
(ix) a data authentication code (DAC)

[0548] Many other embodiments of authentications codes
are also possible.

[0549] According to some embodiments, determining an
authentication code may include hashing or compressing
usage data. Various types of hash functions or compression
functions maybe used in accordance with the present inven-
tion. Alternatively, determining an authentication code may
not include any hashing or compression. For example, an
authentication code could be determined by just encrypting
a set of usage data as described below. According to some
embodiments, determining an authentication code may
include using a one-way function. According to some
embodiments, a function H may be considered to be a
one-way function if h=H(M), where h is known as a “hash
value” and M is a message; given M, it is easy to compute
h; given h, it is hard to compute M such that H(M)=h; and
given M, it is hard to find another message M' such that
H(M)=H(M).

[0550] Advantages and disadvantages of one-way func-
tions and other functions described below are known to
those skilled in the art. For further details, one of ordinary
skill in the art may refer to a book by Bruce Schneier,
entitted APPLIED CRYPTOGRAPHY, PROTOCOLS,
ALGORITHMS, AND SOURCE CODE IN C, (2d Ed, John
Wiley & Sons, Inc., 1996), which is incorporated herein by
reference in its entirety. For example, one advantage of using
a one-way function to determine an authentication code is
that it prevents a casino from reading an authentication code,
generating counterfeit usage data based on the authentica-
tion code, and then claiming that authentication code cor-
responds to the counterfeit usage data. If a one-way function
is used to generate an authentication code, it should be very
difficult for a casino to generate counterfeit usage data based
on the authentication code.
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[0551] According to some embodiments, determining an
authentication code may include using a one-way compres-
sion function. A one-way compression function may be a
one-way function with an additional restriction that the
length of h is less than the length of M.

[0552] According to some embodiments, determining an
authentication code may include using a one-way hash
function. A one-way hash function may be a one-way
function with an additional restriction that the length of h is
constant.

[0553] Examples of one-way hash functions include:
[0554] (i) Snefru by Ralph Merkle

[0555] (i) N-Hash by Nippon Telephone and Tele-
graph

[0556] (iii) MD4 (Message Digest 4) by Ron Rivest
[0557] (iv) MD5 (Message Digest 5) by Ron Rivest
[0558] (v) MD2 (Message Digest 2) by Ron Rivest

[0559] (vi) SHA (Secure Hash Algorithm) by the
NIST and the NSA

[0560] (vii) RIPE-MD by the RIPE Project
[0561] (viil)) HAVAL

[0562] Similarly, determining an authentication code may
include determining one or more of the following:

[0563]
[0564]
[0565]
[0566]
[0567]
[0568]
[0569]
[0570]
[0571]
[0572]

[0573] 1t may be noted from the above examples that an
authentication code may be encrypted.

() contraction function

(i) message digest

(iii) fingerprint

(iv) cryptographic checksum

(v) cryptographic hash

(vi) data integrity check (DIC)

(vii) manipulation detection code (MDC)
(viii) message authentication code (MAC)
(ix) data authentication code (DAC)

(x) digital signature

[0574] According to some embodiments, a function used
in determining an authentication code may be collision
resistant. A function H may be collision-resistant if it is hard
to find two random messages M and M', such that H(M)=
HM)).

[0575] According to some embodiments, any compression
function (i.e., a one-way or two-way compression function)
may be used to compress usage data into an authentication
code. Using a compression function may be helpful in
reducing the size of an authentication code (e.g., to reduce
bandwidth costs or to make it easier for a person to remem-
ber or communicate). Note that a compression function may
be “lossy” (i.e., some usage data that is compressed may not
be recoverable) or “loss-less” (i.e., all usage data that is
compressed is recoverable). Similarly, determining an
authentication code may include a step of evaluating a
two-way hash function.
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[0576] As noted above, determining an authentication
code may or may not include determining a result of a hash
function/compression function. In either case, determining
an authentication code may include determining a result of
an encryption function or cryptographic protocol. For
example, a gaming device may determine an authentication
code by hashing or compressing a set of usage data to
produce a hash value (as described above) and encrypting
the hash value to produce the authentication code. Alterna-
tively, these steps could be performed in reverse order (i.e.,
the usage data could be encrypted and then hashed to
produce an authentication code). In another example, a
gaming device may determine an authentication code by
encrypting a set of usage data to produce the authentication
code. In another example, a gaming device may determine
an authentication code using a one-way hash function with
a key (also known as a message authentication code).
Methods of encryption are known to those skilled in the art,
and are not described in detail herein.

[0577] According to some embodiments, an authentica-
tion code may be generated using a public-key encryption
algorithm. For example, a gaming device may store a private
key that it keeps secret and publish a public key. The gaming
device may then encrypt usage data using the private key to
produce an authentication code. It may then transmit this
authentication code to an authentication server. The authen-
tication server may then use the public key to decrypt the
authentication code and verify the usage data. Examples of
public-key encryption algorithms include:

[0578] (i) RSA

[0579] (ii) Pohlig-Hellman

[0580] (iii) Diffie-Hellman

[0581] (iv) ElGamal

[0582] (v) Rabin

[0583] (vi) McEliece

[0584] (vii) elliptic curve cryptosystems

[0585] (viil)) LUC

[0586] (ix) finite automaton public-key cryptosys-

tems

[0587] Note that public-key encryption is generally much
more computation-intensive than symmetric key encryption.
Therefore symmetric key encryption may be preferred for
use in generating an authentication code.

[0588] According to some embodiments, an authentica-
tion code may be generated using a symmetric encryption
algorithm. For example, a gaming device may use a secret
key to encrypt usage data and generate an authentication
code. It may then transmit this authentication code to an
authentication server. The authentication server may then
use the same secret key to decrypt the authentication code
and verify the usage data.

[0589] According to some embodiments, an authentica-
tion code may be generated using a block cipher. Examples
of block ciphers include:

[0590] (i) DES
[0591] (ii) Triple DES
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[0592] (iii)) IDEA

[0593] (iv) Blowfish

[0594] (v) Luficer

[0595] (vi) Madryga

[0596] (vii) NewDES

[0597] (viii) FEAL

[0598] (ix) REDOC, REDOC II, REDOC III
[0599] (x) LOKI, LOKI91
[0600] (xi) Khufu and Khafre
[0601] (xii) RC2

[0602] (xii)) MMB

[0603] (xiv) CA-1.1

[0604] (xv) Skipjack

[0605] (xvi) GOST

[0606] (xvii) CAST

[0607] (xviii) SAFER K-64
[0608] (xix) 3-Way

[0609] (xx) Crab

[0610] (xxi) SXALS/MBAL

[0611]

[0612] According to some embodiments, an authentica-
tion code may be generated using a stream cipher. Examples
of stream ciphers include:

(xxii) Pohlig-Hellman

[0613] (i) LESR

[0614] (ii)) FCSR

[0615] (i) AS

[0616] (iv) Hughes XPD/KPD
[0617] (v) Nanoteq

[0618] (vi) Rambutan

[0619] (vii) Additive generators
[0620] (viii) Gifford

[0621] (ix) Algorithm M
[0622] (x) RC4

[0623] (xi) SEAL

[0624] (xii) WAKE

[0625] (xiii) Non-Linear Feedback Shift Registers

[0626]
[0627]
[0628]
[0629]
[0630]
[0631]
[0632]

(xiv) Pless Generator

(xv) Cellular Automation Generator
(xvi) 1/p Generator

(xvii) erypt(1)

(xviii) Rip van Winkle Cipher

(xix) Diffie’s Randomized Stream Cipher

(xx) Maurer’s Randomized Stream Cipher



US 2004/0127277 Al

[0633] According to some embodiments, a single function
may perform both hashing and encryption. For example, an
authentication code may be a “message authentication code”
or MAC. According to some embodiments, a MAC may be
generated using a one-way hash function that requires the
use of both an input string and a specific key string. (The
“key” is an additional input string, which may be secret.)
Only someone with the key can calculate the hash value
(e.g., because the hash value is encrypted with the key).
Some examples of MACs include:

[0634] (i) CBC-MAC

[0635] (ii) Message Authenticator Algorithm (MAA)
[0636] (iii) Bidirectional MAC

[0637]
[0638]

(iv) Jueneman’s Methods
(v) RIPE-MAC
[0639] (vi) IBC-Hash

[0640] (vii) A one-way hash function may be used as
a MAC by concatenating a key with a message and
then hashing the concatenation.

[0641] (viii) Stream Cipher MAC

[0642] Tt is also possible to use a symmetric or public key
block encryption algorithm to produce a MAC. Examples
include:

[0643] (i) Modified Davies Meyer

[0644] (ii) Preneel-Bosselaers-Govaerts-Vandewalle
[0645] (iii) Quisquater-Girault

[0646] (iv) LOKI Double-Block

[0647] (v) Parallel Davies-Meyer

[0648]
[0649]
[0650]
[0651]
[0652]
[0653]
[0654]

[0655] According to some embodiments, an authentica-
tion code may be generated using a one-time pad. For
example, when a gaming device is manufactured, a one-time
pad may be generated and stored in a ROM on the gaming
device. A duplicate copy of this one-time pad may be stored
on an authentication server. Each time an authentication
code is generated, an unused portion of the one-time pad
may be used to encrypt the authentication code. When the
one-time pad runs out, a gaming device manufacturer or
other party may supply a new one-time pad (e.g., by
manually installing a new ROM in the gaming device). Note
that using a one-time pad may be well-suited to encryption
for gaming devices, since a gaming device manufacturer can
casily generate a large one-time pad and securely implant in
a gaming device when the gaming device is being manu-
factured. Depending on how this one-time pad is used, the
pad may last for the entire lifetime of the gaming device. For
example, an average gaming device only stays on the floor

(vi) Tandem and Abreast Davies-Meyer
(vii) MDC-2 and MDC-4

(viii) AR Hash Function

(ix) GOST Hash Function

(x) DSA (Digital Signature Algorithm)
(xi) Ong-Schnorr-Shamir

(xii) ESIGN
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of a casino for two to four years before being replaced, and
it would be feasible for a gaming device to generate an
authentication code of size 5 kb on a monthly basis. In such
an example a gaming device would only need to store a
one-time pad that was at least 240 kb.

[0656] Note that generating an authentication code may or
may not include using a secret key. If a secret key is used to
generate an authentication code, this secret key may be
stored by the gaming device, as described above. Note that
a variety of different types of secret keys are possible,
including symmetric encryption keys, private keys for pub-
lic-key encryption, and one-time pads.

[0657] 1Insome embodiments, an authentication code may
be generated using a secret algorithm. This algorithm may
not be readily ascertainable or known by an attacker (e.g., a
casino employee).

[0658] According to some embodiments, an authentica-
tion code may be encoded. Note that encrypting is only one
method of encoding a message. For example, an authenti-
cation code may be encoded using one or more of the
following:

[0659] (i) a substitution cipher—For example, the number
5 may be substituted for the number 1, the number 8
substituted for the number 9, meaning that the plaintext “19”
would be encoded as “58.”

[0660] (i) a transposition cipher—For example, the digits
of a number may be rotated 3 digits to the left, so that the
number “12345” becomes “45123.”

[0661] (iii) a code—For example, the word “Hamlet”
might be the authentication code for the message “13,567
coins have been played on this gaming device during the last
week.”

[0662] According to some embodiments, an authentica-
tion code may be enciphered.

[0663] According to some embodiments, an authentica-
tion code may be generated using steganography. For
example, authentication code may be hidden in a large file
of usage data for a gaming device, making it more difficult
for an attacker to identify the authentication code.

[0664] The following examples of encryption are provided
to give an overview a few different ways that an authenti-
cation code may be encrypted and communicated to an
authentication server. Many other methods are also possible,
as indicated above.

[0665] Example #1: Message Authentication Code

[0666] Assume a gaming device and an authentication
server share a secret key.
[0667] 1. The gaming device hashes usage data with
a MAC and the shared secret key to form an authen-
tication code.
[0668] 2. The authentication code and the usage data
are communicated to the authentication server.
[0669] 3. The authentication server reads the authen-
tication code and hashes the usage data with the
shared secret key.
[0670] 4. If the generated hash matches the received
hash, the authentication server accepts the usage data
as authentic.
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[0671] Example #2: Encryption with Public Key Cryptog-
raphy

[0672] Assume a gaming device has a public-key/private
key pair and an authentication server knows the gaming
device’s public key.

[0673] 1. The gaming device encrypts usage data
with the private key to form an authentication code.

[0674] 2. The authentication code is communicated
to authentication server.

[0675] 3. The authentication server decrypts the
authentication code with the public key of the gam-
ing device.

[0676] 4. If the message is intelligible, the authenti-
cation server accepts the authentication code as
authentic.

[0677] A sample algorithm for this procedure is RSA.

[0678] Example #3: Signing with Public Key Cryptogra-
phy
[0679] Assume a gaming device has a public-key/private

key pair and an authentication server knows the gaming
device’s public key.

[0680] 1. The gaming device signs the usage data
with the private key to form an authentication code
(e.g., a digital signature)

[0681] 2. The authentication code and the usage data
are communicated to the authentication server.

[0682] 3. The authentication server verifies the
authentication code using the usage data and the
public key. The mathematics of verification indicates
whether the usage data and authentication code are
authentic.

[0683] Example #4: Symmetric Encryption

[0684] Assume a gaming device and an authentication
server share a secret key.

[0685] 1. The gaming device encrypts usage data
with the shared secret key to form an authentication
code.

[0686] 2. The authentication code is communicated
to the authentication server.

[0687] 3. The authentication server reads and
decrypts the authentication code with the same key.

[0688] 4. If the message is intelligible, then the
authentication server accepts the authentication code
as authentic.

[0689] As indicated above, the present invention may
provide a variety of different benefits (e.g., data legitimacy,
data paternity, data integrity, gaming device integrity, trans-
mission integrity, non-repudiation). Some of these benefits
may be enabled by including specific information in an
authentication code. For example, including a gaming
device identifier in an authentication code may help to
ensure that data paternity is verifiable. Thus, a few different
types of data that are particularly useful to include in an
authentication code are described below.
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[0690] Note that “including data” in an authentication
code may comprise hashing/compressing the data, encrypt-
ing the data, or otherwise providing an indication of the data
using an authentication code. Note that it is preferred that
data included in an authentication code be encrypted,
thereby preventing an attacker (e.g., a casino employee)
from altering the authentication code and spoiling one or
more of the benefits of the invention. For example, an
authentication code may include an indication of one or
more of the following:

[0691] (i) time—Including when an authentication code is
generated or when an event occurs may prevent an attacker
(e.g., a casino employee) from reusing old authentication
codes. For example, if an authentication code did not include
an encrypted time, then a casino that communicates authen-
tication codes to an authentication server on a monthly basis
might use the same authentication code(s) each month,
thereby claiming the same usage data, even if this was
actually not the case. Note that a time that is included in an
authentication code may be generated by a clock that is
protected by a secure perimeter on a gaming device.

[0692] (ii) gaming device identifier—Including informa-
tion identifying a gaming device may help to prevent an
attacker (e.g., a casino employee) from using the same
authentication code for multiple machines. For example,
each gaming device may have a different secret key. There-
fore two gaming devices would produce different authenti-
cation codes even if their usage data was identical. In a
second example, a plurality of gaming devices at a casino
may have the same secret key, but authentication codes
generated by each gaming device may include information
identifying the gaming device (e.g., a gaming device iden-
tifier). If an authentication code does not include encrypted
information that differentiates between gaming devices, then
a casino might use the same authentication code for two or
more different gaming devices, and claim that these two or
more gaming devices both had the same usage data, even if
this was actually not the case.

[0693] (iii) previous authentication code—Including
information about a previous authentication code generated
by a gaming device may make it more difficult for a attacker
to counterfeit authentication codes. For example, an authen-
tication code for October may be dependent on an authen-
tication code for September. This practice may be known as
“chaining”, since a chain of linked authenticated codes may
be formed.

[0694] (iv) at least one indication by an authentication
server—According to some embodiments, generating an
authentication code may include using a challenge-response
protocol. For example, an authentication server may gener-
ate a random number or sequence number (also referred to
as a “nonce”), encrypt this random number using a secret
key that it shares with a gaming device (or an appropriate
public key/private key pair), and communicate the encrypted
random number to the gaming device. The gaming device
may then decrypt the encrypted random number and include
the random number in an authentication code that is subse-
quently generated. Note that since an attacker would not be
able to decrypt the encrypted random number, the attacker
would be unable to include the random number when
generating an authentication code.
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[0695] (v) a sequence number—For example, a sequence
number included in an authentication code may be incre-
mented by one every time a gaming device generates an
authentication code. An authentication server may store the
most recent sequence number in memory and only accept an
authentication code if the sequence number included in the
authentication code is one greater than the most stored
sequence number.

[0696] (vi) a random number—For example, a gaming
device may generate a random number and include this
random number in an authentication code that is in turn
communicated to an authentication sever. The authentication
server may maintain a database of all random numbers
received from the gaming device. If the authentication server
receives an authentication code that includes a random
number that is already in the database, then there is a good
chance that this authentication code is a duplicate. If the
authentication server receives an authentication code that
includes a random number that is not in the database, then
the authentication code may be accepted as fresh.

[0697] (vii) modifications to hardware or software of a
gaming device—Including information about the current or
past state of the hardware or software of a gaming device
may help to prevent an attacker from modifying a gaming
device to produce different usage data or different authen-
tication codes. For example, a gaming device may compute
a hash value, MAC, or digital signature of its own program
using methods similar to those described above. An authen-
tication server may then use this information to determine
whether software on a gaming device has been modified
(e.g., by comparing a generated hash value to a known hash
value for the gaming device’s program). In a second
example, a gaming device may track the natural random
variations in the magnetic memory media of a data storage
device or other memory (see U.S. Pat. No. 5,235,166 to
Fernandez for details, the entirety of which is incorporated
herein by reference). If these variations change, then it could
be a sign that information on the magnetic memory media
has been altered (e.g., an attacker has altered the program of
the gaming device). In a third example, a hash value for a
game program may be verified as the game program is read
into memory (e.g., random access memory or RAM).

[0698] (viii) tampering with a gaming device—Including
information about tampering with a gaming device may help
to alert an authentication server or other party if a gaming
device has been modified, a secure perimeter has been
breached, or a secret key stored in the gaming device has
been compromised. For example, a gaming device may track
whether a secure perimeter is intact. If the secure perimeter
is not intact, this may be a sign that the gaming device is no
longer secure and that usage data or authentication codes
generated by the gaming device could be modified.

[0699] Note that some of the data described above may
already be included in an authentication code as usage data.
Also note that a gaming device may include non-usage data
along with usage data when generating an authentication
code.

[0700] In addition to the detailed descriptions provided
above, some embodiments relating to authentication codes
are now described. Care should be taken when selecting an
encryption algorithm for use in generating an authentication
code. Since a casino may operate a gaming device, it is
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likely that a casino may be able to determine some or all
usage data relating to the gaming device. For example,
current gaming devices have meters that display some game
related data, such as coin-in. A casino may even be able to
control how much a gaming device is used, thereby con-
trolling what usage data is included in an authentication
code. Therefore, care should be taken to pick an encryption
algorithm that is strong against a known-plaintext attack,
chosen-plaintext attack, or an adaptive-chosen-plaintext
attack.

[0701] Note that generating an authentication code may or
may not include a hashing or compression step. However, it
is preferred that generating an authentication code include
an encryption step, otherwise it may be possible for a casino
employee to alter some or all of an authentication code or
usage data associated with a gaming device.

[0702] According to some embodiments, an authentica-
tion code for a gaming device may be determined by the
gaming device. Alternatively, an authentication code may be
determined by a casino server or other device. However,
note that if a casino server or other device generates an
authentication code, then communication between the
casino server and the gaming device may need to be secure
from attackers.

[0703] Once a gaming device or other device has deter-
mined an authentication code (e.g., as described above), this
authentication code may be output. An authentication code
may be output in a variety of ways, including:

[0704] (i) over a network—For example, a gaming device
may use a communication network to communicate an
authentication code to an authentication server or a casino
server.

[0705] (ii) using an output device (e.g., a display)— For
example, a game may display an authentication code to a
casino employee using a touch screen. In a second example,
a gaming device may display an authentication code to a
casino employee using an LCD display that is hidden from
view of players who use the gaming device (e.g., an LCD
screen may be located behind a front panel of a gaming
device that a casino employee uses a key to open).

[0706] (iii) on a substrate (e.g., a piece of paper, a mag-
netic disk, an optical disk)}—A gaming device may use an
output device (e.g., a printer, a disk drive, a compact disc
(CD) burner) to write an indication of an authentication code
onto a substrate. For example, a gaming device may use a
dot matrix printer to print an authentication code on a piece
of cashless gaming receipt. In a second example, a gaming
device may use a thermal printer to print a bar code (i.e., an
indication of an authentication code) on a piece of paper. In
a third example, a gaming device may use a disk drive to
store an authentication code on a floppy disk. Note that
additional information besides an authentication code may
also be written on the substrate (e.g., usage data, an address
of a game manufacturer).

[0707] (iv) to a terminal device (e.g., a PDA, a laptop
computer)—For example, a gaming device may transmit an
authentication code to a PDA using an infra-red communi-
cations link. According to some embodiments, the terminal
device may verify the authentication code by communicat-
ing it to an authentication server, as described above.
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[0708] An authentication code may be output to a variety
of different parties, including:

[0709] (i) a casino employee—For example, on the first
Tuesday of every month at 4 am, a casino employee may
open up the front panel of a gaming device and read an
authentication code from an LCD display hidden inside the
gaming device. In a second example, a casino employee may
press a button on a gaming device to prompt the gaming
device to print an authentication code on a receipt for the
gaming device. In a third example, a casino employee who
operates a casino server may view an authentication code
using an output device.

[0710] (ii) a regulatory group—For example, a gaming
device may print a “receipt” that includes usage data and an
authentication code. When filing its tax return, a casino may
include this receipt. A regulatory group (e.g., a state tax
agency) may then use an authentication server to verify that
the usage data matches the authentication code, thereby
verifying that the usage data has not been altered in any way
(e.g., where a route operator defrauded a casino).

[0711] (iii)) manufacturer employee—For example, an
employee of a game manufacturer may visit a casino once a
year to verify authentication codes on the casino’s gaming
devices. The employee may visit each gaming device and
use a wireless handheld device (e.g., a PDA) to download an
authentication code from the gaming device. This authenti-
cation code may then be used to verify usage data relating
to the gaming device (e.g., usage data upon which lease
payments are based).

[0712] (iv) player—For example, a gaming device may
not have access to a communication network. In such an
embodiment, the invention may be used to enable players of
the gaming device to receive comps and other bonuses based
on their usage of the gaming device. For example, when a
player completes a gaming session at a gaming device, the
gaming device may print a receipt for this gaming session,
describing usage data (e.g., how long the player operated the
gaming device, his total coin-in). The player may then bring
this receipt to a cashier at the casino and be awarded comp
points or another benefit based on his usage of the gaming
device.

[0713] According to some embodiments, outputting an
authentication code from a gaming device may include
receiving an indication from at least one party.

[0714] Examples Include:

[0715] (i) An authentication code may be encrypted using
a challenge-response protocol.

[0716] (ii) Output of an authentication code may be pass-
word-protected. For example, a party (e.g., a casino
employee, a manufacturer employee) may be prompted to
provide a password in order for an authentication code to be
output. In a second example, a party may indicate a pass-
word using an input device (e.g., a keypad on a gaming
device, a computer keyboard on an authentication server, a
touch screen on a portable handheld device).

[0717] (iii) A gaming device may receive an indication of
a password using a communications network. For example,
an authentication server may transmit a password to a
gaming device. Based on the password, the gaming device
may then transmit an authentication code to the gaming
device.
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[0718] According to some embodiments, output of an
authentication code may be secure. For example, a secure
(e.g., encrypted) communications link may be used to trans-
mit an authentication code from a gaming device to an
authentication server. Alternatively, output of an authenti-
cation code may not be secure. For example, a LCD panel
on the back of a gaming device may display an authentica-
tion code.

[0719] According to some embodiments, a gaming device
may output usage data instead of or in addition to an
authentication code.

[0720] Note that as used herein the phrase “verifying an
authentication code™ is synonymous with “verifying usage
data using an authentication code.” According to some
embodiments, an authentication server may receive an indi-
cation of an authentication code. For example, a gaming
device, casino server, or other device may transmit an
authentication code to an authentication server using a
communications network. In another example, an operator
of an authentication server (e.g., an employee of an inter-
ested party) may use an input device (e.g., a computer
keyboard) to enter an authentication code.

[0721] Note that an authentication code may be commu-
nicated to an operator of an authentication server in a variety
of different ways. Examples include:

[0722] (i) A casino employee may telephone or email an
operator of an authentication server and tell him an authen-
tication code that was output by a gaming device. The
operator may then use a keyboard to input this authentica-
tion code into an authentication server and verify that usage
data for the gaming device.

[0723] (ii) A gaming device may print out a receipt that
includes an authentication code. This receipt may be mailed
to an operator of an authentication server (e.g., as part of a
tax return or lease payment). The operator may then use an
input device (e.g., a bar-code scanner) to input the authen-
tication code into the authentication server and verify usage
data for the gaming device.

[0724] (iii) A gaming device may use an output device
(e.g., a video display) to output an authentication code to an
operator of an authentication server. The operator may then
use an input device (e.g., a wireless handheld device) to
indicate the authentication code to the authentication server.

[0725] (iv) Note that an operator of an authentication
server may be a player or other party. For example, a gaming
device may output a cashless gaming receipt to a player that
includes an authentication code. The player may then visit a
gaming device manufacturer’s website and enter the authen-
tication code from the cashless gaming receipt. Note that in
this example, the player is an operator of the gaming device
manufacturer’s website, which may function as an authen-
tication server. According to some embodiments, a player
may receive a benefit based on providing an authentication
code to a gaming device manufacturer.

[0726] According to some embodiments, verifying an
authentication code may include decrypting the authentica-
tion code. Various methods of decrypting an authentication
codes are possible; the appropriate method for decrypting an
authentication code will depend on what method was used to
encrypt the authentication code. Note that authentication
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server may store a decryption key (e.g., a key for a sym-
metric encryption algorithm or a public key for a public-key
encryption algorithm) to enable it to decrypt an authentica-
tion code generated by a gaming device.

[0727] According to some embodiments, an authentica-
tion server may receive at least one indication of usage data
in addition to an authentication code. Examples include:

[0728] (i) Each month, a casino may report usage
data and an authentication code to an interested party
(e.g., a regulatory group, a game manufacturer). The
usage data may be unencrypted and the authentica-
tion code may be used to verify that the usage data
has not been altered in any way.

[0729] (ii) Each month, a casino may report usage data to
an interested party. At the end of a year, the casino may
report an authentication code to the interested party. The
interested party may then use this authentication code to
verify the usage data from the previous 12 months.

[0730] (iii) Once a week, a gaming device may transmit an
authentication code to an authentication server, so that by the
end of a month, the authentication server has received four
authentication codes from the gaming device. At the end of
the month, a casino may provide an indication of usage data
for the gaming device. To verify the usage data, the authen-
tication server may compare the usage data to the informa-
tion provided by the 4 authentication codes.

[0731] Alternatively, authentication codes may be the only
indications of usage data that an authentication server
receives. For example, an authentication code may be an
encrypted version of usage data. By decrypting the authen-
tication code, an authentication server may be able to
determine the usage data.

[0732] According to some embodiments, verifying infor-
mation included in an authentication code may include
comparing the information to one or more expected values
for the information. Examples of expected values include:

[0733] (i) usage data—As described above, an authenti-
cation server may receive an indication of usage data in
addition to an indication of an authentication code. In such
an embodiment, information in the authentication code may
be compared to the usage data. If the two indications of the
usage data do not match, then an attacker may have altered
the usage data. As described above, a variety of different
types of usage data are possible. According to some embodi-
ments, an authentication server may compare hash values of
usage data. For example, an authentication server may
compute a hash of a set of usage data and compare this hash
to a hash value indicated in an authentication code. Various
methods of hashing and compression are also described
above.

[0734] (i) time—For example, an authentication code
may include an indication of what time the authentication
code was generated (e.g., as described above). An authen-
tication server may track when the authentication code was
received by the authentication server. If these two times do
not match (e.g., within a prescribed window), then this may
be a clue that an attacker is attempting to reuse an authen-
tication code or that delivery of an authentication code was
delayed for some reason. In a second example, the authen-
tication server may check to see that the time on the
authentication code matches the time on the usage data. If
these values do not match, then an attacker might be trying
to reuse old usage data.
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[0735] (iii)) gaming device identifier—The authentication
server may check to make sure that the usage data and the
authentication code both came from the same machine. If
usage data and authentication code came from different
gaming devices, then an attacker might be trying to reuse
usage data from a first gaming device as usage data for
second gaming device.

[0736] (iv) sequence number—For example, an authenti-
cation server may include a sequence number, previous
authentication code, or random number as described in
above. If this sequence number, previous authentication
code, or random number does not match a value that is
expected by an authentication server (e.g., the next number
in a sequence, a previous authentication code, or a stored
random number), then this may indicate that the authenti-
cation code is a forgery or that something else is amiss.

[0737] (v) state of the gaming device—As descried in
above, an authentication code may include an indication of
the state of the hardware or software of a gaming device. If
this indication of the state of the gaming device does not
match an expected value for the state of the gaming device,
then an authentication code or usage data may not be
accepted. For example, an authentication code may include
a hash of a gaming device’s program. To verify that the
gaming device’s program has not been altered, an authen-
tication server may compare this hash to a stored hash value
for the gaming device’s program. If these two hash value do
not match, then the gaming device’s program may have been
altered.

[0738] According to some embodiments, multiple authen-
tication codes may be used to verify one set of usage data.
For example, a casino may report usage data for a gaming
device (e.g., revenues) to a regulatory group on an annual
basis or have encoded usage data audited on a probabilistic
basis (e.g., on a regular schedule or via random sampling).
The gaming device may generate authentication codes on a
monthly basis. An authentication server operated by the
regulatory group may use the twelve authentication codes
for the year to verify the usage data for the year. Similarly,
multiple authentication codes may be used to verify multiple
sets of usage data. According to some embodiments, one
authentication code may be used to verify multiple sets of
usage data. For example, a casino may report usage data for
a gaming device (e.g., revenues) to a game manufacturer on
a monthly basis. At the end of a year, the gaming device may
generate an authentication code for all usage data from the
entire year. An authentication server operated by the game
manufacturer may use the authentication code to verify the
usage data for all twelve months of the year.

[0739] According to some embodiments, an authentica-
tion server may store a gaming device database. An embodi-
ment of a gaming device database 1808 is shown in FIG. 19.
According to some embodiments, an authentication server
may store a code verification database. An embodiment of a
code verification database 1810 is shown in FIG. 20.

[0740] According to some embodiments, a gaming device
may store usage data in a secure location and output the
usage data in a secure manner. In such an embodiment, the
gaming device may not generate or output an authentication
code. An attacker (e.g., a casino employee) may be pre-
vented from altering the usage data because the usage data
is stored and output securely. Thus, according to some
embodiments, usage data may be stored securely. For
example, usage data may be stored in one or more databases
(e.g., an event database 1308, a game data database 1310)
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that are protected by a secure perimeter. In another example,
usage data may be encrypted when stored on a data storage
device. For example, a processor in a gaming device may
store a secret key 1316 that is used to encrypt information
that is stored in a database. Since an attacker (e.g., a casino
employee) does not know this secret key 1316, the attacker
may be unable to alter the usage data stored in the database.

[0741] According to some embodiments, usage data may
be output securely. Examples include:

[0742] (i) A gaming device may transmit usage data
securely over a communication network. For example, com-
munications between a gaming device and an authentication
server may be encrypted using a secret key that is known
only to the gaming device and the authentication server.
Since an attacker (e.g., a casino employee) does no know
this secret key, the attacker would not be able to modify the
usage data.

[0743] (i) A gaming device may connect to a terminal
device (e.g., a PDA, a laptop computer) using a secure
communication link. For example, a manufacturer employee
may connect a tablet computer to a USB (universal serial
bus) port on a gaming device. Usage data may then be
transferred from the gaming device to the laptop computer
using this USB link.

[0744] (iii) A gaming device may output usage data using
a secure output device (e.g., a video display, a disk drive).
For example, a secure perimeter may protect a gaming
device and an associated output device from tampering.

[0745] (iv) A gaming device may require an operator (e.g.,
a manufacturer employee) to provide a password in order to
access data that is stored on a data storage device.

[0746] According to some embodiments, usage data may
not be stored on a gaming device at all. Instead, usage data
may be transmitted to an alternate device (e.g., a casino
server, an authentication server) as is it is generated. This
alternative device may then store the usage data securely and
output it in an secure manner.

[0747] According to some embodiments, a single authen-
tication code may be generated for a plurality of gaming
devices. For example, a casino server or other device may
track usage data relating to a plurality of gaming devices.
The casino server may then generate an authentication code
based on the usage data and communicate (e.g., transmit) the
authentication code to an authentication server for verifica-
tion.

[0748] According to some embodiments, an authentica-
tion code may be generated by a casino server as opposed to
a gaming device. In such an embodiment, there is a need to
prevent an attacker from modifying usage data during at
least the following processes:

[0749] (i) transmitting usage data from a gaming
device to the casino server

[0750] (ii) storing usage data on the casino server
(e.g., in a data storage device)

[0751] (iii) generating an authentication code based
on usage data

[0752] According to some embodiments, at least a portion
of a casino server may be secure. A casino server may
include a secure perimeter similar to the one described
above.
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[0753] According to some embodiments, communication
between a casino server and a gaming device may be secure.
For example, a message sent from a gaming device to a
casino server may be encrypted with the gaming device’s
secret key. According to some embodiments, a gaming
device may generate an authentication code and transmit this
authentication code to a casino server. Alternatively, com-
munication between a gaming device and a casino server
may not be encrypted or may not be secure.

[0754] A casino server may store at least one secret key.
Examples of secret keys that may be stored by a casino
server include:

[0755] (i) A casino server may store a first secret key for
a first gaming device and a second secret key for a second
gaming device.

[0756] (i) A casino server may store at least one first
secret key for communicating with gaming devices and a
second secret key for generating an authentication code.

[0757] (iii) A casino server may store a plurality of public
keys corresponding to a plurality of private keys stored by
gaming devices.

[0758] (iv) A casino server may store a secret key used for
generating an authentication code.

[0759] According to some embodiments, generating an
authentication code for a plurality of gaming devices may
include a step of receiving usage data from a plurality of
gaming devices. According to some embodiments, a casino
server may aggregate usage data from a plurality of gaming
devices. Examples include:

[0760] (i) Acasino server may determine a total coin-in for
a plurality of gaming devices by summing the coin-in values
from each of the gaming devices.

[0761] (ii) A casino server may determine a net profit for
a plurality of gaming devices by summing the revenues from
each gaming device and subtracting any costs associated
with operating the plurality of gaming devices.

[0762] (iii) A casino server may determine an average
credit balance for a plurality of gaming devices and/or a
subset of gaming devices associated with a particular licens-
ing/leasing agreement.

[0763] (iv) A casino server may determine a median
session length for a plurality of gaming devices.

[0764] (v) A casino server may determine a standard
deviation or variance in theoretical win for a plurality of
gaming devices.

[0765] Note that a variety of other aggregations of usage
data are also possible. Information determined by aggregat-
ing usage data from a plurality of gaming devices may be
known as “aggregated usage data.”

[0766] According to some embodiments, a casino server
may generate an authentication code and output this authen-
tication code in a manner similar to that described above.
Note that an authentication code may include usage data
from a plurality of gaming devices or aggregated usage data
from a plurality of gaming devices.

[0767] According to some embodiments, a casino may
provide consideration to an interested party based on usage
data or an authentication code. For example, a casino may
pay a leasing fee to a game manufacturer based on what
features are activated on a gaming device.
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[0768] According to some embodiments, an interested
party may provide consideration to a casino based on usage
data or an authentication code. For example, an advertiser
may pay a fee to a casino based on advertisements viewed
on a gaming device.

[0769] According to some embodiments, a player may
provide consideration to an interested party based on usage
data or an authentication code. For example, a player may
pay a fee to a casino based on his usage of a portable gaming
device.

[0770] According to some embodiments, an interested
party may provide consideration to a player based on usage
data or an authentication code. For example, a player may
receive a free hotel room for a night based on his usage of
a new type of gaming device.

[0771] Examples of interested parties include: regulatory
groups, game manufacturers, subsidizers, and licensors.

[0772] Various types of consideration are possible, includ-
ing money, products, and services. Various methods of
determining an amount of consideration are known to those
skilled in the art, including a formula or a rules-based
system.

[0773] In some embodiments, a gaming device, casino
server, authentication server or other device may determine
an interested party based on usage data or an authentication
code. For example, a casino server may determine one or
more subsidizers to provide payments based on usage data
or an authentication code from a gaming device. In a second
example, an authentication server may determine what local
taxes are owed (e.g., Nevada, but not California) based on
game play using a portable gaming device.

[0774] According to some embodiments, the present
invention may be used to track usage data relating to a
player. For example, a casino or other aggregator of gaming
devices may desire to implement a comp system that moti-
vates players to use gaming devices. Traditionally, such
comp systems are implemented by connecting a plurality of
gaming devices to a casino server that tracks player activi-
ties on the gaming devices. However, for some casinos, it
may be costly or impractical to implement such a comp
system. For example, a “casino” (as defined above) may
operate gaming devices in a plurality of grocery stores, bars,
shopping malls, and other retail establishments in the state
of Nevada. For this casino, a networked comp system is
inappropriate and is typically omitted. Not having a comp
system on these machines is a detriment to both the players
who play these gaming devices (i.e., because they do not
receive comps), and to the “casino” (i.e., players may play
the gaming devices less often because no comps are pro-
vided).

[0775] According to some embodiments, an authentica-
tion code may be output to a player of a gaming device. This
authentication code may include various usage data, may be
determined in a variety of different ways and may be output
in a variety of different ways. For example, a gaming device
may print out a receipt for a gaming session that includes
one or more of the following:
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[0776] (i) an indication of the player (e.g., a player
identifier obtained from a player tracking card)

[0777] (ii) an indication of a gaming device

[0778] (iii) usage data relating to the gaming session
(e.g., session coin-in, session theoretical win)

[0779] (iv) an authentication code (e.g., including
information sufficient to verify the player’s usage of
the gaming device)

[0780] In a second example, an authentication code may
be stored on player tracking card. For example, a player may
carry a smart card that identifies the player and functions as
a player tracking card. Information about the player’s usage
of at least one gaming device may be included in an
authentication code and the authentication code may be
stored on the smart card.

[0781] A player may use an authentication code to obtain
a comp (i.e., complimentary) or other benefit in a variety of
different ways. For example, a player may take his receipt,
smart card, or other indication of an authentication code to
a cashier (e.g., a customer service employee at supermarket
or shopping mall). The cashier may then use the authenti-
cation code to verify the player’s usage data. If the authen-
tication code and usage data are verified, then the player may
receive an appropriate comp or other benefit.

[0782] In another example, a player may operate a termi-
nal device (e.g., a kiosk) to register himself for a comp. For
example, a player may identify himself (e.g., by inserting his
player tracking card into the kiosk) and use a bar code reader
(i.e., an input device) to scan an authentication code that is
printed on a receipt. Based on the authentication code, a
comp may be provided to the player.

[0783] In another example, a player may visit a website
(e.g., a website of a gaming device manufacturer or other
interested party) and indicate an authentication code using
the website. Based on the authentication code, a comp may
be provided to the player (e.g., through the website).

[0784] A variety of different types of comps may be
provided to players, as is known in the art. Examples of
comps include money, alternate currencies (e.g., comp
points), products, services, and other forms of consideration.
Note that a comp may be provided to a player by a casino,
by a gaming device manufacturer, or by some other inter-
ested party.

[0785] Note that by providing an authentication code
obtained at a gaming machine, a player may authenticate
both his own usage of the gaming device and other usage
data relating to the gaming device. For example, in addition
to including information about a player’s usage of a gaming
device, a gaming receipt that is output to a player may also
include an authentication code that includes information
about the year-to-date coin-in at that gaming device. As
described above, this information may be useful in verifying
the authenticity of gaming device usage data to one or more
interested parties (e.g., a gaming device manufacturer)

[0786] According to some embodiments, a gaming device
may receive an indication of an activation code (e.g., from
a casino server or an authentication server). Based on this
indication, the gaming device may activate or deactivate at
least one feature on the gaming device.
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[0787] According to some embodiments, an activation
code may be an alphanumeric code, sequence of digits,
digital certificate, or other information suitable for indicat-
ing that a feature or a gaming device should be enabled or
disabled. According to some embodiments, activation codes
may be particularly appealing to casinos because they allow
casinos to enable or disable features as they see fit (e.g., to
provide the best possible entertainment experience for play-
ers, or to reduce licensing costs).

[0788] Applicants have recognized that a casino may alter
the operation of a gaming device (e.g., by using an activation
code to enable a feature) and then deny that it altered the
operation of the gaming device. For example, a casino may
activate a 3D graphics feature on a gaming device that is
particularly entertaining to players. According to an existing
agreement, a casino may be required to pay a game manu-
facturer a license fee to use this 3D graphics feature on the
gaming device. As described above, a gaming device may
track usage of this feature so as to determine an appropriate
license fee to be paid to the game manufacturer. However, at
the end of a month, when it is time for the casino to play a
license fee based on usage of the 3D graphics feature, the
casino may deny that it activated the feature. For example,
a casino executive may say, “The gaming device must have
activated the 3D graphics feature itself. We didn’t activate
the feature. Therefore, we refuse to pay the licensing fee.”
Needless to say, a game manufacturer, licensor, or other
interested party would like to avoid such a situation.

[0789] According to some embodiments, a casino may
need to contact an interested party (e.g., a game manufac-
turer) or a trusted third party in order to obtain an activation
code. Alternatively, a casino may generate its own activation
code (e.g., using a casino server). According to some
embodiments, an activation code may be digitally signed by
a casino. That is, an activation code may include a digital
signature that can only be produced using a private key that
is known only to the casino. For example, a casino may
operate a casino server or other device that is used to activate
or deactivate feature(s) on at least one gaming device. This
casino server may store a private key that is known only to
the casino. Whenever the casino would like to activate or
deactivate a feature, a casino employee may indicate this to
the casino server (e.g., by using an input device attached to
the casino server). The casino server may then determine an
activation code appropriate for activating or deactivating the
feature on the gaming device. An activation code generated
by a casino server may include information such as:

[0790] (i) feature—An indication of what feature or fea-
tures should be activated or deactivated.

[0791] (ii) action to be performed—(e.g., “activate” or
“deactivate”)— An indication of what action should be
performed on the indicated feature or features.

[0792] (iii) gaming device—An indication of what gaming
device or machines the activation code is intended for.

[0793] (iv) time—An indication of when the activation
code is generated. Note that including an indication of time
in an activation code may prevent a casino from claiming
that a gaming device is reusing an old activation code.

[0794] (v) operator—An indication of who is operating the
casino server (i.c., who requested that the casino server
generate the activation code). This information may be
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helpful in allowing a casino to determine what employee
activated a feature. Note that, according to some embodi-
ments, a casino server may activate a feature automatically
based on a condition (e.g., a feature may be activated every
day from 6 pm-9 pm).

[0795] Various other information that may be included in
an activation code is analogous to information that may be
included in an authentication code, as described above.

[0796] A casino server may sign an activation code using
a private key. Methods of producing digital signatures are
known to those skilled in the art and are similar to methods
used for generating an authentication code (as described
above). Note that signing an activation code with a private
key may include encrypting a portion of the activation code
with the private key (e.g., according to a public-key encryp-
tion algorithm such as the ones described above). One major
benefit of signing an activation code with a casino’s private
key is that nobody but the casino should know this private
key and be able to sign the activation code with it. Therefore,
there should be no way for anybody other than the casino to
activate or deactivate a feature on the gaming device.
According to some embodiments, a casino server may use
the same private key to sign activation codes for a plurality
of gaming devices. Alternatively, a casino server may store
a plurality of private keys (e.g., one for each gaming device).
The activation code may then be indicated to the gaming
device. For example, a casino server may transmit an
indication of an activation code to at least one gaming device
using a communication network. In another example, a
casino server may output an activation code using an output
device (e.g., a video monitor, a disk drive). A casino
employee may then provide this activation code to a gaming
device using an input device (e.g., a numeric keypad, a
magnetic stripe reader).

[0797] According to some embodiments, a gaming device
may verify an activation code. Various methods are possible
depending on how an activation code was generated. For
example, a casino server may sign an activation code with
a private key. A gaming device may then verify this activa-
tion code with a public key corresponding to the private key.
According to some embodiments, a plurality of gaming
devices may store the same public key for a casino server.
Alternatively, each gaming device may store a different
public key (e.g., because a casino server uses a different
private key for each gaming device).

[0798] A gaming device may activate or deactivate a
feature based on an activation code that is received and
verified. As described above, usage data tracked by a gaming
device and included in an authentication code may include
information about activating or deactivating features and/or
information about activation codes that are indicated to a
gaming device. Including information about activation
codes in an authentication code is one way of communicat-
ing an activation code to an interested party and preventing
a casino from denying that it activated a feature on a gaming
device. Other means of authenticating usage data (e.g., as
described above) may also be used to authenticate that a
casino provided an activation code.

[0799] Usage data for a gaming device may be monitored
and authenticated using an auxiliary device. For example, an
auxiliary device may be attached to the side of a gaming
device and used to perform the following steps:
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[0800] (i) determining usage data relating to a gam-
ing device

[0801] (ii) generating an authentication code based
on the usage data
[0802] (iii) outputting the authentication code

[0803] Note that these steps may be performed in a
manner similar to that described above for a gaming device.
An auxiliary device may include one or more of the follow-
ing:

[0804]
[0805]

(i) a processor

(i) memory (e.g., storing a secret key)

[0806] (iii) an input device
[0807] (iv) an output device
[0808] (v) a communication port
[0809] (vi) a secure perimeter

[0810] An auxiliary device may be situated in various
locations, including:

[0811] (i) attached to the outside of a gaming device—For
example, an auxiliary device 2400 may be encased in a
stainless steel box that may be bolted to the back of a gaming
device 1300. One example of this embodiment is shown in
FIGS. 24A and 24B. Note that the example auxiliary device
2400 depicted in FIGS. 24A and 24B includes a camera
2402 that may determine when the reels of a slot machine
are spinning.

[0812] (ii) proximate to a gaming device—For example,
an auxiliary device may be attached to the ceiling above a
gaming device and include a camera that allows the auxil-
iary device to monitor game play at the gaming device.

[0813] (iii) inside a gaming device—For example, an
auxiliary device may be a component of a gaming device
that is connected to the electronics of the gaming device by
at least one wire or channel.

[0814] According to some embodiments, an auxiliary
device 2400 may communicate with a gaming device (e.g.,
to receive information relating to usage data). For example,
an auxiliary device 2400 may be connected to the processor
of a gaming device and receive indications of usage data
relating to the gaming device. In a second example, an
auxiliary device may read information from a memory, a
data storage device, and/or communications port on a gam-
ing device.

[0815] According to some embodiments, an auxiliary
device 2400 may include at least one sensor or input device.
This sensor may enable to the auxiliary device to monitor a
gaming device and independently determine or confirm
usage data. Details of different types of sensors and input
devices are described above. Examples of sensors that may
be included on an auxiliary device include:

[0816] (i) a camera aimed at the front of a gaming
device. A camera may be used to independently
determine information such as a bet that is placed on
the gaming device, a credit balance on the gaming
device, or an outcome on the gaming device.

[0817] (ii) a motion sensor may determine when the
reels of a slot machine are spinning.
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1) a proximity sensor may 1dentily when

0818] (iil)) a proximity y identify wh
there is a person standing or sitting in front of a
gaming device.

[0819] (iv)a weight sensor may determine how many
coins are in the hopper of a gaming device

[0820] According to some embodiments, the invention
may include a kit that enables a party to add an auxiliary
device 2400 to a gaming device 1300 or otherwise modify
a gaming device to generate an authentication code based on
usage data.

[0821] 1t is clear from the foregoing discussion that the
disclosed systems and methods for authenticating gaming
device usage data represents an improvement in the art of
gaming. While the method and apparatus of the present
invention has been described in terms of its presently
preferred and alternate embodiments, those skilled in the art
will recognize that the present invention may be practiced
with modification and alteration within the spirit and scope
of the appended claims. The specifications and drawings are,
accordingly, to be regarded in an illustrative rather than a
restrictive sense.

[0822] Further, even though only certain embodiments
have been described in detail, those having ordinary skill in
the art will certainly appreciate and understand that many
modifications, changes, and enhancements are possible
without departing from the teachings thereof. All such
modifications are intended to be encompassed within the
following claims.

What is claimed is:
1. A method comprising:

determining a measure of usage of a first feature on a first
gaming device;

determining a measure of usage of a second feature on the
first gaming device;

determining a first payment rate that is associated with a
first party;

determining a first payment amount based on the first
payment rate and the measure of usage of the first
feature;

determining a first code based on the measure of usage of
the first feature;

initiating payment of the first payment amount to the first
party;
outputting the first code for transmission to the first party;

determining a second payment rate that is associated with
a second party;

determining a second payment amount based on the
second payment rate and the measure of usage of the
second feature;

determining a second code based on the measure of usage
of the second feature;

initiating payment of the second payment amount to the
second party; and

outputting the second code for transmission to the second
party.
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2. A method comprising:
enabling a first feature for use on a first gaming device;

determining a measure of profitability of the first gaming
device,

wherein the measure of profitability corresponds to use of
the first gaming device while the first feature is enabled
for use on the first gaming device;

determining a difference between the measure of profit-
ability and a benchmark measure of profitability;

determining whether to disable the first feature based on
the difference;

generating an authentication code based on the use of the
first gaming device while the first feature is enabled for
use on the first gaming device;

outputting the authentication code if the first feature
should be disabled based on the difference.

3. The method of claim 2, further comprising:

disabling the first feature on a second gaming device if the
first feature should be disabled based on the difference.

4. The method of claim 2, further comprising:

enabling a second feature on the first gaming device if the
first feature should be disabled based on the difference.

5. The method of claim 2, further comprising:

enabling a second feature on the first gaming device if the
first feature should not be disabled based on the dif-
ference.

6. The method of claim 2, further comprising:

offering a product to a player in accordance with the first
feature.

7. The method of claim 2, further comprising:

providing play of at least one game on the first gaming
device in accordance with the first feature.

8. The method of claim 2, further comprising:

determining an outcome in at least one game in accor-
dance with the first feature.

9. The method of claim 2, further comprising:

determining a payout for a player in accordance with the
first feature.
10. The method of claim 2, further comprising:

determining a payout table in accordance with the first
feature.
11. A method comprising:

determining a measure of usage of a feature on at least one
gaming device;

determining a code based on the measure of usage of the
feature;

determining a payment amount based on the measure of
usage of the feature;

initiating payment of the payment amount to a party
having an interest in the feature; and

transmitting the code to the party having an interest in the
feature.

48

Jul. 1, 2004

12. The method of claim 11, further comprising:

determining if the feature should be disabled on the at
least one gaming device based on the measure of usage
of the feature; and

disabling the feature on the at least one gaming device if
the feature should be disabled.
13. The method of claim 11, wherein determining the
measure of usage of the feature comprises:

determining an amount of coin-in received by the at least
one gaming device while the feature is active.
14. The method of claim 11, wherein determining the
measure of usage of the feature comprises:

determining a period of time that the feature is active on
the at least one gaming device.
15. The method of claim 11, wherein determining the
measure of usage of the feature comprises:

providing at least one offer for a product to at least one
player; and

determining a number of accepted offers of the at least one
offer provided.
16. The method of claim 11, wherein determining the
measure of usage of the feature comprises:

providing at least one offer for a product to at least one
player; and

determining a transaction amount based on at least one

accepted offer of the at least one offer provided.

17. The method of claim 11 wherein the authentication
code includes sufficient information such that the party
having an interest in the feature may verify that the payment
amount was accurately determined based on the measure of
usage of the feature.

18. A method comprising:

determining a feature that has been active on at least one
gaming device;

determining a measure of performance of the feature;

determining a code based on the measure of performance
of the feature;

determining a payment rate that is associated with a party;

determining a payment amount based on the payment rate
and the measure of performance of the feature;

initiating payment of the payment amount to the party;
and

outputting the code for transmission of the code to the
party.
19. The method of claim 18, wherein the party is at least
one of:

a licensor of the feature,
a developer of the feature, and

a vendor of the feature.
20. The method of claim 18, wherein determining the
measure of performance of the feature comprises:

determining a first theoretical win based on play of the at
least one gaming device while the feature has been
inactive;
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determining a second theoretical win based on play of the
at least one gaming device while the feature has been
active; and

determining an incremental theoretical win based upon

the first theoretical win and the second theoretical win.

21. The method of claim 20 wherein determining an

incremental theoretical win includes expressing the first

theoretical win and the second theoretical win in a common
set of units.

22. The method of claim 18, wherein determining the
measure of performance of the feature comprises:

determining a first amount wagered at the at least one
gaming device;

determining a second amount wagered based on play of
the at least one gaming device while the feature has
been active; and

determining an incremental amount wagered based upon
the first amount wagered and the second amount
wagered.

23. The method of claim 22 wherein determining an
incremental amount wagered includes expressing the first
theoretical win and the second theoretical win in a common
set of units.

24. The method of claim 18, wherein determining the
measure of performance of the feature comprises:

determining a measure of profitability of the at least one
gaming device.
25. The method of claim 24, wherein determining the
measure of profitability of the feature comprises:

determining an amount wagered at the at least one gaming
device while the feature has been active; and

determining an amount paid out at the at least one gaming
device while the feature has been active.

26. The method of claim 25, further comprising:

determining a difference between the amount wagered
and the amount paid out.
27. The method of claim 24, wherein determining the

measure of profitability of the feature comprises at least one
of:

determining an average amount wagered per player at the
at least one gaming device while the feature has been
active;

determining an average amount wagered per play at the at
least one gaming device while the feature has been
active;

determining an average amount wagered per unit of time
at the at least one gaming device while the feature has
been active; and

determining an average rate of play at the at least one
gaming device while the feature has been active.
28. The method of claim 18, wherein determining the
measure of performance of the feature comprises:

determining an amount of coin-in received at the at least
one gaming device.
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29. The method of claim 18, wherein determining the
measure of performance of the feature comprises:

determining a period of time that the feature has been
active on the at least one gaming device.
30. The method of claim 18, wherein determining the
measure of performance of the feature comprises:

determining a number of the at least one offer provided to
at least one player in accordance with the feature,

wherein the at least one offer was accepted.
31. The method of claim 18, wherein determining the
measure of performance of the feature comprises:

determining a transaction amount corresponding to at
least one accepted offer,

wherein the at least one accepted offer was provided to at
least one player in accordance with the feature.
32. The method of claim 18, wherein determining the
measure of performance of the feature comprises:

determining a theoretical win based on play of the at least

one gaming device while the feature has been active.

33. The method of claim 18, wherein determining the
measure of performance of the feature comprises:

determining an amount wagered based on play of the at
least one gaming device while the feature has been
active.

34. A method comprising:

accumulating data relating to usage of at least one feature
of a gaming device;

generating an authentication code based on the data; and

outputting the authentication code to an operator.
35. A method comprising:

receiving data relating to usage of at least one feature of
a gaming device;

receiving an authentication code based on the data; and

verifying that the authentication code corresponds to the
data.
36. The method of claim 35 further comprising:

outputting a message that the authentication code corre-
sponds to the data.
37. The method of claim 35 further comprising:

outputting a message that the authentication code does not
correspond to the data.
38. A method comprising:

receiving data relating to usage of at least one feature of
a gaming device;

receiving a first authentication code previously generated
by the at least one gaming device;

generating a second authentication code based on the
received data;

comparing the first authentication code to the second
authentication code; and

outputting an indication of an authenticity of the received
data based upon the comparing.



