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(57) ABSTRACT

User events of a platform are processed to extract aggregate
information about users of the platform at an event process-
ing system. A query relating to the user events is received at
the system and at least one query parameter is determined
from the query. Various privacy controls are disclosed for
ensuring that any information released in response to the
query cannot be used to identify users individually or to infer
information about individual users.
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EVENT PROCESSING SYSTEM

TECHNICAL FIELD

[0001] The present invention relates to a system for pro-
cessing events.

BACKGROUND

[0002] There are various contexts in which it is useful to
extract aggregated and anonymized information relating to
users of a platform.

[0003] For example, understanding what content audi-
ences are publishing and consuming on social media plat-
forms has been a goal for many for a long time. The value
of social data is estimated at $1.3 trillion but most of it is
untapped. Extracting the relevant information is challenging
because of the vast quantity and variety of social media
content that exists, and the sheer number of users on popular
social media platforms, such as Facebook, Twitter, LinkedIn
etc. It is also made even more challenging because preserv-
ing the privacy of the social media users is of the utmost
importance.

[0004] A data platform that is available today under the
name DataSift PYLON connects to real-time feeds of social
data from various social media platforms (data sources),
uncovers insights with sophisticated data augmentation,
filtering and classification engine, and provides the data for
analysis with an appropriate privacy protocol required by the
data sources.

[0005] It allows insights to be drawn from posts, shares,
re-shares, likes, comments, views, clicks and other social
interactions across those social media platforms. A privacy-
first approach is adopted to the social media data, whereby
(among other things) results are exclusively provided in an
aggregate and anonymized form that makes it impossible to
identify any of the social media users individually.

[0006] In the context of event processing, the need arises
in various contexts to analyze numbers of unique users on a
platform—not only social media platforms where the events
correspond to social interactions, but other types of platform
with other types of user event.

SUMMARY

[0007] In order to preserve user privacy, it is desirable to
impose restraints on the release of information from systems
that process user events, such as events recording social
interactions on a social media platform that are processed to
extract aggregate information about the social interactions.
The goal is to ensure that individual users can never be
identified from the aggregate information released by the
system and prevent the release of any information that could
be attributed to individual users.

[0008] In accordance with the present invention, user
events of a platform are processed to extract aggregate
information about users of the platform at an event process-
ing system. A query relating to the user events is received at
the system and at least one query parameter (filtering
condition) is determined from the query.

[0009] Various novel privacy controls are disclosed herein
for ensuring that any information released in response to the
query cannot be used to identify users individually or be
attributed to individual users. These can be used individually
or in combination, with various examples described in detail
below.
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[0010] A first aspect of the present invention is directed to
a method of processing user events of a platform to extract
aggregate information about users of the platform, the
method comprising, at an event processing system: receiv-
ing a query relating to the user events; determining at least
one query parameter from the query; applying to the user
events an exact counting procedure for computing an exact
count for a set of the user events satisfying the at least one
query parameter, by individually identifying and counting
those user events; generating error data for the exact count-
ing procedure; using the generated error data to introduce an
artificial error in the exact counting procedure, thereby
generating an approximate count for the set of user events
deviating from the exact count by an unpredictable amount;
and responding to the query relating by releasing aggregate
information comprising or derived from the approximate
count for the set of user events satisfying the at least one
query parameter.

[0011] The inventors of the present invention have recog-
nized that, where the aggregate information is derived using
an exact counting process in which the user events are
individually counted (rather than a probabilistic estimation
procedure, e.g. based on Hyperl.ogl.og or one of its vari-
ants), this could open-up the system to a certain type of
attack in which it may be possible to identify individual
users or infer information about specific users from the
released information in certain circumstances. This attack is
explained at length below, but for now suffice it to say that
the attack is rendered ineffective by deliberately introducing
the artificial error into the counting procedure and using the
count with this deliberate error as a basis for responding to
the query.

[0012] In embodiments, the count is a unique user count
for the set of user events satisfying the at least one query
parameter, or an event count for the set of user events
satisfying the at least one query parameter. Alternatively,
both the unique user count and the event count may be
generated in this manner.

[0013] The method may comprise a step of quantizing the
approximate count, the aggregate information comprising or
derived from the quantized count.

[0014] For an inexact unique user count, the method may
comprise a step of comparing the inexact user count to a
threshold, wherein the aggregate information is released in
response to determining that the inexact unique user count is
no less than a minimum permitted user count indicated by
the threshold.

[0015] At least one query parameter may be determined
from the query for each of a plurality of buckets. The exact
counting procedure may be applied for each of the buckets,
with respective error data being generated unpredictably for
each of the buckets individually and used to introduce an
artificial error in the exact counting process for that bucket
to generate an inexact bucket count for each of the buckets,
whereby differing artificial errors are exhibited across the
bucket counts. That is, to ensure a range of errors across the
bucket counts.

[0016] The method may comprise a step of quantizing
each of the inexact buckets counts for release.

[0017] An overall count across all of the buckets may be
also generated, corresponding to a sum of all of the buckets
counts. This can, for example, be an overall count of all
events in an index, or a subset of the events in the index
events that satisfy at least one overall query parameter
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determined from the query (i.e. with two stages of filtering,
to isolate events of interest and then provide a breakdown of
the results for those events). The exact counting procedure
may also be applied to generate an inexact overall count for
the user events in the index or the subset of the user events
satisfying the at least one overall query parameter, with each
of the buckets corresponding to a (further) subset thereof,
such that the individual bucket counts provide a breakdown
of the overall count.

[0018] The bucket counts may be unique user counts, each
of which is compared with a bucket redaction threshold,
wherein any of the buckets for which the inexact unique user
count is below a minimum user count indicated by the
bucket redaction threshold is redacted. That is, aggregate
information is withheld for that bucket.

[0019] The overall count may be an overall unique user
count and the method comprises a step of comparing the
overall unique user count with a gating threshold to deter-
mine whether to accept or reject the query, wherein the query
is accepted in response to determining that overall unique
user count is at least a minimum user count indicated by the
gating threshold.

[0020] Each of user events may be purged from the event
processing system upon expiry of a retention period for that
user event, whereby user events are not counted once
purged.

[0021] User events for users below an age threshold may
not be counted.
[0022] Each of the user events may comprise an identifier

of one of the platform users and the count may be a unique
user count generated from the user identifiers in the set of
user events.

[0023] The exact counting procedure may comprise com-
puting the exact count for the set of user events satisfying the
at least one query parameter, and using the error data to
modify the exact count once computed to generate the
approximate count deviating from the exact count by the
unpredictable amount. For example, the unpredictable
amount may be unpredictably selected from a percentage
range of the exact count.

[0024] Alternatively, the artificial error can be introduced
at some other stage(s) of the process, as the count is
generated.

[0025] A second aspect of the present invention is directed
to a method of processing user events of a platform to extract
aggregate information about users of the platform, the
method comprising, at an event processing system: receiv-
ing a query relating to the user events; determining at least
one query parameter from the query; computing a unique
user count for a set of the user events satisfying the at least
one query parameter; comparing the unique user count to a
metering threshold; and rejecting the query if the unique
user count exceeds a maximum permitted user count indi-
cated by the metering threshold.

[0026] This upper limit is a simple and effective way of
preventing what is referred to herein as “metering”, which
refers to the use of broad queries on large, strategic popu-
lations of users to infer information about activity on the
platform as a whole, such as the total number of social
interactions (of any kind) or active users (of any demo-
graphic) on a social media platform within a given time
period.
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[0027] In embodiments, the unique user count that is
compared to the metering threshold may be estimated from
a representative sample of the user events in an index.
[0028] If the unique user count does not exceed the
maximum permitted user count, the unique user count may
be re-computed from a larger number of the user events in
the index, e.g. all of the user events in the index.

[0029] The re-computed user count may be compared with
a gating threshold, and in that event the query is rejected if
the re-computed user count is less than a minimum permit-
ted user count indicated by the gating threshold and accepted
otherwise.

[0030] The metering threshold may be set as a function of
a global unique user count for the platform, e.g. as a
percentage of the global unique user count for the platform.
[0031] The metering threshold may be set in dependence
on a statistical analysis of the user events.

[0032] A third aspect of the present invention is directed to
a method of processing user events of a platform to extract
aggregate information about users of the platform, the
method comprising, at an event processing system: receiv-
ing a query relating the user events; determining at least one
query parameter from the query; generating at least one
count for a set of the user events satisfying the at least one
query parameter; and applying quantization to the at least
one count to generate at least one quantized count for
release, the quantized count being one of a plurality of
permitted quantized values, wherein the quantization has a
variable quantization range, the quantization range being the
difference between adjacent pairs of the permitted quantized
values.

[0033] In embodiments, the quantization range may
increase for larger permitted quantized values.

[0034] For example, the quantization range may increase
“linearly” with respect to the permitted quantized values,
such that quantization steps scale linearly with audience size
(number of unique users). By way of example, a possible set
of quantization rules might be as follows:

audience size for the query quantization step on each bucket

round down to the nearest 100th
round down to the nearest 500th
round down to the nearest 1000th
round down to the nearest 5000th

<10,000 unique users
<50,000 unique users
<100,000 unique users
<500,000 unique users

[0035] Note this is just one example, and the steps may be
non-linear (e.g. they may increase quadratically with audi-
ence size).

[0036] Multiple counts may be generated, and quantiza-
tion may be applied to all of them.

[0037] A fourth aspect of the present invention is directed
to a method of processing user events of a platform to extract
aggregate information about users of the platform, the
method comprising, at an event processing system: receiv-
ing a query relating to the user events; determining at least
one query parameter from the query; computing a unique
user count for a set of the user events satisfying the query
parameter; setting a variable gating threshold for the query
as a function of the at least one query parameter; comparing
the unique user count with the gating threshold set for the
query; and rejecting the query if the unique user count is less
than a minimum permitted user count indicated by the gating
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threshold set for the query, whereby the minimum permitted
user count depends on the at least one query parameter.
[0038] In embodiments, the at least one query parameter
may comprise a user attribute, and the variable gating
threshold may be set as a function of the user attribute.
[0039] A fifth aspect of the present invention is directed to
a method of processing user events of a platform to extract
aggregate information about users of the platform, the
method comprising, at an event processing system: receiv-
ing a query relating to the user events; determining at least
one query parameter from the query; computing, for a set of
the user events satisfying the at least one query parameter,
an approximate count with an error margin of at least two
percent; applying quantization to the approximate count to
generate a quantized count; and responding to the query by
releasing aggregate information comprising or derived from
the quantized count.

[0040] The approximate count (C,) for the set of user
events is computed with an error margin (E) of at least 2%
in that it deviates from an exact count (C) for that set by an
unpredictable amount (D), wherein D conforms to a prob-
ability distribution having a standard deviation (o) and the
error margin E is defined as follows:

E= =2
=— »2%
Cg °

[0041] That is:
Pr(D=d)=fld)

where Pr(D=d) is the probability that D=d and f(d) is the
probability distribution having standard deviation o that is at
least 2% of the exact count Cy.

[0042] In the context of obtaining counts for user events,
this is a significantly larger error than might be expected.
However, the inventors of the present invention have rec-
ognized that, when combined with quantization, an error of
this magnitude ensures that the information released by the
system is anonymized. In particular, this combination pro-
vides robust protection against a form of “set-balancing
attack” that is set out in detail below. To achieve this, an
error margin of E between about 2-3% is generally expected
to be sufficient.

[0043] The error can be an error that is artificially intro-
duced into an exact counting procedure, or it can be error
that is intrinsic to a probabilistic count estimation procedure,
providing that steps are taken to ensure that this error is of
sufficient magnitude. That is, error margin may be a conse-
quence of introducing an artificial error into an exact count-
ing procedure applied to the user event or it may be intrinsic
to a probabilistic count estimation procedure applied to the
user events to generate the count.

[0044] In embodiments, the error margin may be at least
three percent.
[0045] The quantization may have a quantization range of

at least one hundred (for example, the count may be quan-
tized by rounding it down to the nearest one hundred).

[0046] Note that, in relation to the first and fifth aspects in
particular, the deviation is “unpredictable” in that it would
not possible for an external observer to predict what devia-
tion would be introduced for a new given query from the
results of different queries submitted to the system, so that
the deviation appears random to the external observer.
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Accordingly, a deviation is considered unpredictable not
only when it is indeterministic but also when it is determin-
istic but unpredictable to users of the system who lack
knowledge of how it is created (that is, who lack knowledge
of the process used to create it and/or the underlying data to
which that process has been applied). For the avoidance of
doubt it is noted that the terms “random” and “randomized”
are used interchangeably with the term “unpredictable”, and
as such are not limited to indeterministic behaviour but also
encompass behaviour that is deterministic but appears ran-
dom in this sense.

[0047] For example, in accordance with the first aspect of
the invention, the error data can be generated in a truly-
random sense (e.g. based on quantum-mechanical phenom-
ena, in which case the deviation is unpredictable even with
knowledge of how it is determined) but also in a pseudo-
random sense, in which case the deviation is unpredictable,
and appears random, without knowledge of how it is gen-
erated. For example, where the deviation is generated
pseudo-randomly by applying an algorithm to a seed, it is
unpredictable and therefore appears random without knowl-
edge of the algorithm and the seed. (It is also noted, for the
avoidance of doubt that, the extent of the deviation that has
been introduced for any given query may not even be
derivable from the information released from the system due
to the quantization).

[0048] In any of the above, the platform may be a content
publication platform for publishing and consuming content,
the user events relating to the publication and consumption
of content by the users of the content publishing platform.

[0049] However, it is noted that whilst the “user events”
referred to herein can relate to social interactions on a social
media platform (publishing/consuming content), the inven-
tion is not limited to this and the system can be used for
processing other types of events. The platform can be any
platform with a user base that facilitates user actions. The
platform provider could for example be a telecoms operator
like Vodafone or Verizon, a car-hire/ride-share platform like
Uber, an online market place like Amazon, a platform for
managing medical records. The events can for example be
records of calls, car rides, financial transactions, changes to
medical records etc. conducted, arranged or performed via
the platform. There are numerous scenarios in which it is
beneficial to extract anonymous and aggregated information
from such events, where the need to obtain a count, such as
a unique user count or event count, over a set of such events
arises.

[0050] In this respect, it is noted that all description
pertaining to interaction events of a social media platform
(content items) herein applies equally to other types of
events of platforms other than social media. Each user event
can be any event relating to the user with which it is
associated. Each of the user events may relate to an action
performed by or otherwise relating to one of the users of the
platform and comprise an identifier of that user. That is, each
of the user events may be a record of a user-related action
on the platform.

[0051] Such events can comprise or be associated with
user attributes and/or metadata for the actions to which they
relate, allowing those events to be processed (e.g. filtered
and/or aggregated) using any of the techniques described
herein, for example to count the number of events satisfying
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a filter (e.g. at least one query parameter defined in or
derived from a query) and the number of unique users across
those events.

[0052] Another aspect of the present invention is directed
to an event processing system comprising computer storage
holding executable instructions and one or more processing
units configured to execute those instructions to carry out
any of the method steps or system functionality disclosed
herein.

[0053] Another aspect of the present invention is directed
to a computer program product comprising executable
instructions stored on a computer readable storage medium
and configured, when executed at an event processing sys-
tem, to carry out any of the method steps or system func-
tionality disclosed herein.

BRIEF DESCRIPTION OF FIGURES

[0054] For a better understanding of the present invention,
and to show how embodiments of the same may be carried
into effect, reference is made by way of example to the
following figures in which:

[0055] FIG. 1A shows a schematic block diagram of an
index builder of a content processing system;

[0056] FIG. 1B shows a schematic block diagram of a
real-time filtering and aggregation component of a content
processing system;

[0057] FIG. 2 shows a schematic block diagram of a
computer system in which a content processing system can
be implemented;

[0058] FIG. 3 shows a block diagram of a content pro-
cessing system in accordance with the present invention;
[0059] FIG. 4 shows an example of a user-centred for a
content processing system;

[0060] FIG. 5 shows a flowchart for a method of filtering
and counting events in an index and FIG. 5A shows an
example of the method applied to certain events;

[0061] FIG. 6 shows a schematic illustration of an ordered
data structure;
[0062] FIG. 7 shows a high level illustration of certain

privacy controls;

[0063] FIG. 7A shows an example of minimum audience-
size gating;

[0064] FIG. 7B shows an example of quantization and
redaction; and

[0065] FIG. 8 illustrates an example of a metering pre-
vention technique.

DETAILED DESCRIPTION OF EMBODIMENTS

[0066] FIG. 1A shows a high level overview of part of a
content processing system for processing content items 604
of a social media platform.

[0067] Each of the content items 604—also called “inter-
action events” or simply “events” herein—is a record of an
“interaction” on the social media platform (social interac-
tion), which can be a social media user publishing a new
piece of content or consuming an existing piece of content.
Examples of different publishing or consuming actions are
given later. The events are provided by the social media
platform, which is referred to as a “data provider” in this
context. They are provided as a real-time data stream or
multiple real-time data streams (e.g. different streams for
different types of events), also referred to as “firehoses”
herein. That is, the events 604 are received in real-time at an
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index builder 600 of the content processing system as the
corresponding social interactions take place.

[0068] Indexes, such as index 602, can be created within
the index builder 600. An index is a database in which
selectively-made copies of the events 602 are stored for
processing. An index can for example be a bespoke database
created by a querying user for his own use, i.e. a user of the
content processing system who wishes to submit queries to
it (such as a customer), or it can be a shared index created
by an operator of the content processing system for use by
multiple customers. The index 602 holds copies of selected
events 604, which are selected by a filtering component 608
of the index builder 600 according to specified filtering
rules. These filtering rules are defined in what is referred to
herein as an “interaction filter” 606 for the index 602.
Viewed in slightly different terms, an index can be seen as
apartial copy of a global database (the global database being
the set of all events received from the data provider) that is
populated by creating copies of the events 604 that match the
interaction filter 606.

[0069] The index 602 can be created in a “recording”
process, which is initialized by providing an interaction filter
606 and which runs from a timing of the initialization to
capture events from that point onwards as they occur in
real-time. It may also be possible for an index to contain
historical events. The interaction filter 608 is applied by the
filtering component 608 in order to capture events matching
the interaction filter 606, from the firehoses, as those events
become available. The process is a real-time process in the
sense that it takes as an input the “live” firehoses from the
data provider and captures the matching events in real-time
as new social interactions occur on the social media plat-
form. The recording process continues to run until the
customer 606 (in the case of a bespoke index) or service
provider (in the case of a shared index) chooses to suspend
it, or it may be suspended automatically in some cases, for
example when system limits imposed on the customer are
breached.

[0070] Each of the events 604 comprises a user identifier
of the social media user who has performed the correspond-
ing interaction. As explained in further detail later, by the
time the events 604 arrive at the filtering component 608,
preferably every one of the events comprises a copy of the
content to which it relates; certain “raw” events, i.e. as
provided by the data provider, may not include the actual
content when first provided, in which case this can be
obtained and added in an “augmentation” stage of the
content processing system, in which “context building” is
performed.

[0071] User attributes of the social media users are made
available by the data provider from user data of the social
media platform, for example from the social media users’
social media accounts (in a privacy-sensitive manner—see
below). A distinguishing characteristic of such user attri-
butes is that they are self-declared, i.e. the social media users
have declared those attributes themselves (in contrast to user
attributes that need to be inferred from, say, the content
itself). The attributes be provided separately from the raw
events representing the publication and consumption of
content from the data provider. For example, an attribute
firchose may be provided that conveys the creation or
modification of social media profiles in real-time. In that
case, as part of the context building, the events 604 relating
to the publication and consumption of content can be
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augmented with user attributes from the attribute firchose,
such that each of the augmented events 604 comprises a
copy of a set of user attributes for the social media user who
has performed the interaction.

[0072] The idea behind context building is to add context
to events that lack it in some respect. For example, a user
identifier (ID) in an incoming event may simply be an
anonymized token (to preserve user privacy) that has no
meaning in isolation; by adding user attributes association.
In database terminology, context building can be viewed a
form of de-normalization (vertical joining). Another
example when a data provider provides a separate firchoses
of “likes” or other engagements with previous events.
[0073] The customer or service provider is not limited to
simply setting the parameters of his interaction filter 606; he
is also free to set rules by which the filtered events are
classified, by a classification component 612 of the index
builder 600. That is, the customer/service provider has the
option to create a classifier 610 defining classification rules
for generating and attaching metadata to the events before
they are stored in the index 602. These classification rules
can, for example, be default or library rules provided via an
API of the content processing system, or they can be rules
which the customer or service codes himself for a particular
application.

[0074] Individual pieces of metadata attached to the events
604 are referred to herein as “tags”. Tags can include for
example topic indicators, sentiment indicators (e.g. indicat-
ing positive, negative or neutral sentiment towards a certain
topic), numerical scores etc., which the customer or service
provider is free to define as desired. They could for example
be rules based on simple keyword classification (e.g. clas-
sifying certain keywords as relating to certain topics or
expressing positive sentiment when they appear in a piece of
content; or attributing positive scores to certain keywords
and negative scores to other keywords and setting a rule to
combine the individual scores across a piece of content to
give an overall score) or using more advanced machine
learning processing, for example natural language recogni-
tion to recognize sentiments, intents etc. expressed in natural
language or image recognition to recognize certain brands,
items etc. in image data of the content. The process of adding
metadata tags to events, derived from the content to which
they relate, is referred to as “enrichment” below.

[0075] In addition to bespoke tags added through enrich-
ment, the events may already have some tags when they are
received in the firehoses, for example time stamps indicating
timings of the corresponding interactions, geolocation data
etc.

[0076] With the (additional) tags attached to them in this
manner according to the customer’s bespoke definitions, the
filtered and enriched events are stored in the index 602,
populating it over time as more and more events matching
the interaction filter 608 are received.

[0077] Multiple indexes can be created in this manner,
tailored to different applications in whatever manner the
service provider/customers desire.

[0078] It is important to note that, in the case of private
social media data in particular, even when the customer has
created the index 602 using his own rules, and it is held in
the content processing system on his behalf, he is never
permitted direct access to it. Rather, he is only permitted to
run controlled queries on the index 602, which return
aggregate information, derived from its contents, relating to
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the publication and/or consumption of content on the content
publication platform. The aggregate information released by
the content sharing system is anonymized i.e. formulated
and released in a way that makes it impossible to identify
individual social media users. This is achieved in part in the
way the information is compiled based on interaction and
unique user counts (see below) and in part by redacting
information relating to only a small number of users (e.g.
less than one hundred).

[0079] Queries are discussed in greater detail below but
for now suffice it to say that two fundamental building
blocks for the anonymized aggregate information are:

[0080] 1) interaction counts, and
[0081] 2) associated unique user counts.
[0082] These counts can be generated either for the index

602 as a whole or (in the majority of cases) for a defined
subset of the events in the index 602, isolated by performing
further filtering of the events held in the index 602 according
to “query filters” as they are referred to herein. Taken
together, these convey the number of interactions per unique
user for the (sub)set of events in question, which is a
powerful measure of overall user behaviour for the (sub)set
of events in question.

[0083] The interaction count is simply the number of
events in the index 306 or subset, and the unique user count
is the number of unique users across those events. That is,
for a query on the whole index 602, the number of events
that satisfy (match) the index’s interaction filter 606 and the
number of unique social media users who collectively
performed the corresponding interactions; for a query on a
subset of the index 602 defined by a query filter(s), the
interaction count is the number of events that also match that
query filter(s) (e.g. 606a, 6065, F1IG. 1B—see below) and
the number of unique social media users who collectively
performed the corresponding subset of interactions. Succes-
sive query filters can be applied, for example, to isolate a
particular user demographic or a particular set of topics and
then breakdown those results into “buckets”. Note, this does
not mean successive queries have to be submitted necessar-
ily; a single query can request a breakdown or breakdowns
of results, and the layers of filtering needed to provide this
breakdown can all be performed in response to that query.
For example, results for a demographic defined in terms of
gender and country could be broken down as a time series
(each bucket being a time interval), or in a frequency
distribution according to gender, most popular topics etc.
These results can be rendered graphically on user interface,
such as a dashboard, in an intuitive manner. This is described
in greater detail later.

[0084] For example, to aggregate by gender (one of
“Male”, “Female”, “Unknown”) and age range (one of
“18-257, “25-357, “35-457, “45-55”, “55+47), in the response
to an aggregation query (unique user and interaction) counts
may be generated for each of the following buckets:

Bucket

Male, 18-25
Male, 25-35
Male, 35-45
Male, 45-55
Male, 55+
Female, 18-25
Female, 25-35
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-continued

Bucket

Female, 35-45

Unknown, 55+

[0085] Despite their simplicity, these fundamental build-
ing blocks are extremely powerful, particularly when
coupled with the user attributes and bespoke metadata tags
in the enriched events in the index 602. For example, by
generating interaction and user counts for different subsets
of events in the index 602, which are isolated by filtering
according to different combinations of user attributes and
tags, it is possible for an external customer to extract
extremely rich information about, say, the specific likes and
dislikes of highly targeted user demographics (based on the
social interactions exhibited across those demographics) or
the most popular topics across the index or subset thereof,
without ever having to permit the external customer direct
access to the index 602 itself.

[0086] For example, a useful concept when it comes to
identifying trends within particular user demographics is the
concept of “over-indexing”. This is the notion that a par-
ticular demographic is exhibiting more interactions of a
certain type than average. This is very useful when it comes
to isolating behaviour that is actually specific to a particular
demographic. For example, it might be that within a demo-
graphic, a certain topic is seeing a markedly larger number
of interactions per unique user than other topic (suggesting
that users are publishing or consuming content relating to
that topic more frequently). However, it might simply be that
this is a very popular topic, and that other demographics are
also seeing similar numbers of interactions per unique user.
As such, this conveys nothing specific about the target
demographic itself. However, where, say, a topic is over-
indexing for a target user demographic, i.c. seeing a greater
number of interactions per unique user across the target
demographic than the number of interactions per unique user
across a wider demographic, then that coveys information
that is specific to the target demographic in question.
[0087] By way of example, FIG. 1B shows a real-time
filtering and aggregation component 652 of the content
processing system implementing steps to respond to a query
with two stages of filtering to give a breakdown in response
to that query.

[0088] In the first stage of filtering 6544, a first query filter
626a is applied to the index 602 (shown as one of multiple
indexes) to isolate a subset of events 656 that match the first
query filter 626a. The first query filter 6264 can for example
be defined explicitly in the query by the customer, in order
to isolate a particular demographic(s) of users of a particular
topic(s) (or a combination of both) that is of interest to him.
[0089] In the second state of filtering 6545, second query
filters 2625 (bucket filters) are applied to the subset of events
656. Each of the bucket filters is applied to isolate the events
in the subset 656 that satisfy that bucket filter, i.e. the events
in a corresponding bucket, so that total interaction and user
counts can be computed for that bucket. The total user and
interaction counts for each bucket (labelled 656.1-4 for
buckets 1-4 in this example) are included, along with total
user and interaction counts for the subset of events 656 as a
whole, in a set of results 660 returned in response to the
query. The results 660 are shown rendered in a graphical
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form on a user interface, which is a dashboard 654. That is,
the result 660 is represented as graphical information dis-
played on a display to the customer. The underlying set of
results 660 can also be provided to the customer, for
example in a JSON format, so that he can apply his own
processing to them easily.

[0090] Multiple subsets can be isolated in this way at the
first stage filtering 626a, and each can be broken down into
buckets as desired at the second stage 626b.

[0091] The buckets can for example be time based, i.e.
with each bucket containing events in the subset 656 within
a different time interval. These are shown rendered on the
dashboard 654 as a graphical time series 655q, with time
along the x-axis and the counts or a measure derived from
the counts (such as number of interactions per unique user)
on the y-axis, which is a convenient and intuitive way of
representing the breakdown according to time. As another
example, the buckets could be topic based (e.g. to provide a
breakdown of the most popular topics in the subset 656) or
user based (e.g. to provide a breakdown according to age,
gender, location, job function etc.), or a combination of both.
In this case, it may be convenient to represent the results as
a frequency distribution or histogram 6555, to allow easy
comparison between the counts or a measure derived from
the counts (e.g. interactions per user) for different buckets.
As will be appreciated, these are just examples, and it
possible to represent the results for the different buckets in
different ways that may be more convenient in some con-
texts. The information for each bucket can be displayed
alongside the equivalent information for the subset 656 as a
whole for comparison, for example by displaying on the
dashboard 654 the total user and interaction counts or the
total number of interactions per unique user across the
subset 656 as a whole etc. The dashboard 654 can for
example provided as part of a Web interface accessible to the
customer via the Internet.

[0092] FIG. 2 shows a schematic block diagram of a
computer system in which various devices are connected to
a computer network 102 such as the Internet. These include
user devices 104 connected to the network 102 and which
are operated by users 106 of a social media platform.

[0093] The term “social media platform” refers herein to
a content publication platform, such as a social network, that
allows the social media users 106 to interact socially via the
social media platform, by publishing content for consump-
tion by other social media users 106, and consume content
that other social media users 106 have published. A social
media platform can have a very large number of users 106
who are socially interacting in this manner—tens of thou-
sands or more with the largest social media platform today
currently having user bases approaching 2 billion users. The
published content can have a variety of formats, with text,
image and video data being some of the most common
forms. A piece of published content can be “public” in the
sense that it is accessible to any user 106 of the social media
platform (in some cases an account within the social media
platform may be needed, and in others it may be accessible
to any Web user), or it can be “private” where it is rendered
accessible to only a limited subset of the social media users
106, such as the sharing user’s friends. That is, private
content is rendered accessible to only a limited audience
selected by the user publishing it. Friendships and other
relationships between the users 106 of the social media
platform can be embodied in a social graph of the social
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media platform, which is a computer-implemented data
structure representing those relationships in a computer
readable format. Typically, a social media platform can be
accessed from a variety of different user devices 104, such
as smart phones, tablets and other smart devices, or other
general purpose computing devices such as laptop or desk-
top computers. This can be via a web browser or alterna-
tively a dedicated application (app) for the social media
platform in question. Examples of social media platforms
included LinkedIn, Facebook, Twitter, Tumblr etc.

[0094] Social media users 106 can publish content on the
social media platform by generating new content on the
platform such as status updates, posts etc., or by publishing
links to external content, such as articles etc. They can
consume pieces of content published by other social media
users 106 for example by liking, re-sharing, commenting on,
clicking on or otherwise engaging with that content, or
simply having that content displayed to them without
actively engaging with it, for example in a news feed etc.
(that is, displaying a piece of content to a social media user
is considered a consuming act in itself in some contexts, for
which an interaction event is created, as it is assumed the
user has seen the displayed content). That is, the term
“consumption” can cover both active consumption, where it
is evident the user has made a deliberate choice to consume
a specific piece of content, and passive consumption, where
all that is known is that a specific piece of content has been
rendered available to a user and it is assumed he has
consumed it.

[0095] To implement the social media system, a back-end
infrastructure in the form of at least one data centre is
provided. By way of example FIG. 2 shows first and second
data centres 108a, 1085 connected to the network 102,
however as will be appreciated this is just an example. Large
social media systems in particular may be implemented by
a large number of data centres geographically distributed
throughout the world. Each of the data centres 108a, 1085 is
shown to comprise a plurality of servers 110. Each of the
servers 110 is a physical computing device comprising at
least one processing unit 112 (e.g. CPU), and electronic
storage 114 (memory) accessible thereto. An individual
server 110 can comprise multiple processing units 112; for
example around fifty. An individual data centre can contain
tens, hundreds or even thousands of such servers 110 in
order to provide the very significant processing and memory
resources required to handle the large number of social
interactions between the social media users 106 via the
social media platform. In order to publish new content and
consume existing content, the user devices 104 communi-
cate with the data centres 108a, 1085 via the network 102.
Within each of the data centres 108a, 1085, data can be
communicated between different servers 110 via an internal
network infrastructure of that datacentre (not shown). Com-
munication between different data centres 108a, 1085,
where necessary, can take place via the network 102 or via
a dedicated backbone 116 connecting the data centres
directly. Those skilled in the art will be familiar with the
technology of social media and its possible implementations
so further details of this will not be described herein.

[0096] The frequent and varied social interactions
between a potentially very large number of social media
users 106 contains a vast array of information that is
valuable in many different contexts. However processing

Sep. 20, 2018

that content to extract information that is meaningful and
relevant to a particular query presents various challenges.
[0097] The described embodiments of the present inven-
tion provide a content processing system which processes
events of the kind described above in order to respond to
queries from querying users 120 with targeted information
relevant to those queries, in the manner outlined above. The
querying users 120 operate computer devices 118 at which
they can generate such queries and submit them to the
content processing system.

[0098] A data processing system 200 comprising the con-
tent processing system 202 will now be described with
reference to FIG. 3, which a schematic block diagram for the
system 300.

[0099] The content processing system 202 is shown to
comprise a content manager 204, and attribute manager 206,
a content processing component 208 and a query handler
210. The content manager 204, attribute manager 206,
content processing component 208 and query handler 210 of
the content processing system 202 are functional compo-
nents, representing different high level functions imple-
mented within the content processing system 202.

[0100] At the hardware level, the content processing sys-
tem 202 can be implemented in the data centres 108a, 1085
of the social media system back end itself (or in at least one
of those data centres). That is, by content processing code
modules stored in the electronic storage 114 and executed on
the processing units 112. Computer readable instructions of
the content processing code modules are fetched from the
electronic storage 114 by the processing units 112 for
execution on the processing units 112 so as to carry out the
functionality of the content processing system 202 described
herein. Implementing the content processing system 202 in
the social media data centres 108a, 1085 themselves is
generally more efficient, and also provides a greater level of
privacy and security for the social media users 106, as will
become apparent in view of the following. However, it is
also viable to implement it in a separate data centre (par-
ticularly when only public content is being processed) that
receives a firehose(s) from the social media platform via the
Internet 102.

[0101] As explained below, the content manager 204 and
attribute manager 206 form part of a privatization stage 210a
of the content processing system 202. They co-operate so as
to provide an internal layer of privacy for social media users
by removing all user-identity from the events and user
attributes before they are passed to the content processing
component 208. The content processing component 208 and
query handler 210 constitute a content processing stage 2105
of the content processing system 202, at which events and
attributes are processed without ever having access to the
users’ underlying identities in the social media platform.
This privatization is particularly important for private con-
tent.

[0102] The steps taken to remove the user-identity can be
seen as a form of anonymization. However, for the avoid-
ance of doubt, it is noted that removing the user-identity
does not fully anonymize the events 212 or user data, as it
may still be possible to identify individual users through
careful analysis based on their attributes and behaviour. For
this reason, the anonymized events and user data are never
released by the content processing system 202, and the
additional anonymization steps outlined above are taken on
top of the removal of the user identity to ensure that



US 2018/0268167 Al

individual users can never be identified from the aggregate
information released by the system 202.

[0103] To implement the privatization, the content man-
ager 204 receives events 212 of the social media platform
where, as noted, each of the events 212 represents a social
interaction that has occurred on the social media platform
and comprises a user identifier 214 of one of the social
media users 106 who performed that interaction. That is, the
user who published or consumed the piece of content to
which the event relates. The user identifiers 214 in the events
212 constitute public identities of the social media users 106.
For example, these can be user names, handles or other
identifiers that are visible or otherwise accessible to other
social media users 106 who can access the published content
in question. As part of the privatization stage 210q, the
content manager modifies the events 212 to replace the
public identifiers 214 with corresponding anonymized user
identifiers 224 in the modified events 222, which can for
example be randomly generated tokens. Within the content
processing stage 2105, the anonymized tokens 224 act as
substitutes for the public identifiers 214. The content man-
ager 204 replaces the public identifiers 214 with the anony-
mous tokens 224 in a consistent fashion, such that there is
a one-to-one relationship between the public identifiers 214
and the corresponding tokens 224. However, the public
identifiers 214 themselves are not rendered accessible to the
content processing stage 2105 at any point.

[0104] Beyond the fact that these anonymized identifiers
224 allow each user’s events to be linked together, these
anonymized tokens 224 do not convey any information
about the identity of the social media users 106 themselves.
[0105] As such, an important function of the attribute
manager 206 is one of generating what are referred to herein
as “anonymized user descriptions” 240. Each anonymized
user description 240 comprises a set of attributes for one of
the social media users 106 and is associated with the
anonymized user identifier 224 for that user. In the example
of FIG. 3B, each of the anonymized user descriptions 240
comprises a copy of the anonymized user identifier 224 and
is provided to the content processing component 208 sepa-
rately from the modified events 222. This in turn allows the
content processing component 208 to link individual events
222 with the attributes for the user in question by matching
the anonymized tokens in the anonymized user descriptions
240 to those in the events 224, and augmenting those events
with those attributes. The user descriptions 240 can be
updated as the user attributes change, or as new user
information becomes available, for incorporation in subse-
quent events. Alternatively, the user attributes could instead
be provided to the content processing component 208 as part
of the events 222 themselves.

[0106] The attribute manager 206 can determine the user
attributes 226 for the anonymized user descriptions 240
from user data 242 of the social media system itself. For
example, the user data that forms part of the social media
user’s accounts within the social media system. The social
media user data 242 can for example comprise basic demo-
graphic information such as gender, age etc. From this, the
attribute manager 206 can determine basic user attributes
such as gender attributes, age (or age range) attributes etc.
[0107] User attributes determined from the user data 242
of the social media system itself are referred to herein as a
first type of user attribute or, equivalently, “native” attributes
(being native to the social media platform itself). The
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attribute manager 206 may also be able to determine user
attributes of other types in certain circumstances, from other
sources of data.

[0108] The query handler 210 handles incoming queries
submitted to the content processing system 202 by the
querying users 120. These queries are essentially requests
for aggregate information relating to the publication and/or
consumption of content within the social media system. As
noted, this may involve applying a querying filter(s) where,
in general, a querying filter can be defined in terms of any
desired combination of user attributes 226 and/or tags. The
content processing component 208 filters the events 222 to
filter out any events that do not match the querying filter.
[0109] The basic elements of a query essentially fall into
one of two categories: elements that specify user demo-
graphics (in terms of user attributes); and elements that
specify particular content (in terms of tags). For the former,
the aim is to filter out events 222 for users outside of the
desired demographic (filtering by user attribute). For the
latter, the aim is to filter out events that are not relevant to
the specific tags, (filtering by metadata).

[0110] For example, for a query defined in terms of one or
more user attributes and one or more tags (see above), the
content processing component 208 filters out any events 222
for users without those attributes and any events 222 that do
not match those tags, leaving only the events for users
having those attributes and which also match those tags.
From the filtered events (i.e. the remaining events) the
content processing component 208 can extract the desired
aggregate and anonymized information.

[0111] As will be appreciated, this is a relatively simple
example presented for the purposes of illustration and it is of
course possible to build more a complex queries and to
return results with more detailed information. For example,
a general query for any popular topics for a specified
demographic of users (as defined by set of attributes) may
return as a result one or more popular topics together with
a number of unique users in that demographic and who been
engaging with that topic. As another example general query
requesting information about which demographics a speci-
fied topic is popular with may return a set of user attributes
and a number of unique users having those attributes and
who have engaged with that topic recently. Here, the concept
mentioned above of over-indexing becomes pertinent: for
example, the response to the query may identify demograph-
ics (in terms of attributes) for which the topic is over-
indexing, i.e. indicating that this topic is not merely popular
within that demographic but more popular than the average
across all demographics (or at least a wider demographic).
[0112] As noted, certain types of tag, such as topic, can be
generated by processing the pieces of published content 216
themselves, for example using natural language processing
in the case of text and image recognition in the case of static
images or video. This enrichment can be performed before
or after the user-identities have been stripped out (or both).
[0113] Queries submitted to the content processing system
202 are handled and responded to in real time, where real
time in this particular context means that there is only a short
delay of two seconds or less between the query being
received at the content processing system 202 and the
content processing system 202 returning a result. The fil-
tering needed to respond to the query is performed by the
content processing component 208 in response to the sub-
mission of the query itself. That is, the content processing
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component 208 performs the filtering in real-time when the
query is received. Any pre-processing or enrichment of the
events need not be performed in real time, and can for
example be performed as the events are received at the
relevant part of the system.

[0114] Once the events 222 have been filtered as needed to
respond to the query in question, the content process com-
ponent 208 extracts, from the filtered events in real-time,
anonymized, aggregate information about social interactions
on the social media platform. That is, aggregate information
about the publication and/or consumption of content by the
social media users 106.

[0115] As will be apparent, new events 212 will be con-
stantly generated as the content processing system 202 is in
use. For example, for popular social media platforms, hun-
dreds of thousands of new events may be generated every
minute as users frequently publish new content or consume
existing content. To handle the large volume of data, the
resulting anonymized events 222 are only retained at the
anonymized content processing stage 21056 for a limited
interval of time, for example 30 days or so. In that case, the
result returned in response to a query relates to activity
within the social media platform within that time interval
only.

[0116] Alternatively, rather than a blanket retention rule of
this nature, the amount of time for which events 222 are
retained may be dependent on the events themselves. For
example events relating to more popular content may be
retained for longer. This allows older information for more
popular content to be released upon request.

[0117] FIG. 3 also shows details of the content processing
component 210 in one embodiment of the present invention.
The content processing component is shown to comprise an
augmentation component 272, which receives the events
222 and the user descriptions 224. These can for example be
received in separate firchoses. The augmentation component
augments the events 224 with the user attributes 226. That
is, for every one of the events 222, the augmentation
component adds, to that event 222, a copy of the user
attributes associated with the user identifier in that event
222. The augmented events 223 are passed to an index
builder 274, which corresponds to the index builder 600 in
FIG. 1A and operates as described above to create indexes
278 populated with selected and enriched ones of the
augmented events 223. The indexes 278 are rendered acces-
sible to a real-time filtering and aggregation component 276
of the content processing component 210, which operates as
described above with reference to FIG. 1B in order to filter
and aggregate events in the index in real-time as and when
it is instructed to do so by the query handler 210. The
indexes 278 and filtering and aggregation component 276
are also shown in FIG. 3A. Events 223 are purged from the
indexes 278 in accordance with the retention policy.
[0118] As indicated above, whilst the privatization stage
210q is particularly important for private content, it is not
essential, and can in particular be omitted for public content
in some contexts. In that case, the above techniques can be
applied to the original events 212 items directly, using the
public identifiers 214 in place of the anonymized identifiers
224.

[0119] An architecture for the content processing system
202 that is preferred in some contexts is described below
with reference to FIG. 4, but first some of the considerations
that led to this architecture are explained.
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[0120] There are various contexts in which it is desirable
to compute a number of unique users across a set of data
selected for a specific query. For example, for a query
requesting a breakdown into multiple buckets, a count for
each bucket as described above.

[0121] Inmost indexing systems that are currently used to
process large amounts of time-dependent data, events are
organised by time. For example, events may be “sharded”
(horizontally partitioned) on multiple nodes, such as data-
base servers, according to time. This is a natural way of
sharding time dependent events, such as the events in the
incoming firehoses from a data provider.

[0122] With time-centred sharding, a memory-efficient
way of obtaining an approximate unique user count across
many nodes is to use a probabilistic data structure, such as
HyperLoglog++. In addition to being space-efficient, the
HyperLogl.og (HLL) data structure has a convenient prop-
erty that an object computed on one node can be merged
with an object being computed on another node, and the
resulting HLLL object still gives a good approximation of the
number of distinct authors across the two (or more) nodes;
that is, the error rate remains low and isn’t compounded by
merging multiple objects together.

[0123] In the present context, even in a single query, the
need can arise to retrieve information that is broken down
into potentially thousands of buckets. As an example, it may
be desirable to filter events in the index 278 on people in a
certain age range and country, and return the counts of
people broken down into buckets by their industry by
applying additional filtering on top of this, for example by
their job function, by the top articles shared by each industry
job function etc. With HLL, generating a response to a single
query of this nature might need thousands of HLL objects to
be generated. Moreover, a single user can run multiple
queries at once, and on top of that there can be multiple users
using the system simultaneously, which means the overall
memory requirements to handle HLL objects on each node
for all querying users (and transter them over the network to
merge them for each query) become very significant.
[0124] In contrast to the time-centred indexing systems of
the kind described above, the content processing system 202
of FIG. 4 has a user-centred indexing architecture that
allows a count of unique users across a set of events that
match a filter to be determined very quickly and with
reduced memory requirements. The count is obtained with
greater efficiency than HLL, both in terms of memory usage
and speed of computation. In the main embodiment
described below, HLL objects are not utilised, and in con-
trast to HLL, an exact count is produced. However an
alternative embodiment is described wherein HLL objects
are utilised and the count is an estimate.

[0125] This increased efficiency is achieved by changing
the way the data is laid out on disk and distributed on the
various nodes of a cluster.

[0126] Rather than grouping events according to time,
they are grouped according to user: the idea being to allocate
all of the events for a certain user to the same node, for
processing on that node, and to store it in local storage at that
node contiguously, i.e. so that events for different users are
never intertwined in the local storage. This way, to compute
the unique number of users for a certain query, it is sufficient
to simply count the boundaries between different users who
satisfy an applied filter, without any requirement to store a
record of all the user IDs encountered so far (which would
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otherwise be needed to keep track of which users have
already been counted). Moreover, because all the data for a
given user is sent to the same node, it’s also safe to sum the
unique counts across all nodes, without any risk of users
being “double-counted” (i.e. the same user being counted
more than once).

[0127] As noted above, the unique user count is one of the
fundamental pieces of information that may be released by
the content processing system 202, and the present tech-
niques allow it to be extracted quickly for prompt release in
response to a query. The unique user count is also highly
pertinent to privacy policy aspects: as noted, to maintain
privacy for the social media users 106, it is desirable to
impose privacy policies which constrain when such infor-
mation can be released. In particular, the release of infor-
mation for any given bucket may only be released when the
total number of unique users across that bucket exceeds a
minimum threshold, and redacted if the threshold is not met.
That is, for any given query, the privacy policies need to be
satisfied by each one of the corresponding buckets. With the
present techniques, user counts can be generated extremely
quickly for each bucket, allowing a very fast check to be
performed on each bucket of whether it is necessary to apply
redactions to that bucket. Accordingly, with this user-centred
architecture, queries can be responded to, and strong privacy
constraints can be guaranteed, with greater efficiency than
HLL.

[0128] Maintaining data grouped by user can be achieved
by routing the data by user to a designated node for a range
of'users, and implementing a “staged” merging at each node,
in which new data (new events) is temporarily “parked” (i.e.
temporarily stored) in a “staging area” (queue) of that node,
and implementing a periodic process to sort the new data and
merge it with the existing events already at that node.
[0129] FIG. 4 shows a schematic block diagram of the
content processing system 202 having the user-centred
architecture, which is shown to comprise a plurality of
processing nodes 302 (“content processors”). The nodes 302
are processing devices, each comprising at least one and
preferably multiple processing units such as CPUs. That is,
the processing nodes 302 are computer devices, such as
servers. A processing unit can be for example a single-core
processor or an individual core of a multi-core processor. In
any event, each of the processing units is a physical unit that
can execute content processing code, by fetching instruc-
tions of the content processing code from memory acces-
sible to that processing unit and carrying out those instruc-
tions, simultaneously with the other processing units in the
same content processing server to carry out parallel process-
ing within that server. Moreover, each of the nodes 302 can
perform such processing simultaneously with the other
nodes 302 to perform parallel processing, across the nodes
302, of incoming events 316 received at the content pro-
cessing system 202 in the firechose(s), such as the anony-
mized events 222 of FIG. 2.

[0130] Eightindividual nodes 302a-/ are shown in FIG. 4,
but in practice it is expected that more processing nodes may
be used in practice to handle the large amount of content
published and consumed on popular social media platforms.
The nodes 302 cooperate to implement the real-time filtering
and aggregation component 276 of FIG. 3, in order to filter
and count events efficiently.

[0131] The nodes 302 of FIG. 4 are servers located in a
data centre, and can for example be a set of the servers 110
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in one of the data centres 108a, 1085 of the social media
platform itself. The data centre has an internal network 312,
provided by an internal, high-speed network infrastructure
of the data centre, via which the nodes 302 can communicate
with other components of the content processing system
202.

[0132] Each of the nodes 302 has access to its own local
computer storage (that is, local to that node), in which it can
store and modify data to carry out its content processing
functions, labelled 303a-/ for nodes 302a-/ respectively.
This can comprise volatile and/or non-volatile memory, for
example solid-state or magnetic storage (or a combination of
both). The term “disk” is sometimes used as short-hand for
the local storage at a node, though it will be appreciated that
this term does not necessarily imply traditional rotating-disk
storage and also covers solid-state storage (for example).
[0133] The nodes 302 may also have access to shared
computer storage 314; that is, shared between two or more
of the nodes 312 and accessible via the internal network 312
of the data centre. This can be located in the data centre
itself, or it may be external and accessed via an external
connection connected to the internal network 312 (or a
combination of both).

[0134] As well as the content processing code executed on
the nodes 302 of content processing system 202, control
code is also executed within the content processing system
202. The control code coordinates the content processing
across the nodes 302, via the internal network 312, to ensure
that it is conducted in an efficient and reliable manner. This
can be executed at one of the nodes 302 or at a separate
computer device of the data centre, or at multiple such
devices in a distributed fashion provided it is in a manner
that permits it overall visibility and control of the nodes 302.
[0135] In this respect, the content processing system 202
is shown to comprise a content allocator 304, a filter
coordinator 306 and a total count generator 308. These are
functional components of the content processing system
202, representing different high-level functions imple-
mented by the control code when executed within the
content processing system 202. The components 304-308
are shown connected to the internal network 312, to repre-
sent the fact that the signalling within the data centre needed
to coordinate these functions takes place via the local
network 312.

[0136] As indicated, a key feature of the content process-
ing system 202 of FIG. 4 is that incoming events 316
representing social interactions on the social media plat-
form—that is, social media users publishing new content or
consuming existing content—are allocated to individual
nodes 302 for processing based on the user IDs in those
events, such that all events with the matching user IDs (i.e.
corresponding to the same social media user) are allocated
to the same node. That is, each event representing an
interaction is allocated based on the (anonymized) identity
of the user who performed that interaction. That is, each
unique user identifier for the social media platform is
assigned to exactly one of the nodes 302, and that one node
is responsible for filtering and aggregating all events asso-
ciated with that unique identifier.

[0137] Note that, in the present context, a user identifier is
assigned to exactly one node in the sense that all events for
that user (corresponding to all of the social interactions
performed by that user) are allocated to that node, and that
node alone is responsible for filtering and aggregating those
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events (to generate local interaction and user counts—see
below) in carrying out the real-time filtering and aggregation
functionality of the system (that is, component 276 in FIG.
3). It does not exclude the possibility of making additional
copies of the events and/or applying additional processing to
those events elsewhere in the system for other purposes, for
example as part of a backup function.

[0138] The users can be assigned to nodes by using user
IDs according to an ordering function described below.
However other techniques are possible, for example the
distribution strategy of users onto different nodes might be
based on a hash of the user ID, rather than the user ID itself.
Moreover there is no implicit ordering requirement between
different groups of users, besides the fact that the users are
grouped. Most importantly, the events for any particular user
are always processed at the same node.

[0139] It can be convenient for each node to be assigned
a range of user identifiers within the set of existing user
identifiers U. In mathematical terms, an ordered set of user
identifiers can be defined with respect to the set U and a
defined order relation ‘<’ wherein, for all ul, u2=ul€U,
either ul<u2 oru2<ul. Viewed in these terms, the nodes 302
are assigned ranges of user IDs:

[0140] node 303a: [u0, ul]
[0141] node 3025: [ul+1, u2]
[0142] node 302¢: [u2+1, u3]
[0143] etc.,

where [a,b] denotes the subset a, b and all values in U in
between a and b with respect to the order relation ‘<’. The
definition of the order relation is arbitrary provided it is
applied consistently within the content processing system
202, though it can be convenient for it to reflect typical
mathematical conventions such as the ordering of the natural
numbers or the alphabet in the case of alphanumeric char-
acters or hexadecimals etc. An example is illustrated in FIG.
4, showing ranges of events 316/, 316g allocated to nodes
302f; 302¢g respectively.

[0144] Note that, whilst it is convenient to allocate ranges
of'events in this manner, it is not essential. What is important
is that all events for the same user ID are allocated the same
node 302.

[0145] At each of the nodes 302a-302/, the events allo-
cated to that node are stored on disk at that node (i.e. in local
storage 303a-4 respectively) and are grouped therein accord-
ing to user ID, i.e. in contiguous groups. That is, they are
stored in a data structure having one group for each user ID
assigned to that node, with all events associated with that
user ID (and only those events) stored in that group.
[0146] As explained below, this grouping in the local
storage allows an extremely quick and efficient process, in
which filtering and counting of the events is performed
simultaneously to generate a unique user count for that filter.
[0147] Particular advantages are gained where events for
a user are held in physically contiguous storage locations,
particularly in a system working with billions of events.
There may be a need to ‘freeze’ an index and periodically
create a new one when enough new data arrives. Contiguous
physical storage locations of the events in the local storage
reduce fragmentation on the disk when new indexes are
created and allow faster access to the local storage in
performing the filtering and counting procedure. However
the grouping could be a logical grouping only, not neces-
sarily reflected at the physical level but it is expected that
there will be a performance benefit to physical grouping.
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[0148] By way of example, FIG. 4 shows, for events 316/
allocated to node 302f, groups gprl, grp2, gpr3, . . .,
grpN-1, grpN for user IDs usrd692, usr4693, usrd696, . . .
, usr7929, usr7929A respectively.

[0149] A convenient way of implementing this grouping is
by simply sorting the user IDs in the local storage with
respect to the ordering function ‘>’, as in the example of
FIG. 4. That is, the range of events allocated to each of the
nodes 302 can stored in an ordered data structure in the local
storage, ordered according to the user identifiers in the
events, where each group is then just the range of events for
that group’s user 1D in that context. Regarding the ordered
data structure, with reference to FIG. 6, a simple list data
structure 500 is shown, in which each event is 504a, 5045,
504c is stored, at a respective storage location, in association
with a respective pointer Pa, Pb, Pc to the storage location
at which another of the events is stored, i.e, the next event
in the list, or some other indicator indicating the next event
on the list (and all description below applies equally to other
such indicators). As will be appreciated, this is a simplified
example for the purposes of the invention and more complex
ordered data structures can be used depending on the con-
text. When a new event is allocated to that node, it can be
stored at any available storage location, and the pointers
updated to preserve the ordering. For example, FIG. 6 shows
how upon assignment of a new event 5044 for user D
“usr4692” to node 302/, the pointer Pb for event 3165 (also
usrd692) that previously pointed to the first event for
“usr4693” (504c¢), can be replaced with a pointer Pb' to the
location at which the new event 3164 is stored in the local
storage 303f; and it is now the new event 5044 that is stored
in association with a pointer to event 504c¢. It is not neces-
sary to change the physical storage locations, but a choice
may be made to do so as an optimization to prevent
excessive fragmentation on the disk.

[0150] Note that sorting the events on disk in this way is
also not essential: the fundamental efficiency savings stems
from the grouping of events according to user ID (in any
order), with one group per unique user ID. Sorting is simply
a convenient and efficient way of implementing the group-
ing.

[0151] The addition of a new event can be performed as
part of the staged merge mentioned above. Newly allocated
events are temporarily held in a queue of the node 302, and
then periodically merged with the existing events at that
node in batches (optionally with some physical level defrag-
mentation of the events on the disk at each merge). Alter-
natively, new events can be added in real-time as they are
allocated (possibly with some periodic defragmentation).
[0152] In this manner, within the content processing sys-
tem 202 as a whole, events are grouped precisely according
to user ID across the nodes 302.

[0153] To put it another way, the nodes 302 implement a
form of distributed database (distributed within the data
centre) in which the events 316 are stored and the database
is (horizontally) partitioned across the nodes 302 according
to user IDs into global (horizontal) partitions, also called
“shards”, with one shard per node 302. The shard boundaries
are chosen so that they never divide events for the same user,
i.e. with all events for the same user in the same shard, such
that the shard boundaries always coincide with group bound-
aries. As explained in more detail below, this allows the
shards to be processed in parallel by the nodes 302, to
generate a local unique user count for each of the shards (i.e.
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at each node 302), and the local user counts across all of the
shards (i.e. all of the nodes 302) can simply be summed to
generate a total user count with no risk of double-counting.

[0154] An indicated, incoming streams of time-dependent
events are not normally partitioned in this way based on user
ID—it is more usual to horizontally partition such events
according to time.

[0155] In addition to this “global” partitioning across the
nodes 302, locally, at each node 302, the shards can be
further partitioned into (horizontal) sub-partitions for pro-
cessing at that node, again such that the sub-partitions do not
divide groups of count items for the same user, i.e. with all
events for the same user in the same sub-partition of that
shard such that the sub-partition boundaries also always
coincide with group boundaries. As will be apparent in view
of the following, this allows the sub-partitions at each of the
servers 302 to be processed in parallel to generate respective
local unique user counts for those sub-partitions at that
server, which can then simply be summed to generate the
local user count for the server, i.e. for the shard as a whole.

[0156] Forexample, the shard may be sub-partitioned with
one sub-partition per CPU. That is, within each of the nodes
302, each of the user identifiers assigned to that node 302
(server) can be assigned to exactly one of the CPUs in that
server, where events with that ID are processed by that same
CPU. That is, each group of events at each server is assigned
to one CPU responsible for processing those events.

[0157] An alternative is to sub-partition between process-
ing threads. Which one is best depends on the architectural
context. The basic idea is to avoid inefficiencies due to CPUs
having to context switch between many threads. If the main
bottleneck is CPU utilization, having a CPU dedicated to
each data partition is a good way of maximizing local CPU
caches and overall processing throughput. If the main bottle-
neck is memory, network or other resources, then it may be
efficient to have more partitions than CPU cores, because the
overhead of context switching can be compensated by
making better use of CPUs in idle times. It is noted that, a
CPU core or thread can be a content processor as the term
is used herein, with the present techniques being applied
across, say, the CPU cores or threads of a server.

[0158] Each of the nodes 302 can access the metadata and
user attributes in each of the events in its ordered data
structure. Either the content itself, or a tokenised version of
the content (see later) is held with the metadata. By way of
example, FIG. 4 shows metadata 317/, 318/ and sets of user
attributes 3187, 318g for the user identifiers in the events
316/, 316g respectively.

[0159] The filter coordinator 306 can instruct all of the
nodes 302 to filter their allocated events according to a
desired filter, where a key aim is to obtain a count of the total
number of unique users across all of the nodes 302 who
satisfy the desired filter. The filter can be defined in a query
submitted to the system, and in this context the filter
coordinator 306 and total count generator 308 can be con-
sidered part of the query handler 210. In the context of the
system described above, the filter can be an interaction filter
or a query filter, for example the query filter used to
generated results for a given bucket. As noted, multiple
(possibly thousands) of query filters may be applied to
respond to a single query, with counts being generated for
each.
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[0160] A filter can be defined in terms of user attributes or
event metadata, such as metadata tags (see above), or a
combination of both.

[0161] For a filter defined in terms of a set of one or more
user attributes Al, events with matching user attributes
satisfy that filter. For a filter defined in terms of a set of one
or more tags T1, events with matching tags satisfy that filter.
[0162] Before discussing the filtering operations, there
follows a description of how content can be stored. Content
items can be held in their entirety, for example if a particular
field I(e.g. title) might be needed verbatim as a value in a
distribution query (discussed later). Alternatively, indexed
tokens only may be held, with the original content discarded,
as explained below.

[0163] In order to make it efficient to filter a large corpus
of documents by certain keywords, a standard indexing
technique (called “inverted indexing™) can be used, where
each document is tokenised into individual terms, and then
a lookup table is created for each term in the corpus
dictionary, each pointing to a list of document 1Ds where
such term appears. For example take a simplified example of
two documents:

Doc001: the brown fox jumps over the lazy dog

Doc002: the dog jumps over the sofa

Inverted Index:

[0164]
location
term (Doc#:position__in_ the_ doc)
the Doc001:1, Doc001:6, Doc002:1, Doc2:5
brown Doc001:2
fox Doc001:3
jumps Doc001:4, Doc002:3
over Doc001:5, Doc002:4
lazy Doc001:7
dog Doc001:8, Doc002:2
sofa Doc002:6
[0165] This way, if there is a requirement to know which

documents mentioned the word “dog™, all that is needed is
a single lookup against the inverted index, instead of having
to scan every single document in the corpus each time.
[0166] If returning the original document verbatim is not
arequirement of the system, storing the “tokenised” inverted
index only is enough for filtering and returning the correct
document IDs. In this case, given the original document is
discarded after indexing, it is necessary to keep a copy if a
re-index operation is needed.
[0167] A key flexibility of the content processing system
202 is that filtering can performed on any desired combi-
nation of attributes Al and tags T1. That is, a filter F(T1,A1)
that is able to isolate content items based on the content itself
(based on the one or more tags T1), the users who have
published or consumed that content (based on the one or
more attributes), or a combination of both. For example, for
a simple filter F=[T1 AND Al], any of the events which:

[0168] matches (all of) those tag(s) T1 and

[0169] is associated with (all of) those attribute(s) Al
matches that filter (and no other events). However it is also
possible to define more complex filters, using combinations
of logical operators, such as AND, OR and NOT.
[0170] Such filters constitute powerful building blocks for
complex queries, that allow rich information about the
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specific type of content (defined in terms of tags T1) being
shared between users in specific demographics (defined in
terms of attributes Al) to be extracted from the filtered
events.
[0171] Regarding terminology, the term “filtered events”
(or similar) refers to the subset of events that do satisfy the
filter. That is, the remaining events after all of the other
events have been filtered out. A user is said to satisty a filter
when there is at least one event for that user currently
assigned to one of the nodes 302 which satisfies that filter.
[0172] The aim is to determine:

[0173] 1) the total number of unique events, across all

of the nodes 302, that satisfy that filter.
[0174] 2) the total number of unique users, across all of
the nodes 302, that satisfy that filter F(TA,Al); and

[0175] As noted above, these two pieces of information
are powerful building blocks when it comes to analysing the
available data.
[0176] This information is embodied in a total user count
and a total interaction count respectively, generated by the
total count generator 308 in the manner that will is described
below.
[0177] With regards to 2), a key advantage of uniquely
assigning each user identifier to only one node only, and
allocating all events to that node for filtering and aggrega-
tion, is that, when instructed to apply any given filter, each
node can simply count the number of unique users who
satisfy that filter for the subset of events allocated to it, to
generate a local user count. Because there is no overlap in
the users or events between different nodes, the local user
counts across all of the nodes 302 can simply be summed
together to generate the total user counts respectively, with
no risk of users being double-counted. Moreover, by group-
ing the events according to user at each node, this count can
be derived in an efficient boundary counting procedure that
filters and counts events simultaneously.
[0178] With reference to FIGS. 5 and 5A, a process of
generating a local user count for a target partition will now
be described, in which events are simultaneously filtered and
selectively counted (i.e. only counted if they satisfy the
filter). FIG. 5 shows a flow chart for the process and FIG. 5A
is a graphic illustrating certain principles of the process by
way of example.
[0179] The process can be applied, in parallel, to each
shard as a whole, at the node 302 to which that shard is
allocated to generate a local user count for that shard.
However, where the processing servers 302 have multiple
processing units, it is preferably applied to each sub-parti-
tion of that shard in parallel, to generate respective local user
counts for those sub-partitions, which can then be summed
to generate the local user count for that shard. Accordingly,
the target partition to which the process is applied can be a
shard, or a sub-partition of a shard.
[0180] The process begins at step S202, by the filter
coordinator 306 instructing all of the nodes 302 to apply a
filter F(T1,A1).
[0181] A boundary count variable (boundaryCount) is
used to count total unique users who satisfy the filter, by
counting boundaries between any groups of events that
satisfy the filter, which is possible because they are grouped
according to user ID. An interaction count variable (inter-
actionCount) counts the total number of interactions that
satisfy the filter, by simply counting all events that satisty
the filter.
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[0182] FIG. 5A illustrates the boundary counting principle
applied to the events 316/ and 316g of nodes 302f'and 302¢g
respectively for a filter F=[T1 AND Al]. Events that satisfy
the filter [T1 AND Al]—that is, whose user has (all of) the
attribute(s) Al and which matches (all of) the tag(s) T1—are
shown bold on the right-hand-side, and separated-out on the
left-hand side from the remaining events that do not; the
latter are also greyed out on the left-hand side, and include
events whose users have attributes A1 but do not match tags
T1 and vice versa. As shown, there may be multiple events
for a particular user that satisfy the filter; however, whilst
this is certainly germane to the interaction count, it should
not affect the unique user count. Rather, for the latter, what
matters is the number of boundaries (shown as thick black
lines) between the remaining groups of events. These bound-
aries can be counted very efficiently when the events are
grouped (e.g. sorted) according to user 1D, and the final
boundary counts across multiple partitions can simply be
summed with no risk of double-counting.

[0183] Returning to FIG. 5, boundaryCount and interac-
tionCount are initialized to zero (S204) and, for a first of the
event groups (206)—that is, a first of the user IDs assigned
to the target partition—the events in that group are processed
in turn to determine whether any of those events match the
filter F (S208). That is, starting with a first of the events in
that group, the process checks each event one-by-one to
determine whether it matches the filter F, in a boundary
counting procedure S208 that is performed for the current
group until all events in that group have been checked.
[0184] The boundary counting procedure S208 proceed
for the current group as follows, commencing with the first
event in the current group.

[0185] At step S210, the current event in the current group
is processed to determine whether it matches the filter F. If
not, the method proceeds to step S216, where if the end of
the group has not yet been reached, i.e. there are still event(s)
in the current group to be checked, the boundary counting
procedure S208 continues for the next event in the current
group (218), commencing with step S210 for that event.
[0186] However, if the current event does match the filter
F at step S210, the method branches depending on whether
this is the first time an event matching the filter F has been
found in the current group (S210):

[0187] if so, boundaryCount is incremented by one
(S212) and interactionCount is incremented by one
(S214). Although shown in that order, steps S212-214
can be performed in reverse order or in parallel. Both
counters are incremented because the matching event
not only represents another interaction matching the
filter F but one also performed by a user who has not
been counted yet;

[0188] if not, then the method branches straight to step
S210 to increment interactionCount without increment-
ing boundaryCount. This is because, although that
event constitutes a unique interaction, it is one per-
formed by a user who has already been counted.

[0189] From step S214, with one or both counters incre-
mented, the process proceeds to step S216, and from there
as described above.

[0190] When the end of the current group is reached
(S216, “Y” branch), the method proceeds to step S220,
where if there is still at least one more group to be checked
(that is, one or more users in the partition who have not been
checked), the boundary counting procedure S208 is repeated
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as described above for the next group (222) in the partition,
i.e. the next user, commencing at step S210 for the first event
in the next group—mnoting that, now that the process has
moved on to the next user, it is necessary to increment
boundaryCount once more (S212) should another event
satisfying the filter F be located.

[0191] Once every group in the partition has been checked
in full, the method terminates at step S224 (5220, “N”
branch). As will be apparent, the values of boundaryCount
and interactionCount at this point now reflect, respectively,
the total number of unique users and total number of events
that satisty the filter F, for the partition that has just been
processed.

[0192] For sub-partitions of a shard (where applicable),
the final counts as generated across all sub-partitions of that
shard can simply be summed to give local user and inter-
action accounts for that shard, with no risk of users being
double-counted in the user count. Across all shards, the local
user counts for those shards can, likewise, simply be
summed to give total user and interaction counts across the
system 202 as a whole, again with no risk of users being
double-counted.

[0193] It is noted that the process of FIG. 5 is exemplary,
and optimizations and extensions are envisaged that remain
within the scope of the present invention. For example, in
some contexts, it may be possible to skip through events for
certain users, where it has already been determined that
those users do not have the desired attributes to optimize the
process.

[0194] What is more, the process can be readily extended
to more than two variables. That is, additional counters may
be used to increase the level of information extracted.

[0195] For example, in the case of a query filter F and
requesting that the results of that filtering be broken down
into multiple buckets B1, . . ., BM (that is, with F defining
a subset in the index, with additional filtering of the subset
to provide the breakdown), respective counters can be
maintained for each bucket, to provide a count for every
bucket in a single iteration of the process. In that case,
separate interaction and boundary counters can be updated
for each bucket, in addition to overall counts for the subset
defined by F is desired.

Privacy Policy:

[0196] As indicated above, to implement a robust privacy
policy, various privacy controls are placed on the output of
information from the content processing system to ensure
that the users’ privacy is preserved at all times. The goal is
to prevent the identification of individual users in the results
and also prevent the disclosure of user characteristics that
can be attributed to an individual user (for example, to
prevent the results from being used to infer the age, gender
or other user attribute of a particular social media user).

[0197] These privacy controls will now be described in
greater detail, along with explanations of various attack
vectors that these constrains render ineffective. As will
become apparent in view of the following, not only are these
constrains highly effective, protecting against a number of
attack vectors, they are also fast to apply and easy for users
to understand. They can also be updated dynamically, i.e.
“on-the-fly”, without downtime.
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[0198] Some important aspects of the privacy policy can
be summarized as follows:

[0199] Quantization of results and minimum audience
size: to prevent disclosing tiny audiences within larger
audiences by doing set algebra across query results;

[0200] Redaction controls: minimum number of unique
authors for overall audience and each data bucket;

[0201] IJitter/noise: prevent other attacks by slightly
“fuzzing” the results before quantization where neces-
sary, or otherwise ensuring that the counts are gener-
ated with sufficient error before quantization (see
below).

[0202] In addition, each of user events is purged from the
index upon expiry of a retention period for that user event
(e.g. ~30 days from a timing of that event), whereby user
events are not counted once purged. Moreover, user events
for users who are under 18 threshold are never counted.
[0203] FIG. 7 shows a schematic high-level overview
illustrating certain underlying principles relating to audi-
ence-size gating, quantization and redaction.

[0204] Block 702 represents all events in an index on
which a query is to be run. That is, all events that satisfy an
interaction filter (~606, FIG. 1A) used to build that index. As
noted, a user can run a query on a subset of the events 702
in the index. For example, the user may wish to restrict the
parameters of the query to certain topics, or to certain user
demographics (age, gender, job function etc.). By way of
example, first and second subsets 704a, 7045 for first and
second queries are shown defined by first and second query
filters respectively (~626a, FIG. 1B).

Audience-Size Gating:

[0205] In accordance with the privacy policy, queries are
only permitted on subsets of events having at least a mini-
mum number of unique users. That is, where the overall
unique user count for events satisfying the query filter is at
least as great as a minimum audience-size gating threshold
S. This can be fixed threshold, such as S=1000 users; in
which case, any query filter for which the overall unique
user count is less than this will be rejected outright, with no
information returned at all for that query filter. In FIG. 7, the
unique user count across the second subset of events 7045 is
below the minimum audience-size gating threshold, there-
fore the second query is rejected outright (block 706) with
no information about that second subset 7045 being
released. However, the unique user count across the first
subset of events 704a exceeds the minimum audience-size
gating threshold, therefore the first query is accepted (block
708). Consequently, a set of results 709 is generated in
response to the second query for releasing to the user.
[0206] By way of example, FIG. 7A shows how a query
filter for “Pepsi lovers in Alameda™ is rejected because the
overall number of unique users within the index who satisfy
that query filter (~second subset 7045) is below the mini-
mum audience-size gating threshold S. However, a query
filter for “Pepsi lovers in San Francisco, Oakland or
Alameda” is accepted because a greater number of users in
the index satisfy that filter (~first subset 704a), to the extent
that the overall unique user count for that query exceeds the
minimum audience-size gating threshold S.

Quantization:

[0207] For accepted queries, the results are also quantized
and selectively redacted before any aggregated information
is released responsive to a query. Quantizing implies that
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when counts are organized in buckets (~656.1-4, FIG. 1B),
they are ‘rounded’ before appearing in released information.
Moreover, if a bucket has a user count below a certain
number, this bucket is redacted entirely such that neither the
user count nor the interaction count for that bucket is
released. In some cases, the existence of a redacted bucket
may not be revealed at all. In such cases, the bucket name
is also redacted as well as the counts: merely knowing that
a certain buckets exists (albeit in volumes lower than the
redaction threshold) could represent by itself a leak of
information, in certain cases, especially when the full list of
possible values for a certain field is not known a-priori.
[0208] Returning to FIG. 7, for queries that are accepted,
quantization and redaction is applied to the resulting user
counts and interaction counts (block 710, FIG. 7). In this
example, in response to the second query, a breakdown of
the results for the first subset of events 704q is provided, for
example by age, gender, job function, topic or combinations
thereof etc. That is, individual counts are provided for
narrower subsets of the events 704a (buckets), each defined
by a bucket filter (~6265, FIG. 1B) applied on top of the
query filter. By way of example, FIG. 7 shows three buckets
within the subset of events 7044.
[0209] The user and interaction counts for each bucket can
for example be quantized by rounding each of them down to
the nearest multiple of a chosen integer AQ. That is, such
that any count released to a customer is always a matching
one of a set of quantized values:

{0.3={06=0, 01=A0, 0=2*AQ, 0;=3*AQ,

O~4*AQ, ...}

where those values Q,, are referred to herein as “quantization
boundaries”. In this context AQ constitutes a fixed “quan-
tization range” of the quantization, i.e. the difference
between adjacent pairs of quantization boundaries, which is
fixed in that it is the same for all adjacent pairs of quanti-
zation boundaries. That is, Q,,,,-Q,=AQ for all n:

[0210] Q,-Q,=AQ
[0211] Q,-Q,=AQ
[0212] Q,-Q,=AQ
[0213] Q,-Q:=AQ
[0214] etc.
[0215] The set of results in FIG. 7 is also shown to include

an overall unique user count and overall interaction count
for the subset of events 704a as a whole. These are also
quantized in the same way.

[0216] The un-quantized (original) counts are never
released by the system—only the quantized counts are ever
released to customers, and those are only released when they
are not less than a redaction threshold.

Redaction:

[0217] Where the unique user count for any given bucket
is less than a redaction threshold R, the results for that
bucket are “redacted” i.e. neither a unique user count nor an
interaction count is released for that bucket. That is, apart
from the fact that it may be possible, in certain circum-
stances, to infer from the results that there are fewer than R
unique users for that bucket, all information for that bucket
is withheld. For convenience, R=AQ may be chosen, so that
any bucket with a quantized user count of zero is redacted.
However, this is not essential, for example a higher redac-
tion threshold could be set.
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[0218] The fact that the result has been redacted for a
particular bucket may be explicitly indicated in the results
set 709 (as in FIG. 7 for bucket 2), or both the user count and
the interaction count may simply be given as zero. Alterna-
tively, that bucket may simply be omitted from the results set
709 all together, such that it is not evident from the results
set 709 that this bucket has even been considered. For
example, where a customer requests a breakdown by topic,
buckets for topics that do not reach the reaction threshold
may simply never be revealed to the customer.

[0219] FIG. 7B shows a specific example, where the set of
results 709 is broken down according to age brackets. That
is, where the buckets correspond to user age brackets. For
each age brackets, (non-quantized) user and interaction
counts are generated within the system, but never released
(note only one count is shown for each bucket in FIG. 7B).
First these are quantized or—for any age bracket whose
unique user count is below the redaction threshold R—re-
dacted, such that neither the unique user count nor the
interaction count for that age bracket are released.

Attack Scenario Walkthroughs

Homogenous Group Attack

[0220] Minimum audience sizing gating (threshold S)
ensures only audiences over a certain size can be analysed.
This makes it more difficult for a malicious user to execute
a “homogeneous group search attack”, in which a sensitive
attribute of an individual is inferred through their member-
ship of a group of people all sharing the same attribute. This
is because it is very difficult to arrange for homogeneity in
larger audiences, especially when analyzing their organic
activity rather than the static audience.

Set Balancing Attack

[0221] In the face of the constraint that only buckets with
more than 100 authors are made visible, set balancing
attacks attempt to retrieve a demographic attribute of an
individual by comparing results from multiple larger audi-
ences.

[0222] Suppose an attacker knows that a specific man
tweeted on a unique hashtag on a specific day and wants to
discover his age. He attempts this by running two queries:

[0223]

[0224] Query B: age breakdown of the audience con-
sisting of all women plus men tweeting on the unique
hashtag;

[0225] The age breakdown of all women servers as “pad-
ding”: since the audience of all women is large, he expects
to get results for both queries, so he compares the counts
given in A and B for each age bracket, expecting one of the
buckets to have a higher count, likely corresponding to the
small group of users the individual man belongs to. The
padding set is usually selected so that it is mutually exclu-
sive with the small set under observation (i.e. the two sets
have no overlap, so the set difference operation is straight-
forward)—all women vs. specific man in this example. For
example, without quantization, the results he gets back
might look as follows:

Query A: age breakdown of all women.
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Query A Query B
user count  interaction count  user count interaction count
18-24 1104752 1214998 1104752 1214998
25-34 927150 1029488 927150 1029488
35-44 669702 693816 669702 693816
45-54 358434 419349 358435 419350
55-64 203391 221958 203391 221958
65+ 112265 124850 112265 124850

[0226] As is evident, the man in question shows up as an
extra user in the 45-54 age bracket, and his tweet shows up
as an extra interaction for that bracket. Consequently, the
attacker can infer that the man’s age is 45-54.

[0227] However, with quantization of results, in 99% of
cases queries A and B will return the same quantized counts
in this scenario. For example, with the above example, each
count is rounded down to the nearest hundred before release,
completely obscuring the man within the results:

Query A Query B

quantized quantized quantized quantized

user count  interaction count  user count interaction count
18-24 1104700 1214900 1104700 1214900
25-34 927100 1029400 927100 1029400
35-44 669700 693800 669700 693800
45-54 358400 419300 358400 419300
55-64 20300 221900 20300 221900
65+ 112200 124800 112200 124800
[0228] However, where the size of the padding is 99 mod

100, a situation can still arise when addition of the individual
can be detected, for example, assuming the un-quantized
results were in fact:

Query A Query B

user count  interaction count  user count interaction count
18-24 1104752 1214998 1104752 1214998
25-34 927150 1029488 927150 1029488
35-44 669702 693816 669702 693816
45-54 358499 419349 358500 419350
55-64 203391 221958 203391 221958
65+ 112265 124850 112265 124850
[0229] In this case, the quantized results returned would
be:

Query A Query B

quantized quantized quantized quantized

user count  interaction count  user count interaction count
18-24 1104700 1214900 1104700 1214900
25-34 927100 1029400 927100 1029400
35-44 669700 693800 669700 693800
45-54 358400 419300 358500 419300
55-64 20300 221900 20300 221900
65+ 112200 124800 112200 124800
[0230] Inthis specific instance, it would still be possible to

infer the age of the man in question as 45-54 from the higher
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quantized user count for query B, even though the un-
quantized results are never released.

[0231] As another example, assume that the man in ques-
tion had tweeted on the unique hash tag three times on one
day. In this case, the underlying counts might for example
be:

Query A Query B
user count interaction count user count interaction count
18-24 1104752 1214998 1104752 1214998
25-34 927150 1029488 927150 1029488
35-44 669702 693816 669702 693816
45-54 358434 419397 358435 419400
55-64 203391 221958 203391 221958
65+ 112265 124850 112265 124850
[0232] This gives quantized counts of:
Query A Query B
quantized quantized quantized quantized
user count interaction count user count interaction count
18-24 1104700 1214900 1104700 1214998
25-34 927100 1029400 927100 1029488
35-44 669700 693800 669700 693816
45-54 358400 419300 358400 419400
55-64 203300 221900 203300 221900
65+ 112200 124800 112200 124800
[0233] Again, it becomes possible in this case to infer the

man’s age bracket, this time from the higher quantized
interaction count on query B.

[0234] In order to take advantage of this, a malicious user
would have to be able to precisely control the size of the
“spectator” audience (i.e. the padding), and the nature of the
content processing system makes this very difficult. In the
context of the described system, the “group of all women”
is actually all women who are actively publishing/consum-
ing content in the given time period, i.e. it’s not just based
on the demographic properties of the member base, but it’s
based on their activity. Such activity is difficult to control
making a set balancing attack on the quantization boundaries
very difficult to engineer. Nevertheless, despite the inherent
difficulty in exploiting this, it is still a potential point of
vulnerability that can’t be ignored.

[0235] However, it is also noted that, it the walkthrough of
the attack above, it is implicitly assumed that the counts are
error free.

[0236] When HLL or other probabilistic counting method
are used, this is not the case: for example, the audience size
counts, before being quantized, inherently include some
random noise, and are therefore only approximate counts
with an intrinsic error. The noise is intrinsic to the imple-
mentation of the unique author counting algorithm, which
relies on probabilistic data structures, rather than individu-
ally counting user events. The same would apply to a
probabilistic estimation of the interaction counts.

[0237] As context, it is useful to consider some of the
principles underlying HLLL, and its variants. At is core, HLLL
exploits the following observation: when a set of values is
hashed—that is, a hash function is applied to each value to
generate a fixed length bit sequence (hash value) where the
probability of each bit being a 1 or 0 is more or less 50/50
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and independent of the other bits—then, for a large enough
data set, the resulting hash values will look like:

form of hash expected percentage

value of this form
IXXXXXXXKX ~50% probability of the first

bit being a 1 is ~1/2
O1XXXXXXXX . . . ~25% probability (1/2) 2
O01XXXXXXX . . . ~12.5% probability (1/2) 3
0001XXXXXX . . . ~6.25% probability (1/2) 4
00001 XXXXX . . . ~3.125% probability (1/2)'5
0000000001 . . . ~0.1% probability (1/2)"10
[0238] Now, looking at this the other way round and in

very high-level terms, when, say, there is a single hash value
of the form 0000000001xx observed in a set of hash values
computed in thus way, chances are there ~1000 unique
values in the original set [0.1% of 1000=1 such hash value
expected]. Applied to events, each event can be hashed, and,
in essence, all the system needs to keep track of is the
longest run of 0’s observed so far in the hashed values to
estimate the number of unique events observed, without
having to count those events individually. HLL builds on this
a very coarse approximation, in order to reduce the margin
of error—but the basic premise is the same.

[0239] The inventors of the present invention have recog-
nized that, with such probabilistic estimation techniques, the
intrinsic errors in the result counts can be tuned to counter
set-balancing attacks on the quantization boundaries. That
is, the intrinsic error can be tuned so that it is sufficiently
large that it is not possible for an attacker to attribute
variations between the quantized counts for a given bucket
in queries A and B to the activity of an individual user as
opposed to the intrinsic error. HLL and its variants have an
error rate that depends on the cardinality of possible IDs in
the set and the amount of memory that is allocated to each
HLL object (and the error rate can be tuned by tuning the
memory allocation).

[0240] It is noted that HLLL and its variants are just some
examples. Other probabilistic procedures can also be used to
generate an approximate count. Generally, with probabilistic
counting, it may be sufficient to rely on the intrinsic error to
provide the necessary protection provided it is of sufficient
magnitude, i.e. at least 2-3%. This may need some tuning to
ensure a sufficient error.

[0241] However, the inventors of the present invention
have also recognized that moving to an exact counting
procedure of the kind described above, in which user events
satisfying a filter are individually identified and counted
instead, the intrinsic error is lost. Without something to
replace it, the system would become more vulnerable to this
form of set-balancing attack. This applies both to the exact
user counting procedure and the exact interaction counting
procedure.

[0242] To prevent this, where an exacting counting pro-
cedure is used, somewhat counterintuitively, a small ran-
domized “jitter” (artificial, random error) is applied within
the content processing system 202 to introduce some delib-
erate error into the otherwise-exact user and interaction
counts before they are quantized. That is, artificial, error data
is randomly generated and used to introduce a deliberate
error into the otherwise-exact counting procedure (i.e. which
is exact but for that error). The result is an inexact (approxi-
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mate) count deviating, by a random amount, from the exact
count that would be obtained were it not for this error data.
The approximate count is close enough to the actual value to
be useful, but not exact so as to protect privacy of individu-
als (of course, from time to time an approximate count might
happen to equal the exact count, where a randomly applied
deviation happens to be zero—what matters is that this is not
guaranteed, such that a range of different randomized devia-
tions is exhibited across multiple counts to guarantee uncer-
tainty).

[0243] Forexample, a plus/minus offset, may be randomly
generated for each of the counts (overall user and interaction
counts) and applied that count.

[0244] It may be convenient to compute the exact count
first, and then apply the error to this exact count. This way,
an error value can be randomly selected from a percentage
range of the total count, for example an error of around +2%
of the exact count is expected to be sufficient, though this is
context dependent and may vary depending on audience
size. In general, the error in the count is small compared with
the count itself to ensure that the count is still a useful
measure, but large enough to mask individual users and their
activity near the quantization boundaries. Striking a suitable
balance will be context dependence, and can be achieved by
way of routine design procedure in view of the teaching
presented herein.

[0245] This error can be introduced at any stage in the
counting process. For example, in the architecture of FIG. 4,
the jitter can be applied directly to the count across all nodes,
by the total count generator 308, but it could also be applied
to the local counts at the nodes 302. In any event, the upshot
is that the content processing system 202 generates inexact
user and interaction counts for each bucket, which corre-
spond to the exact user and interaction count across the
events adjusted intentionally by a randomly selected
amount.

[0246] Such error data is generated individually for each
count, to ensure that they exhibit a range of different errors
across the set of generated counts.

[0247] As noted the term “random” herein is used to mean
unpredictable in the sense set out above. In the specific case
of HLL, it is noted that intrinsic HLL jitter is deterministic
in that it always gives the same result when applied to the
same set of user ids into it, regardless of the order in which
or frequencies (>0 of course) with which each user appears.
This is one benefit of HLLL: if the same query is run twice,
the same results are returned twice for as long as the number
of unique users remains unchanged. However, the jitter is
still unpredictable across different queries, hence HLL jitter
is still considered random/unpredictable as those terms are
used herein.

[0248] In general, applying the same jitter for duplicate
queries may be preferred in some contexts, as it can provide
more consistent and therefore intuitive results—what mat-
ters is that the jitter is unpredictable across different queries,
as this is what provides the desired protection.

Metering Strategic Populations

[0249] In the context of social media, “metering” herein
refers to an attempt to obtain or extrapolate information
about activity across the platform as a whole, by running
very broad queries. An extreme case would be attempting to
obtain information about the activity of all users of the
platform, for example an interaction count for all of the
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social interactions on the platform of a particular type (e.g.
likes, shares, posts, tweets, re-tweets etc.) or a user count for
all active users (in any demographic) in a given month.
[0250] There are various approaches for preventing this
type of metering.

[0251] The operating model can be restricted to a “private
recording” (i.e. bespoke index—see above) model, where
daily volumes are capped. That is, where each customer is
only permitted to record up to a certain number of events in
any of his indexes on any given day. For large social media
platforms, this may be sufficient, for example where the cap
may in practice correspond to, say, less than 1% of the
overall daily activity on the platform. However for smaller
platforms where the daily caps represent a much higher
proportion of daily activity, additional steps may be needed
to prevent metering. Moreover, restricting to a private oper-
ating model may be undesirable in some circumstances.
[0252] Metering may also be prohibited contractually and
it can be monitored for through analysis queries submitted.
All usage can be tracked to a company or other customer, via
the account used to submit the queries. However, this is not
necessarily straightforward, and the monitoring requires
dedicated resources and is potentially error prone.

[0253] Therefore, in the case of a shared index, in which
(say) all of the events are held and queries can be run by any
customer on the shared index, or smaller platforms where
the daily caps on private bespoke indexes may not be
sufficient alone, additional technical constraints may be
imposed to prevent metering in order to reject queries that
are too broad automatically.

[0254] A simple and effective way of achieving this is to
return only if total audience size is smaller than a maximum
permitted number of users (set by a metering threshold). In
this case, as illustrated in FIG. 8 the overall audience size
must not be less than the minimum audience-size gating
threshold, but must also not exceed the maximum number of
permitted users.

[0255] The question of where the maximum threshold
should be set is context dependent. As a very general rule of
thumb, it is expected that an upper limit of ~5% of the total
number of active users on the platform as a whole within a
relevant time period (global unique user count) would be
sufficient, but this may vary depending on the circum-
stances. A statistical analysis of network traffic for the social
media platform may be performed to determine a suitable
upper limit. For example a statistical analysis of the events
received from the platform. Here, the aim is to set a
threshold such that the maximum sample size is too small to
draw any statistically significant inferences about activity
across the platform as a whole.

[0256] Note that computing a unique user count for such
queries is intensive, as for broad queries that count can be
very large: in order to determine whether or not the query
breaches the maximum audience size-gate (which could be
millions of users for large platforms), at least that many
events need to be counted before the system can decide to
reject the query. In the case that the query is ultimately
rejected, a significant amount of computing resources are
“wasted” in order to reach that decision.

[0257] Therefore, as an optimization, it may be preferable,
in determining whether to accept or reject a query, to
initially estimate the unique user count from a representative
sample of the events in the index. That is, by filtering and
counting only a representative subset of events in the index.
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This estimated count may have a relatively large margin of
error but which still represents a small a percentage of the
maximum audience size. This allows the decision of whether
to reject the query on the ground of metering to be made
more efficiently.

[0258] If the maximum cap is not exceeded, then a more
accurate count can be determined from the index as a whole
in the manner described above. This can then be used to
check whether the minimum audience-size gating constraint
is also met (the estimated count would generally not be
suitable for this, because the error will be a much larger
percentage error of the much lower gating threshold), and if
so the query can be accepted and responded to as set out
above.

Variable Quantization/Redaction Parameters

[0259] The minimum audience-size gate S, quantization
range AQ and redaction threshold R are individually con-
figurable system parameters of the content processing sys-
tem 202.
[0260] In the above examples, for convenience, S, AQ and
R are fixed at 1000, 100 and 100 respectively. Whilst this is
a viable approach, and preferred in some contexts for its
simplicity and transparency, there are circumstances in
which it may be desirable to vary these parameters.
[0261] For example, it may be desirable for the quantiza-
tion range AQ to vary with the quantized values, where the
notation AQ(*) is used to represent the variable quantization
range. That is, where each count is quantized to one of a set
of quantized values {Q,}={Qq, Q1, Q,, Q;, Q,, - . . } where:
[0262] AQ(m)=AQ(m-1) for at least one m, with
[0263] AQ(n):=Q,,,-Q, being the difference between
the n’th and [n+1]’th quantization boundaries.
[0264] For example, it may be that AQ(n) increases lin-
early with n (at least approximately), so that the quantization
error remains an approximately fixed percentage of the
count being quantized for different sizes of count.
[0265] The audience-size gate R for a given query may
also be set in dependence on the query itself. That is, with
different minimum audience-size gates for different queries,
depending on the parameter(s) of those queries. For
example, it may be desirable to set a higher minimum
audience-size gating threshold for certain audiences, which
can be achieved by setting the gating threshold in depen-
dence on a user attribute(s) defined in or derived from the
query. This also applies to the individual buckets redaction
thresholds and to the bucket sizes (quantization ranges),
which can also be set in dependence on the query itself, for
example as a function of the user attribute(s) and/or other
query parameter(s).
[0266] In embodiments, the exact counting procedure can
be implemented as follows.
[0267] A content processing system for processing content
items (interaction events) of a content publication platform
having a plurality of users may be provided, the content
processing system comprising: a content input configured to
receive content items of the content publication platform,
each of which relates to a piece of published content and is
associated with a user identifier of one of the users who has
published or consumed that piece of content; a plurality of
content processors for processing the content items; a con-
tent allocator configured to allocate the content items to the
content processors based on the user identifiers associated
with the content items; and a total count generator; wherein
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each of the user identifiers is assigned to one of the content
processors, and the content allocator is configured to allo-
cate all of the content items associated with that user
identifier to that same content processor; wherein each of the
content processors is configured to generate, from the con-
tent items allocated to it, a local user count indicating a
number of unique user identifiers associated with those
content items, wherein the total count generator is config-
ured to generate, by summing the local user counts from all
of the content processors, a total user count indicating a total
number of unique users of the content publishing platform.

[0268] Allocating the content items in this way allows the
local and total users count to be generated extremely quickly
and efficiently, as explained in detail later.

[0269] At each of the content processors, the content items
allocated to that content processor may be stored in local
storage of that content processor.

[0270] The content items may be grouped in the local
storage according to the user identifiers associated with
those content items with one group per user identifier.

[0271] The content processing system may comprise a
filter coordinator configured to instruct each of the content
processors to apply a filter, thereby causing each of the
content processors to filter the content items allocated to it
according to the filter and generate its local user count from
the filtered content items, wherein the local user count
indicates a number of unique users for the content items
allocated to that content processor that satisfy the filter,
whereby the total user count indicates a total number of
unique users who satisty the filter.

[0272] In the case that the content items are stored and
grouped locally, each of the content processors may be
configured to repeatedly apply a boundary counting proce-
dure to the grouped content items to selectively increment a
local boundary count as follows: applying the boundary
counting procedure for an initial one of the groups by: for
each of the items in that group, determining whether that
content item satisfies the filter, incrementing the local
boundary count only if at least one of those content items
satisfied the filter, and repeating the boundary counting
procedure for a next one of groups; wherein the boundary
counting procedure terminates once it has been applied for
all of the user identifiers assigned to that content processor,
wherein that content processor unit’s local user count com-
prises or is derived from its local boundary count after the
termination of the boundary counting procedure.

[0273] Each of the user identifiers may be associated with
a set of user attributes, and the content items may be filtered
based on the user attributes associated with the user identi-
fiers; or at least some of the content items may comprise
metadata (e.g. at least some which may be derived from the
pieces of content) and the content items may be filtered
based on the metadata in the content items; or the content
items may be filtered based on a combination of the user
attributes and the metadata.

[0274] The content processing system may comprise a
query handler for handling queries submitted to the content
processing system, and the query handler may be configured
to respond to a submitted query with a result comprising or
derived from the total user count.

[0275] The filter may be defined in the query and the filter
coordinator may instruct the content processors to apply the
defined filter in response to the submission of the query.
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[0276] Each of the content items may comprise a copy of
the user identifier with which it is associated, thereby
associating that content item with that user identifier.
[0277] Each of the content processor may be a processing
unit or a thread. For example, each of the content processing
units may be a CPU core thread in a server (in which case
the total user count is a count for that server).

[0278] Alternatively, each of the content processors may
comprise multiple processing units or multiple threads. For
example, the content processing units may be servers (in
which case the total user count is a count across those
servers). In that case, each content processor may be con-
figured to apply the boundary counting procedure in parallel
to multiple sub-partitions of the content items allocated to it,
wherein each of the user identifiers for that content proces-
sor is assigned to only one of the sub-partitions and all of the
content items associated with that user identifier are in that
same partition, wherein the local user account for that
content processor is generated by summing resulting local
user counts for the sub-partitions.

[0279] To cover other application, a system for processing
user events from a platform having a plurality of users may
be provided, the system comprising: an input configured to
receive user events of the platform, each of which is
associated with an identifier of one of users of the platform;
a plurality of event processors for processing the user
events; an event allocator configured to allocate the user
events to the event processors based on the user identifiers
associated with the events; and a total count generator;
wherein each of the user events is assigned to one of the
event processors, and the event allocator is configured to
allocate all of the user events associated with that user
identifier to that same event processor; wherein each of the
event processors is configured to generate, from the user
events allocated to it, a local user count indicating a number
of unique user identifiers associated with those user events,
wherein the total count generator is configured to generate,
by summing the local user counts from all of the event
processors, a total user count indicating a total number of
unique users of the platform.

[0280] Inthis context, each event can be any event relating
to the user with which it is associated. Each of the user
events may relate to an action performed by or otherwise
relating to one of the users of the platform and comprise an
identifier of that user. That is, each of the user events may
be a record of a user-related action on the platform.
[0281] Whilst these events can relate to social interactions
on a social media platform (publishing/consuming content),
the fourth aspect of the invention is not limited to this and
the system can be used for processing other types of events
and the platform can be any platform with a user base that
facilitates user actions. The platform provider could for
example be a telecoms operator like Vodafone or Verizon, a
car-hire/ride-share platform like Uber, an online market
place like Amazon, a platform for managing medical
records. The events can for example be records of calls, car
rides, financial transactions, changes to medical records etc.
conducted, arranged or performed via the platform. There
are numerous scenarios in which it is beneficial to extract
anonymous and aggregated information from such events,
where the need to obtain a user count over a set of such
events arises.

[0282] In this respect, it is noted that all description
pertaining to interaction events of a social media platform
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(content items) herein applies equally to other types of
events of platforms other than social media. Such events can
comprise or be associated with user attributes and/or meta-
data for the actions to which they relate, allowing those
events to be processed (e.g. filtered and/or aggregated) using
any of the techniques described herein.

[0283] For example, the system may comprise a filter
coordinator configured to instruct each of the event proces-
sors to apply a filter, thereby causing each of the event
processors to filter the user events allocated to it according
to the filter and generate its local user count from the filtered
user events, wherein the local user count indicates a number
of unique users for the user events allocated to that event
processor that satisfy the filter, whereby the total user count
indicates a total number of unique users who satisfy the
filter.

[0284] A randomization component of the system can
randomly generate error data and apply it to intentionally
introduce an artificial error in to the total count (either
directly or in at least one of the local counts) in the manner
described above.

Exact User Count

[0285] A notable feature of the filtering and counting
process described above is that, in contrast to the probabi-
listic HLL approximation, the total user count obtained by
the process is exact. Obtaining an exact user count is clearly
desirable in some contexts, and in that respect is another
tangible benefit of the present invention with respect to
existing probabilistic methodologies, such as HLL.

[0286] However, as noted, the inventors of the present
invention have recognized that in the present context,
namely extracting anonymized, aggregate information,
moving from an approximate user count (with an inherent
error) to an exact user count could in fact open up the content
sharing system 202 to a specific form of attack that allows
individual users to be identified in certain circumstances—
hence the additional steps that are taken to prevent this.
[0287] It will be appreciated that the above embodiments
have been described only by way of example. Other varia-
tions and applications of the present invention will be
apparent to the person skilled in the art in view of the
disclosure given herein. The present invention is not limited
by the described embodiments, but only by the appendant
claims.

1. A method of processing user events of a platform to
extract aggregate information about users of the platform,
the method comprising, at an event processing system:

receiving a query relating to the user events;

determining at least one query parameter from the query;

computing a unique user count for a set of the user events
satisfying the at least one query parameter;

comparing the unique user count to a metering threshold;
and

rejecting the query if the unique user count exceeds a

maximum permitted user count indicated by the meter-
ing threshold.

2. A method according to claim 1, wherein the unique user
count that is compared to the metering threshold is estimated
from a representative sample of the user events in an index.

3. A method according to claim 2, wherein if the unique
user count does not exceed the maximum permitted user
count, the unique user count is re-computed from a larger
number of the user events in the index.
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4. A method according to claim 3, wherein the re-com-
puted user count is compared with a gating threshold,
wherein the query is rejected if the re-computed user count
is less than a minimum permitted user count indicated by the
gating threshold and accepted otherwise.

5. A method according to claim 3, wherein the unique user
count is re-computed from all of the user events in the index.

6. A method according to claim 1, wherein the metering
threshold is set as a function of a global unique user count
for the platform.

7. A method according to claim 6, wherein the maximum
permitted user count is set as a percentage of the global
unique user count for the platform.

8. A method according to claim 1, wherein the metering
threshold is set in dependence on a statistical analysis of the
user events.

9. A method of processing user events of a platform to
extract aggregate information about users of the platform,
the method comprising, at an event processing system:

receiving a query relating the user events;
determining at least one query parameter from the query;
generating at least one count for a set of the user events
satisfying the at least one query parameter; and

applying quantization to the at least one count to generate
at least one quantized count for release, the quantized
count being one of a plurality of permitted quantized
values, wherein the quantization has a variable quan-
tization range, the quantization range being the differ-
ence between adjacent pairs of the permitted quantized
values.

10. A method according to claim 9, wherein the quanti-
zation range increases for larger permitted quantized values.

11. A method according to claim 10, wherein the quanti-
zation range increases linearly with respect to the permitted
quantized values.

12. A method according to claim 9, wherein the quanti-
zation range is set as a function of the at least one query
parameter.

13. A method of processing user events of a platform to
extract aggregate information about users of the platform,
the method comprising, at an event processing system:

receiving a query relating to the user events; determining

at least one query parameter from the query; computing
a unique user count for a set of the user events
satisfying the query parameter;
setting a variable release threshold for the query as a
function of the at least one query parameter; and

comparing the unique user count with the release thresh-
old set for the query to determine whether to release
information about the set of user events in response to
the query.

14. A method according to claim 13, wherein the release
threshold is a gating threshold and the query is rejected if the
unique user count is less than a minimum permitted user
count indicated by the gating threshold set for the query,
whereby the minimum permitted user count depends on the
at least one query parameter.

15. A method according to claim 14, wherein the at least
one query parameter comprises a user attribute, the variable
gating threshold being set as a function of the user attribute.

16. A method according to claim 15, wherein the release
threshold is a redaction threshold for one of a plurality of
buckets, the comparing step performed to determine whether
to redact that bucket.
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17. An event processing system for processing user events
of a platform to extract aggregate information about users of
the platform, the event processing system comprising:

computer storage holding executable instructions; and

one or more processing units configured to execute those
instructions to carry out the following steps:

receiving a query relating to the user events;

determining at least one query parameter from the query;

computing a unique user count for a set of the user events
satisfying the at least one query parameter;

comparing the unique user count to a metering threshold;
and

rejecting the query if the unique user count exceeds a

maximum permitted user count indicated by the meter-
ing threshold.

18. An event processing system according to claim 17,
wherein the unique user count that is compared to the
metering threshold is estimated from a representative sample
of the user events in an index.

19. An event processing system according to claim 18,
wherein if the unique user count does not exceed the
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maximum permitted user count, the unique user count is
re-computed from a larger number of the user events in the
index.

20. A computer program product for processing user
events of a platform to extract aggregate information about
users of the platform, the computer program product com-
prising executable instructions stored on a computer read-
able storage medium and configured, when executed at an
event processing system, to carry out the following steps:

receiving a query relating to the user events;
determining at least one query parameter from the query;

computing a unique user count for a set of the user events
satisfying the at least one query parameter;

comparing the unique user count to a metering threshold;
and

rejecting the query if the unique user count exceeds a
maximum permitted user count indicated by the meter-
ing threshold.



