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METHOD AND SYSTEM FOR SENDING RETURN MESSAGES IN MPLS NETWORKS

The present invention relates to a telecommunications network that uses a label
switching protocol, in particular a multiprotocol label switching network, and a

method of sending messages via such a network.

Multiprotocol label switching (MPLS) is a new protocol that is being developed
by the Internet Engineering Task Force (IETF) in order to improve the speed
and accuracy of internet communications. The IETF defines MPLS as a
standards based label switching technology for large-scale networks. An MPLS
network can be a standalone, dedicated network or it can interface with a larger
telecommunications network, such as an ATM network, as shown 1in Figure 1.
Alternatively, an MPLS network could be superimposed over part of an ATM

network as shown 1n Figure 2.

MPLS networks typically use standard IP addresses to determine the desired
destination of a message that enters a source node of the MPLS network. Once
this 1s done, a label 1s attached to the message, which label defines the MPLS
forward path. A data packet that includes the message and label combination
then enters the MPLS network and i1s forwarded to a router that 1s defined by
the label. At the router, the attached label 1s used to determine the next router to
which the message has to be forwarded. Routers that support MPLS are
typically referred to as label switched routers (LSR). The label switch
mechanism for determining the forward path for the message will be described

in more detail with reference to Figures 3 to 7.
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Figure 3 shows a multiprotocol label switch network that has a label switched
router LSR1, LSR2, LSR3, LSR4 at each network node. Also provided are a
source node 10 at which messages that originate from other networks can be
introduced into the MPLS network and a sink node 12 at which messages can
exit the MPLS network. Included in each label switched router LSR1, LSR2,
L.SR3, LSR4 is a table that defines the address of the next router in the forward
path for the message. Figures 4 to 6 show examples of label tables for the

source router 10, the router LSR4 and the sink router 12 respectively.

When a message is received at the source router 10, for example, message 1 of
Figure 3, the router 10 notes the interface at which 1t 1s received and checks
whether there is a label attached. In the case of message 1, this is received at
interface C of the source router 10 and is introduced from a non-MPLS network
and so does not have a label, see Figure 7. Receipt of message 1 at interface C
causes software in the source router 10 to interrogate its label table to determine
an output label for the message and so the next stage of its forward path. The
software is operable to search the table to identify the relevant interface, in this
case interface C, and then scan from left to right in order to identify the label
that is attached to the message (NB in the case of message 1, there is no label).
Once the label that is attached to the message is 1dentified, the router software
reads from left to right to identify the output interface and the output label for
the forward message path. From Figure 4, 1t can be seen that messages received
at interface C with no label have to be output at interface B together with label
L,. Having consulted the label table, the source router 10 software causes
message 1 to be output at interface B with label L,. Messages output at

interface B are passed to interface D ot LSR4.
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When message 1 is received at LSR4 a similar process 1s conducted to
determine the forward path. As before, software in the router LSR4 looks at the
label associated with the received message and consults its label table to
determine the label that determines the forward path. From the label table of
Figure 5, it can be seen that messages received at interface D, and associated
with an input label L, are to be output at interface F and the label L, 1s to be
switched with label L,. Having consulted the label table, the router software
causes message 1 to be output at interface F with label L,. Messages output at

interface F are passed to interface G of the sink or egress router 12.

When message 1 is received at the sink router 12, it is interpreted to determine
its label. Software in the sink router 12 then consults its label table to establish
the label that determines the forward path. From the label table of Figure 6, 1t
can be seen that a message that is received at interface G with a label L,, 1s to
be output at interface H, with no label, i.e. the message 1s to leave the MPLS
network. This is sometimes referred to as “popping” a label. Having consulted
the label table of Figure 6, the exit router software causes message 1 to be
output at interface H without a label. In this way, a forward message path

through the MPLS network is defined by a label switching process.

An advantage of MPLS networks is that they can be readily used to engineer
network traffic. Traditionally in IP based systems, traffic 1s always directed
along the shortest route. In the network shown in Figure 8, the shortest route
from router A to router C is via router B. A disadvantage of this 1s, however,
that in some circumstances certain parts of the network can be overloaded
whilst other parts remain unused. There is no mechanism in traditional IP

networks to cause messages to be sent along anything other than the shortest
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route. In the case of MPLS, however, because the message path 1s determined
by the label switching mechanism, it is relatively straightforward to alter the
route taken by signals in the event that network overloading occurs. In the case
of Figure 8, for example, should the forward message route A to B to C become
overloaded, the MPLS network can be dynamically altered to divert messages
from router A to router C via routers D, E and F, along an MPLS engineered

route. This 1s advantageous.

A further advantage of MPLS is that it can be used to establish a virtual private
network. This is because once the initial label is i1dentified, re-direction of a
message i1s done on the basis of the label switching mechanism and not on the
basis of the IP address. Hence, the IP address can be kept secure. This means
that several customers can use the same network infrastructure, as shown in

Figure 9, without compromising security.

Because of the inherent advantages of MPLS, a significant amount of effort has
been invested in standardising the MPLS protocols. A disadvantage of MPLS
is, however, that it can be difficult to detect and identify label switched routers
that are the source of faults. This is because there are at present no developed
or standardised mechanisms for returning backward defect indicators to the
MPLS source. Various methods to overcome this problem have been suggested.
For example, bi-directional label switching protocols have been proposed. A
disadvantage of this is, however, that it requires a significant development of
further MPLS standards. Another alternative 1s to send error messages back via
another mechanism such as using the IP control plane. A disadvantage of this 1s
that it may not always be possible to identify the IP address. This 1s particularly

the case in virtual private networks. In addition, it may not always be possible
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because the label switched path that falled may be unknown or unreachable.

Various aspects of the present invention are defined in the independent claims.

Some preferred features are defined in the dependent claims.

According to one aspect of the present invention, there 1s provided a method for
sending a message via a label switch telecommunications network, 1n particular
an MPLS network, the method comprising:

identifying at a first node a first label attached to the message;

using the first label to identify a second label associated with the first
label, the second label defining a forward path for the message;

replacing the first label with the second label,

sending the message and the second label to another node of the network;

sending a return message associated with the said message from the said
other node, together with the second label to the first node;

using the second label to identify the first label, the first label detining a
return path for the message, and

replacing the second label with the first label.

An advantage of this method 1s that return messages can be sent along a
working data path, but in a reverse direction, without the need for bi-directional
LSP routers or any mondifications to the protocol used at network nodes.
Instead the label switching data structure 1s itselt used to define a return

message path.

Preferably, the return message includes a return message identifier, for

example, a label, that identifies that the message 1s a return message.
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The step of using the first label to 1dentify a second label may 1nvolve searching
in a first direction or order a data structure that includes a plurality of labels,
thereby to identify the second label associated with the first label. The step of
using the second label to identify the first label may involve searching the data

structure in a reverse direction or order, thereby to identify the first label.

The data structure may be a label table that includes input labels and
corresponding output labels, which output labels define a forward path for
messages that are attached to the corresponding input label, the second label

being an output label for the forward path.

The return message may be indicative of a fault or defect in the network.

Preferably, the return message includes information relating to the location of

the fault or defect.

According to another aspect of the present invention, there 1s provided a method
for sending a message via a label switch telecommunications network, in
particular an MPLS network, the method comprising:

identifying at a first node a first label attached to the message;

using the first label to identify a second label associated with the first
label, the second label defining a forward path for the message;

replacing the first label with the second label;

sending the message and the second label to another node of the network;

receiving a return message from the said other node together with the

second label at the first node;

using the second label to identify the first label, the first label defining a
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return path for the message, and

replacing the second label with the first label.

Preferably, the return message includes a return message 1dentifier, for

example, a label, that identifies that the message 1s a return message.

The step of using the first label to identify a second label may involve searching
in a first direction or order a data structure that includes a plurality of labels,
thereby to identify the second label associated with the first label. The step of
using the second label to identify the first label may involve searching the data

structure in a reverse direction or order, thereby to identify the first label.

The data structure may be a label table that includes input labels and
corresponding output labels, which output labels define a forward path for
messages that are attached to the corresponding input label, the first label being
an input label for the forward path of the message and the second label being an

output label for the forward path of the message.

The return message may be indicative of a fault or defect in the network.
Preferably, the return message includes information relating to the location of

the fault or defect.
According to yet another aspect of the present invention, there 1s provided a
return message that is a product of the methods in which the previous aspects of

the invention are embodied.

According to a still further aspect of the invention, there 1s provided a computer
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program, preferably on a data carmier or a computer readable medium, the
computer program being for processing messages at a node in a label switch
telecommunications network, in particular an MPLS network, the computer
program comprising instructions for:

identifying a first label attached to a message;

using the first label to identify a second label associated with the first
label, the second label defining a forward path for the message;

replacing the first label with the second label,;

sending the message and the second label to another node of the network;

receiving a return message from the said other node together with the
second label;

using the second label to 1dentify the first label, the first label defining a
return path for the message, and

replacing the second label with the first label.

Preferably, the return message includes a return message identifier, for

example, a label, that identifies that the message 1s a return message.

The instructions for using the first label to identity a second label may be
operable to search in a first direction or order a data structure that includes a
plurality of labels, thereby to 1dentify the second label associated with the first
label. The instructions for using the second label to identify the first label may
be operabl;e to search the data structure in a reverse direction or order, thereby

to 1dentify the first label.

The data structure may be a label table that includes input labels and

corresponding output labels, which output labels define a forward path for
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messages that are attached to the corresponding input label, the first label being
an input label for the forward path of the message and the second label being an

output label for the forward path of the message.

According to a yet further aspect of the invention, there is provided a
telecommunications node or router for sending a message in a label switch
telecommunications network, in particular an MPLS network, the node or router
comprising:

means for identifying a first label attached to a message;

means operable to use the first label to 1dentify a second label associated
with the first label, the second label defining a forward path for the message;

means for replacing the first label with the second label;

means for sending the said message and the second label to another node
of the network;

means for receiving a return message associated with the said message
from the said other node together with the second label;

means operable to use the second label to 1dentify the first label, the first
label defining a return path for the message, and

means for replacing the second label with the first label.

Preferably, the return message includes a return message identifier, preferably a

label, that 1dentifies that the message 1s a return message.

The means that are operable to use the first label may be operable to use the
first label to search in a first direction or order a data structure that includes a
plurality of labels, including the first label, thereby to 1dentity the second label

associated with the first label. The means that are operable to use the second
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label to identify the first label may be operable to search the data structure in a

reverse direction or order, thereby to identify the first label.

The data structure may be a label table that includes input labels and
corresponding output labels, which output labels define a forward path for
messages that are attached to the corresponding input label, the first label being
an input label for the forward path of the message and the second label being an

output label for the forward path of the message.

According to a still further aspect of the present invention, there is provided a
return message that is a product of the node or router in which the invention 1s

embodied.

Various aspects in which the present invention are embodied will now be
described by way of example only and with reference to Figure 10, which

shows a simplified example of mechanism for returning a message along a path

in a MPLS network.

Figure 10 shows an MPLS network that has a source router 16, a plurality of
LSRs 18, 20 and 22 and a sink router 24. Each of the source router, the
intermediate LSRs 18, 20 and 22 and the sink router 24 of Figure 10 includes a
label switch table 235, 26, 28, 30 aﬁd 31 respectively that has a column of input
labels and a column of output labels, each input label being associated with a
corresponding output label, which output label defines the forward message

path. The label tables 25, 26, 28, 30 and 31 can be interrogated to identify an

output label for a forward message path, as 1s standard in MPLS.
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Included in each LSR is software that is adapted to search its label switch table
26, 28 or 30 using an input message label as a search index, thereby to i1dentify
an output message label for the forward path, so that the message can be sent to
the destination address. As a simple example, when router 18 of Figure 10
receives a message associated with an input label A, 1t reads its label table 26
and then switches label A for label B and outputs the message, together with its
new label, B, to router 20. When router 20 receives a message associated with a
label B, it switches that label for label C and outputs the message, together with
its new label, C, to router 22. Likewise, when router 22 receives a message
associated with a label C, it switches that for label D and outputs the message,
together with its new label, D, to the next router, which 1s the sink or egress
router 24. The sink router 24 pops, i.e. removes, the final label and onward

routes the message towards its destination address.

In order to allow a return message associated with the original forward message
to be sent from the sink 24 to the source 16 of the original message, the
software in each LSR 18, 20 and 22 1s adapted to recognise return messages 32
associated with earlier messages. This i1s done by including an identifier or
label in the return message 32. This could be a resei'ved label value or any
other suitable means of identification. In the example shown in Figure 10, the
return message 32 is identified using a reserved label S, which 1s the first label
in the MPLS return message packet. The second label of the return message
packet 32, which may be the inner or bottom label, contains the outer label ot
the original MPLS packet that was received at the sink 24 in the normal forward

direction.

In the event that a return message 32 has to be sent along the reverse message
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path 34 of Figure 10, an MPLS message packet is constructed and software 1n
the sink router 24 attaches a label S to the message, so that the next router 22
knows that the message is a return message 32. An inner label that defines the
path for the return message is also attached to the return message. The inner
label 1s the label that was attached to the original incoming message in the
forward direction when it was received at the sink 24. In the case of Figure 10,
the inner label attached to the reverse message i1s label D. Once the return
message label S and the inner label D are attached, the packet 32 that includes
the return message, the label D and the reserved label S 1s then forwarded to

router 22.

Included in router 22 is software that 1s operable to read the label S and
recognise this as being indicative of a return message. Also included in router
22 1is reverse label handler software, which 1s used when a message 1s
recognised as being a reverse or return message. This 1s a software function
that is provided in each router and is adapted to search the router label table 1in a
reverse direction or order, thereby to identify a label that defines a reverse
message path 34. The reverse handler software i1s adapted to read the MPLS
label table 30 of router 22 backwards, in order to identify a reverse path for the
return message. In this way, a return message can be sent by using the input
labels as defined in the label table for the forward message path as output labels

for the return message path 34.

In the case of the return message 32 of Figure 10, the reverse handler software
is operable to use the label D as a search index and look for label D 1n the
output label column of the label switch table 30. Once label D 1s found in the

output label column, the corresponding input label i1s i1dentified, in this case
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label C, and the software swaps the label D for the label C. The label S 1s then
added so that the packet can be identified as a return message and the software

pushes the message to router 20.

It will be appreciated that the reverse look up typically has to take into account
the interface at which the return message 1s received on. This 1s because a

single label can be used on more than one interface of a given router.

Once the message is received at router 20, a similar process occurs. The LSR
software recognises the label S as an indication that the message 1s a return
message, removes the label S and forwards the remaining MPLS packet to
reverse handler software, which reads the label switch table 28 1n reverse to
identify the label C in the output label column. Doing this, identifies label B as
being the next label for the return message path and so label C 1s removed from
the MPLS packet, and label B 1s added, together with a label S. The resultant
data packet is then sent to router 18, where the process is repeated and a return

message 32 1s sent to the source or ingress router 16.

At the source router 16, a similar process occurs. However, 1n this case, the
reverse look up handler software will not find an entry 1n its label table 25 that
corresponds to label A. The software 1s adapted to recognise that this means
that the return message 32 1s intended for processing at the source router 16.
The source router 16 then processes the message 32 and routes it to another
address based on a label, IP address or other protocol information 1n the return
message. The message that 1s routed from the LSR will indicate the message 1s
for local processing on the LSR or for return to a client. The client may be IP,

another MPLS network layer or another protocol client. In this way, a message
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can be sent from the source router 16 to the sink router 24 along a forward
message path and a return message can be sent from the sink router 24 to the

source router 16 along an identical message path, but in the reverse direction.

An advantage of the method for returning messages described above i1s that it 1s
relatively straightforward to send return messages, without the need to set up bi-
directional LSPs. In particular, backward defect indicators (BDI), 1.e. return
messages that are indicative of faults or defects on the network, can be sent to a
message source. The BDIs could include information about faults on the
network, in particular information as to the location ot the fault, or control

messages, such as “slow down data flow rate”.

The method of the present invention involves using a label switch data
structure, for example a label switch table, to define a forward label switch path
for a message and reading the label switch data structure in reverse to allow a
return message to be sent back along a reverse path to the source of the original
message. This 1s an efficient process that allows a return message to be sent,
with minimum complexity and without having to adapt the existing MPLS

protocol standards. This 1s advantageous.

A skilled person will appreciate that variations of the disclosed arrangements
are possible without departing from the invention. Accordingly, the description
of the specific embodiments 1s made by way of example and not for the
purposes of limitation. It will be clear to the skilled person that minor
modifications can be made without significant changes to the operation

described above.
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Claims

1. A method for sending a message via a label switch telecommunications
network, the method comprising:

identifying at a first node a first label attached to the message;

using the first label to i1dentify a second label associated with the first
label, the second label defining a forward path for the message;

replacing the first label with the second label,;

sending the message and the second label to another node of the network;

sending a return message from the said other node together with the
second label to the first node;

using the second label to identify the first label, the first label defining a
return path for the message, and

replacing the second label with the first label.

2. A method according to claim 1 1n which said label switch

telecommunications network comprises an MPLS network.

3. A method as claimed in claim 1, wherein the return message includes a
return message identifier, preferably a label, that identifies that the message 1s a

return message.

4. A method as claimed in claim 2 or claim 3, wherein the step of using the first
label to identify a second label involves searching in a first direction or order a
data structure that includes a plurality of labels, thereby to 1dentity the second
label associated with the first label.
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5. A method as claimed in claim 4, wherein the step of using the second label

to identify the first label involves searching the data structure in a reverse

direction or order, thereby to identify the first label.

6. A method as claimed in claim 4 or claim 5, wherein the data structure 1s a
label table that has includes input labels and corresponding output labels, which
output labels define a forward path for messages that are attached to the
corresponding input label, wherein the first label i1s an input label for the

forward path of the message at the first node and the second label i1s the

corresponding output label for the forward path of the message.

7. A method for sending a message via a label switch telecommunications
network, the method comprising:

identifying at a first node a first label attached to the message;

using the first label to identify a second label associated with the first
label, the second label defining a forward path for the message;

replacing the first label with the second label;

sending the message and the second label to another node of the network;

receiving a return message from the said other node together with the
second label at the first node;

using the second label to identify the first label, the first label defining a
return path for the message, and

replacing the second label with the first label.

8. A method according to claim 7 in which said label switch

telecommunications network comprises an MPLS network.
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9. A method as claimed in claim 8, wherein the return message includes a
return message identifier, preferably a label, that 1dentifies that the message 1s a

return message.

5 10. A method as claimed in claim 8 or claim 9, wherein the step of using the
first label to identify a second label involves searching in a first direction or
order a data structure that includes a plurality of labels, thereby to i1dentify the

second label associated with the first label.

10 11. A method as claimed in claim 10, wherein the step of using the second
label to identify the first label involves searching the data structure in a reverse

direction or order, thereby to identify the first label.

12. A method as claimed in claim 10 or claim 11, wherein the data structure 1s

15 a label table that has includes input labels and corresponding output labels,
which output labels define a forward path for messages that are attached to

the corresponding input label, wherein the first label 1s an input label for the

forward path of the message and the second label i1s the corresponding

output label for the forward path of the message.

20
13. A return message that is a product of the method of any one of the
preceding claims.
14. A computer program, preferably on a data carrier or a computer readable
25 medium, the computer program being for processing messages at a node in a

label switch telecommunications network, preferably an MPLS network, the

computer program comprising instructions for:
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identifying a first label attached to a message;

using the first label to identify a second label associated with the first
label, the second label defining a forward path for the message;

replacing the first label with the second label;

sending the message and the second label to another node of the network;

receiving a return message from the said other node together with the
second label;

using the second label to identify the first label, the first label defining a

return path for the message, and

replacing the second label with the first label.

15. A computer program as claimed in claim 14, wherein the return message
includes a return message identifier, preferably a label, that i1dentifies that

the message 1s a return message.

16. A computer program as claimed in claim 14 or claim 15, wherein the step
of using the first label to identify a second label involves searching 1n a first
direction or order a data structure that includes a plurality of labels, thereby

to identify the second label associated with the first label.

17. A computer program as claimed in claim 16, wherein the step of using the
second label to 1dentify the first label involves searching the data structure in

a reverse direction or order, thereby to identify the first label.

18. A computer program as claimed in claim 16 or claim 17, wherein the data
structure is a label table that has includes input labels and corresponding

output labels, which output labels define a forward path for messages that
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are attached to the corresponding input label, the second label being an

output label that is associated with the first label.

19. A telecommunication node or router for sending a message in a label
switch telecommunications network, the node or router comprising;:

means for identifying a first label attached to a message;

means operable to use the first label to 1dentify a second label associated
with the first label, the second label defining a forward path for the message;

means for replacing the first label with the second label;

means for sending the message and the second label to another node ot
the network;

means for receiving a return message from the said other node together
with the second label;

means operable to use the second label to identify the first label, the first
label defining a return path for the message, and

means for replacing the second label with the first label.

20. A telecommunication node or router according to claim 19 in which said

label switch telecommunications network comprises an MPLS network.

21. A node or router as claimed in claim 20, wherein the return message
includes a return message identifier, preferably a label, that identifies that

the message 1s a return message.

22. A node or router as claimed in claim 20 or claim 21, wherein the means
that are operable to use the first label are operable to use the first label to

search in a first direction or order a data structure that includes a plurality of
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labels, including the first label, thereby to 1identify the second label

associated with the first label.

23. A node or router as claimed in claim 22, wherein the means that are
S operable to use the second label to identify the first label are operable to

search the data structure in a reverse direction or order, thereby to identify

the first label.

24. A node or router as claimed in claim 22 or claim 23, wherein the data
10 structure 1s a label table that includes input labels and corresponding output
labels, which output labels define a forward path for messages that are

attached to the corresponding input label.

25. A telecommunications network that includes a plurality of nodes or routers

15 as defined in any one of claims 20 to 24.
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