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(57) Abstract: A method that receives, at a network controller, a handover message that includes a first connection identifier as an
identifier for a signalling connection between the network controller and the core network. The method allocates, by the network
controller, a different second connection identifier to identify a signalling connection between the network controller and an ac-
cess point of a second wireless communication system communicatively connected to the network controller. The method sends
the handover message and the second connection identifier to the access point. The method receives a reply message that includes
the second connection identifier as the identifier for the signalling connection between the network controller and the core net-
work. The method replaces, at the network controller, the second connection identifier in the reply message with the first connec-
tion identifier as the identifier for the signalling connection between the network controller and the core network.
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NETWORK TRIGGERED UK REGISTRATION ON IUH INTERFACE

BACKGROUND

16001} Licensed wireless systems provide mobile wireless communications to individuals
using wireless transceivers. Licensed wireless systems refer to public cellular telephone systems
and/or Personal Communication Services (PCS) telephone systerns, Wireless transceivers, also
referred to as user equipment (UE), include celinlar telephones, PCS telephones, wireless-

enabled personal digital assistants, wireless modems, and the like.

{6002} Licensed wireless systems utilize wireless signal frequencies that are licensed
from governments. Large fees are paid for access to these frequencies. Expensive base station
(BS) equipment is used to support communications on licensed frequencies. Base stations are
typically justalled approximately a mile apart from one another {e.g., cellular towers in a cellular
network). In a Universal Mobile Telecommunications System (UMTS), these base stations are
system provider controlled and melude Node-Bs which are high power and long range radio
frequency transmitters and receivers used to directly connect with the user equipment. The
wireless transport mechanisms and frequencies employved by typical licensed wircless systems

limit both data transfer rates and range.

{6003] Licensed wircless systems continually upgrade their networks and equipment in
au effort to deliver greater data transfer rates and range. However, with each upgrade iteration
{e.g., 3G to 4G), the licensed wircless system providers incur substantial costs from licensing
additional bandwidth spectrum to upgrading the existing radio network equipment or core
network equipment. To offset these costs, the licensed wireless system providers pass down the
costs to the user through the licensed wireless service fees, Users also incur equipment costs with
sach iterative upgrade of the licensed wireless network as new user equipment is needed to take

advantage of the new services or improved services of the upgraded network.

0004 Landline (wired} connections are extensively deployed and generally perform at a
lower cost with higher quality voice and higher speed data services than the licensed wircless
systems, The problern with landline conncctions is that they constrain the mobility of a user.

Traditionally, a physical connection to the landiine was required.
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{3005] Home Node Bs (HNBs) emerged as one solution to lower costs associated with
the licensed wircless systems while maintaining user wireless mobility and taking advantage of
the higher quality voice and higher speed data services of the landline connections. HNB allows
users the ability to scamlessly and wirelessly roam in and out of Node B service regions and
HNB service regions where the HNB systems facilitate mobile access to the landline-based
networks. The mobility range associated with such HNB systems is typically on the order of 100
meters or less. A typical HNB communication system includes a base station comprising a
wireless access point (AP} with a physical conuvection {(e.g., coaxial, twisted pair, or optical
cable) to a landline-based network., The AP has an RF transceiver to facilitaie communication

with a wireless handset that 1s operative within a modest distance of the AP,

{(086] HNB communication systems allow users to purchase ordinary off-the-shelf
access points in order to deploy a HNB service region that allows for access to HNB service. In
this manner, HNB 1 able to provide higher quality services at a lower cost thau the hcensed

wircless macro cell,

{6087} Accordingly, HNBs are low cost versions of the expensive Base Stations that
comprise the mobile network that still use the operator’s licensed spectrum for communication
with licensed devices. The use of regular landlines required the HNBs to adopt proprictary
roessaging and signaling standards that were different than those used by the licensed wireless

systemns for the expensive Base Stations,

{0008] Accordingly, there 1s a need 1 the art to develop a simplified integrated system
that leverages the mobility provided by liceused wireless systems while maiutaining the guality
of service and data transfer rates of landline connections. Such a simplified integrated system
needs to reduce adoption costs for both the individual user and the system provider that deploys

such a system.
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BRIEF SUMMARY

{5009} In 3GPP Standard, an o signalling connection identifier uruguely wdentifies an {u
signalling connection between a given radio network controller (RNCY and a given core network
{CN}. Furthermore, it 18 also described that the most significant bit (MSB) of an Iu signalling
connection identifier of a Radio Access Network Application Part (RANAP) message indicates
the node that has assigned a value to the identifier. When the value 18 assigned to the wdentifier
by the CN, the MSE of the identifier has to be | and when it is assigned by RNC or HNB-GW
the MSB has to be 0.

{6019} A UE Context Id 1s also a unique identifier allocated by the HNB gateway (HNB-
W) for a particalar UE, as described in 3GPP Standard. Also, as described in 3GPP Standard, a
user equipruent (UE) Context Id can be utilized as an Tu signalling connection wdentifier value for
use in the RANAF messages exchanged by a HNB and the HNB-GW. The HNB-GW must take
into account the rules described above when allocating UE Context Ids. Theretore, when a UE
Countext 1d allocated by a HNB-GW 1s utilized as Io signalling convection identifier value, the
MSE of the UE Context Id nwst be a 0 because it is the HNB-GW that assigned a value to the In
signalling connection identifier and RANAP messages which are inmtiated by the radio access

network shall have MSB of Tu signalling connection identifier set to value 0.

{0011} The above rules regarding the MSBs of an [u signalling connection identifier and
a UE Context Id used as an [u signalling conuection identifier value pose a problemn when
applied during a handover procedure from a macro network cell to a target HNB. Specifically,
the RANAP messages (for example, RANAP Relocation Request message) which are mitiated
from the CIN and which trigger the creation of UE registration by the HNB-GW, carry the Iu
signalling connection identificr allocated by the CUN. These same messages will also result in
creation of UE associated signalling connection over the fub interface. This will require the
HNB-GW to allocate a context Id for the UE registration. However, the context Id which the
HNB-GW allocated must have the MSB set to ¢ and hence cannot have the same value as that
assigned to the “lu signalling connection identifier” IE in the corresponding RANAP message
iriggered by the UN which must have the MSB set to 1. A handover ruessage frorn the core
network includes a connection identifier which includes information indicating the core network

assigned a value to the connection identifier, It is a rule that a message constructed by an access
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pownt must wmehude a connection identifier that mcludes nformation indicating the vetwork
controller assigned a value to the connection identifier. Even when an access point constructs a
riessage o response to the handover wessage frorn the core network, the access point must
follow the rule. However, if the access point follows the rule and uses a connection dentifier that
includes mformation indicating the network controller assigned a value to the counection
identifier for the reply message, the core network would not be able to recognize that the reply
message 18 in response to the handover message because the reply message would have a

connection identifier different from the connection identifier included in the handover message.

16012} Some embodiments provide a first solution to the above mentioned problem. In
the first solution, the access point uses the connection wdentifier of the handover message as the
connection identifier of the reply message in response to the handover message. For other
messages the access point constructs, the access point uses a connection identifier that includes

information fndicating the network countroller assigned a value to the counection identifier,

16613} Some embodiments provide a second solution. In the second sohution, the access
point uses a connection identifier that mcludes information indicating the network countroller
assigned a value to the connection identifier, for all messages it constructs. The network
controller ensures that, for the messages that are in response to the messages from the core
network, a connection dentifier that includes information 1ndicating the core network controlier

assigned a value to the connection identifier.

{6014} Some embodiments are implemented i a communication system that includes a
first wireless communication system that includes a hicensed wireless radio access network and a
core network and a second wireless communications system that includes several unplanned and
user deploved access pownts for establishing service regions of the second network using short-
range licensed wireless frequencies and a network controller for communicatively coupling a

user equipment (UE) operating in the service regions to the core network,

{6015] Some ernbodiments provide a wmethod of handling a handover of an ongoing
session of a user equipment (UE} in a communication systermn. The method receives, at the
network controller, a message from the core network, The message includes a first connection
identifier as an identifier for a signalling connection associated with the UE between the network

controller and the core network, The method also allocates, by the network controlier, a second
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connection wdentifier to identify a signalling connection associated with the UE between the
network controller and an access point of the second wircless communication system
communicatively comnected to the network controller. The second connection identifier is
different than the first connection identifier. The method also sends the message and the second
connection identificr from the network controlier to the access poimnt. The method also receives a
reply message from the access point in response to the message. The reply message includes the
second connection identifier as the identitier for the signalling connection associated with the UE
between the network controller and the core network. The method also replaces, at the network
controller, the second connection identifier in the reply message with the first connection
identifier as the wdentifier for the signalling connection associated with the UE between the
network controller and the core network. The method sends the reply message from the network
controller to the core network, In some cmbodiments, the first and second identifiers indicate the
communication system node (e.g., CN, RNC, HNB-GW) that has assigned the value to the
identifier. In some embodiments, the first and sccond identifiers indicate the comumunication
systemi node (e.g., CN, RNC, HNB-GW) that has assigned the identifier. In some embodiments,
the first and second identifiers indicate the communication system node {e.g.,, CN, RNC, HNB-

(W) that has assigned the signalitng connection.

16016} Some embodiments provide a computer readable medium of the network
controller that stores a computer program. The computer program includes nstructions that are
executable by one or more processors. In some embodiments, the computer program includes a
set of instruction for receiving a message from the core network. The message includes a first
counection dentifier as an identifier for a connection associated with the UE between the
network controller and the core network. The computer program also includes a set of
instructions for allocating a second connection wdentifier to 1dentify a connection associated with
the UE between the network controller and an access point of the second wireless
communication systermn communicatively connected to the network controller. The sccond
connection identifier is different than the first connection identifier. The computer program also
includes a set of instructions for sending the message and the second connection identifier to the
access point. The computer program also inchudes a set of justructions for receiving a reply
message from the access point in response to the message. The reply message includes the

second connection identifier as the identifier for the connection associated with the UE between



WO 2010/104992 PCT/US2010/026883

the network controller and the core network, The computer program also includes a set of
instructions for replacing the second connection identifier in the reply message with the first
connection identifier as the wdentifier for the connection associated with the UE between the
network controller and the core network. The computer program also includes a set of

instructions for sending the reply message to the core network,

{6017} Some ernbodiments provide a wmethod of handling a handover of an ongoing
session of a user equipment (UE) in a communication system. The method receives a message at
an access point of the plurality of access pomnts from the network controller. The message
includes (1) a first connection identifier as an tdentifier for a first connection associated with the
UE between the network controller and a first node of the communication systern and (1) a
second connection identifier allocated by the network controller. The second connection
identifier is to identify a second connection associated with the UE between the network
controller and the access pownt. The second connection identifier 1s different than the first
connection identifier. The method also determines whether the first connection identifier
identifies the first connection as a connection between the network controller and the core
network. When the first connection identifier identifies the first connection as a connection
between the network controller and the core network, the method sends a reply message {rom the
access point to the network controlier. The reply message includes the first conmection identifier
as an identifier for a connection associated with the UE between the network controller and the
core network. When the first connection identifier identifies the first connection as a connection
between the network controller and a node of the communication system other than the core
network, the method sends a reply message from the access point to the network controller, The
reply message includes the second connection identifier as an identifier for a connection
associated with the UE between the network controlier and the unode of the communication

systent.

{6018] Some embodiments provide a computer readable medinm of an access point that
stores a coraputer program. The coraputer program inchides nstruction that are executable by
one or more processors. In some cmbodiments, the computer program includes a set of
instructions for receiving a message from the network controller. The message includes (i) a first

connection identifier as an identifier for a first connection associated with the UE between the
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network controlier and a first node of the comrounication systern and (i1} a second conuection
identifier allocated by the network controller. The second connection identifier is to identify a
second connection associated with the UE between the network controller and the access point.
The second comnection identifier is different than the first connection identifier. The computer
program also includes a set of instructions for determining whether the first connection identitior
identifies the first connection as a connection between the network controller and the core
network. The computer program also includes a set of instructions for, when the first connection
identifier 1dentifics the first connection as a counection between the network controller and the
core network, sending a reply message to the network controller. The reply message includes the
first conuection identifier as an identifier for a connection associated with the UE between the
network controller and the core network, The computer program also includes a set of
mstructions for, when the first connection identificr identifies the first connection as a connection
between the network controller and a node of the communication system other than the core
network, sending a reply message to the network controller. The reply message includes the
second connection identifier as an identifier for a conmection associated with the UE between the

network controller and the node of the communication system.

{6019} The preceding Sunumary is mtended to serve as a brief introduction to some
embodiments of the invention. It is not meant to be an introduction or overview of all inventive
subject matter disclosed o this document. The Detailed Description that follows and the
Prrawings that are referred to in the Detailed Description will further describe the embodiments
described in the Summary as well as other embodiments. Accordingly, to understand all the
embodiments described by this document, a full review of the Summary, Detatled Description
and the Drawings is needed. Moreover, the claimed subject matters are not to be limited by the
ilustrative details 1o the Summary, Detatled Descuption and the Drawing, but rather are to be
defined by the appended clatms, because the claimed subject matters can be embodied in other

specific forms without departing from the spirit of the subject matters,
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BRIEF DESCRIPTION OF THE DRAWINGS

{6028] The novel features of the invention are set forth in the appended claims. However,
for purpose of explanation, several ernbodiments of the mmvention are set forth in the following
figures,

{0021} Figure 1 illustrates a system architecture for 3G HNB deployments in accordance
with some embodiments of the invention,

{06221 Figure 2 illustrates elements of the HNB Access Network (HNB-AN) sub-system
architecture in accordance with some embodiments.

{6023] Figure 3 illustrates the Home Node-B (HNB} system architecture including the

HNB-AN of some embodiments imtegrated with a core network of 4 second commumication

system that includes a licensed wireless radio access network.

10024} Figure 4 illustrates some of the various devices that may be used in some
embodiments n order to access services of the HNB-AN or HNB system,

{G025] Figure 5 illustrates the protocol architecture supporting the HNB Application Part
{(HNBAP} over the Tuh mterface, in some embodiments.

18026} Figure 6 illustrates the protocol architecture wn support of the HNB control plaue

{i.c., for both the 8 and P8 domain), in some embodiments.

{00271 Figure 7 illustrates UE registration with the HNB in some embodiments.
{0028] Figure 8 llustrates a procedure for the HNB-GW to allow UE registration using

temporary identity in some embodiments.

{6029] Figure 9 illustrates implicit UE registration in some smbodiments.
{6039) Figure 10 illustrates the CS or PS Handover from a macro network cell to HNB

procedure in some embodiments,
10631} Figure 11 illustrates the €S or PS Handover from a macro network cell to HNB
procedure in some embodiments,

[6032] Figure 12 illustrates the C3S or PS Handover from a macro network cell to HNB

procedure in some embodiments.
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{0633} Figure 13 illustrates the S or PS Handover from one HNB to another HNB

procedure in some embodiments.
{6034] Figure 14 ilustrates the CS or PS Handover from one HNB o another HNB
procedure in some embodiments,
{6035] Figure 15 illustrates the CS or PS Handover from one HNB to another HNB

procedure in some embodiments,

{6036} Figure 16 illustrates an explicit UE registration in some embodiments,
188371 Figure 17 illustrates the CS or PS Handover from macro network to HNB procedure in

some embodiments.

{6038) Figure 18 illustrates the C8 or PS Handover from one HNB to another HNB
procedure in some embodiments,

{6039} Figure 1% counceptually dlustrates a computer system with which some

embodiments are implemented.
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DETAILED DESCRIPTION

{6048] In the following detailed deseription of the vention, numerous details, examples,
and embodiments of the invention are set forth and described. However, it will be clear and
apparent to one skilied w the art that the vention is vot lunited to the embodiments set forth
and that the invention may be practiced without some of the specific details and examples

discussed.

{6041} Throughout the following description, acronyms commonly used in the
telecommunications industry for wireless services are utilized along with acronyms specific to

the present mnvention. A table of acronyrus used in this application 1s 1ncluded 1u Section V.

16042} Some embodiments provide a first solution to the above mentioned problem. In
the first solution, the access point uses the connection identifier of the message as the connection
identifier of the reply message in respouse to the message. For other messages the access point
constructs, the access point uses a connection identifier that includes information indicating the

network controller assigned a value to the connection identifier.

16643} Some embodiments provide a second solution. In the second sohution, the access
point uses a connection identifier that mcludes information indicating the network countroller
assigned a value to the connection identifier, for all messages it constructs, The network
controller ensures that, for the messages that are in response to the messages from the core
network, a connection dentifier that includes information 1ndicating the core network controller

assigned a value to the connection identifier.

16044 Some embodiments are implemented in a communication system that includes a
first wireless communication system that includes a hicensed wireless radio access network and a
core network and a second wireless communications system that includes several unplanned and
user deploved access pownts for establishing service regions of the second network using short-
range licensed wireless frequencies and a network controller for communicatively coupling a

user equipment (UE) operating in the service regions to the core network,

{0045] Some ernbodiments provide a wmethod of handling a handover of an ongoing
session of a user equipment (UE} in a communication systermn. The method receives, at the

network controller, a message from the core network, The message ncludes a first connection

10
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identifier as an identifier for a signalling connection assoctated with the UE between the network
controller and the core network. The method also allocates, by the network controlier, a second
connection identifier to identify a signalling connection associated with the UE between the
network controller and an access point of the second wireless commumnication system
communicatively connected to the network controller, The second connection identificr i
different than the first connection identifier. The method also sends the message and the second
connection identifier from the network controlier to the access point, The method also receives a
reply message frow the access point in response to the wessage. The reply message includes the
second connection identifier as the identifier for the signalling connection associated with the UE
between the network controller and the core network, The wethod also replaces, at the vetwork
controller, the second connection identifier in the reply message with the first connection
identifier as the identifier for the signalling connection assoctated with the UE between the
network controller and the core network. The method sends the reply message from the network
controller to the core network. In some embodiments, the {irst and second identifiers indicate the
communication system node {e.g., CN, RNC, HNB-GW} that has assigned the value to the
identifier, In some cmbodiments, the first and sccond identifiers indicate the communication
system node (e.g.,, CN, RNC, HNB-GW) that has assigned the identifier. In some embodiments,
the first and second identifiers indicate the communication system node {¢.g., CN, RNC, HNB-

GW) that has assigned the signalling counection.

{3046} Some embodiments provide a computer readable medinm of the network
controller that operates in a communication system comprising (i) a first wireless
commuunications system comprising a lcensed wireless radio access network and a core network
and (i1} a second wireless communications system comprising a plurality of short range access
points for establishing service regions of the second wireless coromunications system using
licensed wireless frequencies and the network controller for communicatively coupling a user
equipment (UE) operating in the secrvice regions to the core network. The computer readable
medium stores a computer program for execution by at least one processing unit. The computer
program inchudes a set of wmstruction for recciving a message from the core network, The
message includes a first connection wdentifier as an wdentifier for a connection associated with the
UE between the network controller and the core network. The computer program also includes a

set of wstructions for allocating a second conuection identifier to identify a connection

11
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associated with the UE between the network controller and an access poiut of the second
wireless comnmunication system communicatively connected to the network controller. The
second conuection identifier 1s different than the first connection identifier. The computer
program also includes a set of instructions for sending the message and the second connection
identifier to the access point. The computer program also includes a set of mstructions for
recetving a reply message from the access point in response to the message. The reply message
includes the second connection identifier as the identifier for the connection associated with the
UE between the network controller and the core network, The computer program also includes a
set of instructions for replacing the sccond connection identifier in the reply message with the
first connection identifier as the identifier for the connection associated with the UE between the
network controller and the core network, The computer program also includes a set of

instructions for sending the reply message to the core network,

100471 Some embodiments provide a method of handhing a handover of an ongowng
session of a user cquipment (UE} in a communication systen. The method receives a message at
an access point of the plurality of access points from the network controller. The message
includes (i) a first connection identifier as an tdentifier for a first connection associated with the
UE between the network controller and a first node of the communication system and (1) a
second connection identifier allocated by the network controller. The second connection
identifier 1s to identity a second connection associated with the UE between the network
controller and the access point. The second connection identifier is different than the first
connection identifier. The method also determines whether the first connection identifier
identifies the first comnection as a connection between the network countroller and the core
network. When the first connection identifier identifies the first connection as a connection
between the network controller and the core network, the method sends a reply message from the
access point to the network controlier. The reply message includes the first connection identifier
as the identifier for the connection associated with the UE between the network controlier and
the core network. When the first connection identifier identifies the first connection as a
connection between the network controller and 4 node of the commuunication system other than
the core network, the method sends a reply message from the access pownt to the network

controller. The reply message includes the second connection identifier as the identifier for the

12
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connection associated with the UE between the network coniroller and the node of the

communication system.

10048] Some embodiments provide a computer readable medium of an access point of a
group of short range access poinis that operate in a communication system comprising (i) a first
wircless communications systen comprising a licensed wireless radio access network and a core
network and (i) a second wireless communications systermn comprising the plurality of short
range access points for establishing service regions of the second wircless communications
system using licensed wireless frequencics and a network controller for comumunicatively
coupling a user equipment (UE) operating tn the service regions to the core network, The
computer readable medium stores a computer program for execution by at least one processing
unit. The computer program inchides a set of instructions for receiving a message from the
network controlier. The message includes (1) a first connection identifier as an identifier for a
first connection associated with the UE between the network controller and a first node of the
commmunication system and (it} a second connection identifier allocated by the network
controller, The second connection identifier 15 to identify a second connection associated with
the UE between the network controller and the access point. The second connection identifier is
different than the first connection identifier. The computer program also includes a set of
instructions for determining whether the first connection identifier identifies the first connection
as a connection between the network controlier and the core network. The computer program
also includes a set of instructions for, when the first connection identifier identifies the first
connection as a connection between the network controller and the core network, sending a reply
raessage to the network controller. The reply message wchudes the first connection identifier as
the identifier for the connection associated with the UE between the network controlier and the
core network, The computer program also includes a set of msiructions for, when the first
connection identifier identifies the first connection as a connection between the network
controller and a node of the communication system other than the core network, sending a reply
message to the network controller. The reply message includes the second connection identifier
as the wdentifier for the connection associated with the UE between the network controller and

the node of the communication system.

13
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{3049] Several more detailled embodiments of the nvention are descrnibed in sections
below. Specifically, Section { discusses the HNB system architecture. Section 1 describes
various protocol architectures of the HNB system, including protocol architectures for the Home
Node-B Application Part (HNBAP) and the Radio Access Network Application Part (RANAFP)
User Adaption (RUA) layer. Section HI discusses mobility management within the HNB system,
including mobility management scenarios and relocation.

{G050] Section IV provides a description of a computer system with which some
cembodiments of the invention are implemented. Lastly, Section V lists the abbreviations and

provides definttions for terms found herein,

I. HNB SYSTEM ARCHITECTURE
{0051 Figure 1 illustrates a system architecture for 3G HNB deployments in accordance

with some embodiments of the invention. As shown, the system includes a HNB access network
{HNB-AN or HNB system) [ 10. The key features of the 3G HNB system architecture include (a)
support for a standard User Equipment (UE) 103 as defined in the 3GPP technical specification
TS 23.101 entitled “General UMTS architecture” which is incorporated herein by reference and
(b} co-existence with the UMTS Terrestial Radio Access Network (UTRAN} and
interconnection with the existing Core Network (CN} 115 via the standardized interfaces defined

for UTRAN.

{06521 In some embodiments, the standardized interfaces inchude (a) the Tu-cs mterface
for circuit switched services as overviewed in the 3GPP technical specification (TS} 25410
entitled “UTRAN Tu Interface: general aspects and principles” which 1s incorporated hercin by
reference, (b} the hi-ps interface for packet switched services as overviewed in the 3GPP T8
25.410, (¢} the lu-pc mterface for supporting location services as described m the 3GPP T8
25.450 entitled “UTRAN lupc interface general aspects and principles” which is incorporated
herein by reference, and {d) the Iu-be interface for supporting cell broadeast services as
described in the 3GPP TS 25419 cotitled “UTRAN hu-BC interface: Service Arca Broadceast
Protocol (SABP)” which 1s incorporated herein by reference. However, it should be apparent to
one of ordinary skill in the art that other wnterfaces may be jmplemented by the HNB-AN. For
instance, the A/Gb interfaces of standard Global System for Mobile (GSM) communications

systerus can be implemented by a HNB-AN to support 2G or GEM/GPRS air intertace.
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{6053} To address specific 3G HNB applications, some embodiments vithze existing fu
and Uu interfaces within the HNB-AN 110, The HNB-AN 110 addresses some of the key issues
in the deployment of 3G HNB applications, such as the ad-hoc and large scale deploymeunt of 3G

HNBs using public infrastructure such as the Internet.

16654} Figure 2 illustrates clements of the HNB Access MNetwork (HNB-AN) 200
architecture in accordance with some erabodiruents. This figure inchudes (3G) HNB 205, Geuernie
{P Access Network 210, HNB-GW 215, HNB Management System 220, huh interface 225 that is
cstablished between the Generic IP Access Network 210 and the HNB-GW 215, and an interface
230 between the HNB-GW 215 and the HNB Management System 220. In some embodiments,
the mterface 230 15 based on the 3GPP TR-069 family of standards. In some other embodiments,
the interface 230 is the hihm interface. These elements are described in further detail below with

reference to Figure 3.

{B055] Figure 2 and other figures below illustrate a single access point {e.g., HNB 205)
communicatively coupled to a network controller {e.g., HNB-GW 215}, However, it should be
apparent to one of ordinary skill in the art that the network controller (e.g., HNB-GW 215) of
some embodiments s communicatively coupled to several HNBs and the network controller
communicatively couples all such HNBs to the core network., Also, the HNB of some
embodiments is communicatively coupled to several UHs. The figures merely illustrate a single
HNB communicatively coupled to the HNB-GW for purposes of simplifying the discussion to
interactions between a single access pomnt and a single network controlier. However, the same

network controller may have several of the same interactions with several different access points.

{6056] Figure 3 illustrates the HNB-AN system architecture of some embodiments
integrated with a core network of a second comruunication system that includes a hicensed
wircless radio access network. The HNB system includes (1} Home Node-B {(HNB) 305, (2)
Home Node-B Gateway (HNB-GW) 315, (3} Broadband IP Network 320, (4) Sccurity Gateway
{SeGW} 325, and (6) HNB Management Systems 338, The lcensed wireless radio access
network of the second communication system includes UTRAN 385 which is comprised of a
Node-B 380 and a Radio Network Controller 375 of a UMTS. The core network of the second
commmunication system includes Mobile Switching Center (MSC) 365, Serving GPRS Support

Node (SGSN) 370, Authorization, Authentication, and Accounting server 355, and Home
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Location Register 360, Additionally, Service Mobile Location Center {(SMLC) 340 and Cell
Broadeast Center (CBC) 345 may be components of the core network.
A. User Equipment (UE)

{B057] In some embodiments, UE 310 1s used o access services of the HNB-AN and also
access services of the licensed wireless radio access network 385 of a cellular provider. In some
such cmbodiments, the UE seamlessly transitions from the HNB-AN to the cellular provider and
vice versa without loss of connectivity. In some embodiments, the UE 310 is thus a standard
device operating over licensed spectrum of a licensed wireless system provider. Accordingly, the
UE 310 wirelessly connects to the HNB 305 using the same signalling and messaging interfaces
as it would when connecting to a base station, such as a base transceiver station (BTS) in GSM,

or the Node-B 380 of a Universal Mobile Telecommunications Systemn (UMTS).

{6058} Figure 4 illustrates some of the varous devices that voay be used mn some
embodiments in order to access services of the HNB-AN or HNB system. In some embodiments,
the devices include (1) standard heensed wireless handsets 405 and wircless enabled computers
410 that connect through HNBs 415, (2} dual mode handsets with WiMAX capabilities 420 that
connect through WiMAX access poiuts 425, (3) devices such as wired telephones 430 and faxes

435 that connect through terminal adapters 440, and (4) softmobile enabled devices 445,
i. Licensed Wireless Handsets

{0059} In some embodiments, the UE 310 includes cellular telephones 405, smartphones,
PI3As, and modem ke devices some of which are shown in Figure 4. These devices include any
device that wirclessly comnmunicates with a licensed wireless service provider using existing
licensed wireless technologies, such as Global Systern for Mobile (GSM)} communications,

UMTS, etc,

2, Terminal Adaptors

{6060] In some embodiments, the UE 310 mcludes a terminal adaptor device {(such as
440 of Figure 4} that allows incorporating fixed-terminal devices such as telephones, faxes, and
other equiproents that are not wirelessly cnabled within the HNB-AN. As far as the subscriber 1s

concerned, the service behaves as a standard analog fixed telephone line. The service is delivered
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in a manner similar {o other fixed line VoIP services, where a UE 18 connected to the subscriber's

existing broadband (e.g., Internet) service.
3. WiMAX

{0061} In some embodiments, the UE 310 includes a dual mode cellularyWiMAX UE
{such as 420 of Figure 4) that enables a subscriber to scamlessly transition between a cellular

network and a WiMAX network through a WiMAX access point (such as 425 of Figure 4).
4. SeftMobiles

10062} Connecting laptops to broadband access at botels and Wi-Fi hot spots has become
popular, particularly for international business travelers. In addition, many travelers are
beginning to utilize thetr laptops and broadband conpections for the purpose of voice
commmunications. Rather than using mobile phones to make calls and pay significant roaming
foes, they utihize SoftMobiles (or SoftPhones) such as 445 of Figure 4 and VolP services when
making long distance calls. Accordingly, the UE 310 of some embodiments includes SoftMaobile

fike devices,

10063} To use a SoftMobile service, a subscriber would place a USB mewory stick with
an cembedded SIM into a USB port of their laptop. A SoftMobile client would automatically
launch and connect over IP to the mobile service provider. From that point on, the subscriber

would be able to make and receive mobile calls as if she was in her home calling area.
B. HNB

{0064} The Home Node-B (HNB) 305 is an access pomnt that offers a standard radio
interface (Un) for user equipment (UE) counectivity usmg short range hicensed wireless
frequencics. The HNB 305 provides the radio access network connectivity to the UE using the

Tub mtecface towards the HNB-GW 315,

{3065] The HNB 305 differs from the UMTS Node-B in that the range of wireless
connectivity supported by the HNB 305 {e.g., tens of meters) 1s much less than the range
supported by the UMTS Node-B (e.g., bundreds or thousands of weters). This is because the
HINB 305 is a low power and a short range device similar to wireless access points found within
a user’s home. The low power and short range requivement ensures that the HNB 305 does not

interfere with the service regions of the licensed wireless system providers {e.g., cellular

17



WO 2010/104992 PCT/US2010/026883

networks) that are established using the wircless {requencies that the licensed wireless system
providers licensed from the government at great expense. Moreover, the low power requirement
cuables the HNB 305 to operate using standard electrical outlets of a user’s home or office. In
some embodiments, the low power and short range requirement further facilitates the small scale
of the HNB device relative to the radio access network Node-B devices. Unlbike the Node-B,
which 1s housed in one or more racks and cabinets and the antennas for its radios are mounted on
a tower reaching several meters in height, the HNB is a much smaller device often the size of

802.11 wircless routers commonly found within a user’s home.

10666} Conversely, the Node-B 18 network equipment of a UMTS Terrestrial Radio
Access Network (UTRAN). The Node-B 1s managed and operated by a lHcensed wircless system
provider. The Node-B of the licensed wireless system has to provide service to many more users
than the HNB 305 and must do so without loss of connectivity over vast regions {¢.g., states and
countries). Accordingly, the licensed wireless service provider deploys several Node-Bs that are
adjacent to one another in order to create an uninterrupted region of coverage. Conversely, an
HNB service region established by a fivst HNB does not need to be adjacent to any other HNB

service region and need not offer uninterrupted service between HNB service regions.

{6067} in some embodiments, the HNB 3035 is user hosted as opposed to the Node-B that
is hosted by the licensed wireloss systeny. A user hosted HNB allows a user to specify the
location of the HNB, provide the connectivity between HNB and the HNB network or HNB-GW
{e.g., the broadband counection), control operation of the HNB, for example, by providing power
to the HNB. All such control over the Node-B 1s tightly managed by the licensed wireless system
provider. In other words, the HNB is custorner premise equipment {CPE) that a user is gble to
purchase from an electronics store or from the HNB-AN provider, whereas the Node-B is

network eguipment that is impractical for a single user to purchase, operate, and maintain.

[6068] Additionally, a key characteristic of the HNB architecture of some embodiments
is that there are no permanent pre-configured peer adjacencies between HNB and HNB-GW.
Instead, there are ad-hoc adjacencies that arc mitiated from the HNB (as it is usually behind a
NAT/firewall, and does not have a permanent [P address in the carrier network). The HNB

system therefore offers flexibility in deploying service. The HNBs of an HNB system may be
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deploved on an ad hoc basis as opposed to the regimented deployment siracture of the license

wireless system.

{0069} Accordingly, in some cmbodiments, the HNB 305 supports enhancements {or
operating i an ad-hoc environment and the Node-B does not. The ad hoc system allows for
individual users to eostablish HNB service regions based on cach user’s needs. In some
embodimeuts, each user purchases an HNB and cach of the HNBs may be purchased from
different vendors with different HNB implementations. In this manner, the ad hoc HNB system
creates several individual local coverage arcas based on user deployment of cach HNB whercas
the licensed wireless system deploys its Node-Bs in an effort to provide regional coverage area

that 1s uninterrupted across large areas {(e.g., hundreds of miles).

{6070} it should be apparent to one of ordinary skill in the art that 1o some embodiments
the HNB system provider deploys the HNBs rather than the users. In some such embodiments,
the systern remains ad hoc by virtue of the discontinuous nature of the separate and local HNB
service regions. Additionally, in some such embodiments, the HNBs remain user hosted since
power and broadband connectivity is provided by the user even though the system provider more

closely regulates the HNB equipment that is deployed.

{6071 The ad hoc nature of the HNB system also allows the system to grow and shrink
as iis user base grows and shrinks. For example, whenever a new user desires to utilize the HNB
service, the user purchases and hosts a HNB at a home or office location. The user hosted HNB
provides the user with a HNB-AN service region from which the user access HNB system
services. Conversely, the licensed wireless system provider must {irst deploy several Node-Bs in
order to provide extensive large scale regional coverage. Once the service regions are established
at great expense to the licensed wireless system provider, users then activate service with the
licensed wircless system provider. Accordingly, the HNB system is an unplanned system
whercas the licensed wircless system is a planned system. In other words, the HNB system does
not need an existing access point infrastracture in order to operate. Rather, the infrastructure is
unplanned whereby the infrastructure is built upon with every new user that is added to the
system. This is opposite to the planned licensed wireless system, The licensed wireless system

requires that there be an existing infrastructure before new users can be added. The infrastructure
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of the licensed wireless syster s planned in the sense that the 1ofrastructure 16 budt fivst in a

particular region and then the service is marketed to that region after the infrastructure is built,

{6072} The HNB 305 also differs from generic access points used in UMA systerus.
Specifically, in a UMA system the access points act as trausparent base stations. In other words,
the user equipment and the network controller directly communicate. In the HNB system,
however, the HNB 303 includes various Radio Network Controller (RNC) functionality. In some
such embodiments, the HNB 305 initiates various messaging procedures and maintains state
information regarding user cguipment operating within the service region associated with the
HNB 345, The HNB 305 is equipped with either a standard 3G Universal Subscriber Identity
Module (USIM) or a 2G SIM. The (U)SIM provides the HNB 305 with a unique subscriber
identity and allows the HNB 305 to utilize the existing subscriber management infrastructare of
an operator. 1t should be apparent to one of ordinary skill in the art that some embodiments of the
HNB system utilize a different identification voechanism for the HNB than the (U)SIM. For
example, the HNB identity of some cmbodiments is based on Media Access Control (MAC)
address of the HNB or any other globally unique dentifier such as the combination of vendor

identity and scrial number from that vendor.

{6673} The access points of some embodiments include circuits for recetving,
transmitiing, generating, and processing the various messages that cause various physical
transformations within the HNB-AN, core network, and licensed wireless radio access network,
In sowe embodiments, the curenits of the access points include processing unus {e.g., one or
More processors), memory, receiver, and tfransceiver. In some embodiments, the receiver and/or
the tramsceiver arce wircless interfaces that operate using short range licensed wireless
frequencies. In some other embodiments, the receiver and/or the transceiver are wired interfaces
{e.g., DSL, cable, etc.}). These circuits perform various physical transformations on the access
pownt as well as other elements within the HNB-AN, licensed wireless radio access network, and
core network, For example, the processor in conjunction with the memory generate a paging
raessage that when sent to a UE using the transceiver causes the UE to prowpt the user of an
incoming call. As another example, the access point registers a UE by generating a registration
message that 15 sent to the network controller using the transcetver when the aceess point detects

that the UE has camped on the service region of the access point based on a location update
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message received by the access point on its receiver. These and other physical components of the

access points of some embodiments are described with further detail in Figure 19 below.

{6074} 1t should be apparent to one of ordinary skill in the art that the HNB 1s one
implementation of an access point that operates using short range Hcensed wireless {requencies.
Some embodiments allow for any access point that operates using short range licensed wireless
frequencies to be used in place of or in conjunction with the HNBs. For example, a Femtocell
access point 1s a different implementation of an access point that provides short range licensed
wireless frequencics mn order to ostablish a service region of a Femtocell system that is similar to

the HNB system described in relation to some embodiments of the invention.
. Broadband IP Network

{0675] The HNB 305 provides radio access network connoctivity for the UE 310, The
HNB 303 then communicatively couples the UE to the HNB-GW 315 using the Iub interface that
exists between the HNB 305 and the HNB-GW 315. As shown in Figure 3, the luh interface is
satablished over a broadband Internet Protocol (IP) network 320 where, in some embodiments, a
customer’s broadband connection is utilized. The broadband 1P Network 320 represents all the
elements that collectively, support IP connectivity between the HNB-GW 313 and the HNB 305,
The IP network 320 is assumed to be an untrusted public 1P network without any Asynchronous

Transfer Mode (ATM) or Signaling System 7 (837} infrastructure,

{06761 In some emrbodiments, the broadband IP network 320 includes (1} other Customer
premise cquipment {(e.g., Digital Subscriber Line (DSL)cable modem, Wircless Local Arca
Network (WLAN) swilch, residential gateways/routers, swiiches, hubs, WLAN access points),
{2} network systems specific to the broadband access technology (e.g., DSL Access Multiplexer
{(DSLAM) or Cable Modem Termination System (CMTS)), (3) Internet Service Provider (ISP)
1P network systems (edge routers, core routers, firewalls}), (4} wireless service provider (WSP) [P
network systems (edge routers, core routers, firewalls) and Network address translation (NAT)

functions, either standalone or integrated into one or more of the above systems,
D, HMNB-GW

{60771 The HNB-GW 315 is a network controller that provides network connectivity of

the HNB 305 to the existing core network (CN) 335, The HNB-GW 315 entity appears as a
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legacy RNC to the existing CN 335. Specifically, the HNB-GW 315 uses existing Iu interfaces
{e.g., fu-cs and Iu-ps} for UN connectivity. In this manner, the HNB system may be integrated
into the existing CN 335 with no change to the CN 335, This allows the hicensed wireless system
providers the ability to provide HNB system functionality to their users with no change to their

existing network.

{06781 As noted above, the HNB-GW 315 connects to the HNB 305 using the huh
interface. Additional interfaces of the HNB-GW 315 include the u-pc interface to the Service
Mobile Location Center (SMLC) 340, the Iu-be interface to the Cell Broadcast Center (CBC)
345, the Wm interface to the Authorization, Authentication, and Accounting (AAA) server 355,
and an interface that 1s based on the 3GPP TR-069 family of standards, as specified by the DSL
Forum technical specifications, to the HNB management system 330, In some embodiments, the
interface to the HNB management system 330 is the Iuhm interface. In some such embodiments,
the lubm interface carries information related to customer premise equipment (CPE) device
management functionality between the HNB and HNB Mgmt System. It should be apparent to
one of ordinary skill in the art that other nterfaces may be used mstead of or in addition to the

above enumerated interfaces.

{6679} in some embodiments, the HNB-GW 315 connects to several different HNBs and
services each of the corresponding service regions of each of the several HNBs, In this manner, a
single HNB-GW, such as the HNB-GW 3135, communicatively couples multiple HNB service
regions to the N 333, Accordingly, the HNB-GW 315 provides call management functionality,
mobility management functionality, security functionality, ete. as will be described in greater
detail below. The HNB-GW 315 also performs key functionalities, such as the management of
the legacy UTRAN identifiers {Location Area Identifiers (LA1), Service Area Identifiers (SAL,

RND-Id, ete.) towards the CN 3335, and Iuh interface management,

{0080} In some embodiments, the HNB-GW 315 includes various software module sub-
components and/or various hardware module sub-components that perform some of the above
mentioned functionality. For cxample, the Security Gateway (SeGW) 325 1s a logical entity

within the HNB-GW 315, The SeQGW 325 provides the security functions including termination

of sccure access tunnels from the HNB 305, mutual authentication, encryption and data integrity
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for signaling, voice and data traffic. In other embodiments, SeGW 1s an standalone entity and 18

not an entity within the HNB-GW.

10081} The HNB Management System 330 provides centralized Customer Prerise
Equiproent (CPE) device management for the HNB 305 and communicates with the HNB 305
via the sccurity gateway logical entity. This system is used to manage a large number of HNBs
including configuration, {atlure management, diaguostics, montoring and software upgrades. In
some cmbodiments, the HNB Management System 330 wutilizes existing CPE device
management technigues such as those described 1n the DSL Forum technical specifications TR-

369,

16082] The network controller of some embodiments includes circuits for recetving,
iransmitting, geverating, and processing the various messages that cause various physical
transformations within the HNB-AN, core network, and licensed wireless radio access network.
In some cmbodiments, the circuits of the network controller include a processor, memory,
recetver, and transceiver, These circuits perform various physical transformations on the network
controller as well as other elements within the HNB-AN, licensed wireless radio access network,
and core network. For example, the processor in conjunction with the memory generate context
identifiers that when sent to a UE using the transceiver provide the UE with a unique identifier
when operating within the HNB-AN. These and other physical components of the network

controller of some embodiments are described with further detail in Figure 19 below.
E. Core Netwerk {CN) and Other Network Elements

{0083} As mentioned above, the HNB-GW 315 provides nctwork connectivity of the
HNBE 305 to the existing ON 335, The CN 335 includes one or more HLRs 360 and AAA servers
355 for subscriber authentication and authorization. Once authorized, the UE may access the
voice and data services of the CN 335 through the HNB system. To provide such services, the
CN 335 includes a Mobile Switching Center {MSC} 365 to provide circuit switched services
{i.e., voice). The CN also wnchudes a Serving GPRS Support Node (8GSN) 370 to provide packet
switched services. Though not shown in Figure 3, the SGSN operates in a conjunction with a

Gateway GPRS Support Node (GGSN) 1n order to provide the packet switched services.
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{6084} The SGSN 370 1s typically respousible for delivering data packets from and to the
GGSN and the UE within the geographical service area of the SGSN 370. Additionally, the
SGSN 370 may perforro functionality such as mobility wanagement, storing user profiles, and
storing location information. However, the actual interface from the UN 335 fo various external
data packet scrvices networks (c.g., public Internet) 1s facilitated by the GGSN. As the data
packets originating from the UE typically are not structured in the format with which to access
the external data networks, 1t 1s the role of the GGSN to act as the gateway into such packet
services networks. Tu this manner, the GGSN provides addressing for data packets passing to and
from the UE and the external packet services nctworks (not shown). Morcover, as the user
equipment of a heensed wireless network traverses multiple service regions and thus multiple

SGSNs, it is the role of the GGSN to provide a static gateway into the external data networks.

{6085] Location services are provided by the SMLC 340, The CBC 345 provides support

for cell broadeast services.

{0086} These and other elements of the CN 335 are primarily intended for use with the
licensed wircless systerns. In the description below, the hicensed wireless system will be
described with reference to the UTRAN of a UMTS. However, it should be apparent to one of
ordinary skill in the art that any licensed wireless system, such as a GSM/EDGE Radio Access

Network {(GERAN) may be used to reference the hicensed wireless system.

{0087} Flements common to a UTRAN based cellular network inchude muitiple base
stations referred to as Node-Bs that facilitate wireless communication services for various UE
via respective lcensed radio huks (e.g., radio hinks employing radio freguencies within a
{icensed bandwidth). The licensed wireless channel may comprise any licensed wireless service
having a defined UTRAN or GERAN interface protocol (e.g., u-cs and hu-ps interfaces for
UTRAN or A and Gb interfaces for GERAN) for a voice/data nctwork. The UTRAN 385
typically includes at least one Node-B 380 and a Radio Network Countroller (RNC)Y 375 for
managing the set of Node-Bs. Typically, the multiple Node-Bs are configured in a cellular
configuration (one per cach cell) that covers a wide service arca. A licensed wircless cell is
sometimes referred to as a macro cell which is a logical term used to reference, e.g., the UMTS

radio cell (i.e,, 3G celi) under Node-B/RNC which is used to provide coverage typically in the
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range of tens of kiloweters. Also, the UTRAN or GERAN is sometimes referred to as a macro

network,

{0088 Each RNC communticates with components of the core network through the above
described standard radio network controller interface such as the lu-cs and Tu-ps interfaces. For
example, a RNC communicates with MSC via the UTRAN lu-cs interface for circuit switched
services. Additionally, the RNC communicates with SGSN via the UTRAN hu-ps interface for
packet switched services through GGSN. It is through the use of these standardized network
mnterfaces that the HNB system, more particularly the HNB-GW, may be seamiessly integrated
to leverage services of the CN and emulate functionality of a legacy RNC of the licensed

wircless system.

. PROTOCOL ARCHITECTURES OF THE HNB SYSTEM
{6089} Functionahty provided by each of the HNB and the HNB-GW are defined within

various protocol stacks. In some embodiments, the protocol stacks include software layers that
are stored to the memory of the HNB and HNB-GW and that are executed by a processing unit
of the HNB and HNB-GW. In some embodiments, the protocol stacks arc implemented as
hardware modules within the HNB and HNB-GW. Additional hardware components of the HNB

and HNB-GW are described below in Section 1V, “Computer System”.

{6090] in some embodiments, the HNB systern scparates management functions from
coutrol plane functions into two separate protocol stacks. The HNB Application Part (HNBAP)
protocol architecture implements the management functions for the HNB system and the
RANAP User Adaptation (RUA) protocol architecture traplements the control functions for the
HNB systemn. As will be described below, additional protocol architectures are specified for
providing other functionality such as user plane functionahlity. However, it should be apparent to
one of ordinary skill in the art that other protocol architectures may be integrated into the
components of the HNB system and that the functionality of each of the protocol architectures is

scalable to provide more or less functionality than described below.
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A. Protocol Architecture over the fub Interface
. HNB Application Part (HNBAP) Protocel Architecture

{6091} As noted above, the HNBAVP protocol architecturc supports management
functions between the HNB and HNB-GW including, but not limited to, the management of the
underlying transport {i.e., the SCTP connection), HNB and UE registration procedures. Figure 5
illustrates the HNBAP protocol architecture i accordance with some embodiments, This figure
ithustrates (1} HNB 505, (2) HNB-GW 515, and (3) HNBAP protocol stacks of each of the HNB
505 and the HNB-GW 515. The HNBAP protocol stacks include (1) access layers 510, (2}
transport 1P layer 520, (3) IP Security (JPSec) ESP laver 525, (4) remote 1P layer 540, (5) Stream

Control Transmission Protocol layer (SCTP) 530, and {6} a HNBAP protocol layer 545,

{6092} The underlying Access Layers 510 and “Transport IP” layer 520 (1.¢., the "outer”
P layer associated with IPSec tunnel mode) provide the generic counectivity between the HNB
505 and the HNB-GW 515, The 1PSec layer 525 operates in tunnel mode and provides
eucryption and data integrity for communications and data that are passed using the upper layers

(530, 540, and 545},

{6093} SCTP 530 provides reliable transport between the HNB 505 and the HNB-GW
515, SCTP 530 s transported using the “Remote IP” layer 540 (e, the "mner" IP layer
associated with IPSec tunnel mode). In some embodiments, the SCTP 530 establishes a single
SCTP association between the HNB 505 and HNB-GW 515, The same SCTP association is used
for the transport of both the HNBAP messages as well as the RANAP messages (using RUA
protocol}, deseribed in further detatl below, over the Tub wmterface 535, The SCTP Payload
Protocol Identifier (PPI) value is used to identity the protocol being transported in the SCTP data
chunk {c.g., HNBAP or RUA}. The PPI value used for HNBAP transport 18 coordinated between
the HNB 505 and the HNB-GW 515 {e.g., the HNBAP PPI value should be registered with the
internet Assigned Numbers Authority (1ANA)). Each SCTP association contains a number of
“streams” which are used to support multiple fows across the luh mterface. In some
embodiments, a dedicated SCTP stream (i.¢., stream id € of the underiying SCTP transport

association) 1s used for the trausport of HNBAP messages across the Tuh interface,
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{6094] It should be apparent to one of ordinary skill 1o the art that other reliable transport
protocol layers may be used mstead of SCTP 530 to facilitate reliable transport of
communications and data between the HNB 505 and the HNB-GW 313, For example, some
embodiments use the Transmission Control Protocol (TCP) for reliably transporting messages

between the HNB 505 and the HNB-GW 515.

{6095] In some embodiments, the HNBAP protocol 545 provides a resource management
iayer, registration of the HNB and UE with the HNB-GW, registration updates with the HNB-
GW, and support for the identification of the HNB being used for HNB access. It should be
apparent 10 one of ordinary skill in the art that the HNBAFP protocol layer of some embodiments
implements additional resource management functionality and that the asbove emumerated list is

an exemplary set of such functionality.
2. HNB Control Plane Architecture (RUA)

{6096} After performing the management functions defined by the HNBAFP protocol, the
HNB and HNB-GW utilize a different protocol architecture that specifies the control plane in the
HNB system. Figure 6 illustrates the protocol architecture in support of the HNB control plane

(1.e., for both the CS and PS domain) in accordance with some embodiments,
b

{3097] Figure 6 includes (1} HNB 6035, (2) HNB-GW 615, (3} CN 640, {4) UE 654, and
{5} control plane protocol stacks of each of the HNB 603, the HNB-GW 615, the CN 640, and
the UE 650. The control plane protocol stacks of the HNB 6035 and the HNB-GW 615 include (1)
access layers 610, (2} transport IP layer 620, (3) IPSec layer 625, (4} remote 1P layer 640, (5)
SCTP 630, (6) RANAP user adaptation (RUA) layer 635, and (7) interworking functionality
{fWF} 645, The control plane protocol stack of the UN 640 includes signaling transport layers
defined according to the 3GPP techmical specification TS 25412, “UTRAN Iu Interface
Signaling Transport”, herein incorporated by reference, a RANAP laver, and a Non Access
Stratum (NAS) layer 665 that performs various call management, mobility management, General
Packet Radio Service (GPRS) mobility managernent and session management, and short message
services (SMS). The control plane protocol stack of the UE 650 includes a layer 1 signaling
transport layer, a Media Access Control (MAC) layer, a Radio Link Coutrol (RLC) layer, a

Radio Resource Control {RRC} layer, and the NAS layer 665,
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{6098] As described above, the underlyving Access Layers 610 and “Transport IP” layer
620 provide the generic connectivity between the HNB 605 and the HNB-GW 615, The [PSec
fayer 625 provides encryption and data integrity for communications and data that are passed
using the upper layvers. SCTP 630 provides reliable transport for the RANAP User Adaptation

(RUA) layer 635 between the HNB 605 and the HNB-GW 615,

{6099] The RANAP protocol 1s used for CS/PS signaling between the HNB 605 and the
CN 640. RANAP, as i1s well known in the art, is an cstablished protocol used for UMTS
signaling between the CN and the UTRAN of a licensed wireless radio access network.
Accordingly, the use of RANAP messages within the control plane of the HNB system, allows
for the HNB systern to support many of the UTRAN functions in the HNB systern, These
functions include: Radio Access Bearer (RAB)} management, Radio Resource Management
{RRM), u link management, fu U-planc (RNL) management, mobility management, sccurity,
service and network access, and fu coordination.

106106 The HNB-GW 615 relays the RANAP messages between the HNB 605 and the
CN 640, In some embodiments, the HNB-GW 615 ferminates and re-originaies some RANAP

messages. For example, the HNB-GW 615 terminates and re-originates connection-lfess RANAP

IMessages.
{00101} To perform the transparent transfer of RANAP messages, the HNB control plane

protoco] stacks of the HNB 6035 and the HNB-GW 615 include the RUA layer 635, The RUA
layer 635 provides a lightweight mechanism to transport RANAP messages 660 and control
functions between the HNB 605 and the HNB-GW 615, Specifically, the RUA layer 635
encapsulates the RANAP messages 660 in an RUA layer header for transport between the HNB
605 and the HNB-GW 615, Therefore, through the use of the RUA 635 layer, no changes are
made to the RANAP message definitions. Rather, all necessary changes are contained in the

RUA header,

160192] It should be apparent to one of ordinary skill 1o the art to reference the RUA layer
with other terminologics such as RANAP Adaptation Layer (RAL} or RANAP Transport
Adaptation (RTA), etc. However, the key function of this adapiation layer s to provide the
functionality, over the Iuh interface, of transferring RANAFP messages as defined in the 3GPP

technical specification TS 25413 entitled “UTRAN Iu mterface Radio Access Network
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Application Part (RANAP) signaling” which is incorporated herein by reference, and will be

referred to as TS 25,413,

{60103} Through the RUA header and the encapsulation of the RANAP message, the
RUA adaptation layer of some ewbodimuents enables: (1) transport of RANAP messages using
SCTP over the fuh interface between the HNB and HNB-GW, (2} support for associating and
identifying UE specific logical connections (i.e., 1deutifving the RANAP messages belonging to
a specific UE via the concept of UE context identifiers), (3} support for routing the establishment
of a signalling connection to a CN node within a ON domamn (i.c., support for lu-flex at the
HNB-GW), (4) support for indicating the canse for establishing the UE specific logical
connection {e.g., for emergency session establishment, ete.), (S) providing a mechanism to
transparently relay the RANAP messages from the HNB to UN without the need to decode the
encapsulated RANAP message, and (6} support for the indication of service domain {8 or P8}

for the RANAP messaging.

{00104] The RUA laver 635 minimizes the decoding and processing of RANAP messages
660 at the HNB-GW 615. Specifically, the HNB-GW 615, in many instances, no longer must
decode and process the RANAP message 660. Instead, the HNB-GW 615 processes information
within the RUA header information in order to determine a destination within the core network
to receive a RANAP message 660 sent from a UE operating {rom a HNBE service region
commmunicatively coupled by the HNB-GW 615, The RUA layer 635 also climinates the need for

the HNB-GW 615 to process and decode the NAS layer 665.

{60195] In some erubodituents, the RUA layer 635 does not duplicate existing RANAP
procedures. Accordingly, RUA procedures are mintmized. As will be described in further detail
below, the HNB control plane protocol architecture of some embodiments simplifies context-ID

allocation and associated functional overhead.

00106] The RUA 635 utilizes the same underlying transport (i.c., SCTP connection} as
HNBAP. It should be apparent to one of ordinary skill in the art that i is also possible to use
TCP as a rehiable transport layer instead of SCTP. The SCTP PPI value used for RUA transport
18 coordinated between the HNB 603 and the HNB-GW 6135 (e.g., the RUA PPI value should be
registered with JANA).
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{06107] In some ombodiments, a dedicated SCTP stream {e.g., streams 1d 0 of the
underlying SCTP transport association} is used for the transport of connectionless RANAP
ressages 660 between the HNB 605 and the HNB-GW 615, For the connection oriented
messages, the number of SCTP streams to be established at SCTP connection setup and the
mapping of UE transactions to the specific SCTP strears is an implementation choice, The use

of UE Context-1d allows multiple UE transactions to be multiplexed over the same SCTP stream.

{60108] The Inter-working Functionality (IWF) 645 in the HNB-GW 615 switches the
RANAFP messages 660 between the Tuh interface and the corresponding domain specific (CS/PS)
fa interface. It should be noted that the IWF 645 is a logical entity in the RUA protocol stack. As
mentioned above, some RANAP messages 660 are terminated and re-originated n the HNB-GW
615 (e.g., connection-fess RANAP messages) and some are modified in the HNB-GW 615 to
adapt to the underlying transport towards the CN 640 {¢.g., when using ATM interfaces towards
the N 640}, Additionally, NAS protocol messages 6355 (e.g., CO/MM/SMS, etc) are carried

transparently between the UE 650 and the CIN 640,

160109} In some cmbodiments, the relay of RANAP messages 660 between the HNB 605
and the CN by the HNB-GW 615 is achieved using a direct transfer mechanism over the Iuh
interface. This direct transfer mechanism involves encapsulation of the RANAP messages 660 in
a DIRECT TRANSFER ruessage exchanged between the HNB 605 and HNB-GW 615 over the
tuh interface. In some embodiments, this message is referred to as a RUA DIRECT TRANSFER
message. fo some embodiuments, this message 1s referved to as a HNBAP DIRECT TRANSFER
message. In some embodiments, the direct transfer mechanism is used to relay messages from
CBC (Ju-be) (not shown) and SMLC (Iu-pe) (not shown} to HNB 605 and vice-versa via the
HNB-GW 615.

{00116} The architecture of Figure 6 also supports transfer of the RANAP “Initial UE
Message” and support for fu-flex. Iu-flex functionality 1s defined in 3GPP TS 23236, “Intra-
Pomain Comnection of Radio Access Network (RAN) nodes to multiple Core Network (TN}
nodes”, heremalicor, TS 23.236, with additional functionality such as messaging, etc., described
in TS 25331, Specifically, Iu-flex covers details for the Intra Domain Connection of RAN
Neodes to Multipie CN Nodes for GSM and UMTS systems. The first RANAP message (i.c., the
RANAP “Initial UE Message”) 15 carried from the HNB 605 m the INITIAL DIRECT
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TRANSFER message over the Iuh interface. The INITIAL DIRECT TRANSFER rmessage also
carrics information used to route the establishment of a signalling connection from HNB-GW

615 0 a CN node within a CN doman (i.e. support for Tu-flex).

100111} Mauny of the common or connection-less RANAP messages are terminated and
processed in the HNB-GW 615, When there is a need to relay specific connectionless message
{e.g. Paging}, then the DIRECT TRANSFER message 1s used to relay the specific connection-

icss message.

{66112} In some embodiments, the direct transfer mechanism for relaying RANAP
ressages provides a single protocol over the Tuh interface (i.e., clean architecture) whereby a
single interface between HNB and HNB-GW functional entity is used. The direct transfer
mechanism of some embodiments eliminates changes to the RANAP specifications for use over
the Iuh interface. If RANAP were 10 be used directly over the Iub interface, then all the
specifications which reference RANAP would need to be updated to describe the applicability of
extsting RANAP messages between the two new nodes (e.g., HNB and the HNB-GW). In some
embodiments, the direct transfer mechanism climinates the need for “RNC-ID” and “Tu
signalling connection identifier” attributes on a per HNB basis, carried in the RANAP messages.
The "“RNC-ID and “lu-signalling connection identifier” carried in the downlink RANAP
messages are processed by the HNB-GW and can be ignored by the HNB. Similarly, in the
uplink RANAP messages, the usage of the RNC-1D and {u signalling connection identifier
attributes can be inplernentation specific with no impact on the fub mterface. Additionally, by
carrying the RANAP messages in a container, the overhead {management and runtime} of the
underlying transport layers of RANAP such as SCCP/M3UA are climminated as well.

I MOBILITY MANAGEMENT

A. Mobility Management Scenarios
I. HNB Initiated UE Registration
{00113] After an HNB is registered with a HNB-GW, the HNB establishes a short range
licensed wireless service region of the HNB systern. When UEs enter the service region, the
HNB performas a registration procedure to  authorize the UE for HNB service for the service
region of a particular HNB. UE registration first deternines whether the HNB is permitted to

access services of the HNB systern through the particular service region associated with the HNB
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on which the UE 1s camped. In some embodiment, the UE registration also serves to determine
what services the UE is authorized to access from that particular service region. Similar to the

HNB registration, UE registration is performed through the HNB-GW,

100114] Based on the service policy of the HNB system provider, UEs may be restricted to
service through certain HNBs 1.e. the HNBs may have a closed subscriber group (CSG) for
allowing access through the particular HNB. In some embodiruents, the UE 1s aliowed service
through an HNB that 1s associated with the user’s home location. In some embodiments, the UE
is allowed HNB service through certain HNB hotspots, By providing registration through the
HNB-GW, some embodiments provide a central location whereby access to the HNB services

can be controlled

{00115] Figure 7 lustrates UH registration with the HNB, in some embodiments. Here,
the HNB 705 registers a specific UE 710 with the HNB-GW 715, The registration is triggered
when the UE 710 attempts to access the HNB 705 for the first time via an initial NAS message

{e.g. Location Updating Request).

{00116] i{n the example of Figure 7, upon camping on the HNB 705, the UE 710 initiates
{at step la} a Location Update procedure by establishing an RRC connection with the HNB 705
{it can be assumed that the HNB 705 has a location area that ts distinct from its neighboring
HNB and macro cells to trigger an inttial message upon camping on the HNB 705}, The UE 710
then transmits (at step 1b) a NAS message carrying the Location Updating Request message with
some form of wdentity (IMSI/TMSH), If the (PYTMSI of the UE 710 (provided during RRC
Counection HEstablishment) 1s unknown at the HNB being accessed (e.g., first access attempt by
this specific UE using the (PYTMSI, the HNB requests {at step lc} the IMSI of the UE and the
UE replies at step 1d. In some ernbodituents where the networks support network mode 1, the
UE could trigger a combined Routing Area and Location Area update request instead of the
initial LU request, The HNB may also optionally perform local access control for faster rejection
of those UEs not authorized to access the particular HNB. If the HNB performs the local access

control, then unauthorized UEs are not attempted o be registered with the HNB-GW.

100117} The HNB 705 attempts {at step 2) to register the UE 710 on the HNB-GW 715
over the UE specific transport session by transmitting the HNBAP UE REGISTER REQUEST.

The message contains location mformation and the UE wdentity such as the IMST of the (U)SIM
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associated with the UE. The HNB identity over which the UE is attempting access can be
inferred or derived by the HNB-GW based on HNB registration and the associated transport
session {e.g. SCTP session) since the UE registration is also attempted (by the HNB} using the

same transport session,

{00118} The HNB-GW 715 performs access control for the particular UE 710 attempting
to utilize the specific HNB 705, If the HNB-GW 715 accepts the registration atierupt, it responds
{at step 3} with a HNBAP UE REGISTER ACCEPT message back to the HNB 705. In some
cmbodiments, the HNB-GW 715 also assigns information specific to the UE 710 such as SATR
specific to the registered UE, UE Context Id (for use in the RUA layer), etc. The UE Context Id
provides a unique wdentifier for cach UE within a particular HNB-GW, The UE Context 1d is
used to identify a logical lub signalling connection for a given UE. Additionally, since the UE
Context Id is unique within the HNB-GW, 1t is also used {(c.g. by the HNB) as the “Iu signalling

connection identifier” m corresponding RANAP messages for that particular UE.

{00119} The HNB 705 performs (at step 4} a NAS relay of the Location Updating Request
message from the UE 710 to the HNB-GW 715 via the usc of RANAP Initial UE Message. The
RANAP Initial UE Message is encapsulated in the RUA message header with additional
necessary information which enables the HNB-GW 715 to relay RANAP message towards the

appropriate CN entily.

166126 The HNB-GW 715 establishes (at step 5) an SCCP connection to the CN 720 and
forwards the Location Update request (or the combined RA/LA update request) NAS PDU to the
CN 720 using the RANAP Iutial UE Message. Subsequent NAS mieasages between the UE 710
and core network 720 will be sent between the HNB 705/HNB-GW 715 and the CN 720 using

the RANAP Direct Trausfer message encapsulated in the RUA header.

{00121} The CN 720 authenticates (at step 6} the UE 710 using standard autheuntication
procedures. The CN 720 also initiates the Security Mode Control procedure, The NAS messages
are relayed transparveutly by the HNB-GW 715 and the HNB 703 between the UE 710 and the
CN 720. The ON 720 indicates {at step 7} it has received the location update and 1t will accept
the location update using the Location Update Accept message to the HNB-GW 715, The HNB-

GW 715 relays (at step 8) the LU Accept NAS message to the HNB 705 via the use of RANAP
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Drivect Transfer message encapsulated in the RUA header. The HNB 705 relays {(at step 9) the

LU Accept over the air interface to the UE 710 and the procedure is completed.

{06122] In some cmbodiments, the HNB has a location arca that is distinct from is
neighboring HNB and macro cells in order 1o trigger an initial message from a UE upon the UE
camping on the HNB. The uniqueness of location is with respect to neighbors of a given HNB,
which includes other surrounding HNBs and macro cells. It is neither requared nor feasible to
have a system-wide (i.c., across PLMN) unigue location arca for each HNB. Multiple HNBs are
able to re-use the location arca with the above consideration (i.e., non-conflicting with other
neighbors). This unique location area is required to trigger an inttial UE message and serves to
perform access countrol and rejection of unauvthorized UEs upon mtial cell reselection and
camping on the HNB; and, to track authorized UEs, in order to minimize the impact of paging at

the HNB-GW as well as the HNB (via UE registration).

{00123} Once the UE has successfully registered with the HNB-GW and performed a
successiul location update, the HNB may expect a periodic LU for that UE (the enabling and the
periodicity of the LU 1s controlled by the HNB via Systern Information broadceast from the HNB
to the UE). This exchange will serve as a keep-alive between the HNB and the UE and will help
the HNB detect idle UEs moving away from the camped HNB without explicit disconnect from

the network,

a} Abnormal Cases
166124] When the unauthorized UE 18 not allowed to camp on the HNB, the HNB-GW

responds to the UE registration with a HNBAP REGISTRATION REJECT message to the HNB.
The HNB is then expected to reject the corresponding UE using appropriate reject mechanisms.
For example, some rejection mechanisms include RRC rejection or redirection to another cell or

reject the LU with cause such as “Location Area not allowed”, ste.

106125] When the unauthorized UE is allowed to camp in idle mode only, the HNB-GW
responds to the UE registration with a HNBAP REGISTRATION ACCEPT message to the HNB
and also includes a cause code indicating the Himited camping of the UE (i.e., idle mode only).
The HNB continues with the Location Update NAS message processing. At the completion of a

successtul location update procedure, if this unauthonized UE vow attempts a subsequent 1.3
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iransaction (e.g.. a mobile originated service request), the HNB will use the appropriate
mechanisms (e.g., RRC redirection or relocation) to redirect the UE to another macro cell for the

active call.

b} Inh Registration and Paging Optmization for CSG Ulls

{00126] A HNB can be deployed in mulitiple access modes. When the HNBs are deployed
in closed access mode (meaning only a certain group of users are allowed access), a mechanism
for access control is implemented via enforcement in the network (either the radio access
network or the core network), As a result, the network mmst reject un-authorized UEs (i.c. UEs
not subscribing to a particular HNB). The allowed CSG list stored oun the UE or in the subscriber

database record {(such as in the HLR or HSS) is also known as the white-list.

{00127] The CSG capable HNB broadcasts 2 CSG-Id over the awr interface. In some
embodiments, the CSG-Id refers o a single cell, and in other embodiments, the CSG-Id may be
shared by multiple CSG cells. Additionally, the HNB may also include an indication on whether
the cell belongs 1o a closed subscriber group. The ON elements {MSC/VLR/SGEN) are assumed
to be CSG capable 1.e. they are able to access the allowed CSG list (i.c. white-list} of a particular

UE {(i.e. subscriber) and to enforce access countrol for each subscriber,

[60128] Subscribers can be equipped with either a legacy UE or a USG capable UE. The
iegacy UE’s decision to select a particular HNB may be based on macro NCL (e.g. if moving
from macro coverage into HNB coverage area in idle mode) or based on full scan of all available
cells for a particular operator PLMN (e.g. if there is no macre coverage in idle mode). C8G
capable UEs do not need the macro NCL assistance and are capable of sclecting the HNB
autonomously based on the White-List on the (U}SIM or manual selection using the CSG-Id/
"HNB Display Identity” broadcast by the HNB. However, if macro NCL includes HNB
neighbors, then a CSG capable UE may use that information for inttial scanning of the HNB bwt
the eventual decision to sclect the particular HNB is based on the white-list or manual selection

decision.

166129] The following sub-sections describe CSG UE registration over the luh interface as
well as the various mechanisms which would allow Page messages from the CN fo be filtered at

the HNB-GW {1.e. send the Page message to the specific HNB where the UE is caruped) without
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any dependency or need for specific co~relation between the CSG-Id and Location area of the

HNBs (or with the macro LA},
i. UE Registration

{00130] Use of UE registration for CSG UEs over Inh mterface requires the HNB to
trigger UE registration upon HNB cell sclection. The HNB can rely upon an initial L3
transaction {¢.g. LAU or Paging Response) to perform UE registration (similar to UE registration
supported for legacy L. pre-USG systems). For the CSG systems case, since the access control
is performed in the CN, the HNB mwust also monitor for successful confirmation of the initial L3
transaction (e.g. LAU Accept). If the HNB detects fadure in the L3 procedure, the HNB must
trigger deregistration of the CSG UE. The UE registration procedure as defined for legacy
systems requires the HNB to know the permanent identity (IMSI) of the UE and the IMSI 1
obtained via identity request procedure which is considered a breach of the current user
confidentiality assumptions in macro networks, The following describes a solution, 1 some
embodiments, which avoids the need for issuing an tdentity request {over the air interface) for

CSG UEs Registration procedure,

1. Resolving identity issues for UE registration

{60131] The UE permanent wdentity 1s required in legacy (i.e. pre-CSG) envivonmeuts to
perform access control and to perform paging filtering (in the HNB-GW) using the IMSI. In the
CSG environment, the access control 1s performed by the CN using CSG-id and the white-list on
the UE. This leaves the problem of paging filtering. The paging filtering using UE registration, in
the legacy system (1.e. pre-CSG UE/HNB), is triggered by HNB using the IMST as the identity.
Some embodiments modify the UE registration to allow UE registration using the {TMSV/P-
TMSI, LACY as temporary UE identity (Note: LAC 1s required since TMST 18 unique within
given LAC only and 2 simultaneous UE registration must be handled). The NAS message
triggering UE registration (LAU or CSG Update} will result in the RANAP Common-id
procedure being seut by the CN towards the HNB-GW and will include the IMSI This allows
the HNB-GW to associate the UE context (created at UE registration using a temporary identity,
sach as (PYTMS], with the particular IMSI Subsequent paging can be filtered at the HNB-GW

using the IMS] stored in the UE context.
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{60132) Figure 8 usirates a procedure for the HNB-GW to allow UE registration using
temporary identity {e.g. TMSI or PTMSI} in some embodiments. The HNB-GW subsequently
receives the permanent identity from the core network (CN) and associates the above said UE

registration with the permanent identity L.e. IMSI of the UE.

100133] As shown, UE 805 selects {(at step 1} and camps on the HNB 810 using its white-
list {or allowed CSG Uisty and CSG information broadcast by the HNB 810, The UE 805 then
sends {at step 2} an initial NAS (L3) message towards the HNB 810 (e.g. LAU request or Page
response) containing only a temporary UE wdentity such as the TMSE {CS domain} or PTMSI (PS
domatn}. The HNB 810 initiates {at step 3} a UE registration towards the HNB-GW 815 with this
teraporary UE identity without any further identity request from the UE 80S over the air
interface. The HNB-GW 815 accepts (at step 4) the UE registration using the temporary identity
and inchudes a unique context id in the UE rogistration accept message. The initial NAS message
is forwarded (at steps 5-8) towards the CN 820 followed by authentication and other normative
procedures. The CIN 820 then sends (at step 9} the RANAP Common Id message containing the
UE’s permanent identity 1.e. IMSL The HNB-GW 8§15 then associates (at step 10) the existing

UE registration and context Id with the IMSI obtained in this manner,

{60134 it should be noted that if the RRC “cell update” (or equivalent) procedure is used
instead of NAS level messaging for indication of HNB selection by the CSG UE, then IMSI
cannot be obtained from the CN. This would then reqguire that the HNB perform an identity

request or require that the CSG UE include the IMST in the RRC “cell update” (or equivalent)

procedure.
2. Inciusion of CSG-id in the pare messaze from
L]

{60135] As described above, the CN is able to access the allowed CSG hist (1.e. white-list)

of a particular UE (i.e. subscriber), By including target CSG-Id (i.e., the Allowed CSG lhist,
white-list, CSG identity, etc.} 1n the Page message from the ON, the HNB-GW can send the page
to the correct HNB, and IMSI becomes a non-issue. However, this mechanism does require
modification to existing RANAP Page roessages from the ON. Additionally, the CN may be
required to include the CSG-1d conditionally towards the HNB-GW and never towards a macro

RNC.
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2. Relocation

{60136} The above registration scenarios do not account for scenarios covering {1}
connected mode mobility (i.e., handover or relocation) from macro network to a2 HNB and (2)
connected mode mobility {i.e., handover or relocation) from one HNB to another HNB.
Specifically, the UE registration procedure, as described above and as described in 3GPP
Techwical Specification 25.467 entitled “UTRAN architecture for 3G Hore NodeB; Stage 27
and 3GPP Technical Specification 25469 entitled “UTRAN luh interface Home Node B
Application Part (HNBAP) signalling,” hereinafter TS5 25,4677 and “T5 25,469, which arc

incorporated herein by reference, is triggered upon an initial message from a UE to a given HNB.

160137] Furthermore, as described above and as described i 3GPP  Technical
Specification 25,468 cotitled “UTRAN lub luterface RANAP User Adaption (RUA) signalling,”
hereinafter “TS 25.468,” which is herein incorporated by reference, a UE Context id which is
part of the “UE-associated Signalling Connection” over Iuh interface is sctup as part of UE
registration only. In some embodiments, the UE Context Id, which is used to identify a logical
{uh signalling connection for a given UE, is set up via a UE registration procedure only. In
supporting the above two scenarios, UE assoctated Signalling Connection over {uh interface may
be established and may not be based on initial message from the UE. For instance, the
counection may be established based on CN wnitiated or HNB-GW inttiated messages. Several
embodiments for network triggered setup of UE-associated Signalling Connection over fuh

covering the above scenarios are described in the following sections,

a) Implicit UE Registration

{00138] Figure 9 illustrates a network-triggered UE registration in some embodiments, As
shown, HNB-GW 910 receives {at step 0} a relocation trigger from the CN or 2 HNB (not
shown), In some embodiments, the relocation trigger 1 a handover message which inutiates an
inbound relocation of a UE to the HNB-GW 910, Next, HNB_GW 910 determines {(at step 1) the
target HNB., HNB-GW 910 then allocates a UE Context Id and sends (at step 2) a RANAP
message encapsulated in the RUA header of a RUA message to the target HNB 910, The RUA
message inchudes the UE Context Id and the ON domain identification. In some embodiments,

the RANAP message is a RANAP Relocation Request message. In some embodiments, the

38



WO 2010/104992 PCT/US2010/026883

RUA message 15 a RUA Direct Transfer message which contains the UE Context Id allocated by
HNB-GW 910, In some embodiments, the RUA message is a RUA Connect message which

countains the UE context Id allocated by the HNB~-GW.

100139] The RUA wessage with the new UE Context Id acts {(at step 3a} as aun impheit
register request to the target HNB 905, The RUA message 1s implicit because the RUA message
is not an explicit command to register the UE (e.g. a HNBAP UE Register Command) from
HNB-GW 910. Instead, the RUA message causes the target HNB 9035 to allocate resources for
the UE relocation. Upon receiving the RUA moessage from HNB-GW 910, the target HNB 903
inspects the encapsulated RANAP message to extract other necessary mnformation (e.g. UE

IMST) to create appropriate UE registration at the target HNB 905,

{60140] Upon a successful creation of UE registration, the target HNB 905 sends (at step
5)to HNB-GW 910 a RUA message encapsulating a RANAF message, indicating the successful
creation of UE registration as well as a successtul handling of the RANAP message encapsulated
in the RUA message received {at step 2} from HNB-GW 910, In some embodiments, the RUA
message sent {(at step 5) to HNB-GW 910 from the target HNB 903 1s an RUA Direct Transfer
message and the RANAP message encapsulated in this RUA message is a RANAP Relocation
Request Ack message. This network-triggered UE registration is described in detail further

below.

160141} As defined in TS 25413, an fu signalling connection identifier is a 24-bit IE
which uniquely identifies an lu signalling conuection between a given RNC (or a given HNB-
GW)y and a given CN. Furthermore, it is also described that the most significant bit (MSB) of an
{u signalling connection identifier of a RANAP message indicates the node that has assigned a
vaiue to the identifier. When the value 18 assigned to the identifier by the N, the M5B of the

identifier has to be | and when it is assigned by RNC or HNB-GW the MSB has to be 0.

100142} A UE Context Id is also a 24-bit IE in some embodiments and is a unigue
identifier allocated by the HNB-GW {or a particular UE, as described in TS 25.467. Also, as
described in TS 25.468, a UE Context {d can be utilized as an Iu signalling connection identifier
value for use in the RANAP messages exchanged by a HNB and the HNB-GW to which the
HNB s communicatively connected for a given UE. The HNB-GW must take into account the

rules described m the previous paragraph when allocating UE Context Ids. Therefore, when a UE
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Countext 1d allocated by a HNB-GW 1s utilized as Io signalling convection identifier value, the
MSE of the UE Context Id nwst be a 0 because it is the HNB-GW that assigned a value to the In
signalling connection identifier and RANAP messages which are inmtiated by the radio access

network shall have MSB of Tu signalling connection identifier set to value §.

{00143} The above rules regarding the MSBs of an [u signalling connection identifier and
a UE Coutext 1d used as an T signalling counection identifier value pose a problem when they
arc applied during a handover procedure from a macro network cell to a target HNB.
Specifically, the RANAP messages (for example, RANAP Relocation Request message) which
are initiated from the ON and which trigger the creation of UE registration by the HNB-GW,
carry the Iu signalling connection identifier allocated by the CN. These same messages will also
result in creation of UE associated signalling connection over the huh interface. This will require
the HNB-GW 1o allocate a context Id for the UE registration. However, the context fd which the
HNB-GW allocated must have the MSB set to 0 and hence cannot have the same value as that
assigned to the “lu signalling connection identifier” IE in the corresponding RANAP message

iriggered by the CN which must have the MSB setto 1.

{33144 Figure 1§ tllustrates problems associated with handling of UE Context Id and In
signalling connection identifier. Specifically, Figure 10 illustrates a CS/PS handover from a
macro network cell to a HNB (1.e. from the macro network via the ON to the HNB) in some
embodiments. In some embodiments, this procedure is performed when the UE 1005 is on an
active CS/PS session (1.e., a communication session exchanging voice, data, or both) ou the
macro petwork cell (not shown) and has been commanded {(e.g. by a source RNC, not shown} to

make measureraents on neighboring HNBs,

{06145 In some embodiments, the source RNC is able to provide information on
neighboring cells such that one of the celis in the neighbor list matches the cell associated with
the target HNB 1010, Also, HNB-GW 1015 15 ablc to determine the target HNB based on the
information contained in the handover message received from the source RNC (l.e. via CN
1020). An cxample of a mechanism to determine a target HNB is described in United States
Patent Application 11/933,347, entitied “Method and Apparatus to Enable Hand-in for

Femtoceils”, filed on April 17, 2009, which is incorporated herein by reference.
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100146] As shown in Figare 18, CN 1020 scuds (at step 1) a message which triggers an
inbound relocation of UE 1005 to HNB-GW 1015, In some embodiments, the relocation
riessage is a RANAP message, ¢.g., a RANAP Relocation Request message for relocating an
ongoing CS/PS session on UE 1005 to HNB-GW 1015, The RANAP message includes the UE
IMSIE, The RANAP message also inchudes Iu signalling connection identitier. The MSB of the Iu
signalling connection identifier value of the RANAP message 1s a 1 because CN 1020 assigned
the value to the u signalling conuection identifier. This 18 symbolically shown as a value of
Ixxx which denotes a 24-bit value with a 0 as the MSB. This notation 1s used in Figure 18 and

other figures in the following sections.

100147] Next, HNB-GW 1015 determines {at step 2) the target HNB based on the
information contained in the handover message from CN 1020, HNB-GW 1315 then allocates a
UE Context Id and sends (at step 3} the RANAP Relocation Request message encapsulated in the
RUA header of a RUA message to the target HNB 1010, The RUA wessage includes the UE
Context Id and the CN domain identification. The UE Context Id has a 0 as its MSB because it is
allocated by HNB-GW 1015 and 1s going to be used as the To signalling connection identifier
value of the RANAP messages constructed by HNB-GW 1015 or the target HNB 1010
However, as described o step 1, above, this RANAP message 18 constructed by and originated
from CN 1020. Therefore, the MSB of the Iu signalling conuection identifier value of the
RANAP message 18 1, as shown m step 3. In some embodiments, the RUA message s a RUA

Drect Transter message that contains the UE Context Id allocated by HNB-GW 1015,

{001 48] The RUA message with the UE Context Id acts (at step 4a} as an implicit register
request to the target HNB 1010, As described above, the RUA message 18 implicit because the
RUA message is not an explicit command to register the UE (e.g. a HNBAP UE Register
Command} from HNB-GW 1015, Instead, the RUA message causes the target HNB 1005 to
allocate resources for the UE registration. Upoun receiving the RUA message from HNB-GW
1015, the target HNB 1010 inspects the encapsulated RANAP Relocation Request message to
extract other necessary information (e.g. UE IMSI) to create appropriate UE registration at the

target HNB 1010,

{00149] Upon a successful creation of UE registration, the target HNB 1010 sends (at step
3} to HNB-GW 1015 a RUA ruessage encapsulating a RANAP message, ndicating the
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successful creation of UE registration as well as a successtul handiing of the RANAP message
encapsulated in the RUA message received {at step 3) from HNB-GW 10615 In some
embodiments, the RUA message sent {(at step 5y to HNB-GW 1015 from the target HNB 1010 18
an RUA Direct Transfer message and the RANAP message encapsulated i this RUA message is
a RANAP Relocation Request Ack message. The MSB of the Tu signalling connection identifier
vajue of the RANAP message constructed by the target HNB 1010 is § because the target HNB
1610 s to use the UE Context Id, which has a © as its MSB, as the Iu signalling connection

identifier value for the RANAP messages the HNB 1010 constructs, as shown in siep 5.

{00150 The target HNB 1010 sends {(at step 5) the RANAP message to HNB-GW 1015
encapsulated in the RUA message which also inchudes the UE Context Id and the CN domain
identification. HNB-GW 10315 relays (at step 63 this RANAP message to CN 1028, Since this
RANAP message is a response by HNB-GW 1015 to the RANAP message received {at step 1)
from CN 1020, the response RANAP wessage must have the same Iu signalling connection
identifier value as the fu signalling connection identifier value of the RANAP message sent (at
step 1) to HNB-GW 1015, Otherwise, ON 1020 would not be able to recognize the respouse
RANAP message as the response to its RANAP message sent {at step 1) to HNB-GW 1015,
However, the response RANAP message already has a different Iu signalling connection

identifier value (with a 0 as its MSB) as shown in steps 3 and 6.

100151} in order to solve the problems described above (such as handling scenarios where
the Context Id and the To signalling connection wdentifier are vot the same), several exaruples are
described in the following sections. These examples use the MSB of UE Context Id and/or the
MSEB of 1u signalling connection ideuntifier to identify the node that has assigned a value to the
identifier. It would be apparent to a person of ordinary skill in the art that other portions of these
identifier, other tlags or mformation elements, or other techniques known in the art can be used
to identify the vode that has mitiated the message that triggers relocation without deviating from
the teaching of the mvention.

{00152] Accordingly, in order to simphify the description of embodiments described
Figures 18 to 18, reference has been made to specific examples such as the value of the "MSE”
bit of certain values, UE Context Id, u signalling connection identificr, fu signalling connection,

Iy, RANAP, RUA, CN, HNB-GW, HNB, RNC, and several other terms. However, the invention
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is not jutended to be lunited to these narvow definttions and examples. Specifically, instead of
the value of an MSB bit, any other value, flag, or indicator being single bit or mmultiple bit can be
used as an wdentifier. Instead of Tu signalling connection identifier and UE Context Id any first
and second identifiers can be used. Instead of Iu signalling connection, any other connections
between two nodes of the communication system that are capable to carrying a voice session, 4
data session, or both for a user equipment can be used. Instead of the hu interface any other
interface capable of supporting such votce and/or data sessions for a user equipment can be used.
Furthermore, RANAP and RUA are just examples of messaging protocols used i
communication systems. Any other suitable protocols can be used. The specific type of messages
such as relocation rvequest, direct transfer, relocation request ack, etc. are examples of the
messages that can be used to perform the specific actions disclosed in Figures 18 to 18
Furthermore, ON, HNB-GW, HNB, and RNC are examples of nodes in a communication system.
Other type of nodes such as network controllers, access points, gateways, and radio countrollers
can be used, The above generalization applies to individual description and drawings for Figures
18 to 18 and is not repeated during description of each individual figure in order to enhance the
readability of the disclosure. It will be clear and apparent to one skilled in the art that the
fnvention is not limited to specific narrow examples set forth and that the invention may be

practiced without the use of the specific details and examples discussed.

{00153] In some of the solutions described m the following sections, a HNB 1s disclosed
that is able to determine and distinguish UkE-associated signalling connections which are
triggered by the network and UE-associated signalling connections that are triggered by the
HNB. In other solutions described in the following paragraphs, a HNB-GW i3 disclosed that &8
able to determine and distinguish UE-associated signaliing connection which are triggered by the

network and UE-~associated signalling counections that are triggered by the HNB,

i Relecation from Macre Network Cell to Target HNB
{06154 Figure 11 illustrates a first solution in some cmbodiments. Steps 1-4b are the

same as steps 1-4b described above in Figare 18, In this embodiment, the target HNB 1010
determines whether the encapsulated RANAF message {received at step 3) is initiated from CN
1626 {(1.c. whether the MSB of the In signalling connection identifier value of the RANAP

message comiog to the HNB 1010 15 1), When the RANAP ruessage 1s initiated frova the ON, the
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target HNB 1010 pstead of using the UE Context 1d allocated by HNB-GW 1015, uses the Tu
signalling connection identifier value of the encapsulated RANAP message from the HNB-GW
1915 for the entive duration of fu signalling counection associated with UE 1005 (e for the
duration of the ongoing CS/PS session, until the signalling connection over the luh interface

ends).

{00155] In some embodituents, the HNB 1010 uses the Tn sigualling comnection identifier
value of the RANAP message initiated from CN 1020 when the HNB 1010 constructs a response
RANAFP message. Then, as shown in steps 1 and 5, the RANAP message constructed and sent {at
step 5} by the target HNB 1010 to HNB-GW 1020 has the same Iu signalling connection
identifier value as that of the RANAP message mitiated (at step 1) from CN 1020, The MSB of
this Iu signalling connection identifier value would be 1 because the RANAP Relocation Request

message was initiated (at step 1) from CN 1020,

{00156} Upon recetving {at step 5) the RUA message encapsulating the RANAP message,
HNB-GW 1015 relays (at step 6} to ON 1020 the RANAP message without inspecting it because
HNB-GW 1015 15 able to find out that the RANAP message 1s 4 response message to the
RANAP message initiated {(at step 1) from CN 1020, for instance, by looking at the UE Context
i{d contained in the RUA message. UN 1020 would recognize that the RANAP message received
from (at step S) fromn HNB-GWIO1S 1 a response to its RANAP message sent {at step 1) to
HNB-GW 1015 because the lu signalling connection identifier value of the RANAP message
received {at step 6) 15 the same as the Iu signalling connection wdentifier value of the RANAP
Relocation Request message sent {at step 1) to HNB~-OW 1015, as shown in steps 1 and 6. The
remnaining exchange of relocation messages continues {at step 7) among UE 1005, the target

HNB 1010, HNB-GW 1015, and CN 1020.

160157] The advantage of this solution is that a HNB-GW does not have to intercept and
process the RANAP messages coming to the HNB-GW for manipulation of the Tu signalling
connection identifier and thus can function as transparent as possible to the RANAP messages.

{60158) Figure 12 illustrates a second sohution in some embodiments, Steps 1-4b are the
same as steps 1-4b described above 1o Figare 18, In this embodiment, the target HNB 1010
keeps using the UE Context Id allocated by HNB-OGW 1015 as the In signalling connection

identifier values of the RANAP messages that the target HNB 1010 constructs, regardless of the
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kind of the node that the RANAP messages the HNB 1010 receives are inttiated from. However,
HNB-GW 1015 determines whether the RANAP messages coming from the target HNB 1010 (at
step 5) are respounses to the RANAP messages initiated (at step 1) from the ON 1020, In some
embodiments, HNB-GW 1015 keeps a mapping that associates the UE Context Ids with the {u
signalling connection wdentifier values of the RANAP messages received from CN 1020 and
relayed to the target HNB 1010 so that HNB-GW 1015 is able to determine whether the RANAP
messages conung from the target HNB 1010 are responses to the RANAP messages that HNB-

GW 1015 received frora ON 1020 and relayed to the HNB 1615,

{00159] In some embodiments, as shown in step 5, the RANAP message encapsulated in
the RUA message sent {(at step 5) by the target HNB 1010 to HNB-GW 1015 has the UE Context
id (with 0 as the MSB) allocated by HNB-GW 1015 as the fu signalling connection identifier
value. However, upon receiving the RUA message from the target HNB 1010, HNB-GW 1015
determines that the RANAP message encapsulated in the RUA header is a response to the
RANAP message HNB-GW 1015 received (at step 1) from the CN 1020, In some embodiments,
the HNB-GW maintains the state of the UE sessions and from the state of the UE sessions is able

to determine that a particular message is a response to a particular message from the CN

{68160 Once HNB-GW 1015 determines that the RANAP message received (at step 5) is
a response to the RANAP message received {at step 1) from CN 1020, HNB-GW 10135 inspects
the RANAP message and replaces the fu signalling connection identifier value of the RANAP
message with the Tu signalling conuection identifier value of the RANAP message received (at
step 1} from CN 1020. As shown in steps 1 and 6, the RANAP message that is being sent (at step
63 to ON 1020 will have the same lu signalling connection wdentificr value as that of the RANAP
message that HNB-OW 1015 received (at step 1) from ON 1815, Then CN 1015 would be able
to recognize that this RANAP message 15 a response to the RANAP message ON 1015 sent (at
step 1) to HNB-GW 1315, The remaining exchange of relocation messages continues (at step 7)

among UE 1003, the target HNB 1010, HNB-GW 10135, and CN 1020,

{06161} The advantage of the second solution is that a UE Context Id can be utilized as the
a signalling connection identifier value for use in RANAP messages exchanged by a HNB and

the HNB-GW that the HNB is communicatively connected to. Therefore, a HNB can follow the
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rule for using a UE Context Id as the Tu signalling counection ideutificr of the RANAP messages

that it constructs.
i, Relocation from one HNB to another HNB

{00162} Unlike the handover procedures for an ongoing CS/PS session from the macro
network to a target HNB described above, a handover procedure for an ongoing US/PS session
from a HNB to another HNB does not have a problem with applying the rules regarding the
MSBs of an s signalling connection identifier and a UE Context Id used as an u signalling
connection identifier value. The RANAP messages (for example, RANAP Relocation Required
roessage) which are initiated from one HNB and which trigger the creation of UE regisiration by
the HNB-GW, carry the a signalling connection identifier previously allocated by the HNB-GW
which must have the MSB set to 0. Therefors, the coniext Id which the HNB-GW allocated can

have the MSB set to §§ in accordance with the rule.

{60163} For setup of UE associated signalling connection initiated by the UE, for instance,
by aun initial message of a UE in an attempt to register with the HNB-GW, the HNB uses the UE
Context 1D as the lu signalling connection identifier in corresponding RANAFP messages for the

entive duration of that UE-associated signalling connection in some embodiments.

100164] Figure 13 illustrates a network-triggered UE registration in some embodiments,
Specifically, Figure 13 illustrates a CS/PS handover from one HNB to another HNB both of
which are communicatively connected to the same HNB-GW. In some embodiments, this
procedure s performed when the UE 1305 is on an active CS/PS session on the source HNB
1320 and has been commanded (by the source HNB 1320} to make measuremcnts on

neighboring HNBs.

{66165) in some embodiments, the source HNB 1320 is able to provide information on
neighboring HNBs such that one of the HNBs 10 the neighbor Hist matches the target HNB 1310,
Also, HNB-GW 1315 is able to determine the target HNB based on the information in the
handover message recetved from the source HNB 1320, An cxample of a mechanism to
determiine a target HNB is described in the above mentioned Untted States Patent Application

11/933,347.
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{06166] As shown in Figure 13, the source HNB 1320 sends (at step 1) a handover
message which triggers an inbound relocation of UE 1305 from the source HNB 1320 to the
target HNB 1310, In some embodiments, the handover message 1 a RANAP wmessage, for
instance, a RANAP Relocation Required message for an ongoing CS/PS session on UE 1005 o
HNB-GW 1315, Next, HNB-GW 1315 determines {(at step 2) the target HNB based on the

information contained in the handover message fron the source HNB 1324,

{66167} In some embodiments, HNB-GW 1315 then allocates a new UE Context id so as
to uniguely identify the UE 1305 over the tub wnterface within the target HNB 1310 and HNB-
GW 1315, In some embodiments, for the messages exchanged between the HNB-GW 1315 and
the HNB 1305, the HNB-GW 1315 can use the same UE Context Id received {at step 1) from the
source HNB 1320 imnstead of allocating a new UE Context Id because a UE Context Id is
allocated by a given HGW-GW and is unique among the HNBs communicatively connected to

the HGW-GW,

{00168] The HNB-GW 1315 then constructs (at step 3} a RANAP message and sends it to
the target HNB 1310 using a RUA message cncapsulating the RANAP message. In some
embodiments, the RANAP message is a RANAP Registration Request message. In some
embodiments, the RUA message is a RUA Direct Transfer message that also contains the UE

Context Id and the ON domain identification.

{00169} The RUA message with the UE Context Id acts {at step 43} as an implicit register
request to the target HNB 1310, As described above, the RUA message implicit because the
RUA message s vot an explicit command to register the UE (e.g. a HNBAP UE Register
Command) from HNB-GW 1315, Instead, the RUA message causes the target HNB 1305 to
allocate resources for the UE registration. Upon receiving the RUA message from HNB-GW
1315, the target HNB 1310 inspects the encapsulated RANAP Relocation Reguest message to
extract other necessary information (e.g. UE IMSI) to create appropriate UE registration at the
target HNB 1310,

{6G170) Upon a successful creation of UE registration, the target HNB 1310 constructs a
RANAP message and sends (at step 5) to the HNB-GW 1315 using a RUA message
encapsulating the RANAP message. In some embodiments, the RUA message is a RUA Direct

Transter mcssage. In some embodiments, the encapsulated RANAP message 18 a RANAP
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Relocation Request Ack message, indicating the successful creation of UE registration as well as
a successful handling of the RANAP message encapsulated in the RUA message received (at

step 4) from the HNB-GW 1315,

100171} The HNB-GW 1315 then signals {(at step 6) the source HNB 1320 to handover the
UE 1305 to the target HNB 1310, using a RANAP message encapsulated in a RUA message. In
sorme embodiments, the RANAP message is a RANAP Relocation Command message. In some
embodiments, the RANAP message 1s a RUA Direct Transfor message. The remaining exchange
of relocation messages continues {at step 7) among UE 1305, the target HNB 1310, HNB-GW
1315, and the source HNB 1320,

180172] As described above, unlike the handover procedures for an ongoing CS/PS
session from a macro network to a target HNB descuibed above, a handover procedure for an
ongoing CN/PS session from a HNB to another HNB does not have a problem with applying the
above mentioned rules regarding the MSBs of an Tu signalling connection dentifier and a UE
Context Id used as an lu signalling connection identifier value in some embodiments. Figures 14
and 18 illustrate the same handover procedure iHustrated m Figure 13 with steps showing the
values of UE Context Id and Iu signalling connection identifier in RANAP wmessages. As
described above, for the messages exchanged with the target HNB 1310, HNB-GW 1315 can use
the same UE Context Id used for messages exchanged with the source HNB 1320 or allocate

another UE Context Id.

{00173] Figure 14 illustrates an example in which HNB-GW 1315 uses the same UE
Countext Id for both the RUA messages that HNB-GW exchanges with the source HNB 1320 and
for the RUA messages HNB-GOW exchanges with the target HNB 1310, The source HNB 1320
sends {at step 1) av RUA message. As shown wn step 1, the value of the UE Context Id 1s (oxx.
The UE Context Id has a 0 as its MSB because it used as In signalling connection identifier
values of the RANAP messages constructed by HNB-GW 1315 or the source HNB 1320, The
RANMNAP message encapsulated (at step 1} in the RUA Direct Transfer message also has xxx as
shown in step 1, because the source HNB 1320 used the UE Context Id when the RANAP

message was constructed by the source HNB 1320

160174} When HNB-GW 1315 constructs a RUA message to send to the target HNB 1310,
HNB-GW 1310 uses the same UE Context Id i received {at step 1) from the source HNB 1320,
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The RANAP message constructed by HNB-GW 1315, which s encapsulated in the RUA
message sent {at step 3} to the target HNB 1310, has the UE Context Id as its Iu signalling
counection identifier value, as shown in step 3. Simmlarly, the RUA and RANAP messages
constructed by the target HNB 1310 and HNB-GW 1315 will all have the same UE Context Ids

and fu signalling connection identificr values, as shown in steps 5 and 6.

{60175] Figure 15 ilfustrates an example in which HNB-GW 1315 allocates a UE Context
id that is different from the UE Context Id that the HNB-GW 1315 uses for the RUA messages
that it exchanges with the source HNB 1315, As shown, the source HNB 1320 sends {at step 1)
an RUA Direct Transfer message. As shown in step 1, the value of the UE Context Id is Oxxx.
The UE Context Id received at step | has a § as s MSB because it used as Iu signalling
connection identifier values of the RANAP messages constructed by HNB-GW 1315 or the
source HNB 1320, Likewise, the UE Context Id allocated by HNB-GW 1315 and sent to the
target HNB has a 0 as its MSB because it 15 also used as lu signalling conuvection wdentifier
values of the RANAP messages constructed by HNB-GW 1315 or the target HNB 1310,
However, the UE Context 1d allocated by HNB-GW 1315 has a different value, for 1usiance,

Oyyy, since it is newly allocated by HNB-GW 1315,

{60176} The fu signalling connection identifier values of the RANAP messages exchanged
between the target HNB 1310 and the HNB-GW 1315 will be Oyyy, as shown i steps 3 and S,
because HNB-GW 1315 and the target HNB 1310 used the newly allocated UE Context Id as the
{u signalling conuection identifier values of the RANAP messages. When HNB-GW 1315
constructs a RUA message to send to the source HNB 1320, HNB-GW 1310 uses the UE
Context 1d it received {at step 1) from the source HNB 1320 because this RUA message is going
to the source HNB 1320, The RANAP message constructed by HNB-GW 1315, which is
encapsulated in the RUA message sent (at step 6) to the target HNB 1310, has the UE Context Id
recetved(al step 1) from the source HNB 1320 as its Tu signalling connection identifier value, as
shown in step 6. The UE Context Id from source 1310 and the allocated UE Context Id are
different, but all of the lu signalling connection identifier values will have a 0 as the MSB

because the UE Context Ids have a 0 as their MS8Bs as shown in the above steps.

160177} As described in the examples of Figures 14 and 15, whether the UE Context Ids

are the same or different, there 1 no need for the HNB-GW 1315 to inspect and replace the Tu
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signalling connection identifier values of the RANAP messages because in any case UE Context

{ds have Os as their MSBs.
B} Explicit UE Registration Command

{00178] Figure 16 tllustrates a network-triggered UE registration in some embodiments.
This UE registration procedure is the simtlar to the procedure iltustrated in Figure 8 except that

there are fow more steps associated with an explictt message conmumand to create UE registration.

{60179] As shown, before HNB-GW 1610 sends {at step 3) a RUA message to the target
HNB 1605, HNB-GW 1610 sends (at step 2a) an explicit command to the target HNB 1605 to
create necessary UE registration. In some ombodiments, the explicit command fo create
necessary UFE registration is 2 HNBAF message. In some embodiments, the HNBAP message is
a HNBAP UE Register Command message. The explicit command to create UE rogistration
contains the necessary information {e.g. UE IMST and a UE Context Id allocated by HNB-GW

1610} to create the necessary UE registration at the target HNB 1605

1001806] In some cmbodimments, upon recciving the explicit UE Register command to
create UE registration, the target HNB 1605 optionally sends (at step 2b) to HNB-GW 1610 an
explicit successful confirmation response acknowledging the reception of the explicit command
and the new UE Coutext Id coutained wn the explicit command., The exphceit successful
confirmation response also indicates successful creation of UE registration. In some
embodiments, the explicit successtul confirmation message 1s a HNBAP message. In some
embodiments, the HNBAP message is a HNBAP UE Register Command Confirm message.
HNB-GW 1610 then sends (at step 3} to the target HNB 1605 a RUA moessage encapsulating a
RANMNAP message. In some embodiments, the RANAP message is a RANAP Relocation Reguest
message. In some embodiments, the RUA message 18 a RUA Direct Transfer message. The
message inchudes the UE Context Id and ON domain identification). HNB-GW 16180 then
proceeds with the remainder of the relocation procedure. This network-triggered UE registration

is deseribed in detai} later in this application.
i Relocation from Macre Network Cell to HNB Target

{60181} Figure 17 tllustrates a CS/PS handover from a macro network cell to HNB (i.e.

from the macro network via CN to HNB) in some embodiments, This handover procedure is
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similar to the procedure illustrated o Figure 16 except that there are few more steps associale

with an explicit command to create UE registration. As described above in Figure 18, the above
rules regarding the MSBs of an In signalling counection identifier and a UE Context Id used as
an lu signailing connection identifier value pose a problem when they are applied during a
handover procedure from a macro network cell to g target HNB. The description of the problem
and the two solutions are the same as described in Figures 18, 11 and 12 and are not described in
detail i this section, In other words, in one solution according to some embodiments, the HNB
is able to deternune and distinguish UE-associated signalling connections which are triggered by
the network and signalling connections that are triggered by the HNB. In the other solution, the
HNB-GW is able to determine and distinguish UE-~associated signalling connections which are

triggered by the network and signalling connections that are triggered by the HNB.

{60182] As shown, before HNB-GW 1015 sends (at step 3) a RUA message to the target
HNB 1010, HNB-GW 1015 sends (at step 23} an explicit command to the target HNB 1010 two
create necessary UE registration., In some embodiments, the eoxplicit command to create
necessary UE registration 1s a HNBAP message, for instance, a HNBAP UE Register Command
message. The cxplicit command to create UE registration contains the necessary information
{e.g. UE IMSI and a UE Countext Id allocated by HNB-GW 1015) to create necessary UE
registration at the target HNB 1010

{00183} in some embodiments, upon receiving the explicit UE Register command to
create UE registration, the target HNB 1010 optionally seuds (at step 2b) to HNB-GW 1015 an
explicit confirm response acknowledging the reception of the explicit command and the UE
Context Id contained in the explicit command., The explicit confirm response also indicates
successful creation of UE registration. ln some embodiments, the explicit successful
conlirmation message is 2 HNBAP message. In some embodiments, the HNBAP message is a
HNBAP UE Register Command Confirm message, HNB-GW 1015 then sends (at step 3) to the
target HNB 1010 an RUA message encapsulating the RANAP message received (at step 1) from
CN 1020, In some embodiments, the RUA message 16 a RUA Divect Transfor message. The
RUA message includes the UE Context Id and CN domain identification. The target HNB 1010
then allocates (at step 4) resources for relocation. The steps 5- 7 are the same as described gbove

for the steps 5-7 in Figure 10.
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i, Relocation from one HNEB (o another HXNB

{06184] Figure 18 illustrates a C5/PS handover from one HNB to another HNB both of
which are communicatively connected to the same HNB-GW in some cmbodiments. This
handover procedure 1s similar to the procedure illustrated i Figare 13 except that there are fow
more steps associated with an explicit command to create UE registration. As described above in
Figare 10, the above rules regarding the MSBs of an In signalling connection 1deutifier and a
UE Context Id used as an Ty signalling connection identifier value pose a problem when they are
applied during a handover procedure from a macro network cell to a target HNB. As described
above in Figures 13, 14 and 15, unlike the handover procedures for an ongoing CS/PS session
from a macro notwork to a target HNB described above, a handover procedure for an ongoing
(CS/PS session from a HNB to another HNB both of which are communicatively coupled to a
HNB-GW do not have a problem with applying the rales regarding the MSBs of an Iu signalling
connection identifier and a UE Countext Id used as an Tu signalling conpection wdentifier value in

some embodiments,

{00185] As shown, betore HNB-GW 1315 sends (at step 3) a RUA message to the target
HNB 1310, HNB-GW 1315 sends (at step 2a) an explicit command to the target HNB 1310 to
create necessary UE registration. In some cmbodiments, the explicit command to create
necessary UE registration is a HNBAP rucssage, for instance, a HNBAP UE Register Command
message. The explicit command to create UE registration contains the necessary information

{e.g. UE IMSI and a UE Countext Id) to create necessary UE registration at the target HNB 1310,

{00186] In sorae embodiments, upon receiving the explicit UE Register command to
create UE registration, the target HNB 1310 optionally sends {(at step 2b) to the HNB-GW 1315
an explicit confitm response acknowledging the reception of the expheit command and the UE
Context Id contained in the cxplicit command. The cxplicit confirm response also indicates
successful creation of UE registration. In some embodiments, the oxphicit successful
confirmation message is a HNBAP message. In some embodiments, the HNBAP message is a
HNBAFP UE Register Command Confirm message. HNB-GW 1315 then sends (at step 3) to the
target HNB 1310 an RUA message encapsulating the RANAP message received {at step 1} from
CN 1320, In some embodiments, the RUA message is a RUA Direct Transfor message. The

RUA message inchudes the UE Context Id and CN domain identification. The target HNB 1310
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then allocates (at step 4) resources for relocation. The steps 5- 7 are the same as described above

for the steps 5-7 in Figure 13.
1v. COMPUTER SYSTEM

j00187] Many of the above-described protocol stacks, processes, methods, and
functionalities are implemented as software processes that are specified as a set of instructions
recorded on a computer readable storage medium (also referred to as computer readable medium),
When these instructions are executed by one or more computational or processing clement(s}
{(such as processors or other computational clements like ASICs and FPGAs), they cause the
computational element(s) to perform the actions indicated in the wmstructions. Computer is meant
in its broadest sense, and can include any electronic device with computational elements (c.g.,
HNB and HNB-GW). Exaraples of computer readable media include, but are not livmited to, CD-
R{OMs, flash drives, RAM chips, hard drives, EPROMs, etc. The computer readable media does

not include carrier waves and electronic signals passing wirelessly or over wired connections.

{00188] In this specification, the term “software” is meant i its broadest sense. It can
include firmware residing in read-only memory or applications stored in magnetic storage which
can be read mio memory for processing by a processor. Also, in some embodiments, multiple
software inventions can be implemented as sub-parts of a larger program while remaining distinet
software inventions, In some embodiments, multiple sofiware inveuntions can also be iraplemented
as separate programs. Finally, any combination of separate programs that together implement a
software invention described here 1s within the scope of the mvention. In some embodiments, the
software programs when installed to operate ou oue or more computer systerus define one or more
specific machine implementations that execute and perform the operations of the software

prograygs,

{30189 Figure 1% counceptually dlustrates a computer system with which some
embodiments of the tnvention are implemented. The computer system 1960 inchudes a bus 1905,
a processor 1910, a system raemory 1915, a read-only memory 1920, a permanent storage device

1925, nput devices 1930, and output devices 1935,

j00196] The bus 1905 collectively represents all systern, peripheral, and chipsct buses that

support communication among internal devices of the computer system 1900. For mstance, the
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bus 1905 communicatively connects the processor 1910 with the read-only memory 1920, the

system memory 1915, and the permanent storage device 1925,

{00191} From these various mernory units, the processor 1910 retrieves mstructions to
execute and data to process wn order to execute the processes of the iuvention. In some
embodiments the processor comprises a Field Programmable Gate Array (FPGA), an ASIC, or
various other electronic components for executing instructions. The read-only-memory (ROM)
1920 stores static data and mnstructions that are needed by the processor 1910 and other modules
of the comaputer system. The permancnt storage device 1925, on the other hand, 1s a rcad-and-
write memory device. This device is a non-volatile memory unit that stores instruction and data
even when the computer systern 1900 1s off. Some embodiments of the invention use 4 mass-
storage device {(such as a magnetic or optical disk and its corresponding disk drive} as the
permanent storage device 1925, Some embodiments use one or more removable storage devices

(flash memory card or vaemory stick) as the permanent storage device,

{30192] Like the permanent storage device 1925, the system memory 1915 is a read-and-
write memory device. However, unlike storage device 1925, the system memory is a volatile
read-and-write memory, such as a random access memory. The system memory stores some of

the mstructions and data that the processor needs at runtime.

j00193] Instructions and/or data needed to perform processes of some embodiments are
stored in the system memory 1915, the permanent storage device 1925, the read-only memory
1920, or any combination of the three. For cxample, the various memory umits mnclude
fustractions for processing multimedia erus in accordance with sore embodiments. From these
various memory units, the processor 1910 retrieves instructions to execute and data to process in

order to exccute the processes of some emboduments.

{00194 The bus 1905 also connects to the input and output devices 1930 and 1935, The
inprut devices cnable the user to communicate information and select commands to the computer
system. The woput devices 1930 include alphanumeric keyboards and cursor-controllers. The
output devices 1935 display images generated by the computer system. The output devices
nclude printers and display devices, such as cathode ray tubes (CRT) or liquid crystal displays
(LCD). Fially, as shown in Figuve 19, bus 1905 also couples computer 1900 to a network 1965

through a network adapter (not shown). In this manner, the computer can be a part of a network of
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coraputers (such as a local area network ("LAN"), a wide area network ("WAN"), or an Iutranet)

or a network of networks {such as the Internet}.

j00195] Any or all of the components of computer system 1900 may be used m
conjunction with the invention. For instance, some or all components of the computer system
described with regards to Figure 19 comprise some embodiments of the UE, HNB, HNB-GW,
and SGSN described above., However, one of ordivary skill in the art will appreciate that any
other system configuration may also be used in conjunction with the invention or components of

the mvention.

{00196] Some ersbodiments include electronic components, such as microprocessors,
storage and memory that store computer program instructions in a machine-readable or computer-
readable medium (alternatively referred to as computer-readable storage media, machine-readable
media, or machine-readable storage media). Some examples of such computer-readable media
include RAM, ROM, read-only compact discs (CD-ROM), recordable compact dises (CD-R),
rewritable compact discs (CD-RW), read-only digital versatile discs {e.g., DVD-ROM, dual-layer
DVD-ROM), a varicty of recordable/rewritable DVDs (e.g., DVD-RAM, DVD-RW, DVD+RW,
etc.}, flash memory (e.g., SD cards, mint-SD cards, micro-SD cards, etc.}, maguetic and/or solid
state hard drives, read-only and recordable blu-ray discs, ultra density optical discs, any other
optical or magnetic media, and floppy disks. The computer-readable media may store a coraputer
program that is executable by at least one processor and includes sets of instructions for
performing various operations, Examples of hardware devices counfigured to store and execute
sets of instructions include, but are not Himited to application specific integrated circuits (ASICs),
field programmable gate arrays (FPGA), programumable logic devices (PLDs), ROM, and RAM
devices. Examples of computer programs or computer code inchude machine code, such as
produced by a compiler, and files including higher-level code that are exccuted by a computer, an
electronic component, Or a MICIOProcessor using an interpreter.

{60197] As used in this specification and any claims of this application, the terms

43

“computer”, “server”, “processor’, and “memory” all refer to clectronic or other technological
devices. These terms exchude people or groups of people. For the purposes of the specification,
the terms display or displaying means displaying on an clectronic device. As used in this

specification and any claimes of this application, the terms “computer readable medium” and
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“computer readable media” are entitely restricted to tangible, physical objects that store
information in a form that is readable by a computer. These terms exclude any wireless signals,

wired download signals, and any other ephemeral signals,

100198] Many of the above figures illustrate a single access point (e.g.. HNB 203)
commmunicatively coupled to a network controller {e.g., HNB-GW 215}, However, it should be
apparent 1o one of ordinary skill in the art that the network controller (e.g., HNB-GW 215) of
some embodiments is communicatively coupled to several HNBs and the network controller
communicatively couples all such HNBs to the core network, The figures merely illustrate a
single HNB communicatively coupled to the HNB-OW for purposes of sumplifying the
discussion to interactions between a single access point and a single network controller,
However, the same network countroller of some emwbodiments may have several of the same

interactions with several different access points,

160199] Additionally, many of the above figures illustrate the access point to be a HNB
and the network controller to be a HNB-GW. These terms are used to provide a specific
implementation for the various procedures, moessages, and protocols described within some of the
embodimeunts described with reference to the figures. However, it should be apparent to one of
ordinary skiil in the art that the procedures, messages, and protocols may be used with other
commuunication sysierus and the HNB systern was provided for exemplary purposes. For
example, such procedures, messages, and protocols may be adapted to function with a Femtocell
cell systern that includes Femtocell access poinis and a Femtocell network controller (e.g.,

(Generic Access Network Controller),

{60200] Similarly, many of the messages and protocol stacks were described with
reference to particular HNB-AN functiounality such as control plane functionality or user plane
functionality. However, it should be apparent to one of ordinary skill in the art that such
functionality may apply across multiplc HNB-AN functions or may apply to a different HNB-
AN function altogether. Moreover, it should be apparent to oune of ordinary skill in the art that
the above described messaging may include additional or alternative information clements to

those enumerated above,

166201} While the wnvention has been described with reference to numerous specific

details, one of ordinary skill in the art will recognize that the invention can be embodied n other

56



WO 2010/104992 PCT/US2010/026883

specific forms without departing from the spinit of the invention. Thus, one of ordinary skill in
the art would understand that the tnvention is not to be Hmited by the foregoing illustrative

details, but rather 1s to be defined by the appended claims.
V. ABBREVIATIONS AND DEFINITIONS

A. Abbreviations

Second Generation of Cellular Wireless Standards 20
Third Generation of Cellular Wireless Standards 3G
3" Generation Partnership Project 3GPP
Fourth Generation of Cellular Wireless Standards 4G
Axthorization, Authentication, and Accounting AAA
Access Network AN
Automatic Number Identification ANI
Advice of Charge AoC
Access Point AP
Asyuachronous Transfer Mode ATM
Base Station BS
Base Transceiver Siation BTS
Cell Broadcast Center CBC
Call Control CC
Cable Modem Termination System CMTS
Core Network N
Customer Premise Equipment CPE
Circuit Switched Cs
Closed Sabscriber Group CRG
Digital Subscriber Line DSL
DSL Access Multiplexer DSLAM
ES Protocol ESP
Encapsulating Security Payload ESP
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GSM/EDGE Radio Access Network
Gateway GPRS Support Node
General Packet Radio Service

(Global System for Mobile conmounications
Home Enhanced Node B

Home Location Register

Home Node-B

HNB Access Network

HNB Application Part

HNEB Gateway

Information Element

Internet Assigned Numbers Authority
{dentifier

International Mobile Subscriber fdentity
Internet Protocol

P Security

Internet Service Provider
Interworking Functionality

Layer 3

Location Area

Location Area Code

Location Area Identifier

Location Area Update

Location Update

MTP3 User Adaptation Layer

Media Access Control

Mobility Management
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GERAN
GOSN
GPRS
GSM
HeNB
HELR
HNB
HNB-AN
HNBAP
HNB-GW
iE

TANA

D

IMSI

LA
LAC
LA
LAU
LU
M3UA
MAC

MM
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Most Significant Bit

Mobile Switching Center

Non Access Stratum

Network Address Translation
Neighbor Configuration List
Personal Commurication Services
Packet Control Unit

Protocol Data Unit

Public Land Mobile Network

Payload Protocol Identifier

Pubhic Switched Telephone Network

Packet-Teroporary Mobile Subscriber Identity

Either Packet TMST or TMSH
Permanent Virtual Circuit
Quality of Service

Routing Arca

Radio Access Bearer

RANAP Adaptation Layer
Radio Access Network Application Part
Radio Frequency

Radio Link Control

Radio Network Controller

fu U-Plane

Radio Resource Control
Radio Resource Management
RANAP Transport Adaptation

Real-Tiume Protocol

59

MSB
MSC
NAS
NAT
NCL
PCS
PCU
PRU
PLMN
PPy

PS
PSTN
P-TMSI (or PTMSD
(PYTMSI
PVC
QoS

RA
RAB
RAL
RANAP
RF

RLC
RNC
RNL
RRC
RRM
RTA

RTP

PCT/US2010/026883
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RANAP User Adaptation RUA
Service Area Identifier SAl
System Architecture | SAL
Signalling Connection Control Part SCCP
Stream Control Transmission Protocol SCTP
Security Gateway Se(GW
Serving GPRS Support Node SGSN
Subscriber Identity Module SIM
Serviee Mobile Location Center SMLC
Short Message Services SMS
Signaling System 7 887
Transmission Control Protocol TCP
Temporary Mobile Subscriber Identity TMSI
Traffic Selector T8
User HEquipment Ul
Unlicensed Mobile Access UMA
Umniversal Mobile Telecommunications System UMTS
Universal Subscriber {dentity Module USIM
Either SIM or USIM {(LNSIM
UMTS Terrestrial Radio Access Network UTRAN
Visitor Location Register VLR
Wireless Local Area Network WELAN
Wireiess Service Provider WSP
World Zone 1 Wil

B. Definitions

Allowed CSG List: A list of USG cells, each of which is identified by a CSG identity, allowed fora

particular subscriber.
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Aceess Control: It is the mechanism of ensuring that access to particular HNB is based on the
subscription policy of the subscriber as well as that of the HNB.

Closed Subscriber Group (CSGh A list of subscribers which have access to mobile network using a

particular HNB {ak.a HeNB or Femtocell).

CSG Cell: A cell {e.g. HNB) which allows mobile network access to CSG only. A CSG cell may

broadcast a specific CSG identifier over the air interface.

CSG Identity: The identity of the CSG cell. A CSG identity may be shared by muliple CSG cells.
CSG UE: A UE which has support for CSG white-list and can autonomously detect and select CSG celis.
E.164: A public networking addressing standard

Femtocell Access Network: The Femniocell access network constitutes of the HINB and the HNB-GW

{same as HNB access network)
Legacy UE: A UE which does not have support for CSG white-list (e.g. R99 or pre-release 8 UE).
Operator: Licensed wireless service provider

White-List: It is the allowed CSG list stored on the UE or in the subscriber database record (such as in

the HLR or HSS).
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CLAIMS

What 1s claimed 1s:

1. A method of handling a handover of an ongoiong session of a user equipment (UE)

in a communication system comprising (1} a first wireless communications system comprising a
licensed wircless radio access network and a core network and (i) a second wircless
communications systeny comprising a plurality of short range access points for establishing
service regions of the second wircless communications system using hicensed wircless
frequencies and a network countroller for commumcatively couphing the UE operating o the
service regions to the core network, the method comprising:

recetving, at the network controller, a handover message from the core network,
the handover message comprising a first connection identifier as an identifier for a connection
associated with the UE between the network controller and the core network;

allocating by the network controlier a second conpection identifier to identify a
connection associated with the UE between the network controller and an access point of the
second wireless communication system communicatively connected to the network controler,
the second connection identifier different than the first connection identifier;

sending the handover message and the second counection identifier from the
network controller to the access point;

recetving a reply message from the access point in respouse to the handover
message, the reply message comprising the second connection identifier as the identifier for the
connection associated with the UE between the network controller and the core network;

replacing, at the network controller, the second connection identifier in the reply
message with the first connection identitier as the wdentifier for the conmnection associated with
the UK between the network controller and the core network; and

sending the reply message from the network controller to the core network.

2. The method of claim 1, wherein each of the first and second connection dentifiers

identifies a node of the communication system that has assigned a value for the first and second

identifiers respectively.
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3. The method of claim 1, wherein the identifier for the counection associated with
the UE between the network controller and the core network s an Iu signaling connection
identifier of a Radio Access Network Application Part (RANAP) message.

4, The method of claim 1, wherein the second identifier is a UE context identifier
information element (1E) that uniquely wdentifies the UE within a service region of the access
point,

5. The method of claim 1, wherein the ongoing session 18 at least one of a circuit
switched (C8) session and a packet switched {PS) session,

6. The method of claim 1, wherein cach of the handover message and the reply
message 1s a Radio Access Network Apphication Part (RANAP) roessage, wherein the wetwork
controller encapsulates the handover message in a RANAP User Adaptation (RUA) message
when the network controler sends the handover message to the access point.

7. The method of claim 6, wheretn the reply message is a RANAP message
encapsulated i a RUA message by the access point when the reply miessage 1s sent by the access
point to the network controller.

8. The method of claim 7, whercin cach of said RUA messages comprises the
second wdentifier,

9. The method of claim 6, wherein cach of said RANAP messages comprises the
first connection 1dentifier.

10, The method of claim 1, wherein the handover message is a Radio Access Network
Application Part (RANAP) Relocation Reqguest moessage.

11, The method of claim 1, wherein the reply message is a Radio Access Network
Application Part (RANAP) Relocation Request Ack message.

12, The method of claim 1, wheretn each of (i) the connection associated with the UE
between the network controller and the core network and (i) the connection associated with the
UE between the network controller and the access point 1s a signalling connection.

13, A computer readable medium of a network controller that operates in a
comurunication systera compusing (1) a first wireless communications system comprising a
licensed wireless radio access network and a core network and (i1} a second wircless
communications systermn comprising a plurality of short range access poinis for establishing

service regions of the second wireless communications system using licensed wireless
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frequencies and the vetwork countroller for communicatively coupling a user equipment (UE)
operating in the service regions to the core network, the computer readable medium storing a
computer program for execution by at least one processing umi, the compuler program
comprising:

a set of instructions for receiving a handover message trom the core network, the
handover message comprising a first connection identifier as an identifier for a connection
associated with the UE between the network controller and the core network;

a set of instructions for allocating a second connection identifier to identify a
connection associated with the UE between the network controller and an access point of the
second wireless communication system communicatively connected to the network controller,
the second connection identifier different than the first connection 1dentifier;

a set of mstructions for sending the handover message and the second connection
identifier to the access point;

a set of instructions for receiving a roply message from the access point in
response to the handover message, the reply message comprising the second connection
identifier as the identifier for the connection associated with the UE between the network
controller and the core network;

a set of instructions for replacing the second connection identifier i the reply
message with the first connection identifier as the identifier for the connection associated with
the UE between the network controller and the core network; and

a set of instructions for sending the reply message to the core network.

14. A method of handling a handover of an ongoing session of a user equipment (UE)
in a communtcation system comprising (1) a first wircless communications system comprising a
licensed wireless radio access network and a core network and (i1} a second wircless
communications system comprising a plurality of short range access points for establishing
service regions of the second wureless corvmumications system using Heensed wireless
frequencics and a network controlier for communicatively coupling the UE operating in the
service regions to the core network, the method comprising:

receiving a handover message at an access point of the plurality of access points
from the network controller, the handover message comprising (1} a first connection wdentifier as

an identifier for a first connection associated with the UE between the network controller and a
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first node of the communication system and (11} a second connection identifier allocated by the
network controller, the second connection identifier to identify a second connection associated
with the UE between the network controlier and the access point, the second connection
identifier different than the first connection identifier;

determining whether the first connection identifier identifies the first connection
as a connection between the network controller and the core network;

when the first connection identifier identifies the first connection 4s a connection
between the network controller and the core network, sending a reply message from the access
point to the network controiler, the reply message comprising the first connection identifier as an
identifier for a counection associated with the UE between the network controller and the core
network: and

when the first connection identifier identifies the first connection 4s a connection
between the network controller and a node of the communication system other than the core
network, sending a roply message from the access point to the network controller, the reply
message comprising the second connection identifier as an identifier for a connection associated
with the UE between the network controller and the node of the communication system.

15, The method of claim 14, wherein the reply message s for being velayed by the
network to the first node.

16. The method of claim 14, wherein each of the first and second identificrs identifics
a node of the communication system that has assigned a value for the first and sccond identifiers
respectively.

17. The method of claim 14, wherein cach of the handover message and the reply
message 18 a Radio Access Network Application Part (RANAP) message, wherein the access
point encapsulates the reply message in a RANAP User Adaptation (RUA) message.

18 The method of claim 17, wherein the handover message 1s encapsulated in a RUA
message by the network controlier when the handover message 1s sent by the network controller
to the access point.

19 The method of claim 18, wherein each of said RUA wessages comprises the
second identifier.

20.  The method of claim 17, wherein cach of the RANAP messages comprises the

first connection identifier.
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21 A computer readable medium of an access point of a plurality of short range
access points that operate in a communication system comprising (i) a first wircless
commuunications system comprising a lcensed wireless radio access network and a core network
and (11} a second wireless communications systems comprising the plurality of short range access
points for cstablishing service regions of the sccond wireless communications systern using
licensed wireless frequencies and a network controlier for commuunicatively coupling a user
equipment (UE) operating in the service regions to the core network, the computer readable
redium storing a computer prograra for execution by at least one processing unti, the coraputer
program comprising:

a set of instructions for receiving a handover message from the network
controller, the handover message comprising (i} a first connection identifier as an identifier for a
first connection associated with the UE between the network controller and a first node of the
communication system and (i) a second connection identifier allocated by the network
controller, the sccond connection identifier to identify a second counnection associated with the
UE between the network controller and the access point, the second comnection identifier
different than the first connection identifier;

a set of mstructions for determining whether the first convection wdentifier
identifies the first connection as a connection between the network controller and the core
network;

a set of instructions for, when the first connection identifier identifies the first
connection as a connection between the network controller and the core network, sending a reply
message to the network controller, the reply message comprising the first connection identifier as
an identifier for a connection associated with the UE between the network controller and the core
network: and

a set of instructions for, when the first connection identifier identifies the first
connection as a counection between the network controller and a node of the communication
systern other than the core network, sending a reply message to the network controller, the reply
message comprising the second connection identifier as aun wdentifier for a connection associate

with the UE between the network controller and the node of the commuumication system.
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905 810
Target HNB HNB-GW

< 0. Relocation Trigger

| 1. Determing Target HNB |

2. RUA DIRECT TRANSFER (UE Context Id,
CN domain, RANAP Relocation Request)

3a. Implicit UE|Registration
35, Allocate redources for relocation

4. RUA DIRECT TRANSFER (UE Context Id,
N domain, RANAP Relocation Request Ack)

Figure 9
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/ AN
Target HNB HNB-GW

. Relocation Trigger

[ i Determing Target HNB |

Za. HNBAP UE REGISTER COMMAND
;Uiii IMSI, UE Context id)

2b. HNBAP UE REGISTER COMMAND
CONFIRM (UE Context Id)

—>
3. RUA DIRRECT TRANSFER (UE Context Id,
(CN domain, RANAP Relocation Request}

4, Allocate vesoprces for relocation

5. RUA DIRECT TRANSFER (UE Context Id,
CN domain, RANAP Relocation Request Ack)

Figure 16
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