US 20060265334A9

19) United States

(12) Patent Application Publication
Cutter et al.

(10) Pub. No.: US 2006/0265334 A9

43) Pub. Date: Nov. 23, 2006
CORRECTED PUBLICATION

(54)

(735)

(73)

@
(22)

(15)

(65)

TRUSTED LICENSE REMOVAL IN A
CONTENT PROTECTION SYSTEM OR THE
LIKE

Inventors: Benjamin Brooks Cutter, Kirkland,
WA (US); Brian P. Evans, Redmond,
WA (US); Clifford P. Strom,
Sammamish, WA (US); Vikas
Khandelwal, Redmond, WA (US)

Correspondence Address:

WOODCOCK WASHBURN LLP

ONE LIBERTY PLACE, 46TH FLOOR
1650 MARKET STREET
PHILADELPHIA, PA 19103 (US)

Assignee: Microsoft Corporation, Redmond, WA
Appl. No.: 10/831,280
Filed: Apr. 23, 2004

Prior Publication Data

Correction of US 2005/0240533 A1l Oct. 27, 2005
See Filing Date

US 2005/0240533 Al Oct. 27, 2005

Publication Classification

(51) Int. CL

HO4L 9/00 (2006.01)

HO4K 1/00 (2006.01)

GOGF 17/60 (2006.01)
(52) US. Cle oo 705/59
(57) ABSTRACT

A digital license includes an identification of a removal
service that can authorize removing such license. A client
selects the license to be removed and the service, constructs
a challenge including therein a challenge license identifica-
tion block (LIB) identifying the license to be removed, and
sends the challenge to the service. The service receives the
challenge, stores at least a portion of the challenge in a
database, constructs a response corresponding to the chal-
lenge and including therein a response LIB identifying the
license to be removed and an identification of the service,
and sends the response to the client. The client receives the
response, employs the response LIB from the response to
identify the license to be removed, and removes the identi-
fied license upon confirming that the identification of the
service in the identified license matches the identification of
the service in the response.
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TRUSTED LICENSE REMOVAL IN A CONTENT
PROTECTION SYSTEM OR THE LIKE

TECHNICAL FIELD

[0001] The present invention relates to an architecture and
method for a client or the like in a content protection system
or the like to notify a removal service or the like that a digital
license for rendering corresponding digital content is to be
returned, deleted, or otherwise removed from use by the
client. More particularly, the present invention relates to
such an architecture and method whereby the notification
and removal are performed in a trusted manner.

BACKGROUND OF THE INVENTION

[0002] As is known, and referring now to FIG. 1, a
content protection and enforcement system is highly desir-
able in connection with digital content 12 such as digital
audio, digital video, digital text, digital data, digital multi-
media, etc., where such digital content 12 is to be distributed
to users. Upon being received by the user, such user renders
or ‘plays’ the digital content with the aid of an appropriate
rendering device such as a media player on a personal
computer 14, a portable playback device or the like.

[0003] Typically, a content owner distributing such digital
content 12 wishes to restrict what the user can do with such
distributed digital content 12. For example, the content
owner may wish to restrict the user from copying and
re-distributing such content 12 to a second user, or may wish
to allow distributed digital content 12 to be played only a
limited number of times, only for a certain total time, only
on a certain type of machine, only on a certain type of media
player, only by a certain type of user, etc.

[0004] However, after distribution has occurred, such con-
tent owner has very little if any control over the digital
content 12. A copy protection system 10, then, allows the
controlled rendering or playing of arbitrary forms of digital
content 12, where such control is flexible and definable by
the content owner of such digital content. Typically, content
12 is distributed to the user in the form of a package 13 by
way of any appropriate distribution channel. The digital
content package 13 as distributed may include the digital
content 12 encrypted with a symmetric encryption/decryp-
tion key (KD), (i.e., (KD(CONTENT))), as well as other
information identifying the content, how to acquire a license
for such content, etc.

[0005] The trust-based copy protection system 10 allows
an owner of digital content 12 to specify rules that must be
satisfied before such digital content 12 is allowed to be
rendered. Such rules can include the aforementioned
requirements and/or others, and may be embodied within a
digital license 16 that the user/user’s computing device 14
(hereinafter, such terms are interchangeable unless circum-
stances require otherwise) must obtain from the content
owner or an agent thereof, or such rules may already be
attached to the content 12. Such license 16 and/or rules may
for example include the decryption key (KD) for decrypting
the digital content 12, perhaps encrypted according to
another key decryptable by the user’s computing device or
other playback device.

[0006] The content owner for a piece of digital content 12
would prefer not to distribute the content 12 to the user
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unless such owner can trust that the user will abide by the
rules specified by such content owner in the license 16 or
elsewhere. Preferably, then, the user’s computing device 14
or other playback device is provided with a trusted compo-
nent or mechanism 18 that will not render the digital content
12 except according to such rules.

[0007] The trusted component 18 typically has an evalu-
ator 20 that reviews the rules, and determines based on the
reviewed rules whether the requesting user has the right to
render the requested digital content 12 in the manner sought,
among other things. As should be understood, the evaluator
20 is trusted in the copy protection system 10 to carry out the
wishes of the owner of the digital content 12 according to the
rules, and the user should not be able to easily alter such
trusted component 18 and/or the evaluator 20 for any
purpose, nefarious or otherwise.

[0008] As should be understood, the rules for rendering
the content 12 can specify whether the user has rights to so
render based on any of several factors, including who the
user is, where the user is located, what type of computing
device 14 or other playback device the user is using, what
rendering application is calling the copy protection system
10, the date, the time, etc. In addition, the rules may limit
rendering to a pre-determined number of plays, or pre-
determined play time, for example.

[0009] The rules may be specified according to any appro-
priate language and syntax. For example, the language may
simply specify attributes and values that must be satisfied
(DATE must be later than X, e.g.), or may require the
performance of functions according to a specified script (IF
DATE greater than X, THEN DO . . ., e.g.).

[0010] Upon the evaluator 20 determining that rules are
satisfied, the digital content 12 can then be rendered. In
particular, to render the content 12, the decryption key (KD)
is obtained from a pre-defined source such as the aforemen-
tioned license 16 and is applied to (KD(CONTENT)) from
the content package 13 to result in the actual content 12, and
the actual content 12 is then in fact rendered.

[0011] The trusted component 18 may at times be required
to maintain state information relevant to the rendering of a
particular piece of content 12 and/or the use of a particular
license 16. For example, it may be the case that a particular
license 16 has a play count requirement, and accordingly the
trusted component 18 must remember how many times the
license 16 has been employed to render corresponding
content 12 or how many more times the license 16 may be
employed to render the corresponding content 12. Accord-
ingly, the trusted component 18 may also include at least one
persistent secure store 22 within which such state informa-
tion is persistently maintained in a secure manner. Thus, the
trusted component 18 stores such state information in such
secure store 22 in a persistent manner so that such state
information is maintained even across sessions of use on the
computing device 14. Such secure store 22 is likely located
on the computing device 14 of the trusted component 18,
although such secure store 22 may alternately be located
elsewhere.

[0012] In a copy protection system 10, content 12 is
packaged for use by a user by encrypting such content 12
and associating a set of rules with the content 12, whereby
the content 12 can be rendered only in accordance with the
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rules. Because the content 12 can only be rendered in
accordance with the rules, then, the content 12 may be freely
distributed. Typically, the content 12 is encrypted according
to a symmetric key such as the aforementioned key (KD) to
result in (KD(content)), and (KD(content)) therefore is also
decrypted according to (KD) to result in the content 12. Such
(KD) is in turn included within the license 16 corresponding
to the content 12. Oftentimes, such (KD) is encrypted
according to a public key such as the public key of the
computing device 14 (PU-C) upon which the content 12 is
to be rendered, resulting in (PU-C(KD)). Note, though, that
other public keys may be employed, such as for example a
public key of a user, a public key of a group of which the
user is a member, etc.

[0013] Tt is to be appreciated that from time to time the
user, the computing device 14, the trusted component 18, or
another entity (hereinafter, the client) may wish to remove a
license 16 from use in connection therewith. For example, it
may be the case that the client no longer wishes to render the
corresponding content 12, or that the client wishes to trans-
fer the license 16 to another client. Although the client could
merely remove the license 16 on its own, it may be the case
that the license 16 is stored in a store such as the secure store
22 and is therefore not accessible except under controlled
circumstances, or it may be the case that an external entity
wishes to ensure that the license 16 is in fact removed. In one
envisioned scenario, where a client that purchased the
license 16 from a service for value and wishes to ‘return’ the
license 16 for a refund, it is to be expected that the service
would require some assurance that the returned license 16 is
in fact removed from the client. In another envisioned
scenario, where a client that purchased the license 16 from
a service for a first computing device 14 and wishes to
transfer the license 16 to a second computing device 14, it
is likewise to be expected that the service would require
some assurance that the transferred license 16 is in fact
removed from the first computing device 14.

[0014] Accordingly, a need exists for an architecture and
method that effectuates trusted removal of a license 16 from
use by a client. In particular, a need exists for an architecture
and method that notifies a removal service or the like in a
trusted manner that the license 16 is to be removed from use
by a client or the like and that in fact removes the license 16
in a trusted manner from use by the client.

SUMMARY OF THE INVENTION

[0015] The aforementioned needs are satisfied at least in
part by the present invention in which a method is provided
to remove at least one digital license from a client computing
device. Each digital license includes an identification of a
removal service that can authorize removing such license. In
the method, the client selects each license to be removed and
the service, constructs a challenge including therein a chal-
lenge license identification block (LIB) identifying each
license to be removed, and sends the challenge to the
service. The service receives the challenge, stores at least a
portion of the challenge in a database, constructs a response
corresponding to the challenge and including therein a
response LIB identifying each license to be removed and an
identification of the service, and sends the response to the
client. The client receives the response, employs the
response LIB from the response to identify each license to
be removed, and removes each identified license upon
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confirming that the identification of the service in the
identified license matches the identification of the service in
the response. Thus, concurrently with removing each license
from the computing device, the server is notified in a trusted
manner that each license has been removed in a trusted
manner.

[0016] After removal, the client may construct an
acknowledgment (ACK) corresponding to the response, and
sends the ACK to the service. The service receives the ACK
and notes in the database that the response was acknowl-
edged.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] The foregoing summary, as well as the following
detailed description of the embodiments of the present
invention, will be better understood when read in conjunc-
tion with the appended drawings. For the purpose of illus-
trating the invention, there are shown in the drawings
embodiments which are presently preferred. As should be
understood, however, the invention is not limited to the
precise arrangements and instrumentalities shown. In the
drawings:

[0018] FIG. 1 is a block diagram showing an enforcement
architecture of an example of a trust-based system, including
a client having a trusted component for rendering digital
content only in accordance with a corresponding digital
license;

[0019] FIG. 2 is a block diagram representing a general
purpose computer system in which aspects of the present
invention and/or portions thereof may be incorporated;

[0020] FIG. 3 is a block diagram showing the relationship
between the client of FIG. 1 and a removal service in the
course of trusted removal of a license from the client in
accordance with one embodiment of the present invention;
and

[0021] FIG. 4 is a flow diagram showing key steps per-
formed by the client and service of FIG. 3 in notifying the
service that the license of the client is to be removed and in
removing the license in a trusted manner in accordance with
one embodiment of the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

Computer Environment

[0022] FIG. 2 and the following discussion are intended to
provide a brief general description of a suitable computing
environment in which the present invention and/or portions
thereof may be implemented. Although not required, the
invention is described in the general context of computer-
executable instructions, such as program modules, being
executed by a computer, such as a client workstation or a
server. Generally, program modules include routines, pro-
grams, objects, components, data structures and the like that
perform particular tasks or implement particular abstract
data types. Moreover, it should be appreciated that the
invention and/or portions thereof may be practiced with
other computer system configurations, including hand-held
devices, multi-processor systems, microprocessor-based or
programmable consumer electronics, network PCs, mini-
computers, mainframe computers and the like. The inven-



US 2006/0265334 A9

tion may also be practiced in distributed computing envi-
ronments where tasks are performed by remote processing
devices that are linked through a communications network.
In a distributed computing environment, program modules
may be located in both local and remote memory storage
devices.

[0023] As shown in FIG. 2, an exemplary general purpose
computing system includes a conventional personal com-
puter 120 or the like, including a processing unit 121, a
system memory 122, and a system bus 123 that couples
various system components including the system memory to
the processing unit 121. The system bus 123 may be any of
several types of bus structures including a memory bus or
memory controller, a peripheral bus, and a local bus using
any of a variety of bus architectures. The system memory
includes read-only memory (ROM) 124 and random access
memory (RAM) 125. A basic input/output system 126
(BIOS), containing the basic routines that help to transfer
information between elements within the personal computer
120, such as during start-up, is stored in ROM 124.

[0024] The personal computer 120 may further include a
hard disk drive 127 for reading from and writing to a hard
disk (not shown), a magnetic disk drive 128 for reading from
or writing to a removable magnetic disk 129, and an optical
disk drive 130 for reading from or writing to a removable
optical disk 131 such as a CD-ROM or other optical media.
The hard disk drive 127, magnetic disk drive 128, and
optical disk drive 130 are connected to the system bus 123
by a hard disk drive interface 132, a magnetic disk drive
interface 133, and an optical drive interface 134, respec-
tively. The drives and their associated computer-readable
media provide non-volatile storage of computer readable
instructions, data structures, program modules and other
data for the personal computer 120.

[0025] Although the exemplary environment described
herein employs a hard disk, a removable magnetic disk 129,
and a removable optical disk 131, it should be appreciated
that other types of computer readable media which can store
data that is accessible by a computer may also be used in the
exemplary operating environment. Such other types of
media include a magnetic cassette, a flash memory card, a
digital video disk, a Bernoulli cartridge, a random access
memory (RAM), a read-only memory (ROM), and the like.

[0026] A number of program modules may be stored on
the hard disk, magnetic disk 129, optical disk 131, ROM 124
or RAM 125, including an operating system 135, one or
more application programs 136, other program modules 137
and program data 138. A user may enter commands and
information into the personal computer 120 through input
devices such as a keyboard 140 and pointing device 142.
Other input devices (not shown) may include a microphone,
joystick, game pad, satellite disk, scanner, or the like. These
and other input devices are often connected to the processing
unit 121 through a serial port interface 146 that is coupled
to the system bus, but may be connected by other interfaces,
such as a parallel port, game port, or universal serial bus
(USB). A monitor 147 or other type of display device is also
connected to the system bus 123 via an interface, such as a
video adapter 148. In addition to the monitor 147, a personal
computer typically includes other peripheral output devices
(not shown), such as speakers and printers. The exemplary
system of FIG. 2 also includes a host adapter 155, a Small
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Computer System Interface (SCSI) bus 156, and an external
storage device 162 connected to the SCSI bus 156.

[0027] The personal computer 120 may operate in a net-
worked environment using logical connections to one or
more remote computers, such as a remote computer 149. The
remote computer 149 may be another personal computer, a
server, a router, a network PC, a peer device or other
common network node, and typically includes many or all of
the elements described above relative to the personal com-
puter 120, although only a memory storage device 150 has
been illustrated in FIG. 2. The logical connections depicted
in FIG. 2 include a local area network (LAN) 151 and a
wide area network (WAN) 152. Such networking environ-
ments are commonplace in offices, enterprise-wide com-
puter networks, intranets, and the Internet.

[0028] When used in a LAN networking environment, the
personal computer 120 is connected to the LAN 151 through
a network interface or adapter 153. When used in a WAN
networking environment, the personal computer 120 typi-
cally includes a modem 154 or other means for establishing
communications over the wide area network 152, such as the
Internet. The modem 154, which may be internal or external,
is connected to the system bus 123 via the serial port
interface 146. In a networked environment, program mod-
ules depicted relative to the personal computer 120, or
portions thereof, may be stored in the remote memory
storage device. It will be appreciated that the network
connections shown are exemplary and other means of estab-
lishing a communications link between the computers may
be used.

Trusted License Removal

[0029] In the present invention, removal of a digital
license 16 on a computing device or client 14 having a
content protection system 10 is effectuated and notification
to a removal service 24 (FIG. 3) of the removal is also
effectuated in a trusted manner. Thus, with such notification,
the service 24 may for example credit a purchaser of the
license 16 for a ‘return’, or may allow the purchaser or other
obtainer of the license 16 to ‘transfer’ property rights
incumbent in the removed license 16 to another license 16
on another client 14. With the present invention, then, a
provider/licensor of digital content 12 can provide a user
with the ability to ‘return’ unwanted content by ensuring that
a corresponding license 16 is no longer available to the user,
and can also provide the user with the ability to ‘transfer’
content 12 from a first client 14 to a second client 14 by
ensuring that the corresponding license 16 tied to the first
client 14 is no longer available to the user. Of course, in the
latter case, the provider/licensor also issues a corresponding
license 16 tied to the second client 14. Notably, in either
case, the provider/licensor is provided with a trusted method
of ensuring that each license 16 removed from a client 12 is
in fact removed or otherwise made unavailable to the client
12.

[0030] Note that content protection denotes a spectrum of
methods and technologies for protecting digital content 12
such that such content 12 cannot be used in a manner
inconsistent with the wishes of the content owner and/or
provider. Methods include copy protection (CP), link pro-
tection (LP), conditional access (CA), rights management
(RM), and digital rights management (DRM), among others.
The basis of any content protection system 10 is that only a
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trusted application that ensures proper adherence to the
implicit and/or explicit rules for use of protected content 12
can access same in an unprotected form. Typically, content
12 is protected by being encrypted in some way, where only
trusted parties are able to decrypt same.

[0031] Copy protection, in the strictest sense, specifically
applies to content 12 residing in a storage device, whereas
link protection applies to content 12 flowing between appli-
cations/devices over a transmission medium. Conditional
access can be thought of as a more sophisticated form of link
protection, where premium programs, channels and/or mov-
ies are encrypted in transit. Only subscribers who have paid
for access to such content 12 are provided with the keys
necessary to decrypt same.

[0032] Digital Rights Management is an extensible archi-
tecture where the rules regarding sanctioned use of a par-
ticular piece of content 12 are explicit and bound to or
associated with the content 12 itself. DRM mechanisms can
support richer and more expressive rules than other methods
while providing greater control and flexibility at the level of
individual pieces of content or even sub-components of that
content. An example of a Digital Rights Management sys-
tem is set forth in U.S. patent application Ser. No. 09/290,
363, filed Apr. 12, 1999 and U.S. Provisional Application
No. 60/126,614, filed Mar. 27, 1999 each of which is hereby
incorporated by reference in its entirety.

[0033] Rights Management is a form of DRM that is
organizationally based in that content 12 can be protected to
be accessible only within an organization or a subset thereof.
An example of a Rights Management system is set forth in
U.S. patent applications Ser. Nos. 10/185,527, 10/185,278,
and 10/185,511, each filed on Jun. 28, 2002 and hereby
incorporated by reference in its entirety.

[0034] Turning now to FIG. 3, it is seen that a client 14
and a service 24 are shown. As may be appreciated, the
client 14 may be any type of computing device 14, and has
one or more licenses 16 therein, each of which corresponds
to a piece of content 12 that may be rendered based on such
license 16, presuming of course that the license 16 so allows.
The service 24 is in communication with the client 14 by an
appropriate communications medium, and is employed to
receive notification of the removal of one or more of the
licenses 16 tied to the client 14. Note that such service 24
may be the service that issued each license 16 to be removed,
or may be another service.

[0035] In one embodiment of the present invention, each
service 24 that may be employed to remove a license 16 is
in possession of a public key (PU-RS) and a corresponding
private key (PR-RS), and each license 16 on the client 14 can
only be removed in connection with a particular service 24
by including therewith the public key (PU-RS) of such
service, as will be seen in more detail below. Thus, a license
16 that does not include therewith the (PU-RS) of a par-
ticular service 24 cannot be removed in connection with
such particular service 24. Thus, an example of a portion of
a removable license is as follows:

<LICENSE version="2.0.0.0">
<LICENSORINFO>
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-continued

<DATA>
<KID>{value}</KID>
<LID>{value}</KID>
<PU-RS>{value}</ PU-RS>

Note here that the portion of the license 16 identified by the
‘KID’ tag is a content ID identifying the corresponding
content 12, that the portion of the license 16 identified by the
‘LID’ tag is a license ID identifying the license 16 itself, and
that the portion of the license 16 identified by the ‘PU-RS’
tag is the public key of the removing service 24 (PU-RS).

[0036] In general, a client 14 wishing to remove one or
more licenses 16 associated with a particular service 24
issues a challenge 26 to the service 24 with an identification
of the one or more licenses 16, and receives a response 28
from the service 24 with the identification of the one or more
licenses 16. Based on the challenge 26, then, the service 24
is notified of the licenses 16 that are to be removed, and
based on the response 28, the client 14 is trusted to in fact
remove the licenses 16. Thus, it should be appreciated that
although the client 14 might have been able to remove the
licenses 16 on its own without any challenge 26 or response
28, such challenge 26 is designed to inform the service 24
of the actions the client 14 intends to take, and the response
28 is designed to ensure that the service 24 can control and
specify the actions the client 14 in fact takes based on the
notification in the challenge 26. With the challenge 26 and
response 28, then, the service 24 is ensured that the client 14
does indeed carry through with the removal.

[0037] Significantly, in both the challenge 26 and the
response 28, the identification of the one or more licenses 16
to be removed can take any particular definable and recog-
nizable form without departing from the spirit and scope of
the present invention. For example, it may be the case that
each license 16 is identified within the challenge 26 and/or
response 28 according to a LID thereof. More generally,
though, almost any criteria that may be associated with a
license 16 may be employed to identify same within the
challenge 26 and/or response 28, including the KID thereof,
the issuing service, time and/or date and/or range thereof of
issuance, license type, right granted by the license 16, user
to which the license 16 was issued, etc.

[0038] In one embodiment of the present invention, such
identification of licenses 16 is achieved by including with
the challenge 26 and/or response 28 a License Identification
Block (LLIB) that identifies the licenses 16 that are to be
removed. Such identification within the LIB may include a
specific identification of each license 16 and/or criteria by
which a type of license 16 is to be selected. In either case,
the identification within the LIB is employed to find match-
ing licenses 16 that are to be removed from the client 14.
Typically, the LIB is based on attributes and other informa-
tion available within each license 16 and/or external to each
license 16, and is in a form recognizable to the recipient.
Such LIB should be signed by a private key of the issuer to
prevent tampering, and may be encrypted to prevent
unwanted review by any inquisitive third party.

[0039] Turning now to FIG. 4, a method is disclosed for
a client 14 to remove one or more licenses 16 thereon
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associated with a particular service 24. As may be appreci-
ated, the process begins by the client 14 selecting the one or
more licenses 16 thereon that are to be removed (step 401),
and also selecting the particular service 24 (step 403). Such
selections may be achieved in any appropriate manner
without departing from the spirit and scope of the present
invention, and the selection of the licenses 16 in particular
may be based on an identification of individual licenses 16
and/or criteria by which a type of license 16 is identified.
Note that with regard to selecting a single particular license
16 to be removed as at step 401, selecting the service as at
step 403 is performed with regard to the (PU-RS) set forth
in the selected license 16.

[0040] Note too that while it may be useful to ensure that
each selected license 16 has the (PU-RS) of the selected
particular service 24, such an occurrence is not viewed as a
necessity. Instead, it may be the case that at least some of the
selected licenses 16 do not have the (PU-RS) of the selected
particular service 24, such as for example in the case where
the selection of licenses 16 is based on criteria that are broad
enough to encompass licenses 16 having differing (PU-RS)s.
Nevertheless, and as seen below, only those selected licenses
16 having the (PU-RS) of the selected service 24 will in fact
be removed.

[0041] With the selected licenses 16 and the selected
service 24, then, the client 14 constructs the challenge 26
(step 405) to include therein:

[0042] a challenge LIB identifying individual licenses
16 to be removed and/or criteria by which a type of
license 16 is to be selected for removal;

[0043] an identification of the client 14;

[0044] a public key of the client 14 (PU-C), typically in
the form of a digital certificate including same; and

[0045]
26;

a transaction ID (TID) identifying the challenge

Again, the challenge LIB within the challenge 26 may be
signed by a private key of the client 14 (PR-C) corre-
sponding to (PU-C) to prevent tampering, and may be
encrypted to prevent unwanted review by any inquisi-
tive third party. In addition or in the alternative, the
entire challenge 26 may be encrypted and/or signed.
Note that in at least some instances it may be the case
that the challenge LIB is constructed as the challenge
26 and includes all relevant information relating to the
challenge 26 therein. However, a challenge LIB with
information relating to a challenge 26 therein is not
believed to be substantively different than a challenge
26 with a challenge [.IB and other information therein.

[0046] Thereafter, the client 14 sends the challenge 26 to
the service 24 (step 407), and upon receipt, the service 24
performs any decryption that may be required and also
verifies the signature of the challenge LIB and/or challenge
26 itself based on the public key of the client 14 (PU-C) as
included with the challenge 26 (step 409). As may be
appreciated, if any signature fails to verify, the challenge 26
is not to be honored. In such a situation, the service 24 may
either fail to respond at all, may respond with a denial
response, or the like.

[0047] Presuming that each signature of the challenge 26
verifies, the service 24 stores the information in the chal-
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lenge 26, including the challenge LIB, the identification of
the client 14, the TID, and the machine Public Key in a
database 30, along with any other appropriate transaction-
related information (step 411). As may be appreciated, such
stored items in the database 30 may be retrieved by the
service 24 or by another service 32 for whatever reasons
may be deemed necessary. For example, it may be the case
in connection with a ‘return’ of a license 16 for a refund that
the another service 32 is a credit issuer, and that the credit
issuer 32 will only issue a credit in connection with a license
16 on the client 14 if the credit issuer 32 can confirm from
the database 30 that the license 16 on the client 14 has been
removed. Likewise, it may be the case in connection with a
‘transfer’ of a license 16 that the another service 32 is a
license issuer, and that the license issuer 32 will only issue
a license 16 for a second client 14 if the license issuer 32 can
confirm from the database 30 that a corresponding license 16
on a first client 14 has been removed.

[0048] The service 24 in addition to storing the informa-
tion as at step 411 also constructs the response 28 corre-
sponding to the challenge 26 (step 413). In particular, the
constructed response 28 includes:

[0049] a response LIB identifying individual licenses
16 to be removed and/or criteria by which a type of
license 16 is to be selected for removal,

[0050] the identification of the client 14, perhaps;

[0051] the public key of the service 24 (PU-RS), typi-
cally in the form of a digital certificate including same;
and

[0052] the TID from the challenge 26;

Once again, the response LIB within the response 28 may
be signed by a private key of the service 24 (PR-RS)
corresponding to (PU-RS) to prevent tampering, and
may be encrypted to prevent unwanted review by any
inquisitive third party. In addition or in the alternative,
the entire response 28 may be encrypted and/or signed.
Note that in at least some instances it may be the case
that the response LIB is constructed as the response 28
and includes all relevant information relating to the
response 28 therein. However, a response LIB with
information relating to a response 28 therein is not
believed to be substantively different than a response
28 with a response LIB and other information therein.

[0053] Note, too, that the response LIB in the response 28
may be identical or nearly identical to the challenge LIB in
the corresponding challenge 26, or may be altered in a
material and/or substantial manner. Such alteration as per-
formed by the service may be any alteration without depart-
ing from the spirit and scope of the present invention. For
example, it may be that the alteration is based on a filtering
of the challenge LIB by the service 24, it may be that the
alteration is designed to define the licenses 16 to be removed
as set forth within the response LIB in a more definite form,
it may be that the service 24 issues each response LIB
according to a predefined common format, or the like. In any
event, if the response LIB is altered as compared with the
challenge LIB, the service 24 may choose to store the
response LIB in the database 30 with the challenge LIB and
other information from the challenge 26.

[0054] Note, further, that by including (PU-RS) within the
response 28, the client 14 when removing licenses 16 based
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thereon can confirm that each license 16 to be removed
includes such (PU-RS), as will be set forth in more detail
below. Thus, and as was alluded to above, a license 16 can
only be removed based on a response 28 if the license 16 and
the response 28 both include the same (PU-RS) therein. As
might be appreciated, while a nefarious entity might con-
struct a rogue response including such (PU-RS) therein in an
effort to remove a license 16 with such (PU-RS) from the
client 14, such client 14 in employing such (PU-RS) in the
response 28 to verity a digital signature thereof will find the
verification fails. In particular, the nefarious entity may be in
possession of the public key (PU-RS) but should not be in
possession of the corresponding private key (PR-RS) and
therefore cannot construct a digital signature based on such
(PR-RS) that would verify based on (PU-RS).

[0055] Thereafter, the service 24 sends the response 28 to
the client 14 (step 415), and upon receipt, the client 14
performs any decryption that may be required and also
verifies the signature of the response LIB and/or response 28
itself based on the public key of the service 24 (PU-RS) as
included with the response 28 (step 417). As before, if any
signature fails to verify, the response 28 is not to be honored.
In such a situation, the client 14 may resend the challenge
26, reconstruct the challenge 26 and send same, or the like.
In addition, the client 14 confirms that the TID of the
response 28 matches the TID of the challenge 26.

[0056] Presuming that each signature of the response 28
verifies and the TIDs match, the client 14 then retrieves the
response LIB from the response 28 and employs same to
identify one or more licenses 16 to be removed (step 419).
Such identification may be performed in any appropriate
manner without departing from the spirit and scope of the
present invention, and as should be appreciated is based on
the data within the response LIB that identifies individual
licenses 16 to be removed and/or criteria by which a type of
license 16 is to be selected for removal. The client 14 then
in fact removes each identified license 16, but only if the
identified license 16 has the same (PU-RS) as the response
28 (step 421). Thus, and again, a license 16 can only be
removed based on a response 28 from a service 24 having a
(PU-RS) if the license 16 and the response 28 both include
the same (PU-RS) therein.

[0057] Once all identified and removable licenses 16 have
in fact been removed, the client 14 then constructs an
acknowledgment (ACK) 34 to be sent to the service 24 (step
423). In particular, the constructed ACK 34 includes:

[0058] the identification of the client 14, perhaps;

[0059] the public key of the client 1424 (PU-C), per-
haps, typically in the form of a digital certificate
including same; and

[0060]
28;

the TID from the challenge 26 and the response

Yet again, the ACK may be signed by the private key of
the client 14 (PR-C) corresponding to (PU-C) to pre-
vent tampering, and may be encrypted to prevent
unwanted review by any inquisitive third party. Note
that that the identification of the client 14 and/or the
(PU-C) thereof may be included with the ACK 34 or
else the service 24 may if need be obtain such infor-
mation from the database 30 based on the TID in the
ACK 34.
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[0061] Thereafter, the client 14 sends the ACK 34 to the
service 24 (step 425), and upon receipt, the service 24
performs any decryption that may be required and also
verifies the signature of the ACK 34 based on the public key
of the client 14 (PU-C) as included with the ACK 34 (step
427). As before, if any signature fails to verify, the ACK 34
is not to be honored. In such a situation, the service 24 may
either fail to respond at all, may respond with a denial
response, or the like. In addition, the service 24 confirms that
the TID of the ACK 34 matches the TID of the response 28
and challenge 26 by way of the database 30.

[0062] Presuming that the signature of the ACK 34 verifies
and the TIDs match, the service 24 then notes in the database
30 that the corresponding response 28 was acknowledged
(step 429) and the transaction is complete. Based on such
acknowledgment, the client 14 as identified within the
database 30 according to the TID of the ACK 34 can for
example be recognized as having an updated subscription.
Note that upon the transaction be completed, it may be
prudent for the service 24 to remove sensitive information
relating to the client 14 from the database 30, such as for
example (PU-C) thereof.

CONCLUSION

[0063] The present invention may be practiced with regard
to any appropriate client 14 and service 24, presuming that
such client 14 and service 24 have appropriate trusted
components 18 thereon. As should now be appreciated, with
the present invention as set forth herein, removal of licenses
16 from a client 14 may be performed in a trusted manner.

[0064] The programming necessary to effectuate the pro-
cesses performed in connection with the present invention is
relatively straight-forward and should be apparent to the
relevant programming public. Accordingly, such program-
ming is not attached hereto. Any particular programming,
then, may be employed to effectuate the present invention
without departing from the spirit and scope thereof.

[0065] In the foregoing description, it can be seen that the
present invention comprises a new and useful architecture
and method that effectuates trusted removal of a license 16
from use by a client 14. The architecture and method notifies
a service 24 in a trusted manner that the license 16 is to be
removed from use by the client 14 and in fact removes the
license 16 in a trusted manner from use by the client 14.

[0066] 1t should be appreciated that changes could be
made to the embodiments described above without departing
from the inventive concepts thereof. In general then, it
should be understood, therefore, that this invention is not
limited to the particular embodiments disclosed, but it is
intended to cover modifications within the spirit and scope
of the present invention as defined by the appended claims.

1. A method of removing a digital license from a client
computing device, the digital license including an identifi-
cation of a removal service that can authorize removing such
license, the method comprising:

the client selecting the license to be removed;

the client selecting the service;
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the client constructing a challenge including therein a
challenge license identification block (L.IB) identifying
the license to be removed, and sending the challenge to
the service;

the service receiving the challenge and storing at least a
portion of the challenge in a database;

the service constructing a response corresponding to the
challenge and including therein a response LIB iden-
tifying the license to be removed and an identification
of the service, and sending the response to the client;

the client receiving the response and employing the
response LIB from the response to identify the license
to be removed; and

the client removing the identified license upon confirming
that the identification of the service in the identified
license matches the identification of the service in the
response.

2. The method of claim 1 comprising the client selecting
the service based on the identification of the service in the
license.

3. The method of claim 2 wherein the license includes a
public key of the service (PU-RS) as the identification of the
service, the method comprising the client selecting the
service based on the (PU-RS) in the license.

4. The method of claim 1 comprising the client construct-
ing the challenge including therein:

the challenge LIB identifying the license to be removed;
an identification of the client; and

a transaction ID (TID) identifying the challenge.

5. The method of claim 1 comprising the client construct-
ing the challenge further including a digital signature based
at least in part on the challenge LIB, the method further
comprising the service verifying the signature.

6. The method of claim 1 comprising the client construct-
ing the challenge including therein the challenge L.IB in an
encrypted form, the method further comprising the service
decrypting the encrypted challenge LIB.

7. The method of claim 6 comprising the service con-
structing the response including therein:

the response LIB identifying the license to be removed;
the identification of the service; and

the TID from the challenge.

8. The method of claim 7 comprising the service con-
structing the response including therein a public key of the
service (PU-RS) as the identification of the service.

9. The method of claim 7 further comprising the client
confirming that the TID in the response matches the TID in
the challenge.

10. The method of claim 6 comprising the service con-
structing the response further including a digital signature
based at least in part on the response LIB, the method further
comprising the client verifying the signature.

11. The method of claim 6 comprising the service con-
structing the response including therein the response LIB in
an encrypted form, the method further comprising the client
decrypting the encrypted response LIB.

12. The method of claim 6 comprising the service con-
structing the response including therein the response LIB in
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one of a form different that the challenge LIB and a form
substantially identical to the challenge LIB.

13. The method of claim 1 further comprising another
service retrieving the at least a portion of the challenge from
the database for use thereby.

14. The method of claim 1 wherein at least the response
includes a transaction ID (TID) therein, the method further
comprising:

the client constructing an acknowledgment (ACK) corre-
sponding to the response and including therein the TID
from the response, and sending the ACK to the service;
and

the service receiving the ACK and noting in the database

that the response was acknowledged.

15. The method of claim 14 further comprising the service
confirming that the TID in the ACK matches the TID in the
response.

16. A method of removing a digital license from a client
computing device, the digital license including an identifi-
cation of a service that can authorize removing such license,
the method comprising the client:

selecting the license to be removed;
selecting the service;

constructing a challenge including therein a challenge
license identification block (LIB) identifying the
license to be removed, and sending the challenge to the
service, the service receiving the challenge and storing
at least a portion of the challenge in a database,
constructing a response corresponding to the challenge
and including therein a response LIB identifying the
license to be removed and an identification of the
service, and sending the response to the client;

receiving the response and employing the response LIB
from the response to identify the license to be removed;
and

removing the identified license upon confirming that the
identification of the service in the identified license
matches the identification of the service in the
response.

17. The method of claim 16 comprising the client select-
ing the service based on the identification of the service in
the license.

18. The method of claim 17 wherein the license includes
a public key of the service (PU-RS) as the identification of
the service, the method comprising the client selecting the
service based on the (PU-RS) in the license.

19. The method of claim 16 comprising the client con-
structing the challenge including therein:

the challenge LIB identifying the license to be removed;
an identification of the client; and

a transaction 1D (TID) identifying the challenge.

20. The method of claim 16 comprising the client con-
structing the challenge further including a digital signature
based at least in part on the challenge LIB, the method
further comprising the service verifying the signature.

21. The method of claim 16 comprising the client con-
structing the challenge including therein the challenge LIB
in an encrypted form, the method further comprising the
service decrypting the encrypted challenge LIB.
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22. The method of claim 21 wherein the service constructs
the response to further include therein the TID from the
challenge, and further comprising the client confirming that
the TID in the response matches the TID in the challenge.

23. The method of claim 21 wherein the service constructs
the response to further include a digital signature based at
least in part on the response LIB, the method further
comprising the client verifying the signature.

24. The method of claim 21 wherein the service constructs
the response to include therein the response LIB in an
encrypted form, the method further comprising the client
decrypting the encrypted response LIB.

25. The method of claim 16 wherein at least the response
includes a transaction ID (TID) therein, the method further
comprising the client constructing an acknowledgment
(ACK) corresponding to the response and including therein
the TID from the response, and sending the ACK to the
service, wherein the service receives the ACK and notes in
the database that the response was acknowledged.

26. A method of removing a digital license from a client
computing device, the digital license including an identifi-
cation of a service that can authorize removing such license,
wherein the client constructs a challenge including therein a
challenge license identification block (LIB) identifying the
license to be removed, and sends the challenge to the
service, the method comprising the service:

receiving the challenge and storing at least a portion of the
challenge in a database;

constructing a response corresponding to the challenge
and including therein a response LIB identifying the
license to be removed and an identification of the
service, and sending the response to the client, wherein
the client receives the response and employs the
response LIB from the response to identify the license
to be removed, wherein the client removes the identi-
fied license upon confirming that the identification of
the service in the identified license matches the iden-
tification of the service in the response, and wherein.

27. The method of claim 26 wherein the client constructs

the challenge including therein:
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the challenge LIB identifying the license to be removed;
an identification of the client; and

a transaction ID (TID) identifying the challenge, the
method comprising the service constructing the
response including therein:

the response LIB identifying the license to be removed;
the identification of the service; and

the TID from the challenge.

28. The method of claim 27 comprising the service
constructing the response including therein a public key of
the service (PU-RS) as the identification of the service.

29. The method of claim 26 comprising the service
constructing the response further including a digital signa-
ture based at least in part on the response LIB, wherein the
client verifies the signature.

30. The method of claim 26 comprising the service
constructing the response including therein the response LIB
in an encrypted form, wherein the client decrypts the
encrypted response LIB.

31. The method of claim 26 comprising the service
constructing the response including therein the response LIB
in one of a form different that the challenge LIB and a form
substantially identical to the challenge LIB.

32. The method of claim 26 further comprising another
service retrieving the at least a portion of the challenge from
the database for use thereby.

33. The method of claim 26 wherein at least the response
includes a transaction ID (TID) therein, and wherein the
client constructs an acknowledgment (ACK) corresponding
to the response and including therein the TID from the
response, and sends the ACK to the service, the method
further comprising the service receiving the ACK and noting
in the database that the response was acknowledged.

34. The method of claim 33 further comprising the service
confirming that the TID in the ACK matches the TID in the
response.



