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INTERRUPTION, AT LEAST IN PART, OF FRAME TRANSMISSION

Field
This disclosure relates to interruption, at least in part, of the transmission of a

frame.
Background

One conventional converged Ethernet network arrangement supports transmission
of different classes of network traffic in the network. For example, two such classes may
be low latency traffic and bulk traffic, respectively. Theratio of low latency traffic to bulk
traffic intended to be carried by the network may be preset, for example, to aratio of 80
percent bulk traffic to 20 percent low latency traffic. The transmission of low latency
traffic may be distributed in time, with the transmission of arespective low latency frame
occurring after the transmission of arespective bulk frame.

In this conventional arrangement, each frame usually traverses multiple hops
before arriving at its ultimate destination. At each such hop, the transmission of areceived
low latency frameis queued (and thereby, delayed) until atransmission slot, after the
transmission of abulk frame, becomes available. Statistically, this queuing delay, a each
respective hop, for arespective low latency frame can be shown to be equal to about half
of the time involved in transmitting an average sized bulk frame. This can significantly
delay the reception of a given low latency frame at the intended ultimate recipient.
Further exacerbating this problem isthe fact that most bulk frames consist of jumbo
frames that can be much larger than a given low latency frame.

Additionaly, if it is desired not to drop frames in the network, and the network
implements flow control techniques to pause frame transmission, then each hop in the
network should be allocated sufficient buffer memory to store, under the worst expected
latency conditions, incoming frames, until its corresponding link partner receives and
carries out the command to enter the paused state. The above issues increase the amount
of latency that may be expected in this conventional arrangement, and therefore, also
increase the amount of buffer memory to be allocated in this conventional arrangement.
Unfortunately, since these considerations are concerned with addressing potential worst
case latency conditions, and such conditions are unlikely often to occur, most of time the
magjority of this buffer memory actualy will be empty (e.g., not actively used to store

incoming frames). Thisiswasteful of memory resources.
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Brief Description of the Several Views of the Drawings

Features and advantages of embodiments will become apparent as the following
Detailed Description proceeds, and upon reference to the Drawings, wherein like numerals
depict like parts, and in which:

Figure lillustrates a system embodiment.

Figure 2 illustrates features of certain types of frames in an embodiment.

Figure 3iillustrates features of certain types of frame fragments in an embodiment.

Figure 4 illustrates features of a switch in an embodiment.

Figure 5illustrates features of certain types of frame fragments in an embodiment.

Figure 6 illustrates operations in an embodiment.

Figure 7 illustrates features of certain types of frame fragments in an embodiment.

Although the following Detailed Description will proceed with reference being
made to illustrative embodiments, many alternatives, modifications, and variations thereof
will be apparent to those skilled in the art. Accordingly, it isintended that the claimed
subject matter be viewed broadly.

Detailed Description

Figure lillustrates a system embodiment 100. System 100 may include host 10
that may be communicatively coupled to host 20 via one or more wireless and/or wired

networks 50. Each of the hosts 10 and 20 may be geographically remote from each other.

In an embodiment, the terms "host computer,” "host,” "server,” "client,” "network node,"
"end station,” "intermediate station,” and "node" may be used interchangeably, and may
mean, for example, without limitation, one or more end stations, mobile internet devices,
smart phones, media devices, input/output (1/0) devices, tablet computers, appliances,
intermediate stations, network interfaces, clients, servers, and/or portions thereof. In this
embodiment, a"network” may be or comprise any mechanism, instrumentality, modality,
and/or portion thereof that permits, facilitates, and/or allows, at least in part, two or more
entities to be communicatively coupled together. Also in this embodiment, afirst entity
may be "communicatively coupled” to a second entity if the first entity is capable of
transmitting to and/or receiving from the second entity one or more commands and/or
data. In this embodiment, a"wireless network” may mean anetwork that permits, at least
in part, a least two entities to be wirelessly communicatively coupled, at least in part. In
this embodiment, a"wired network” may mean anetwork that permits, & least in part, a
least two entities to be communicatively coupled, at least in part, non-wirelessly. In this
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embodiment, data and information may be used interchangeably, and may be or comprise
one or more commands (for example one or more program instructions), and/or one or
more such commands may be or comprise data and/or information. Also in this
embodiment, an "instruction” may include data and/or one or more commands.

Host 10 may comprise circuit board (CB) 74 and circuit card (CC) 75. Inthis
embodiment, CB 74 may comprise, for example, a system motherboard that may be
physically and communicatively coupled to CC 75 via anot shown bus connector/slot
system. CB 74 may comprise one or more single and/or multi-core host processors (HP)
12 and computer-readable/writable memory 21. Although not shown in the Figures, CB
74 also may comprise one or more chipsets (comprising, e.g., memory, input/output
controller circuitry, and/or network interface controller (NIC) circuitry). One or more host
processors 12 may be communicatively coupled viathe one or more chipsets to memory
21and CC75. CC 75 may comprise NIC circuitry 118.

Alternatively or additionally, athough not shown in the Figures, some or all of
circuitry 118 and/or the functionality and components thereof may be comprised in, for
example, CB 74 (e.g., in one or more host processors 12 and/or the one or more not shown
chipsets). Also aternatively, one or more host processors 12, memory 21, the one or more
not shown chipsets, and/or some or al of the functionality and/or components thereof may
be comprised in, for example, circuitry 118 and/or CC 75. Many other alternatives are
possible without departing from this embodiment.

Asshown in Figure 1, host 20 may comprise NIC circuitry 118' that may be
capable of carrying out operations that may beidentical or substantially similar to the
respective operations that may be carried out by circuitry 118, and vice versa. Although
not shown in the Figures, host 20 may comprise, in whole or in part, other respective
components and/or functionality that may be similar or identical, a least in part, to the
other respective components of host 10. Asused herein, "circuitry" may comprise, for
example, singly or in any combination, analog circuitry, digital circuitry, hardwired
circuitry, programmable circuitry, co-processor circuitry, state machine circuitry, and/or
memory that may comprise program instructions that may be executed by programmable
circuitry. Also in this embodiment, aprocessor, processor core, core, and controller each
may comprise respective circuitry capable of performing, & least in part, one or more
arithmetic and/or logical operations, such as, for example, one or more respective central
processing units. Also in this embodiment, a chipset may comprise circuitry capable of
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communicatively coupling, & least in part, two or more of the following: one or more
host processors, storage, mass storage, one or more nodes, and/or memory. Although not
shown in the Figures, host 10 may comprise agraphical user interface system. The not
shown graphical user interface system may comprise, e.g., arespective keyboard, pointing
device, and display system that may permit ahuman user to input commands to, and
monitor the operation of, host 10, host 20, and/or system 100.

Memory 21 may comprise one or more of the following types of memories:
semiconductor firmware memory, programmable memory, non-volatile memory, read
only memory, electrically programmable memory, random access memory, flash memory,
magnetic disk memory, optical disk memory, one or more random access memory cells
(e.g., embedded in one or more integrated circuit chips that may implement at least in part
controller and/or switch functionality), and/or other or later-developed computer-readable
and/or writable memory. One or more machine-readable program instructions may be
stored in memory 21 and/or circuitry 118. In operation of node 10, these instructions may
be accessed and executed by one or more host processors 12 and/or circuitry 118. When
executed by one or more host processors 12 and/or circuitry 118, these one or more
instructions may result in one or more host processors 12, circuitry 118, and/or one or
more components thereof, performing operations described herein as being performed by
these components of system 100.

In an embodiment, aportion, subset, or fragment of an entity may comprise all of,
more than, or less than the entity. Also in an embodiment, apacket or frame may
comprise one or more symbols and/or values. Additionally, in an embodiment, avalue
may be "predetermined” if the value, at least in part, and/or one or more agorithms,
operations, and/or processes involved, at least in part, in generating and/or producing the
value ispredetermined, at least in part. In an embodiment, a switch may be or comprise
an entity capable of receiving aframe and/or frame fragment via one or more ports of the
switch, and forwarding at least aportion of the frame and/or frame fragment via one or
more other ports of the switch toward a destination of the frame or frame fragment. In an
embodiment, aport may comprise circuitry capable of receiving, at least in part, storing, a
least in part, and/or transmitting, at least in part, apacket.

Circuitry 118 may exchange data and/or commands with circuitry 118 of host 20
via one or more networks 50 in accordance with one or more communication protocols.
For example, in this embodiment, these one or more protocols may be compatible with,
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e.g., one or more Ethernet and/or Transmission Control Protocol/Internet Protocol
(TCP/IP) protocols.

For example, one or more Ethernet protocols that may be utilized in system 100
may comply or be compatible with Institute of Electrical and Electronics Engineers, Inc.
(IEEE) std. 802.3-2008, December 26, 2008 (including, for example, Annex 3IB entitled
"MAC Control Pause Operation”); IEEE Std. 802.1Q-2005, May 19, 2006; |EEE Draft
Standard P802.1Qau/D2.5, December 18, 2009; |EEE Draft Standard P802.1Qaz/D1.2,
March 1, 2010; IEEE Draft Standard P802.1Qbb/D1.3, February 10, 2010. The TCP/IP
protocol that may be utilized in system 100 may comply or be compatible with the
protocols described in Internet Engineering Task Force (IETF) Request For Comments
(RFC) 791 and 793, published September 1981. Many different, additional, and/or other
protocols (including, for example, those stated above) may be used for such data and/or
command exchange without departing from this embodiment (e.g., earlier and/or later-
developed versions of the aforesaid, related, and/or other protocols).

Figure 6 illustrates operations 600 that may be carried out in embodiment. After,
for example, areset of host 10, host 20, system 100, and/or re-establishment of
communication between host 10 and host 20 via network 50, circuitry 118 of host 10 and
circuitry 118 of host 20 may exchange (e.g., send and/or receive) one or more (e.g., three)
respective control frames (CF) 70. The exchange of these one or more respective control
frames may permit, enable, and/or indicate, at least in part, the capability, a least in part,
of circuitry 118, host 10, circuitry 118, and/or host 20 to interrupt (e.g., suspend, at least
temporarily and/or at least in part) the transmission (e.g., on-going transmission), & least
in part, of one or more frames (F) 40 of relatively lower priority in favor of the
transmission, at least in part, of one or more portions (e.g., payload (PL) 54 and/or one or
more other portions) of one or more other frames 52 of relatively higher priority. Inthis
embodiment, apayload may comprise one or more portions of aframe, such as, for
example, one or more portions of apayload of an Ethernet frame, IP packet, and/or TCP
packet.

For example, as shown in Figure 2, in this embodiment, the one or more respective
control frames 70 may be or comprise one or more Ethernet control pause frames (PF) 202
of atype compatible with IEEE Std. 802.3-2008, Annex 31B, December 26, 2008, and/or
Ethernet priority flow control frames (PFCF) 204 of atype compatible with IEEE Draft
Standard P802.1Qbb/D1.3, February 10, 2010. In this embodiment, one or more PF 202
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and/or one or more PFCF 204 may comprise respective Ethernet type fields (not shown)
that comprise the value 0x8808 (i.e., 8808 hexadecimal). Also in this embodiment, one or
more PF 202 and/or one or more PFCF 204 may comprise respective MAC control opcode
fields (FLD) 205 and 210. These control opcode fields 205 and 210 may comprise one or
more respective predetermined field values (FV) 206 and 212. These predetermined field
values 206 and 212 may comprise one or more predetermined reserved opcodes 304 (e.g.,
0x0202). In this embodiment, the one or more predetermined opcodes 304 may designate
one or more PF 202 and/or PFCF 204 as special control frames whose receipt may enable
and/or indicate, at least in part, (1) the capability to interrupt transmission, at least in part,
of one or more frames 40 in favor of transmitting, at least in part, one or more portions of
one or more frames 52, and/or (2) that such interruption presently isbeing initiated.
Alternatively or additionally, without departing from this embodiment, such enablement
and/or indication may be made, at least in part, by receipt of one or more predetermined
and/or reserved type-length-values (TLV) used, for example, in Data Center Bridging
Exchange (DCBX) protocol compatible with IEEE Draft Standard P802. 1Qaz/D 1.2,
March 1, 2010.

After such capability has been permitted, enabled, and/or indicated, at least in part,
circuitry 118 may commence sending, a least in part, one or more frames 40 to circuitry
118 of host 20 (e.g., circuitry 118" and/or host 20 may be an intended recipient of one or
more frames 40) via one or more networks 50. Prior to completely transmitting al of one
or more frames 40 to circuitry 118" of host 20, circuitry 118 may indicate, at least in part,
to circuitry 118" and/or host 20 the interruption, a least in part, of the transmission, at
least in part, by circuitry 118 and/or host 10 to circuitry 118 and/or host 20 of one or more
frames 40 in favor of (1) transmitting, a least in part, in one or more frame fragments (FF)
60, one or more portions (e.g., payload 54) of one or more other frames 52 to host 20
and/or (2) processing, a least in part, one or more incoming flow control notifications
(FCN) 71by, eg., host 10 and/or host 20 (see operation 602 in Figure 6). Circuitry 118
may indicate this, at least in part, by issuing, at least in part, one or more additional CF 70
to circuitry 118’ in host 20 via one or more networks 50. Circuitry 118 may receive, &
least in part, the one or more additional CF 70, and in so doing, may receive, & least in
part, such indication, asillustrated by operation 603 in Figure 6. After or
contemporaneous with, & least in part, the execution of operations 602 and/or 603, the
transmission, &t least in part, by circuitry 118 and/or host 10 to circuitry 118" and/or host
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20 of one or more frames 40 may beinterrupted, at least in part. Thus, in this
embodiment, circuitry 118 and/or circuitry 118 may permit the interruption, at least in
part, of the transmission, at least in part, of one or more frames 40 from circuitry 118
and/or host 10 to circuitry 118" and/or host 20 in favor of (1) transmitting, &t least in part,
in one or more frame fragments (FF) 60, one or more portions (e.g., payload 54) of one or
more other frames 52 to host 20 and/or (2) processing, at least in part, one or more
incoming flow control notifications 71. In this embodiment, an entity may be said to
"permit” an event or occurrence if the entity may be capable, at least in part, of
facilitating, enabling, implementing, requesting, instructing, commanding, and/or
executing, at least in part, one or more operations that may result in, a least in part, the
event or occurrence.

In this embodiment, the transmission, at least in part, of each respective additional
CF 70 may be associated and/or interleaved with asingle respective frame fragment (e.g.,
per each user priority level and per each respective communication link, in parallel). If
additional CF 70 are received by circuitry 118' in excess of these limitations, this may
result in the resetting by circuitry 118" of frame recollection with respect to the associated
priority level. However, without departing from this embodiment, multiple frame
fragments may be associated with a single respective additional CF 70, or vice versa. Also
in this embodiment, the transmission of one or more frames 40 may be interrupted such
that the payload of one or more frames 40 that may remain to betransmitted by host 10 is
both (1) greater than the minimum Ethernet payload length (e.g., 46 bytes) and (2)
accommodates the buffering that may beimplemented in system 100. Asaresult of the
latter consideration, in this embodiment, such remaining payload may be less than the
difference between the maximum permitted payload size (e.g., 9000 bytes in the case of a
jumbo Ethernet frame or 1500 bytes in the case of an ordinary Ethernet frame) and 250
bytes. Of course, the above ismerely exemplary and may vary without departing from
this embodiment.

After execution, at least in part, of operation 602, operation 603, and/or operation
604, circuitry 118 may (1) transmit, at least in part, to circuitry 118' via one or more
networks 50, one or more FF 60, and/or (2) circuitry 118, circuitry 118, host 10, and/or
host 20 may process, at least in part, one or more flow control notifications 71 (see
operation 605 in Figure 6). One or more FF 60 may comprise one or more respective
portions of PL 54 and one or more predetermined values (PV) 74. One or more PV 74
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may indicate, at least in part, to circuitry 118' and/or host 20 that one or more FF 60 are,
in fact, one or more FF 60. Circuitry 118 may receive, a least in part, payload 54 from
memory 21 via one or more direct memory access operations. Alternatively or
additionally, circuitry 118 may receive, a least in part, payload 54 via other types of data
transfer operations and/or from other components in system 100.

As shown in Figure 3, depending upon, for example, the size of payload 54, one or
more FF 60 may comprise multiple FF 60A, 60B, . ..60N. Of course, the number and
sizes of these FF 60A, 60B, . . . 60N, and/or the specific contents and/or fields comprised
in FF 60A, 60B . .. 60N, may vary without departing from this embodiment. In this
example, the first FF 60A to be transmitted by circuitry 118 may comprise one or more
destination addresses (DA) 312A, one or more source addresses (SA) 314A, one or more
virtua local area network (VLAN) tags 316A, one or more Ethernet type/length values
318, payload (PL) 310A, and/or one or more cyclical redundancy check (CRC) fields
302A. One or more destination addresses 312A may designate and/or identify, at least in
part, circuitry 118 and/or host 20. One or more source addresses 314A may designate
and/or identify, a least in part, circuitry 118 and/or host 10. One or more VLAN tags
316A may designate and/or identify, at least in part, one or more virtual area networks (not
shown) that may comprise, a least in part, circuitry 118 and/or host 20. One or more tags
316A may be compatible with IEEE Std. 802.1Q-2005, May 19, 2006. One or more
Ethernet type/length values 318 may indicate, at least in part, the type of Ethernet frame
40 and the sum of the lengths of FF 60A, 60B .. .60N. Payload 310A may comprise a
respective portion of payload 54. One or more CRC fields 302A may comprise, & least in
part, one or more PV 74.

In this example, one or more PV 74 may be or comprise one or more incorrect
(e.g., erroneous and/or invalid) CRC values for the one or more frame fragments (e.g., FF
60A) that comprise the one or more incorrect CRC values. For example, the one or more
incorrect CRC values may be or comprise apredetermined, reserved, incorrect CRC value
such as OXA5A5A5A5, although many alternate values are possible without departing
from this embodiment. For example, if (e.g., by coincidence) the correct CRC value for a
given frame fragment is equal to OXA5A5A5A5, one or more PV 74 may comprise one or
more different predetermined values, such as, OXAAAAAAAA. Many other and/or
alternative values are possible, without departing from this embodiment. In this example,
this predetermined, incorrect CRC value may indicate (e.g., signal) to circuitry 118 and/or
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host 20 that circuitry 118' has received one or more frame fragments 60A (e.g., in
contradistinction to having received an ordinary Ethernet frame).

In this example, one or more subsequent FF 60B may comprise one or more
destination addresses 312B, one or more source addresses 314B, one or more VLAN tags
316B, one or more CRC fields 302B, and/or one or more PV 74 whose function and/or
contents may beidentical or analogous to those of one or more destination addresses
312A, one or more source addresses 314A, one or more VLAN tags 316A, one or more
CRC fields 302A, and/or one or more PV 74, respectively. Payload 3108 may comprise
another respective portion of payload 54.

In this example, the one or more final frame fragments (e.g., FF 60N) comprised in
one or more FF 60 may comprise one or more destination addresses 312N, one or more
source addresses 314N, one or more VLAN tags 316N, and/or one or more CRC fields
302N, whose function and/or contents may be identical or analogous to those of one or
more destination addresses 312A, one or more source addresses 314A, one or more VLAN
tags 316A, and one or more CRC fields 302A, respectively. In the one or more final FF
60N, one or more CRC fields 302N may comprise, & least in part, one or more
predetermined values 74'. One or more PV 74' may be or comprise one or more incorrect
CRC values for the one or more fina FF 60N. For example, these one or more incorrect
CRC values may be or comprise apredetermined, reserved, incorrect CRC value such as
OxA9A9A9A9, although many alternate values are possible without departing from this
embodiment. For example, if (e.g., by coincidence) the correct CRC value for agiven
final frame fragment is equal to OXA9A9A9A9, one or more PV 74' may comprise one or
more different predetermined values, such as, OXA6AGA6A6. Many other and/or
alternative values are possible, without departing from this embodiment. In this example,
this predetermined, incorrect CRC value may be different from that which may be
comprised in PV 74, and may indicate (e.g., signal) to circuitry 118" and/or host 20 that
circuitry 118 hasreceived the one or more final frame fragments 60N in FF 60. One or
more fina FF 60N also may comprise one or more other CRC fields 315 that may contain,
a least in part, one or more accumulated CRC values 313. One or more accumulated
CRC values 313 may be or comprise, a least in part, an accumulated CRC value for the
one or more FF 60 that would have been the correct CRC value for frame 52. For
example, this accumulated CRC value may be calculated based at least in part upon (1) the
entire contents, except for the contents of one or more CRC fields 302A, of the first one or
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more FF 60A, and (2) the respective payloads of the other frame fragments (i.e., other than
the first one or more FF 60A) in FF 60.

Alternatively or additionally, one or more PV 74' and/or one or more CRC fields
302N may comprise one or more valid CRC values for the one or more final FF 60N.
Other alternatives and/or additions are possible.

For example, alternatively or additionally, one or more PV 74 in one or more CRC
fields 302A in the first one or more FF 60A may comprise one or more inverted CRC
values for the first one or more FF 60A. In this embodiment, an inverted CRC value of or
for an entity may be or comprise alogical (e.g., Boolean) negation and/or arithmetic
negation (e.g., one and/or two's complement) of avalid CRC value computed for the
entity. In this embodiment, such an inverted CRC value may be generated based at |east
in part upon an algorithm that has an appropriately remote probability of collision with the
actual valid CRC for the entity. Additionally or alternatively, one or more intermediate FF
(e.g., one or more FF 60B) may comprise in one or more CRC fields 302B one or more
inverted CRC values for the one or more intermediate FF 60B and/or and one or more
inverted accumulated CRC values for one or more intermediate FF 60B and one or more
preceding FF (e.g., one or more FF 60A). Further additionally or alternatively, one or
more CRC values 313 may be or comprise, & least in part, an inverted accumulated CRC
value for the one or more FF 60 (e.g., an inversion of the correct CRC value for frame 52),
and/or one or more CRC fields 302N may be eliminated. Advantageously, by using such
inverted and/or accumulated CRC values, the number and/or complexity of CRC
calculating and/or validating circuitry modules may be reduced.

Turning to Figure 7, also additionally or aternatively, the respective one or more
CRC fields 302A, 302B, ... 302N in the respective FF 60A, 60B, . .. 60N may be or
comprise, & least in part, one or more respective valid CRC values for the one or more
respective FF 60A, 60B, . ..60N. In this arrangement shown in Figure 7, each of the
respective FF 60A , 60B, . . . 60N may comprise, a least in part, one or more
predetermined values 74 that may comprise one or more respective layer- 1 end-of-
fragment order sets 702. The respective ordered sets 702 may be and/or comprise one or
more respective predetermined sequences of symbols and/or values that may indicate, at
least in part, the respective end of arespective frame fragment.

With reference now to Figure 4, one or more networks 50 may comprise one or
more switches, such as, for example, switch 402. As shown in Figure 4, switch 402 may
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comprise one or more (and in this embodiment, aplurality of) ingress ports 404A . ..
404N, one or more (and in this embodiment, aplurality of) egress ports 406A . . . 406N,
and memory 410. In operation of system 100, circuitry 118 in host 10 may transmit, at
least in part, via switch 402, one or more FF 60 to circuitry 118' in host 20. Inthis
embodiment, an ingress port may be aport capable of receiving, & least in part, one or
more frames and/or frame fragments. Also in this embodiment, an egress ports may be a
port capable of transmitting, at least in part, one or more frames and/or frame fragments.
Switch 402 and/or ingress ports 404A . . . 404N may be capable of operating in aplurality
of modes, including, for example, a cut-through mode of operation and/or a store-and-
forward mode of operation, with respect to the respective egress ports 406A . . .406N. In
an embodiment, in cut-through mode of operation, aframe or frame fragment received, a
least in part, at an ingress port may be transmitted, at least in part, from an egress port
(e.g., for purposes of forwarding the frame or frame fragment from the switch), in a
manner such that the transmission from the egress port of frame or frame fragment may
begin prior to the frame or frame fragment being completely received by the ingress port.
In an embodiment, in cut-through mode, once transmission from an ingress port to an
egress port has commenced, such transmission may not be interrupted. 1n an embodiment,
in store-and-forward mode of operation, aframe or frame fragment received, a least in
part, at an ingress port, isfirst received and/or stored, at least temporarily, in memory 410
prior to being transmitted to an egress port (e.g., for purposes of being forwarded from the
switch). Subject to the following, in this embodiment, switch 402 may be capable of
operating in arespective one of these two modes of operation on a separate respective
individual ingress port, egress port, and/or user priority level basis. However, in this
embodiment, in cut-through mode of operation, arespective ingress port that has a
relatively lower link speed may not transmit one or more frames or frame fragments to a
respective egress port that has arelatively higher link speed. Also in this embodiment,
cut-through mode of operation may be enabled or disabled on a separate respective user
priority level and/or internal forwarding path (e.g., respective internal transmission path
within the switch from arespective ingress port to arespective egress port of the switch)
basis.

Prior to receiving, at least in part, the first one or more FF 60A, ingress ports 404A
... 404N and/or switch 402 may operate in a cut-through mode of operation with respect
to one or more egress ports 406A viawhich one or more FF 60 may be transmitted, at least
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in part, to circuitry 118' in host 20. However, after one or more ingress ports (e.g., 404A)
receive, a least in part, the first one or more FF 60A, the ingress ports 404A . . . 404N
and/or switch 402 may operate, at least temporarily, in a store-and-forward mode of
operation, for any further frame fragments of the same user priority level received by the
switch 402, at least with respect to these one or more egress ports 406A. Asaresult, these
one or more egress ports 406A may immediately receive, a least in part, the first one or
more FF 60A from one or more ingress ports 404A, and may forward them, at least in
part, to the circuitry 118. However, while in this store-and-forward mode of operation,
any additional frame fragments of the same priority level (e.g., FF 60B . .. 60N, and/or
other frame fragments of the same priority level that may not be comprised in one or more
FF 60) that may bereceived by switch 404 and are to be transmitted to one or more egress
ports 406A may be first completely received and stored, at least temporarily, in memory
410, prior to being transmitted to one or more egress ports 406A for forwarding from the
switch 404. Also, while in this store-and-forward mode of operation, in the event that the
next succeeding frame fragment (e.g., 60B) isnot yet available for transmission from one
or more egress ports 406A but the user priority level of that frame fragment is presently
scheduled for transmission from one or more egress ports 406A, adifferent frame or frame
fragment belonging to adifferent flow, but of the same priority level, may instead be
transmitted by one or more egress ports 406A. The transmission by one or more egress
ports 406A of this different frame and/or frame fragment also may itself beinterrupted, at
least in part, in accordance with the foregoing teachings, in favor of arelatively higher
priority level frame.

For example, as shown in Figure 5, one or more FF 60 may comprise flow
information 504, and one or more FF 502 (not comprised in one or more FF 60) may
comprise flow information 506. Flow information 504 may comprise, for example, the
information comprised in and/or indicated by the values in one or more destination
addresses 312A, one or more source addresses 314A, and/or one or more VLAN tags
316A. Flow information 506 may comprise analogous information, but corresponding to a
different flow. One or more VLAN tags 316A may include quality of service information
that may correspond to and/or indicate, at least in part, the user priority level of one or
more FF 60. Likewise, flow information 506 may comprise analogous VLAN tag
information that may indicate, in this example, an identical user priority level to that of
one or more FF 60. In carrying out the foregoing operations, switch 402, ingress ports
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404A . . .404N, and/or egress ports 406A . . .406N may distinguish, &t least in part,
between respective frame fragments and/or respective frames belonging to different flows
and/or priority levels, based at least in part, upon these types of flow and/or user priority
level information in the frame fragments and/or frame fragments. For example, such
respective flow information and/or respective user priority level information may identify,
a least in part, one or more respective flows and/or one or more respective priority levels
to which the respective frames and/or frame fragments may belong. Host 10 and/or host
20 also may utilize such flow and/or user priority level information in order to distinguish,
a least in part, between frames and/or frame fragments that belong to different respective
flows and/or priority levels.

Of course, aswill be appreciated, without departing from this embodiment, the
particular type or types of information comprised in such flow information may not be
limited to source/destination address and/or VLAN information, but may vary. For
example, as stated previously, one or more communication protocols other than and/or in
addition to Ethernet and/or TCP/IP protocols may be utilized in system 100. If one or
more such other and/or additional protocols are used in system 100, the particular types,
parameters, and/or characteristics of such flow information may vary, without departing
from this embodiment. Also, for example, in store-and-forward mode of operation,
respective priority levels may beused to differentiate between respective local flows
transmitted via partners of the same respective link, and minimal differentiation that relies
upon grouping user priorities into two respective groups may beused. Additionally, if a
single respective physical link in system 100 isused to carry aplurality of virtual links, the
teachings of this embodiment may be applied to each respective virtual link.

In this embodiment, switch 402 may carry out the foregoing operations in such a
way asto permit frame fragments that belong to the same respective flow to berouted to
their destination via the same respective path. In order to facilitate this, in one possible
implementation of this embodiment, in carrying out the foregoing operations, switch 402
may permit amaximum of two respective sets of frame fragments of the same priority
level (e.g., one or more FF 60 and one or more FF 502) to betransmitted from the same
one or more egress ports while in this store-and-forward mode of operation. |f the switch
402 detects that there are more than two such sets of frame fragments contemporaneously
destined for transmission from the same one or more egress ports, switch 402 may reset all
such transmissions belonging to that priority level, and cut-through operation may be
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resumed at least for such transmissions. Advantageously, the previously described
operations of switch 402 may reduce recollection for flows belonging to identical
respective priority levels. However, it should be appreciated that, without departing from
this embodiment, there are many other and/or alternative ways to permit frame fragments
that belong to the same respective flow to berouted to their destination via the same
respective path. Accordingly, the foregoing should be viewed as an illustrative, non-
[imiting example

Additionally, in the event that one or more fragments (e.g., one or more FF 60B) in
agiven set of frame fragments are dropped (e.g., dueto errors, congestion, or recollection
failure), switch 402 may forward to the next hop (e.g., host 20) a dummy final fragment
that contains an invalid accumulated CRC value 313 (e.g., not valid according to the
foregoing teachings of this embodiment). Advantageously, this may result in termination
of recollection at the next hop.

Returning now to Figure 6, as stated previously, as part of operation 605, circuitry
118, circuitry 118', host 10, and/or host 20 may process, & least in part, one or more flow
control notifications 71. One or more notifications 71 may bereceived, a least in part, by
circuitry 118, circuitry 118, host 10, and/or host 20, and may permit one or more flow
control techniques (e.g., compatible with one or more communication protocols utilized in
system 100) to be implemented, at least in part, by circuitry 118, circuitry 118', host 10,
and/or host 20. Advantageously, by interrupting, a least in part, the transmission of one
or more frames 40 in favor of the processing, a least in part, of one or more flow control
notifications 71, this may permit, a least in part, such incoming flow control notifications
71 to be responded to and/or processed more quickly by circuitry 118, circuitry 118', host
10, and/or host 20.

After the one or more FF 60 have been transmitted, at least in part, by circuitry
118, and/or one or more flow control notifications 7 1 have been processed, at least in part
(see operation 605), circuitry 118 may recommence, at least in part, transmission of the
one or more frames 40 whose transmission has previously been interrupted (see operation
606 in Figure 6). Circuitry 118 may receive, a least in part, and process, at least in part,
one or more frame FF 60 and one or more frames 40. In the event that circuitry 118'
detects an error in one or more FF 60 (e.g., one or more CRC related errors), circuitry 118
may signal this to circuitry 118, and circuitry 118 may reschedule one or more frames 52
for re-transmission.
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Thus, an embodiment may include circuitry to permit interruption, a least in part,
of transmission, at least in part, of afirst frame from a sender to an intended recipient in
favor of transmitting, at least in part, apayload of a second frame from the sender to the
intended recipient, and/or processing, a least in part, one or more incoming flow control
notifications. The payload may betransmitted, at least in part, to the intended recipient in
one or more frame fragments. The circuitry may indicate, at least in part, the interruption
of the transmission, &t least in part, of the first frame, by issuing, at least in part, one or
more control frames to the intended recipient. The one or more frame fragments may be
indicated, at least in part, by one or more predetermined values comprised, at least in part,
in the one or more frame fragments.

Advantageousdly, this embodiment may reduce the latency with which the
information contained in arelatively higher priority frame (e.g., alow latency frame) may
be received by the intended recipient in a converged Ethernet network. Further
advantageoudly, this embodiment may permit the amount of buffer memory allocated in
such anetwork to bereduced. Furthermore, this embodiment may not adversely affect
network reliability and may permitting flow control techniques to be implemented in the
network. Also advantageously, this embodiment may be compatible with existing and/or
proposed Ethernet standards, may not involve use of timeouts, and may not implement
frame fragment numbering for recollection.

Many variations, modifications, and alternatives are possible without departing
from this embodiment. For example, in this embodiment, the interruption, a least in part,
of the transmission, at least in part, of the first frame may beindicated via one or more
out-of-band messages (e.g., transmitted via one or more not shown separate out-of-band
wired and/or wireless communication links). Accordingly, this embodiment should be

viewed broadly as encompassing all such alternatives, modifications, and aternatives.
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Claims
What isclamed is:
1. An apparatus comprising:
circuitry to permit interruption, at least in part, of transmission, & least in part, of a
first frame from a sender to an intended recipient in favor of & least one of:
transmitting, at least in part, apayload of a second frame from the sender to
the intended recipient, the payload to be transmitted, at least in part, to the intended
recipient in one or more frame fragments; and
processing, & least in part, one or more incoming flow control
notifications.
2. The apparatus of claim 1, wherein:
the circuitry isto indicate, at least in part, the interruption of the transmission, a
least in part, of the first frame, by issuing, at least in part, one or more control framesto
the intended recipient, the one or more frame fragments being indicated, at least in part, by
one or more predetermined values comprised, at least in part, in the one or more frame
fragments,
the one or more control frames comprise a least one of:
one or more Ethernet pause frames;
one or more Ethernet priority flow control frames,; and
the one or more control frames comprise one or more field values that indicate, a
least in part, that the transmission, at least in part, of the first frame isto be interrupted in
favor of the transmitting, at least in part, of the payload.
3. The apparatus of claim 2, wherein:
the one or more predetermined values are comprised, a least in part, in one or
more cyclical redundancy check (CRC) fields in the one or more frame fragments; and
the one or more field values comprise one or more predetermined op codes.
4. The apparatus of claim 1, wherein:
the sender isto transmit, & least in part, the one or more frame fragments to the
intended recipient via a switch;
the switch includes ingress ports and an egress port, a least one of the ingress ports
toreceive, a least in part, the one or more frame fragments, the egress port to send, a

least in part, the one or more frame fragments to the intended recipient;
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prior to receiving afirst one of the one or more frame fragments, the ingress ports
are to operate in a cut-through mode of operation with respect to the egress port; and

after receiving the first one of the one or more frame fragments, the ingress ports
are to operate in a store-and-forward mode of operation with respect to the egress port.
5. The apparatus of claim 4, wherein:

the switch isto transmit, & least in part, one or more other frame fragments,

one or more other frame fragments have an identical priority asthe second frame;
and

the switch isto distinguish, at least in part, between the frame fragments based at
least in part upon respective information comprised in the frame fragments, the respective
information identifying, a least in part, one or more respective flows.
6. The apparatus of claim 1, wherein:

acircuit card includes, at least in part, the circuitry;

the circuit card isto be coupled to acircuit board in afirst host;

the circuit board includes memory and a host processor; and

the circuitry isto receive, a least in part, the payload from the memory via one or
more direct memory access operations.
7. The apparatus of claim 1, wherein:

the circuitry isto indicate, a least in part, the interruption of the transmission, a
least in part, of the first frame, by issuing, at least in part, one or more control framesto
the intended recipient, the one or more frame fragments being indicated, at least in part, by
one or more predetermined values comprised, at least in part, in the one or more frame
fragments,

the one or more predetermined values are comprised, a least in part, in one or
more cyclical redundancy check (CRC) fieldsin the one or more frame fragments, the one
or more predetermined values comprising one or more incorrect CRC values for the one or
more frame fragments; and

the one or more frame fragments also comprise one or more other CRC fields that
contain, at least in part, one or more accumulated CRC values for the one or more frame
fragments.
8. Computer-readable memory storing one or more instructions that when executed

by amachine result in performance of operations comprising:
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permitting interruption, at least in part, of transmission, a least in part, of afirst
frame from a sender to an intended recipient in favor of & least one of:
transmitting, at least in part, apayload of a second frame from the sender to
the intended recipient, the payload to be transmitted, at least in part, to the intended
recipient in one or more frame fragments; and
processing, & least in part, one or more incoming flow control
notifications.
9. The memory of claim 8, wherein:
the operations also comprise indicating, at least in part, the interruption of the
transmission, at least in part, of the first frame, by issuing, at least in part, one or more
control frames to the intended recipient, the one or more frame fragments being indicated,
a least in part, by one or more predetermined values comprised, & least in part, in the one
or more frame fragments;
the one or more control frames comprise a least one of:
one or more Ethernet pause frames;
one or more Ethernet priority flow control frames, and
the one or more control frames comprise one or more field values that indicate, a
least in part, that the transmission, at least in part, of the first frame isto be interrupted in
favor of the transmitting, at least in part, of the payload.
10. The memory of claim 9, wherein:
the one or more predetermined values are comprised, a least in part, in one or
more cyclical redundancy check (CRC) fields in the one or more frame fragments; and
the one or more field values comprise one or more predetermined op codes.
11.  Thememory of claim 8, wherein:
the sender isto transmit, & least in part, the one or more frame fragments to the
intended recipient via a switch;
the switch includes ingress ports and an egress port, a least one of the ingress ports
toreceive, a least in part, the one or more frame fragments, the egress port to send, a
least in part, the one or more frame fragments to the intended recipient;
prior to receiving afirst one of the one or more frame fragments, the ingress ports
are to operate in a cut-through mode of operation with respect to the egress port; and
after receiving the first one of the one or more frame fragments, the ingress ports
are to operate in a store-and-forward mode of operation with respect to the egress port.
-18-
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12. The memory of claim 11, wherein:

the switch isto transmit, & least in part, one or more other frame fragments,

one or more other frame fragments have an identical priority asthe second frame;
and

the switch isto distinguish, at least in part, between the frame fragments based at
least in part upon respective information comprised in the frame fragments, the respective
information identifying, a least in part, one or more respective flows.
13. The memory of claim 8, wherein:

acircuit card includes, at least in part, the circuitry;

the circuit card isto be coupled to acircuit board in afirst host;

the circuit board includes memory and a host processor; and

the circuitry isto receive, a least in part, the payload from the memory via one or
more direct memory access operations.
14. The memory of claim 8, wherein:

the operations also comprise indicating, at least in part, the interruption of the
transmission, a least in part, of the first frame, by issuing, at least in part, one or more
control frames to the intended recipient, the one or more frame fragments being indicated,
a least in part, by one or more predetermined values comprised, & least in part, in the one
or more frame fragments;

the one or more predetermined values are comprised, a least in part, in one or
more cyclical redundancy check (CRC) fields in the one or more frame fragments, the one
or more predetermined values comprising one or more incorrect CRC values for the one or
more frame fragments; and

the one or more frame fragments also comprise one or more other CRC fields that
contain, at least in part, one or more accumulated CRC values for the one or more frame
fragments.
15. A method comprising:

permitting interruption, at least in part, of transmission, a least in part, of afirst
frame from a sender to an intended recipient in favor of & least one of:

transmitting, at least in part, apayload of a second frame from the sender to

the intended recipient, the payload to be transmitted, at least in part, to the intended

recipient in one or more frame fragments; and
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processing, & least in part, one or more incoming flow control
notifications.
16. The method of claim 15, wherein:
the method also comprises indicating, & least in part, the interruption of the
transmission, a least in part, of the first frame, by issuing, at least in part, one or more
control frames to the intended recipient, the one or more frame fragments being indicated,
a least in part, by one or more predetermined values comprised, & least in part, in the one
or more frame fragments;
the one or more control frames comprise a least one of:
one or more Ethernet pause frames;
one or more Ethernet priority flow control frames,; and
the one or more control frames comprise one or more field values that indicate, at
least in part, that the transmission, at least in part, of the first frame isto be interrupted in
favor of the transmitting, at least in part, of the payload.
17. The method of claim 16, wherein:
the one or more predetermined values are comprised, a least in part, in one or
more cyclical redundancy check (CRC) fields in the one or more frame fragments; and
the one or more field values comprise one or more predetermined op codes.
18. The method of claim 15, wherein:
the sender isto transmit, & least in part, the one or more frame fragments to the
intended recipient via a switch;
the switch includes ingress ports and an egress port, a least one of the ingress ports
toreceive, a least in part, the one or more frame fragments, the egress port to send, a
least in part, the one or more frame fragments to the intended recipient;
prior to receiving afirst one of the one or more frame fragments, the ingress ports
are to operate in a cut-through mode of operation with respect to the egress port; and
after receiving the first one of the one or more frame fragments, the ingress ports
are to operate in a store-and-forward mode of operation with respect to the egress port.
19. The method of claim 18, wherein:
the switch isto transmit, & least in part, one or more other frame fragments,
one or more other frame fragments have an identical priority asthe second frame;

and
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the switch isto distinguish, at least in part, between the frame fragments based at
least in part upon respective information comprised in the frame fragments, the respective
information identifying, a least in part, one or more respective flows.
20. The method of claim 15, wherein:

acircuit card includes, at least in part, the circuitry;

the circuit card isto be coupled to acircuit board in afirst host;

the circuit board includes memory and a host processor; and

the circuitry istoreceive, a least in part, the payload from the memory via one or
more direct memory access operations.
21. The method of claim 15, wherein:

the method also comprises indicating, & least in part, the interruption of the
transmission, a least in part, of the first frame, by issuing, at least in part, one or more
control frames to the intended recipient, the one or more frame fragments being indicated,
a least in part, by one or more predetermined values comprised, & least in part, in the one
or more frame fragments;

the one or more predetermined values are comprised, a least in part, in one or
more cyclical redundancy check (CRC) fields in the one or more frame fragments, the one
or more predetermined values comprising one or more incorrect CRC values for the one or
more frame fragments; and

the one or more frame fragments also comprise one or more other CRC fields that
contain, at least in part, one or more accumulated CRC values for the one or more frame
fragments.
22. The apparatus of claim 1, wherein:

the circuitry isto indicate, at least in part, the interruption of the transmission, a
least in part, of the first frame, by issuing, at least in part, one or more control framesto
the intended recipient, the one or more frame fragments being indicated, at least in part, by
one or more predetermined values,

the one or more predetermined values comprise at least one of:

one or more ordered sets; and

one or more inverted cyclical redundancy check values.
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