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dbOperation = <prepare DB command to execute>
dbConnection = getDBConnectionFromPool()
dbConnection.setProxyUser (resourceTenant)
result = dbConnection.executeOperation {dbOperation)
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"tokenPhase" {

“url™; "https:/fgithub.com/login/oauth/access_token",
"method"; "post"

“tokenPhaseHeaders": |
{
"value": "application/json”,
"name": "Accept" 10
"value": "Basic $clientCredentials”,
"name": "Authorization”
1,
"tokenPhaseParameters"; [
"value": "$socialldentityProvider.consumerKey", 20
"name": "client_id"
"value": "$socialldentityProvider.consumerSecret”,
"name": "client_secret"
3
{
"value": "$redirectUri",
"name"; "redirect_uri"
}, 30
"value": "$authorizationCode",
“name"; "code"
h
"value”: "authorization_code",
"name": "grant_type"
}
I8
40
oooooao
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"userinfoAttributeMappings": [
{

"idpAttribute”; "name”,
“idcsAttribute”; "given_name”
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protected Strine getDefaultAuthorizationURL ()

A—HFpY—LriFaTPALIA
DT 7L RERDEDHICOPMHLE
RENHEHDH VI TRY oM
DA FEERT, #—1R74 FEhi
HhiE, T2+ F&"opened”’, 7
orotected String getDefaultlLoginScopes() SHALLHFO54 LBEEE ST 518
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BEZHT HESICOAPE, D
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LEWESIcEREZTHh S,

protected String getDefaultProvisioningScopes()

protected String augmentAuthorizationURL(String |COAFZEERAWWAC T, Bay
authzURL, SocialldentityProvider KRAVPOQOUSFAL LD bur |
config, SocialCapability |12, EHICHEDI T YIS A—42 %
socialCapability) BT AZeENTES,
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<Authorization Endpoint URL for QP>?
client_id=<client id>&
response_type=code&
scope=<scopes>

redirect_uri=<tenant base url>foauth2/v1/social/callback&

state=<auto generated by idcs>
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protected String getAuthorizationResponse (String

SocialCapability socialGapability)

state, String returnURL, SocialldentityProvider config,

idp13050&ETT
YERAMZEAL L
H+FEEHOERLGU
RLZ®EY,
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ER
POST <OP's Token Endpoint> HTTP/1.1Host: <OP's base url> Content-Type: application/x-
www-form-urlencodedcode=<authorization code acquired in authorize phase>&

client_id=<client id>& client_secret=<client secret>& redirect_uri=<tenant base
url>/oauth2/v1/sccial/callback& grant_type=authorization_code

LRRUZR : 10
{"access_token":"<accesstoken>“,"refresh_token":"<refreshtdken>“,"expires_in":3600}

BAv1A—RA5—ZACIELARL R Trefresh_tokenlZZEEERBEWVBEENH D,
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Ak )|
public String

getAccessTokenResponse(Social IdentityProvider config, b—&S 2T FiRA 2 k
EHMDJSONLRA

String returnURL, String code, RUREZ MY ST EL
TERY,
Map<{String, String> state) 30

throws SocialloginException
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FHik

L

public SocialBaseRespanse
getAccessToken(SocialBaseRequest request,
Map<String, String> state, String returnURL,

Social IdentityProvider

config) throws SociallLeginException

b= 2T FRAF
FHMASOLARS A%
SocialBaseResponse # 7
J1HhELTET,
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. OPDA—HYBEHILFRAVEFDURLZEZERYT, COE
public String iE. TFURFRFEUICE2TEREENE=-Y—Dvibi d
getDefaultUser Infolr| ¢ p7O77AILRA—HEHRTY FRS > FURL #1585
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hitps://www.googleapis.com/oauth2/v3/userinfo?access_token=<access-token>

LARY R

HTTP/1.1 200 OK
Content-Type: application/json

{
"sub": "248289761001",

"name"; "Jane Doe",
‘given_name"; "Jane",
“family_name": "Doe",
"preferred_username": "j.doe",
"email": "janedoe@example.com",

"picture": "http:/lexample.com/janedoe/me.jpg"
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public MapValue

getUserProfileResponse (SocialBaseRequest
request, Map<String, String> state
SocialloginResponse accessTokenResponse,
Social IdentityProvider config)

throws SocialloginException

A—HERI Y FRSA Y FEHASOL
A X % MapValue & LTRT, LT

DEELX—H NMapValue [TBEETEHEF

HEhd,

o email ! I—HOEFFA—=ITHF
L2

e given_name: L—Y DR

o family_name: 2 —+DOk

LERN-oT, 2a—YiFRT Y KR4 -
NoBENLLARVANRChLDEM
IKOWTREGELGX—ZFHTHES. F—
DEMELEETHILEND D,
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{

"type": "SampleProviderForLogin",
"status™: "enabled",
"idAttribute”: "email",
"capabilities™: [

"login"
1
"authorizePhase": {
"loginScopes™: "<scope string>",
"url": "<Authorization endpoint>"

h
"authorizePhaseParameters": [

{
“value": "${socialldentityProvider.consumerKey}",
"name”: "client_id"
h
{

"value™: "code",
"name": "response_type"
b
{
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"value™: "${scope}”,
"name": "scope”
b
{
"value": "${state}",
"name": "state"
b
{
"value”: "${redirectUri}",
"name": "redirect_uri"
}
1

"tokenPhase™: {
"url”: "<Token endpoint>",
"method": "<HTTP method for Token endpoint - get/post>"
h

"tokenPhaseHeaders": [

{
"value™: "application/json”,
"name": "Accept"

)
{

"value": "Basic ${clientCredentials}”,
"name”: "Authorization™
}
P
"tokenPhaseParameters": [
{
"value": "${socialldentityProvider.consumerKey}",
"name": "client_id"
b
{
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"value™: "${socialldentityProvider.consumerSecret}",
"name”: "client_secret”
b
{
"value": "${redirectUri}",
"name”: "redirect_uri"
h
{
"value": "${authorizationCode}”,
"name": "code”
b
. _ {
"value": "authorization_code",
"name": "grant_type"
}
1,

"userinfoPhase": {
"url": "<UserlInfo endpoint>",
"method": "<HTTP method for Userinfo endpoint - get/post>"
b

"userinfoPhaseHeaders™: [
{
Mvalue': ",
"name™: "Accept”
k
{

"value": "token ${accessToken}",
"name": "Authorization”
}
1;

"userinfoPhaseParameters": [

{
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"name”; "access_token",
"value": "${accessToken}"
}

1
"userinfoAttributeMappings": [

"idpAttribute": "firstname",
"idcsAttribute'': "given_name"

b

"idpAttribute”: "lastname",
"idcsAttribute": "family_name"

b

"idpAttribute": "email.primary”,

"idcsAttribute": ''email”

1

"iconUrl":"<icon url>",
"schemas": [

"urn:ietf:params:scim:schemas:oracle:idcs:SocialldentityProviderMetad

ata"
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{

"type": "SampleProviderForProvisioning"”,
"status": "enabled”,
"capabilities": [

"provisioning"”
I
"authorizePhase™: {
"loginScopes": "<scope string>",
. "url”: "<Authorization endpoint>"

b
"authorizePhaseParameters™: [

{
"value": "${socialldentityProvider.consumerKey}",
"name": "client_id"”
2
{

"value": "code",
"name”: "response_type"
b
{
"value”: "${scope}”,
"name": "scope”
b
{
"value": "${state}",
"name": "state”
b
{
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"value": "${redirectUri}",
"name”: "redirect_uri”
}
1

"tokenPhase": {
"url”: "<Token endpoint>",
"method": "<HTTP method for Token endpoint - get/post=>"
b

"tokenPhaseHeaders": [

{
"value™: "application/json",
"name": "Accept"

b
{

"value": "Basic ${clientCredentials}”,
"name”: "Authorization
}
1
"tokenPhaseParameters™: [
{
"value™: "${socialldentityProvider.consumerKey}",
"name": "client_id"”
b
{
"value™: "${socialldentityProvider.consumerSecret}”,
"name"”: "client_secret"
b
{
"value": "${redirectUri}",
"name”’: "redirect_uri”
}
{
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"value": "${authorizationCode}",
"name™: "code”

h
{

"value”: "authorization_code",
"name": "grant_iype”
}
I

"refreshTokenPhaseHeaders'': [

"value": "application/json",

“name"': "Accept"

13

"refreshTokenPhaseParameters': [

"value": "${socialldentityProvider.consumerKey}",

name": "client_id"

b

"value": "${socialldentityProvider.consumerSecret}",

"name"'; "client_secret"
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b

"value": "${refreshToken}",

"name': "refresh_token"

"value": "'refresh_token",

"name': "grant_type"

13

"iconUrl":"<icon url>",
"schemas™”: [
"urn:ietf:params:scim:schemas:oracle:idcs:SocialldentityProviderMetad
ata”

]
}
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