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(57) ABSTRACT 

The present provides for consistent resolution of data con 
flicts when synchronizing data between two or more devices 
in order to reduce the likelihood of an infinite synchronization 
loop within a distributed computing system. More particu 
larly, example embodiments provide for a conflict resolution 
algorithm capable of generating unique values for properties 
that are in conflict. Data selection criteria can then be used to 
determine which of the properties should be used to resolve 
the conflict. Such data selection criterion increases the like 
lihood of providing consistent resolution of similar data con 
flicts between other devices in the distributed system. 
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METHODS AND SYSTEMIS FOR HALTING 
SYNCHRONIZATION LOOPS IN A 

DISTRIBUTED SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of, and claims 
priority to and the benefit of U.S. patent application Ser. No. 
10/835,980, filed on Apr. 30, 2004 and entitled “METHODS 
AND SYSTEMS FOR HALTING SYNCHRONIZATION 
LOOPS INA DISTRIBUTED SYSTEM,” which application 
is expressly incorporated herein by this reference in its 
entirety. 

BACKGROUND OF THE INVENTION 

0002 1. The Field of the Invention 
0003. The present invention generally relates to synchro 
nizing data within a distributed computer system. More par 
ticularly, the present invention provides for consistent reso 
lution of data conflicts when synchronizing data between two 
or more devices in order to reduce the likelihood of an infinite 
synchronization loop. 
0004 2. Background and Related Art 
0005 Laptop, handheld, and other portable computers or 
computing devices have increased in popularity as the devices 
become Smaller in size and less expensive. Additionally, 
improved operating speed and processing power of portable 
computers has increased their popularity. Many portable 
computers are capable of storing multiple application pro 
grams. Such as address books, games, calculators, and the 
like. The application programs can be permanently installed 
in the portable computer during manufacture (e.g., on Read 
Only Memory (ROM)). Alternatively, one or more applica 
tion programs may be installed by the user after purchasing 
the portable computer. 
0006 With the increased popularity and computing power 
of such devices, people are beginning to store data and appli 
cations using more than just a single computing device. Many 
people, for example, often use laptop computers in addition to 
their regular desktop computer. Other devices such as cellular 
telephones, Personal Digital Assistance (PDAs), Internet ser 
vices, and the like are also used for storing data and applica 
tions. 
0007 Each of these computing devices may be part of a 
distributed computing system wherein related information 
can be correlated and stored on multiple such devices. For 
example, a user may have a digital address book stored on 
their desktop work computer, on their PDA, on their cell 
phone, on an Internet service, etc. Accordingly, while at work, 
it may be convenient for the user to access contact informa 
tion, which may include phone numbers and other general 
contact information. While away from work, however, the 
user may be able to use the address book in a mobile form 
Such as a personal digital assistance (PDA) or other mobile 
information storage system. Ideally, the contact information 
of the PDA should match the contact information at the desk 
top work computer. 
0008. When the same or related information is stored in 
two places, it is possible for the data to change in one location 
and not in the other. This problem may be overcome through 
synchronization, which is an automated process that attempts 
to ensure that each device within the distributed system has 
the most current information or data. Synchronization, how 
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ever, has its own set of problems. For example, when Syn 
chronization is initialized between the two devices, current 
systems detect changed property values by comparing corre 
sponding property values from each device. Such compari 
son, however, gives no indication as to which device made the 
change. As such, when a property change has occurred on 
either device, a conflict occurs and a conflict resolution pro 
cess must be performed. 
0009. Other systems mark a changed property with a tag 
indicating that a change has occurred, e.g., “change.” 
'delete.” “add or other tag, as appropriate. In Such systems, 
however, when two devices start syncing, one of the devices 
can create these markers in memory after comparing the data 
for what needs to be applied. In other words, conflicts must 
first be reconciled and then the properties can be marked. 
0010 Typically, conflicts can be resolved through com 
paring metadata associated with the property values that give, 
e.g., time date information. The latest time date information 
may be considered the most up-to-date information and the 
properties can be updated accordingly. Many Smaller com 
puting devices, however, have limited physical resources and 
are incapable of maintaining time date information for prop 
erties of a data structure item. Further, in a distributing com 
puting network there is typically no single server with a 
“master copy of data that can be used to resolve discrepan 
cies or conflicts. Accordingly, in Such situations, typically a 
User Interface (UI) is presented to a user notifying them of the 
conflict and directing them to choose what value to use to 
resolve the conflict. This process can become, however, 
tedious in the event of numerous conflicts and can degrade the 
user experience. 
0011. Some systems have attempted to overcome the 
above problem by presenting a default value to the user or to 
resolve the conflict automatically. In either event, the choice 
is typically based on arbitrary techniques and considerations 
Such as network topology. For example, Some systems choose 
a default value or resolve the conflict through rules that 
choose the values based on a particular nodes status (e.g., 
location) within the network. For instance, one rule for 
resolving conflicts may mandate that if a conflict exits, all 
servers values should win, or if the choose is between a high 
fidelity and low fidelity device, then all high fidelity device 
values should be chosen. Of course, there are a number of 
network topology choices or other similar choices available. 
0012. Although selecting a value based on network topol 
ogy resolves the conflict, this can also result in values being 
essentially continuously transferred between nodes in the 
distributed computing system, which is termed an infinite 
loop. In Such situations, the user can be continually presented 
with choices of opposing default values to resolve the conflict 
and/or the data is continually updated on the devices and the 
user will have to provide some type of intervention in order to 
stop the changing of the data. Further, continuously transfer 
ring data between nodes in a distributed system unnecessarily 
consumes network bandwidth, preventing other modules 
from utilizing the network bandwidth. As such, it is desirable 
to be able to break infinite loops in a distributed network 
system in order to ensure a good user experience and preserve 
valuable processing resources. 

BRIEF SUMMARY OF THE INVENTION 

0013 The above-identified deficiencies and drawbacks of 
current synchronization system are overcome by the present 
invention. For example, in a distributed computing system 
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capable of synchronizing properties, the present invention 
provides for consistent resolution of data conflicts when Syn 
chronizing data between two or more devices in order to 
reduce the likelihood of a potentially infinite synchronization 
loop within the distributed system. 
0014 Example embodiments provide for receiving 
remote device data that includes a remote property needing to 
be synchronized with a local property. Further, local machine 
data that includes the local property needing to be synchro 
nized with the remote property is accessed, whereupon it is 
determined that a conflict exists between the remote property 
and the local property. A conflict resolution algorithm gener 
ates a unique remote value from the property value and also 
generates a unique local value from the local property value. 
Based on data selection criteria, it is determined that either the 
local property or the remote property is to be used for Syn 
chronization. This data selection criteria increases the likeli 
hood of providing consistent resolution of similar data con 
flicts at other devices in the distributed computing system. 
0015. Other example embodiments provide that the con 

flict resolution algorithm is transitive in that unique values 
can be generated for a large number of properties. For 
example, the conflict resolution algorithm may be a hash 
function and the data selection criteria may be a choice of the 
greatest or least value between the remote value and the local 
value. Alternatively, the conflict resolution algorithm may 
chose a portion of the remote property in a corresponding 
portion of the local property, and the remote and local values 
could be based on the number of positive or negative bits. In 
Such case, the data selection criteria may be a choice of the 
greatest or least number of positive bits between the remote 
value and the local value. Another conflict algorithm used in 
accordance with example embodiments includes the use of a 
pattern (e.g., left-to-right, right-to-left, or other) to walk 
through a binary representation of the remote property and 
corresponding local property bits or a digest thereof. In this 
instance, the data selection criteria can declare a winner based 
on the first time a bit (or set of bits) doesn’t match between the 
remote property and local property. The pattern used on each 
set of data does not necessarily need to be symmetric. Of 
course, other similar algorithms and selection criteria can be 
used in order to uniquely select data for reducing the likeli 
hood of potentially infinite synchronization loop within the 
distributed system. 
0016. Additional features and advantages of the invention 
will be set forth in the description which follows, and in part 
will be obvious from the description, or may be learned by the 
practice of the invention. The features and advantages of the 
invention may be realized and obtained by means of the 
instruments and combinations particularly pointed out in the 
appended claims. These and other features of the present 
invention will become more fully apparent from the following 
description and appended claims, or may be learned by the 
practice of the invention as set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017. In order to describe the manner in which the above 
recited and other advantages and features of the invention can 
be obtained, a more particular description of the invention 
briefly described above will be rendered by reference to spe 
cific embodiments thereof which are illustrated in the 
appended drawings. Understanding that these drawings 
depict only typical embodiments of the invention and are not 
therefore to be considered to be limiting of its scope, the 
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invention will be described and explained with additional 
specificity and detail through the use of the accompanying 
drawings in which: 
0018 FIG. 1A illustrates a distributed system with high 
fidelity and low fidelity devices in which the present invention 
may be implemented; 
0019 FIG. 1B illustrates the selection of a default value 
when a conflict exists between two devices within the distrib 
uted system in accordance with example embodiments of the 
present invention; 
(0020 FIGS. 2A-F illustrate the problems associated with 
network topology considerations for choosing a default value 
for resolving a conflict; 
0021 FIGS. 2G-J illustrate how conflict resolution algo 
rithm and data selection criteria can be used to dampen a 
infinite loop in accordance with example embodiments of the 
present invention; 
0022 FIG.3 illustrates an example flow chart for a method 
of providing consistent resolution of data conflicts in accor 
dance with example embodiments of the present invention; 
and 
0023 FIG. 4 illustrates an example system that provides a 
Suitable operating environment for the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0024. The present invention extends to methods, systems 
and computer program products for consistent resolution of 
data conflicts when synchronizing data between devices in a 
distributed computing system in order to reduce the likeli 
hood of a potentially infinite synchronization loop. The 
embodiments of the present invention may comprise a special 
purpose or general-purpose computer including various com 
puter hardware, as discussed in greater detail below. 
0025. A heterogeneous peer to peer network or a distrib 
uted computing system is a network that has different soft 
ware running on different nodes of the network. Being a 
distributing computing system or peer to peer network means 
that there is no single server with a “master copy of data that 
can be used to resolve discrepancies or conflicts. Such a 
network topology of computers can cause synchronization 
loops if synchronization is done incorrectly. Depending on 
how conflicts are resolved, synchronizing loops can be essen 
tially infinite loops. Devising a system to prevent synchroni 
Zation loops across heterogeneous systems can be a difficult 
problem to solve because each system is guaranteed to act 
differently in at least a small way. 
0026. The present invention overcomes the above-identi 
fied difficulties by providing consistent resolution of data 
conflicts when synchronizing data between two or more 
devices in order to reduce the likelihood of a potentially 
infinite synchronization loop within a distributed computing 
system. More particularly, example embodiments provide for 
a conflict resolution algorithm capable of generating unique 
values for properties that are in conflict. Data selection crite 
ria can then be used to determine which of the properties 
should be selected to resolve the conflict. Such data selection 
criterion increases the likelihood of providing consistent 
resolution of similar data conflicts at other devices in the 
distributed system. This technique works even though other 
nodes within the heterogeneous network are resolving con 
flicts or choosing default values based on methods. In other 
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words, the dampening affect of the present invention will 
assist other nodes not using the exemplary technique to still 
converge to a single value. 
0027. Reference will now be made to figures wherein like 
structures will be provided with like or similar reference 
designations. It should be understood that the drawings are 
examples of schematic representations of embodiments of the 
invention, and are not meant to limit or otherwise narrow the 
Scope of the present invention. 
0028 FIG. 1A illustrates several nodes within a distrib 
uted computing network 100 to illustrate the connections and 
how each node syncs with other nodes within the system. For 
example, as shown in the distributed computing system 100 
work computer 105 can sync with several various devices 
such as email server 110, PDA 115, mobile phone 120, and 
instant message server 125. The purpose for synchronizing 
data within such a distributed computing system 100 is to 
ensure that the most up-to-date information is provided on all 
devices used by one or more users. 
0029 Data needing to be synchronized may be, e.g., con 

tact information wherein each item would correspond to 
information about an individual person, company, corpora 
tion, or any other similar contact. An example of the proper 
ties associated with each contact item may be first name, 
middle name, last name, company name, address, phone 
number, email address, website information, etc. As one 
would recognize, however, the local data may be information 
other than contact information. For example, the local data 
could be a calendar and/or scheduling information, a file, an 
application or any other Such information needing to be 
synced between two devices. 
0030. Accordingly, reference to contact information is 
used for illustrative purposes only and is not meant to limit or 
otherwise narrow the scope of the present invention except 
where explicitly claimed. 
0031 Similar to work computer 105, home laptop 130 
may be able to be synced between instant message server 125, 
mobile phone 120, PDA 115, and email server 110. The 
distributed computing system 100 may be made up of low 
fidelity (e.g., a device whose database is not capable of storing 
time date information for properties) and high fidelity 
devices. This is important to consider since ideally every 
database would have time date information for each property 
in an item to indicate the last time the user modified the 
property. If that was the case, then the sync adapters could use 
a “last-writer-wins' rule to let the last time date information 
pick the winner. This would solve some looping problems and 
result in the best property winning each conflict (provided the 
clocks used within the distributed computing system 100 are 
synchronized as well). Because many distributed computing 
systems 100 are made up of at least some legacy clients with 
limited memory resources for storing such time date infor 
mation, and because it is desirable to support such legacy 
clients, there needs to be other ways to resolve conflicts 
between devices while avoiding potentially infinite sync 
loops. This is particularly true in the case of low fidelity 
devices that are not capable of storing time date information. 
0032 FIG. 1B illustrates a portion of the distributed com 
puting network 100 with remote devices 116 (such as mobile 
phone 120 or PDA 115) and a local machine 132 (such as 
home laptop 130 or work computer 105). As shown, remote 
device 116 changed a property value from A to B at some 
point after the last synchronization between remote device 
116 and local machine 132. Similarly, local machine 132 
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changed the same property value from A to C Subsequent to 
the last synchronization between the two devices 116,132. As 
such, remote device 116 has a needs sync arrow 135 showing 
that the value of B for the property should be synced down to 
local machine 132. Similarly, local machine 132 has a needs 
sync up arrow 140 indicating that the value of C should be 
synced up to remote device 115. Because both devices 116, 
132 have needs sync arrows to sync property values down and 
up, respectively, a conflict can result. 
0033 Exemplary embodiments of the present invention 
provides for conflict resolution algorithm 145 for generating 
unique values for input properties. For instance, as shown in 
FIG. 1B, the property value B from remote device 116 need 
ing to be synced down 135 to local machine 132 can be 
imputed into conflict resolution algorithm 145 to generate a 
remote value 150. Similarly, the property value C needing to 
be synced up 140 to remote device 116 from local machine 
132 can also be input into conflict resolution algorithm 145 to 
generate a local value 155. Each of these values will be unique 
based on the functionality of conflict resolution algorithm 
145. In addition, conflict resolution algorithm 145 should 
produce results that are transitive in that if a relation holds 
between a first property and a second and between the second 
property and a third, it holds between the first and third 
property. For instance, if A is greater than B, and B is greater 
than C, in order for the result to be transitive then A must be 
greater than C. 
0034 Example embodiments provide that conflict resolu 
tion algorithm 145 may be a hash function such as MD5, 
SHA-1, or the like. Using a hash to produce remote value 150 
and local value 155 produces unique values for each different 
property imputed, which are also transitive in nature. 
0035 Data selection criteria 160 may then be used to 
compare the remote value 150 and local value 155 in order to 
make a selection of either value based on some predetermined 
criteria. For example, in the case of a hash function the data 
selection criteria 160 may be to choose the largest or smallest 
value generated through the conflict resolution algorithm 
145. As is shown in FIG. 1B, this selection may then be used 
as a default selection 165 which could be presented to the user 
in a UI (not shown) that highlights the default value. Another 
alternative may be that the UI allows the user to select an “all 
defaults option.” wherein the user can simply indicate their 
desire to choose all default values. Alternatively, the default 
selection 165 may be an automatic choice in order to enhance 
the user experience by not presenting an overly burdensome 
number of options to the user. 
0036. Of course, the present invention is not limited to just 
hash functions to produce unique results, nor is the data 
selection limited to the selection of a largest or Smallest value. 
Any algorithmic manipulation capable of producing unique 
results can be used for the conflict resolution algorithm 145 
and any logical selection criteria of such unique values can be 
used for data selection criteria 160. For example, conflict 
resolution algorithm 145 may be a comparison of the binary 
streamed data looking at the value of each bit or a set of bits 
(e.g., a byte of data). In Such case, the data selection criteria 
160 may be to choose the property value based on a first 
positive bit (e.g., “1”) in the data stream that does not conflict 
with a bit from the comparing data value. For example, 
remote value 150 and local value 155 may be a stream of bits 
of 000101 and 000100, respectively. In this instance, remote 
value 150 would be selected by data selection criteria 160 
since it has the first positive bit without a conflict (i.e., the last 
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bit in the stream of bits for remote value 150 is a positive 1 
value, whereas the last bit value for local value 155 is a Zero). 
0037 Another similar conflict resolution process may be 
achieved by again having conflict resolution algorithm 145 
compare binary values for remote value 150 and local value 
155. In this comparison, however, conflict resolution algo 
rithm 145 may add all the positive bits for at least a portion of 
remote value 150 and at least a portion of local value 155. 
Data selection criteria, may then chose the greater or lesser of 
remote value 150 and local value 155 produced, and the 
resulting choice may be used as the default selection for 165. 
0038 Another type conflict resolution algorithm 145 and 
data selection criteria 160 process uses a patter uses a pattern 
(e.g., left-to-right, right-to-left, or other) to walk through a 
binary representation of the remote property and correspond 
ing local property bits or a digest thereof. In this instance, the 
data selection criteria can declare a winner based on the first 
time a bit (or set of bits) doesn't match between the remote 
property and local property. The pattern used on each set of 
data does not necessarily need to be symmetric. 
0039. Of course, as previously mentioned, any other num 
ber of well known algorithms and logical selection of data 
based on the results of Such algorithms can be used for con 
flict resolution algorithm 145 and data selection criteria 160. 
Accordingly, reference to conflict resolution algorithm 145 
and data selection criteria 160 should be broadly construed to 
encompass any such algorithm or manipulation of data that 
produces unique resulting values and any such logical selec 
tion of databased on the results. Further, the above use of a 
hash and other conflict resolution algorithms, as well as the 
choice of the largest or smallest value produced from the 
conflict resolution algorithm 145, are used for illustrative 
purposes only and are not meant to limit or otherwise narrow 
the scope of the present invention, except where explicitly 
claimed. 
0040. As previously mentioned, a network topology of 
computers can have potentially infinite sync loop if synchro 
nization or choices of default values are inappropriately 
assigned. For example, FIGS. 2A-F illustrate infinite loop 
when the default value is based on a choice of network topol 
ogy. In FIG. 2A, distributed system 200 has two low fidelity 
devices, PDA 205, and mobile phone 210, and two high 
fidelity nodes, work computer 215, and home computer 220. 
By way of illustration, the default value choice is based on 
selection criteria that if a conflict exists between a high fidel 
ity device and a low fidelity device, the high fidelity node 
value always wins. 
0041. As shown in FIG. 2A, PDA device 205 has changed 
a property value from A to B and mobile phone 210 has also 
changed the corresponding property value from A to C. As 
such, sync down arrows 225 and 230 indicate the need for 
each device 205, 210 to sync the changed data to correspond 
ing work computer 215 and home computer 220. As shown in 
FIG. 2B, because no conflict currently exists between PDA 
205 and work computer 215, the B value may be synced down 
240 to work computer 215 upon initialization of the synchro 
nization process. As such, work computer 215 changes the 
corresponding property value from A to B. Similarly, no 
conflict exists between mobile phone 210 and home computer 
220. As such, the C value may be synced down 245 and home 
computer 220 will change the property value from A to C. 
0042. As shown in FIG. 2C, the above syncing down 240 
of property value B between PDA 205 and work computer 
215 results in sync up arrow 250 indicating that property 
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value of B needs to be synced up to mobile phone 210. 
Similarly, the syncing down 245 of property C value from 
mobile phone 210 to home computer 220 results in sync up 
arrow 255 indicating a need for the property value C to be 
synced up to PDA 205. Because property value B needs to 
sync down 225 to home computer 220, and property value C 
needs to sync up 255 to PDA 205, a conflicts now exist 
between PDA 205 and home computer 220. Similarly, prop 
erty value C needs to sync down 230 from mobile phone 210 
to work computer 215, and a property value of B needs to sync 
up to 250 mobile phone 210, thereby also resulting in a 
conflict between mobile phone 210 and work computer 215. 
0043 FIG. 2D illustrates the conflict resolution between 
PDA 250 and home computer 220. In this topology because 
the high fidelity node, i.e., home computer 220, always wins 
in a conflict with a low fidelity device, i.e. PDA 205, the C 
value is synced up 260 to PDA 205. Accordingly, PDA 205 
changes property value from B to C, thereby producing sync 
down arrow 225 indicating a need sync the property value C 
down to the work computer 215. Similarly, in FIG. 2E, the 
conflict between work computer 215 and mobile phone 210 is 
resolved in favor of the high fidelity work computer 215, 
thereby syncing 265 the B value up to the mobile phone 210. 
Mobile phone 210 will then change the property value from C 
to B, thereby resulting in sync down arrow 230 indicating the 
need to sync the B value down to home computer 220. 
0044. In FIG. 2F, because no conflict exits between PDA 
205 and work computer 215 (i.e., there are no competing sync 
up and sync down arrows between the nodes), upon the next 
synchronization between PDA 205 and work computer 215, 
the C property value will be synced down 240 to work com 
puter 215. As such, work computer 215 will change the prop 
erty value from B to C, thereby resulting in sync up arrow 250 
indicating that the property value of C needs to be synced up 
to mobile phone 210 on the next sync. Similarly, because no 
conflict resides between mobile phone 210 and home com 
puter 220, upon the next sync between these two nodes 210, 
220 the B value will be synced 245 from mobile phone 210 to 
home computer 220, which also results in sync up arrow 255 
indicating that the B property value needs to be synced up to 
PDA205 on the next sync. Because no conflicts exist between 
home computer 220 and PDA 205, and because no conflicts 
exist between work computer 215 and mobile phone 210, the 
values on the low fidelity devices 205, 210 will be changed 
accordingly. This process will now continue because no con 
flicts exist, thereby resulting in a sync loop that, if not broken 
through user intervention, can potentially continue indefi 
nitely. 
0045 FIGS. 2G-I illustrate an example of how the present 
invention uses conflict resolution algorithm 145 and data 
selection criteria 160 to increase the likelihood of providing 
consistent resolution of data conflicts between devices. As 
shown in FIG. 2G, a conflict exists between PDA 205 and 
home computer 220, and a conflict exists between work com 
puter 215 and mobile phone 210. In order to resolve these 
conflicts, the present invention provides for conflict resolu 
tion algorithm 275, which (similar to conflict resolution algo 
rithm 145) can generate unique values for both property val 
ues B and C. Data selection criteria 280 can then be used to 
choose among these two values for both work computer 215 
and home computer 220. 
0046 Example embodiments provide that work computer 
215 and home computer 220 both use the conflict resolution 
algorithm 275 and data selection criteria 280 to resolve con 
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flicts between competing property values. Accordingly, 
because the conflict resolution algorithm 275 produces 
unique values for a set of given inputs, and because data 
selection criteria 280 chooses a consistent result between the 
produced unique values, the selected property value will be 
the same for both work computer 215 and home computer 
220. For example, as shown in FIG. 2G, conflict resolution 
algorithm 275 is given the property values of Band C as input 
values. Conflict resolution algorithm 275 then produces 
unique B and C values based on the input values in accor 
dance with those any one of a number of techniques previ 
ously described. Data selection criteria 280 then uses an 
applied logic to choose one of the values from the resulting 
values produced at conflict resolution algorithm 275. In this 
example, data selection criteria 280 choose C to be the default 
value to be implemented on both work computer 215 and 
home computer 220. 
0047. As shown in FIG. 2H, home computer 220 now 
syncs 260 the C property value to PDA 205, which changes 
the property value from B to C on PDA205. This also results 
in producing sync downarrow 225 indicating the need for the 
C property value to be synced down to work computer 215 on 
the next sync. Similarly, as shown in FIG. 21, work computer 
215 will resolve the conflict by syncing down 270 the C 
property value from mobile phone 210 to work computer 215. 
As such, work computer 215 will change the property value 
from B to C, thereby resulting sync up arrow 250 indicating 
that the C property value needs to sync up to PDA 205. 
Although the resulting sync down arrow 225 and sync up 
arrow 250 appear to result in a conflict, no true conflict exists 
since the property values to be synced are the same. Accord 
ingly, as shown in FIG. 2J, upon the next synchronization 
between work computer 215 and PDA 205 the sync arrows 
will be resolved and each node within the distributed com 
puting system 200 will have the property value of C, thereby 
increasing the likelihood of providing consistent resolution of 
similar data conflicts at other devices in the distributed com 
puting system 200 and reducing the continuation of a syn 
chronization loop. 
0048. It should be noted that although the above example 
for breaking potentially infinite sync loops had the two high 
fidelity nodes 215, 220 utilize the conflict resolution algo 
rithm 275 and data selection criteria 280 to resolve conflicts, 
one would recognize that any number of devices in any num 
ber of configurations may be used to dampen the effects of a 
potentially infinite sync loop. Accordingly, the above use of 
particular nodes to increase the likelihood of providing con 
sistent resolution of data conflicts between devices in a dis 
tributed computing system is used for illustrative purposes 
only and is not meant to limit or otherwise narrow the scope 
of the present invention. 
0049. The present invention may also be described in 
terms of methods comprising functional steps and/or non 
functional acts. The following is a description of steps and 
acts that may be performed in practicing the present inven 
tion. Usually, functional steps describe the invention in terms 
of results that are accomplished, whereas non-functional acts 
describe more specific actions for achieving a particular 
result. Although the functional steps and non-functional acts 
may be described or claimed in a particular order, the present 
invention is not necessarily limited to any particular order or 
combination of acts and/or steps. Further, the use of acts 
and/or steps in the recitations of the claims and in the follow 
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ing description of the flow chart for FIG.3 are used to indicate 
the desired specific use of Such terms. 
0050 FIG.3 illustrates an example flow chart of a method 
300 for providing consistent resolution of data conflicts when 
synchronizing data between two or more devices in order to 
reduce the likelihood of a potentially infinite synchronization 
loop within a distributed system. The following description of 
FIG.3 will occasionally refer to corresponding elements from 
FIGS. 1B, and 2G-J. Although reference may be made to a 
specific element from these figures, such elements are used 
for illustrative purposes only and are not meant to limit or 
otherwise narrow the scope of the present invention. 
0051 Method 300 includes an act of receiving 305 remote 
device data. For example, local machine 132 may receive 
remote device data from remote device 116, wherein the 
remote device data includes a remote property needing to be 
synchronized with a local property. The remote device data 
may be low fidelity data in that it came from a remote device 
135 incapable of maintain time date information. Further 
more, the remote property and local properties may corre 
spond to a contact and may be one or more of an address, 
name, phone number, email address, webpage, etc. 
0052 Method 300 also includes an act of accessing 310 
local machine data. For example, local machine 132 may 
access local machine data that includes a local property need 
ing to be synchronized with the remote property. Method 300 
may also include an act of determining 315 that a conflict 
exists. For example, local machine 132 may determine that a 
conflict exists between the remote property and the local 
property. 
0053 Method 300 may also include a functional result 
oriented step for appropriately selecting 325 a default prop 
erty value based on the remote device data and the local 
machine data. The step 325 can include any corresponding 
acts for accomplishing the result of selecting a default prop 
erty value based on the remote device data and the local 
machine data. In the example flow chart of FIG. 3, however, 
step 325 includes a corresponding act of utilizing 320 a con 
flict resolution algorithm. For example, local machine 132 
may use conflict resolution algorithm 145 to generate unique 
remote value 150 from property value B. The step 325 also 
includes a corresponding act of utilizing 330 the same conflict 
resolution algorithm. For example, local machine 132 may 
use conflict resolution algorithm 145 to generate unique local 
value 155 from property value C. Example embodiments 
provide that the conflict resolution algorithm 145 may be 
transitive. 

0054 Step 325 also includes a corresponding act of deter 
mining 340 that local or remote property is to be used for 
synchronization. For example, data selection criteria 160 may 
choose either the resulting remote value 150 or local value 
155 and based on data selection criteria 160, which increases 
the likelihood of providing consistent resolution of similar 
data conflicts between other devices in the distributed com 
puting System. 
0055 Example embodiments provide that the determined 
property to be used for synchronization is a default value 165, 
and a user may be presented with a UI that highlights the 
default value. Other example embodiments provide that 
where multiple conflicts exist and multiple default values are 
generated, conflict resolution algorithm 145 may be utilized 
along with selection criteria 160 to present the user with an 
option within the UI to apply all the multiple default values. In 
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yet other example embodiments, the determined property 
value to be used for synchronization is automatically chosen 
with no user input. 
0056 Still other example embodiments provide that the 
conflict resolution algorithm 145 is a hash function and the 
data selection criteria 160 is a choice of the greatest or least 
value between the remote value 150 and the local value 155. 
Alternatively, the conflict resolution algorithm 145 chooses a 
portion of the remote property and a corresponding portion of 
local property. The remote and local values 150, 155 are based 
on the addition of the number of positive or negative bits. 
Finally, the data selection criteria 160 may be a choice of the 
greatest or least value between the remote value 150 and the 
local value 155. 

0057 Embodiments within the scope of the present inven 
tion also include computer-readable media for carrying or 
having computer-executable instructions or data structures 
stored thereon. Such computer-readable media can be any 
available media that can be accessed by a general purpose or 
special purpose computer. By way of example, and not limi 
tation, such computer-readable media can comprise RAM, 
ROM, EEPROM, CD-ROM or other optical disk storage, 
magnetic disk storage or other magnetic storage devices, or 
any other medium which can be used to carry or store desired 
program code means in the form of computer-executable 
instructions or data structures and which can be accessed by 
a general purpose or special purpose computer. When infor 
mation is transferred or provided over a network or another 
communications connection (either hardwired, wireless, or a 
combination of hardwired or wireless) to a computer, the 
computer properly views the connection as a computer-read 
able medium. Thus, any Such connection is properly termed a 
computer-readable medium. Combinations of the above 
should also be included within the scope of computer-read 
able media. Computer-executable instructions comprise, for 
example, instructions and data which cause a general purpose 
computer, special purpose computer, or special purpose pro 
cessing device to perform a certain function or group of 
functions. 

0058 FIG. 4 and the following discussion are intended to 
provide a brief, general description of a suitable computing 
environment in which the invention may be implemented. 
Although not required, the invention will be described in the 
general context of computer-executable instructions, such as 
program modules, being executed by computers in network 
environments. Generally, program modules include routines, 
programs, objects, components, data structures, etc. that per 
form particular tasks or implement particular abstract data 
types. Computer-executable instructions, associated data 
structures, and program modules represent examples of the 
program code means for executing steps of the methods dis 
closed herein. The particular sequence of Such executable 
instructions or associated data structures represents examples 
of corresponding acts for implementing the functions 
described in Such steps. 
0059. Those skilled in the art will appreciate that the 
invention may be practiced in network computing environ 
ments with many types of computer system configurations, 
including personal computers, hand-held devices, multi-pro 
cessor Systems, microprocessor-based or programmable con 
Sumer electronics, network PCs, minicomputers, mainframe 
computers, and the like. The invention may also be practiced 
in distributed computing environments where tasks are per 
formed by local and remote processing devices that are linked 
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(either by hardwired links, wireless links, or by a combination 
of hardwired or wireless links) through a communications 
network. In a distributed computing environment, program 
modules may be located in both local and remote memory 
storage devices. 
0060. With reference to FIG.4, an exemplary system for 
implementing the invention includes a general purpose com 
puting device in the form of a conventional computer 420, 
including a processing unit 421, a system memory 422, and a 
system bus 423 that couples various system components 
including the system memory 422 to the processing unit 421. 
The system bus 423 may be any of several types of bus 
structures including a memory bus or memory controller, a 
peripheral bus, and a local bus using any of a variety of bus 
architectures. The system memory includes read only 
memory (ROM) 424 and random access memory (RAM) 
425. A basic input/output system (BIOS) 426, containing the 
basic routines that help transfer information between ele 
ments within the computer 420. Such as during start-up, may 
be stored in ROM 424. 

0061 The computer 420 may also include a magnetic hard 
disk drive 427 for reading from and writing to a magnetic hard 
disk 439, a magnetic disk drive 428 for reading from or 
writing to a removable magnetic disk 429, and an optical disk 
drive 430 for reading from or writing to removable optical 
disk 431 such as a CD-ROM or other optical media. The 
magnetic hard disk drive 427, magnetic disk drive 428, and 
optical disk drive 430 are connected to the system bus 423 by 
a hard disk drive interface 432, a magnetic disk drive-inter 
face 433, and an optical drive interface 434, respectively. The 
drives and their associated computer-readable media provide 
nonvolatile storage of computer-executable instructions, data 
structures, program modules and other data for the computer 
420. Although the exemplary environment described herein 
employs a magnetic hard disk 439, a removable magnetic disk 
429 and a removable optical disk 431, other types of computer 
readable media for storing data can be used, including mag 
netic cassettes, flash memory cards, digital versatile disks, 
Bernoulli cartridges, RAMs, ROMs, and the like. 
0062 Program code means comprising one or more pro 
gram modules may be stored on the hard disk 439, magnetic 
disk 429, optical disk 431, ROM 424 or RAM 425, including 
an operating system 435, one or more application programs 
436, other program modules 437, and program data 438. A 
user may enter commands and information into the computer 
420 through keyboard 440, pointing device 442, or other 
input devices (not shown). Such as a microphone, joy Stick, 
game pad, satellite dish, Scanner, or the like. These and other 
input devices are often connected to the processing unit 421 
through a serial port interface 446 coupled to system bus 423. 
0063 Alternatively, the input devices may be connected 
by other interfaces, such as a parallel port, a game port or a 
universal serial bus (USB). A monitor 447 or another display 
device is also connected to system bus 423 via an interface, 
Such as Video adapter 448. In addition to the monitor, personal 
computers typically include other peripheral output devices 
(not shown). Such as speakers and printers. 
0064. The computer 420 may operate in a networked envi 
ronment using logical connections to one or more remote 
computers, such as remote computers 449a and 449b. Remote 
computers 449a and 449b may each be another personal 
computer, a server, a router, a network PC, a peer device or 
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other common network node, and typically include many or 
all of the elements described above relative to the computer 
420, although only memory storage devices 450a and 450b 
and their associated application programs 436a and 436b 
have been illustrated in FIG. 4. The logical connections 
depicted in FIG. 4 include a local area network (LAN) 451 
and a wide area network (WAN) 452 that are presented here 
by way of example and not limitation. Such networking envi 
ronments are commonplace in office-wide or enterprise-wide 
computer networks, intranets and the Internet. 
0065. When used in a LAN networking environment, the 
computer 420 is connected to the local network 451 through 
a network interface or adapter 453. When used in a WAN 
networking environment, the computer 420 may include a 
modem 454, a wireless link, or other means for establishing 
communications over the wide area network 452, such as the 
Internet. The modem 454, which may be internal or external, 
is connected to the system bus 423 via the serial port interface 
446. In a networked environment, program modules depicted 
relative to the computer 420, or portions thereof, may be 
stored in the remote memory storage device. It will be appre 
ciated that the network connections shown are exemplary and 
other means of establishing communications over wide area 
network 452 may be used. 
0066. The present invention may be embodied in other 
specific forms without departing from its spirit or essential 
characteristics. The described embodiments are to be consid 
ered in all respects only as illustrative and not restrictive. The 
scope of the invention is, therefore, indicated by the appended 
claims rather than by the foregoing description. All changes 
which come within the meaning and range of equivalency of 
the claims are to be embraced within their scope. 

I claim: 
1. A method of providing consistent resolution for synchro 

nization conflicts in order to reduce infinite synchronization 
loops within a distributed system, the method comprising: 

receiving remote device data that includes a remote prop 
erty needing to be synchronized with a local property, 
the remote device data having been inputata first remote 
device; 

accessing local machine data that includes the local prop 
erty needing to be synchronized with the remote prop 
erty; 

after receiving the remote device data and accessing the 
local machine data, determining that a conflict exists 
between the remote property and the local property; and 

in response to determining that the conflict exists: 
applying a conflict resolution algorithm to generate a 

remote value from the remote property and generate a 
local value from the local property; and 

Selecting the local property or the remote property based 
on use of the remote and local values with data selec 
tion criteria, wherein the data selection criteria is used 
to compare the remote value and the local value, and 
select one of the remote value or the local value based 
on data selection criteria that does not include time? 
date information. 

2. The method of claim 1, wherein the conflict resolution 
algorithm is transitive. 

3. The method of claim 1, wherein applying the conflict 
resolution algorithm comprises using a hash function to hash 
the remote property to generate a first hash and to hash the 
local property to generate a second hash. 
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4. The method of claim 3, wherein selecting the local 
property or the remote property includes: 

comparing the first hash to the second hash; and 
using the data selection criteria to select either the first hash 

or the second hash, wherein selection of the first hash or 
the second hash is based on the first and second hashes 
being different. 

5. The method of claim 4, wherein using the data selection 
criteria to select either the first hash or the second hash 
includes determining which of the first hash and second hash 
has a largest Value. 

6. The method of claim 1, wherein applying the conflict 
resolution algorithm comprises obtaining a binary data set for 
each of the remote value and the local value. 

7. The method of claim 6, wherein selecting the local 
property or the remote property includes comparing the 
binary data set of the local value to the binary data set of the 
remote value, and selecting either the local value or the 
remote value based on which binary data set has a first posi 
tive bit without a conflict. 

8. The method of claim 6, wherein selecting the local 
property or the remote property includes comparing the 
binary data set of the local value to the binary data set of the 
remote value, and selecting either the local value or the 
remote value based on a sum of all positive bits in the binary 
data set of the local value and a sum of all positive bits in the 
binary data set of the remote value. 

9. The method of claim 6, wherein selecting the local 
property or the remote property includes walking through the 
binary data sets of the local property and the remote property 
and selecting either the local value or the remote value based 
on a first non-matching bit. 

10. The method of claim 1, further comprising: 
receiving third device data, the third device data including 

a third property needing to be synchronized with the 
remote property and the local property, the third device 
data having been input at a third device; and 

determining that at least one conflict exists between the 
third property, the remote data, and the local data, 

wherein applying the conflict resolution algorithm 
includes generating a third value from the third property, 
and 

wherein selecting the local property or the remote property 
includes comparing the remote value, the local value, 
and the third value. 

11. A computer readable storage medium having stored 
thereon computer executable instructions that, when 
executed by one or more processors, cause a computing sys 
tem to perform a method of providing consistent resolution 
for synchronization conflicts in order to reduce infinite Syn 
chronization loops within a distributed system, the method 
comprising: 

receiving remote device data that includes a remote prop 
erty needing to be synchronized with a local property, 
the remote device data having been inputata first remote 
device; 

accessing local machine data that includes the local prop 
erty needing to be synchronized with the remote prop 
erty; 

after receiving the remote device data and accessing the 
local machine data, determining that a conflict exists 
between the remote property and the local property; and 
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in response to determining that the conflict exists: 
applying a conflict resolution algorithm to generate a 

remote value from the remote property and generate a 
local value from the local property; and 

Selecting the local property or the remote property based 
on use of the remote and local values with data selec 
tion criteria, wherein the data selection criteria is used 
to compare the remote value and the local value, and 
select one of the remote value or the local value based 
on data selection criteria that does not include time? 
date information. 

12. The computer readable storage medium of claim 11, 
wherein the conflict resolution algorithm is transitive. 

13. The computer readable storage medium of claim 11, 
wherein applying the conflict resolution algorithm comprises 
using a hash function to hash the remote property to generate 
a first hash and to hash the local property to generate a second 
hash. 

14. The computer readable storage medium of claim 13, 
wherein selecting the local property or the remote property 
includes: 

comparing the first hash to the second hash; and 
using the data selection criteria to select either the first hash 

or the second hash, wherein selection of the first hash or 
the second hash is based on the first and second hashes 
being different. 

15. The computer readable storage medium of claim 14, 
wherein using the data selection criteria to select either the 
first hash or the second hash includes determining which of 
the first hash and second hash has a largest value. 

16. The computer readable storage medium of claim 11, 
wherein applying the conflict resolution algorithm comprises 
obtaining a binary data set for each of the remote value and the 
local value. 

17. The computer readable storage medium of claim 16, 
wherein selecting the local property or the remote property 
includes comparing the binary data set of the local value to the 
binary data set of the remote value, and selecting either the 
local value or the remote value based on which binary data set 
has a first positive bit without a conflict. 

18. The computer readable storage medium of claim 16, 
wherein selecting the local property or the remote property 
includes comparing the binary data set of the local value to the 
binary data set of the remote value, and selecting either the 
local value or the remote value based on a sum of all positive 
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bits in the binary data set of the local value and a sum of all 
positive bits in the binary data set of the remote value. 

19. The computer readable storage medium of claim 16, 
wherein selecting the local property or the remote property 
includes walking through the binary data sets of the local 
property and the remote property and selecting either the 
local value or the remote value based on a first non-matching 
bit. 

20. A computing system providing consistent resolution 
for synchronization conflicts in order to reduce infinite Syn 
chronization loops within a distributed system, the computing 
system comprising: 
one or more processors; 
one or more computer readable media communicatively 

coupled to the one or more processors, wherein the one 
or more computer readable media includes computer 
executable instructions that, when executed cause the 
computing system to: 
receive remote device data that includes a remote prop 

erty needing to be synchronized with a local property, 
the remote device data having been input at a first 
remote device; 

access local machine data that includes the local prop 
erty needing to be synchronized with the remote prop 
erty; 

after receiving the remote device data and accessing the 
local machine data, determine that a conflict exists 
between the remote property and the local property; 
and 

in response to determining that the conflict exists: 
apply a conflict resolution algorithm to generate a 

remote value from the remote property and gener 
ate a local value from the local property; and 

select the local property or the remote property based 
on use of the remote and local values with data 
selection criteria, wherein the data selection crite 
ria is used to compare the remote value and the 
local value, and select one of the remote value or 
the local value based on data selection criteria that 
does not include time/date information, and 

wherein one or more of the remote device or the local 
device is incapable of storing time/date informa 
tion for the remote property or local property, 
respectively. 


