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~ AMETHOD AND SYSTEM FOR A VIRTUAL SAFE

Thé invention relates to the field of electronic commerce systems, and more
specifically to secure electronic commerce systems émploying virtual smart cards.

+ BACKGROUND OF THE INVENTION.

" With the rapid iﬁc;ease in the number of consumers having access to the World Wide

Foaen

CA0100504

“Web, 8 corresponding need for conductipg commerce over the Internet has emerged. -

However, concerns with online security have undermined the evolution of electronic
commerce as security issues have affected the required level of wrust berween online

 retailecs and consumers. In traditional business trausactions, trust is established face-

15

20

to-face and supported by documentation that reduces liability. Today, waditional

business transactions are being ransformed. In particular, the vsé of smart cards is

expanding, further affecting the level of trust retailers and consumers have in’

electronic commerce.

A smatt card.,‘alsb «called a chip card, in'tégcated cireuit card, memory card or
processor card, is rypically a credit card-sized plastivc card that includes one or more
integrated circuits. A snian_ caid can interface with & point-of-sale terminal, an ATM,
or with a card reader integrated with & computer, telephone, vending machine, or a
variety -of other devices. A smart card may be programmed with various_types of

applications, cardholder information, etc. Although a plastic card is currenily the

functionality such as stored-value applications, credit or debit applications, loyalty

medium of choice for smast cards, it is possible to implement these cards using a

smaller form factor. For example, & smart card could be aﬁached to a key chain or it -

* could be as small as a single‘ integrated circuit chip. A smart card may also be

.25

implemmted as pant of & personal digiml assistant, telephone, or some other form.

Typically, to increase user trust, a smart card contains a hardware encryption module

for performing a variety of encryfstio'n algorithms. Eneryption may also be performed

in software. A typical process for issuing smart cards and for reconciling ransactions

performed with these cards in the consumer context may be described as follows. &

Enof angs. AMENDED SHEET
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‘terminal supplier builds the equipment used by a service provider to provide goods
and/or services to consumers via smart card and service payment terminal. A card
supplier contracts with an integrated circuit manufacturer and a card manufacturer for
integrated circuits and plastic card bodies, respectively. The card supplier then
‘embeds the integated circuits in the cards and initializes them with a serial number.
The card supplier then delivers these cards 10 a card issuer. [n conjunction with &

clearing and administration system, the card issuer persenalizes new cards and then

- transfers these cards to individual cardholders (i.e. consmnefs). A cardholder may

then charge the caﬁ:d with value prior 1o use. Aliernatively, the card may be delivered
with value pre;loaded The cardholder may then vse the card at a service payment
terminal to purchase goods and/or services from the service provxder 'Upon purchase,
the terminal debits the value of the purchase from the card, thus creating a Service
payment. The system may be implemented, for example, using Visa, MasterCard,
American Express, Discovery, Players Card International, bank and financial

institution debit cards, and other cards.

In this typical proéess, all transaétions are sent in a data file from the service payment

terminal, via an acquirer, 10 a clearing and administration system.. Accumulated

" service payment batches' from mher termina!s are also sent to the clearing -and

adxmmstranon system Based upon this collecuon dara, the- clearing and
administration system receives meoney from the card {ssuer. The money received from

the card Issuer of course, originates from- the cardholder. The cleaung and

administration system rhen transfers a lurnp sum to the aoqmrer usmg 4 suitable
serflement service (e.g Visa, MasterCard American Express, Discovery, Players Card

GA0100504

International, etc.) to pay the various service ‘providers having a relationship with the

acquirer. Based upon the collection data, the acquirer then n"ansfers an appropriate
amount of money 10 each service prov;der reﬂecnng the value of the goods and
services that that service provider prowded 1o cardholders that peried (e.g. day). The
value of the goods and servlces prcmded is based on deductions from cardholders’
smart cards, '

_ A consumer typically vses a service payment terminal in a face-to-face coifext in

order 1o purchase goods at & store or diiecﬂy from the terminal itself. The service

.-2‘
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payment terminal can be an attended device or it can be imeérated into a self-service
device such as a vending machine or public telephone. For example, the service
payment terminal may be incorporated into a soda machine in order to dispense sodas
1o a customer where the customer pays by inserting a smart card. Or, the service
payment terminal may be a point-of-sale (POS) temminal typically found at the check-
OUL counter or a store,

In general, service payment terminals allow consumers to use smart cards for the
payment of goods and services. A service paymens terminal generates a payment
result from a transaction and bundles individual payment results into a collection for
transfer to & clearing and administration system. The service payment terminal then
transfers funds debited from consumers’ sman card to the merchant whose goods and
services were purchased through the terminal. Thus, & variety of goods and services
may be purchased using a smart card from a merchant having a service payment
terminal on premises. In addition, a consumer with a smart card may purchase goods
or services from a merchant over the nternet.

Now, in order 1o purchase a product or service with a smart card, the card must first
be loaded with value or with an idemtity. Typically, "stored-value" cards are loaded
with value while "debit" and "credit" smart cards are loaded with the identity of the
card holder. With respect to stored-value cards, value can be loaded onto the eard in a
variety of ways. For example, while inconvenient for the consumer, the consumer
may physically travel 10 a bank or other instwtion that has an automated teller
machine (ATM), or other similar device, in order to load value onto the smart card.
With respect to loading value onto a smart card, the consumer may insert money into
a value loading machine and have a corresponding value loaded onto the caxd, Or, the
consumer may use a debit card to deduct value from the consumer’s bank account for
wansfer to the card. Additionally, a ¢redit card can be used as the source of value. In
these examples, the consumer must travel 1o the bank to load value. A further
inconvenience exists in that not all banks have value loading machines. To overcome
this incpnvenience, a method by which consumers may load value onto their smart
cards via the Intemer has been proposed and is described in U.S. Patent Application

Enptanes AMENDED SHEET
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No. 09/070,488 (Davis, et al.), filed April 30, 1998, and entitied “Internet Loading System
Using Smart Card”, now US Pat No. 6,105,008 issued August 15, 2000, which is incorporated

herein by reference.

One disadvantage of current smart card systems is that they are dependent on the use of two
hardware components new to the mass consumer market: smart cards and smart card readers.
Without having large numbers of smart card and card readers in use, there is little demand for
them from consumers, which in tum makes it difficult to convince merchants to adopt these

systems.

A need therefore exists for an electronic commerce system that does not require the prior
deployment of physical smart cards and smart card readers. Such a system would allow
merchants and issuers to establish a market presence that would in turn facilitate the

acceptance of physical smart cards and card readers as they become more widely available.

With respect to the issue of trust, for electronic commerce, trust must be established in
seconds between strangers who are physically separated. Effective security is based on the

unequivocal authentication of authorized parties.

Methods for providing authentication include digital signatures, the public key infrastructure
(PKI), and electronic payment policies such as X9.59. However, the traditional digital
signature model is a complex and computationally expensive process when applied to
mainstream business transactions over the Internet. The traditional digital signature model
was not developed specifically for today’s business transactions or a secure means to conduct
electronic commerce that takes into account the infrastructure and business processes already
in place within the financial sector to ensure trust in financial transactions, On the other hand,
the PKI model does provide strong authentication. In addition, the financial industry’s X9.59
policy, is a light-weight, high integrity, strong authentication payment protocol targeted for all
methods of electronic payment including, but not limited to, set-top boxes, point-of-sale
terminals with online authorization, and merchant web servers. With the appropriate smart

card, X9.59 can work at point-of-sale, even improving the integrity of the

7-
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information in payment transactions.

A need therefore exists for an electronic commerce system with effective

authentication suitable for today's business transactions,

Finally, in addition to being secure, modern electronic commerce systems must
proteet individual privacy without impeding legitimate inquiries by law enforcement
and government agencies. Typically, to improve privacy, a modem electonic

commerce system must be relatively anonymous for the user.

In summary, smart cards require information be recorded on them. In the case of
stored-value cards, a monetary value must be downloaded to the card, In the case of a
debit or ¢redit cards, an identity must be securely transferred 1o the card. Hence, a
need exists for an electronic commerce system that has effective online authentication
and that includes the benefits of physical smart card but that operates in a virmal
environment, In addition, a need exists for an electronic commerce system thar
provides the benefits of card-present wansactions in the comext of remote networks
and the Intemnet. Furthermore, 2 need exists for an electronic commerce system that
can reduce costs asseciated with current systems with respect 1o card distribution,
reader distribution, and connectivity. Moreover, a need exists for an elecwonic

commerce system that provides effective authenticarion, security, and privacy.

A need therefore exists for an improved electronic commerce system, Consequently,
it is an object of the present invention to obviate or mitigate at least some of the

above-mentioned disadvantages.

SUMMARY OF THE INVENTION

The invention provides a sysiem for conducting secure clectronic commerce

transactions over networks with virtual smart cards.

Exrfanss AMENDED SHEET
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According to one aspect of the invention, a method for performing a secure electronic
commerce transaction over a network using a smart card is provided. With respect to the
method: the network has a client terminal, a merchant server, a payment server, and an
authentication server, the smart card being a physical smart card or a virtual smart card; the
smart card being associated with a user at the client terminal; the smart card having associated
smart card information; the smart card information including an account balance; and, the
smart card information being stored at the client terminal and at the authentication server, The

method includes the steps of:

sending a transaction request message from the client terminal to the merchant server
identifying a product for the transaction, the product having associated product
information, the product information being displayed on a first web page supported by
the merchant server, the user being able to view the web page at the client terminal

using a browser;

said transaction request message being sent via a Transaction Fulfilment Mechanism
(TFM) module consisting of a set of fraud management heuristics that are invoked in a
progression that leads to a final fulfillment condition, said fulfillment condition
dictating what type of delivery is to be made and associated criteria for completion of

said transaction;

sending transaction information from the merchant server to the client terminal in
response to the transaction request message, the transaction information being
contained in a second web page generated by the merchant server and displayable to
the user through the browser, the transaction information including a price for the
product, an IP address of the payment server, a transaction identifier, and a merchant
identifier. The transaction identifier for tracking the transaction by the merchant server
and by the payment server, the merchant identifier for tracking the transaction by the

client terminal and the payment server;

receiving a user identifier and a PIN from the user at the client terminal for authorizing

the transaction;

-9-
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sending the user identifier, the PIN, and the transaction information from the client

terminal to the authentication server;

comparing the price of the product to the account balance for the smart card at the
authentication server to determine if the transaction can proceed, the account balance

being stored at the authentication server and being accessed

6A
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- using the user idemifier and the PIN, the transaction being terminated and &

first termination message bemg sent from the authentication server 1o the
client terminal for display to the user if the price exceeds the account balance

by a predetermined amount;

sending a draw request message from the authentication server to the payment
server using the 1P address of the payment server, the draw request message

contaxmng the uansacnon information;
sending rhe draw request message from the payment server to the cliem
terminal; '

sending a debit request message from the client terminal to the payment server
in response to the draw request message, the debit request message including a

first digits] signature, the first digital signature for verifying that the debit

" request message originated from the client tetminal, the first digital sipnature

being generated at the client terminal usmg ‘the smatt card information stored

at the chent terminal;

'scnding the debit request message from .the paymeémt server to the

authentication server;

comparing at the authentication server the first digital signature contained in
the debit réquest message to a first check digital signature generated at the
amhentication  server using the smart card information stc;red at the
authentication server to determine if the wansaction can proceed, the
transaction being terminated and' a second termination message being semt

from the authentication server to the client terminal for display to the user if

" the fivst digital signature does not match the first check digital signawre;

updating the. smart card mformanon by debmng the account balance by the

price 1o produce an updated account balance and storing the updated accoum

balance at the authentication server,

f
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sending a-debit response message from the authentication server to the
payment server, the debit Tesponse message including a second digital
signature, the second ciigital signature for verifying that the debit response
" message originated from the authentication server and for verifying that the
account balance has been dehired; the second digital signature being generated
at the authentication server using the smart card ‘information stored at the

authentication server;

" sending the debit response meséage from the payment server 1o the client

terminal; -

FCA0100504

comparing at the client refminal the second digital signature contained in the

- debit response message o a second check digital signature penerated at the
client terminal using the smart card information stored at the client terminal,
the smart card information stored at the client terminal including an expected

* updated account balance, 10 determine if the transaction can proceed, the

transaction being terminated and a third termination message being displayed
to the user if the second digital signarure does nat match the second check

digital signature;

updating the smart card information by debiting the account balance by the

price to produce an updated account balanice and storing the updated account

balance at the client terminal;

sending a verification response message from the client terminal to the

payment server, the verification response message including an indication that

the second digﬁal signature matches the éecend check digiml signature and

" that the hransaction can proceed;

logging the indication and the transaction information at the payment server;

~sending & debir result message from thie payment server-to the authentication

server, the debit result message for confirming that the transaction has been

_ AMENDED SHEET
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logged and that the transaction can proceed, the debit result message including the

indication and the transaction information;

logging the debit result message at the authentication server;.

sending the debit result message from the authentication server to the client terminal to

confirm that the transaction has been logged and that the transaction can proceed;

sending the debit result message from the client terminal to the merchant server to
confirm that the transaction has been logged and that the product can be released to the

user; and,

sending a purchase receipt message from the merchant server to the client terminal,
the purchase receipt message indicating that the product has been released to the user,

thereby completing the secure electronic commerce transaction;

wherein all of said transaction communications are routed through a secure component
(Crypto Engine CEV) module which interconnects software modules and assures
management of multi-identities, strong authentication, user consent, anonymity,

accountability, reporting and privacy compliance.
Preferably the network is the Internet.
Suitably the debit result message is encrypted.
In preference, said authentication server is operable to enable, enhance and support
government, health, insurance, institutional, general business and financial services that
enable processing such as credit card processing standards, e-check, legal, administrative and
financial settlement between parties in online transactions in compliance with government

regulations and privacy legislation.

The method may further comprise the step of periodically re-configuring data on said smart

card.

13-
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Preferably the secure electronic commerce transaction method is carried out using the

software modules comprising the group of:

a Public Key Infrastructure (PKI) module;

a Forwarding Mechanism/Redirection Link module;
a Secure Remote Pointer/Plug-in/Application/Applet module;
a Attribute Authority module;

a Virtual Identity module;

a Unique authentication process module;

a Secure Data Repository module;

an Authentication Authority module;

a Crypto-Engine (CEV) module;

a Payment Processing Engine module;

a Risk Management Engine module;

a Transaction Fulfillment Mechanism module;

an Insurance Module;

a Transaction Secure Repository module; and
a Virtual SAFE Deposit Box module.

Suitably the secure session and/or the SSL protocol authenticates and secures
communications with the server, and Public Key Infrastructure (PKI) combined with third
party trusted Certificate Authorities authenticates the device or computer, the VirtualSAFE
system and method authenticates the server, computer, and the user based on principles of
secret, share secret and physical material or certificates to create uniqueness of user virtual

identity.

The software modules my further comprise a power of Attorney Consent software module

and/or an Escrow Module called Secure Proxy software module.

9A
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Suitably said TFM module and said set of fraud management heuristics are operable to

perform the steps of:

generating a Customer Authentication Scoring, by considering Certificate

Authentication, Secure Cookies, PIN or PIN value, and SRP Verifications criteria;

generating a Credential Identification Scoring, by considering Address, Amount, Over
Limit, Declined, Plug-in Verifications, Risk Assessment, Transaction type, Payment

type, Fraud, and Third party assessment proof or change criteria;

generating a Transaction Risk Scoring by considering external Third Party Fraud
Assessment data, or Internal Primary Attribute, Secondary Attribute, Reduction, Tune
Up, Risk Adjustment, and Fraud Data Configuration criteria;

said Fulfillment Response being dependable to third party authorization and creating a
type of said Fulfillment Delivery based on a opposite score that will guarantee delivery

of products/services/document; and

said three steps of generating being combined to a achieve a transaction score that is used

to determine said fulfillment response and type of fulfillment delivery.

Information may be sent to said authentication server by securely forwarding the information

from said customer application in accordance with a security policy.

Suitably each step of transmitting comprises the step of transmitting using standard secure
communication session such as SSL, said unique session bundling encryption of user data by
user's keys to support three basic rules; user secret, user share secret and physical material that
represents sets of user's unique keys; and further comprising the step of flushing memory of
tamper-proof Crypto Engine CEV process encrypted and raw data that will be securely
granulated and encrypted in accordance with policy of segmentation, encryption and

fragmentation of data such as keys.

9B
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The method preferably further comprises the step of responding to a successful user
authentication for a transaction, by using a user's or authorized user's unique clectronic
signature to sign a transactional consent, legally binding all parties in order to proceed with
transactions enabled by multi-step chain, anonymous or personalized proxy/surrogate/
assembly electronic signature mechanism; said transaction signed by user signature and by all
other parties' signatures involved in the transaction enabling accountable anonymity in
compliance with a non-reputable, transactional audit, audit legal audit and reporting

mechanism.

The payment server preferably responds to the failure to settle a financial transaction, said
user not accepting a delivered product in accordance with said policy, by said Transaction
Fulfillment Mechanism initiating cancellation of said order in accordance with said policy
which will trigger credit of said user transaction process such as payment server will settle

and/or credit financial transaction escrowed in accordance with said agreement.

The method suitably further comprises the step of responding to said user failing to receive
delivery of a product in accordance with said agreement consented to by said user, and said

Transaction Fulfillment Mechanism, by initiating cancellation of said order.

The step of ensuring security may be provided through a combination of public key
certificates and attribute certificates which are deployed for authentication and authorization
purposes for each entity in an e-commerce transaction.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention may best be understood by referring to the following
description and accompanying drawings. In the description and drawings, like numerals refer

to like structures or processes. In the drawings:

FIG .1 is a block diagram illustrating VirtualSAFE software modules in accordance with an

embodiment of the invention;

10
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FIG. 2 is a flowchan illustrating the operation of the secure remofe pointer cormponent

. of VirtualSAFE in accordance iith an embodiment of the invention;

FIG. 3 is a flowchart illustrating the steps for user encollment in VirualSAFE in the

general case in accordance with an embodiment of the invention;

FIG. 4 is & flowchart illustrating the steps.fot user enrollment in VirmalSAFE in a

- second case in accordance with an embodiment of the invention;

. FIG. 5 is a flowchart {llustrating the steps for user enfoliment in VirualSAFE in.a

third case in accordance with an embodiment of the invention;

FIG. 6 is a flowchart illustrating the steps for user enrollment in VirmalSAFE in a

" fourth case in accordance wirﬁ an embodiment of the invention;

FIG. 7 is a flowchart illusirating the steps for user envollment in VirtualSAFE in a
- fifth case in accordance with an embodiment of the invention; '

_ FIG. 8 is a flowchart illustrating the steps for user enroliment in VirmalSAFE in a

sixth case in accordance with an embodiment of the invention;

F CA0100504

FIG. 9 is a flowchart illustrating the steps for user envollment in VirualSAFE in a

seventh case in accordance with an embodiment of the invention;

FIG. 10 is a flowchart iltustraring the steps for user enrollment in VirtualSAFE in an
cighth case in accordance with an embodiment of the inveation;

FIG. 11 is a flowchart ﬂlustratjﬁg the steps for user enrollment in VirtualSAFE in a

ninth case in aecordance with an embodiment of the invention; '

FIG. 12 is & flowchart illustrating CA process steps in VirtualSAFE in accordance
with an embodiment of the invention;,

FIG. 13 is a block diagram illustvating participants and their contractual relationships

in VirmalSAFE in accordance with an embodiment of the invention;

-11-
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FIG. 14 is ';1 block diagram illustrating the enroliment procci:s in VirmalSAFE in
accordance with an embodiment of the invention;

FIG. 151s a block diagrgxﬁ illustrating the online transaction process in VirtnalSAFE
in accordance with an embodiment of the invention; '

FIG. 16 is-a block diagram illustrating the server authentication process in

VirmalSAFE in accordance with an embodiment of the invghtion;

VirmalSAFE i in accordance with an embodlment of the invention;

FIG. 18 is a block diagram illustrating the user authemticaﬁon process in VinualSAFE
in accordance with an embodiment of the invention;

FIG. 19 is a block diagram illustrating the back-end authentication process in

 VirualSAFE in accordance with an embodiment of the invention;

FIG. 20 is a block diagram illusﬁatiug the fulfiliment process in VirualSAFE in
accordance withan embodiment of the invention;

“FIG. 21 isablock diagram illustrating the artribute authentication: quthority process in

VirmalSAFE in accordance with an embodiment of the invention;

FIG: 22 is a bl_o_cic.diagram iHustrating the virrual‘idem:vity (VD) process in

. VirrualSAFE inAaccor'dance with an embodiment of the invention;

FIG. 23 is a block dlagram 111ustranng the virnial. smart card (VSC) process in
VirrwalSAFE in accordance with an embodiment of the invention;

FIG. 24 is a block diagram illusttating the VirtualSAFE déposit box (VSDB) process
m VirmalSAFE in accordance wirh an embodiment of the iuvention;'

FIG.25isa bloclc dlagtam Hustrating the pomt-of-sale {POS) and vxrtual smart card
(VSC) emulation process in VirtualSAFE in accnrdance with an embodxmem of the

invenion;
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. FIG. 17 is a block dlagram zllustratxng the computer authentication process in. .
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FIG. 26 is a block diagram illustrating the ATM and virtual smart card (VSC)
emulauon process in errualSAFE in - aceordance with an embodiment of the

anEntlDl’l,

FIG. 27 is-a block diagram illustrating the -wireless POS and ATM process in

VirtudlSAFE in accordance with an embodiment of thc invention' :

" FIG. 28 is a block diagram illustraung, the SAFEcheck process in VmualSAFE in

accordance with an embodunem of the mventmn,

FIG. 29 is  block dlagram llustrating physwal access control in VirtualSAFE m

_ accordance with an embodiment of the § invention;:

10

15

FIG. 30 is a block diagram -illustrating VirmalSAFE from & business-1o-business

perspective, and including an e-porta] in accordance with an embodiment of the °

invention; and,

FIG. 31 is a block diaéram illustrating VirtualSAFE from a business-to-consumer

perspective, and including & merchant, in accordance with an embediment of the .

invention. -

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

In the following description, numerous specific details are set. forth to provide a

‘ thorough understanding of the i mventmn However, it is understaod that the mvennon

20

‘may be pracnced mthout these specxﬁc details. In other instances, well knowi

software, circrits, s\:‘ucnues and processes have not been descnbcd or shown in detail

in order not to obscure the mvenuon In the description and drawings, 11ke numerals

- refer to. hke structures or processes

25

The term “VirmalSAFE” is used herein to refer 10 a system, including software, for
secure ‘electronic commerce vsing virmal smart cards in accordance with an
embodiment of the invention. VirmalSAFE may inciude machines for processing

data, including the computer systeras and network arrangements described herein.
-13-
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System. VirmalSAFE is an electronic commerce system which includes a client

termindl, a merchant server, a payment server, and a VirmalSAFE authentication

server. The client terminal, merchant- server, payment server, and VirmalSAFE -

authentication server are in communicdtion over a network, typically, the Interet.

Using a web browser, a user at the-client terminal browses through product and

CA0100504

service web pages presented by a merchant through the merchant server. The wser -

may purchase products and services from the merchant using a virmal smart card. The
VirmalSAFE  authentication server authenticates. the user through the software

. modules and inéthod described below. In general, the payment server fulfills the e-

commerce transaction. VirtialSAFE has stored therein data representing sequences of

" instructions which when executed cause the method deseribed herein to be performed.

Of course, VirtualSAFE may contain additional software and hardware 4 description
.of which is not necessary for understanding the invention. '

Mpdules. Referring to” FIG. 1, there is sh.owr'x. 2 block diagram illustrating
VirtualSAFE software modules 100 -in accordance with an embodiment of the
invention. ‘VirrualSAPE software modules 100 include the following: Public Key

- Infrastructure (PKI)' 101; Redwection Link (RL) 102; Secure Remote Pointer (SRP)

103; Auribute Authority (AA) 104; Virwal Identity (VI).105; Virmal Smart Card
(VSC) 106‘;'Secure Data Repository 107; .VirrualSAFE (or Authentication Authority)
Server 108; Crypto-Brgine (CEV) 109; Payment Processing Bngine 110; Risk
Management Engine 111; Transaction Fulfillment Mechanism (I‘ FM).112; Insurance

‘Module 113; Secure Transaction Repository 114; and VirnalSAFE Deposit Box

(VSDB) 115,

These modules are described in detail in the . following beginning with the
Vistual SAFE server 108 and Crypto-Engine (CEV) 109.

VirualSAFE Server 108. Advamageously, the VimualSAFE server 108 (or
authentication server) dispenses with the need for physical smam cards and card

-14 -
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readers. In the following, physical smart card transactions are contrasted with virtual
smart card trausactions as coordinaied by the VirtualSAFE server 108,

Physical Smart Card Transactions. Typically, local cardholder ﬁmcﬁon's include a

consumer card interface, Displéy and accepl/cancel options are performed at the

5 cliemt terminal. Payment functions, including secmify card control, data storage, and

the use of a concentration point, are performed by a payment server. The presentation

and eventual delivery of gbods and services by a merchant aie performed under the
control of a merchant server. The Intemnet performs routing fimctions between each )

entity. It should be appreciated that the Internet may include its present form or it

10 may include any other open network impleménted using a combination of computer,

< telephone, microwave, satellite, or cable networks.

"The client terminal controls the interaction with a consumer and interfaces to the card
reader that accepté 1 smart card having a stored-value application. The payment server
communicates directly with a terminal or through a concemrator that handlgs a
15 number of terminals each having' a security card. The payment -server also
. communicates with the concentration poimt for transmission of transaction data 10 a
clearing and settlement system. The database Astores 4ll the appropriate infénnmion
-passing through the payment server for each transaction. Use of such a database’
allows 'nny number of merchants (or ﬁacbaﬁt se-rvers) to use the payment server for -
20 transactions. The ' payment server controls payment functions such as handling
attached terminals, managing the database, and collection functions. The merchant
server is typically a site that has conu‘actedv with an aequirer to accept smarn card

transactions as paymerits for goods and services purchased over the Internet.

/As discussed above, the smari-card may take a variery of forms and is uséeful in many

25 . situations wheré itis desirable to store monetary value on 2 card that a consumer may

use. Generally speéldng, the smart card is any card or similar device able to store a

valie and decrement that value when the card is used. The card may be purchased

‘ comfaleté with 4 stored value or 2 given value may be added to the card later. Such
~cards may also have their value teplenished. The smart-card may also perform 2

30 ° varlety of functions in Addition to simply storing value, for e.xample,v debit, credir,

~15-
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prepayment, and other functions. Such 4 card typically includes information such as a
bank identifier number, a sequence number, a purchase key, a load key, an update
key, an expirazidn dare, & transaction ID, and 4 running balance,

The smart card may include an encryption module in order 1o p;m}ide a variety of
S security features. For-example, security features may include simple PIN numbers,
biometrics, simple algorithms, or sop}ﬁsticatéd algorithms  such as the Data -
Encryption Standard (DES) or Rivest Shamir Adelman (RSA) encryption. Typically,
a smart card is able to use these featwes to verify consumers and card readers, to
validate security cards, and to provide a unique digital signature. A smart card may
10 inélude.my number of keys which are known 1o the card issuer. and that are used
during the course of 2 payment or load transaction to generate digital signamures for

validation of the stpfed—va]u_e card, security card or module, or the system itself.

" The cliem terminal may be any suitable device for interacting v.vith the card and for

commumcamg over a network with a payment server and a merchant server. For

15 examp]e, the client terminal may be a mmnframe computer, a workstation, a personal

computer, & set-fop box, a kiosk, or any type of service payment terminal that a

consumer might use 1o purchase goods and séndces. The client terminal may also be

émbudied‘in'any portablé device including a laptop comi:uter, a cellular telephone

(including GSM telephones), or a persoual d1g1tal assistant (PDA). The card reader

20 may be any suitable interface device that is capable of transferring mfoxmatxon and
comands between the client r.e:rmmal and the card.

Typically, the client termmal includes a "client code module" and a "card reader
module”. The card reader module may be implemented using any smrable software
and libraries for communicating with the card reader. Its actual implementation will
25 depend upon’ the. type of card reader used. The client code module controls
‘ commmncanons berween the client terminal, the card reader, the payment server, and -
the merchant server. The client code module may be implemented using any suitable
software. - For example, the client code module may be implemented using a
.éombination of “C” code and a Java applet. The applet may be supplemented with
30 parameters from an HTML page sem from the merchant server. The client ché-
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modx}le is alsa responsible for controlling dispiays presented to consumers and for the
interaction between the card and the card reader. This module also builds the draw
request message after receiving all of the start-up information from the card and the
amount of the purchase from the merchant server, - ‘

5  Typically, the payment server includes a payment code module and a remxj.nal'
" interface. - As with the client terminal, the payinent server may be implemented using
| any suitaﬁle computer, for example, a personal computer. There may be one payment
server for each merchant server or a single payment server lmay service any number of
mierchant servers. There may be multiple payment servers for a ﬁingle merchant. In
10 . addition, the payment sérver need nor he remote from the merchant server but may be
located at the same site and have a different Internet address, Or, the payment sexver
. and the merchant server may be implemented on the same computer. The payment
server is designed 10 facilitate communications between the consumer’s smart card

and 4 terminal’s security card.

. 15 The payment moedule may be implemented using sny suitable code. For example, the’
_payment module may be implemented using a combination of “C” code, “C++? °°de‘.
and Java code. The payment module may be a multi-threaded process that can service
maultiple concurrent client applet ransactions on demand. The module is responsible
for conwolling all imteractions with terminals inclnding the transaction collection
20 function. For individual transactions, the payment module controls message flow and
o logs interim resulté, When an apf;\le't connects with the pament server, it creates a
wansaction thread to support the wansaction throﬁgh its life cycle. Each thread, in
turn, assigns a terminal for communications, A‘ one-to-one correspondence between '

iransaction threads and terminals may provide good results.

25 Typically, the terminal inserface is vany‘suitable set of séftware’ and libraries for
communications with a terminal either direcily or through a terminal concentrator.
The actiial implementation. of the ﬁcnninal imgrfaée will depend u‘pc;n the type of
terminal used. For example, an IQ‘Delia 2010 rerminal made by Schlumberger may
be used. Such a terminal supports avvariety of commands originating from the
30 rerminal interface. These commands emulare the normal responses from a smart card

-17-
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to a security card should both be located in the same service payment terminal. The -

actual security card commands are held in the terminal while the terminal performs

the tasks necessary to simulate the presence of a smart card. The emulation of the

card commands can be done by the payment sérver. using the terminal as g card
5. reader, or may even be perform;d by the client terminal. v

Typically, the security card i3 any suitable security carci such as thoée that are known
_in the art (oflen n;fcrrcd to as a Purchase. Secure Application Module or PSAM). The
funcrionality of the security card may be replaced by a crypto-engine (as is done in
VirtwalSAFE), méy be implemented in hardware within the Ppayment server, or may
10 bé implemented in software. For example, the security card may be a remavable
credit card-sized smart card that is programmed to process and siore data relating to
financial wansactions. The security card may contain a microchip embedded in the
card that enables the card to suthenticate and to Qalida;e the consumer’s smart card. If
the COnsumer Smart card is acceptable‘ w the security card, and if the smart card
15 contains.- sﬂfﬁcimt value, then the securiryA card: guarantees that the merchant
providing goods and services will receive payment in the amount déductgd from the
smart card. The security card may also contains DES and public key purchase security
keys, may authenticate the smart card during a purchase transaction, and may secure
the payment and collection totals. A security card may also store digital signature '
20  algorithms for all smart cards in use. A seeurity card hay also contain a transaction
identifier for the current transaction, a financial sum of all fransactions remaining to .
be settled, é séssion key, and master keys for all smart cafds in use. Further, the
' security card may comtain generations of i:eys,_ blocked card indicators, dates of last

update, multiple card programs, different currency rates, and additional security.

25  The concemré'rion point is typically a staging computer that communicates with a
© payment servef 1o collect batches of purchzise transactions, The concenwation point
then sends these' transaction batches 10 clearing and sertlement system for

" processing. * Once processed, batch acknowledgments, slong with other system

updates, are retyrned.
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Typically, the merchant server includes a merchant code module. The merchant server
may be implemented on any suitable computer capable of communicating with and
' presenting information to consumers over the Interner.  The fnercham code module
may be implemented using any suitable code. For example, the merchant module
5 may be implemented using & combination of Perl, HTML, and Java code. The
merchant server is typicaﬂy 3 generic web server customized for the merchant’s
business. The merchant server may include databases, CGI seripts, and back-office

‘ programs thet produce HTML pages for an Internet user. E

. During a financial transaction, the client terminal and the merchant server exchange
10 - information via the Interner. . Each mansaction initiated by a consumer has a
~ transaction identifier created at the merchant server. A merchasit identificr ‘unique 10

the payment seﬁet'is_'ﬂso available from the merchant server. The client code
module and the payment server dlso use this unique transaction identifier for ti-acking

and logging information abowt the transaction. The merchant server generates a

15  unique identification for the tramsaction, completes other required parameters,
encrypts as appropriate, and builds an HTML page and sends it to the client terminal.

The client co'de: module interacts with the smart card and builds a "draw request
message" conwining related card information, the purchase amount, and other

information supplied by the merchant sexver.

20 - Next, the client terminal communicases with the payment server by first forwarding
 the draw request to the payment senker. The paymen: server verifies the transaction to
determine if it is a valid transaction from a known merchant. The transaction is logged

Cin the payment server’s transaction database. Upon completion of a transaction, the
payment server builds a result message containing the identification of the transaction

25  ‘and Signs ir. The message is then routed o the merchant server via the client terminal.
The merchaht server then validates the result. message. After determining that the
transaction was ’sdccessful, the merchant server creates an HTML page fdr :thé
purchased,informziﬁon and sends it 1o'the client terminal. ‘The merchant may also
deliver purchased gdods and services to the consumer at this pdim, Itis also po‘ssible'

30 for the payment server and the merchant server to communicate information direetly

- between them. As the client terminal has already ¢stablished communication with the

'
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merchant server and t}le payment server, links are used fo e;;change information

between the payment server and the merchant server, rather than establishing a new
link.

Viral Smart Card Transactions. Similar to transactions with physical smart cards,

- the system includes the client terminal, the payment server, and the merchant server.,

However, the system dispenses with the need for the physical smart cards and card
redders as their fimctionality is comtained within the VirmalSAfE server 108. In
VimmlSAFE,'-the client code module is funcrionally part of the VirmalSAFE server
108 instead of being part of the client terminal. And, the funcrionality of the card
reader module for transactions with physical smart cards is included in the cliem code

odule to allow commumcanon with a "pseudo technology process module” (see
below). Also, the user interface ﬁmcuonahty of the client code mogdule is wansferred
10 a client tecminal module in the client terminal. In this embodiment, a "pass
through" client code module serves to “pass through” communications be:weenﬂxe
merchant server and the Viﬂua]SAFE server 108,

Again, the VirmalSAFE server 108 effectively replaces the need for physical smart

cards and card teaders. To achieve this, the server 108 implemems a “pseudo

- technology process module™ and smart card emulator in software. A card database

20

stores information representing “virmal” smart cards 106 (see below) in use within the

systein. The card emulator interacts with the card database and a crypto-engine (CEV)

109 (see below) to effectively replace physical smart cards and card readers. Thus, the

25

client code module may be implemented as before unaware that it is interacting with a
software emulation of a smart card rather then with a physicat smart card. -

The ertualSAFE server 108 stores the same data used with physwal cards in. its
database and haudles incoming commands from initiation or payment servers to
increment or decre;nent a “card” balance as appropriate. Important data is stored in
encrypted form and all functions that require a change to important date or the
generation or checking of digital signanres is-perfomed by the CEV 104 (see bélow)A
The VirtualSAFE server 108 is typically located at an issuer’s site. One such server

-20-
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may support multiple i issuers provided anpropnate safeguards are in place to partition
data, . : ot

Fuzﬂ;emore 1o support interoperability with existing financial networks, including
different credit card vendors, financial instittions, and procesemg gateways, the
VirualSAFE server 108 may be located at an acquirer’s site. This configuration does
not change exzstxng transacuon flows and dnes not require additional investment to

secure the financial netwaork,

In an altemative embadiment, the client terminal includes a card reader and a smart

card. In this embodiment, the client terminal includes a client code niodﬁle with "pass-

through" functionality. The system may opéraie in cither of two modes. The systern
may operate without using a physical smart card by using the emulafion contained

within the VinualSAFE server 108. Concurrently, or at a later dase when smart cards *
and readers are more common, the system may be upgraded 10 make use of a physical -

card and reader attached to the client terminal.

‘The VirtualSAFE sérver 108 connmunicates with the client terminal through a "user

verification module" and wuh the payment server over a link, The server 108

- emulates a physical smart card thmuah the use of the pseudo technology process

106, 107, 114, 115.

The user verification module.allows the VirﬁLaiSAFE server 108 1o identify which

nser is logged on 1o the system-and desires access to ‘a virmal card in the database.

The-module pfovidés & login procedure that requires a secret user identifier and PIN

from each user, A combination of this user 1dennﬁer and PIN is then used as an index

_ into the database 10 identify the record thar represents the virtual smart card 106 for
“that user. Thg user verification module may also incinde the card 1dermﬁer (digital

certificate digital signawre) for the user, the funding account and 18 expiration date,
and address information for address ~verification during the ﬁmdmg portion of the
initiation transaction. An address verification system may compare billing mfonnanon

-21-
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from an authorization to that on file to assure that the real cardholder is makiﬁg the -

" trgnsaction.

The pseudo technology process module is a software module that performs the
functionality of- & physical card reader so that the ‘emulation of a smart card is

tansparent to the client code module. The card reader modle accepts the actual card

reader commands from the client code module and, instead of using them 1o drive a
" physical card reader, places them into a format to communicate with the smart card

emulator that is erriulating g smart card. Thus, an existing application programming
interface (API) used by the client code module to communicate with a smart card may

continue fo be used. In an alternative embodiment, the card reader maodule and the

. emulator may be collapsed into a single fanctional block although this may require

. modification of the commands issued by the client code module.

* The-smart card emulator emulates a physical smart card by accepting and passing the

_incoming card commands from the card reader module and determining a‘;:tiods 10

perform. In the course of performing these actions, the emulator handles the interface

. 10 the CEV 109, fetches data from, and stores data 10, the database. - For example,

upon receiving a command to debit a card, the emulator fetches the balance from the
appropriate record in the datébase and transfers the encrypted balance 1o the CEV 109
fo be decrypted and decremented. Once the new balance is encrypted by the CEV 109,
the emulator teceives the new balance andlétores it back in the transaction secure

database,

Once an action has been performed, the emulator generates a simulated smart card

 response that is then relayed via the card reader module and the client code module to

the payment server. The cmulator generates card commands that appear as if they

- have been generared by a physical smart card, thys making .emuiétion of the smart

card transparent to the rest of the sysiem. The emulator also updates the' secure
transaction daiabase 114 at appmpriaie. sigps in the processing of a debit or an
iniriaton. ) v ’ :

_.
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_ In addition to debiting or initiating a viral card in the card dafabase,,tl}e server 108

is able to credit a virtual card if the-card was debited by mistake. In other words, once
a card has been debited to make a payment, the server 108 i able 10 recover that value
and credlt the virtual card in the card database, if necessary For example; if a
transaction fails and value has been taken off the card, but no value has been credited

“toa pmﬁcular payment server, the system is able to credit the virtual card in the card

database 1o teplace the lost value. Such an operation is different from a formal
initiation command in that a user’s card is credited for a value that had earlier been
taken off the card. '

VirmalSAFE's databases 105, 106, 107, 114, 115 may he implemented in any suitable -

format and contain records for each virmal smart card in use within the system. A
secure transaction repository 114 and a secure data-repository 107 melude the
information for each virtual smart card in use and thus assiss in the simnlation of
physical smart cards. ' An identifier such as a user name, PIN; or combination thereof
is used as an index into the database in order to idemify the appropriate virtual smart
card 106 for inittating, debiting, or authentication. Adym;ugeously, the informadon
contained in the database is typically stored in an encrypted form for security. In one

4

embodiment, the database are implemented in Sybase, -

Records in the database store & variety of data for each virfual smart card 106. This
information includes iniiaton and purchase key idemifiers, card and issuer
certificates, initiation algorithms, initiation key versions, purchase algorithms,
purchase key versions, a bémk identification number (BIN), a VirmualSAFE Deposit
Box (V3DB) 115 number, a transacncm D, a balance a cumency and exponent, an
expiration date, and & maximum balance Initiation and business public keys indicate
which keys should be used, Alr.hqugh all keys may be stored within CEV 109, in one
embodiment, t_hé keys are stored within the secure data repository 107 as. well, with
the exception of the CEV master key that is stored in the CEV 109.

The secure transaction repository 114 stores information regarding transactions that
occur such as a debit or an initiation and may be irdplemented in a similar fashion as

the other databases. Also referred to as a history darabase, the secure ransaction
-7
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repository 114 includes 5 purchase table'(i.e. log full of transactions and timestamps)
and an initiation table (ie. log full of wansactions, funding requestresponse, and

timestamps).

Crypro-Engine (CEV) 109. The'CEV module 109 is u§ed to facilitate cryprographic

'processing, As will be described below, the CEV 109 stores secret kéys and .

encryption algorithms, performs cryptographic functions on secret data and generates
digital signatures. Typically, the CEV 109 is a tamper-proof device that employs a

F-14R
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level of physical security as means to protect the sensitive information contained

therein, The CEV 108 may be suitable security module, for example; it may be
similar to the security box typically. attached to autcman‘c teller machines. In another
embodiment, the CEV 109 may be implemented on a smart card within a card reader,

. on a series of smart cards, on any suitably secure computer, or in software.

In addition to other tasks, the CEV 109 performs encryption for physical smart cards,
For & physical smart card, varions data elements such as balance and’ currency are
contained securely within the card. ~ However, such data elements are not stored
within the CEV 109 but are stored in the server's 108 database. Typically, important
information is stored in an encrypted form in the darabase. The CEV 109 performs the

task of receiving encrypted card data from the database via an emulator, decrypting’

the card data, performing required cryptographic finctions on the dama, and then )

encrypting the daia and sending it back out to be stored in the financial informarion

" database 114 and secute data reposiic’:ry 107. For example, if the card balance is 1o be

reduced, the encrypred balance is sent from the database 1o the CEV 109 where it is

_ decrypted, reduced, and then'ﬁnalvly encrypied again before ir is remumed to the

database.

The CEV 109 also performs cryptograph functions related to digitel signatures used
within the system. Digital signatures are used during the initiation operation and
typically are generated by the smart cérd. Some digital signatures are used during an
initiation or purchase operation and are generated by the issuer or the payment server.
Some dig,itai signatures are generated by the smart card on occurrence of an initiation
or debit and are considered the final digital signature after the card has either initiated

24 -
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value onto, or debited value from, itself. In VirualSAFE, the CEV 100 performs

these funcrions which are normally handled by a sms{rt card ss no physical smart card

need be present with VirtyalSAFE. The CEV 109 is used to generate digital

signatures and verify digital signatures for an initiation operation,. and is used to verify

digital sigmtufes and generate digital signanures for a purchasé operation. The CEV

109 may also perform other cryprographic ﬁmctibﬁs that would normally - be
" performed by a physica} smart card. v

Initiation algorithms are identifiers that idemify which cryptographic algorithm of the

CEV 109 is to be used for the verification and generation of digital signatures during

an initiation. The initiation key version is an idemifier idemtifying which version of a

key will be used for the generation or verification of a pardcular digital signature, -

Purchase algorithms and purchase key versions perform a similar function during a

purchase.

A six-digit BIN in combination with the ten-digit TEP forms a sixteen-digit
"i_dentiﬁcation number" that uniquely iéenliﬁes a partxcular virtual ‘smavn card 106.
This identification number may also be referred 1o as a "card identifier”. Each BIN,
or card range, has a single ﬁaximm balance apd cutrency for all of its virtual cards.
The balance keeps track of the value for the particular card. Currency and exponent
information provide further details concemning the balance. An expiration date

for the virmal card, or could also indicate a maximum balance for all virual cards
associated with & BIN. l

Pz?blic-Kéy Inﬁ‘asrruéture (PKD) 101. VirwalSAFE is compliant with PKI standards
for X.509 v1 and v3 certificates, RSA eryptography, PKCS #11 certificates, S/MIME
certificates, PKIX v3 extensions, and Secure Electronic Transactions (SET). The PKI
. process 101 consi'sts of multi-tiered and distinet Certificate Authorities (CA) defined

as follows: *

295 .
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1.. An Extemal Certification Authority (ECA) designated 1o issue web
certificates to user client computers. Each user has an ECA key pair as_
f‘ol]ows‘:

s ECA Public Key (ECApub)
5 o ECA Private Key (ECApriv)

An intemal VirmalSAFE Certification Authority (VCA). designated to
issue corresponding jnternal VirtualSAFE certificates for each extemal

!\)

user web certificate. Each user has a VCA key pair as follows:
®» VCA Public Key (VCApub)
S e VCA Private Key (VCApv) .

3. The VCA issues an encryption certificate 1o the VirtualSAFE Web Server
{(VWS) with the following key pair:

o VSW Public Key (VSWpub)
¢ VS8W Private Key (VSWpriv) '

15 s will be described below, VirtualSAFE has an Attribute Authority (AA) 104

designated for managing access and network permission atiributes for users.

Redirection Link (RL) 102. The redirection link 102 allows non-repudiation by'usiug

' digital certificates and a secure algorithm and protocol residing on a remote merchant

or business site. The redirection link 102 ensbles an online e-commerce process to

. 20 access VirmalSAFE's secure transaction environment, The associated Process consists
of the following stéps: ‘

1. The user completes the required conditions for execuiing a transaction, or
 request for a resource, by selecting and remieving the appropriate access query

page from a merchant servér.’

-26-
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2 The access query will be in the form “buy now” for a payment transaction or

“aceess now” for a sgeure resource aceess of reldeval,

F e
CA0100504

3. The redirection link 102 will caprure the relevant data from the merchant

server and redirect the contents of the request o VirtnalSAFE. In the case of
any wansaction/access any amounvsession unique ideatifir may be
wansferred. In the case of a resource access request, user attributes may be
transferred to Virrual SAFE. - S

The redirection Hnlk IQZ allows non-repudiation by using X.509 certificates and a
secure algorithm and protocol residing on é remote merchant, business, or resource
site. The redirection request, once pmceséed, nitjates the Secure Remote Pointer
(SRP) 103 process for encrypting, signing, and hashing transferred data. The SRP
103 is described below. The ‘rﬁerchant and/or user can digitally sign the transaction.

- Secure Remore Pointer (SRP) 103. The SRP 103 is a composite secure algorithm and

protoco] residing on a remote site (i.e. VirtualSAFE, merchant, user or any other
entity) that provides encrypt/decrypt and digital signing timestamp functionality for
communicating with VirtualSAFE. The SRP 103 is .4 VirualSAFE compatible

application that nms as a web browser plug-in, épp]et,' or standard application. The .

client browser: to conduct secure communications with VirtualSAFE, uses the SRP
103. The process is initiated when the user clicks on a redirection link (RL) 102 that
requires an authentication and authorization ‘check. Clicking on this RL 102, as
Qescﬁbed ahove, irfxplies 4 commitment to access & resource, for exaniple, & payment

transaction or a secure database. In order to execute a transaction, authentication of

the user is required. The process requires authentication of the user computer via an

X509 Digiral Certificate or other standard PKI format. Once authenticated withv.‘a
digital certificate the user; applicarion, or browsér will alwayé communicate with
VirmalSAFE via the secure web browser plug-in or the SRP 103 or application. The

security apbroach to the SRP 103 includes multi-layer security via eacryption and

packsged and then encrypted via secure sessions in addition to an SSL
-27-
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communication channel with the VmualSAFE database 10 complete transactions and

store operational data, or for other accesses purposes

F-120
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Refem'ng ta FIG. 2, there is shown a flowchart illusn:aﬁng the operatidn of the secure -
remote pointer (SRP) 103 in accordance with an embodiment of the invention. In
order 10 securely capture and store data from the customer, the following steps and

requirements are incorporated in the SRP 103:

1. The entire communication will take place over a'client-server in addition
to an authenticated SSL channel, Two-way authentication is established

0

s

20

25

" Empfanss.

a)

b

&)

d)

using the digital centificate distribution mefhod described sbove.

The SRP 103 will encrypt data being transmmitted to VirtualSAFE prior
id being placed in an electronic envelopé. The envelope in tum will be
transmitted over the secure session in ‘addition to an SSL channel
protocol. . (Bnerypted data is sent in accordance with VirmalSAFE
policy through the SSL)

The VCA Pubhc—key, VCApub of the user that is stored in the
browser application, message, or cookxe is used o encrypt data once,
creating C1 201.

A time stamp is concatenatéd to the encrypred dara package C1 201,
the ECA private key, ECApnv belonging to the vser signs the data to
create C2 202.

The rer;ult is encrypted with the VirtualSAFE Web Server Public-key

(VSWipub) to create C3 203. ‘This key can be obtained by the SRP 103

. orin the case of dynamic application that will be fransmitted with an™ -

ActiveX Control / Java Applet / Application, etc., at the time of page

initiation.

Encryprion and signing of the data package is complete,d. entirely within

the secure confines of the SRP 103. The following steps are carried out 10

securely communicate with VirtualSAFE.

-28-
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C3 203 is transmitted as C4 204 over SSL or other secured channel

+ encrypted with the appropriate session keys.’

b)

<)

The data p.ackage C4 204 is decrypted 205 by the reciprocal SSL or

‘secure channe] session keys, at the VirmalSAFE Web Server to reveal

C3203. -

The VirtualSAFE Web Server/Application will decrypt 206 the data
package with its brivate key VSWpriv locally on the Web ‘Server to
reveal C2 202. Optionally, this may be performed by a VirmalSAFE

* Application behind the Web Server.

4)

¢

The data is now ready to be used locally within VirtualSAFE.

The data package C2 202 is passed 207 to the User's VirtualSAFE.

" Deposit Box 115.

3. The dmé package in its new form may now be used by VirmualSAFE for

. various different operations including; -

C.8)

b):

.Authentication.- Data received for authentication is teated as an

encrypted quantity that does not need 1o be decrypted. - The encrypted
data is compared with a database of emcrypted PINs in the
VirtualSAFE, - o

Transaction. The VirtualSAFE privaté-key VCAprv of the customer is
used 10 decrypt the transaction data received ar the fime of purchase,
The encrypted private information of the customer in the customer

' repository is decrypted and hashed or emcrypted, or digitally signed

and semt 10 the payment processor, OF other wansaction engine. The

- VirualSAFE Private-key (VCApriv) is used to decrypt the local

custoraer credit information for the transaction. The credit information

will then be pessed to. the payment processbr or other transaction

F
CA0100504

engine. The information may be optionally signed by the customer, -

hashed or encrypted by an administrator. The payment configuration

-29-
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‘will determine fumre processing and the necessary encryption or
digital signing for the data, '

Autribure Authentication Authoriry (AA) 104. The AA 104 is an intemal and external
VirtualSAFE module that enables the assignment of authorizaton to users and

applications to access network resources, and remote non-repudiation providing valid

CA0100504

digital signature and verification mechamsms for new or existing financial and other

mfoxmauon infrastructures.

The implememaﬁon of a remote-electronic commerce application requires managing
acoess 10 clec[romc resources, The core value of an e-commerce application lies in
the abﬂuy to manage idenyities and the associated prmleges atfached to these

identities. In traditional approaches 10 PKI, a Certification Authomy (CA) issues and .

revokes certificates used to bind a name to a public key. Howaever, the existing
“certificate Structure Tequires an existing name space where each individual is uniquely
identified with a unique name and offen a unique number. In e-commerce

rransactions the mercham server may be assured of the customer's identity by means

- of digital certificate venﬁcauon Howcver the ‘authorization of the customer identity

to actually perform the transaction (or other access privilege) is not necessarily a

* given. Advantageously, VirmalSAFE provides a means for the merchant to be certain

 that the actions to be undertaken are legally binding aid the signer indeed has the

20

25

authority 10 execute them,

In VirualSAFE, digital certificates are enhancéd by including attributes that provide
or grant a privilege 1o its dwner. The benefit of this approach makes the attribute

 centificate well suited for system access, control or authorization control.

By definition, access control entails the limiting of activities of a usér on the syster,
Enforcement of such controls is accomplished by maintsining a reference monisor that
mediates access attempts by consulting an authorization base to determine if the usef
anempting the access is authorized to gain access. A distinction is made here bgtweén
anthentication- and access comrol; authentication confirms the identity of the user,

-30-
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1

while access control establishes identity privileges on the basis of successful

authentication.

Access control may be depIOyed n one of two modés, namely, an acuvxty-based
mode or a group-hased mode. In the actmly -based mode user aceess control is

managed according to getivity momtormg where each access is checked against an

+ authorization 1able and permissions are granted or denied on that basis, In the group-

- based mode, user access control is based on the group to which a user belongs. Users

10

15

- 20

25

of the same group are authorized to perform a specific set of system tasks or actions.
Instead of specifying all ‘the individual user .authorizations, acfioné are assigned.
sccording to the gfoup such that an individual user may perform the tasks assigned 1o
the user's group. .

Group-based access com:roi is characterized by the following:

1. Authorizations are defined according to classes of objects or resources

where 3 member of a group may be authorized 1o access 4 particular

resource. This enables a class of resources 1o be accessible 10 a group of

users without specifying individual resource access privileges.

2. Access 1o speciﬁc resources are defined by the activities required by a

: parncular group. A group is defined by its authorizarions and a user may

be afforded access rights according 1o a group desxgnanon

3. Groops may be nested in a hierarchica] arder wherein higher-class groups

may inherit lower-class group authorizations,

4. Minimum access may be graﬁted on the basis of a minimum  group
characteristic.  Access for lower risk resources may be afforded by

asmgmng a lower class role,

"5, Access pn'vileges can be specified according to Boolean constructs

wherein several group authorizations may be afforded to 2 user to achieve

a composite access portfalio.
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A group-based model is advantageous on several levels. For example, overall
administration s shifted to the group level from the individual user level,

A user may have several awthentications including the following:

)

. User authenticaﬁ.('m as desciibed with respect 10 .the authenticarion
5 authority module 104 below. In addition, an envolment value is exchanged
between VirmalSAFE and & secure portal with a resource group. Any
Transaction/access session is performed by a minimum of two cixaunels
sizﬁultapeously (e.g. SSL and VPN, ‘etc.), combining enroll value and
session value dif.r,itally' Qigued by all parﬁes based on 2 digital identity

10 . group((i‘e. secret, shared-secret, physical material).

® Accouﬁt/Resource digital signature anthentication based a digital signature
verified by a user public key artached 1o the account/resource.

The digital certificate infrastrucrure is well suited for this approach 10 access control.
In the standard digital cexﬁﬁcate, a public key is signed by a Cerification Authority
15 (CA)-and distributed for authentication purposes. The same principle is applied to
group-based access control.* In this method, group is described by 4 set of anibutes
that enable the members of the group to perform common functions. The auributes
'. are bound together by a digital signature by a CA,'creating' an Anribute Certificate
(AC), which is consequently unalterable until a new set of attributes is desipnated and
20  signed. The Anribute Cenificate may contain the following fields: S

. Yersion: Qesiggates t;onnat ofthe AC‘ currently in u;e.
. S.ubjecg:' Cbme:;t of the AC usage in terms of the givc_'n application.
o Issper: Iésuér of the ceniified AC. |
« Digital sién‘amre: Digita! signarure of the AC dara by tﬁe issuer.
25 e ‘Issuer Unique 1D |

¢ Serial Number: A unique idemifier of the AC.
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* Expiry: Defines the validity period of the AC,
¢ Atribates: Access comrol definitions for the AC.

The attribute éuthemication autfmn’ty (AA) 104 is advanrageous for authentication
and authorization of business proécéses Typically, existing business processes use
5 some means of account- based protocol to evaluare attributes. Howcver these methods
are reliant on lcnow!ed ge factor authentication where the user divulges 2 previously
agreed secret. That is, typlcal business processes supporting authenncemon are
primarily "shared-secret" based (e.g. PINs, mother's mazden name, SIN# SSN#, ete.).
The "shared-secret" has the disadvantage that the shared-secret can both originate as
10 well ‘as authenticate a wansaction (i.e.. emsung business infrastructures need extra .
levels of security to prevent divulging the shared secref). -Upgrading these existing
amhenucauon business infrastrucrures to- PKI is straightforward and ehmmates the
vulnerability associated wnh divulging the authenncanng valne.

Advantageously, VirtualSAFE includes a straightforwatd upgrade to existing “shared-

15 secrer” authentication processes 1o a "secret", "shared-secret", and "physmal raterial”
- authenncanon process usmg existiug business processes. By including an Attribute
Certificate in a transaction, the authentication of the user is enhanced. Consider _the'
following access control system, whish is in-accordance with an embodiment of the

invention: -
20 ‘ 1. A Trusted-Third Pa@ Cerﬁﬁéaﬁog Awthority CA(’x)‘
| 2, An Agmenticalion Authoriry AA(?) .
" 3. Organization Resotirce R(1),R(2),R(3) ',FR(4) v R
4. Groups descri-bed by atm‘"bu‘t.es' G(l)?lG(Q.), .'l.G(h)
5. Users designated a5 Ua:), U@, -.... U

25
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The Certification Authority CA(x) is capable of tssuing public key certificates and of
siguing the root issuing ce:tiﬁcéte of the Authentication Authority AA(y). Resources
are classed and labeléd such that access 10 resource R(D)is distinctland non-cormected
withi R(2), or any other resouree R(n). Each group G(n) is assigned suthorization to

5 aceess a particular set of resources based on pblicy, for éxample, G(1) may access
R(1), R(3), and R(4). ' '

N 1 .
In this embodiment, a method by which an authorization environment for resource

access is made instantaneous, may include the following steps:

_ 1. The root cemﬁcate CA(X) 15 dlsmbuted to all users U(n) and resources
10 . R{n).

2. The root cenificate’ AA(y) is also made publicly avai'lable.

3. Authenticatio}x Auihority AA(y) is able 1o issne ACs to all users Um) in
G(n). ‘

~ To exercise a resource access authonzanon, the following steps may now be

15. followed:

1. An access vequest to resource R(1) is made by a user member U(1) of
group G(1), where G(1) is granted access to R(1), R(2), and R(4)}, and is
digitally signed by the user.

2. - Resource R(1) verifies the dlgxtal 51gnature of U(1) w1th uQys publm-key
20 N cemﬁcate

3. Resource R{H checks the vahduy of U(1)'s certificate by venfymg the
digital signature with CA(x) $ 100t cemﬁcate )

4. The A_C of U(1) is verified nsing AA(y)’svroqt certificate.

5. The atm'butgs in U(1)%s certificate are then used to grant access, according
25 _ 10 the group membership of U(1), to G(1) which includes R(1) access.
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Given the successful verification of these queries on U(l);s AC, then the result will

be either to deny access or 10 grant access on the ba51s of identity authentication and

appropriate access authonzanon

Virtual Identity (VI) 105. The VI module 105 isa composne secure algomhm and

promool for creating a digital certificate based vm’ual identity based on the above

described secret, shared-secret, and physical material process V1105 includes the nse
of X.509 Digital Certificates in the internal VirmalSAFE Certification Authority
(VCA), as described above’. VI105 also includes the following:

L

Enpfangs:

-The Web cernﬁcate from a third pany or ECA pu.bhc and privae key of
- the user

v Public Key (BCApub)

° Private Key (ECAprivj

The VirmalSAFE CA public and private key of the user: -

s VCAPublic Key (VCApub)

o VCA Private Key (VCApriv)
The prvate dara of the user is” encrypred with the user’s public key
(VCApuby and committed 1o the local database.
The user’s pnvate Ley (VCApnv) is stored securely elsewhere in
ertualSAFE
\’iﬁualSAFE then executes a retrieval of the information in the Virtual
Identity 105 by employiﬁg 3 composite secure algorithm and protocol
described below in conjunction with the Virtal Smart Card module 106
The remeva.l and storage of the secure dafa is performed on the basis of a
secret, shared-secret, and physical matcnal Process,
The user data stored in the Virmal Identity 105 may include the following:
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¢ Encrypted PIN and other access data
. A.A Reference Data
s Personal User Data
. Fine;ncial User bata

Virtal Smart Card (VSC) 106, The Virtual Smart Card module 106 enables
authentication and secure, isolated . encrypt/decrvpt and digital verification
f\mcﬁohaﬁty. Remote. or roaming VirmialSAFE digital certificate siorége is a.n
important part of this configutation. The VSC module 106 is an internal VirmalSAFE

' application that acts as a local secure proxy 10 an external virtual authentication. token

aceessed via the Secure Remote Pointer (SRP)-‘IOS,‘ The VSC 106, authenticates,
encrypts and decrypts VirmalSAFE user data using‘ a multi-tiered Public Key
‘Infrastrucmre (PKI) 101 managed service. The VSC 106 implements a muilti-tiered
PKI by designating a dual set of key pairs for each us.er. As described above, the first
set is an External Public-Private key pair, issued by the Exiernal Certification
Authority (ECA), which resides on the client or web browser and interoperates with
the SRP 103. The second set is a local VirtualS AFE Public-Private key pair issued by
the VirmalSAFE Cerﬁﬁcation Aﬁthcrity (VCA) that resides securely and inaccessibly
10 the outside nerwork within VirtualSAFE. The Virtual Smart Card (VSC) 106 is past
of VirtwalSAFE's secure backend Virfual Idemit)i 108 'management system.  As
-described ai)ove, a system in which VirtualSAFE is deployed typically includes the

following:

1, Client Temxinal."’me client terminal ‘typically - includes a personal
. computer with network interface communication Capabﬁity, and & World
Wide Web browser application. The client terminal runs the Secure
Remote;‘ FPoinrer 103 that makes a secure connection with the merchant

SCIVET.

[I6]

Merchant Server. The merchant server (i.e. WWW server) is configured to
serve web pages. The merchant server can serve pages related 1o an e-
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commerce shopping-cart application o it can serve pages relating to the
access of controlled resources (e.g. documents, applications, efc.).

. VirmalSAFE server 108. The VirmalSAFE server 108 inclu(ies the VSC -

process 106 and the requisite VlrmalSAFE Deposn: Box 115 (see below)
contammg Virtual Identities 105.

. Payment -Server, The payment server (ie. fulfilment resource) ‘is in
- comumunication with VirmalSAFE and may include of any valuable or
semsitive services or systems; including but not luuued 10 payment servers,

' secure dara’ Tepositories, o other mformatxon

The meyhod by which the VSC 106 is ac;essed by thie remote client terminal and by

. which it executes an online interaction is as follows:

15

20 -

25

1A communication channel is opened hetween the client terminal and the
merchant server. The client terminal is presented with content from the _

merchant server, The user browses this content for items and makes an
access decision. In the case of an e- commerce application, this is
‘equivalent to browsmg an electronic shopping cart apphcatwn and
compasing a list of items for a purchase decision. ‘

. Upon making an access decision, a signal 10 actuate a resource’ access

process on behalf of the wser is transmitted when the customer clicks the

Redirection Link 102 on the merchant server's resource decision web page.

. The merchamt server communicates the requirement fo execufe the

reSOUrce access process to the'Vii_tuaISAFE server over a secure channel

whereby authentication is initiated berween -the client terminal and

 VirualSAFE.

- VirtualSAFE initiates. Virtual Smart Card (VSC) 106 authentication by -

immediately downloading the Secure Remote Pointer (SRP) 103 0 rhe

client terminal.

237 -
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5. The SRP 103 requires PIN and PIN authientication fror the user,

The VSC module 106 includes & multi-tiered suthentication mechanism that consists
of the elements described above with reépeci to PKT 103, that is, the ECA, VCA, and
AA. o '

The VSC 106 may be initiated through the following method:

1. A User VCA Public-Private key-pair is generated by VirualSAFE and

stored as follows:

.~ a) The VCA public key (VCApub) is combined with the Centificate
Digital Signature from the External Public Key Certificate, ECA,
-and used as a ugiqué identifier or footprint,

b} This combined unique identifier and digital certificate data is

stored in an online application, browser cookie, or dynamic header

'CA0100504

of a web page; and automatically downloaded to the client terminal *

or web browser.

"¢} The ynique identifier and digital certificate data is also stored with
the user’s Virmal Identity (VI) 108 in the user database. As the
database's user information is entirely encrypted, the unique

v identifier and digital certificate data, as described, is used as a
search index: in order to retrieve encrypted information about a

‘particular user,

4 ‘Every query communicated to the VSC 106 from the SRP 103

contains the user’s unique idenrifier and digital certificate data for
identification purposes. Note that the data from the SRP 103 is
signed and encrypted to help prevent fraud. '

2. All the user data stared in the Virtwal SAFE database is encrypted with the
individual user's VirualSAFE private key (VCApriv). Aay key that is
external 1o VirmalSAFE cannot decrypt the local data, for example, the

-38- .
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ECAp}:iv key. The VCApriv key is stored securely in VirmalSAFE, apart
from the VSDB 115.

3. When a query is made via the Secure Remote Pointer (SRP) 103 it can

arive in either of the following two forms (as described sbove witk
reépect to the SRP module 103):

EmpfanzsﬁM

a) Auth:nticaﬁén. The SRP 103 query composed of a data package
“Cl is decrypted, 208 (see FIG. 2) and verified for usé by
VirtualSAFE as described above,

v

In this case the data contained inlthe data packege is the
user footprint and the verified bur stll encrypted (with

VCApub) Personal Identification Number (PIN) from the

remote client terminal.

fCA0100504

The user footprint  is used to locate the VirtualSAFE -

_Gatabase Virtual Identity 103 of the particular user.

Upon retrieval of the VI 105 of the paticular usér, the

the VI 105 record. '

If the encrypted data fields match, then an authentication is
affirmed, and authorizations associated with this VI 10 dre

. requesied from the AA 104,

The remaiming authorizations are queried and verified as

described ‘above with ‘Tespect to the Authemication

. Authority 104.

Transaction. The SRP 103 query composed of a data package Cl is

"encrypted PIN from the SRP 103 is compared to the PIN in

* decrypted and verified for use by the VirtualSAFE as described

:

C-30.
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In this case, the data contained in the data package is the
user footprint and the verified but still encrypted (with

'CA0100504

VCApub) resource access query C1 from the remote client. -

terminal.

106 and Virwal Identity 105 for the particular user.

Upon retrieval of the VI 105 for the particular user, the

" encrypred resource aceess query in C1from the SRP 103 is

decrypted 209 (see FIG. 2) with VCApriv that teveals

message M.

The message - M contains formatted instructions for
VirtualSAFE 10 performt some twansaction or resource

access.

In order to carry ot the transaction or resource access the

“The useér footprint is used to locate the VirnalSAFE VSC .

local VI 105 data must be decrypted with VCApn'vf Upon '

decryption of user data, the transaction must be autherized

bythe AAT04.

The wansaction authorization is queried and verified as
described above with respect to the authentication authority
module 104,

The transaction or resource access is executed.

The decrypted VI 105 data is destroyed, and the existing
user V1105 record remains encrypred in the VirualSAFE
Deposit Box 115, ‘ '

encrypted/hashed.

<40~
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‘XK. - A confirmation of the transaciion or resource access is
cormmunicated to the client terminal via the SRP 103 and
merchant through a dedicated channel or another form of

messaging.
The Virtaal Smart Card (VSC) 106 procéss may be used in the context of a Point-of-

Sale (POS) card-swipe terminal at a merchant's store or shop, as follows. Assume that

the' customer oaintains an account thh an existing fmanmal institation. The

following steps may be mcludcd in the use of the VSC 106:

‘20

"25°

1. The merchant swipes the magnetic stripe customer debxt or credit card at
- the POS terminal.

2. The POS terminal transmits a request for authorization through the
ﬁnancial nerwork. A connection is made to an intermediate smart casd
reader at rhe merchant's store or shop

3. Thesmart card reader includes the merchant’s smart card.

4. The tmﬁsaction authorization request from the POS terminal prompts the
. smart card reader to encrypt and sign the data prior to transmission.

3. VirtualSAF E requires a PIN idendfication 1o authemicate the customer.

R VumalSAFE performos an authenncanon of the custumer using the V:rmal
Smart Card process 106 (as described above) ’

7. The customer is authenticated.

7 8, VirnalSAFE sends an encrypted or digitally hashed and signed transaction
reciuest 1o the finapcial institution or to an Interac switch. ’

9. An aul}_mrizaﬁon. message is refurned to VirmalSAFE or to the merchant.
-10. The authorization message is decrypted by the smart caid reader.

11. The autharization message is returned to the POS terminal.

-41-
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The Virtual Smart'Card {V8C) 106 process may also be ysed in the context of check

processing, as follows Assume that the customer is already enrolled in VirmalSAFE.
The following steps maybe mc]uded in the use of the VSC 106:

1.

15 7.

20

The customer Tequests a payment be made to a merchant. using a

VirmalSAFE check by clicking the appropriate Redxrecnon Link (RL) 102

on the mercham s web site. -

The custqmcr is forwarded 10 \(irtualSAFE.

VlrruaISAFE performs a remote authentication of the user and passes the
customer'to their VSC 106.

. The customer approves a check payment from their personal financial
' credit portfolio. ) -

VirmalSAFE signs the data request and sends it to the financial instinion.

An optional printowt of the check is generated inside the physically secure
facilities of the financial institution. '

VirualSAFE teceives confirmation of check stams (e.g. 'processe.d,
. femﬁed, NSF, ete.). ‘

VirtualSAFE encrypts and stores the transaction data in.the customer’ s

Virtual Identity 105,

An.optional message or pnntout of the mnsacnon is forwardcd ) the

customer or mercham

_ Secure Data Répo’simry 107, The secure’ data repository 107 is an internal

VirnealSAFE module that enables secure storage of dyhamic and/or static application

data, using a unique PXT based encryption schéme 101 and différént crypro-engine

security 109, in the same database. Existing standards and business practices allow

25 VirtuelSAFE to maintain an internal secure data repository of certificates in optimized

format as long as the original certificate format can be exactly reproduced bit-for-bit.

-
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These opnmxzanons are implémentation dependem for specific nperauons and may
comain a combmauon of data comprcssxon 1 and/or ﬂeld elimination. ‘

VlrutaISAFE includes the followmg Database Reposxtones (DR)

1. VSC/Cusmmer Database. This DR is controlled by ertualSAFE and
3 contains customer Virmual Identities (V1) 105.

2. VSC/Merchant Repository. This DR is controlled by VirtualSAFE and

inrerfaces with a designated payment server (or other ﬁl]ﬁllm.ent Tesource). .

The VSC/Customer and Merchant Repositories are interlinked based on the buisiness

rules and policies defined in accordance with business requirements. The

10 VSC/Customer Reposuoxy isa composxte of castomers' VI 105 records These records
. mclude all personal financial, and credit data belonging to each customer.

' VSC/MEl'chant Repositdr‘y is based on a fixed schema devcloped for payment and
.containg merchant _data profiles. The VSC/Merchant Reposnory also contains
Ppayment transactions in various stases of completmn with a crsdu payment pmcessor

15 These states may inchude the followmg
. Vaiidatgd
o Fs;i.ied
. se{ue@

. These states may be managed, voided, cancelled, etc.,and queries, such s retricving
20 transaction history, return various résponses including transaction content which may

include the following;: -
o Payment Sel_’vér Transaction ID
s Credit Card Number -

e Expiry Date
.43
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e Amount
. o Transaction Date
» Transaction Status

External finaacial sysiems are securely interfaced with VirualSAFE in that

 transaction communications are digitally encrypted and signed.

Payment Processing Engine 110. The payment i:rocessing engine 110 enables the

processing of financial transactions with remote payment providers. The payment
processing éngine 110 may inclide a server and-connectivity 10 a payment gateway
that supports wherein the servers support VirualSAFE’s compatible client-server SSL
authentication, Payment processing may include ihe following! credit card payment,

" debit card payment, direct debit, check processing, wire, and EFT. Payments in

Virtual SAFE may be processed in several modes including batch processing and real-
time processing. Each mode achieves the same set of possible results from a payment
request, whether it is authorized, setdcd, or declined, Real-time processing is achieved
by executing a single payment request in real-time while the customer is connected.
VinuélSAFE’s payment processing engine 110 may support Several iransactions
including the following: ' ' '

*  Credit Card Authorization

o Address Verification

» Payment Submission

e Payment Settlement

" & Traosaction Void
" s Transaction Credit
Draw_Request Messaces. In the follow, a detailed dcséription of one method for
processing a draw request message in conjuncﬁoh with a virtnal smart card is
-44.-
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2.

presented. Recall that draw request messa gés were introduced in the description of the
VirmalSAFE sever 108 above. '

Once a draw request message has been received by the payment server and passed

along its terminal, the terminal parses the message back into individual responses and

passes these responses sequentially o the virtual smart card. In an alternarive
embodiment, a dumb terminal is used and the draw request is parsed into its

components and otherwise processed by the payment server, which then sends the _

responses to the virtial smart card itself.

The payment code module of the payment server edits the draw fequest for syntactic
correctness and logs the draw request message as being received. The draw request is

"passed 1o the terminal interface of the payment server. In one embodiment, the

terminal interface then requests a terminal from the payment server’s terminal pool. .

The payment server may have a pool of temminals connected to a ferminal
concentrator that is established at start-up. Al start-up, the payment server receives a
list of all valid terminal identifiers. The payment server uses these identifiers and its
“kmowledge of transactions in progress to determine an appropriate terminal (o process
the transaction. Once a terminal is determined, - the terminal interface huiilds a

terminal speciﬁc message based upon the draw request and the type of terminal,

‘The ‘terminal specific draw request is sent to the chosen terminal over a local area

petwork, A cancentralor may act as'a router betwesn a transaction thread in the

- payment server and a corresponding terminal if many teiminals_ are attached to the

payment sefver. The concentrator looks at a header on the draw request to determine
to which terminal-the wansaction should be romed. In one embodiment of the
invention, the ¢oncentrator -is not'necessary and the payment server communicates

directly with the terminal. .

The terminal parses the draw request message into its vardous components and

processes each component in turn to emulate a card interacting with the virtual smart

card in 3 physjcal terminal. P.repaékaging of a variety of data into the draw request'

message results in fewer exchanges over the Internet between the VirtwalSAFE server
L45- .
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108 and the payniem server. By simulating an interaction, the virmal smart card
behaves as if it were in a physical terminal along with an actual smart card. A variety

of responses-from a smart card may be emulated. In one ¢mbodimen, the teyminal

sends each of the two commands “Answer to Reser” and “Initialize IE-W for
Purchase” down to the virtual smart card individually and waits for a return message,
“Debit IE—’W,” before'sénding the next response.  For a public key transaction, the

certificates iead by the client are also included as individual responses. In this way,

" even though all of the smart card information (the draw Tequest) originating from the

10

VirualSAFE server 108 has been sent at once in prepackaged form over ‘the Internet,
the interaction between the smart card and visnial smart card in a phys;cal terminal is

. simulated at the tenminal in a remote Jocarion.

15

20

) Cemﬁcate authomy d1gxtal mgnatures are  not cnly expensive to manage and

25

The terminal reaches a “draw amount” state, indicating that the virtual smart card is
able to generate & debit commend. The virtual smart card generates its virtual smart
card digital signature and the command “Debit IE-W”. The digital signature and debit

e_ric

CAD100504

commands are sent 1o the terminal,  The debit command issued by the Vumal smari

card may comam a wide variety of information including the virtual smiart card
identifier, the transaction identifier, the amount 10 be debited, the curency and
currency exponent for the amount, the virmal smart card digital sigoature, the date,

_ time, and location. The terminal i in turn sends the digital signature, command and the-

terminal- 1dennﬁer 10 the payment server.

Risk Managemenr Engine 111 Thc tisk management engine 111 is determines
transaction validity nsing detailed heuristic processes.

compuatationally burdensome but they place the issuer, typically a bank, in a risky

" position, I a Certification Authority. Digital ngnamre (CADS) model, the

“compmmxse of a Cemhcanon Authority's (CA) private key can be catastrophic. For

examiple, bogus certificates may be issued and frandalent transactions initiated, a}i

30

seemingly authorized by the CA. To remédy such a problem, the CA may have 10 re-
issue certificates to every certificate holder dnd put every previously issued certificate
on a CRL. While a breach is undetected, the ‘CA is in a very tisky positibn.

-46-
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" Consequently, Certification Authorities guard thelr private keys with expensive

physxcal and proccdural security measures.

" The Account Authority Digital Signatures (AADS) model, on the other hand, carries

no systemic risk. Without digital centificates, there is 10 technical fieed for a bank to

10

25

30

have a private key, Most I_ike}y,‘any‘bank involved in PK1 wansactions will 1_ik¢ly
have a privaie key, but no certificates (or hierarchy of cerﬁﬁcates) are inherently
dependent on the secumy of that key in the AADS model. As atltactive as AADS may
sound, it will never gliminate the need for digital certificates. In-cases where two
parties have no prior relauonsh:p, third-party certification makes sense. "For example,
consider & retail customer wanting to open = new account with a bank over the
Internet. The concept of a third-party certificate would aid the bank remendously in
makmg quick work of the electronic sign-up process. This resembles the role that

credit bureaus play today.

Third-party digital certificares will exist. Account authoriry digital signatures do ot
preclude the yse of CADS. They rely on the same cryptografxﬁic operatidns to validate
digi‘tal signatures.. The latter simply requiies additional steps in the validation process.
An account authonty can easﬂy become a certification authority by applying its
'dxgmzl signature to a customer’s public key rather than storing the public key in the

o account record. Fan account authonry wants to suppprt trust propagation by issuing ’
T2 ' \

reQuiﬁng cextificate authority dig{tal signatures, as most existing methodologies do,
. banks are thrisst into the position of propagating wrust via digital certificates. It is no

longer a business decision ‘but a technical i'equirement Banks may not want to take on

the risk of trust propaganon As account authorities they don’t have m, and they can
iill remain central t6 the fransaction processmg business,

VirmalSAFE’s risk management Aengine 1_11 augmeris the payment processing
- functionality by providing intermediate vening of ﬁansactions prior 1o execution by a

remote plrocess'or.' Credit Risk Management oceurs in different scenarios of customer

enrolment, management, and payﬁxent processing. An individual customer’s eredit

rating is used to determine acceptability of payment wansaction processing. This value
-47-
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20

25

is collected éither at enrolment time or during a profile update. Ir is rewieved by

calling the local database using various information fields belonging to the customer,
The risk value rerarned s stored in the VSDB 115, At transaction processing time, the
‘credit value yating is rewieved from'the VSDB 115 and used to evaluate whether a
transaction should be ranymitted to the payment processor. VinuslSAFE maintains
ongoing transaction logs or a sysrem ransaction Jjournal. That is, any transaction (e.g.
payment, customer profile modification, etc) executed using \firmalSAFE is stored
along with the information identifying the ransaction, if;suer, date, resources af’fected,

and Registered Resource Site status.

Transaction Fulﬁllmenr Mechanism  (TFM) 112, The trapsaction lfillment
mechanism 112 is completes e-commerce transactions by means of_‘ a secure
connection with filfillment providers. The TEM 112 includes a set of frand
management heuristics that are invoked in a progression that leads to a final
fulfillment condition. 'I;he_ fuilfillment condition will dictate what type of delivery is to
be made and the associated criteria for completion. The TFM 112 and fraud
'ma‘uagement henristic is comprised of several steps including the following: -

1. 'Cuétomcr Authentication S‘oon'ng.
2, 'Creéential Ider‘niﬁc'ation Scoringlv
3. Transaction Risk Scoring
A'L Fulfillment Rgéponsc

-5, | Fulfillment beli\(er‘y

The ﬁrst“threé of these steps are combined to achieve a transaction. score that is used
to determine the fulﬁurﬁent zesponse and type of fulfillment delivery. Each step is
“mutnally exclusive with the combined result determining fulfillment cbmpletion. The
above sfeps may bé described in more detail as follows: '

-48-
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-Customer Anthentication Scoring, This step is initiated by compiling the browser
logon criteria into a ¢omposite score. Elements from the browser logon that may be
considered include the following: " ’

® CexﬁﬁcateAuﬂxenticéﬁon
5 IR Secﬁre Cookies'

® AVPII‘J‘c‘)rI"mvalue

o SRP Verifiations

e . Other

Credential Identification Scoring, This step creates a composite score based on the

10 identifying elements m the order infoimation. -Each are weighted and summed based

on various cxiteria_which may include the following:
. :Addres‘sl
° Aﬁxoum
s Over Limit,
15 _ e Deﬁﬁned
o Plugin Vesicatons |
.® Risk lASSéSSHlen[ .
o :Trangac"tion typel
I. e P?wnmubme“
L2000 e ‘fraud :

s Third party assessment proof or change
~49 -
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Transaction Scoring. This. step involves computing a value and risk for the actual
transaction being pfoccsscd based on transaction attribuies as follows:

o Extemal: Third Party Fraud Assessment that' is used for
clarification of internal scoring and adjusts final- conclusion and

5 o instruction for fulfillment execution.
e Intemal: Primary Awribute, Secondary Anribute, Reduction, Tune

Up, Risk Adjustment, and Fraud Data Configuration..

. Fulfillment Response. This is the required reéponse 10 the established éxiteria. The
wransaction will be teated as a variant of “card present”, where the physical credit
10 card is actuélly ‘present, of “authorization”, where the 'cre_dit issuer must confirm

available credit.
e Card Present V
e Card Present R
° ‘Authlorization

15 Fulfillment Delivery. This is the resulting action taken on the composite score afier all
of the scoring attributes are evaluated and checked. The resulting delivery may

" mnclude the following:
| e Request for signature
. Drop off
20 - o ® Délivery
.. »Sigu;ture '

o PhowlD -
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Insurance Module 113, Through the insurance module 113, VirutalSAFE provides

" liability and ransaction value insurance. A transaction value insurance algorithmis an .

active link 1o the Risk -Management Engine.‘ The adjustable architecture of this
module provides a full and flexible policy for cnmulative, minimum, and contractual
coverdge related o policy and deductions. '

Secure Transaction Kepasirary'114. The fransaction secure repositor_y 114 records
and securely stores every single transaction that is made by the user.

VirtusiSAFE Deposit Box (VSDE) 115. Through VistaalSAFE's implementation of
an authentication authourity server. 108, multiple entities (see below) may inter-

operate on an open and non-trusted network by means of AC. access control. .

VirualSAFE pemmits electronic payment, credit collection, and secure remote
fulfillment processes. Through the use of fhe Virtual Smart Card 106, Secure Remote
Pointer 103, Atribute Authority 104, and other modules, VirmalSAFE may be
implemented in a varety of ways. Modularity of security objects and application

objects enable .VirmalSAFE to be applied to numerous electronic commerce -

environments. In VirtualSAFE, an electronic internetworking payment system
provides for transactions using an elecronic payment VSDB 118 for keeping xiioncy,
credit cards, and other forms of payment organized. Access to the instruments in the
VSDB 115 is restricted by encryption and authentication to aveid unauthorized
payments,’ A successful cryptographic authentication is required in order to abtain

access o the, VSDB 115. The authentication protocol obtains the information

. necessary for creating a network session granting authority to use an instrument, a

30

payment holder, and a complete electronic waller, Electronic approval results in the
generation of an electromc transacuon to complete the order

. Operation. Refe_r_nng to FIG. 30, there is sbcmm-a block dagram illustrating
VirnalSAFE from a business-to-business perspectiy:, and including an e-portal, in

accordance with an é!zibodiment of the invention. Referring to FIG. 31, there is shown -

a block diagram illustrating the VirualSAFE system from & business-to-consumer
perspective, and including & merchany, in accordance with an embodiment of the

invention. VirmalSAFE ensures security through a combinarion- of public key
_51-
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certificates and attn'bu;e certificates which are deployed for authentication and
suthorization purposes for each entity in the typical e-commerce u:ansaction. The
following entities are typically involved in an electronic commerce (e-commerce)

. transaction: Customer (or User); Merchant/ Business; Shipber; '?aymént Processor;

5 Cradit Tssuer/Credit Acquirer/Credit Card Vendor; a1 Bank Accourt. Tn onder to
’ ~1ﬁaintain a swong connecion between security and business process, security
objectives and business réquirements are defined and merged in VinualSAFE. The

CA0100504

security objectivey are based on furidamental principles of confidentiality, entity

authentication, data integrity, and non-repudiation. In general, VirtualSAFE provides

- 10 the following features and advaniages 10 e—cOmmefcel entities:
1. ’Custom'el‘- (or User).
w Culstomerslmay' aﬁfect conﬁdéntial purchases ﬁoin merchants,
e Only customers may access their purchase data.
2 Merchany/Business "

15 . o Merchants have access 1o the following information: purchase
related data submitted by customers; shipping related-data (e.g,
personal contact information); and, relevant payment information.

3. Payment Processor.

° The Payment Processor require only payment processing credit

0 nformedon,
4. Credi Issuer / Credit Acquirer/ Crdit Casd Vendor.
© ‘. Th; Credit Islﬂmr i'equi:e; ‘a]l o% the above information.
5. Bank Accéunf.. . |

o The Bank requires only confirmation of the paymenn ransaction.

-5+
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In operation, an elecironic commerce system in accordance with an embodiment of

the invention includes a client terminal, a merchant server, a payment server, and a

© VirtualSAFE server 108. A virwal smart card inside the terminal is in communication

with the payment server and other modules supported by a multi-tiered authentication
authonty A method for conducting an ¢lecoronic commerce transaction over the

Internet using this elecm)mc comumerce system may be descnbed as follows

Initially a suitable web browser initiared on ﬂne client terminal is used to access a
merchant server web site. The user selects goods and/or services from the merchant
site and indicates to the site that the he or she wishes to purchase these tems using a
virtual smart card. '

The merchant sever receives this request for a virual card wansaction,

The merchant server builds an HTML page that includes several parameters.. These
parameters include the toral cost of the wansaction as'determined by the merchant
server, the type of currency being used, the port and IP address of the payment server,
and a unique transaction identifier used by both the payment server and the merchant
_serverto track a transaction. Also included is aunique merchant identifier assigned 1o
the merchant by the acquirer and known To the payment server, Other information

- may also be included such as the currency’s exponent,y a-status URL address of the

merchant server used for communication from the client terminal, and a mierchant
server generated key and other security information to ensure the identity of the
merchant server and the integrity: of the message. Other process related information

such as software release level, encryption meﬂmdélogy, and keys may also be

- conveyed. Once this page has been built, the page. is sent 1o the i‘equesting client

browser and triggers the initiation of a client terminal module in the chent tevminal.

Some browsers may not allow an applet to invoke a dynamic link library (*DLL”) due
10 security reasons. As such, in one embodiment of the invention, the client terminal

_appler, along with any DLLs aeeded, are pre-initiated on the clier;t-terminal.' Then,

CA0100504

the merchant server is allowed o mvoke the client terminal applet asd DLLs -

-53-

Ensfapss AMENDED SHEET

-59-




19-07-2002 *

15

20

D25

FROM~Favken Martineau Duculin LLP +416-364-7813 T-554  P.055/118

dynamically to circumvent this security precaution. In an alternative embodiment, the
client applet is signed to ensure its authenticity and in[egﬁty.

The client terminal modile then displays a screen containing the amount provided by

the merchant and requests that the user authorize the amount by entering their user

identifier (which preferably is masked on screen) and PIN. Once entered, the client
terminal ﬁxodplc routes the purchase request (including purchase parameters from the
merchant server, user identifier and PIN) 10-the VirmalSAFE server 108. The
VirtualSAFE server 108 then validates the user identifier and PIN with the user

verification module.

The client code module of the VirwalSAFE server 108 then interacis with the pseudo
technology process module 1o build a draw request message for later transmxssmn 10
the paymem server. It should be noted that at this paint two types of etulation occur.
The VirmalSAFE server 108 neither includes a physical smart card nor a virmal smart
card. The physical card is represented as a virmual card in a record of the ecard
database, while the virmal smart card is attached 1o a remote payment server. Thus,
the cliest code module will emulate commands that a virtual smart card would issne
o build the draw request, while the pseudo xechnology process module the smart card

‘emulator andl the database emulate a physxca.l smart card,

In one embodiment of the invention, the client code module initiates a local DLL,
makes an API call 10 ;hat' library, which in tum makes a call to another DLL that

 finally makes a call 1o the pseudo technology process. An “Tnitie VSDB for

Purchase” command (Initiate VSDBY) is created and forwarded to the emulator via the

* card reader module. This command is modified in a suitable fashion 1o identify which

record in the database will be debited (j.e. which virmal card). For example, the user

identifier or PIN may be included. Next, the ermulator parses the incoming command.

and does a database fetch to obrain the virtual card record from the database. In
another embodiment of the invention, the fetch may be oprimized to only retrieve
certain infqrmérion. The emulator then sends the record 1o the CEV 109 for

decryption of the card data found in the record.
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Onee responses 1o the “Initiate IB-W” (i.e. Intersector Electronic-Waller) command
from the reader are received, the client module combmes these responses into a byte

CA0100504

steeam suitable for transmission over a network to a payment server. Also at this ,

point, the currency type and expiration date of the virtual card in the database are
checked, and the total cost of the ordered merchaﬁdise is checked against the card
balance to ensure that the value on the card is great enough to'cerr the transaction.
If the checks ére not successful, a message 1o that effect is delivered 1o the user and
the transaction teminates.

Since the virtual smart card is remotely located, it would not be advantageous 1o

engage in numerous commands and responses between the virtual smast card and the

client code module over an open network such as the Internet. In the interests of speed

" and reliability, it is advantageous to have fewer messages exchanged. Accordingly,

the client module emulates a variety of virwal smart card commands in order to
- receive responses to these commands from the pseudo technology process. To
operate securcly and reliably in this environment, in one embodiment of the present
invention, the client module emulates a \;'irmal smant card and gathers all the
responses for iransmission in one draw request messags. The commands and

responses take-place between the client code module and the pseudo technology -

process as if there were an attwal card reader with a physical sman card inside. In
other words; the client code module need not ve aware that & virtual card is being
used. The draw request message may include a varlety of data including a draw
request tdkcn, state information, the merchant identifier, the Aransaction identifier,
security information,_a wallet provider identifier,.and an intersector electranic wallet
(“LE-W") idemtifier. Also the message may include an algorithm used by the card, an
expiry dare, the balance of the card, a currency code, & currency exponent, the
authentication mode of the IE-W, the transaction number of the IE-W, a key version,
and the purchase amount. As all of this information is prepackaged into a single draw
request message, the number of messages over the Intemer between the VirtualSAFE
server 108 ‘and the | payment server is greatly reduced.

In one embodiment, the draw request message is built by packaging the virtual card’s
response to the “Resét” and “Tnitiate IB-W for Purchase” commands, any-public key
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. certificates, the total cost, and the cwrrency of the trarisacn'm received from the .

HTML page. For public key cards, the card and the issuer certificates are obtained
from read commands and may also be included in the draw request. By packagii\gl all
of this information together into one draw request message, it is possible to eut down
on the number of messages exchanged bérween the VirtwalSAFE server 108 and the

payment server émd hence reliabiliAty and speed are improved,

" Next, the VirualSAFE server 108 accésses the payment server using the 1P address

rr:cci'vcd from the merchant server. The VirmalSAFE server 108 $ends the draw

‘ xequest message m the payment SEIVEL. T’he VirtualSAFE server 108 also creates a

log of the message being sent.

The payment server sends to the client terminal the draw request and processes the
draw request in conjunction with an associated virtal smart card. In one embodiment
of the invention, the payment server creates a fransaction thread for cach connected
client module to service it tlﬁough the kfe cycle of the trarisaction. The payment
server receives a debit command and a virtial smart card digital signature from the
virtual smart card. . ‘

© The virmal smart card digital signature is a valuc that uniquely identifiés and validates
the virtual smart card 1o prove to the VirmualSAFE server 108 that the i incoming debit

command is a valid command from a real virmal smart card This validation ensures
that when Ihe virtual card is dcbncd the financial totals in the virmal smart card are

- updated. Thus, the user of the virtual card is guaranteed that 2 valid debit of the card

has occurred. In one embodxment of the invention, the virtual smart card digiral
signature is an encrypted value ensuring that no other enmy can forge an identity of a

vittual smart card.

The payment server sends the debit command along with the vinual smart card digital
signature 1o the VirualSAFE server 108 to alloy the virtual card to accept the debit.
At this time, the payment server also logs the deblt command into its databage,- Upon
receiving the debit command from the payment smer the client module replaces the

amount in the debit command with the original amount (from the merchant server) 1o E
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 ensure that the amount has not been tampered with while raveling over the network.
. Atthis time, the client module may also create a log of the debit commeand.

The client module forwards the debit command and virual smart card digizal
signature to the emulator and it again retrieves the appropriaic virwal card record

from the database for processing. The card record is rerined in memory while a -

Transaction is ocoursing. The card record, debit command, and digital signature are
sent to the CEV 109 where the virnal smant card digital signanure is verified and a
virnual card digital signawre is generated, The card record is updared in thie CEV 109
with revised parameters (inc]uéing balance and transaction ID) 1o 're;ﬂect the purchase
wansaction and véturned 1o the card dstsbase. The client module receives the CEV
109 response and penerates a “Debit Response” message along with the card digital
éignamre. 1f the virtual card does not have enough value 1o satisfy the purchase

" . amount, thed ‘a “Debit Response™ message indieates as such. The card digital

15

20

signature is a unique value identifying a valid virtual card in the card darabase. In one
embodiment of the invention, the digital signature is in"encrypted form 10 prevent
* tampering, : '

The emulator sends the response message along with the card digital signature Back [0}
“the client module, At this point, the purchase amount has been deducted from the

balance on the virual card (assuming a successful wansaction). Next, the client -

module packages the response message along with the card digital signature and sends
them back to the payment server. The client module also logs the result of this virmal
card debit, ' ' '

- The payment server receives the incoming message and creates 2 log and updates the
transaction stams in its database for furure EITOT TECOVETY. The payment server then
du‘ects this received message 1o the, virtual smart card in the terminal. Next the

virtual smart card processes this response from the VirtmalSAFE server 108 and
verifies the received virtual card digital signawire.

As the virtual smart card comains the keys and algorithms necessary 1o compute card
digital signarures, the virmal smart card is able to validate that a received virtual card
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" digital signature is in fact a valid one by comparing this card digital signature with a
generated expected value. A successful comparison indicates thata respoﬂse message
received from the virual card is in fact a valid message and that the virtual card has
been d;hited. An emor result 'code or a comparison that is not suceessful potentially
indicates that the virtual card has not been debited. This comparison of card digital
sigﬁaturés by the virtual smart card ensures that a.v‘imml card is in fact debited before

' the merchant server is directed 1o release the purchased merchandise to the user. The
virtual card digital signature is compared 10 a1 expected value and performed by the
viral sment card for the }ughest level of secunty possxble This comparison of

CA0100504

virtual card digital signatures may also 1ake place in the payméut seyver, in the |

VimialSAFE server 108,:in the client terminal, or in the mercham server, with a
variety of other advantages Assummg that the transaction is so far valid, the virtual
“smart card sends a response indicating the result of the d1g1tal sxgnatu.re verification.
The payment server uses this response to build a2 “Debit Result” message. If the

" transaction was invalid or if the verificarion failed, then an exception would be

retuned,

The terminal updates its dara store with the virtual card number, a wansaction coumt,
“and the total sale amount. Also updaied is the response from the virtual smast card
and tfansacnon numbers from the virtal card and from the virfual smart card. The
paymem ‘Server also logs the response Teceived from the terminal along with thé
merchém identifier, etc. Next, the payxnent server packages the result messagev
including the transaction 1denuﬁexs and sends this message to the VmualSAFE server

" 108 in encrypted form. The server then passes the result 1o the emulator for

appropriate’ database updates such as balance and ID. The transacnon is also ]ogged
in the history file." ’

The result meésa‘ge is then forwarded to the client terminal. At this point, the
transaction thread-of the payment server that was used for the current transaction may
release the tcrmma! thus allowing the terminal w0 be used by other wansactions. The
transaction thread then 2xits at this nme )
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. By sending this result m'eésage in encryped form, the confirmation included in the-
message may be passed to the merchant server by way of the client terminal without
fear of tampering. As the result message is encrypted, it would be exyremely difficulr
for the client terminat or another entity to forge a confirmation and trick thé merchant

5 server into thinkiné that a transaction had taken place. In one cmbodiment of the
invention, if the client verminal is a trusted agent, then the result message need not be
encrypted. Tn yet another embodiment of the javention, the payment server may send
two cenfirmation messages, ope hot encrypted for the client tenminal 10 process, and
one encrypted for the mcrchant‘scrvevr,. or both-messages encrypted under different

10 keys. ' ’ i

The client terminal then passes the result message on 1o the merchant server at the
URL address previously received from the merchant server. 'I]Ile client may also post
a message to the user informing that the debit has been completed. The client may
also log confirmation of the payment. The merchant server registers the confirmation

15 includedin the‘méss'age and ehecks for suceess. The merchant server calls a validate -
" routine within the merchant cgde module to validate the result meséage received via
the client terminal. The validation rontine decrypts the wansaction idémtifier along
with the encrypted result xﬁessage. If the decrypred result meséage is -acceptable, the
merchant server then determines that a successful transaction has ocemTed. Next, the
20  merchani server generates a message with the purchased information aud delivers this
information 1o the client termingl. The merchant server may generate a imrchase
Teceipt 10 deliver to the client termiinal indiycating that'goods and services are to be
" rendered. At this point, the client terminal may log the merchant server’s response.
"Comi)]crion of these steps indica&es a successful financial transaction over the Interner

25 usingavirwal smartcard.

For greater clarity, the vabove method may be described from a user's perspective as

follows.

First, & user sets up his or her virmual card within VirtualSAFE. In one embodiment of
, the invention, a physical card in the possession of the user is used to provide some of
30 the information requested by the VirtalSAFR server 108. The user accesses the
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VirtualSAFE server 108 over the Intei'nét using a VSAA login URL td access the user
vesification module, A screen is presemed t the user which requests that the user
enter his or her user identifier, a funding account number, the card verification value
("CVV™), expiration date of that account; billing address, electronic mail address, and
a chosen PIN: Typically, 'dxevcar.d verification value is 4 3-digit value on the digital
signanure panel of a card and is used interﬁaﬁonally for fraud deterrence. The first
time the user jdentifier is entered 1t is in the clear However, when the 1denuﬁer is
entered again by the user, this time perhaps fora transaction, it appears masked on the
screen 50 as to be kept secret. The user verificarion module then presents a screen to
the user indicating that a confirmation will be sent to the user’s electronic mail
address. ‘The user then logs out. ' L ,

 Later, an elecironic mail confirniation is sent that contains & one-time logon PIN. The
user recejves the electranic mail and begins the setup process by lopging on 1o the

_ URL of the VirtualSAFE server 308 and emtering his or her user identifier and one-

time PIN for checking by-the user verification module. Once these are verified, the
user is prompied to change the one-time PIN to a néw user-selected PIN.  The nser

verification module then assigns a umque jdentification number (“VSAA card

identifier”) to the user.

.During this session or at a later time, the user initiates value onto the virtual card.
Initiation may be accomplished in several different ways. In one embodiment of the

invention, a virual card may come pre-initialed with a certain amount when' an

aceaunt is set up, that is, the balance in the darabase is positive for a particilar record.

Other methods of initiation may also be used.

"The user accesses the mercha:ﬁ serverv web site via a communication link over the
Intemnet. This web sit access may be pertormed m any suitable fashion snch as by
usxmy any commercxally available web browser. Once at the merchant web site, the
user is prompted to choose payment via either a physxcal smart card or via the virtual
smaﬁ cafcl of the present invention. If the user chqosés payment via a physical smart
card, then a purchase may proceed as described. in U.S. Patent Application No.

08/9'51,614_, which is incotporated herein by reference. If the user chooses the virual
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card method, then the user is prompred for his or her user idenifier (wﬁich preferably
is masked on screen) and PIN that is verified by the VirtualSAFE server 108.

Next, the user browses the merchant web sité.and selects goods and services for
purchase from the merchant using the web site interface that the merchant has
Apmvidvc'd. The user then selects an appropriate button on the merchiant web site to
indieate what the user wishes to make a pmcﬁas'e. Next, the ﬁse; receives a total sale
amount from the merchant server, a cusrent balance from the VirtaalSAFE server 108,

proceed with the purchase using the virual card.

The systempméesses the user arder by way of the payment server, the VirtuslSARE
server 108, the terminal, and the virtual smart card. The user’s virtwal smart card is
debited by the total sale amoum and the user recmve; 4 “deblted" message at the

- user's temunal This message is optional and is dependent on system design. The

user rece1ves a confirmation message from the merchant server mdxcauug that the

transaction has been compleled The vser may now download the purchased

information and/or receive a receipt for goods and services 10 be rendered or delivered *

from the merchant at a later date. - The merchant, via a clearing and settlement system,
Teceives paymem to its bank account for the goods and services rendered by way of

CA0100504

s

and is directed 10 actuate a button on the web site indicating that the user-wishes 0 -

mfonnanon col}ected from the payment server In one embodiment of the invention,

an emsung clearmg and senlemnent system is uvsed as is existing methodology ‘for

wansferming information from & smart card for later teconciliation.  This use of an
existing “back end’ " allows the present mvenuon to-be implemented more qumldy and

less cxpenswely.

User Enrollment. Before using VirtwalSAFE, users must be enrolied, Refem‘ng 0
FIGS. 3 through 12, the follomng is a description’ of the enrolment and sign-up
process when user is initially introduced and registered as a pnma.ry new user within
VirtualSAFE.

Meérchant Enrolmen;. For merchant enrdlmeni, the merchant has to authentxc‘ue an

authorized person for VlrtualSAFE The authorized person erolls the merchant by
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providing reqmred information and documems necessary for c:redu checks by a credit
bureau or equivalent, as per focal govezmnem regulations.

User Enrolment' Cage 1 'Refen-ing to FIG. 3, there is shown a flowchart illustrating

the steps for user enroliment in VirmalSAFE, in the general case, in accordance with
an embodiment of the i mvermon

User Forolment: Case 2, Ref‘em’ng to FIG. 4; there is shown a flowchart Hustrating
the steps for user (or resonrce) enfollment in VirtualSAFE, in the case of "No Web

“cemificate + Full VirmalSAFE Sign-Up Process +-Payment Processing”,

~accordance with an embochment of Ihc invention. The followmg steps are included:
Step 1- ACCESS
. User decides to proceed 'with purchase (BUY)
Siep2-S9L Ceﬁiﬁcate Handshake Anempﬁed "

The ﬁrst auﬂlermcanon takes place as soon as the user has been
acceptcd asa chlstercd User Site by use of the Secure Sockets Layer
(SSL)

Step 3 ~ is the User’s WEB Cenificate present?’

- The system checks 10 see whether or not the user’s WEB certificate is
present. In the case iliusated by FIG. 4, it isn't svailable or present.
Therefore, ‘message 407.3 gets sent through the VirméiSAFE Web
Cenficate present site 1o the VirmalSAFE Web Certificate niot preseat

, ‘Site“ indicating that no Web Cemificate exists to authenticate the user.

: The user is redirccted,

Step 4 —No Certificate SSL Scssxon

_ 88L session is estabhshed by the Web Server generanng 4 temporary
user session cemﬁcate
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Step 5- Existing VirmalSAFE User
- Is the user an existing VtrrualSAFE chent oris this the first time they

are trymg 10 sign-up and process a payment‘7 NO

Step 6 - Acuve X/Java Applcr/Apphcauon sends dechcated pubhc WEB
5 server key 1o client

Once this has been done.
Step 7 - Enrolmant/iegisu'aﬁon page'

E The client is hyy::rlmkcd 1o the Enmlmeut/reglsrranon page where they
) cater thexr personal data, credit data, email data, etc. Note: The data
. 10 - . ~entered by the user will ot have to be entered again, as all of the
information provided will be stored in VutualSAFE Once the user has
completed entering their. mformanon

Step § ~ Pam'al'Enrolment
. oA VirmaISAFE ‘certi_ﬁcaté will be creatcd for the user

15 ‘ @ The user’s data and the user's. ertualSAFE cemﬁcate will be -
o szoredto the Secure Data Reposmry

e . All of the user’s mexalSAFT. data will be stored to the
Vn’rualSAFE 1500

o Tt_le_ user’s WEB certificate will be créated.
20 o ’i’pe user's WEB ceniﬁcate will be downloaded a‘ﬁd se;xr. 1o them
e The Auser%s WEB data Qill Ee stlore‘d 10 the WEB x500 -
Swep 9~ C‘(vmﬁnnnat‘ion 10 the user — Full enrolment

Would you like 10 enroll with VirualSAFE? YES
-63-
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Step 10 - Enrolment 10 VirmalSAFE community

This is where the final user ‘setui) is confirmed and additionsl dara is-

encrypted with the VirmalSAFE Certification Authonty Public Key,
which also mcludes

- 1st identification string '

2nd identification string

 Dynamic PIN (pre-generated number)

Additional data encrypred with.a VirualSAFE CA Public
Key .. ‘ ‘

And, any keyword(s) that may be need for further

authentication

 Step 11— The enabler

The user has become a registered and authenticated VirmalSAFE user

and can-now shop anywhere on the net, their information is stored in

encrypied form 1o Oracle, or any database, etc., and an email of

registered confirmation. is sent to them, s well as ‘a cancellation

procedure. - -

User Enrolmem Case 3. Refemng 1o FIG. 5, there is showu a ﬂowchart illustrating

the steps for user (or TESOUICE) enrollment in VutualSAFE in the case of "No WEB

20 cenificate + Only Paymem Processing”, in accordance with an-embodiment of the

nvention. The following steps are included:

Emofangs

Step 1- ACCESS

- User decides to proceed with purchase (BUY)

Step 2 — SSL Certificate Handshake Anempted
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‘The first authentication takes place as so'on. as the user has been

. "accepted as a Registered User Site by use of the Secure Sockets Layer
" (SSL). '

Step 3 — Is the User’s WEB Certificate present?

5 . The sysiem checks to see whether or not the user’'s WEB certificate is
presenr. In the FIG. .5 case, it isn™t available or present. Therefore,

CA0100504

" message 4073 gets sent through the VirmalSAFE Web Certificate

present site to the VirmualSAFE Web Cerificate not - present site
indicating that no Web Centificate exists to authenticate the user, The
10 o user is redireéted.,

Step 4 —No Centificate SSL Session -

SSL session is established by the Web Server generating a temporary

user session certificate.

Step 5 — Existing VirtualSAFE User

5. 1s the user'an existing VirmalSAFE client or is this the fust time they -

are trying 10 sign-up and process a payment? NO

Step 6 — Active X/Java Applet/Application sends dedicated public WEB

" server key to client
On'ce. this has been done.

20 Swiep 7 - Enrolment/registration page

The client is h);perlinke& to the Enrolmellt/fegisﬁation page where they

enter their personal data, credit data, email data, etc. Note: The data

‘enered by'ﬂié"usér will not have 1o be entered again, ‘as all of the

informarion provided will be stored in the VirmalSAFE. Once the user
25 0 ha cumpléte;‘i entering their i;xformﬁtion: -
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Step 8 — Partial Ensolment
© & A VirtualSAFE certificate will be created for the user
e The user’s data and the user's VirmalSAFE certificate will be
stored to the Secure Data Repository.
5 . v Al of thé user's VinualSAFE dara will be swored 1o the
VirualSAFE %500 ‘
‘s Theuser’s WER centificate will be created
o - The user’s WEB certificate wilt be downloaded and sent to them
¢ The user's WEB data will be stored to the WEB x500
10 Step 9 — Confixmation to the user— Full enrolment
Would you like 1o enroll with VirtualSAFE? NO
- Step 10— Thé enabler
'I:he user has become a registered and authenticated VirualSAFE user .
_and can now shop énywherg on the Intemet, their information is stored ‘
.15 " in encrypted form to Oracle, or any other database, etc., and an email .

of registered confirmarion is sent to them, as well as a cancellation

. procedure.”

User Er_xroiment: Case 4. Reférring 1o FIG. 6, there is shown a flowehart illustrating
. the steps for user {or resburi:é) enrollment in VirtualSAFE, in the case of "No Web
20 cerntificate + Already a VinuaISAFE member + Known PIN", in accordance with an
' embodimens of the invention. The following steps are inclnded:

Step 1 - ACCESS
User decides to proceed with purchase (BUY)
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.Step 2 - SSL Certificate Handshake Attempted

The first authentication takes pIace as soop as the user has been
accepted asa Registered User Site by use of the Secure Sockets Layer
(SSL)

Step3-Is the_ User’s WEB Certificate present?

The system checks to see whether or not the user’s WEB certificate is
present. In the FIG. 6 case, it isn’t available or present. Therefore,

TEessage 407 3 gets sent tbrough VittualSAFE Web Certificate present -

. siteto the VirrualSAFE Web Certificate not present site indicating that
no Web Certificate exists to authemticate the user. The user is
redirected. g

-8tep 4 — No Certificate SSL Session

SSL sesswn is established by the Web Server generatmg 2 temporary
user sessmn certificate, -

. Step 5 Existing VirtualSAF E User

'CA0100504

Is Thie user an existing VnmalSAFE chent or 1s this the first time they -

are rying 1o sxgn-up and process a paymemnt? YES

Swep 6 — Active X/Java Applet/Apphcanon sends dedicated pubhc WEB

server key to chent

Once this has been done.

. Step 7 - Identification strings authenticated

o lst idémiﬁcation string
o 2nd identification sting

e Search of x500 divectory is done
-67-
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Step & ~Is the user authenticated?
The system checks the VirmalSAFE x500 for verification. YES,
Step 9 - Creates new WEB certificate

Once the user has been authenticated, the system creates a new WEB
5 certificate and downinitiations it 10 the client, and the Session Cookie
is sent to the user. ' . :

Step 10— PIN idemiﬁcation (policy)
. The system | dxsplays t0 the user the PIN Idennﬁctmon Polxcy page.
Step 11 Encrypted PIN authentication page

0 The system checks 1o ensure whether the encrypred PIN number
A entered by the user matches lhe encrypted PIN on the system

I YES, the encrypted PIN matches, then the user is sent 10;

CAD100504

Step 12 User Prcference Page, and then to wherever they weould like to shop

on the net.,

15 However, if NO the encrypted PIN doesn’t match, then the method
illustrated in FIG. 5 is followed.

User Enrolment: Case 5 Refemng 10 FIG. 7, there is shown a flowchart 111ustranng

‘the steps for user (or resowree) enrollment in VirmalSAFE, in the case of "No Web:

certificate + Already 8 VirualSAFE member + Unkmown encrypmd PIN + email
20  notification", in accordance wnh an embodiment of thel mvennon The followmg steps

are mcluded
“ Step 1 -PIN anthentication page

" The system checks 10 ensure whether the encrypted. PIN number
entered by the user matches the encrypied PIN on the system. If NO

.68
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. the encrypted PIN doesnt match,'then: Meséége is sent by email to the
user, and the user is redirected to the WEB enrolmens page. -
Step 2 - Enrolment/Registration page
The client is hyperlinked to the EnrolmentRegistration page where
" they re-enter/or confirm their p_ers'onal’,data, credit data, email data, etc.
: Nqie: The data entered by the user will never ever have to be entered”
again, as all of the information provided will be stored in the
. ViralSAFE. Onee the user has complered enteririg: their information:
Step 3
o A ViruelSAFE cenificate will be created for the user
~» The user’s data and the user’s ViralSAFE certificate will be
. stored to the Secure Data Repository,
o All of the user's VinualSAFE daia will be stored ‘1o the
VirualSAFE x500
« -The user's WEB ceﬂiﬁcéte will be created
* The user's WEB certificate will be downinifiarioned and seat to
~ them ‘ :
© Theuser's WER data will be stored to the WEB x500
.. Step 4 — Confimmation to the user
Would you like 1o enroll with Virtua]SAFE? NO
Step 5 — The enabler
The bser has become a registered and authenticated VimalSATE user
and can now shop anywhere on the net, their information is stored in
encrypted form to Qracle, or any other dat'abase, etc., and an emgﬂ of
-69-
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- reglstered conﬁnnauon is sent to them, as well as a cancellauon
procedure

‘User Enrolment: Case 6. Referring 10 FIG. 8, there is shown a flowchart illustrating
the steps for user (or resource) enrollment in VirmalSAFE, in the case of "No Web

5 certificate + Already a VirtualSAFE member + no x500 entry”, in accordance with an
embodiment of the invention. The following steps are included:

Step 1'- ACCESS
' ”Usér decides to proceed with purchase (BUY)
Stép 2~8SL Cerﬁﬁcate Handshake Artempted i

‘10 . - The first anthentication takes place as soon as the user has been
A accepted as a Registered User Site by use of the Secure Sockets Layer
(S8L).

" Step 3 ~ Is the User’s WEB Cerificate present?

" The system checks to see whether or not the user's WEB certificate is

15 ) present. In the FIG. 8 case, it isn’t available or present Thercfore,

CA0100504

message 407.3 gecs sent through VirmalSAFE Web Certificate present

‘ site 10 the VirualSAF E Web Centificate not present site indicating that
1o Web Cerﬁﬁcaté exists 1o authenticate the user. User redirected. -

Stc;i 4-No Certiﬁcate SSL Session

20 SSL sessmn is" establ 1shed by the Web Server generated & temporary

©user scssmn cemﬂcate
Step 5 Bxlstmg VmalSAFE User

Is the user an existing Vu‘cualSAFF. cl:ent or is this the first time they
are wying to sign-up and process a paymeni? NO |

-70 -
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Step 6 — Active X/Java Applet/Application sends de&icated public’ WEB

server key to client
Once this has been done,
Siep 7 - Identification smngs authcnticated
o It ideﬁtiﬁcatién, string |
e 2nd identification string
° | Sear(;h of X500 directory is don;
‘St'eﬁ 8 -Isthe usef awthenticated?
The system checks :ﬁe ViTISAFE x500 for verification. NO.
Step 9 — Euolmént&egistfaﬁon page

The client is hyperlinked'to the Enrolment/Registration page where
they re-enter/or confirm their personal dara, credit data, email data, etc.
Note: The data catered by the user will never ever have to be entered
again, as all. of the-information provided will be stored in the

VirtualSAFE. Once the user has completed entering their information;

" Step10

¢ _A' VirtualSAFE certificate will be created for thenser -

"o The user's data and the user's VirmalSAFE -centificate will be
'stqrcd 10 the Secure Data Repository. '

o All of the ‘user’s VirualSAFE daa will be stored 1w the
 VinualSAFE x500 ‘

» Theuset’s WEB cenificate will be created

71~
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o The user's WER certificate will be downinitiationed and sent to

them
o The user's WEE data will be stored to the WEB X500
Step 11— Cjoxiﬁrmati.on to the user
s ‘ w'cmid you like to enrall with VirnialSAFE? YESNO

S‘teﬁ 12~ The enablér ©

The user has become a registered and authenticated VirmalSAFE user and can’

* now shop dnywhere on the net, their information is stored in encrypted form to
Oracle, or any other database, etc., and an email of registered confirmation is
Sl sent to them, as well as a cancellation procedure.

User Prrolment; Case 7. Referring to FIG. 9, there is shown a flowchart illuswating
the steps for user (oi' resource) earollment in VirmalSAFE, in the case of "Web
certificate + Unknowannown PIN", in accordance w1th an embodimem of the

invention. The followxng steps are included:
15 ._ Step 1 - ACCESS
User decides to proceed with purcbase (BUY)
Step 2-SSL Cemﬁcate Handshake Attempted

The ﬁrst awthentication takes place as soon’ as the user has been
-accepted as a Registered User Site by use of the Secure Sackefs LayeT
- 20 o (SSL) :

. Step 3-Is the WEB Cenificate present?

The system checks 1o see whether or 1ot a WEB certificate is present,
In the FIG. 9 case, the WEB certificate is present. )

Step 4 — WEB Ceniificate is present

S0,
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The system performs a two-way authentication process, .
Step 5 - Checks ViralSAFE certificate - x500

The: sysiom checks the VimuaSAFE x500 to Elecrronically
‘Authenticate the computer.

Step 6~ Checks for ViralSAFE certificate

The system checks for a VirtualSAFE certificate by flagging the
VirmalSAFE %500 directory. When the system confirms that the
VirualSAFE certificate is available, the usér is routed to Step 7.

Step 7.~ Active X/Java Applet/Application ‘sends dedicated public WEB

server key to client

Once this has been ddne.

" Step 8 - Identification strings authenticated

' e 1st iden.tiﬂcz;n'én string
" e 2nd idenﬁﬁcan’on string (optio;xal) i
= Searcl.x of beO directory is done
Step 9 _‘-15 the user authenticated? -
“The system checks the ‘\;inungAF”E X500 for verification. vEs.

Step 10 — Active X/Java ApplevApplication sends dedicated public WEB
server key to client .

' Once this has béen do'ne.
Step 11 - PIN idemification {policy)
The sysiem displays to the user the PIN Identificarion Policy page.
I

AMENDED SHEET

EmPFangseviv 1vovors ci-ve

-79-

-

CA0100504




,'19 07_200'2 49 FROM-Fasken Martinsau _Du’MuulinALLP . +416-364-?B]3 ' T-554 PAOTE./HB

CA0100504
Step 12— PIN authentication page
The system checks to ensure whether the PIN mumber entered by the
. user matches the PIN on the syster. If YES, the PIN marches, then the
_ 4user is sent to: Step 13 - User Preference Page, and then to wherever.

5 - they would like to shop on the net. However, if NO the PIN doesn’t
match, then the FIG. 7 method is followed 1o completion. ‘

Usef Enrolmerit; Cése 8. Reféxring to FIG. 10 there is shown a ﬂowchaft illustrating

the steps for user (or Tesource) enrollment in VmualSAFE in the case of "Web

certificate (No VirmalSAFE) + Unknoww/Known PIN", in accordance with an
10 embodiment of the invention. The following steps are included:

"Step 1 - ACCESS ™
User decides to proceed with purchase (BUY)
Step 2 — SSL Certificate Handshake Attempted

"Il‘he' first auhentication takes place S 'soon as the user has been
15 . accepted as a Registered User Site by use of the Secure Sockets Layer
(ssL). - ‘

Step 3 - Is the WEB Certificate present?

The system checks to see whether or not | WEB certificate is present —
In the FIG. 10 case, the WEB cemﬁcate is present.

20 - s:ép 4 — WEB Certificate is presen;
The system performs & two-way authentication process.

Step 5 — Checks VirtualSAFE x500

" The system checks the VirmalSAFE x500 1w Electronically
Authenticate the user. The e-authenticate interoperable module checks
25 : the validity of the web certificate by checking the content of the

C .74
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directory of the originating CA. The VinualSAFE Policy will
- determine whether the VirmalSAFE directory, or.the originating
directory is checked or both are checked.

Step 6 — Checks for VirtualSAFE certificate

The system checks for 2 VirtalSAFE cenificate by flagging the-

VirtualSAFE x500 directory. If the VirnizlSAFE cenificate cannot be
verified, then the user will go to Login to VirtualSAFE/Enrol in
VirnalSAFE to be confinmed and then carry on 10 Step 7. ‘

Step 7 — Active X/lava ApplevApplication sends dedicated public WEB

server key to client

Once this has been done.

" Step & — Idemsification strings suthenticated

o 1stidentification su_ing
e 2nd identification string (optional) -
s Search c;f X500 ditrectory is; done
Step 9 - Is'th‘;_ user authenticated?
The system checks the VirmsISAFE x500 for verification, YES.

Step 10 ~ Active X/Java Applet?Applicatibn sends dedicated public WEB

server key to client

Once this has been done. -

- Step 11— PIN identification (policy)

~ The system displays to the user the PIN Identification Policy page.

Step 12 - PIN authentication page

75
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The system checks to ensure whether the PIN ﬁumbér entered by the

user marches the PIN on the system. If YES, the PIN matches, then the

user is sent to: Step 13 - User Preference Page, and then 1o wherever

they would like 10 shop on the net. However, if NO the PIN doesn™t -
5 : maich, then the method of FIG. S is followed to completion.

User Enrolrhent: Case 9, Referring to FIG. 11, there is shown a flowchart illustrating
the steps for user (o1 resource) enrollment in .VirmalSAFE, in the case of "WEB
certificate (No VirmalSAFE) + Emolmcm/l’aymmit Process”, in accordénce with an
embodiment of the invenrion. The following steps are included:

10 Swpl-ACCESS
» Use.r- decides to proceed witi: purchase (BUY)
Step 2 — SSL Certificate Handshake Attempted

The first anthentication takes place as scon as the user has been
accepted as a Registered User Site by use of the Secure Sockets Layer
15 (ssL). '

Stép 3 - Is the WEB Certificate present?

" The system checks to sec whether or not a WEB certificate is present.
In the FIG. 11 case, the WEB certificate is present. -

Step 4 — WEB Certificate is preéent
20 ;' The sysiem performs a t\;vc-Waiy authentication process. -
Step 5 — Checks VirualSAFE %500

The ‘system checks the  VirtualSAFE 500 10 Electonically
Authenticate the nser, The e-authenticéte interoperable module checks
the validity of the web certificate by checking the content of the
C25 0. directory of the originaing CA. The VirualSAFE -Policy will
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determine whether the VirualSAFE divectory, or the originating'

du-ecwry is checked or both are checked,
Checks for VirualSAFE ceniﬂcate

The system’ checks for 2 VirwalSAFE cenificaré by flagging the

* VirualSAFE x500 directory. When the system confimms that the

VirmalSAFE certificate is available, the user is routed to Step 7. If the
VirualSAFE certificate cannot be verified, then the user will go 1o

© Loginto Vu'rua]SAFE/Enroﬂ in melalSAFE 10 be confirmed and then

can-y onto Step 7.

Step 7 - Active X/Java Applet/Apphcauon sends dedzcated public WEB

server key to clisnt

Step 8—

QOnce this has bgen done.

Em-olmenr/Regisfration page

rotin

CAO01 00504

The client is hyperlinked to the EnrolmentRegistration page where -

 they re-enter/or confirm their personal date, credit dats, email data, etc.

- Note: The data entered by the user will never ever have to be entered

Step &

again, as all of the mformaqon provided will be stored in the
Virtual SAFE. Once the user has completed entering their infarmation;

6 A Virtual SAFE ceptificate will be éreated for the user

o The user’s data and the iser’s VutualSAFE cemﬁcate will be

storad 1o the Sccure Data Reposltory

e All of the wser's VirualSAFE data will be siored to the

Virtual SAFE x500

$tep 10 ~ Confirmation to the user
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Would you like 0 enroll with VirualSAFE? NO
Step 11 ~The enabler *

The user has become 4 registered and authenricated VirmualSAFE user
and can now shop anywhere on the net, their information is stofed in
encrypted form to Qracle, or any other database, erc., and an email of
reg;stered confirmation is sent to ‘them, as well as, ‘a cancellation
procedure )

‘CA Processes. Referring 1o FIG. 12, There is shown a flowchart illusrrating CA.

process steps in accordance with an embodiment of the invention. The steps to be

. followed are as per Cemﬁcate Policies (CP) and Cemﬁcate Pracnce Statement>

(CPS).

Enrolment Pohcy Procedures for handling incorrect PIN or mlstyped PIN aré handled
in accordance to VtrtualSAFF. Policy and/or Merchant/Business Pohcy

Module BIacI. D:agrams In the followmg, and referring to FIGS. 13 thmugb 29,
block diagrams and more detailed descnpuons are included for selected VmualSAFE

- modules.

Parﬁciganté. Referring to FIG. 13,,ﬁ&e is shown a block diagram illustrating thc
particiﬁams and their contractual relationships in VirtualSAFE in accordance with an

- embodiment of the invention. The electronic commerce environment requires

20

25

significant security and audmng pmcesses bound 10 the actual business operations and

. CA0100504

processes. Accordmgly, the pnmary concerns are the canwacruial relationship berween

pames the enforcement of the business policy, and the transparency of thc processes.

1. VirmalSAFE Business Pohcv thxn the VirualSAFE Busmcss Policy

there are three main components that that wﬂl mever be compromxsed and-

they are: Privacy, Secumy, and Ease of Use.

¢ Privacy: The securely structured atteibutes that are handled and covered
under the Privacy aspect of the ViruslSAFE Business Policy include:

-T78 -
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¢ ACCESS And PRIVILEGES. In VirtualSAFE, only the

nser has access 10 their private information.

Complisncy ‘And -Standards. VirualSAFE adheres 1o the

World Privacy Regulatmns and Standards

Foin
CA0100504

‘Higher Power Rule. In VmuaISAFE Third Pany access to

private and personal information can only be granted by -

Court Ordér, This signifies the only time when 4 user’s

private information can be attained other than by the user.

under the Security aspect of the VirtuélSAF E Business Policy include:

- Intemational ‘Security Standards. VirtualSAFE follows all

international standards for the security within x500
directories and is 140 FIPS/3 Complaint.

Monitoring, ~Support, And- Control. VirwalSAFE  is

comprehensively moniwred 24 hours per day, 7 days per

‘week. . There is no shurdown. time and suppont is readily

available if required.

Remote Virus Scan VmualSAFE is conunuously bemﬁ
upgraded with new virus protection directly and remotely to
ensure the optimum in service, and secunty siruéture. As a
leading techhology -in e-commerce secure systems,
VirtualSAFE provides their users with the'conﬁdence that

- their information i3 secure from. any virus andlor

unwelcome mvasxon.

¢ Base of Use. The securely structured attributes that are handled and .

Enpfangsit,

covered under the Fase of Use aspect of the mealSAFE Busmess Pohcy

include:

-9
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© User Experience. VirmalSAFE does not change the -

experience of the present user meaning that the user already
- has' the basic skills that are reqoired in order to use
- “VirmnualSAFE. '

*'» Tofo Entered Once. In VirualSAFE, the user only has to-

input their private and personal information once, and then

it is stored in the VirmalSAFE. Every time they login
afterwards, their identity and credit anributes are linked to
their digital 1D,

‘s Click-And-Go." VirmalSAFE users experierice Click-and-
" Go from sny VirwalSAFE site. - Their digital IDs are
réecognized everywhere and they can jump from site 1o site

quite easily.

‘2. Business Policy (Third Party) VmualSAFE has the capability, and
y comphesmmherhusmesses busmess policies, soasnot to comprise their

way of domg business,

enroliment process in VirtualSAFE in accordance .with an embodiment of the
invention. VirmalSAFE registers users’ persoral data (i.€. credit card information)

" ance. Data pertaining .t'o their ef;mlmem, authentication, and reference is contained
within VirmalSAFE. The User is issued a digital ID so that the user never has to enter
their data online again. Enrclment data is stored securely n VirmalSAFE under a
striet policy.

1. Enrolement in VirtualSAFE. In V’irtuaiSAFE, there are four enrolment

levels; resource enrolment, cuétorner enrolment, stribute resource

‘ enrolment, and employee ehrolment. With Tespect to employes enrolment

levels, two controls are established, both locally and remotely: IT Access
Control and Physicél Access Control,
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2. VirtnalSAFE Customer Authentication Enrolment.Wiﬁlin VirtualSAFE,

customers are authenticated using their digital IDs.

User Authentication. Within VirtualSAFE, the users are guthenticated
using their digital IDs. : '

Reference Validation, If for some reason there is a problem in recognition,

- then reference validation is the next step used to authenticate the user,

customer and/or resource.

Online Transactions. Referring 1o FIG. 15, there is shown a block diagrazh illusrating

the online transac'rion'}:rocsss in VirtualSAFE in accordance with an embodiment of

the invention, VirtualSAFE opérates as an suthentication layer or authemtication

authority between ﬂie-.us‘er, the terminal and the VirtualSAFE server. Through a multi-

tiered authentication mechanism, the remote wser is queried and authenticated ta

* produce smart card emulation as if the physical card was presett.

25

Empf

L

jad

angs:

Customer Browses Site. In VirmualSAFE, customers usirig their digital |

" cenificates enables them to browse their online banking sites and use the

smart card application.

Secured And Authenticated Access. Once-the user/employee/customer has ©
beer authenticated. in VirwalSAFE, shey have access to online banking,

jhe online brokerage, account data aggegation rteports and audit

performance, and online paymér;t transaction requests; such as credivvdebit
card, electronic check, wire wansfer, ete. They also have access to a
VirtualSAFE Deposit Box (VSDB).AndlﬁnaHy, the users liavg-access to
other valuable services such as the following:

9 Secyre e-ynail

v Logistics support for individual, small and medium-sized
businesses,

o An spplication front-end that is easy to understand and use.

-81 .«
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. Applicaﬁon accessible through the il;ter/iriﬁéqet.
e VirtualSAFE is intémperablé with existing préfessio@ or
 custom applications.
® Sec;ure.co}:laboraﬁoﬂ place.
5 Server Authemication.v Refezﬁng‘ o FIG. 16; there is shown a block diagram

10

15

20

25

llustrating the server authentication: process in VirmalSAFE in accordance with an.

embodiment of the invention. The Secure Remote Pointer (SRP) is 2 VirmalSAFE

compatible applicatibn that runs as a web browser plug-in, applet or application. The

SRP is used by the user browser clienr 1o conduct secwre communication with

VirtualSAFE. This process is 'initiated whien the user clicks on a redirection link (RI;)

that requires an authemxcanon and authonzanon check. ‘The SSL Server
" Authentication is established as follows:

1. VirtualSAFE Sesver nitates One-Way SSI. Handshake Wit User.

2. Server Authentication. The server is then further awthenticated as
. VirtualSAFE stores the transminted information and queries the
Teceived digital certificate, ‘

Computsf Authentication. Referring to FIG. 17, there is shown a block diagram

illustrating the computer authenticition process in VirmalSAFE m accordance withan
embodiment of the invention. The VmualSAFE V1rrual Identity (V[) process involves '

lhe use of a PKI ngnal Cmﬁcate The Vlrtual Identity (V]) includss the following:

o A ch certificate from a thxrd party or ECA pubhc and pnvate key of thc

user.
° Amhemicatioh is initiated over a secure 8L channel
Computer Authentication is established as follows:

1. VirmalSAFE Server Initiates a One-Way SSL Handshake, .

-82-
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2. Digital Cenificate (PKI) Establishes a Two-way SSL Handshake The
two-way SSL ha.ndshake ensures that VirmalSAFE mteroperabmty
functions properly, VumalSAFE is X509 compatible with Enmrust,
Baltimore, Verisign, cic., VirtualSAFE second phase is EC"2 compﬁant

5. (Cemcom), and that ertualSAFE is compliant with olhcr PKI standards
(1 e. Meta, etc)

3. By Venﬁcsmon of X500 Global Directory. VirwalSAFE is ﬁﬂly capablé of
" derermining certificate authenticity by verifying public directoties (e.g.
Emrust, Baltimore, Vensxgn, etc.).

10 User Authentication, Reférring to FIG. 18, there is shown a biock diagram illustrating

© the user anthentication process in Virtual SAFE in accordance with an embodiment of

the invention. The emtire communication will take place over a client-server

authenticated SSL channel establishing two-way . authentication using digial

cerificate diswibution. Encrypuon and signing of the data package is completed

15 entirely within the secure confines of the Secure Remote Pointer (SRP). The user data
' stored in the Virtual Identity may include the followmg :

° F_ncrypted P[N and other access data
'_-' Authenucauon Authority (AA) reference date
o - Personal Uscr Data

20 e Pinancial User Data

Once the user data has been stored within VutualSAFE the followmg steps may take :

place to ensure that the user is amhenucaxed

1. Virmal SMART CARD {VSC) is activated. A Temote virus. check is

performed and an oprional keyszroke is checked and the VirtualSAFE -

25 ' certificate application is validated,

2. Virtual SAFE Secure Plug-In / Application Activated,
-83-
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3. Usér Presents Idendﬁc‘aﬁon Stings.
4, . Virtual ‘Smar.t" Card Ideatifies User in VS X500 Directoty. |
5. User's Pin And Thnestamp are Triple Enmﬁted - Digitally Signed.
6. VirmalSATE Decrypts Digitally Signed User's Pin And Timestamp. |
5 . User Enérypred Pin Is Validsied by VirtualSAFE.

8. VirtuslSAFE Encrypted Prefix Validated by Supervisor,

hed

VirtualSAFE Proceeds with Back-End Autheatication.

Back-End -Authentication. Referring 10 FIG. lé, there is shown a block diagram

illustrating the back-end authentication process in VirtyalSAFE in‘accordance with an

10 embodiment of the invention. The V:rrualSAFE Payment Processing Engine consists

-of servers and connecuvny to a payment gateway. The VirmalSAFE Risk

~ Management Engine augments the payment processing funcnonahty by providing

. intenmediate vettinéof traﬂsactions prior to exdcution by a remoté processor. Credit

Risk Managemem oceurs in dxfferent scenarios of customer enrolment, management,

15  and payment proccssmg An mdxvxdua‘ customer's credit rating is vsed to determine

acceptability of payment tansaction processing. For back-end avthentication, the
following six steps are included in the authentication process:

" 1. Risk-Management. Score velue verifications are done both internally and
externally and VirtmalSAFE stores the assessment result.

" 20 -. S Ix;surahcc Modﬁlc - Policy Adjustmem Limit.
° Busmess I_labxhry Pohcy Transaction Value
o User L1ab1hty Policy - Limited by Credxt Werth
3. Messaging — E-Mail or Notification

» Internal ~ Business Unit or Administrator
-84~
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o * External - Business Parmer or User

4, VirualSAFE Bicrypted Transaction Log. An encrypted transaction log
tha stores all ransaction recards going through the VirmalSAFE.

5. Policy. Three policies are used in back-end authentication: PKI Policy (PC
and PCA) as regulated by standard procedure; VirualSAFE Privacy and
' B{xsiness'Pc_ﬂicy; and, Third Party Business Policy.

. 6. Fulfillment Procedure. The fulfillment procedure for back-end.
authentication is just that, a fulfillment. Authentication of transactions,
" communications, data -storage, access control, administeation,  and

VirtualSAFE value-added services is completed.

Fulfillment. Referring to FIG. 20, there is shown a black diagram illustrating the
fulfillment process in VirmalSAFE in accordance with an embodiment of the
invention. The VirwalSAFE Transaction Fulfilment Mechanism (TFM) consists of a
set of fraud management henristics that are invoked in & progression, The fulfilment
condition will dicgéte what type of delivery is 1o be made. The TFM and fraud
mansgement heuristic is comprised of the following steps:. -

1. Customer Authentication Scoring
. c;éaenﬁai Idenﬁﬁcétion Scoring
’ . 3. Ttansactidﬁ Risk Scoriﬁé
-4 Fglﬁlme:\t Response

5. Fulfilment Delivery

The transaction fulfilment mechanism (TFM) assures the fqllo\’ving: :

s Secured transactions

e Customer and merchant aydits

. 155, AMENDED SHEET
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o 'Cﬁ%_tor.ner and merchant liability insurance
« Traneaction value i;isurance
o Fraud control
‘e Delivery control
s - S e Loyélfy program )

* In assuring these items, the’ mmsactmn ﬁzlﬁllmem mechanism (TFM) allows for the
followmg payment types o be pexfomxed -

"o . Online credit card payment
.« Debit card paymen.
10 . . o Electropic check
® 4Wire‘
o Blectronic traﬁsfer of fuuds i
N Com payments
. éfér_ed—Value cards
15 - The transaction ﬁxlﬁﬂmém 4mech&n_ism (;FFM) also brovi‘dcs rh; following services:

e " Day storqg;: '

v Secure e—maﬁ

e I.Ongth support for individual, small and medium size businesses
mcludmg the following features: an applzcanon fmnt-end thar is easy
20 ~ 10 understand and that is user friendly; the application is-accessible
through the intemet/intranet; and, VirtialSAFE is interoperable with
existing professional or custom applications.
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s Secure collaboration place

Atiribute Awmhentication_ Authority, Refesring to FIG. 21, there is shown a block
diagram illustrating the auribute. authentication authority process in VirtualSAFE in
accordance with an embodiment of the invention, By definition, access Eomrol entails
the limiting of activities of a usé_r on the system. Enforcqmenf of such cémrols is
accomplished by maintaining a reference monitor that mediates acéess attempts by

consulting an authorization base 10 determine if the user atempting the access is

T

2.

CAO0100504

~ authorized 10 do so. A distinction is made here between authentication and access

control, where authentication merely confirmis the identity of the user, while access

-contral establishes identity privileges on the basis of successful suthentication.

* Virtuel lentity (VI), Reforring to FIG. 22, there is shown & block diagram iflustratiag

the virmal identity (V1) process in VirmalSAFE in accordance with an embodiment of
the invention, User identity authemication is initiated for each individual transaction

by miggering 2 multi-tiered algorithm that eﬂlploys Virtual Smart Card technolbgy 1]

15

20

- 25 -

. interface with standard PKI Authentication is omly possible when the user's

personalized “virtual smart card” allows VirualSAFE 1o access the respective **virtual
identity”. '

1. Virtual Identity (V1) Private Tnformation. VI is used to create and maintain
énerypted data from source data based on provided and validated

information.

. 2. Virtual Tdentity (V1) Secret Information. V1 maintains this information that
s encrypted and accessible only to a single user. Only the user knows

- secret informarion whose secret it is.

3. Virtual Identity (VI) Shared Secret Information. VI maintains this
information that is encrypted and aécessible only to the ,user'and the
Virtua]SAFE proxy. Secret information is known only by the user whose
secret it is and by the VirtualSAFE proxy. '

-87-
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4 Virtual Tdentity (VI) Physical Material. "Physical material could be
tepresented by digital certificate or a umigue sofiware code (e.g. script,
program or special code). Physical material may include the following:
Local, Digital Certificate (Personal Compﬁter, Computer and/or Web

5 Digital Certificate, Smart Card, Magnetic Card or any device aperared by

the user); VirualSAFE Cenificate (Digital Centificate is a Digital

. Certificate stored in any type 'of Repository or VinualéAFE Repository

“managed by VirualSAFE); and, Unique Identifier (Idemifier issued

_ mnque)y to a user). Technological standards may inélude the fbllowing:

10 ' Eticryption Basis (RSA, CBV and other types of algorithm) and Public
: Key Infrastmicture (PKT, X500, META, etc). '

Virnial Smart Card (VSC). Referring to FIG, 23, there is shown a block diagram
illustrating the virtual smart card (VSC) process in VirwalSAFE in 'accordgnce with

 an cmbodiment of the invention. The Virtual Stmart Card (VSC) is a VirmualSAFE

15 - intermal  application . that acts as a local secure proxy 10 an extemal virmal
vaurhentmauon token accessed via the Secure Remote Pomt@r (SRP). The VSC
authénticates, encrypts and decrypts VutualSAFE user dara using a mult Public Key
Infrastructure (PKI) managed service. The VSC implements a multi-tiered PKI by

v d_esignating'dual sets of key pairs for each yser; one External and one Infernal Public-

20 Private key pair. |
1 -ViﬁuaI' Smart Card (VSc) Functioné :

e The Vu'tual Smart Card is the emu]anon base of the reader and the
‘smart card on a remote location.

e The Virual Smart Card is used to anthenticate user access.

.25 s All iﬁfonnation belonging 1o enrolled members is stored and
' © protected by a propnetary encxypnon schemne using a high-speed
hybnd approach

' e The Virrual Smart Ca;d coordinates the privacy policy.
-88-
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1~

. VirmalSAFE Digital Cérﬁﬁc:a{e ®0) Repository

| - Users remote or roarrfing_ digﬁﬂ cemlﬁcates are stored securely.
3, Virtual Smart Card Authentication |
o User suthentication usmg virtual idenﬁty.

5° e User identity is combined of secret, shared secret and physical
elements (PKI).

S

. Access Portfolio ‘

¢ Private, Shared, Business or Government.

W

.- Personal and Financial (P/F) Information. -

10 ’ o Personal identity data (e.g. ID, driver’s license, address, health
' card, etc.). ‘ ' : . ’

¢ Pinancial information (e.g. account numbers, credivdebit card,

wire, efc.).
G, Apph'catit;n_s
15 R e Rerote sofiware lcensing.
7. Back-Up
‘e Transaction lqgg.
° l;ransacﬁon révisions.
_v. -I.,ogs.
.20 . 8. Internal A'ccéss;r

e Virtual SAFE, Private, Shared, B_usihess and Government.
. -80.
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VirnalSAFE Deposit Box (VSDR). Referring to FIG: 24, there is shown a block
diagram illustrating the VirtualSAFE deposit box (VSDB) process in VirtualSAFE in
accordance with an embodiment of the invention. VirtualSAFE may also include an

ASP (Active Server Pages) module. This will allow a user 1o access over nvo hundred

news, stock, and information sources. .The uéer can choose from entertainment
headlines, 'customkstock quotes, horoscope and relationship information, health and
lifestyle stories, spoﬁs scores, news, and much more. To take advantage of these
opportuniris, the user will need to siga in with a VirtualSAFE VSC (Virtual Smart
Card). The Viral SAFE VSC is a single name and PIN thar users can use 10 sign on
to a number of majdr sites from VirtalSAFE: compliant companies. VirthalSAFE
uses AA to store the users VirtualSAFE settings, such as the content aﬁd colors they
would like to see on their VirmalSAFE page. Users’ . personal and financial

" information, and their preferences, etc., ‘aré also stored. Since VirmalSAFE uses AA

and VSDB 1o store these settings, the user may view their ViralSAFE pége from
any computer connected to the Internet. Also, each meémber of the user’s family with

a VirmalSAFE V3C may create and view his or her own personal VirnalSAFE page

fm14R

CA0100504

from the same computer. The user simply has to sign into VirtualSAFE when they '

visit the ViruslSAFE web site, The user may obtain a VitualSAFE VSC and leara
more about the advantages of having a VSC from a VirtualSAFE web site.

. By signing into VirtaalSAFE with a VSC, a user will be able to:

o Find out if they have mail or if their friends are online.

e Personalize their VirualSAFE hdu{levpage once and view-it from any

computer, at home, at work, or on the road.
v Choose headlines from popular websites.

e Sign insafely and securely to access their personal settings. The user,
and only the user; is the only person who may access his or her

choices, -

-90-

AMENDED SHEET
Empfangsio.. ~. .o .. ..

-96-




19-07-2002 52 FROM=Fasken Martinsau Duoulin LLP - +416-364~7813 T-854  P.002/118

10

15

20.

25

A user may also create a VirualSAFE VSC test account. T do this, a user must

- register for a new" VirmalSAFE account divectly at the domain authority, Once the

user’s account is created, they will need to sign into 8 VirmalSAFE VSC Purchase

'CA0100504

(VVP) service site as a registered user. This allows the user 1o ‘add a credit chrd, :

billing address, and -shipping address to their VSDB. The user may want w create’

VSDB information for test-pirposes that does not have ,gen'uine'and negotiable credit
cards attached to it. - ’

The VSDB server code may run a Lubn checksum test against all provided card

numbers at input time. The Luhn checksum test is mainly intended as & convenience

*for wsers who may have mistyped their aumiber, but it is not a credit card verification,
security check, or authorizati'oﬁ per se. The Lulin checksum test will prevent a purely
random credit cavd number from being accepted as part of VirtualSAFE Deposit Box
data. VirmalSAFE may performs other baéic authorization and validation checks (e.g.
state/ZIP code or Province/Postal code) when establishing a VSDB for a VirmalSAFE
user. A phone number and e-mail addresses may be required fields for establishing a
VSDB, even though they may be optional for a VirtualSAFE profile.

“The VVP service is an easy-to—zmplement server-based VSDB sysrem that uses

- standard HTTP and Secure Sackets Layer (SSL) methods/PK)-based to post paymem

information to participant sites. VirmalSAFE supports the Elecrronjc Commerce
Modeling Language (ECML) which is an industry-standard e-commerce schema The
VSDB is compatible mmpopular web browsers. The VVP functions as follows:

1 When a usér clicks an express purehase link at 2 participant site, the VVP
_service sends the user forward to the ViralSAFE VSDB and then
authenticates the user and presents a page showing a list of that user's
credit cards and addresses, ’Hﬁs iﬁformation Tepresents the user's VSDB.

The user selects the means of payment and. the a,ddrcss to use for the

ransaction and then presses a button 1o continuve.
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. The VVP service then délivers the requested information from the user's

VSDB 1© the participant site using & VVP order form retumed over the

S8L. .

. VirmalSAIfE is responsible for authorizing the payment from the user. The

participant site is then responsible for adding any gift options, apd
completing the optianal fulfillment wansaction.

4. T the nser is a first-time VSDB user, the VVP service presents an empty

form into 'which the user would enter the card and address he or she wants

" 10 use for the ransacion. The user would then have to be authenticated
prior 1 the pufchase being approved, and the next time the user makes a

purchase at a VirualSAFE participant site, he or she would not need to

Tetype any credit-card or address information as it will be already stored in

~ VirtualSAFE and will automatically be passed on 1o the VSDB.

- Policy issues related to VVP service and participant sites may include the fo]iOWing:

+ Commiments ‘and conmacmal obligaions may be made when

registering as a VirtualSAFE participant site.

* Requirements ‘may be established regarding  the display of
VirtualSAFE links or images on participant sites.

The VVP service may also include a find allocation feature which may be entitled

- “VirmalSAFE Trust and Aflowance”. This feature allows children and parents, or any

authorized shared person, to felate 1o one another at a different level. Parents who are

* registered and authenticated users of VirualSATE may allocate 4 certain amount of

25

pre-authorized spending monéy per morith to their children on their credit/debit card.

‘Similarly, businessés or friends who are registered and authenticated users of

VinualSAFE may allocate a certain amount of pre-authorized spending money from

their accounts to authbﬂzed‘persdnnel, friends, ete. These values may be added,

modified, and authorized at the begir{ning of each month. Consider the following

example:

92
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_ Parents/Businesses/Friends
Pre-authorized Payment/Transfer with Shared-'
Access

" $450.00 -

CA0100504

Child’s Name . Pre-authorized Amount Pufchases - Balance

Payment

Robert Smith 150.00 100.00 50.00

[ 2oma Stk - 5000 ' TEIN| 930

Billy Smith ‘ *150.00 148.00 T 200

Now consider the situation of business-to-business shared accounts in which wo -

businesses operate with one another. According to agreement, this application allows
on¢ business to access the other business’s account for a. pre-authorizsd and

predetermmed amount. A Iender Opens an account or allows shared access to a

“borrower. Furthermore, rms application allows financial transac’uons equivalent to the

commercially lmown line of credit; mortgage loan, or loa.n Here, a horrower, as

permitted by a shared access agreement, can debit 2 parucular lender’s account using
thé strong authentication provided by VirtualSAFE's Authentication Authority 'or, if
necessary, by VirmalSAFE’s predefined Atribute Authentication Authority. The pre-
authorized user is _abie to both debir and credit the account as per agreement and

. policy, The same approach may be used for shared-access in a document

environment, or application environment, in which one éntity (i.¢. the account holder)
may allows another user access for sharing in accordance with user definitions and
privileges. : ) ' ' ‘

" Referring again to FIG. 24, further features of the VSDB will now be described:

C 93
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Using a PKl;hased secure application, ‘an enrolling applicant is prompted to store

a . personal information to the VixtualSAFE local or remote VirtualSAFE deposit box
(VSDB). The depositing of information is a uaique process. Trinvolves encrypting the
informarion with a PRI eryprographic scheme that uses a high-speed hybrid approach

5 " and then storing elements of it in a fragmented arrangement. Only the authenticated
user can'briné theée pieces together again to render the information nsable. In this
process, the user profile becomes a virmal safety deposit box or part of a “virwal
idensity”, the contents of which are accessible only to VirualSAFE for the purpose of
authenticarion, and 6nly in the presence of the authorized. user. The securé data is not

10 . accessible 1o any entity or. application requesting user authenrication or to

- VirmalSAFE administrators.

1. VirualSAFE Deposit Box (VSDB) Functions

¢ 'VSDB is a secured remote storage control with access conrol
". maintained by the Virtual Smart Card. -

15 2. VirualSAFE Deposit Box (VSDB) Usage
.6 Single or multiple users can operate VSDB,

» Users of VSDB will have different levels of privileges based on
defined policy, '

s Users can commumcale and store dara m the followmg general
o200 formats multi-lingual, mult-calendar, muln-currency, and multi-
format (i.e. documents, drawmgs, formulas and other file formats).

3. VmualSAFE Deposzt Box I\ SDB) Types. VSDB supports the following
Deposit Box formats:

o Private (x ¢. Pyivate and Family related mformanon and Thn‘d Party

25 I authenncanonmcchamsms PINs, etc)

o4
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Financial (ie. Al  Private  Findncial  related and
Business/Government Financial related data.)

Business (ie. All Business related data — Business Numbers,
Documents, Legal and/or HR Documents, Drawings, etc.) \

Government (ie. All Governrhent related data ~ Business

" Numbers, Documents, Legal and/or HR Documents, Drawings,

efc.)
General (May be local or remote for customer based on Policy.) )

Transmion (May be local or yemote and this type of VSDB
supports all data related to all transactions maimained by
VirtuelSAFE — All Private information is cncrypted and maintained

| aspar Privacy Policy and Government regulations.)

POS-VSC Emulauon Refemng to FIG. 25, there is shown a block diagram
Illustranng the point-of-sale (POS) and virtual smart card (VSC) emulation process in
15 VmualSAFE in accordancc with an cmbodiment of the invention. POS-VSC :

emulation is a low cost replacement for the, physical smart card application, POS-

VSC may be easily implemented on an existing ﬁnancxal network. Using the Virtual

' Smart Card (VSC) reduces the high cost of physical smart card implementation and

critical maintenance issues. Virtual SAFE’s PKI structure is nsed 1o authenticate isers

20  on any POS premise Ea.sed on individual PINs (Personal Idensification Numbers) m

accordance with selected European standards, The Point of Sale (POS)/Vmal Smart

Card emulation process may be performed asg follows

25

1. Magnetic Card
User uses Credivbebit card.
2. Poiat Of Sale (POS)

e POS requests Credit/Debit card payment authorization.

~05.
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. Smart Card Rea&er '

e Meschant Smart Card identifies ferchant to VirtualSAFE.

o Received message from POS sent to VirrualSAFE,

- Transaction Request:

o VirmalSAFE receives transaction request.

s VirmalSAFE requests user PIN for anthentication purposes.

. User Authentication Pin -

@ User enters PIN for authentication purposes.

. Smart Card reader sends encrypted data to VirmaJSAFE. :

. Authentig:ation

* VirualSAFE process awthenticates customer,

. Messagiﬁg

. Payment requested from the bank.

. Payment Processing

s CredivDebit carci payment authorized/sertled.

: .Transaéticin Lag .

. "Messag'e sent 10 VirtualSAFE.

v All msaction steps are recorded.

10. Smart Card Reader Confimation

. -96-
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e Smart Card reader receives authorization from Credit card

: processing depamngnt.
] Decryp;ed message is sent to POé.
11. Point Of Sale Authﬁrization
5 ' ) . 'I.’OS receives authorized message in standard format.
e Tfans;,ctiqn éur'hclzrizedAand printed.

" ATM-VSC Emilation. Referring to FIG. 26, there is shown a block diagram

illusirating the ATM and vireal smart card (VSC) emulation process in VirualSAFE

in accordance with an embodiment of the invention. ATM-VSC Emulation provides a

10 solutions for physical smart card applications iﬁiplmné:red on eéxisting networks.

Using a Virtual Smart Card (VSC) reducés the high cost of physical smart card

implememation and critical maintenance issues. The user autlientication process is

. based on VirtyalSAFE’s PKI structure. VirmalSAFE applications implemented on

" supported servers does not require signiﬁcam changes to existing ATM applicatioris

15 and networks.'A security layer is implemented in 'existing applications and financial

- networks in accordance with current standards. The ATM/Virmal Smart Card
emulation process Iriéy'be performed as follows: .

-1 .Ma‘lgnetié Cﬁrd .
| .. Use; uses Credidﬁebiz magnetic ;ard. '
20 2.‘ Aum.matic-’réller Ma_c:l;line (ATM)
| ® The ATM reé}xestsv CreditlDébit transacti.o‘n authorization. .
3. Add-On ATM Applic{aﬁcn -

o Add-on ATM application maintains ‘digital certificate with all

security functions,
25 . .e Magnetic reader reads card hash information.
-97. . '
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» Digital certificate encrypts and signs transaction and private

information.
4. Transaction Request :
. VirmalSAFE received transaction request.

5 e VirwalSAFE requests User PIN for suthentication purposes.

wn

User Authentication PIN
o I_Js'er enters PIN for suthentication pﬁqﬁo‘ses.
; ATM seudsAencx.'ypted datato Vi:rtﬁalSAFﬁ.
6. Authentication
10 : * ’VirmvalSAFE process authenticates customer.
7. Messagix;g
_‘ @ Payznént requested fmm the bénlc _
»B. Pa)fmf.;m ?roce_ssing .
. ‘Cre'dit/'De“pit card -pay.men: anthorized/settled.
5 o Transaction Log
” s | Meséage sent to Vixt,ualSAFE.‘
) ‘e AI] ﬁaﬁsactioq steps are recorded.
. 10. ATM Confirmation |

s ATM r;éceives authorization message from Credir Card processing
20 ' . departmient, .

11. ATM Authorization
-08-
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o Transaction authorized and printed,

~ POS/ATM/Wireless. Referring to FIG, 27, there is'shown 4 block diagram illustrating

.m

15

the wireless POS and ATM process in VirualSAFR in accordance with an
embodiment of the invention. With respect to wireless VirmalSAFE access, the user
may access the VirtmalSAFE application through an .analo’g or a digital wireless
network using one of the following devices: cellular phone, PDA, 'tvvé way radio,
satellite, etc. VirtualSAFE provides a secure wireless ‘application both locally and via
. the server. To wirelessly communicate with VmualSAFE either a standard wireless
network can be wsed or a Jocal wireless nerwork (x.e. Blackberry, Blue Tooth,

 Infrared, ctc.) may be used. With vespect 10 local wircless VirnalSAFE access, the

user may access the VirualSAFE wireless application either locally or remotely. The
local wireless application may. communicate to a remote .device through a
conventional or wireless network. The local wircless anthentication application may
communicate 10 a remote VistualSAFE device through a qo'n&emional or wireless

network.

SAEEcheck. Referring to FIG. 28, there is shown a block diagram illustrating the
SAFEcheck * process in VirialSAFE in aécdrdanc; with an embodiment of the

* invention. The VirtualSAFE Check Processing (VCP) enables streamlined and secure

25

check processing and payments ‘through a remote network comnection. The
VirtualSAFE method and system is émployed in a waditional check processing
protocol in which VirtualSAFE authen’ticates a check clearing transaction. . This
capablhty allows for the integration of electronic payments and check processmg The
SAFEcheck process may be performed as follows:

1. User Brpwses The Merchant Site
2. User Selécts SAFEcheck Payment

e A dlg,ltally sipned shoppmg cart comems and payment amounts are
sent to VirualSAFE,

-9 .
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o Useris then redirected to the VirtualSAFE secured site for further
aguthentication.

3. User Authentication

o VirualSAFE defines authentication level depending on payment -
‘5 ' amount and SAFEcheck Policy. o ’

4. Account Sejected
* User selects appropriate checking acct.)unt‘ from availability list,
5. Accou:it Digital Signature (DS) |
o User digitally signs SAFEcheck.
16 © @ SAFEcheck signedlw.ith web ceniﬁcaAte,A
‘ a SAFEcheck signed with VinuaiSAFE certificate.
6. “Cleararv\ce quues_t‘ o
T -VinuaiSAFfE .issues clearanc‘e‘rgquevst.
7.‘ Fina.ncia; Institation |
15 ® | Réceives' SAFEch{:ck for check presentment.
‘.8. Check Ptinte_'r‘

° 'SAFEéheckj.has been printed on premises .including customer
signature, ‘ ’

o Printer uses regulated check paper with appi*opriaté coding.

30 9. Elecwonic Check Presentment ECP)
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© Vinual3AFE application interfaces: with Electronic Check

Presentment module,
-+ SAFEcheck cleared and processed.
' 10. Confirmation

o VirmualSAFE receives confirmation.

*  VirtualSAFE sends confirmation 1o merchant and -user 10 complete

transaction.

-t

11 Merchant Prints SAFEcheck

e Merchant prinis out tiser signed copy of cleared cl:eck

» User optionally signs SAFEcheck at merchant premises.

Physical Access Control. Referring to FIG. 29, there is shown a block diagram

 illustrating physical access control in VirmalSAFE in accordance with an embodiment

':of the invention.. Physical ‘Actess Control or SAFEpac refers to the stbrage in’

VirtualSAFE of secure entry- information. With respect to employeé/visimr door

‘access, at Jeast three sgenariqs may be sppponéd as follows:
‘ 1 Local Phy;sical Access |
U Locaﬁ office Ser aceess requested. -
: 0 _Re_quesf i8 p;oc.e'ssed. }.océlly. ) g _‘
2. 'RemQte Physigal Alccess T
o :Ramote'ofﬁce user access requested;‘
[ Reqixest is processed remotely. -

3. VirmalSAFE Comrolled High Security Access
-101 -
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. » Remote office user access requesréd. k
. 1R¢que‘st is processed remorely.
Multiple enu& levels may also be supported as follows:
L En.tlxy Level]
5 ' e Building user requésts access 1o local brarich.

o Bmldmn control unit vahdates ngltal Cemﬁcate access level and
. authorxzes access.

 2. Enmry Level 2
o Building user requests access 1o building Secured roam, -

10 . " e Building Control Unit validates Digital Certificate access leve] and
‘ -requests User PIN. ‘

3. Entry Level 3
. Building ser requests access to building High-Secured room.

. Building Control Unit forwards validation of the Digital Certificate
15 from Securiry Company Controlier.

o User must provide PIN.
4. ‘Buwy Level 4
o Building user requests access to building Resﬁ'icted Area.

L] Buﬂdmg (,omml Unit forwards vahdauon of the Digital Ccmﬁcate
20 , ',_from VirtualSAFE through Security Company.

"o Usermust provide VirtualSAFE PIN.

S -102-
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Unigue Features and Advanrages. To reiterate and expand, VirtualSAF E includes the
following unique features and advantages:

10

15

20 -

25

Empfangsz’

ermalSAFE mcIudes a Yemote multi-tiered Authentication Authority (“AA")
mfrastrucnxe for performing security finctions; '

VinualSAFE provides for payment and initiation using a ‘computer network.

Specifically, VirualSAFE provides a payment and initiation system for a virtual

stmart card using an open network like the Inteiner.

VirwalSAFE inchides highly seoure dedicated servers. Built npon a “need fo
know virtual identity” principle of access, VirmalSAFE sccurcly processos and
stores information such that only an authorized user who is Vigorously and firmly
awhenticated can access it While the secure session and/or the SSL protocol
authenncates and secures communications wnh the server, and Public’ Key
Infrastracture (PKD) combmed with third party trusted Certificate Authorities

CA0100504

auzhenucates the device or. computer, VirtualSAFE ﬁ.mctmns to authenticate the

server, computer, and the USET.

Using a PKI—based secure application, an erirolling applicant is prompted to sfore
personal information 1o a VirmalSAFE remote repository.  The depositing"of

information involves encrypting the information with a PKI eryptographic scheme '
. that uses a high-speed hybﬁd approach, and then storing elements of if in g
: fragmented arrangement.  Only the authenricated user can bring shese picees

together again 10 render the information usable. In this préceés, the user profile
becomes a virtual safety deposit box or part of a “virnal identity”, the contents of

" which are aceessible only 1o VirmalSAFE for the puzpose of authentication, and

only in the online presence of the awthorized user. The secure dara is not

accessible to any entity or application requestmg user authentication, or 10

VmualSAFE udxmmst:ators

User 1denuty aumeuucaﬁon is initared for each individual transaction by

triggering a multi-tiered algorithm that employs “virtual smart card” techhology 10
interface with standard PKI. Authemicatiqn is only possible when the nser’s

103
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«

personalized “virtual smart card” aflows VirwalSAFE 1o access the respective
“virtual identity™.

VirmalSAFE may be applied 1o credit or debit card, safe check, wire, or other
forms of electronic payment processing. -

: VirmalSAFE‘ functions as both a meané of n‘etwork access control and secure data

storage.

Over a remote network, VirtualSAFE is configured as an Attibute Anthentication
Authority ("AAA”) and provides an access conirol portal 1o sensitive applications

and data .management facilities hence enabling a secure end- to-end extranet for

mamtammg authorization, authenucauon, and accountability of all extemal users

. or applications, Sn'ong user and/or apphcanon authentication via virtual smart

card directs, controls, and audits access t6 sensitive Tesources 1o any level of
granularity in accordance with the 1SO 8583 standard. )

"VirwalSAFE provides for the complete payment and fulfiliment process as
conducted over a communication network, and more specifically, VirtualSAFE

provides. & secure virtual enrity that includes. purchase transaction, - payment
transaction, and shipping and detivery components,

. VirmalSAFE executes a complete electronic financial trarisaction for goods or

services, which previously was transacted with credit card, cash or other payment
of goods, and subsequently fulfilled separately.

. By enablmu an unprecedcnted level of secunty in onhne authentication,

VirmalSAFE reduces the current const‘ramts on businesses, povernments, and
individuals that keep them from fully leveraging the flexibility and advantages of
communicating and transacting _over the In.temet, intranets, ‘extrénet.f, and
enterprise networks. This is achieved by VirmualSAFE’s multi-tiered ‘Attribute

Authentication Authomy (AAA) infrastructure whxch includes secure means for

processmg electronic data and tansactions over conventional and wireless
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networks, authenticating users at the application level, and for network access,
transactions, and communications. :

e . VirtualSAFE includes a secure, dedicated server that exceedsisfandard sessions or
Intemet seéuriry protocols such as SSL. While SSL authenticates a nerwork server
5 and Public Key Infrastrucrure (PKI) combined with third party wusted Certificate
Authorities authenticate the device or PC, VirtualSAFE authenticates the nser.

» VirmalSAFE provides for the payment and fulfillment pfocesws involved in
completing a financial exchange of oods or services for MOnEtary payment.

S VinualSAFE includes'secure encryi)ted digital communications, existing payment
0w nieth_ods (i.e. cash, check, credir and debit card pagment systems, wire payment
) and elecwonic funds transfer systems, etc.), and fulfillment and clearinghouse
processes for: deli{/ery of goods and services. VirmalSAFE uses eléqtrc_mic '
representations of rﬁoxiey and shopping entities wh@ch are designed to be securely
houised in & digital envimnﬁlent that is independent from the remote shopper’s
15 . computerterminal. o '

* VirualSAFE enables an enterprise to resolve many of the security, privacy,
convenience and cost impediments that exist wifh present online commerce

" systems.

s VirtualSATE makes it easier and less risky for businesses of all sizes to engagein
20 . . e-commerce. o L -

o VimalSAFE makes it easier for potential online merchanss of goods and services
1o build a website and enter the world of e-commerce.

®  VirmalSAFE allows merchants to readily obtain blanket frand insurance.

® . VirualSAFE registers consumers’ personal data (i.e. credit card information) once
25 and then issues 3 digital D to that individual. Henceforth, the consumer does not
have 1o enter their data online again, an cbvious attraction 10 consumers. The data

is held in a database file on a highly secure and insured server site.
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With VirnialSAFE, all parts of a trahsacrion are routed through a “safe”
component, with private data being protected.. A purchase can then be made with
all interested paﬂies (i e. merchant, credit card issuer, bank, couriers) accessing
only mformauon that is absolutely pertinent to their roles. At the same time,

VirualSAFE. ensuxes that it is excecdingly unlikely thar anyone other than the

card holder conld execute the transacnon An advamage of VumalSAFE is Ihat

" online fraid may be reduced. -

VirtmalSAFE includes 4 remote secure repasitory for fulfillment data.

Virtual SAFE electronicany emuléttes‘a’_ wa}!e; ora purse customarily used for

" organizing money, credit cards, and other forms of payment. Access to the

instruments in the wallet or purse is restricted by an encryption and authentication
DIOCESSES 10 avoid *unauthorized payments A successful cryptographic

' _ authentication is required in order to obtain access 10 the wallet or purse. The

15

20

25

- authentication protocol obtains the information necessary for creating a network

session _granting authority to utilize an instrument, a payment lolder, and a
complete electronic wallet. Electronic approval results in the generation of an

elecrromc transacuon 1 complete the order

CA0100504

Upon selection: of a pamcular payment Imnsacnon by a user, a paruculaf '

fransaction nonﬁcanon will be generated based on the order. The wansaction

- notification is processed by means of & secure connection to 2 transaction server.
-The wansaction sérver includes clements for order fulfilimen:, including

connectivity to: credit card isswer, acquiring bank or finds-helding institution,
pmduct or service men:ham, delivery provxder and the user or customer account.

With VirualSAFE an electromc payment transaction is genemted for affemng a
wansfer of funds from an account of the payer in the fimds-holding instimtion 1o

" the payee. The elecwonic insrument includes a cryptographic digital signature of -

the payer, digital representations of payment- instructions, the cryptographic

funds holdmg institution.
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VirmalSAFE has a secure infrastructure which includes the following

components: PK), o Redirection Link; 2 Secuwre Remote PointerPlug-ln
Application; a Virtual Identity; a Virtual Smart Card; a VirmalSAFE Deposit Box

(VSDBY); an Anribute Awthority; a Crypto-Engine; a Payment Processing Engine;
a Risk Management Engine; a Transaction Fulfilment Mechamsm ‘an Insurance
Modulg; and, a Transacuon Secure Reposmry ) '

VirnalSAFE _éugments the existing capabilities to process’ payments by
simulating a physical smart card, reader, and unique identity in a remote online
environment. This is accomplished without compromising existing capabilities of
remote oprmectidu, browsing, ax;d,inperactivityl already inherent in the network.

These éxisimg- capabilities are enlianced by VirmalSAFE’s ability 1o swongly

authenticate the identity of online users for the purposes of processing payments.

By incorporating cryptographic and networking elements, VirnalSAFE operates
as an auﬂmenﬁcaﬁon layer or authemication authority between the buyér the
terminal, the merchadt, and paymem server. Through multi-tiered anthentication,
the remote client is qumed and amhenncated 1o produce effecuve smart card
mulanon as if the physical card was presen(

VirmalSAFE incindes an online purchase and initiation server (VirwalSAFE

* Authentication Authority. or “VSAA”) thar implements virmal smart cards.

VirmalSAFE complemems existing Intemnet payment and initiation systems by
prowdmg soﬁware emulstion of smart cards and smart card readers. Other
components of ‘l:he ezustmg Internet payment and initiation systems (e.g. merchant
server and payment server), and the techmques for processing payment and
ini(iaﬁon iransactions, may rcrﬁain the same. Use of the VSAA server is
transparent to merchants on the Intemet. In one smbodiment, a smart card and its
associated card reader are emulated on a remotely located VSAA server computer,
thus reducing the need for physical smart cards and smart card readers. The
existing client terminal ficts 28 a pass-through device that {s wansparent 1 a user, a

" merchant server, or 4 bank server. This improvement 1o Infernét payment and

initiation systems provides several advamtages., For example, the adoption of
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glectronic. market systems may be accclerated by avoiding the cost and -
distribution problems assocxated with phys;cal cards and card readers.

VmualSAFE mcludes 2 means 1o address the low value (e.g. less then USS]O)
elecronic commerce market in a vapid manner us:ng an m&aslmcmrc that is

‘ gasily scaleable.

By remaining integrated with the ﬁa:dware—based aj:proach ‘m electronic.

commerce, VirualSAFE facilitates the’ accelerated development of Internet
payment and initiation systems. With VirnilSAFE, a consumer base may be
created which may subsequently be transferred 1o the hardware: appros.ch when the

required hardware is more widely available.

VirualSAFE is secure ii: that the cryptographic functions normally performed’
- within a ‘smart eard are performed securely within the remote VSAA server which

may be under the control of an issuing bank or a xmswd thu'd pany

VirmalSAFE allows value 10 be credited 1o a consum@’s account. This may be
" done quickly and easily by VirwalSAFE’s VSAA server (i.e. the virtual smart
-card that is being emulated). A special ixii\;iatidn server is not necessarily

tequired, but may be used.

With thalSAFE, by permitting the use of a virmal card to make purchases over

the Internet for small dollar amounts, @ merchant miay very well be able 1o begin

charging for goods and services that he pfovided for free in the past. VirmalSAFE
is suitable for purchases of under 18310 while purchases of any amount may be
made. ViralSAFE allows merchants to reco\}er costsfxf services nof previously
charged for and allows merchants to access to an existing and rapidly growing
consumer base.

VirmalSAFE integrates into existing clearing and seftlement systems such that
inerchants need not implement nor become familiar with new procedures for the

reconciliation of transactions.
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With VirmalSAFE, a merchant need only make a minimal investment in time and
money to take advamage of and 10 accEpt payments over the Intcmt:l With
VirtualSAFE, a merchant need not engage in the development of complex
software or accounting procedures. Smaller merchants will espccxally benefit
from VirualSAFE. By establishing a busmess relauonshlp with an acquuer and
ncorporating standard merchant sofiware; a merchant | is ready to begm selling

‘goods and services from bis web site. Since a. virmal smait card with a stored-

value application is used; the péymént server and the VSAA server perform the
details of and provide security for the transaction. Hence, merchans are velieved

from having to contro! and keep track of transactions. From a merchant’s point of
-View, the merchant knows that a consumer desires to purchase an itern and that a

1CA0100504

cost has been eusmitied 1o the consumer, thus, When the meschans receives a

confirmation message, the merchan may release the item to the consumer. The -

merchant need not be concerned about security nor be tesponsible for

'

Virtual$ AFE may facilitate frequens flyer miles or award points. A consumér may

wish to-access any of a‘variety of Web servers in order to redeem frequent flyer
miles, award points, .efc., that he or she has accumulated as part of a loyalty

program. The consumer may have accumulated poiars through any nfa variety of
programs thh airlines, restaurants, rental car compames haotels, banks, cxedxt or
debxt card issuers, telephone or other communication company, erc. Often the

consumer wmhes o redeem these points to receive free airline tickets, meals, car

‘rental, overmghr s:ays, prizes, awards, discounts, or oﬂlerbmeﬁts fr is important

to the airline (or othéx company) to be able o authenucate that the person trymg s}

redeem points is the acwal person who owns the points. By accessing a Web

server associated with the pasticular program, VirtyalSAFE gllows the consumer

to'nse a virnial card in the VBAA server to authenticate that he or she is the true

owner of the poims and 1o receive henefits from the program,

VirtualSAFE allows consumers 1 convemently 1mtlate value on vu'tual cards
from any suitable device via an open network such as the Miernet. A consbmer

may use any suitable computer ar the home, office, or elsewhere in “order to

-~ 109 -
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connect o his bank or other financial institution. Using appropriate message

mtegnty, value is transfemd from the ba.nk fo the consumer’s virtual card. At the
same time, the corresponding value is transfened from the bank to the virtual card
issuer through existing netwo:ks for later settlement with a merchant, trom whom
the . consymer purchases gaods or-services. This embodiment makes use of an
existing clearing and seftlement system for evenmal semlement of the transaction
bétween the merchant and the card issuer. The invention allows consumers to
convemently initiate value on vxrcual cards while muintaining a high level of
security. From the CONSUMmET’s perspecnve, this Initiation feature operates in a
fashion sitnilar to the initiation of a physical card at an ATM machine, except that
tﬁe éopsurner need not insert cash or an additional debit or credit card, nor is ﬁe
consumer required to wavel to 3 bank. The initiation functionality is distribured

" across the Intemet berween the VSAA server, a bank server holding the

copsumer’s accdunt, and an initiation server with a security module. All of these
entities may be physically remote froni one another with router functionality being
provided by the Internet,

| VirtualSAFE may use existing c]éar'ing and 'settlement systems to xeconcile

transactions and fo pay the appropriate parties once the value has been spen,

VirmalSAFE mcludes the integration of ut least four separate networks, namely,

- “VIRCON”, “VIRSBUS”, “VIRMRUS”, ‘and “VIRLBUS” These networks are

defined as follows: VIRCON isa virtual conitractors network; VIRSBUS is a
virtual small business network, VIRMBUS is a vutual medium-sized busmess

CA0100504

network; and VIRLBUS ‘isa wrrual large busmess network: As members of one

these networks, contractors will have access z_md will be able to run &l of their
" business affairs via VirmalSAFE. For example, - contractors may login to
" VirmalSAFE and download all of their companys? docomems (e.g. purchase

orders invoices, change orders, material order forms, _outstanding blnS, etc.) and

have all of their e-commerce fransactions handled right at their customers’ sites.
‘For materials that they require, emails will be sent to their suppliers. For invoices
that requiré payment, the opportunity for thexr unmcdlate payment exists through

VmualSAFE

-110-

Emofanss AMENDED SHEET

-116-




31 Oct 2006

2001248198

15

20

25

30

THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1.

A method of performing a secure electronic commerce transaction over a network using a
smart card, said network having a client terminal, a merchant server, a payment server,
and an authentication server, said smart card being a physical smart card or a virtual smart
card, said smart card being associated with a user at said client terminal, said smart card
having associated smart card information, said smart card information including an
account balance, said smart card information being stored at said client terminal and at

said authentication server, said method comprising the steps of:

sending a transaction request message from said client terminal to said merchant
server identifying a product for said transaction, said product having associated
product information, said product information being displayed on a first web page
supported by said merchant server, said user being able to view said web page at said

client terminal using a browser;

said transaction request message being sent via a Transaction Fulfilment Mechanism
(TFM) module consisting of a set of fraud management heuristics that arc invoked in a
progression that leads to a final fulfiliment condition, said fulfillment condition
dictating what type of delivery is to be made and associated criteria for completion of

said transaction;

sending transaction information from said merchant server to said client terminal in
response to said transaction request message, said transaction information being
contained in a second web page generated by said merchant server and displayable to
said user through said browser, said transaction information including a price for said
product an IP address of said payment server, a transaction identifier and a merchant
identifier, said transaction identifier for tracking said transaction by said merchant
server and by said payment saver, said merchant identifier for tracking said transaction

by said client terminal and said payment server;

receiving a user identifier and a PIN from said user at said client terminal for

authorizing said transaction;
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sending said user identifier, said PIN, and said transaction information from said client

terminal to said authentication server;

comparing said price of said product to said account balance for said smart card at said
authentication server to determine if said transaction can proceed, said account balance
being stored at said authentication server and being accessed using said user identifier
and said PIN, said transaction being terminated and a first termination message being
sent from said authentication server to said client terminal for display to said user if

price exceed said account balance by a predetermined amount;

sending a draw request message from said authentication server to said payment server
using said IP address of said payment server, said draw request message containing

said transaction information;

sending said draw request message from said payment server to said client terminal;

sending a debit request message from said clicnt terminal to said payment server in
response to said draw request message, said debit request message including a first
digital signature, said first digital signature for verifying that said debit request
message originated from said client terminal, said first digital signature being
generated at said client terminal using said smart card information stored at said client

terminal;

sending said debit request message from said payment server to said authentication

server;

comparing at said authentication server said first digital signature contained in said
debit request message to a first check digital signature generated at said authentication
server using said smart card information stored at said authentication server to
determine if said transaction can proceed, said transaction being terminated and a
second termination message being sent from said authentication server to said client

terminal for display to said user if said first digital signature does not match said first
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check digital signature;

updating said smart card information by debiting said account balance by paid price to
produce an updated account balance and storing said updated account balance at said

authentication server;

sending a debit response message from said authentication server to said payment
server, said debit response message including a second digital signature, said second
digital signature for verifying that said debit response message originated from said
authentication server and for verifying that said account balance has been debited, said
second digital signature being generated at said authentication server using said smart

card information stored at said authentication saver;

sending said debit response message from said payment server to said client terminal;
comparing at said client terminal said second digital signature contained in said debit
response message to a second check digital signature generated at said client terminal

using said smart card information: stored at said client terminal, said smart card
information stored at said client terminal including an expected updated account
balance, to determine if said transaction can proceed, said transaction being terminated
and a third termination message being displayed to said user if said second digital

signature does not match said second check digital signature:

updating said smart card information by debiting said account balance by paid price to
produce an updated account balance and staring said updated account balance at said
client terminal,

sending a verification response message from said client terminal to said payment
server, said verification response message including an indication that said second
digital signature matches said second check digital signature and that said transaction
can proceed;

logging said indication and said transaction information at said payment server;
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sending a debit result message from said payment server to said authentication server,
said debit result message for confirming that said transaction has been logged and that
said transaction can proceed, said debit result message including said indication and

said transaction information;

logging said debit result message at said authentication server;
sending said debit result message from said authentication server to said client
terminal to confirm that said transaction has been logged and that said transaction can

proceed;

sending said debit result massage from said client terminal to said merchant server to
confirm that said transaction been logged and that said product can be released to said

user; and,

sending a purchase receipt message from said merchant server to said client terminal,
said purchase receipt message indicating that said product has been released to said

user, thereby completing said secure electronic commerce transaction;

wherein all of said transaction communications are routed through a secure component
(Crypto Engine CEV) module which interconnects software modules and assures
management of multi-identities, strong authentication, user consent, anonymity,

accountability, reporting and privacy compliance.

2. The method of claim 1 wherein said network is the Intemnet.

3. The method of either claim 1 or claim 2 wherein said debit result message is
encrypted.

4. The method of any one of claims 1 to 3, wherein said authentication server is

operable to enable, enhance and support government, health, insurance, institutional,
general business and financial services that cnable processing such as credit card
processing standards, e-check, legal, administrative and financial settlement between

parties in online transactions in compliance with government regulations and privacy
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5. The method of any one of claims [ to 4, further comprising the step of

periodically re-configuring data on said smart card.

6. The method of any one of claims 1 to 5, wherein the secure electronic
commerce transaction method is carried out using the software modules comprising the

group of:
a Public Key Infrastructure (PKI) module;
a Forwarding Mechanism/Redirection Link module;
a Secure Remote Pointer/Plug-in/Application/Applet module;
a Attribute Authority module;
a Virtual Identity module;
a Unique authentication process module;
a Secure Data Repository module;
an Authentication Authority module;
a Crypto-Engine (CEV) module;
a Payment Processing Engine module;
a Risk Management Engine module;
a Transaction Fulfillment Mechanism module;
an Insurance Module;

a Transaction Secure Repository module; and
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a VirtualSAFE Deposit Box module.

7. The method of claim 6, wherein the secure session and/or the SSL protocol
authenticates and secures communications with the server, and Public Key Infrastructure
(PKI) combined with third party trusted Certificate Authorities authenticates the device or
computer, the VirtualSAFE system and method authenticates the server, computer, and
the user based on principles of secret, share secret and physical material or certificates to

create uniqueness of user virtual identity.

8. The method of any one of claims 1 to 7, further comprising a power of

Attorney Consent software module.

9. The method of any one of claims 1 to 8, further comprising an Escrow Module

called Secure Proxy software module.

10.  The method of any one of claims 1 to 9 wherein said TFM module and said set

of fraud management heuristics are operable to perform the steps of:

generating a Customer Authentication Scoring, by considering Certificate

Authentication, Secure Cookies, PIN or PIN value, and SRP Verifications criteria;

generating a Credential Identification Scoring, by considering Address, Amount, Over
Limit, Declined, Plug-in Verifications, Risk Assessment, Transaction type, Payment

type, Fraud, and Third party assessment proof or change criteria;

generating a Transaction Risk Scoring by considering external Third Party Fraud
Assessment data, or Internal Primary Attribute, Secondary Attribute, Reduction, Tune
Up, Risk Adjustment, and Fraud Data Configuration criteria;

said Fulfillment Response being dependable to third party authorization and creating a

type of said Fulfillment Delivery based on a opposite score that will guarantee

delivery of products/services/document; and
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said three steps of generating being combined to a achieve a transaction score that is

used to determine said fulfillment response and type of fulfillment delivery.

11.  The method of any one of claims 1 to 10, where information is sent to said
authentication server by securely forwarding the information from said customer

application in accordance with a security policy.

12. The method of any one of claims 1 to 11 wherein each step of transmitting
comprises the step of transmitting using standard secure communication session such as
SSL, said unique session bundling encryption of user data by user's keys to support three
basic rules; user secret, user share secret and physical material that represents sets of
user's unique keys; and further comprising the step of flushing memory of tamper-proof
Crypto Engine CEV process encrypted and raw data that will be securely granulated and
encrypted in accordance with policy of segmentation, encryption and fragmentation of
data such as keys.

13.  The method of any one of claims 1 to 12 further comprising the step of
responding to a successful user authentication for a transaction, by using a user's or
authorized user's unique electronic signature to sign a transactional consent, legally
binding all parties in order to proceed with transactions enabled by multi-step chain,
anonymous or personalized proxy/surrogate/assembly electronic signature mechanism;
said transaction signed by user signature and by all other parties’ signatures involved in
the transaction enabling accountable anonymity in compliance with a non-reputable,

transactional audit, audit legal audit and reporting mechanism.

14.  The method of any one of claims | to 13, wherein said payment server
responds to the failure to settle a financial transaction, said user not accepting a delivered
product in accordance with said policy, by said Transaction Fulfillment Mechanism
initiating cancellation of said order in accordance with said policy which will trigger
credit of said user transaction process such as payment server will settle and/or credit

financial transaction escrowed in accordance with said agreement.

15.  The method of any one of claims 1 to 14, further comprising the step of
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responding to said user failing to receive delivery of a product in accordance with said
agreement consented to by said user, and said Transaction Fulfillment Mechanism, by

initiating cancellation of said order.

16.  The method of any one of claims | to 15, further comprising the step of
ensuring security through a combination of public key certificates and attribute certificates
which are deployed for authentication and authorization purposes for each entity in an e-

commerce transaction.

17. A method of performing a secure electronic commerce transaction over a
network using a smart card, said network having a client terminal, a merchant server, a
payment server, and an authentication server, said smart card being a physical smart card
or a virtual smart card, said smart card being associated with a user at said client terminal,
said smart card having associated smart card information, said smart card information
including an account balance, said smart card information being stored at said client
terminal and at said authentication server, substantially as hereinbefore described with

reference to the accompanying drawings.
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. Enrolment

The technology enables VirtualSAFE to register users’
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VirtualSAFE operates as an authentication layer or
authentication authority between the user, the terminal
and the VirfualSAFE server.

Through a muiti-tiered authentication mechanism, the
remote user is queried and authenticated fo produce
an effective smert card emulation as if the physical
card was present,

i
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Server Authentication

-

The Secure Remote Pointer (SRP) Is a Virtual SAFE
compatible application that runs as a web browser plug-in,
applet or application.

SMAR éARD

The SRP is used by the user browser client to conduct
secure communication with the VirtualSAFE.

This process is initiated when the user clicks ona

redirection link (RL) that requires an authentication and
authorization check.
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_o.Computer Authentication

The VirtualSAFE Virtual Identity (V1) method and process
involves the use of a PKI Digital Certificate

The Virtual Identity (V1) consists of the following:

The Web certificate by third party or ECA public and private
kay of the user.

Authentication is initiated over a secure SSL channe!

INTERNET / INTRANET E;g&
%‘Z’{*’%ﬁ“’“ "fﬁfﬂ%"ﬁi"““ P A
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D ’%
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COMPUTER AUTHENTICATION.
1 - Virtual SAFE SERVER INITIATES ONE-WAY SSL HANDSHAKE

2 - DIGITAL CERTIFICATE (PKI) ESTABLISHES TWO-WAY $SL HANDSHAKE
% VirtualSAFE INTEROPERABILITY FUNCTIONS :
% VirualSAFE IS X608 COMPATIBLE (ENTRUST, BALTIMORE, VERISIGN, ETC.)
4  SECOND PHASE EC? (CERTICOM) COMPLIANT
% OTHER PKI STANDARD COMPLIANT (META, ETC.)

3-VERIFICATION OF X500 GLOBAL DIRECTORY
< VirlualSAFE IS FULLY CAPABLE OF DETERMINING CERTIFICATE AUTHENTICITY BY

VERIFYING PUBLIC DIRECTORIES (ENTRUST, BALTIMORE, VERISIGN, ETC.)
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¢ User Authentication

The entire communication will take place over a client-server
authenticated SSL channel, Establishing two-way authentication
using digital certificate distribution.

Encryption and signing of the data package Is completed entirely
within the secure confines of the Secure Remote Pointer (SRP).

SMART CARD |,

10

The user data stored in the Virtual Identity includes, but is not

M AUTHENTICATION e
limited to:
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° VirtualSAFE CERTIFICATE APPLICATION VALIDATION

2 - VirtualSAFE SECURE PLUG-IN / APPLICATION ACTIVATED

3 - USER PRESENTS IDENTIFICATION STRINGS

4 -Virtual SMART CARD IDENTIFIES USER IN VS X500 DIRECTORY

5-USER'S PIN AND TIMESTAMP ARE TRIPLE ENCRYPTED - DIGITALLY SIGNED
8 - VirtualSAFE DECRYPTS DIGITALLY SIGNED USER'S PIN AND TIMESTAMP

7 - USER ENCRYPTED PIN VALIDATED BY VirtualSAFE '

8 - VirtualSAFE ENCRYPTED PREFIX VALIDATED BY SUPERVISOR

9 - VirtualSAFE PROCEEDS WITH BACK-END AUTHENTICATION

FIG. 13
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Back-End Authentication

The Virtual SAFE Payment Processing Engine consists of the
servers and connectivity to a payment gateway

The Virtual SAFE Risk Management Engine augments the
payment pracessing functionality by providing intermediate
vetling of transactions prior to execution by a remote processor.

Credit Risk Management occurs in different scenarios of
customer enrolment, management, and payment processing.

An individual customer's credit rating is used to determine
acceptablfity of payment transaction processing.

[ [ RISK MANAGEMENT
&

SECURE ACTIVE PLUGIN
APPLICATION

VirtualSAFE

INTERNET { INTRANET |52

ol

MERCHANT /

/ A
%, | SECURE SINGLE
VPN CONNECTION b3 |
BUSINESS k

&@3 | POINT ACCESS
H

AUTHENTICATION

GPTIONAL
e Com PLETE
i i e

BACK-END AUTHENTICATION

1 - RISK MANAGEMENT

* INTERNAL SCORE VALUE VERIFICATION

< EXTERNAL SCORE VALUE VERIFICATION

<« VirtualSAFE ASSESSMENT RESULT
2 - INSURANCE MODULE - POLICY ADJUSTABLE LIMIT

<« BUSINESS LIABILITY - TRANSACTION VALUE

@ USER LIABILITY POLICY - LIMITED BY CREDIT WORTH
3 - MESSAGING - E-MAIL OR NOTIFICATION

« INTERNAL - BUSINESS UNIT OR ADMINISTRATOR

o EXTERNAL - BUSINESS PARTNER OR USER
4 VirtualSAFE ENCRYPTED TRANSACTION LOG

- POLICY
@ PKI POLICY (PC AND PCA) REGULATED BY STANDARD PROCEDURE
& VirtualSAFE PRIVACY AND BUSINESS POLICY
> THIRD PARTY BUSINESS POLICY
6 - FULFILMENT PROCEDURE
» TRANSACTICN
@ COMMUNICATION
“ DATA STORAGE
@ ACCESS CONTROL
R ADMINISTRATION AND VirtualSAFE VALUE-ADDED SERVICES

FIG. 19
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¢Fulfilment

The VirtualSAFE Transaction Fulfiiment Mechanism (TFM)
consists of a set of fraud management heuristics that are
invoked in a progression

WELCOME |,

The fulfilment condition will dictate what type of delivery is to be
made.

i The TFM and fraud management heuristic is comprised of the

FINANGIAL % folfowing steps:

{ INSTITUTION k Customer Authentication Scoring

(OPTIONAL) i Credential Identification Scoring
Transaction Risk Scoring

Fulfilment Response

Fulfitment Delivery

=

" SECURE ACTIVE PLUGHN
* APPLICATION

VirtualSAFE

PN R
MERCHANT / | sccuResigie ] (6] [ OTHER SERVICES
BUSINESS , | POINTACCESS & e
i OPTIONAL o :
""" E@*‘M&”ﬁ&“&ﬂf%
AA - Authentication Authority
FULFILMENT
1 - ONLINE CREDIT CARD PAYMENT (SAME AS EFT)
2 - DEBIT CARD PAYMENT (SAME AS EFT)
3 - ELECTRONIC CHECK (SAME AS EFT)
4 - WIRE (SAME AS EFT)
5 - ELECTRONIC FUNDS TRANSFER (EFT), COIN PAYMENT, STORED-VALUE CARDS, ETC.
* SECURED TRANSACTIONS :
+ CUSTOMER AND MERCHANT AUDIT
% CUSTOMER AND MERCHANT LIABILITY INSURANCE
% TRANSACTION VALUE INSURANCE
B3 FRAUD CONTROL
4 DELIVERY CONTROL
% LOYALTY PROGRAM
6 - OTHER SERVICES
< SECURE E-MAIL
& LOGISTIC SUPPORT FOR INDIVIDUAL, SMALL AND MEDIUM SIZE BUSINESSES
[} APPLICATION FRONT-END IS EASY TO UNDERSTAND AND USER FRIENDLY
a APPLICATION S ACCESSIBLE THROUGH INTERNET/INTRANET
a VirtualSAFE 1S INTEROPERABLE WITH EXISTING PROFESSIONAL OR CUSTOM
APPLICATIONS
% SECURE COLLABORATION PLACE

FIG. 20
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Attrlbute Authentication Authority

By definitlon access controf entails the limiting
of activities of a user on the system.

Enforcement of such controfs is accomplished ] AUTHENTICAT]QN i

by maintaining a reference monitor that
mediates access attempts by consulting an
authorization base to determine if the user
attempting the access is authorized to do so.

A distinction is made here between
authentication and access control, where
authentication merely confirms the identity of
the user, while access conirol establishes : - :
identity privileges on the basis of successful " ECURE ACTIVE PLUGIN
authentication. 0" APPLICATION

INTERNET / INTRANET

{ SECURE SINGLE
i POINT ACCESS

MERCHANT/
BUSINESS

[DEE] e
ACCOUNT 1 L=
| (102

AAA - Attribute Authentication Authority
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VALIDATED INFORMATION

2 - VIRTUAL INDENTITY (V1) SECRET INFORMATION

22/31
i User identity authentication is Initiated for each individual
transaction by triggering a multi-tiered aigorithm that employs
Virtual Smart Card technology to interface with standard PKI.
Authenlication is only possible when the user's personalized
"irtual smart card” allows VirtualSAFE to access the respective
"virtual identity".
BROWSER
e e o
|I] PRIVATE INF!
- SECURE ACTIVE PLUGIN
APPLICATION
INTERNET / INTRANET
MERCHANT / SECURE SINGLE
BUSINESS POINT ACCESS
AA - Authentication Authority
VIRTUAL INDENTITY (V1)
1 - VIRTUAL INDENTITY (Vi) PRIVATE INFORMATION 4- VIRTUAL INDENTITY (VI) PHYSICAL MATERIAL
< VI IS A PROPRIETARY ALGORITHM THAT IS USED < PHYSICAL MATERIAL COULD BE REPRESENTED BY
TO CREATE AND MAINTAIN ENCRYPTED DATA DIGITAL CERTIFICATE OR A UNIQUE SOFTWARE
FROM SOURCE DATA BASED ON PROVIDED AND CODE (SCRIPT, PROGRAM OR SFECIAL CODE)

* PHYSICAL MATERIAL COULD BE:
a LOCAL DIGITAL CERTIFICATE (PERSONAL

- VIMAINTAINS THIS INFORMATION THAT IS COMPUTER, COMPUTER AND/OR WEB DIGITAL
ENCRYPTED AND ACCESSIBLE ONLY TO A CERTIFICATE, SMART CARD, MAGNETIC CARD OR
SINGLE USER ANY DEVICE OPERATED BY THE USER)

* SECRET INFORMATION IS KNOWN ONLY BY THE a VirtualSAFE CERTIFICATE (DIGITAL CERTIFICATE IS A

USER WHOSE SECRET IT IS.

3« VIRTUAL INDENTITY (VI) SHARE SECRET INFORMATION

DIGITAL CERTIFICATE STORED IN ANY TYPE OF
REPOSITORY OR VirtualSAFE REPOSITORY

<> VI MAINTAINS THIS INFORMATION THAT IS MANAGED BY VirtualSAFE)
ENCRYPTED AND ACCESSIBLE ONLY TO THE a UNIQUE INDENTIFIER (!DENTIFIER ISSUED UNIQUELY
USER AND VirtuaSAFE PROXY TO AUSER)

<+ SECRET INFORMATION 1S KNOWN ONLY BY * TECHNOLOGICAL STANDARD
USER WHOSE SECRET IT IS AND BY THE ENCRYPTION BASIS (RSA, CE? AND OTHER TYPES OF
VirtualSAFE PROXY ALGORITHM)

Q PUBLIC KEY INFASTRUCTURE (PKI), X500, META, ETC.)

FI6. 22
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. Virtual Smart Card (VSC)

The Virtual Smart Card (VSC) is a VirtualSAFE internal
application that acts as a focal secure proxy to an external virtual
authentication token accessed via the Secure Remote Pointer
(SRP).

The VSC authenticates, encrypts and decrypts VirtualSAFE user
data using a multi Public Key Infrastructure (PKi) managed
service.

The VSC implements a multi-tiered PKI by designating dual sets
of key palirs for each user: one External and one Internal Public-
Private key pair

[ vsm FUNCTIONS

T 3
DC REPOSlTORY ’
G Fih

AUTHENTICATION

k‘;

SECURE AGTIVE PLUGIN
APPLICATION

MERCHANT/
BUSINESS

OPTIONAL
Yo

AA - Aufhenﬁcaion Authority

VIRTUAL SMART CARD (VSC)

1-VIRTUAL SMART CARD (VSC) FUNCTIONS 5. VIRTUAL SAFE DEPOSIT BOX (VSDB)
< VSC IS THE EMULATION BASE OF THE READER ~ ¢ PERSONAL IDENTITY DATA(ID, DRIVERS
AND SMART CARD ON REMOTE LOCATION LICENCE, ADDRESS, HEALTH CARD, ...)

> VSC IS USED TO AUTHENTICATE USER R4 FINANCIAL INFORMATION (ACCOUNT NUMBERS,
ACCESS CREDIT/DEBIT CARD, WIRE, ...)
= ALL INFORMATION BELONGING TO “* BUSINESS (BUSINESS NUMBER AND ALL
' ENROLLED MEMBERS S STORED AND CONFIDENTIAL AND NON-CONFIDENTIAL DATA)
PROTECTED BY A PROPRIETARY * GOVERMENT ((ID, DRIVERS LICENCE, ADDRESS,
ENCRYPTION SCHEME USING A HIGH-SPEED HEALTH GARD AND GOVERMENT CONFIDENTIAL AND
HYBRID APPROACH " NON-CONFIDENTIAL DATA) .
< VSC IS CO-ORDINATING PRIVACY POLICY “* GENERAL REPQSITORY (DOCUMENTS AND ALL
2« VirtualSAFE DIGITAL CERTIFICATE (DC) REPOSITORY CONFIDENTIAL AND NON-CONFIDENTIAL DATA)
<« USERS REMOTE OR ROAMING DIGITAL TRANSACTION
CERTIFICATES STORED SECURELY 6- AFPLICATIONS
3- AUTHENTIGATION REMOTE SOFTWARE LICENSING
USER AUTHENTICATION USING VIRTUAL 7- BACK UP
IDENTITY X - TRANSACTION LOGS
@ USER IDENTITY IS COMBINED WITH SECRETS, - TRANSACTION REVISIONS
SHARED SECRETS AND PHYSICAL ELEMENTS - LOGS
{PKI) 8. INTERNAL ACCESS
4 - ACCESS PORTFOLIO L VirtualSAFE, PRIVATE, SHARED, BUSINESS AND
< PRIVATE, SHARED, BUSINESS OR GOVERNMENT GOVERNMENT

FIG.

232
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VirtualSAFE deposit box (VSDB)

Using a PKI-based secure application, an enrolling epplicant is prompted to
sfore personal information to the VirtualSAFE local or remote VirtualSAFE
deposit box (VSDB). The depositing of information is a unique and

B proprigtary process. It involves encrypting the information with a PKI
SMART CARI CARD cryptographic scheme that uses a high-speed hybrid approach, and then
BEOPTION 5 sloring elements of it in @ fragmented arrangement. Only the authenticated

user can bring these pieces together again to render the information usable.

In this process, the user proiile becomes a virtual safely deposit box or part
of a "virtual identity", the contents of which are accessible only to
i Virtual SAFE for the purpose of authentication, and only in the presence of
BROWSER G the authorized user, The secure data is not accessible to any entity or

l:l application requesting user authentication, or to VirtualSAFE administrators.

VSDB FUNCTIONS

VSDB USAGE

o

VSDB TYPES

SECURE ACTIVE PLUGIN
APPLICATION

INTERNET / INTRANET

MERCHANT /
BUSINESS

POINT ACCESS

OPTIONAL

VirtualSAFE Deposit Box (VSDB)

1 - VirtualSAFE Deposit Box (VSDB) FUNCTIONS 3 - VirtualSAFE Deposit Box (VSDB) TYPES
* VSDB IS A SECURED REMOTE STORAGE - VSDB SUPPORTS THE FOLLOWING DEPOSIT BOX
CONTROL WITH ACCESS CONTROL MAINTAINED FORMATS
BY THE VIRTUAL SMART CARD a PRIVATE (PRIVATE AND FAMILY RELATED
2 - VirtualSAFE Deposit Box (VSDB) USAGE ) INFORMATION AND THIRD PARTY AUTHENTICATION
» VSDB COULD BE OPERATED BY SINGLE OR MECHANISMS - PIN's, ETC...)
MULTIPLE USERS Q FINANCIAL {ALL PRIVATE FINANCIAL RELATED AND
* USERS OF VSDB WILL HAVE DIFFERENT LEVELS BUSINESES/GOVERMENT FINANCIAL RELATED DATA)
OF PRIVILEGES BASED ON DEFINED POLICY =} BUSINESS (ALL BUSINESS RELATED DATA - BUSINESS
< USERS GOULD COMMUNICATE AND STORE DATA NUMBERS, DOCUMENTS, LEGAL AND/OR HR
IN THE FOLLOWING GENERAL FORMATS DOCUMENTS, DRAWINGS, ETC..)
Q MULTI-LINGUAL ju GOVERNMENT (ALL GOVERNMENT RELATED DATA -
a MULTI-CALENDAR BUSINESS NUMBERS, DOCUMENTS, LEGAL AND/OR
Q MULTi-CURRENCY HR DOCUMENTS, DRAWINGS, ETC..)
Q MULTI-FORMAT (DOCUMENTS, DRAWINGS, a GENERAL (COULD BE LOCAL OR REMOTE FOR
FORMULAS AND ALL OTHER FILE FORMATS) CUSTCMER BASED ON POLICY) .

o TRANSACTION (COULD BE LOCAL AND REMOTE AND
THIS TYPE OF VSDS SUPPORTS ALL DATA RELATED
ALL TRANSACTIONS MAINTAINED BY VirualSAFE -
ALL PRIVATE INFORMATION IS ENCRYPTED AND
MAINTAINED AS PER PRIVACY POLICY AND
GOVERNMENT REGULATIONS)

FIG. 24
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POS-VSC Emulation

*

POS-VSC Emulation is a fow cost replacement for the physical
smart card application. POS-VSC can be easily implemented on
an existing financial network.

Using Virtual Smart Card (VSC) solves the high cost of physical
Smart Card ir tation and critical mail 108 issues.
User authentlcanon process is based on the VirtualSAFE PKI
structure.

Virtual SAFE PKI structure is used to authenticate users on any
POS premise based on Individual PINs (Personal Identification
s Numbers) with accordance to some European standards..,

VinUéISAFE SWITCH

COMMERCIAL NETWDRK JINTERNET /
lN
ST

MERCHANT /
BUSINESS

PN CO \JNEC FION
SR POI CCESS
NT A S

POINT OF SALE (POS) - VIRTUAL SMART CARD (VSC) EMULATION

1- MAGNETIC CARD 6 - AUTHENTICATION
% USER USES CREDIT/DEBIT MAGNETIC CARD < VirualSAFE PROCESS AUTHENTICATES

2 - POINT OF SALE (POS) - CUSTOMER
&  POS REQUEST CREDIT/DEBIT CARD PAYMENT 7 - MESSAGING
AUTHORIZATION % PAYMENT REQUESTED FROM BANK

3 - SMART CARD READER
< MERCHANT SMART CARD IDENTIFIES
MERCHANT/BUSINESS TO VirtualSAFE AND

8- PAYMENT PROGESSING
&  CREDIT/DEBIT CARD PAYMENT AUTHORIZED/
SETTLED

MERCHANT/BUSINESS 9 - TRANSACTION LOG
< RECEIVED MESSAGE FROM POS SENT TO <  MESSAGE SENT TO VirtualSAFE
VirlualSAFE

ALL TRANSACTION STEPS RECORDED

4 - TRANSACTION REQUEST

<+  VirtualSAFE RECEIVED TRANSACTION
REQUEST
VirtualSAFE REQUESTS USER PIN FOR
AUTHENTICATION PURPOSES
5~ USER AUTHENTICATION PIN

< USERENTERS PIN FOR AUTHENTICATION

<

" 10 SMART GARD READER CONFIRMATION

<+  SMART CARD READER RECEIVES
AUTHORIZATION MESSAGE FROM

CREDIT CARD PROCESSING DEPARTMENT
DECRYPTED MESSAGE IS SENT TO POS

11 - POINT OF SALE AUTHORIZATION

@

& POS RECEIVES AUTHORIZED MESSAGE IN
PURPOSES STANDARD FORMAT

<+  SMART CARD READER SENDS ENCRYPTED &  TRANSACTION AUTHORIZED AND PRINTED
DATA TO VirtualSAFE
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. ATM-VSC Emulation

ATM-VSC Emulation is the answer to physical smart card
application implemented on an existing network,

MAGNETIC CARD

Using Virtual Smart Card (VSC) solves the high cost of physical
Smart Cerd implementation and critical maintenance issues.
User authentication process is based on the VirtualSAFE PKI
structure. '

Virtual SAFE application implemented on supported servers
does not require significant changes on existing ATM appiication
and network, ) )

A security layer is easily implemented into existing applications
and financial network with full support of any current standard..

4] TRANS REQUEST

AUTHENTICATION -

PR SRR B

MERCHANT /
BUSINESS

i SECURE SINGLE
POINT ACCESS

OPTIONAL

ATM - VIRTUAL SMART CARD (VSC) EMULATION

1 - MAGNETIC CARD 6 - AUTHENTICATION
%  USER USES CREDIT/DEBIT MAGNETIC CARD % VirtualSAFE PROCESS AUTHENTICATES
2 - AUTOMATIC TELLER MACHINE (ATM) CUSTOMER
<  ATM REQUEST CREDIT/DEBIT CARD 7 - MESSAGING
TRANSACTION AUTHORIZATION %  PAYMENT REQUESTED FROM BANK
3 - ADD-ON ATM APPLICATION 8 - PAYMENT PROCESSING
%  ADD-ON ATM APPLICATION MAINTAINS %  CREDIT/DEBIT CARD PAYMENT AUTHORIZED /
DIGITAL GERTIFIGATE WITH ALL SECURITY SETTLED .
FUNCTIONS 9 - TRANSACTION LOG
4+ MAGNETIC READER READS CARD HASH & MESSAGE SENT TO VirtualSAFE
* 'o”x‘;?r?“ﬂ'gs'ﬁ%me ENCRYPTS AND SIGNS & _ ALLTRANSAGTION STEPS RECORDED
S 10 - ATM CONFIRMATION
TRANSACTION AND PRIVATE INFORMATION © ATM RECEIVES AUTHORIZATION MESSAGE
4 - TRANSACTION REQUEST FROM CREDIT CARD PROCESSING
% VirtualSAFE RECEIVED TRANSACTION DEPARTMENT
REQUEST .
#  VirualSAFE REQUESTS USER PIN FOR " fTMTQA%gﬂg%mEﬁgRIZED AND PRINTED
AUTHENTICATION PURPOSES N

5 - USER AUTHENTICATION PIN
&  USER ENTERS PIN FOR AUTHENTICATION
PURPOSES
4  ATM SENDS ENCRYPTED DATA TO VirtualSAFE

TG 26
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. POS / ATM/WIRELESS

MAGNETIC CARD |

ADER

 VirtualSAFE SWITCH

COMMERCIAL NFTWORK / INTERNET /
INT|

TRANSACTION LOG |,

% T

MERCHANT/

BUSINESS | SECURE SINGLE £

POINT ACCESS

OPTIONAL

RESOURCE |,

AA - Authentication Authority

‘WIRELESS / POS / ATM VirtualSAFE APPLICATION

1- WIRELESS VirtualSAFE ACCESS 2 - LOCAL WIRELESS VirtualSAFE ACCESS
¢ USER ACCESSES VirtualSAFE THROUGH ANALOG ~ «  USER ACCESSES LOCAL OR REMOTE
OR DIGITAL WIRELESS NETWORK USING: Virtual SAFE WIRELESS APPLICATION.
> CELLULAR PHONES > LOCAL WIRELESS APPLICATION
» PDA COMMUNICATES TO REMOTE DEVICE
> TWO WAY RADIC THROUGH CONVENTIONAL OR
> SATELLITE, ETC WIRELESS NETWORK
4  SECURE WIRELESS APPLICATION » LOCAL WIRELESS AUTHENTICATION
» LOCAL BASED APPLICATION COMMUNICATES TO
» SERVER BASED REMOTE VirtualSAFE DEVICE THROUGH
+  TYPE OF COMMUNICATION CONVENTIONAL OR WIRELESS NETWORK
> STANDARD WIRELESS NETWORK
> LOCAL WIRELESS NETWORK
a BLACKBERRY
u} BLUE TOOTH

Q INFRARED, ETC. F-I G‘ 27
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The VirtualSAFE Check Processing (VCP) enables streamlined
and secure check processing and payments through a remote
network connection .

.. VirtualSAFE technology Is employed In a traditional check
| processing protocol in which the VirlualSAFE authenticates a
check clearing transaclion.

This capability enables the check payment method where
previously integration of electronic payments and check
processing was not possible, .

s

b SECURE ACTIVE PLJG~]N
APPLICATION

FINANCIAL
INSTITUTION

A
TION 13 |
ﬁgﬁ% POINT ACCESS 12

SAFEcheck

1 - USER BROWSE MERCHANT SITE
2 - USER SELECTS SAFEcheck PAYMENT
s  DIGITALLY SIGNED SHOPPING CART CONTENTS AND
PAYMENT AMOUNTS SENT TO VirtualSAFE
+  USER REDIRECTED TO VirtualSAFE SECURED SITE
FOR FURTHER AUTHENTICATION
3 - USER AUTHENTICATION
<  VirtualSAFE DEFINES AUTHENTICATION LEVEL
DEPENDING ON PAYMENT AMOUNT AND SAFEcheck
POLICY
4- ACCOUNT SELECTED
“ USER SELECTS APPROPRIATE CHECKING ACCOUNT
FROM AVAILABILITY LIST
5. ACCOUNT DIGITAL SIGNATURE (DS)
< USER DIGITALLY SIGNS SAFEcheck
<  SAFEcheck SIGNED WITH WEB CERTIFICATE
<  SAFEcheck SIGNED WITH VirtualSAFE CERTIFICATE
6 - CLEARANGE REQUEST
< VirtualSAFE ISSUES CLEARANCE REQUEST
7 - FINANCIAL INSTITUTION
<> RECEIVES SAFEcheck FOR CHECK
PRESENTMENT
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FIG.

8 - CHECK PRINTER
%+ SAFEcheck HAS BEEN PRINTED ON
PREMISES INCLUDING CUSTOMER SIGNATURE
%  PRINTER USES REGULATED CHECK PAPER WITH
APPROPRIATE CODING .
9 - ELECTRONIC CHEGK PRESENTMENT (ECP)
& VirfualSAFE APPLICATION INTERFAGES WITH
ELECTRONIC CHECK PRESENTMENT MODULE
%  SAFEcheck CLEARED AND PROCESSED
10 - CONFIRMATION
@  VirualSAFE RECEIVES CONFIRMATION
% VirtualSAFE SENDS CONFIRMATION TO
MERCHANT AND USER TO COMPLETE
. TRANSACTION
11 - MERCHANT PRINTS SAFEcheck
< MERCHANT PRINTS QUT USER SIGNED COPY OF
CLEARED CHECK
USER OPTIONALLY SIGNS SAFEcheck AT
MERCHANT PREMISES
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Physical Access Control

ROOM n ROOM 4 SECURITY
COMPANY

DOOR ACCESS [
READER

MONITORING

" VirtualSAFE SWITCH

'COMMERCIAL NETWORK J INTERNET /
INTRA!

FINANCIAL

| SECURE SINGLE
) | POINTAGCESS

INSTITUTION

OPTIONAL

AA - Authentication Authority

Physical Access Control

0- EMPLOYEE/ISITOR DOOR ACCESS 2 - ENTRY LEVEL 2
< LOCAL PHYSICAL ACCESS 4  BUILDING USER REQUESTS ACCESS TO
Q LOCAL OFFICE USER ACCESS ‘ BUILDING SECURED ROOM
REQUESTED %  BUILDING CONTROL UNIT VALIDATES DIGITAL
a REQUEST IS PROCESSED LOCALLY CERTIFICATE ACCESS LEVEL AND REQUESTS
< REMOTE PHYSICAL ACCESS USER PIN
a REMOTE OFFICE USER ACCESS 3 - ENTRY LEVEL 3
REQUESTED %  BUILDING USER REQUESTS ACCESS TO
a REQUEST IS PROCESSED BUILDING HIGH SECURED ROOM
REMOTELY <+  BUILDING CONTROL FORWARDS VALIDATION
< ViriualSAFE CONTROLLED HIGH SECURITY i OF THE DIGITAL CERTIFICATE FROM
ACCESS SECURITY COMPANY CONTROLLER
a REMOTE OFFICE USER ACCESS 4 USERMUST PROVIDE PIN
REQUESTED 4- ENTRY LEVEL 4
a REQUEST IS PROCESSED %  BUILDING USER REQUESTS AGCESS TO
BUILDING RESTRICTED AREA
1-ENTRY LEVEL 1 %  BUILDING CONTROL FORWARDS VALIDATION
<+  BUILDING USER REQUESTS ACCESS TO OF THE DIGITAL CERTIFICATE FROM
LOCAL BRANCH VirtualSAFE THROUGH SECURITY COMPANY
<+ BUILDING CONTROL UNIT VALIDATES DIGITAL & USER MUST PROVIDE VirtualSAFE PIN
CERTIFICATE ACCESS LEVEL AND
AUTHORIZES ACCESS

FIG 29
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