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(57) ABSTRACT

A moblie device that can optionally communicate with a
server, the mobile device including latitude/longitude deter-
mining capabilities, a display, a data communication system
and a power source. The mobile device can be used to com-
municate, provide location information, track an individual,
as well as allow alerting, such in a case of an emergency. This
location information could be accompanied with one or more
of video information, audio information, multimedia infor-
mation, and pictures taken by the mobile device. The mobile
devices also allow inner-communicability among the devices
such as text messaging, chat, voice communications, and the
like. The capabilities of the mobile device can also be used to
determine if the device has traversed a geo-fence, or defined
electronic perimeter, with the crossing of the perimeter
capable of triggering special functionality such as the turning
on of the mobile device, or smart phone, sending an alert,
altering functionality, or the like.
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SYSTEMS AND METHODS FOR MOBILE
TRACKING, COMMUNICATIONS AND
ALERTING

RELATED APPLICATION DATA

[0001] This application claims the benefit of and priority
under 35 U.S.C. §119(e) to U.S. Patent Application No.
61/263,446, filed Nov. 23, 2009, entitled “NIMS-IMPACT
Mobile Man Down,” and U.S. Patent Application No. 61/158,
130, filed Mar. 6, 2009, entitled “First Responder Access
Command & Control,” both of which are incorporated herein
by reference in their entirety.

FIELD

[0002] An exemplary embodiment of this invention relates
to an architecture supporting one or more of tracking, com-
munications, and alerting. More specifically, an exemplary
embodiment of this invention is related to one or more of a
client-server and client-client system that provides the ability
to one or more of track, communicate, alert, and log informa-
tion.

BACKGROUND

[0003] Firstresponders, public safety officials, military and
others have experienced difficulties in communicating with
each other, especially during an emergency, for various rea-
sons. For example, there have been reported instances where
firefighters and police officers in an emergency type situation
having not been able to communicate with each other, even
though they are using equipment from the same vender. Most
of the types of communication devices available are simple
devices that allow, for example, walky-talky type communi-
cability among one or more individuals.

SUMMARY

[0004] While many previously separate devices are being
collapsed into multi-function devices versus separate or par-
tially converged devices, there are a tremendous amount of
drawbacks associated with these devices. First, they do not
allow for richer multimedia-type communicability. Addition-
ally, they lack the ability to capitalize on such technologies as
GPS, cell tower triangulation, as well as the richness and
dynamism that can be provided by a graphical interface, such
as a touch-screen device. Third, they are unable to provide
location information.

[0005] An exemplary embodiment of this invention is
directed toward a mobile device that can optionally commu-
nicate with a server, the mobile device including latitude/
longitude determining capabilities, a display, a data commu-
nication system, and a power source. In operation, and in
accordance with one exemplary embodiment, the mobile
device can be used to communicate, track an individual, as
well as allow alerting, such in a case of an emergency.
[0006] For example, assume there is an emergency on the
100 block of Main Street. As first responders begin respond-
ing to the emergency, a perimeter, such as a geo-fence, can be
established that defines the city block around 100 Main
Street. As each first responder arrives, and upon entry into the
perimeter, their mobile device can enter a special mode of
operation that allows one or more specific types of function-
ality. For example, upon entry into the perimeter, the mobile
device can begin tracking the first responder and optionally
forwarding latitude and longitude information regarding the
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position of the first responder to, for example, a centralized
system or one or more other team members.

[0007] Inaccordance with one exemplary embodiment, this
location information is sent to a centralized command and
control server that facilitates organization of the first respond-
ers’ activities at the scene of the emergency. As first respond-
ers traverse through the scene of the emergency, the mobile
device can one or more of automatically, semi-automatically,
or upon a user requests, take pictures, video, audio record-
ings, or in general any capability associated with the mobile
device and have this information again sent to the centralized
command and control unit (or another team member(s)).
[0008] Additionally, provided on the display of the mobile
device can be information regarding fellow first responders
such that, for example, when responding to a fire emergency,
each first responder knows the position of the other first
responders in the area. As will be appreciated, this informa-
tion could be color coded based on the various teams, type of
first responder, experience level, capabilities, and the like. For
example, individuals associated with ladder team 51 could be
shown on the display of the mobile device with red icons,
where police are shown with blue icons, and civilians that
need rescuing shown with flashing red icons. With this new
enhanced type of communicability, additional information
can also be sent to the first responders such as, maps, blue-
prints, and in general any information that can assist the first
responders with responding to the emergency. To facilitate
communications, each mobile device can be equipped with
walky-talky like communications functions, as well as cellu-
lar phone functionality, text messaging, SMS, multimedia
messaging, and in general any type of communicability that is
supported by the mobile device.

[0009] Since each mobile device can have a unique identi-
fier, this also allows targeted communications between, for
example, the mobile commander and the one or more devices.
In accordance with an exemplary embodiment, the mobile
commander can send information, messages, video informa-
tion, multimedia information, pictures, schematics, blue
prints, or the like, to one or more groups of people at the
emergency. For example, if the mobile commander desires to
alert the firefighters of hazardous materials in a particular
commercial building on the 100 block of Main Street, this
information could be forwarded to all the firefighters mobile
devices with, for example, instructions as to precautionary
measures that need to be taken because of the hazardous
materials.

[0010] This could be facilitated by a multiple team view
that could be provided to the mobile commander in, for
example, a mobile command interface. This mobile com-
mand interface could include information about one or more
groups, individuals, and mobile devices within, for example,
a predefined area. As discussed, this mobile command view
could be of the entire block of 100 Main Street that includes,
for example, one or more of satellite imagery, topographical
information, street map information, radar information, aerial
view information, street-view information, schematics or
blueprints of one or more facilities within the area, weather
information, and in general any information as selected by the
mobile commander.

[0011] Inaccordance with another exemplary embodiment,
the various views provided to, for example, an incident man-
ager can be scaled, for example, proportional to the incident.
For example, in the instance of a national emergency, an
entire view of the country can be seen, with each region
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drillable into to get more specific information about the vari-
ous teams, first responders, incidents, and activities that are
going on within that region. Thus, the system architecture can
be scaled to any level, with, for example, a granular level
being a single team member at a single incident, all the way up
to national or international events. In general, a “management
view” of the system can be based on one or more of location
information of one or more mobile devices, tracking infor-
mation associated with the mobile devices, status of the
mobile devices, client information about the mobile devices,
such as permissions, description of the individual(s) associ-
ated with the mobile device, and the like. In addition, the
system can be provided with mapping information, access
control information, the capability to log one or more aspects
of a “mission” as well as the ability to inject one or more
applications, as discussed in greater detail hereinafter.

[0012] Another exemplary embodiment is directed toward
use of the technology herein for facilitating communications,
and tracking of, for example, friends and family. This can be
illustrated with reference to a simple working example. Say a
family decides to go on vacation to a specific theme park. This
family has three children and is intending to spend several
days at this particular theme park. Upon arrival of the theme
park, one of the parents can define the perimeter of the theme
park, (or download the perimeter provided by the theme park)
and through a management interface, have this perimeter
information pushed to each of the children’s’ mobile devices.
Thus, as the family enjoys themselves at the theme park, the
parent(s) can be provided real-time, or near-real-time infor-
mation about the location of each of their children within the
theme park.

[0013] As will appreciated, and depending on the capabili-
ties of the mobile device, this location information could be
accompanied with one or more of video information, audio
information, multimedia information, and pictures taken by
the mobile device. As discussed, these mobile devices also
allow inner-communicability among the family such as text
messaging, chat, voice communications, and the like.

[0014] One unique aspect of this invention is what happens
should one of the children leave the predefined perimeter. As
will be appreciated, the departure from the predefined area
could be voluntary or, for example, in the case of an abduction
not at the choice of the child. Crossing of the perimeter can
trigger one or more of special actions, and a special mode of
operation of the mobile device to help assist with managing
the situation. For example, in an emergency-type situation,
assuming there has been an abduction, the mobile device can
go into a special emergency mode and not only provide loca-
tion information to the parent, but also contact the local
authorities with location information. This could be coupled
with the phone automatically taking certain actions, such as
taking photographs, videos, audio information of the sur-
roundings, and having one or more of these types of informa-
tion forwarded to the parent and/or local authorities. In con-
junction with one exemplary embodiment, this special
emergency mode type operation can be performed in the
background such that neither the user, nor the abductor,
would be aware that the mobile device is transmitting this
information. Coupled with maintaining current location
information, the phone can operate dynamically based on, for
example, remaining battery power. This could help ensure the
safe recovery of the abducted child. For example, the phone
can monitor the battery life remaining and adjust the update
frequency of the location-determining processes. In a similar
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manner, the frequency with which the phone communicates
information, such as the location information, audio, video,
or multimedia information, can be reduced, to help ensure
that the appropriate parties are receiving information from the
mobile device for as long as possible, to help ensure safe
recovery of the abducted child.

[0015] In another example, say where a child voluntary
leaves the perimeter, perhaps the child is a teenager simply
wanting to cross the street to visit a local fast food chain.
Upon the child exiting the perimeter, an alert could be trig-
gered at one or more of the parents’ mobile devices, with the
immediate communication session established between the
parents’ device and the child’s device. The parent could then
query the child and determine the child was simply going to
the fast food chain, and would be returning to within the
perimeter within 20 minutes. In this instance, there may be no
need to contact the local authorities since the child’s activity
is merely routine.

[0016] Inanother exemplary embodiment, and in a similar
manner, the functionality of the mobile device could be used
amongst a group of friends who are going hiking. The mobile
device could be populated with various maps, such as satellite
and/or topographic maps, and can include graphically the
position of the other friends on each of the friends” mobile
devices. If the mobile device is equipped with a touch-screen
interface, by selecting an icon associated with another friend,
a user can communicate with that other friend, send informa-
tion to the other friend, such as a picture, video, text message,
or the like. Moreover, the message can be sent to the entire
group of friends and information exchanged between any one
or more of the group. In the event one member of the group is
hurt, the interface can be provided with an “emergency” icon
that triggers special functionality of the mobile device. For
example, upon selecting the emergency icon, current longi-
tude and latitude information, as well as an automatic picture
can be forwarded to one or more of the remaining members of
the group. If current latitude and longitude information is not
available, the last know good position could be forwarded in
a similar way to one or more of the other members of the
group. As will be appreciated, this current location informa-
tion can be determined in accordance with one or more of
GPS coordinates, and/or triangulation based on the use of one
or more cell phone towers.

[0017] To further facilitate communication between one or
more mobile devices, another exemplary embodiment is
directed toward a peer-to-peer mode that uses Wi-Fi commu-
nication, such as 802.11, to establish an add-hoc network
between one or more mobile devices. This ad-hoc network
can carry information, such as voice information, pictures,
videos, multimedia information, or in general, any informa-
tion between the mobile devices, without requiring the use of
a cellular provider.

[0018] Another exemplary embodiment is directed toward
the ability for one or more devices to control functionality of
one or more other devices. For example, over-the-air pro-
gramming (OTA) that includes, for example, over-the-air ser-
vice provisioning (OTASP), over-the-air provisioning
(OTAP), or over-the-air parameter administration (OTAPA)
allow a user a method to distribute software, applications, or
parameters, to, for example, a cell phone, smart phone, or a
provisioned handset. This provisioning can include one or
more of software applications, device functionality settings,
service updates, as well as software updates. This type of
remote provisioning allows several exemplary features of this
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invention to be enabled. First, a mode of operation of the
smart device can be manipulated. For example, and using an
example of a predefined perimeter, devices within that perim-
eter, or upon entering that perimeter, can be forced into a
special mode of operation. Say the perimeter is defined as a
movie theatre, and upon entry into the movie theatre perim-
eter, all devices are provisioned with the appropriate settings
to be in a silent-only mode. Similarly, and as discussed above
in relation to the child abduction scenario, upon the authori-
ties verifying that the child abduction has occurred, OTA can
be utilized to place the mobile device in a special mode of
operation that facilitates recovery of the abducted child.
[0019] Utilizing OTA, there are tremendous numbers of
opportunities available for disseminating information, moni-
toring devices functionality, and changing the mobile devices
operation as will be appreciated from the description of the
detail embodiments discussed hereinafter.

[0020] Another exemplary embodiment takes advantage of
the tracking functionality to facilitate first responder effec-
tiveness. For example, in the event of an evacuation, there are
undoubtedly individuals who for whatever reason do not
desire to leave their premises. Instead of requiring one or
more first responders to ensure the safety of the individual
who does not desire to leave, the individual’s mobile device
can be “tagged” and placed in a special operation mode,
thereby allowing the first responders to track the location of
that individual. For example, in a first exemplary embodi-
ment, the individual that does not desire to leave can be asked
for their phone number, and the first responders forward this
phone number to an incident manager that enters it into a
centralized command interface (thereby “tagging” the
device) that allows the ability to track that mobile device.
Furthermore, and as discussed above in relation to the ability
to use over-the-air programming, one or more software appli-
cations can be injected on the mobile device that provides, for
example the individual with one or more icons, such as an
emergency icon, and the like that the user can select if they
find themselves in trouble.

[0021] In accordance with a second exemplary embodi-
ment, a perimeter can be defined and all mobile devices
within that perimeter can be “tagged” to allow tracking. Fur-
thermore, the one or more mobile devices within the perim-
eter can also be injected using, for example, OTA, and popu-
lated with, for example, a client application that facilitates
their wellbeing. As will be appreciated, this client can also
receive emergency information, alert information, directions
for local law enforcement officers or in general any informa-
tion from, for example, an incident commander and/or public
service official.

[0022] In accordance with yet another exemplary embodi-
ment, one or more mobile devices, within, for example, a
predefined area, based on a list of device identifiers, or the
like, could surreptitiously be injected with one or more of
software applications, information, or the like, to facilitate,
for example, incident management. Once injected, the mobile
devices could be tracked, and, as discussed above, could
receive individual or group instructions or information,
evacuation instructions, maps to the closest safe location, or
in general any information as will be appreciated from the
following detailed description.

[0023] Other exemplary embodiments are directed toward
one or more of Enterprise-Trac™, Team-Trac™ and Family-
Trac™. With each of these different tacking operational
modes, various functions can be performed on the mobile
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device to facilitate the tracking and intercommunications
capability between one or more team members, family mem-
bers, and enterprise members.

[0024] Inaccordance with another exemplary embodiment,
the traversing of a geo-fence, or defined electronic perimeter,
can also trigger special functionality such as the turning on of
the mobile device, or smart phone. For example, most smart
phones typically operate in a power-saving mode, even
though they are turned “off.” In accordance with one exem-
plary embodiment, even though the phone is turned off from
a user’s perspective, the location functionality according to
this invention could be running in the background, and that
location information compared to an electronic perimeter.
Upon the traversing of that perimeter, the operation of the
mobile device or smart phone could be altered as discussed.
This could be used, for example, when a first responder is
responding to an incident, and is clearly distracted with the
emergency situation. By using this technology, the first
responder would not need to remember to turn on their device,
but the device could automatically be turned on once they are
found to have crossed the perimeter, or entered into the perim-
eter that was defined as a result of the incident.

[0025] Inaddition to the above functionality, one or more of
the server and mobile client can be equipped with logging
functionality, this capable of logging any aspect of the serv-
er’s and/or mobile device’s activity. This can include one or
more of location information, communications information,
multimedia information, video or picture information, soft-
ware injection information, mode of operation of the device
information, and in general any information.

[0026] Accordingly, an exemplary embodiment is directed
toward enhanced communications.

[0027] An additional exemplary aspect is directed toward
facilitating communications between one or more mobile
devices, such as smart phones, handheld radios, and/or com-
munications devices.

[0028] Additional aspects are also directed toward a client-
server architecture that facilitates incident management.

[0029] Even further aspects are directed toward equipping a
mobile device with tracking capability, the tracking informa-
tion capable of being used for one or more of incident man-
agement, search and rescue, family safety, outdoor activities,
and the like.

[0030] Even further aspects are directed toward a scalable
incident management architecture that can be used on one or
more of international, national, state, local, or incident-level.

[0031] Even further aspects are directed toward a server
equipped with one or more ofa database having location data,
atracking capability, a status determination capability, access
control capabilities, mapping capabilities, logging capabili-
ties, and a software injection capability.

[0032] Additional aspects are directed toward a mobile
device, such as a smart phone, PDA, cellular phone, dedicated
mobile device, handheld radio, or the like, with the ability to
maintain one or more client lists, the ability to determine a last
known good location, location determining means, perimeter
management means, an alerting capability, a logging capabil-
ity, a communications capability that includes one or more of
voice, text, pictures, video, and multimedia information, a
mapping capability, a preference capability, as well as peer-
to-peer communications capabilities. A mobile device could
also be equipped with one or more special operational mode
capabilities, such as an emergency mode, a forced wake-up
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based on one or more of a predefined event occurring, or at the
request of one or more other users.

[0033] Even further aspects of the invention are directed
toward an interface, such as a touch-screen interface, pro-
vided on the mobile device. The touch-screen interface can
include selectable icons, such as one or more of a map icon, a
user icon, a voice chat icon, a send help icon, a snapshot icon,
a video icon, a silent icon, a private network icon, a connect
icon, an inject icon, a command messages icon, a map layers
icon, an e-mail icon, a message icon, a settings icon, an about
icon, and an exist icon, each with a corresponding function-
ality.

[0034] Even further aspects are directed toward a mobile
device with a perimeter management function, that can facili-
tate one or more of defining a perimeter(s), defining actions
that are to occur upon entry into and/or exist from the perim-
eter, and an operation within the perimeter.

[0035] Even further aspects are directed toward a server
that is capable of managing one or more other servers, and/or
mobile devices within a particular environment.

[0036] Even furthers aspects of the invention are directed
toward a peer-to-peer communications architecture that
allows communications between one or more mobile devices
without the need for cellular service.

[0037] Even further aspects of the invention are directed
toward an injection mode, that is capable of injecting one or
more of a software application(s), parameters, and an instruc-
tion to one or more mobile devices.

[0038] A further aspect of the invention is directed toward
dynamically updating a mode of operation based on a sensed
battery level.

[0039] Additional aspects are directed toward a mobile
device having “man down” capabilities that facilitate man-
agement of one or more first responders.

[0040] Even further aspects are directed toward a mobile
device operating with a Man Down client.

[0041] Additional aspects are directed toward providing
location information for one or more other team members
using the man down architecture.

[0042] Even further aspects are directed toward providing
one or more of a national incident command view, a regional
command view, and an incident command view with each
view being drillable into for more detailed information.
[0043] Additional aspects relate to utilizing detected
remaining battery power in a mobile device to affect one or
more of update times, operation of and display of maps, and
general operation of device.

[0044] These and other features and advantages of this
invention are described in, or are apparent from, the following
detail description of the exemplary embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0045] The exemplary embodiments of the invention will
be described in detail, with reference to the following figures,
wherein:

[0046] FIG. 1 illustrates an exemplary communications
environment according to this invention;

[0047] FIG. 2 illustrates an exemplary interface on a Man
Down client according to this invention;

[0048] FIG. 3 illustrates an exemplary settings menu
according to this invention;

[0049] FIG. 4 illustrates another exemplary settings menu
according to this invention;
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[0050] FIG. 5 illustrates another exemplary settings menu
according to this invention;

[0051] FIG. 6 illustrates another exemplary settings menu
according to this invention;

[0052] FIG. 7 illustrates another exemplary settings menu
according to this invention;

[0053] FIG. 8 illustrates exemplary map settings according
to this invention;

[0054] FIG. 9 illustrates an exemplary national view of
team management according to this invention;

[0055] FIG. 10 illustrates an exemplary view of regional
team management according to this invention;

[0056] FIG. 11 illustrates an exemplary team map accord-
ing to this invention;

[0057] FIG. 12 illustrates an exemplary connection request
according to this invention;

[0058] FIG. 13 illustrates an exemplary mapped team
according to this invention;

[0059] FIG. 14 illustrates an exemplary help request
according to this invention;

[0060] FIG. 15 illustrates an exemplary map associated
with a help request according this invention;

[0061] FIG. 16 illustrates an exemplary communicated
image according to this invention;

[0062] FIG. 17 illustrates an exemplary perimeter accord-
ing to this invention;

[0063] FIG. 18 illustrates an exemplary team management
interface according to this invention;

[0064] FIG. 19 is a flow chart outlining an exemplary
method for tracking individuals according to this invention;
[0065] FIG. 20 is a flow chart outlining an exemplary
method of the operation of the Man Down client according to
this invention;

[0066] FIG. 21 is a flow chart outlining an exemplary
method for perimeter management according to this inven-
tion;

[0067] FIG. 22 is a flow chart outlining an exemplary alert
method according to this invention;

[0068] FIG. 23 is a flow chart outlining an exemplary
method for peer-to-peer communication according to this
invention;

[0069] FIG. 24 is a flow chart outlining an exemplary
method of operation for an emergency mode according to this
invention;

[0070] FIG. 251s flow chart outlining an exemplary method
for software injection according to this invention; and
[0071] FIG. 26 is a flow chart outlining an exemplary
method for operations management based on the detected
battery level according to this invention.

DETAILED DESCRIPTION

[0072] The exemplary embodiments of this invention will
be described in relation to communications systems and secu-
rity systems. However, it should be appreciated, that in gen-
eral, the systems and methods of this invention will work
equally well in other types of communications environments,
networks and/or protocols.

[0073] The exemplary systems and methods of this inven-
tion will also be described in relation to wired and/or wireless
communications devices, such as mobile devices, PDA’s, cel-
Iular phones, radios, Blackberry®, iPhone®, iPad®, mobile
computers, laptops, tablet PC’s, smart phones, netbooks, and
the like. However, to avoid unnecessarily obscuring the
present invention, the following description omits well-
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known structures and devices that may be shown in block
diagram form or are otherwise summarized or known.

[0074] For purposes of explanation, numerous details are
set forth in order to provide a thorough understanding of the
present invention. It should be appreciated however that the
present invention may be practiced in a variety of ways
beyond the specific details set forth herein.

[0075] Furthermore, while the exemplary embodiments
illustrated herein show the various components of the system
collocated, it is to be appreciated that the various components
of'the system can be located at distant portions of a distributed
network, such as a communications network and/or the Inter-
net, or within a dedicated secure, unsecured, and/or encrypted
system. One or more of the various components/modules
could also be converged into one or more of the other illus-
trated components/modules.

[0076] Thus, it should be appreciated that the components/
modules of the system can be combined into one or more
devices, such as a mobile device, radio, incident management
and tracking system, and the like. As will be appreciated from
the following description, and for reasons of computations
efficiency, the components of the systems can be arranged at
any location within a distributed network without affecting
the operation thereof. One or more functional portions of this
system could also, for example, be distributed between a
mobile device and an associated server.

[0077] Furthermore, it should be appreciated that the vari-
ous links, including the communications channels connecting
the elements can be wired or wireless links or any combina-
tion thereof, or any other known or later developed element(s)
capable of supplying and/or communicating data to and from
the connected elements. The term module as used herein can
refer to any known or later developed hardware, software,
firmware, or combination thereof, that is capable of perform-
ing the functionality associated with that element. The terms
determine, calculate, and compute, and variations thereof, as
used herein are used interchangeably and include any type of
methodology, process, technique, mathematical operation or
protocol.

[0078] FIG. 1 illustrates an exemplary communications
environment according to an exemplary embodiment of this
invention. In particular, the communications environment 1
includes one or more servers, such as man down (MD) server
100, and one or more clients, such as man down client 200.
The various servers and clients are interconnected via one or
more links 5 and networks 10 in cooperation with one or more
cellular communications towers and/or access point 7. Each
server 100 includes a database 105, tracking module 110,
status module 115, client list module 120, mapping module
125, access control module 130, injection module 135, log-
ging module 140, emergency/special mode module 145,
command handler/API 150, processor 155 and storage 160.

[0079] Each client 200 is an electronic mobile device, such
as a PDA, smart phone, radio, cellular phone, or in general
any communications device capable of performing any one or
more of the functions described herein. An exemplary client
200 includes a client list module 205, a last known good
module 210, a location module 215, perimeter module 220,
alerting module 225, logging module 230, communications
module 235, mapping module 240, interface management
module 245, peer-to-peer module 250, perimeter action mod-
ule 255, emergency/special mode module 260, power man-
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agement module 265, a display 270, a command handler/ API
275, a controller 280, memory 285, and other well known
conventional componentry.

[0080] Inaccordance with one exemplary embodiment, the
client 200 includes a display 270, such as a touch-screen
display and can optionally include one or more of a micro-
phone, camera, video camera, web browser, and multiple
communications capabilities, such as cellular, Wi-Fi, Blue-
tooth®, and in general any communications protocol that
allows one or more of transfer of data and/or voice informa-
tion.

[0081] As discussed, one or more of the server 100 and
client 200 are capable of intercommunication to facilitate one
or more of tracking, first responder communication, informa-
tion sharing, location identification, team management, and
logging, just to name a few.

[0082] The client 200 is typically associated with a single
individual, however, could also be associated with a team
including a plurality of individuals, which may also include
equipment and/or additional resources, such as search and
rescue dogs, and the like. Additionally, while the exemplary
embodiments discussed herein will be directed toward a cli-
ent being associated with an individual, it should be appreci-
ated that a client could be associated with any one or more
human, animal, or tangible assets, such as equipment, sup-
plies, or the like. Furthermore, it should be appreciated that
the various clients 200 and server 100 are capable of inter-
communication via one or more wired or wireless networks,
satellite communications, and in general any communica-
tions protocol that is capable of communicating one or more
of data and/or voice information.

[0083] In general, the server 100 assists with maintaining
and managing information regarding one or more clients 200,
and also cooperates with one or more clients 200 for certain
functionality.

[0084] In general, database 105 maintains information
about one or more clients 200, such as location data (both
current and historical), settings information, user informa-
tion, device information, and in general any information spe-
cific to one or more of the client itself and the associated user,
team, equipment, or supplies. The tracking module 110
obtains location information from one or more clients 200,
with this location information being stored in the database
105, and the tracking information capable of being displayed
on one or more display devices (not shown) that indicate the
current location of the client 200. As will be discussed in
greater detail hereinafter, the tracking module 110 can coor-
dinate with the mapping module 125 such that one or more
maps can be combined and shown with current location infor-
mation of one or more clients 200. In addition, historical
information can be provided on the map, such as the path over
which a client 200 has traversed over a particular period of
time.

[0085] The status module 115 maintains status information
such as last known good location, user status, current connec-
tivity status to server 100 and/or one or more other clients
200, and can in general store any information about the status
of one or more clients 200.

[0086] The mapping module 125 assists with providing
maps that may be populated with one or more user’s loca-
tions, with the mapping module 125 capable of supporting
one or more of a street view, topographic view, radar view,
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aerial view, schematic view, weather-based view, a custom
view, as well as one or more of chemical and/or biological
information.

[0087] The access control module 130 cooperates with the
database 105 that in general manages access to the server 100
as well as optionally controls the various types of communi-
cations that can be exchanged, user rights and permissions,
and in general any functionality associated with user man-
agement and administration.

[0088] Aswill be discussed in greater detail hereinafter, the
injection module 135 can be used to inject one or more of
software, applications, parameters, perimeters, settings, or
the like, into one or more clients 200. In addition, the injection
module can be used as a remote SMS (Text Messaging)
control tool. More specifically, by using a specially crafted
SMS message(s) (or comparable message or instruction), the
injection module is able to start up one or more applications
on the mobile communications remotely and, for example,
have the mobile communications device connect to the server
and/or another client. The application(s) can be started in a
standard mode or a hidden mode (where the user is unaware
the application has started/is running).

[0089] Thelogging module 140, again cooperating with the
database 105, is capable of logging any one or more aspects of
the operation of the server 100 and one or more clients 200.

[0090] The emergency/special mode module 145 is in gen-
eral used to facilitate a special mode of operation and/or
special actions that are to occur in the event of an emergency.
It should be appreciated however, that the special modes
associated with this module are not necessarily emergency
dependent, but could be for any type of occasion where a
special operational mode is desired.

[0091] As discussed, the server 100 will typically be used
by an incident commander, manager, parent, supervisor, or
other entity in charge of managing, tracking, and directing,
one or more clients. As will be appreciated, the server 100 and
functionality therein could be accessed via, for example, a
mobile device, such as a tablet PC, laptop, or other similar
interface that provides visibility into the functionality con-
tained therein. For example, in a first responder type environ-
ment, an incident commander could be located in close prox-
imity to an incident and may have a laptop with wireless
connectivity that is capable of one or more of controlling,
accessing, and displaying information managed by the server
100.

[0092] Furthermore, as alluded to earlier, there may be a
hierarchy of servers 100, with, for example, a first server
managing a local incident, a second server managing a plu-
rality of local incidents, and a third sever managing all inci-
dents on, for example, a national or international basis. As is
to be appreciated, the architecture disclosed herein can be
scaled as necessary to accommodate the type of environment
in which it is deployed. Furthermore and in cooperation with
the access control module 130, access and information shar-
ing between one or more servers can be controlled as neces-
sary. For example, in the event of classified information, the
dissemination of this information can be restricted in accor-
dance with an access control module rule set as well as rules
established that control the flow of information either up the
server chain, or down the server chain, including whether or
not the information can be disseminated to one or more clients
200. The server 100 may also include similar functionality to
that discussed in relation to the client 200, such as commu-
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nications module 235, which allows for various types of
communications to be exchanged therebetween.

[0093] Similar high level functionalities associated with
the various modules in the client 200 will be highlighted
below, with more detail discussions provided hereinafter.
More specifically, the client list module 205 maintains one or
more client lists, the information contained therein capable of
being used with the access control module 130 to manage the
interconnectivity of the client 200 with one or more other
clients and servers, as well as such information as an
“address” that can include information such as phone num-
bers, IP addresses, device IDs, and the like, to facilitate inter-
communicability amongst one or more clients.

[0094] The last known good module 210 cooperates with
the location module 215 to track and maintain information
regarding the last known good location of the client. The last
known good module 210 can cooperate with a tracking mod-
ule 110 and status module 115 to ensure the most up-to-date
last known good location is known such that in the event of
lost communication between the client and the server (or a
GPS satellite), the server, and in particular the status module
115 knows the last known good location of the client. The last
known good module 210 also allows for location sensing
failover across various triangulation techniques with a ‘most
accurate’ capable of being selected.

[0095] The location module 215 is capable of at least deter-
mining a current latitude and longitude of the client 200. This
can be based on one or more of GPS information, satellite
triangulation, cell tower triangulation, or in general any tech-
nique that is capable of providing longitude and latitude infor-
mation. This can also be coupled with altitude information
and/or floor information, with the cooperation of, for
example, access points within a building. For example, the
distance to one or more access points, optionally using trian-
gulation therebetween, can help determine what floor the
client is on in, for example, a high rise structure.

[0096] The perimeter module 220 allows the creation,
maintenance, and editing, of one or more perimeters that are
defined by a geographic boundary and can include one or
more of latitude, longitude, and altitude information.

[0097] Thealerting module 225 allows one or more alerts to
be received and sent to one or more other clients and servers.
[0098] Similar to the logging module 140, the logging
module 230 is capable of logging any aspect of the operation
of, location of, and user interaction with the client.

[0099] The communications module 235 at least enables
communications between one or more of other clients, and
the server, the communications including one or more of
voice information, text information, image information,
video information, multimedia information, and in general
can include any type of communication with any type of data.
[0100] The mapping module 240 is capable of displaying
on display 270, in addition to current location information,
one or more maps in a similar manner to the mapping module
125. As is to be appreciated, the mapping module can also
store maps for one or more areas, or could also coordinate
with the mapping module 125 to receive maps in a real-time,
or near-real-time manner from any location, such as a location
on the internet.

[0101] The interface management module 245, is option-
ally capable of cooperating with the display 270, to allow one
or more of user configuration of the client 200, as well as
allow the various inputs, settings, and parameters of the client
200 to be manipulated.
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[0102] The peer-to-peer module 250 allows peer-to-peer
connectivity with one or more of other clients, and the server,
via one or more of 802.11, Wi-Fi, or in general any data
communication protocol that may not be dependent on the
availability of a cellular network infrastructure.

[0103] The perimeter action module 255 controls one or
more actions that can be associated with one or more of entry
into a perimeter, exit from a perimeter, or activity within a
perimeter.

[0104] The emergency/special mode 260 provides one or
more emergency or special modes of operation of the client
200, optionally in cooperation with the emergency/special
mode 145 module as will be discussed in greater detail here-
inafter. Similarly, and as discussed in greater detail hereinaf-
ter, the power management module 265 is capable of manag-
ing the operation of the client based on one or more of current
battery level, mission information, mode of operation, or in
general any aspect of the client 200.

[0105] Thedisplay 270 is capable of being, for example, the
black and white or color display, and can optionally be a
touch-screen display that is optionally capable of displaying
one or more maps in cooperation with the mapping module
240 and the location of one or more of the position of the
client, as well as one or more other clients.

[0106] FIG. 2 illustrates an exemplary user interface, the
icons therein capable of being displayed on one or more of the
client 200, such as on display 270, and the server 100 on an
associated display (not shown). In particular, the interface
includes a plurality of icons such as map icon 202, user icon
204, voice chat icon 206, send help icon 208, snapshot icon
210, video icon 212, silence icon 214, private network icon
216, connect icon 218, inject icon 220, command messages
icon 222, map layer icon 224, e-mail icon 226, message icon
228, settings icon 230, about icon 232, exit icon 234, menu
icon 236, and option icon 238, that all have a corresponding
function when selected. In addition, other icons that are com-
monly found on smart phone devices or radios can also be
shown such as a signal strength icon, battery icon, volume
indicator icon, close application icon, and the like.

[0107] Upon selection of the map icon 202, and in coop-
eration with the location module 215 and mapping module
240, map and location information, such as that illustrated in
FIG. 13, can be displayed to a user. In addition to the current
location of the client 200, the map can also be populated with
one or more other user’s locations, those other user’s loca-
tions identified by corresponding icon/emoticon and/or tex-
tual information, such as GPS coordinates, longitude/latitude
information, and/or distance and/or direction from the client.
[0108] Upon selection of the user’s icon 220, information
about one or more users can be displayed. This information
can include one or more of device identification information,
current location information, name information, nickname
information, or in general any information about the associ-
ated user or device. Furthermore, and as previously discussed,
since the client 200 can be associated with more than just an
individual, such as supplies, equipment, or the like, upon
selection of the user icon 220, information about what the
client is associated with could also be displayed. Optionally,
another icon such as “supplies” or “equipment” could be
provided to help a user more easily distinguish other clients.
[0109] Upon selection of the voice chat icon 206, and with
the cooperation of the communications module 235, a voice
chat session can be initiated between the client 200 and one or
more other clients and/or one or more servers 100. As will be
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appreciated, based on the various functional modes of opera-
tion that are discussed hereinafter, this voice chat communi-
cations session can occur over one or more of a wireless
network, such as a cellular phone network, via Wi-Fi, and/or
via direct connection, such as through a private network. The
voice chat functionality can operate in a similar manner to a
walky-talky feature that could optionally be enriched with
one or more of picture information, video information, and
multimedia information.

[0110] The send help icon 208, when selected sends an
alert, with cooperation of the communications module 235
and alerting module 225 to one or more of additional clients
and one or more servers. In addition to a textual, picture-
based, video-based, and/or multimedia based alert messages,
information about the current location of the client can be
provided, as well as, if no current location information is
available, the last known good position as recorded by the last
known good module 210. In addition to the sending of an alert
message, upon selection of the send help icon 208, one or
more additional functions can also optionally occur, such as
the automatic taking of one or more of pictures and video
information that can optionally be sent with the alert message.
This picture and/or video information could then be reviewed
by the recipient(s) of the alert to, for example, assist with
locating the client and/or deriving additional information
about the reason of the alert. In addition, upon selection of the
send help icon 208, an interface can be provided that allows
for the user to enter additional information about the reason
for the help request.

[0111] The snapshot icon 210, upon selection, cooperates
with a camera module (not shown) that allows the user to take
one or more images that can be stored on the client 200, in
memory 285, that can also optionally be forwarded, in coop-
eration with communications module 235 to another destina-
tion, such as another client 200 or server 100. (See, for
example, FIG. 16)

[0112] The video icon 212, upon selection, operates in a
similar manner to the snapshot functionality, with the user
being able to record video from their device. In a similar
manner, this video can be stored in a memory 285 and/or
distributed to one or more other destinations.

[0113] Upon selection of the silence icon 214, and in coop-
eration with the special mode module 260, a silent mode of
operation can be selected for the client 200. Additionally, and
based on settings within one or more of the client 200 and
server 100, upon selection of this silent mode an instruction
can be sent to one or more other devices that forces them into
a silent mode with the cooperation of their respective special
mode 260.

[0114] The private network icon 216, upon selection,
allows communication between one or more clients and serv-
ers when, for example, a cellular network connection is not
available, or when, for example, users opt to communicate
sensitive information. Thus, upon selection, the client 200,
cooperating with the communications module 235, and peer-
to-peer module 250, establishes a wireless connection, such
as via Bluetooth®, Wi-Fi, 802.11, or the like to one or more
other devices. Once the connection has been completed, any
of the functions described herein such as voice chat, sending
help, snapshot, video, e-mail, messages, and the like, can be
exchanged via the private network in a similar manner, that
messages that would be communicated via, for example, a
wireless cellular network.



US 2012/0064921 Al

[0115] Uponselection ofthe connecticon 218, and in coop-
eration with the client list 205, communications module 235,
and optionally the peer-to-peer module 250, the client 200 is
able to connect to one or more other clients and/or servers. For
example, upon selection of the connect icon 218, and in
cooperation with interface management module 245, a user
interface is provided that allows a user to select one or more
users that they would like to connect to. For example, this list
can be populated dynamically based on the sensed users
within a predefined area, can be pre-configured with an
“address book” of users, or the like. Upon connecting to one
or more other users, a user can do such things such as send
images, video, text messages, e-mails, or in general commu-
nicate in any manner with other user(s). In addition, and
depending on, for example, one or more permissions and/or
the special operational mode of another device, upon con-
necting, a user may be able to “remote in” to another device
and control functionality of that device. For example, a user,
having received an alert from another user, may want to
requests the other user’s device to take a snapshot and forward
that snapshot to the individual that received the help request.
This could, for example, assist with determining the severity
of the situation, or the like.

[0116] Theinjecticon220, uponselection, allows the injec-
tion of one or more of software, an application(s), and/or
parameters in the client 200. This can optionally be in coop-
eration with the injection module 135, as well as the emer-
gency module 260. As discussed, upon selection of the inject
icon 220, and optionally based on one or more permissions,
information can be downloaded to one or more other devices.
This information can be, for example, new software, a soft-
ware update, command instructions, parameters, or in general
any information pertinent to the client 200. Even more par-
ticularly, and in accordance with an exemplary embodiment,
this can be accomplished via OTA or OTAP and can be used
during any operational mode of the device including, for
example, when the client 200 is in a power saving or “asleep”
mode.

[0117] Uponselection of the command messages icon 222,
one or more of command messages can be sent from the
device to any other device and/or one more servers. These
command messages can include, for example, one or more
instructions, and similar to the other communications modali-
ties discussed herein, be accompanied with one or more of
image information, video information, multimedia informa-
tion, textual information, or the like.

[0118] The map layer icon 224 allows a user to control the
layers shown upon selection of the map icon 202. For
example, and as discussed in greater detail hereinafter, layers
such as topographical, radar, aerial, and the like can be con-
trolled, and well as specifics related thereto governed such as
opacity, brightness, color, and in general any characteristic
about the map.

[0119] The e-mail icon 226, upon selection, and in coop-
eration with the communications module 235 and interface
management module 245, allows a user to send an e-mail.
This e-mail could be, for example, textual based, multimedia,
or the like, and can be sent to any one or more of the users
stored within the device, or in general to any valid e-mail
address.

[0120] The messages icon 228, upon selection, operates in
a similar manner to the voice chat functionality, with the
messages being textual or multimedia-based. More specifi-
cally, and in cooperation with the communications module
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235, interface management module 245, and client list 205, a
user can select one or more recipients to receive a message,
with an interface then be provided that allows a user to enter
message content which can then be sent to the one or more
selected recipients.

[0121] The settings icon 230, upon selection, allows vari-
ous settings of the client 200 to be manipulated. Some of the
various settings will be discussed hereinafter in relation to
FIGS. 3-8.

[0122] Upon selection of the about icon 232, information
such as device information, power level information, soft-
ware version information, and the like can be shown about the
client 200.

[0123] The selection of the exit icon 234 exits the user from
the application.
[0124] Asdiscussed, additional exemplary selectable icons

could also be provided, such as menu icon 236 and options
icon 238 that provides standard functionality such as that well
known in the smart phone and/or emergency radio environ-
ments.

[0125] FIGS. 3-8 illustrate exemplary interfaces that can be
provided upon selection of the settings icon 230. For
example, some of the exemplary settings relate to general
settings, application settings, perimeter settings, alert set-
tings, log settings, map settings, and the like. More specifi-
cally, FIG. 3 allows the entry of general settings, such as a first
name 310, last name 320, and team/unit information 330,
capabilities, etc. However, if the client 200 is not associated
with a user, and instead is associated with, for example,
equipment, supplies, or the like, this interface is amendable so
that the appropriate information regarding whatever the client
200 is associated with can be entered.

[0126] FIG. 4 shows another exemplary settings user inter-
face upon selection of the application tab 410. This interface
provides, for example, the ability for the user to select the
showing of the soft keyboard via check box 420, the auto-
standby functionality via checkbox 430, and the cash storage
location via interface portion 440. In addition, the user can
select the frequency with which the GPS and/or location
information is updated to their peers, via interface 450. As
will be discussed in greater detail hereinafter, this update
period could be automatically set, based on power manage-
ment module 265.

[0127] FIG. 5 shows an exemplary interface that can be
provided upon selection of the perimeter tab 510. This inter-
face, cooperating with the perimeter module 220, allows onor
more perimeters to be defined, such as via their latitude/
longitude information 520. This information can be manually
entered by a user, or, for example, pushed or downloaded to
the client from, for example, server 100.

[0128] Interface in FIG. 6 can be displayed upon selection
of the alert tabs 610. More specifically, this interface can
control what are the actions that are taken, if any, upon the exit
(620) or entry (630) from a defined perimeter. In addition to
be able to select whether an alert occurs, an additional menu
can be optionally provided that allows a user to enter the type
of action(s) that could also be automatically triggered upon
entry or exit from a perimeter.

[0129] FIG. 7 illustrates an exemplary interface that can be
displayed upon selection ofthe device list tab 710. The device
list 710 shows in portion 720, a list of one or more devices that
are allowed to connect automatically to the client 200. Using
the “add” or “remove” buttons, the user can amend this list as
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necessary, and optionally, in cooperation with the client list
module 205 and associated client list interface.

[0130] FIG. 8 illustrates an exemplary interface that allows
selection of the one or more map characteristics the user
would like to use. For example, and in accordance with one
exemplary embodiment, the provided map characteristics are
street, topographic, radar, aerial, schematics, chemical, bio-
logical, weather, and custom. Upon selection of the OK but-
ton 820, and in cooperation with the mapping module 240 and
display 270, the displayed map is updated to according to the
user selected preferences.

[0131] FIGS. 9-11 illustrate exemplary views that can be
provided, for example, to a user associated with a client, or the
server. Typically these views would be used by, for example,
an incident commander, team lead, or the like. In FIG. 9, a
national incident command view is shown, in which a country
is divided into regions with optional team information within
specific regions being shown. One or more teams can be color
coded, such as illustrated in interface portion 910, and upon
selection of a particular team, the details thereof provided in
interface portion 920. In interface portion 920, various types
of information such as name information, current location
information, and the like can be provided. The interface in
FIG. 9 can be dynamic, and selectable such that a user is able
to drill down and, upon selection of region, view interface
1010 as illustrated in FIG. 10. In the interface 1010, an
expanded view of region 9 is shown, which specific team
information populated thereon again with the team informa-
tion optionally being shown in portion 1020 with detailed
information, upon selection of a specific team, illustrated in
display portion 1030.

[0132] The interface in FIG. 11 shows another exemplary
embodiment where even more detailed information is avail-
able upon drilling down into the interface shown in FIG. 10.
In this exemplary embodiment, the map information has been
updated to also include street and town names, with more
specific locations of the teams being provided in display
1110. As with the other embodiments, team information, and
specific information about the team can also be optionally
displayed upon selection of team.

[0133] FIG. 12 illustrates an exemplary interface that can
be displayed to a user, with the cooperation of the interface
management module 245 and communications module 235
upon a request from another user to connect to the device. For
example, interface 1210 can be provided that allows a user to
select whether or not they would like to accept a connection
from another user. Upon selection of the yes icon 1220, the
other user is allowed to connect. In contrast, upon selection of
the no icon 1230, the other user, in this instance “John Smith”
would not be allowed to connect. In the event of allowing
John Smith to connect, this connection can allow another user
to share information. The interface 1210 can show, for
example, the user’s name as well as, for example, a unique ID
that is being used, such as a device ID, global universal 1D
(GUID), universal unique identifier (UUID), certificate, digi-
tal certificate, or the like, one or more of (or combinations
thereof) are associated with the team/device/user. The device
1D could also be a composite of various information such as
a GUID and Subscriber Identity Module information and/or
device information.

[0134] Inaccordance with one exemplary embodiment that
may be particularly useful for first responders, or the like,
upon being issued a credential with a GUID, a cardholder’s
identity, skills and certifications can be authenticated with a
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very high degree of assurance at, for example, an emergency
site. Administrative officials are able to manage identity
information for one or more jurisdictions and the system is
capable of lifecycle management and high-availability repli-
cation of identity repositories. The GUID allows a more effi-
cient replication of identity information than prior tech-
niques, such as PKI certificate exchange. The GUID can also
be used as a public key or an encrypting key where there is a
need to secure data. The encryption process can be weak or
strong using either the stand-alone GUID that represents an
identity or by using a combination of the NGUID (Net-
workGUID), IGUID (ImpactGUID), device ID or GUID,
and/or the DGUID (DataGUID). Each user can have one
unique GUID that is generated when, for example, a new
account is created within the system that follows that user.
Network related data and other data that can be related to
physical access, certifications, medical or other data can be
tied to the user by creating table relationships that correlate
the one or more of the various GUIDS being used. In this
manner, additional data entries or fields can be created that
apply to any GUID being used.

[0135] To assist with the management of identifiers, as
mentioned above, and to provide better replication capabili-
ties and bridging (e.g., a First Responder Access Command
and Control Bridge—FRACC-Bridge) between one or more
entities, such as the regions identified herein, a composite
GUID can be used with the systems and techniques disclosed
herein. For example, this composite GUID can facilitate
forensic trackability, rapid transferability among regions,
entities, groups, teams, of the like. This composite GUID can,
forexample, be generated in the field, recognized, exchanged,
and utilized by multiple entities, such as government agen-
cies, to facilitate a multi-agency response.

[0136] For example, and in cooperation with the access
control module 130, a new record can be created that governs
access to one or more of the server 100 and other clients 200.
With the adding of the new record to the access control
module 130, a first server can replicate the record in a trans-
actional manner, can replicate the record via a snapshot as
part of an automated maintenance process, or the like, thus
allowing for new records to be synchronized as they are
added, modified, or deleted, amongst multiple servers that
may, for example, be located in different regions. These data
replications can be based on one or more identifiers, such as
aGUID. For example, data can be correlated through a GUID
look-up table. When a new user is added, a new GUID is
created at a first location. This look-up table can be a joining
table which joins the other data structures using GUIDs as a
primary key for other complementary sets of data. Each user’s
GUID can stay with them wherever they go even though they
may be going to different networks, and different locations, at
different periods of time.

[0137] The basis of this bridging ability is the use of the
GUID for correlating data. In addition, the GUID can be used
as a public key or an encrypting key as discussed above.
Furthermore, and as discussed above, each user can have a
unique GUID that is generated when a new account is created
within the system, which can be used wherever they go. In
more detail, multiple types of GUIDs, such as a network
GUID, data GUID, user GUID, and the like, can be utilized to
generate a composite GUID that allows the derivation of such
information such as on which network the GUID was created,
in which region the GUID was created, at which site the
GUID was created, and in general any information about the
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historical properties of the GUID. For example, the network
GUID can include information about a user’s account within
a specific network structure. Since there can be a master to the
network GUID, users can be part of multiple networks and
still be referenced to one unique identity. A network GUID
can be, for example, correlated to the active directory GUID,
or a security identifier that can be unique to each network. The
table structures that maintain various types of information can
be relational in nature and can be pushed to marts or ware-
houses for further analysis and optionally used to tie in all
other relevant data that applies to an entity. This can be, for
example, physical access data which can be pushed to readers
or access card databases and any other data to include, but not
limited to, certifications, medical data, such as blood type,
and the like, scheduling data, or in general, any data that is a
subset of an entity. The general data depiction described
above can optionally be a series of related tables that tie to a
master record by means of the data GUID. This master record
can then be related amongst one or more data tables.

[0138] FIG. 13 illustrates an exemplary map interface that
can be shown on the device 200 in cooperation with the client
module 205, location module 215, and mapping module 240.
For example, once one or more users have connected, the
users can appear on the map for a visual representation of
their location. Upon selection of any one or more of the users
within the interface 1310, additional information about that
user can be shown, as well as direction and distance informa-
tion provided to that user. In a similar manner, two users could
be selected, with distance and direction information between
the users provided in the display 1310.

[0139] FIGS. 14 and 15 illustrate exemplary interfaces that
can be provided when a user requests help. For example, upon
selection of the help icon, and in cooperation with the alerting
module 225 and communications module 235, location infor-
mation, in cooperation with the location module 215 is sent to
one or more destinations. A result of this alert can be, for
example, the pop-up 1410 that indicates that John Smith has
requested help and is prompting the user as to whether or they
would like to re-draw the map based on the location informa-
tion associated with John Smith. Upon selection of the yes
icon, interface 1510 can be provided where the map has been
centered on the user that has requested help, and optionally an
animation provided that illustratively highlights where the
user who requested help is located. For example, this could be
a blinking icon, a change in color, a beacon-movement of an
icon associated with the user, or in general a method which
helps the recipient of the alert message to identify the location
of the help requestor.

[0140] FIG. 16 illustrates an exemplary interface 1610 as a
result of a user selecting a snapshot or video icon. As dis-
cussed, this functionality can be used to assist with capturing
a picture or video of an incident that could, for example, be
forwarded to one or more other users and/or servers.

[0141] FIG. 17 illustrates an exemplary interface 1710 that
includes a perimeter 1720. As discussed, upon entry or exit
from this perimeter, an alert can be generated in cooperation
with the alerting module 225 and the perimeter module 220.
As illustrated in FIG. 17, a plurality of users 1730 are shown
within the perimeter, as well as the current location of the user
1760. In addition, optional zoom icons 1740 and 1750 can be
provide that allow manipulation of the interface 1710.
[0142] FIG. 18 illustrates another exemplary interface 1810
that shows some of the capabilities of the server 100. Here,
individual users 1820, maps 1830, team information 1840,
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and user 1850 are all displayed with each being selectable to
provide, for example, additional information about the selec-
tion. This interface 1810 can be, for example, a management
interface that is displayed for a user associated with the server
in cooperation with the corresponding modules.

[0143] FIG. 19 illustrates an exemplary method of opera-
tion of a server. In particular, control begins in step S1905 and
continues to step S1910. In step S1910, location information
for one or more users is received. This information can
optionally be filtered, such that only location information for
a specific team, specific region, or the like, is received. This
filtering can be selectable based on, for example, a desired
area of interest, a set of clients, and/or a set of users. Next, in
step S1915, the location information can optionally be corre-
lated to one or more associated teams, and further optionally
color coordinated. For example, as illustrated in FIGS. 9 and
10, the teams are indicated by a certain color of a dot placed
on the map. Then, in step S1920, the location information is
used to place an indication thereof of the location of the client
onamap. As discussed, this map could also be populated with
additional information, such as street information, topo-
graphical information, weather information, or the like, as
discussed. Control then continues to step S1925.

[0144] In step S1925, a determination is made whether a
drill down request has been received. If a drill down request
has been received, control continues to step S1930 where
additional information can be provided about the drilled
down area. Control then jumps back to step S1920 where the
map is re-rendered with the additional information. Other-
wise, control continues to step S1935.

[0145] In step S1935, messaging, such as text messaging,
video messaging, chat, images, multimedia, and the like, can
be sent from the server to one or more clients. Next, and
optionally in step S1940, the server can be configured to track
one or more teams and/or individuals associated with the
client. For example, by selecting a specific team in a manage-
ment interface, information about that team can be displayed
with the tracking of that team shown on a corresponding map.
Then, in step S1945, and as discussed herein, logging can
optionally occur with the logging recording any aspect of the
operation of one or more of the server and client(s). Control
then continues to step S1950.

[0146] In step S1950, a determination is made whether an
emergency or special mode requests has been detected. If so,
control continues to step S1955 with control otherwise jump-
ing to step S1960.

[0147] In step S1955, an emergency and/or special mode
routine can be run. As discussed, this emergency or special
mode can force a client to operate in a particular manner, and
perform certain automated or semi-automated functions, and
can be done with or without the permission and/or knowledge
of the user associated with the client. As will be appreciated,
since the server can force this special or emergency mode, the
server can also be used to have the client exit from this mode,
for example when the emergency situation has ended.
[0148] In step S1960, a determination is made whether the
injectmode is to be entered. If the inject mode is to be entered,
control continues to step S1965 with control otherwise jump-
ing to step S1970 where the control sequence ends.

[0149] In step S1965, control jumps to the inject mode
routine which will be discussed in greater detail in relation to
FIG. 25.

[0150] FIG. 20 illustrates and exemplary mode of operation
of a client. In particular, control begins in step S2005 and
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continues to step S2010. In step S2010, the client is initial-
ized. Next, in step S2015, communication with a server can
optionally be initiated. Then, in step S2020, current position
information is determined and optionally sent to one or more
other clients and the server. Control then continues to step
S2025.

[0151] Instep S2025, and as discussed, logging can option-
ally commence. Next, in step S2030, map information can
also optionally be obtained and/or retrieved such that the map
can be displayed in step S2035. As discussed, the various
characteristics and/or layers of the map can also be custom-
ized and/or selected by a user via a corresponding interface.
Then, in step S2040, a determination is made whether one or
more other clients are to be populated on the map. If so,
control continues to step S2045 where one or more of the
location and/or identification of the other clients that are to be
included are obtained, and populated on the map in step
S2050. Control then continues to step S2055.

[0152] Instep S2055, and upon the selection of one or more
other users and/or a server, the sending and receiving of
messages can be enabled such that communications can be
exchanged between any one or more members. Control then
continues to step S2060.

[0153] In step S2060, one or more inputs are received that
govern the operation of the device. For example, these inputs
can correspond to selectable icon shown in FIG. 2 and allow
auser to control the various operational characteristics of the
client. Upon selection of any one or more of these icons, in
step S2065, a determination is made as to whether a refresh is
required, with a refresh being required having control jump
back to step S2030. Otherwise, control continues to step
S2070 where the control sequence ends.

[0154] FIG. 21 outlines an exemplary method for perimeter
management according to this invention. In particular, control
begins in step S2105 and continues to step S2110. In step
S2110, perimeter information is received. As discussed, this
can be based on one or more of latitude/longitude informa-
tion, GPS information, or the like, and in general can be based
on any information that defines a geographic perimeter. Next,
in step S2115, a current location is determined. Then, in step
S2120, a determination is made whether the current location
is inside or outside of the perimeter. If it is determined that the
current location is inside the perimeter, control continues to
step S2125, with control otherwise jumping to step S2130.
[0155] Instep S2125, the client can optionally operate in an
inside of the perimeter mode. Control then continues to step
S2135.

[0156] In step S2130, and if the current location is outside
the perimeter, the client can optionally operate in an outside
of'the perimeter mode. Control then continues to step S2135.
[0157] Instep S2135, a determination is made whether the
perimeter has been crossed. If the perimeter has been crossed,
control continues to steps S2140, where one or more actions
can optionally be performed.

[0158] Theabovestep(s)can continue to be performed until
control continues to step S2145 where the control sequence
ends.

[0159] In step S2140, one or more actions can automati-
cally, semi-automatically, and/or surreptitiously be per-
formed based on the crossing of a perimeter. As discussed,
these actions can include, but are not limited to, one or more
of alerts, triggering a special mode of operation of the client,
or the like. Control then continues back to step S2115 to
determine the new current location of the client.
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[0160] FIG. 22 outlines an exemplary method of alerting
according to this invention. In particular, control begins in
step S2200 and continues to step S2205. In step S2205, a
determination is made whether an alert has been detected, or
an alert should be triggered. If an alert has been detected,
control continues to step S2215. Otherwise, if an alert is
triggered, control jumps to step S2210.

[0161] In step S2210, current location information can
optionally be sent to one or more destinations. Next, in step
S2220, one or more of pictures, videos, and multimedia infor-
mation can optionally be sent from the current location to one
or more destinations. Control then continues to step S2230
where the control sequence ends.

[0162] Alternatively, if an alert is detected, in step S2215,
alert information is received at one or more other clients
and/or servers (or other predefined destinations). Next, in step
S2225, maps on the devices that receive the alert can option-
ally be refocused and/or zoomed in to show, for example, the
current location of the client that sent the alert. Then, in step
S2235, one or more of a distance and direction to the alert can
optionally be determined on one or more of the alert receiving
devices. Control then continues to step S2245.

[0163] Instep S2245, directions to the device sent the alert
can optionally be provided to the one or more alert receiving
clients. Next, in step S2255, any one or more of step S2215-
S2245 can be updated as necessary, appreciating that the
source of the alert may be moving. Control then continues to
step S2265 where the control sequence ends.

[0164] FIG. 23 outlines an exemplary method of a peer-to-
peer network according to this invention. In particular, con-
trol begins in step S2300 and continues to step S2310. In step
S2310, the peer-to-peer mode is initiated. As discussed, this
can be based on one or more of Wi-Fi®, Bluetooth, 802.11, or
in general, any wireless communication protocol that can be
established between one or more devices. Next, in step
S2320, one or more users are selected to connect to. Then, in
step S2330, a connection is established between the one or
more selected users that allow, in step S2340, communica-
tions therebetween. Control then continues to step S2350
where the control sequence ends.

[0165] FIG. 24 outlines an exemplary method for an emer-
gency or special mode of operation according to this inven-
tion. In particular, control begins in step S2400 and continues
to step S2410. In step S2410, a request to enter an emergency
mode can be detected, or a forced emergency mode can be
initiated, for example, with the cooperation of the injection
techniques disclosed herein. Then, in step S2420, the emer-
gency mode is entered. As discussed, and in accordance with
one exemplary embodiment, the emergency mode allows for
emergency tracking of a client(s). For example, in a child
abduction type scenario, the device can surreptitiously enter
this mode, such that the abductor is unaware that the client is
operating in a special emergency mode of operation. Control
then continues to step S2430.

[0166] In step S2430, the last known good position can
optionally be transmitted. For example, in the event of the
battery almost being fully depleted, limited connectivity, or
the like, a last known good position can be transmitted to a
server. Next, in step S2440, the inject functionality as dis-
cussed herein can optionally be performed with control con-
tinuing to step S2450 where the control sequence ends.
[0167] FIG. 25 outlines an exemplary operation of the
inject functionality. More particularly, control begins in step
S2500 and continues S2510. In step S2510, the presence of
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one or more devices in a specific area can optionally be
detected. For example, this can occur when the communica-
tion device(s) establishes communications with, for example,
one or more local cell towers, Wi-Fi hotspots, or in general
any communications mode or tower. Next, in step S2520, one
or more of applications, commands, parameters, and the like,
can be pushed to one or more of the detected devices within
the predefined area using one or more of, for example, OTA
and/or OTAP or comparable technologies. Then, in step
S2530, the operation of the device can optionally be updated,
based on, for example, one or more of the pushed applica-
tions, software, parameters, or the like. Control then contin-
ues to step 2540 where the control sequence ends.

[0168] FIG. 26 outlines an exemplary mode of operation
where detected battery level can be used to govern client
functionality. In particular, control begins in step S2600 and
continues to step S2610. In step S2610, the battery level is
detected. Next, in step S2620, mission information can
optionally be assessed. For example, if it is known that the
client has been deployed on a mission that is to last 14 days,
this can be factored in to assist with determining how much
battery will be required to last the duration of the mission.
This can be feed into an equation that assists with managing
how frequently, for example, the transmitter in the mobile
device should be powered on. Similarly, this can control such
operations, as back light display, display on time, or in gen-
eral any function of the client. Then in step S2630, and based
on one or more of the detected battery level, and mission
information, one or more of map updating frequency, com-
munication frequency, communications capabilities, or in
general any device action or capability is modified and/or
managed. Control then continues to step S2640 where the
control sequence ends.

[0169] The above-described methods and systems and can
be implemented in a software module, a software and/or
hardware module, a management device or interface, a wired
and/or wireless wide/local area network system, a satellite
communication system, network-based communication sys-
tems, such as an IP, Ethernet or ATM system, ROM, or the
like, or on a separate programmed general purpose computer
having a communications device or in conjunction with a
wired or wireless communications protocol.

[0170] Additionally, the systems, methods and protocols of
this invention can be implemented on a special purpose com-
puter, a programmed microprocessor or microcontroller and
peripheral integrated circuit element(s), an ASIC or other
integrated circuit, a digital signal processor, a flashable
device, a ROM, secure ROM, a hard-wired electronic or logic
circuit such as discrete element circuit, a programmable logic
device such as PLD, PLA, FPGA, PAL, any comparable
means, or the like. In general, any device capable of imple-
menting a state machine that is in turn capable of implement-
ing the methodology illustrated herein can be used to imple-
ment the various methods, protocols and techniques
according to this invention. While the systems and means
disclosed herein are described in relation to various functions
that are performed, it is to be appreciated that the systems and
means may not always perform all of the various functions,
but are capable of performing one or more of the disclosed
functions.

[0171] Furthermore, the disclosed methods may be readily
implemented in software using object or object-oriented soft-
ware development environments that provide portable source
code that can be used on a variety of computer or workstation
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platforms. Alternatively, the disclosed system may be imple-
mented partially or fully in hardware using standard logic
circuits or a VLSI design. Whether software or hardware is
used to implement the systems in accordance with this inven-
tion is dependent on the speed and/or efficiency requirements
of'the system, the particular function, and the particular soft-
ware or hardware systems or microprocessor or microcom-
puter systems being utilized. The systems, methods and pro-
tocols illustrated herein can be readily implemented in
hardware and/or software using any known or later developed
systems or structures, devices and/or software by those of
ordinary skill in the applicable art from the functional
description provided herein and with a general basic knowl-
edge of the computer and security arts.

[0172] Moreover, the disclosed methods may be readily
implemented in software that can be stored on a non-transi-
tory computer-readable storage medium and/or ROM,
executed on programmed general-purpose computer with the
cooperation of a controller and memory, a special purpose
computer, a microprocessor, or the like. In these instances, the
systems and methods of this invention can be implemented as
program embedded on personal computer such as an applet,
API, JAVA® or CGI script, as a resource residing on a server
or computer workstation, as a routine embedded in a dedi-
cated communication system or system component, or the
like. The system can also be implemented by physically
incorporating one or more portions of the system and/or
method into a software and/or hardware system, such as the
hardware and software systems of mobile device.

[0173] While the invention is described in terms of exem-
plary embodiments, it should be appreciated that individual
aspects of the invention could be separately claimed and one
or more of the features of the various embodiments can be
combined.

[0174] While the systems and means disclosed herein are
described in relation to various functions that are performed,
it is to be appreciated that the systems and means may not
always perform all of the various functions, but are capable of
performing one or more of the disclosed functions.

[0175] While the exemplary embodiments illustrated
herein disclose the various components as collocated, it is to
be appreciated that the various components of the system can
be located at distant portions of a distributed network, such as
a telecommunications network and/or the Internet or within a
dedicated communications network. Thus, it should be appre-
ciated that the components of the system can be combined
into one or more devices or collocated on a particular node of
a distributed network, such as a communications network. As
will be appreciated from the following description, and for
reasons of computational efficiency, the components of the
communications network can be arranged at any location
within the distributed network without affecting the operation
of'the system.

[0176] Itis therefore apparent that there has been provided,
in accordance with the present invention, systems and meth-
ods for tracking and managing one or more mobile devices.
While this invention has been described in conjunction with a
number of embodiments, it is evident that many alternatives,
modifications and variations would be or are apparent to those
of ordinary skill in the applicable arts. Accordingly, this dis-
closure is intended to embrace all such alternatives, modifi-
cations, equivalents and variations that are within the spirit
and scope of this invention.



US 2012/0064921 Al

What is claimed is:
1. A method of operating a mobile communications device
comprising:
determining a location of the mobile communications
device and maintaining a record of one or more of the
location and a last known good position in one or more
of a server and another communications device;

providing a map on a display of the communications device
including the location of the mobile communications
device;

providing one or more of text-based, multimedia-based,

image-based, voice-based and video-based communica-
tions with the communications device; and

monitoring for an alert from the communications device.

2. The method of claim 1, further comprising monitoring
the location relative to one or more perimeters, and taking one
or more actions based on a crossing of a perimeter.

3. The method of claim 1, further comprising establishing
peer-to-peer communications with one or more other com-
munications devices.

4. The method of claim 1, further comprising managing
device functionality based on one or more of remaining bat-
tery power and mission information.

5. The method of claim 1, further comprising establishing
communications with one or more of other communications
devices, the server and another endpoint.

6. The method of claim 1, further comprising surrepti-
tiously receiving one or more of software, parameters and
communications device updates.

7. The method of claim 1, wherein the mobile communi-
cations device is tagged such that the mobile communications
device can be tracked.

8. The method of claim 1, further comprising entering a
special operational mode, wherein the mobile communica-
tions device performs one or more automated functions.

9. The method of claim 1, wherein the alert triggers the
mobile communications device to perform one or more auto-
matic functions.

10. The method of claim 1, wherein the server maintains
location information for one or more mobile communications
devices and, via a communications module, is capable of
exchanging one or more of text-based, multimedia-based,
image-based, voice-based and video-based communications
with the one or more mobile communications devices.

11. (canceled)

12. (canceled)

13. A mobile communications device comprising:

a location module that determines a location of the mobile

communications device and maintains a record of one or

13
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more of the location and a last known good position in
one or more of a server and another communications
device;

a mapping module that provides a map on a display of the
mobile communications device including the location of
the mobile communications device;

a communications module that provides the ability to one
or more of send and receive one or more of text-based,
multimedia-based, image-based, voice-based and
video-based communications from the mobile commu-
nications device; and

an alert module that monitors for an alert from the mobile
communications device.

14. The device of claim 13, further comprising a perimeter
module that monitors the location relative to one or more
perimeters, and a perimeter action module that takes one or
more actions based on a crossing of a perimeter.

15. The device of claim 13, further comprising a peer-to-
peer module that establishes peer-to-peer communications
with one or more other communications devices.

16. The device of claim 13, further comprising a power
management module that manages device functionality based
on one or more of remaining battery power and mission
information.

17. The device of claim 13, further comprising a commu-
nications module that establishes communications with one
or more of other communications devices, the server and
another endpoint.

18. The device of claim 13, further comprising a controller
that surreptitiously receives one or more of software, param-
eters and communications device updates.

19. The device of claim 13, wherein the mobile communi-
cations device is tagged such that the mobile communications
device can be tracked.

20. The device of claim 13, further comprising a special
mode module that allows entry into a special operational
mode, wherein the mobile communications device performs
one or more automated functions.

21. The device of claim 13, wherein the alert triggers the
mobile communications device to perform one or more auto-
matic functions.

22. The device of claim 13, wherein the server maintains
location information for one or more mobile communications
devices and, via a communications module, is capable of
exchanging one or more of text-based, multimedia-based,
image-based, voice-based and video-based communications
with the one or more mobile communications devices.

23. (canceled)

24. (canceled)



