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METHODS AND APPARATUS FOR CLOCK DRIFT MITIGATION WITH
SNOOP-BASED RANGING

Cross References to Related Applications

[0001]  This application claims the benefit of U.S. Provisional Patent App. No.
62/312,677, entitled "Clock Drift Mitigation with Snoop-Based Ranging," filed on March
24, 2016, the disclosure of which is hereby expressly incorporated herein by reference in

its entirety.

Field of Technology

[0002] The present disclosure relates generally to wireless communication systems,

and more particularly to mitigating clock drift in wireless communication devices.

Background

[0003] In some wireless communication systems, it may be useful to determine
positions of wireless communication devices. Some techniques for determining positions
of wireless communication devices involve determining distances between
communication devices, and using distance measurements to calculate positions of the
devices. A distance between two devices can be determined by transmitting a signal
from one device to another, determining the time it took for the signal to travel between
the two devices (time of flight), and then calculating the distance between the two
devices based on the time of flight.

[0004] In some wireless communication systems, communications are scheduled
using timing information, such as TSF (time synchronization function) time or a time of
day. For example, in many communication systems, communication devices maintain
respective local clocks, and each communication device uses its local clock for purposes
of determining when the communication device should transmit, when to expect another

communication device to transmit, etc.
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[0005] In some wireless communication systems, each communication device uses its
local clock for purposes of determining times of flight. For example, a first
communication device may use its local clock for recording when the first
communication device transmitted a first packet to a second communication device, when
the first communication device received a second packet transmitted by the second
communication device, etc., and then may use the recorded times to estimate a time of
flight between the first communication device and the second communication device.
[0006] In some wireless communication systems, communication devices may
negotiate a time period for performing distance measurements. During the negotiated
time period, the communication devices should be prepared to transmit or receive signals
for distance measurement, e.g., be tuned to a same channel during the negotiated time
period. However, over time, local clocks of different communication devices will drift
with respect to each other, which may cause degradation in performance and, in some
situations, result in the communication devices missing distance measurement
transmissions because of different determinations of when the negotiated time period

begins and ends.

Summary

[0007] In an embodiment, a method includes: generating, at a first communication
device, a range measurement packet (or a packet that includes a probe response frame, a
TIM frame, etc.) associated with a range measurement signal exchange session between
the first communication device and a second communication device; recording, at the
first communication device, a time value of a first timer corresponding to a time of
transmission of the packet; including, at the first communication device, timing
information corresponding to the recorded time value in the packet; and transmitting,
from the first communication device, the packet to the second communication device,

wherein the timing information in the packet is useable by a third communication device
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to adjust time values corresponding to a second timer, wherein the third communication
device includes the second timer.

[0008] In another embodiment, an apparatus comprises a network interface device
associated with a first communication device. The network interface device includes one
or more integrated circuits (ICs) configured to: generate a range measurement packet (or
a packet that includes a probe response frame, a TIM frame, etc.) associated with a range
measurement signal exchange session between the first communication device and a
second communication device; record a time value of a first timer corresponding to a
time of transmission of the packet; include, in the packet, timing information
corresponding to the recorded time value; and transmit the packet to the second
communication device, wherein the timing information in the packet is useable by a third
communication device to adjust time values corresponding to a second timer, wherein the
third communication device includes the second timer.

[0009] In yet another embodiment, a method is implemented at a first communication
device that includes a first timer and a second timer. The first timer is used by the first
communication device to estimate a start time of a range measurement signal exchange
session between the first communication device and a second communication device, and
the second timer 1s used by the first communication device to determine at least times of
departure of range measurement packets associated with the range measurement signal
exchange session at the first communication device. The method includes: generating, at
the first communication device, a first range measurement packet (or a packet that
includes a probe response frame, a TIM frame, etc.) associated with the range
measurement signal exchange session between the first communication device and the
second communication device; recording, at the first communication device, a time value
of the first timer corresponding to a time of transmission of the first packet; transmitting,
from the first communication device, the first packet; generating, at the first
communication device, a second range measurement packet (or a packet that includes a

probe response frame, a TIM frame, etc.) associated with the range measurement signal
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exchange session between the first communication device and the second communication
device; include, at the first communication device, timing information corresponding to
the recorded time value of the first timer in the second packet; and transmitting, from the
first communication device, the second packet associated with the range measurement
signal exchange session, wherein the timing information in the second packet 1s useable
by a third communication device to adjust a third timer, wherein the third communication
device includes the third timer, and wherein the third timer is used by the third
communication device to estimate a start time of a next range measurement signal
exchange session between the first communication device and the second communication
device.

[0010] In still another embodiment, an apparatus comprises a network interface device
associated with a first communication device. The network interface device includes:
one or more integrated circuits (ICs), a first timer implemented on the one or more ICs,
and a second timer implemented on the one or more ICs. The first timer 1s used by the
network interface device to estimate a start time of a range measurement signal exchange
session between the first communication device and a second communication device, and
the second timer 1s used by the network interface device to determine at least times of
departure of range measurement packets associated with the range measurement signal
exchange session at the first communication device. The one or more ICs are configured
to: generate a first range measurement packet (or a packet that includes a probe response
frame, a TIM frame, etc.) for the range measurement signal exchange session between the
first communication device and the second communication device; record a time value of
the first timer corresponding to a time of transmission of the first packet; transmit the first
packet; generate a second range measurement packet (or a packet that includes a probe
response frame, a TIM frame, etc.) associated with the range measurement signal
exchange session between the first communication device and the second communication
device; include timing information corresponding to the recorded time value of the first

timer in the second packet; and transmit the second packet associated with the range
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measurement signal exchange session, wherein the timing information in the second
packet is useable by a third communication device to adjust a third timer, wherein the
third communication device includes the third timer, and wherein the third timer is used
by the third communication device to estimate a start time of a next range measurement
signal exchange session between the first communication device and the second

communication device.

Brief Description of the Drawings

[0011] Fig. 1 1s a block diagram of an example system having multiple wireless local
area networks (WLANS), according to an embodiment.

[0012] Fig. 2A is a block diagram of an example system in which an observing station
observes range measurement signals exchanged between two access points, according to
an embodiment.

[0013] Fig. 2B 1s a signal timing diagram illustrating an example exchange of range
measurement signals between the two access points of Fig. 2A, according to an
embodiment.

[0014] Fig. 2C 1s a signal timing diagram illustrating an example exchange of signals
between an access point and an observing station of Fig. 2A, according to an
embodiment.

[0015] Fig. 3 is a signal timing diagram illustrating an example technique of adjusting
time values of a timer of a communication device, according to an embodiment.

[0016] Fig. 4 1s a signal timing diagram illustrating another example technique of
adjusting time values of a timer of a communication device, according to an embodiment.
[0017]  Fig. 5 1s a signal timing diagram illustrating another example technique of
adjusting time values of a timer of a communication device, according to an embodiment.
[0018] Fig. 61s a flow diagram of an example method of providing timing information

for adjusting a timer of a communication device, according to an embodiment.
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[0019] Fig. 7 is a flow diagram of another example method of providing timing
information for adjusting a timer of a communication device, according to an
embodiment.

[0020] Fig. 8 1s a flow diagram of an example method of adjusting a timer of a
communication device, according to an embodiment.

[0021] Fig. 9 1s a flow diagram of another example method of adjusting a timer of a

communication device, according to an embodiment.

Detailed Description

[0022]  Clock drift mitigation techniques described below are discussed in the context
of wireless local area networks (WLANSs) that utilize protocols the same as or similar to
protocols defined by the 802.11 Standard from the Institute of Electrical and Electronics
Engineers (IEEE) merely for explanatory purposes. In other embodiments, however,
clock drift mitigation techniques are utilized in other types of wireless communication
systems such as personal area networks (PANs), mobile communication networks such as
cellular networks, metropolitan area networks (MAN5s), satellite communication
networks, etc.

[0023] Fig. 1 is a block diagram of an example communication system including
multiple WLANSs 110, according to an embodiment. For example, a first WLAN 110-1
includes an access point (AP) 114-1 that comprises a host processor 118 coupled to a
network interface device 122. The network interface 122 includes one or more integrate
circuits (ICs) configured to operate as discussed below. The network interface 122
includes a medium access control (MAC) processor 126 and a physical layer (PHY)
processor 130. The PHY processor 130 includes a plurality of transceivers 134, and the
transceivers 134 are coupled to a plurality of antennas 138. Although three transceivers
134 and three antennas 138 are illustrated in Fig. 1, the AP 114-1 includes other suitable

numbers (e.g., 1, 2, 4, 5, etc.) of transceivers 134 and antennas 138 in other embodiments.
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In some embodiments, the AP 114-1 includes a higher number of antennas 138 than
transceivers 134, and antenna switching techniques are utilized.

[0024]  In various embodiments, the network interface 122 is implemented on one or
more ICs. For example, the MAC processor 126 may be implemented on at least a first
IC, and the PHY processor 130 may be implemented on at least a second IC. As another
example, at least a portion of the MAC processor 126 and at least a portion of the PHY
processor 130 may be implemented on a single IC. For instance, the network interface
122 may be implemented using a system on a chip (SoC), where the SoC includes at least
a portion of the MAC processor 126 and at least a portion of the PHY processor 130.
[0025]  In various embodiments, the MAC processor 126 and/or the PHY processor
130 of the AP 114-1 are configured to generate data units, and process received data
units, that conform to a WLAN communication protocol such as a communication
protocol conforming to the IEEE 802.11 Standard or another suitable wireless
communication protocol. For example, the MAC processor 126 may be configured to
implement MAC layer functions, including MAC layer functions of the WLAN
communication protocol, and the PHY processor 130 may be configured to implement
PHY functions, including PHY functions of the WLAN communication protocol. For
instance, the MAC processor 126 may be configured to generate MAC layer data units
such as MAC protocol data units (MPDUs), MAC control frames, etc., and provide the
MAC layer data units to the PHY processor 130. The PHY processor 130 may be
configured to receive MAC layer data units from the MAC processor 126 and
encapsulate the MAC layer data units to generate PHY data units such as PHY protocol
data units (PPDUs) for transmission via the antennas 138. Similarly, the PHY processor
130 may be configured to receive PHY data units that were received via the antennas
138, and extract MAC layer data units encapsulated within the PHY data units. The PHY
processor 130 may provide the extracted MAC layer data units to the MAC processor
126, which processes the MAC layer data units.
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[0026] In an embodiment, the network interface 122 of the AP 114-1 includes a fine
timing measurement (FTM) controller 142 configured to perform an FTM procedure for
measuring a time of flight (ToF) of a radio frequency (RF) signal between two network
devices. The ToF may be used to measure a range (i.e., distance) between the network
devices. In some embodiments, range measurements are further used to calculate
estimates of positions of network devices. Examples of FTM procedures implemented by
the FTM controller 142, according to some embodiments, are described below. For
instance, the FTM controller 142 may cause or prompt the network interface 122 to
transmit communication frames for purposes of measuring a time of flight between the
AP 114-1 and another communication device.

[0027]  In some embodiments, the FTM controller 142 performs functions
corresponding to a layer in a communication protocol stack above the MAC layer. For
example, the FTM controller 142 may interface, directly or indirectly (e.g., via one or
more layers in the communication protocol stack between the FTM functions and the
MAC layer), with the MAC processor 126 to cause or prompt the network interface 122
to transmit communication frames for purposes of measuring a time of flight between the
AP 114-1 and another communication device. Similarly, the MAC processor 126 may
forward, directly or indirectly, data units to the FTM controller 142 that were received by
the AP 114-1 as part of a frame exchange with another communication device for
measuring a time of flight.

[0028] In some embodiments, the FTM controller 142 performs functions
corresponding to a sublayer within the MAC layer.

[0029] In an embodiment, the FTM controller 142 comprises a processor configured
to execute machine readable instructions stored in a memory of, or coupled to, the FTM
controller 142. In an embodiment, the FTM controller 142 comprises hardwired state
machine circuitry. In an embodiment, the FTM controller 142 comprises hardwired state
machine circuitry and a processor configured to execute machine readable instructions

stored in a memory of, or coupled to, the FTM controller 142.
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[0030] In some embodiments, the network interface 122 of the AP 114-1 includes a
timer (e.g., a clock) 146 that the network interface 122 uses to maintain a reference time
corresponding to the network 110-1. The timer 146 maintains a local version of a timing
synchronization function (TSF) timer defined by the IEEE 802.11 Standard. TSF is used
to maintain synchronization of all devices in a same basic service set (BSS). In an
embodiment, the TSF timer is utilized to define timing of signals associated with an FTM
procedure. For example, the TSF timer is used to define a start of a burst of packet
exchanges associated with an FTM procedure. In an embodiment, the network interface
122 uses the TSF timer to determine when an FTM burst is to be initiated. Each device
in the BSS maintains its own TSF time (e.g., using a local timer such as the timer 146).
Furthermore, each device in the BSS uses its respective TSF timer to estimate a start of
an FTM burst. Devices in the BSS exchange information (e.g., in beacon frames, etc.)
that includes the TSF times of respective devices, and devices may set their respective
TSF times to a same value as other devices to maintain timing synchronization.

[0031] In some embodiments, the timer 146 includes, in addition to the TSF timer, a
time of arrival/time of departure (ToA/ToD) timer for determining when FTM
transmissions are transmitted and received. The ToA/ToD timer is sometimes referred to
herein as an FTM timer. In an embodiment, determining when FTM transmissions are
transmitted and received corresponds to determining a time at which a start of a preamble
of an FTM packet corresponding to an FTM transmission appears at a transmit antenna
connector or a receive antenna connector. Each device in the BSS maintains its own
FTM timer, in an embodiment.

[0032] Each TSF timer and FTM timer keeps track of time by counting a number of
time base intervals in a given duration of time. In other words, a time base interval (also
referred as time base) of a timer 1s a minimum unit of time that is tracked by the timer. In
an embodiment, a same time base 1s used for the TSF timer and the FTM timer. In other

embodiments, different time bases are used for the TSF timer and the FTM timer.
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[0033] The WLAN 110-1 includes a plurality of client stations 154. Although two
client stations 154 are illustrated in Fig. 1, the WLAN 110-1 includes other suitable
numbers (e.g., 1, 3, 4, 5, 6, etc.) of client stations 154 in various scenarios and
embodiments. The client station 154-1 includes a host processor 158 coupled to a
network interface device 162. In an embodiment, the network interface 162 includes one
or more ICs configured to operate as discussed below. The network interface 162
includes a MAC processor 166 and a PHY processor 170. The PHY processor 170
includes a plurality of transceivers 174, and the transceivers 174 are coupled to a plurality
of antennas 178. Although three transceivers 174 and three antennas 178 are illustrated
in Fig. 1, the client station 154-1 includes other suitable numbers (e.g., 1, 2, 4, 5, etc.) of
transceivers 174 and antennas 178 in other embodiments. In some embodiments, the
client station 154-1 includes a higher number of antennas 178 than transceivers 174, and
antenna switching techniques are utilized.

[0034] In various embodiments, the network interface 162 is implemented on one or
more ICs. For example, the MAC processor 166 may be implemented on at least a first
IC, and the PHY processor 170 may be implemented on at least a second IC. As another
example, at least a portion of the MAC processor 166 and at least a portion of the PHY
processor 170 may be implemented on a single IC. For instance, the network interface
122 may be implemented using an SoC, where the SoC includes at least a portion of the
MAC processor 166 and at least a portion of the PHY processor 170.

[0035] In various embodiments, the MAC processor 166 and the PHY processor 170
of the client device 154-1 are configured to generate data units, and process received data
units, that conform to the WLAN communication protocol or another suitable
communication protocol. For example, the MAC processor 166 may be configured to
implement MAC layer functions, including MAC layer functions of the WLAN
communication protocol, and the PHY processor 170 may be configured to implement
PHY functions, including PHY functions of the WLAN communication protocol. The
MAC processor 166 may be configured to generate MAC layer data units such as

10
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MPDUs, MAC control frames, etc., and provide the MAC layer data units to the PHY
processor 170. The PHY processor 170 may be configured to receive MAC layer data
units from the MAC processor 166 and encapsulate the MAC layer data units to generate
PHY data units such as PPDUs for transmission via the antennas 178. Similarly, the
PHY processor 170 may be configured to receive PHY data units that were received via
the antennas 178, and extract MAC layer data units encapsulated within the PHY data
units. The PHY processor 170 may provide the extracted MAC layer data units to the
MAC processor 166, which processes the MAC layer data units.

[0036] In an embodiment, the network interface 162 of the client station 154-1
includes an FTM controller 182 configured to perform an FTM procedure for measuring
a ToF of an RF signal between two network devices. In an embodiment, the FTM
controller 182 comprises a processor configured to execute machine readable instructions
stored in a memory of, or coupled to, the FTM controller 182. In an embodiment, the
FTM controller 182 comprises hardwired state machine circuitry. In an embodiment, the
FTM controller 182 comprises hardwired state machine circuitry and a processor
configured to execute machine readable instructions stored in a memory of, or coupled to,
the FTM controller 182.

[0037] In some embodiments, the network interface 162 of the client station 154-1
includes a timer (e.g., a clock) 186 that the network interface 122 uses to maintain a
reference time corresponding to the network 110-1. In some embodiments, the timer 186
maintains a local version of a TSF timer defined by the IEEE 802.11 Standard. In an
embodiment, the client station 154-1 uses the local version of the TSF timer to determine
when an FTM burst 1s expected to start.

[0038] In some embodiments, the timer 186 includes, in addition to the TSF timer, a
ToA/ToD timer (also referred to herein as an FTM timer) for determining when FTM
transmissions are transmitted and received. In an embodiment, a same time base is used
for the TSF timer and the FTM timer. In other embodiments, different time bases are

used for the TSF timer and the FTM timer.
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[0039] In an embodiment, the client station 154-2 has a structure that 1s the same as or
similar to the client station 154-1. The client station 154-2 structured the same as or
similar to the client station 154-1 has the same or a different number of transceivers and
antennas. For example, the client station 154-2 has only two transceivers and two
antennas (not shown), according to an embodiment.

[0040] The system illustrated in Fig. 1 also includes a WLAN 110-2. The WLAN
110-2 includes an AP 114-2 and a plurality of client stations 194. In an embodiment, the
AP 114-2 has a structure that is the same as or similar to the AP 114-1. The AP 114-2
structured the same as or similar to the AP 114-1 has the same or a different number of
transceivers and antennas. For example, the AP-2 has only two transceivers and two
antennas (not shown), according to an embodiment.

[0041] In an embodiment, the client stations 194 each have a respective structure that
1s the same as or similar to the client station 154-1. Each client station 194 structured the
same as or similar to the client station 154-1 has the same or a different number of
transceivers and antennas. For example, the client station 194-1 has only two
transceivers and two antennas (not shown), according to an embodiment.

[0042]  Although two client stations 194 are illustrated in Fig. 1, the WLAN 110-2
includes other suitable numbers (e.g., 1, 3, 4, 5, 6, etc.) of client stations 194 in various
scenarios and embodiments.

[0043] In some embodiments, the AP 114-1 (AP1) exchanges range measurement
signals with the AP 114-2 (AP2) to determine a distance between communication devices
in the system of Fig. 1. The determined distances between communication devices may
be used to determine positions of communication devices in the system of Fig. 1, for
example. In some embodiments, a client station 154, 194 (“‘observing station’) receives
the range measurement signals exchanged between AP1 and AP2, and the time of arrival
of the range measurement signals at the observing station is utilized to determine a

distance(s) between the observing station and AP1 and/or AP2, and/or utilized to

12
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determine a location of the observing station using a known location(s) of AP1 and/or
AP2.

[0044] Fig. 2A is a diagram of an example system 200 in which a first AP 204 (AP1)
exchanges range measurement signals with a second AP 208 (AP2), according to an
embodiment. The system 200 includes a client station 212 (“observing station 212”) that
also receives the range measurement signals exchanged between AP1 and AP2. Range
measurement signals are sometimes referred to herein as “fine timing measurement
signals” or “FTM signals”). In an embodiment, AP1 is the AP 114-1 of Fig. 1, AP2 is the
AP 114-2 of Fig. 1, and the client station 212 is the client station 154-1 of Fig. 1. In other
embodiments, AP1, AP2, and client station 212 are wireless communication devices
having different suitable structures than the AP 114-1, the AP 114-2, and the client
station 154-1 of Fig. 1. Although only one observing station 212 is illustrated in Fig. 2A,
there are multiple observing stations in other embodiments and/or scenarios. While the
terminology used herein is consistent with an FTM protocol as employed in the IEEE
802.11 Standard, the embodiments discussed herein are generally applicable to any other
suitable distance measurement protocol or timing synchronization protocol.

[0045] In some embodiments, the system 200 performs an FTM procedure in which
AP1 and AP2 exchange FTM signals while the client station 212 observes the exchange
of signals. For instance, Fig. 2B is a signal timing diagram illustrating an example FTM
procedure 216 between AP1 and AP2, in which the client station 212 observes FTM
signal exchanges between AP1 and AP2.

[0046] API1 generates and transmits a probe request packet 224. In response to the
probe request packet 224, AP2 generates and transmits an acknowledgment (ACK)
packet 228. In an embodiment, AP2 is configured to transmit the ACK packet 228 a
predetermined amount of time T_ack after receiving an end of the probe request packet
224. For example, a communication protocol defines the predetermined amount of time,

in an embodiment. In an embodiment, the predetermined amount of time T_ack is a short
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interface space (SIFS) as defined by the IEEE 802.11 Standard. In other embodiments,
the predetermined amount of time T_ack is another suitable value.

[0047] In some embodiments, transmission of the probe request packet 224 and the
ACK packet 228 are omitted. For example, in some embodiments, AP1 transmits
information included in the probe request packet 224 in beacons.

[0048] API1 generates an FTM packet 240 (FTM_1). Ata time t1_1, AP1 transmits the
FTM packet 240, and AP1 records the time t1_1. In an embodiment, the time t1_1
corresponds to an event at which a beginning of the FTM packet 240 is transmitted. In an
embodiment, AP1 generates the FTM packet 240 to include a time stamp with the value
t1_1. In other embodiments, AP1 does not include a time stamp with the value t1_1 in
the FTM packet 240.

[0049] Attime t2_1, AP2 receives the FTM packet 240. In an embodiment, AP2
records the time t2_1 at which the FTM packet 240 was received at AP2. In other
embodiments, AP2 does not record the time t2_1 at which the FTM packet 240 was
received.

[0050] The observing station 212 also receives the FTM packet 240 at time t2_obs_1,
and the observing station 212 records the time t2_obs_1. In an embodiment, the time
t2_obs_1 corresponds to an event at which a beginning of the FTM packet 240 is
received at the observing station 212.

[0051] In response to the FTM packet 240, AP2 generates and transmits an ACK
packet 244. AP2 transmits the ACK packet 244 at a time t3_1. In an embodiment, time
t3_1 corresponds to t2_1 + T_ack. In an embodiment, AP2 records the time t3_1 at
which AP2 transmits the ACK packet 244. In other embodiments, AP2 does not record
the time t3_1. In some embodiments, t3_1 is greater than t2_1 + T_ack. For example,
processing delays in AP2 may result in t3_1 being greater than t2_1 + T_ack.

[0052] Attime t4_1, AP1 receives the ACK packet 244. In an embodiment, AP1
records the time t4_1 at which AP1 receives the ACK packet 244. In an embodiment, the
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time t4_1 corresponds to an event at which a beginning of the ACK packet 244 is
received at AP1.

[0053] The observing station 212 also receives the ACK packet 244 at time t4_obs_]1,
and the observing station 212 records the time t4_obs_1. In an embodiment, the time
t4_obs_1 corresponds to an event at which a beginning of the ACK packet 244 1s
received at the observing station 212.

[0054] Transmission of an FTM packet and a responsive ACK packet (e.g., the FTM
packet 240 and the responsive ACK packet 244) is sometimes referred to herein as an
FTM exchange. Thus, the FTM packet 240 and the responsive ACK packet 244
correspond to one FTM exchange.

[0055] In some embodiments, an FTM signal exchange burst procedure comprises
multiple FTM exchanges. For instance, Fig. 2B illustrates a second FTM signal
exchange. In particular, as part of the second FTM exchange, AP1 generates an FTM
packet 248 (FTM_2). At a time t1_2, AP1 transmits the FTM packet 248, and AP1
records the time t1_2. In an embodiment, the time t1_2 corresponds to an event at which
a beginning of the FTM packet 248 is transmitted. In an embodiment, AP1 generates the
FTM packet 248 to include a time stamp with the value t1_2. In other embodiments, AP1
does not include a time stamp with the value t1_2 in the FTM packet 248. In an
embodiment, AP1 generates the FTM packet 248 to include times t1_1 and t4_1, e.g., in a
PHY payload portion of the FTM packet 248.

[0056] Attime t2_2, AP2 receives the FTM packet 248. In an embodiment, AP2
records the time t2_2 at which the FTM packet 248 was received at AP2. In other
embodiments, AP2 does not record the time t2_2 at which the FTM packet 248 was
received.

[0057] The observing station 212 also receives the FTM packet 248 at time t2_obs_2,
and the observing station 212 records the time t2_obs_2. In an embodiment, the time
t2_obs_2 corresponds to an event at which a beginning of the FTM packet 248 is

received at the observing station 212. As discussed above, in an embodiment, the FTM
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packet 248 includes times t1_1 and t4_1, e.g., in a PHY payload portion of the FTM
packet 248. Thus, in an embodiment, the observing station 212 records the times t1_1
and t4_1 that were included in the FTM packet 248.

[0058] In response to the FTM packet 248, AP2 generates and transmits an ACK
packet 252. In an embodiment, AP2 transmits the ACK packet 252 at a time t3_2. Inan
embodiment, time t3_2 corresponds to t2_2 + T_ack. In an embodiment, AP2 records the
time t3_2 at which AP2 transmits the ACK packet 252. In other embodiments, AP2 does
not record the time t3_2. In some embodiments, t3_2 is greater than t2_2 + T_ack. For
example, processing delays in AP2 may result in t3_2 being greater than t2_2 + T_ack.
[0059] Attime t4_2, AP1 receives the ACK packet 252. In an embodiment, AP1
records the time t4_2 at which AP1 receives the ACK packet 252. In an embodiment, the
time t4_2 corresponds to an event at which a beginning of the ACK packet 252 is
received at AP1.

[0060] The observing station 212 also receives the ACK packet 252 at time t4_obs_2,
and the observing station 212 records the time t4_obs_2. In an embodiment, the time
t4_obs_2 corresponds to an event at which a beginning of the ACK packet 252 is
received at the observing station 212.

[0061] The times tl, t2, t3, t4, t2_obs, and t4_obs are recorded at AP1, AP2, and
observing station 212 using respective local timers. For example, in an embodiment,
times t1, t2, t3, and t4 are recorded using respective local FTM timers. In other
embodiments, times t1, 2, t3, and t4 are recorded using respective local TSF timers.
[0062] A group of FTM exchanges is referred to herein as an FTM burst. For
example, an FTM burst 270 includes the two FTM exchanges associated with FTM_1,
and FTM_2. In an embodiment, an FTM burst may include other suitable number of
FTM exchanges, such as one, three, four, five, six, etc. In an embodiment, one or more
FTM bursts can follow an initial FTM burst. For example, an FTM burst 270 can be
followed a second FTM burst 290. In an embodiment, an FTM procedure can include

other suitable number of FTM bursts, such as three, four, five, six, etc.
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[0063] A location of the observing station 212 can be determined in part with a
differential distance Dgsg between the observing station 212 and each of AP1 and AP2,
where

Dsr = ¢ X (Tso — Tro) Equation 1

where c is the speed of light, T 1s a time of flight between AP1 and the observing
station 212, and Tgg 1s a time of flight between AP2 and the observing station 212. In
some embodiments, a location of the observing station 212 can be determined using 1)
Dgr, and i1) a) a known location of AP1, and/or b) a known location of AP2.
[0064] In an embodiment, the differential distance Dggr between the observing station
212 and each of AP1 and AP2 can be calculated as

Dgr =c¢ X (t4_obs —t2_obs — T — (t4 —t1)) Equation 2

where t4_obs is one of t4_obs_1, t4_obs_2, and t4_obs_3; t2_obs is one of t2_obs_1,
t2_obs_2,and t2_obs_3;t41soneoft4_1,t4_2, andt4_3;tl isoneof t1_1,tl_2, and
t1_3;and T is a time of flight of a line of sight transmission from AP1 to AP2. In an
embodiment, T 1s calculated as

T=(4-tl —T_ack)*0.5 Equation 3

In other embodiments, T is calculated as

T=12-t1 Equation 4

where t2 1s one of t2_1, t2_2, and t2_3. In another embodiment, when the locations of
AP1 and AP2 are known, T is calculated by dividing the distance between AP1 and AP2
by the speed of light c.

[0065] In various embodiments, Dgg 1S calculated at one or more of AP1, AP2, the
observing station 212, or another suitable device (not shown in Fig. 2A). Thus, in
various embodiments, time values and other parameters (if any) necessary for calculating
Dqr are sent to the device calculating the Dgy (the “calculating device”) if the calculating

device does not already have the time values/parameters.
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[0066] As shown in the example of Fig. 2B, AP2 merely responds to FTM packets
from AP1 with ACKs. Thus, in some embodiments, AP2 is not configured to transmit
FTM signals and/or initiate FTM exchanges. For example, in an embodiment, the AP2 is
a legacy device that is configured to support an older communication protocol (e.g., IEEE
802.11a), whereas FTM exchanges are defined by a more recent communication protocol
that 1s backward compatible with the older communication protocol. Thus, for example,
AP2 responds to FTM packets from AP1 with ACKSs but may not be able to understand
all of the contents of the FTM packets. In other embodiments, however, AP2 is able to
understand all of the contents of the FTM packets from AP1.

[0067] Observing, by a first communication device, of FTM packet exchanges
between a second communication device and a third communication device for range
measurement purposes, such as discussed above in connection with Figs. 2A and 2B is
sometimes referred to as “snoop-based range measurement.” Various methods of snoop-
based range measurements are described in U.S. Patent Application no. 15/041,911, filed
on February 11, 2016, the disclosure of which is hereby expressly incorporated herein by
reference in its entirety.

[0068] To facilitate the observing station 212 in observing FTM exchanges between
AP1 and AP2, AP1 may transmit FTM scheduling information to the observing station
212, where the FTM scheduling information provides information regarding when the
FTM burst 270 will occur. In some embodiments, AP1 transmits FTM scheduling
information in one or more beacon frames, and the observing station 212 obtains the
FTM scheduling information from the one or more beacon frames. In some
embodiments, AP1 transmits FTM scheduling information in one or more broadcast
packets, and the observing station 212 obtains the FTM scheduling information from the
one or more broadcast packets. In some embodiments, the observing station 212
transmits a request packet to AP1, the request packet including information that prompts

AP1 to transmit FTM scheduling information in one or more FTM response packets to
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the observing station 212. The observing station 212 obtains the FTM scheduling
information from the one or more FTM response packets, in some embodiments.

[0069] Fig. 2C is a signal timing diagram showing a signal exchange 272, between the
observing station 212 and the AP1, that is used to transmit FTM scheduling information
to the observing station 212. In an embodiment, the signal exchange 272 occurs prior to
the FTM procedure 216. In an embodiment, the observing station 212 transmits an FTM
request packet 274 to AP1. In an embodiment, the FTM request packet 274 includes
information that notifies AP1 that the observing station 212 intends to perform snoop-
based range measurement based on one or more FTM bursts, such as the FTM burst 270
between AP1 and AP2. The AP1 responds to the FTM request packet 274 with an ACK
packet 276. The AP1 then transmits an FTM schedule packet 278 to the observing
station 212. In an embodiment, the FTM schedule packet 278 includes scheduling
information in relation to one or more FTM bursts defined by FTM service period start
time, the duration of FTM service period, and the interval between two FTM service
periods, such as the FTM burst 270 between AP1 and AP2. The scheduling information
1s utilized by the observing station 212 to determine the schedule of one or more FTM
bursts. After receiving the FTM schedule packet 278, the observing station 212 transmits
an ACK packet 280 acknowledging the receipt of the FTM schedule packet 278.

[0070] Each of the observing station 212 and the AP1 uses a respective local timer
(e.g., imer 146 and timer 186) to determine when FTM transmissions are transmitted and
received, according to some embodiments. For instance, an observing station 212 uses its
TSF timer to determine the start of a burst period. When the local TSF timers of
observing station 212 and the AP1 are not synchronized, this may cause a mismatch
between when the observing station 212 expects FTM exchanges in an FTM burst to
occur and when the AP1 and the AP2 engage in such FTM exchanges. For example,
because of the local TSF timers of observing station 212 and AP1 are unsynchronized, an
ambiguity exists regarding when the burst period starts. Similarly, because of the local

TSF timers of the observing station 212 and AP1 are unsynchronized, an ambiguity exists
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regarding when the burst period ends. As a result, the observing station 212 may
needlessly wait during a burst start ambiguity period for the FTM packet 240, or may
miss transmission of the FTM packet 240. Additionally, the observing station 212 may
stop listening before the end of the burst period 270, or may needlessly wait for more
transmissions after the burst period 270 has ended. Loss of synchronization between
times of different communication devices is often caused by clock drift. In some
situations, the local TSF timer of the observing station 212 and the local TSF timer of the
AP1 can drift apart by as much as 200 ppm.

[0071]  Similarly, as FTM timers become more unsynchronized, ToF calculations
become less accurate.

[0072]  Thus, to better synchronize local timers of communication devices, several
example clock synchronization approaches described below may be utilized. For ease of
explanation, example clock synchronization techniques are described in the context of AP
114-1 acting as AP1 and the client station 154-1 acting as observing station. In other
embodiments, the clock synchronization techniques are implemented by other suitable
communication devices.

[0073] Fig. 3 is a signal timing diagram illustrating an example FTM procedure 316
between AP1 and AP2, in which the observing station 212 observes FTM signal
exchanges between AP1 and AP2 for range measurement purposes, according to an
embodiment. The FTM procedure 316 is similar to the FTM procedure described above
in connection with Fig. 2B, and like-numbered elements are not discussed in detail for
purposes of brevity.

[0074] An FTM packet in a burst (e.g. an FTM packet 340 in an FTM burst 270)
includes timing information that is used by the observing station 212 to synchronize its
TSF timer. For example, AP1 records a time corresponding to when the transmission of
the FTM packet 340 is initiated. In an embodiment, the FTM controller 142 records a
value of the TSF timer value when the FTM controller 142 prompts the MAC processor
(e.g., the MAC processor 126) and/or the PHY processor (e.g., the PHY processor 130)
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of AP1 to transmit the FTM packet. Optionally, in another embodiment, the AP1 adjusts
the recorded time to account for a delay between when the FTM controller 142 prompts
transmission of the FTM packet and when the FTM packet is transmitted. The FTM
controller 142 includes the recorded TSF timer value in the FTM packet 340.

[0075]  The observing station 212 receives the FTM packet 340 with the recorded TSF
timer value (TSF time value) and, based on the TSF time value in the FTM packet 340,
the observing station 212 adjusts the TSF timer of the observing station 212 to
synchronize the TSF timer of the observing station 212 with the TSF timer of AP1. For
example, the observing station 212 may record a value of the TSF timer of the observing
station 212 corresponding to when the FTM packet 340 is received by the observing
station 212. Then, the observing station 212 calculates an offset based on a comparison
between the TSF time value in the FTM packet 340 and the recorded TSF timer value
corresponding to when the observing station 212 received the FTM packet 340. In an
embodiment, the offset is further calculated based on other factors such as an estimated
delay between when the FTM controller 182 of the observing station 212 received the
FTM packet 340 and when the FTM controller 142 of AP1 recorded the TSF time value
included in the FTM packet 340. In an embodiment, the estimated delay is calculated
based on one or more of 1) an estimated time of flight between AP1 and observing station
212, 11) an estimated delay between when the FTM controller 142 of AP1 instructed the
MAC processor 126 to transmit the communication frame and when the PHY processor
130 actually transmitted the communication frame, etc.

[0076] In an embodiment, a frame in an FTM burst that carries a TSF timer value of
AP1 can be a probe response frame or any other suitable management frame that includes
a TSF timer value, e.g. a traffic indication map (TIM) frame. In an embodiment, a
simplified probe response frame includes only the TSF timer value, with other elements
of a typical probe response frame omitted. Such a probe response frame is referred to

herein as a “simplified probe response” or a “synchronization probe response.”
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[0077] The above process may repeat for future FTM bursts (e.g. FTM burst 290).
For example, FTM packet 356 also includes timing information such as described above
with respect to the FTM packet 340, and observing station 212 adjusts the TSF timer of
the observing station 212 using the timing information in the FTM packet 356.

[0078] Fig. 4 1s a signal timing diagram illustrating another example FTM procedure
416 between AP1 and AP2, in which the observing station 212 observes FTM signal
exchanges between AP1 and AP2 for range measurement purposes, according to another
embodiment. The FTM procedure 416 is similar to the FTM procedure 216 described in
connection with Fig. 2B, and like-numbered elements are not discussed in detail for
purposes of brevity.

[0079] An FTM packet in a burst (e.g. an FTM packet 440 in an FTM burst 270)
includes timing information that is used by the observing station 212 to synchronize its
TSF timer. In an embodiment, AP1 records a time corresponding to when the
transmission of the FTM packet 440 is initiated. For example, in an embodiment, the
FTM controller 142 records a value of the TSF timer when the FTM controller 142
prompts the MAC processor (e.g., the MAC processor 126) and/or the PHY processor
(e.g., the PHY processor 130) of AP1 to transmit the FTM packet. The FTM controller
142 also records a value of the FTM timer corresponding to when to the FTM controller
142 prompts the MAC processor (e.g., the MAC processor 126) and/or the PHY
processor (e.g., the PHY processor 130) of AP1 to transmit the FTM packet. In an
embodiment, one or more of the recorded values of the TSF timer and the FTM timer are
adjusted to account for a delay between when the FTM controller 142 prompts
transmission of the FTM packet and when the FTM packet is transmitted.

[0080] The FTM controller 142 then determines a difference (sometimes referred to
herein as a TSF-FTM timer difference) between the recorded TSF timer value (TSF time)
and the recorded FTM timer value (FTM time). In some embodiments, not all bits of the
TSF time are used to calculate the TSF-FTM timer difference. For instance, as an

illustrative example, if the FTM time consists of 32 bits and the TSF time consists of 48
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bits, only 32 least significant bits (LSBs) of the TSF time are used to calculate the TSF-
FTM timer difference. In an embodiment, the TSF-FTM timer difference is represented
using 1) a set of bits (e.g., 32 bits or another suitable number of bits) that represents a
magnitude of the difference, and 1i) a sign bit indicating a sign of the difference.

[0081] When the FTM controller 142 initiates or prompts transmission of the FTM
packet 440, the FTM controller 142 includes the TSF-FTM timer difference in the FTM
packet 440. The FTM controller 142 also includes an indication of the recorded TSF
time in the FTM packet 440. In an embodiment, the indication of the recorded TSF time
consists of bits of the recorded TSF time (e.g., most significant bits (MSBs) that were not
used to calculate the TSF-FTM timer difference. For instance, when the TSF time
consists of 48 bits and 32 LSBs were used to calculate the TSF-FTM timer difference, the
FTM controller 142 includes 16 MSBs of the TSF time in the FTM packet 440.

[0082] The FTM controller 142 then transmits another FTM packet 248. As described
above with respect to Fig. 2, the FTM packet 248 includes times t1_1 and t4_1.

[0083] The observing stations receive the FTM packet 240 and the FTM packet 248.
The observing station 212 uses timing information in the FTM packet 440 and FTM
packet 248 to synchronize the TSF time of the observing station 212 to the TSF timer of
AP1. In an embodiment, the observing station 212 synchronizes the TSF timer using the
1) TSF-FTM timer difference and the MSBs of the TSF time not used to calculate the
TSF-FTM timer difference included in FTM packet 440 and i1) time t1_1 included in
FTM packet 248. For instance, when the TSF time consists of 48 bits and the TSF-FTM
timer difference corresponds to 32 LSBs of the TSF time of AP1, the observing station
212 synchronizes the TSF timer based on a sum TSF_MSB16*2732 + TSF-FTM timer
difference + t1_1 + Dur_FTM2_FTMI1, wherein TSF_MSB16 represents the 16 MSBs of
the TSF time, and Dur_FTM2_FTM1 is a known duration of time between the t1_1 and
t1_2. In an embodiment, an indication of Dur_FTM2_FTM1 is included in the packet
278 (Fig. 2C). In some embodiments, the TSF timer of the observing station 212 is
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further adjusted based on other suitable factors, such as an estimated time of flight
between AP1 and the observing station 212.

[0084] The above process may be repeated for subsequent FTM bursts (e.g. FTM
burst 290). FTM packet 456 can also carry timing information for TSF timer
synchronization similar to that described above with respect to FTM burst 270. For
instance, the FTM packet 456 includes a difference between TSF time and FTM time
corresponding to the transmission of the FTM packet 456. Based on the difference in
FTM packet 456, the observing station 212 synchronizes its TSF timer.

[0085]  Fig. 5 1s a signal timing diagram illustrating an example FTM procedure 516
between AP1 and AP2, in which the observing station 212 observes FTM signal
exchanges between AP1 and AP2 for range measurement purposes. The FTM procedure
516 is similar to the FTM procedure 216 described above, and like-numbered elements
are not described in detail for purposes of brevity. In an embodiment, the FTM
procedure 516 is utilized by the client station 212 to synchronize the TSF timer of the
client station 212 to the TSF timer of AP1.

[0086] In an embodiment, AP1 records a TSF time corresponding to when the
transmission of the FTM packet 240 is actually transmitted, as opposed to a time when
the FTM controller 142 prompts the MAC processor 126 to transmit the FTM packet 240.
AP1 then includes the recorded TSF timer value (TSF time of FTM_1) in an FTM packet
548 in the FTM burst 270.

[0087] The observing station receives the FTM packet 548 and, based on the recorded
TSF time of FTM_1 in the FTM packet 548, the observing station 212 synchronizes the
TSF timer of the observing station 212. In an embodiment, the observing station 212 sets
the TSF timer of the observing station 212 based on a sum of the recorded TSF time of
FTM_1 in the FTM packet 548 and Dur_FTM2_FTMI1.

[0088] The above process may repeat for future FTM bursts (e.g. FTM burst 290).
FTM packet 564 can also carry timing information for TSF timer synchronization similar

to that described above with respect to FTM burst 270. For instance, the FTM packet 564

24



WO 2017/165808 PCT/US2017/024085

includes a recorded TSF timer value corresponding to the transmission of the FTM
packet 256. Based on the recorded TSF timer value in 564, the observing station 212
synchronizes the TSF timer of the observing station 212.

[0089] In some embodiments described above with respect to Figs. 3-5, synchronizing
TSF timer values at the observing station 212 comprises calculating a value of the TSF
timer value and setting the TSF timer to the calculated TSF timer value. In some
embodiments described above with respect to Figs. 3-5, synchronizing TSF timer values
at the observing station 212 comprises calculating an offset, and then adjusting the TSF
timer using the calculated offset. For example, synchronizing the TSF timer values at the
observing station 212 comprises calculating an offset, and then advancing (or turning
back) the TSF timer using the offset.

[0090] Fig. 61s a flow diagram of an example method 600 for providing timing
information for adjusting a timer that 1s used in connection with a range measurement
procedure, according to an embodiment. In some embodiments, the network interface
device 122 of Fig. 1 is configured to implement the method 600. The method 600 is
described in the context of the network interface device 122 merely for explanatory
purposes and, in other embodiments, the method 600 is implemented by another suitable
device.

[0091] Atblock 604, the network interface device 122 generates a range measurement
packet (or a packet that includes a probe response frame, a TIM frame, etc.) associated
with a range measurement signal exchange session between the AP 114-1 and a second
communication device (e.g., the AP 114-2).

[0092] At block 608, the network interface device 122 records a time value of a timer
of the network interface device 122 corresponding to a time of transmission of the range
measurement packet by the AP 114-1. For example, the FTM controller 142, or another
suitable device within the network interface 122 (e.g., the MAC processor 126, the PHY
processor 130, etc.), records a time value of the TSF timer corresponding to when the

FTM controller 142 sends an FTM request prompt to the MAC processor (e.g., the MAC
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processor 126) and/or the PHY processor (e.g., the PHY processor 130. As another
example, the FTM controller 142, or another suitable device within the network interface
122 (e.g., the MAC processor 126, the PHY processor 130, etc.), records a time value of
the TSF timer corresponding to a time when the FTM packet 240 will be transmitted by
the AP 114-1.

[0093] Atblock 612, the network interface device 122 includes timing information
corresponding to the time value recorded at block 608 in the range measurement packet
(or the packet that includes the probe response frame, the TIM frame, etc.). In various
embodiments, methods described above with respect to Figs. 3 and 4 are utilized to
determine the timing information based on the time value recorded at block 608.

[0094] For example, the timing information corresponding to the time value recorded
at block 608 may include the time value recorded at block 608. As another example, the
timing information corresponding to the time value recorded at block 608 may include
only a subset of bits (i.e., not all of the bits) of the time value recorded at block 608. For
instance, the subset of bits may comprise a set of MSBs of the time value. As an
illustrative example, when the time value consists of 48 bits, the timing information
includes only the 16 MSBs (i.e., the other 32 bits of the time value are excluded from the
timing information).

[0095] In some embodiments, the network interface device 122 includes other timing
information in the range measurement packet. For example, when the time value
recorded at block 608 corresponds to a TSF timer, the network interface device 122 may
also record an FTM timer value corresponding to the TSF timer value recorded at block
608; and the network interface device 122 may include in the range measurement packet
a difference value (e.g., a TSF-FTM timer difference) between the recorded TSF timer
value and the recorded FTM timer value.

[0096] At block 616, the network interface device 122 transmits the range
measurement packet (or the packet that includes thea probe response frame, the TIM

frame, etc.) to the second communication device. A third communication device (e.g.,
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client device 154-1) may then use the timing information in the packet to synchronize a
timer of the network interface device 122 using methods such as described above, or
using another suitable method.

[0097] Fig. 7 is a flow diagram of an example method 700 for providing timing
information for adjusting a timer that 1s used in connection with a range measurement
procedure, according to an embodiment. In some embodiments, the network interface
device 122 of Fig. 1 is configured to implement the method 700. The method 700 is
described in the context of the network interface device 122 merely for explanatory
purposes and, in other embodiments, the method 700 is implemented by another suitable
device.

[0098] At block 704, the network interface device 122 generates a first range
measurement packet (or a packet that includes a probe response frame, a TIM f{rame, etc.)
associated with a range measurement signal exchange session between the AP 114-1 and
a second communication device (e.g., the AP 114-2).

[0099] At block 708, the network interface device 122 records a time value of a timer
of the network interface device 122 corresponding to a time of transmission of the first
packet by the AP 114-1. For example, the FTM controller 142, or another suitable device
within the network interface 122 (e.g., the MAC processor 126, the PHY processor 130,
etc.), records a time value of the TSF timer corresponding to when the FTM controller
142 sends an FTM request prompt to the MAC processor (e.g., the MAC processor 126)
and/or the PHY processor (e.g., the PHY processor 130). As another example, the FTM
controller 142, or another suitable device within the network interface 122 (e.g., the
MAC processor 126, the PHY processor 130, etc.), records a time value of the TSF timer
corresponding to a time when the packet will be transmitted by the AP 114-1.

[0100]  Atblock 712, the network interface device 122 transmits the first packet to the
second communication device.

[0101]  Atblock 716, the network interface device 122 generates a second range

measurement packet (or a packet that includes a probe response frame, a TIM f{rame, etc.)
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associated with the range measurement signal exchange session between the AP 114-1
and a second communication device (e.g., the AP 114-2).

[0102] At block 720, the network interface device 122 includes timing information
corresponding to the time value recorded at block 708 in the second packet. In various
embodiments, methods described above with respect to Fig. 5 are utilized to determine
the timing information based on the time value recorded at block 708. For example, the
timing information may include the time value recorded at block 708.

[0103] At block 724, the network interface device 122 transmits the second packet to
the second communication device. A third communication device (e.g., client device
154-1) may then use the timing information in the second range measurement packet to
synchronize a timer of the network interface device 122 using methods such as described
above, or using another suitable method. For example, in an embodiment, the timing
information is used by an FTM controller (such as FTM controller 182) of the client
device 154-1 to synchronize its TSF timer to the timer of the network interface device
122 of AP 114-1.

[0104] Fig. 8 is a flow diagram of an example method 800 for adjusting a timer that is
used in connection with a range measurement procedure, according to an embodiment.
In some embodiments, the network interface device 162 of Fig. 1 is configured to
implement the method 800. The method 800 is described in the context of the network
interface device 162 merely for explanatory purposes and, in other embodiments, the
method 800 is implemented by another suitable device.

[0105] At block 804, the network interface device 162 receives a range measurement
packet (or a packet that includes a probe response frame, a TIM frame, etc.) associated
with a range measurement signal exchange session between the AP 114-1 and a second
communication device (e.g., the AP 114-2). The packet includes timing information
corresponding to a time of transmission of the range measurement packet as measured by
the AP 114-1. For instance, the timing information corresponds to a recorded time value

of a first timer at the AP 114-1. In various embodiments, methods described above with
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respect to Figs. 3, 4, and 6 are utilized to generate the timing information included in the
packet received at the network interface device 162.

[0106] At block 808, the network interface device 162 uses the timing information in
the packet to adjust time value corresponding to a second timer at the network interface
device 162. For example, in an embodiment, the timing information is used by an FTM
controller (such as FTM controller 182) of the network interface device 162 to
synchronize its TSF timer to the first timer at the AP 114-1. In various embodiments,
methods described above with respect to Figs. 3 and 4 are utilized at the network
interface device 162 to adjust time values corresponding to the second.

[0107] Fig. 9is a flow diagram of an example method 900 for adjusting a timer that is
used in connection with a range measurement procedure, according to an embodiment.
In some embodiments, the network interface device 162 of Fig. 1 is configured to
implement the method 900. The method 900 is described in the context of the network
interface device 162 with the FTM controller 182 and timer 186 merely for explanatory
purposes and, in other embodiments, the method 900 is implemented by another suitable
device.

[0108] At block 904, the network interface device 162 receives a first range
measurement packet (or a packet that includes a probe response frame, a TIM f{rame, etc.)
associated with a range measurement signal exchange session between the AP 114-1 and
a second communication device (e.g., the AP 114-2).

[0109] At block 908, the network interface device 162 receives a second range
measurement (or a packet that includes a probe response frame, a TIM frame, etc.) packet
associated with the range measurement signal exchange session between the AP 114-1
and a second communication device (e.g., the AP 114-2). The second packet includes
timing information corresponding to a time of transmission of the first packet. For
instance, the timing information corresponds to a recorded time value of a first timer at

the AP 114-1. In various embodiments, methods described above with respect to Figs. 5
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and 7 are utilized to generate the timing information included in the second range
measurement packet received at the network interface device 162.

[0110]  Atblock 912, the network interface device 162 uses the timing information in
the second packet to adjust time value corresponding to a second timer at the network
interface device 162. For example, in an embodiment, the timing information is used by
an FTM controller (such as FTM controller 182) of the network interface device 162 to
synchronize its TSF timer to the first timer at the AP 114-1. In various embodiments,
methods described above with respect to Fig. 5 are utilized at the network interface
device 162 to adjust time values corresponding to the second timer.

[0111] In an embodiment, a method includes: generating, at a first communication
device, a packet associated with a range measurement signal exchange session between
the first communication device and a second communication device; recording, at the
first communication device, a time value of a first timer corresponding to a time of
transmission of the packet; including, at the first communication device, timing
information corresponding to the recorded time value in the packet; and transmitting,
from the first communication device, the packet to the second communication device,
wherein the timing information in the packet is useable by a third communication device
to adjust time values corresponding to a second timer, wherein the third communication
device includes the second timer.

[0112]  In other embodiments, the method includes one of, or any suitable combination
of two or more of, the following features.

[0113]  The recorded time value of the first timer is a time corresponding to when the
transmission of the packet is initiated at the second communication device.

[0114] The recorded time value of the first timer is a time corresponding to when the
packet is transmitted from the second communication device.

[0115] The first timer is used at the first communication device to determine a start

time of the range measurement signal exchange session, and the second timer is used at
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the second communication device to determine the start time of the range measurement
signal exchange session.

[0116] The timing information includes the recorded time value of the first timer at
the first communication device.

[0117]  The timing information includes a difference between a first set of bits
corresponding to the recorded time value of the first timer and a time value of a third
timer at the first communication device.

[0118]  The timing information further includes a second set of bits corresponding to
the recorded time value of the first timer at the first communication device, wherein the
second set of bits does not include any of the first set of bits.

[0119] The packet is a range measurement packet.

[0120]  The packet includes one of a probe response frame or a traffic indication map
(TIM) frame.

[0121]  In another embodiment, an apparatus comprises a network interface device
associated with a first communication device. The network interface device includes one
or more integrated circuits (ICs) configured to: generate a packet associated with a range
measurement signal exchange session between the first communication device and a
second communication device; record a time value of a first timer corresponding to a
time of transmission of the packet; include, in the packet, timing information
corresponding to the recorded time value; and transmit the packet to the second
communication device, wherein the timing information in the packet is useable by a third
communication device to adjust time values corresponding to a second timer, wherein the
third communication device includes the second timer.

[0122]  In other embodiments, the apparatus further comprises one of, or any suitable
combination of two or more of, the following features.

[0123]  The recorded time value of the first timer is a time corresponding to when the

transmission of the packet is initiated at the second communication device.
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[0124]  The recorded time value of the first timer is a time corresponding to when the
packet is transmitted from the second communication device.

[0125] The first timer is used at the first communication device to determine a start
time of the range measurement signal exchange session, and the second timer is used at
the second communication device to determine the start time of the range measurement
signal exchange session.

[0126] The timing information includes the recorded time value of the first timer at
the first communication device.

[0127]  The timing information includes a difference between a first set of bits
corresponding to the recorded time value of the first timer and a time value of a third
timer at the first communication device.

[0128]  The timing information further includes a second set of bits corresponding to
the recorded time value of the first timer at the first communication device, wherein the
second set of bits does not include any of the first set of bits.

[0129]  The packet is a range measurement packet.

[0130] The packet includes one of a probe response frame or a traffic indication map
(TIM) frame.

[0131] In yet another embodiment, a method is implemented at a first communication
device that includes a first timer and a second timer. The first timer is used by the first
communication device to estimate a start time of a range measurement signal exchange
session between the first communication device and a second communication device, and
the second timer 1s used by the first communication device to determine at least times of
departure of range measurement packets associated with the range measurement signal
exchange session at the first communication device. The method includes: generating, at
the first communication device, a first range measurement packet for the range
measurement signal exchange session between the first communication device and the
second communication device; recording, at the first communication device, a time value

of the first timer corresponding to a time of transmission of the range measurement
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packet; transmitting, {from the first communication device, the first range measurement
packet; generating, at the first communication device, a second range measurement
packet for the range measurement signal exchange session between the first
communication device and the second communication device; include, at the first
communication device, timing information corresponding to the recorded time value of
the first timer in the second range measurement packet; and transmitting, from the first
communication device, the second range measurement packet associated with the range
measurement signal exchange session, wherein the timing information in the second
range measurement packet is useable by a third communication device to adjust a third
timer, wherein the third communication device includes the third timer, and wherein the
third timer 1s used by the third communication device to estimate a start time of a next
range measurement signal exchange session between the first communication device and
the second communication device.

[0132]  In other embodiments, the method includes one of, or both of, the following
features.

[0133] A time interval between the first range measurement packet and the second
range measurement packet is useable by the third communication device to adjust the
third timer of the third communication device.

[0134] The timing information includes the recorded time value of the first timer.
[0135] In still another embodiment, an apparatus comprises a network interface device
associated with a first communication device. The network interface device includes:
one or more integrated circuits (ICs), a first timer implemented on the one or more ICs,
and a second timer implemented on the one or more ICs. The first timer 1s used by the
network interface device to estimate a start time of a range measurement signal exchange
session between the first communication device and a second communication device, and
the second timer 1s used by the network interface device to determine at least times of
departure of range measurement packets associated with the range measurement signal

exchange session at the first communication device. The one or more ICs are configured
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to: generate a first range measurement packet for the range measurement signal
exchange session between the first communication device and the second communication
device; record a time value of the first timer corresponding to a time of transmission of
the range measurement packet; transmit the first range measurement packet; generate a
second range measurement packet for the range measurement signal exchange session
between the first communication device and the second communication device; include
timing information corresponding to the recorded time value of the first timer in the
second range measurement packet; and transmit the second range measurement packet
associated with the range measurement signal exchange session, wherein the timing
information in the second range measurement packet is useable by a third communication
device to adjust a third timer, wherein the third communication device includes the third
timer, and wherein the third timer is used by the third communication device to estimate a
start time of a next range measurement signal exchange session between the first
communication device and the second communication device.

[0136] In other embodiments, the apparatus further comprises one of, or both of, the
following features.

[0137] A time interval between the first range measurement packet and the second
range measurement packet is useable by the third communication device to adjust the
third timer of the third communication device.

[0138]  The timing information includes the recorded time value of the first timer.
[0139] At least some of the various blocks, operations, and techniques described
above may be implemented utilizing hardware, a processor executing firmware
instructions, a processor executing software instructions, or any combination thereof.
When implemented utilizing a processor executing software or firmware instructions, the
software or firmware instructions may be stored in any computer readable memory such
as on a magnetic disk, an optical disk, or other storage medium, in a RAM or ROM or

flash memory, processor, hard disk drive, optical disk drive, tape drive, etc. The software
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or firmware instructions may include machine readable instructions that, when executed
by one or more processors, cause the one or more processors to perform various acts.
[0140] When implemented in hardware, the hardware may comprise one or more of
discrete components, an integrated circuit, an application-specific integrated circuit
(ASIC), a programmable logic device (PLD), etc.

[0141]  While the present invention has been described with reference to specific
examples, which are intended to be illustrative only and not to be limiting of the
invention, changes, additions and/or deletions may be made to the disclosed

embodiments without departing from the scope of the invention.
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What is claimed is:

1. A method comprising:

generating, at a first communication device, a packet associated with a range
measurement signal exchange session between the first communication device and a
second communication device;

recording, at the first communication device, a time value of a first timer
corresponding to a time of transmission of the packet;

including, at the first communication device, timing information corresponding to
the recorded time value in the packet; and

transmitting, from the first communication device, the packet to the second
communication device, wherein the timing information in the packet is useable by a third
communication device to adjust time values corresponding to a second timer, wherein the

third communication device includes the second timer.

2. The method of claim 1, wherein the recorded time value of the first timer is
a time corresponding to when the transmission of the packet 1s initiated at the second

communication device.

3. The method of claim 1, wherein the recorded time value of the first timer is
a time corresponding to when the packet is transmitted from the second communication

device.

4. The method of claim 1, wherein:

the first timer 1s used at the first communication device to determine a start time of
the range measurement signal exchange session, and

the second timer 1s used at the second communication device to determine the start

time of the range measurement signal exchange session.

36



WO 2017/165808 PCT/US2017/024085

5. The method of claim 1, wherein the timing information includes the

recorded time value of the first timer at the first communication device.

6. The method of claim 1, wherein the timing information includes a
difference between a first set of bits corresponding to the recorded time value of the first

timer and a time value of a third timer at the first communication device.

7. The method of claim 6, wherein the timing information further includes a
second set of bits corresponding to the recorded time value of the first timer at the first
communication device, wherein the second set of bits does not include any of the first set

of bits.

8. The method of claim 1, wherein the packet is a range measurement packet.

0. The method of claim 1, wherein the packet includes one of a probe

response frame or a traffic indication map (TIM) frame.

10. An apparatus, comprising:
a network interface device associated with a first communication device, wherein
the network interface device includes one or more integrated circuits (ICs) configured to:
generate a packet associated with a range measurement signal exchange
session between the first communication device and a second communication device;
record a time value of a first timer corresponding to a time of transmission
of the packet;
include, in the packet, timing information corresponding to the recorded

time value; and
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transmit the packet to the second communication device, wherein the
timing information in the packet is useable by a third communication device to adjust
time values corresponding to a second timer, wherein the third communication device

includes the second timer.

11.  The apparatus of claim 10, wherein the recorded time value of the first
timer 1s a time corresponding to when the transmission of the packet 1s initiated at the

second communication device.

12.  The apparatus of claim 10, wherein the recorded time value of the first
timer 1s a time corresponding to when the packet is transmitted from the second

communication device.

13.  The apparatus of claim 10, wherein:

the first timer 1s used at the first communication device to determine a start time of
the range measurement signal exchange session, and

the second timer 1s used at the second communication device to determine the start

time of the range measurement signal exchange session.

14.  The apparatus of claim 10, wherein the timing information includes the

recorded time value of the first timer at the first communication device.
15.  The apparatus of claim 10, wherein the timing information includes a
difference between a first set of bits corresponding to the recorded time value of the first

timer and a time value of a third timer at the first communication device.

16.  The apparatus of claim 13, wherein the timing information further includes

a second set of bits corresponding to the recorded time value of the first timer at the first
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communication device, wherein the second set of bits does not include any of the first set

of bits.

17.  The apparatus of claim 10, wherein the packet is a range measurement

packet.

18.  The apparatus of claim 10, wherein the packet includes one of a probe

response frame or a traffic indication map (TIM) frame.

19. A method at a first communication device that includes a first timer and a
second timer, wherein the first timer is used by the first communication device to
estimate a start time of a range measurement signal exchange session between the first
communication device and a second communication device and wherein the second timer
1s used by the first communication device to determine at least times of departure of
packets associated with the range measurement signal exchange session at the first
communication device, the method comprising:

generating, at the first communication device, a first packet associated with the
range measurement signal exchange session between the first communication device and
the second communication device;

recording, at the first communication device, a time value of the first timer
corresponding to a time of transmission of the first packet;

transmitting, from the first communication device, the first packet;

generating, at the first communication device, a second packet associated with the
range measurement signal exchange session between the first communication device and
the second communication device;

include, at the first communication device, timing information corresponding to

the recorded time value of the first timer in the second packet; and
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transmitting, from the first communication device, the second packet associated
with the range measurement signal exchange session, wherein the timing information in
the second packet is useable by a third communication device to adjust a third timer,
wherein the third communication device includes the third timer, and wherein the third
timer 1s used by the third communication device to estimate a start time of a next range
measurement signal exchange session between the first communication device and the

second communication device.

20.  The method of claim 19, wherein a time interval between the first packet
and the second packet is useable by the third communication device to adjust the third

timer of the third communication device.

21.  The method of claim 19, wherein the timing information includes the

recorded time value of the first timer.

22.  The method of claim 19, wherein the first packet is a range measurement

packet.

23.  The method of claim 19, wherein the first packet includes one of a probe

response frame or a traffic indication map (TIM) frame.

24.  An apparatus, comprising:

a network interface device associated with a first communication device, wherein
the network interface device includes one or more integrated circuits (ICs), wherein the
network interface device includes a first timer implemented on the one or more ICs and a
second timer implemented on the one or more ICs, wherein the first timer is used by the
network interface device to estimate a start time of a range measurement signal exchange

session between the first communication device and a second communication device, and
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wherein the second timer is used by the network interface device to determine at least
times of departure of packets associated with the range measurement signal exchange
session at the first communication device;
wherein the one or more ICs are configured to:

generate a first packet associated with the range measurement signal
exchange session between the first communication device and the second communication
device;

record a time value of the first timer corresponding to a time of
transmission of the first packet;

transmit the first packet;

generate a second packet associated with the range measurement signal
exchange session between the first communication device and the second communication
device;

include timing information corresponding to the recorded time value of the
first timer 1n the second packet; and

transmit the second packet associated with the range measurement signal
exchange session, wherein the timing information in the second packet is useable by a
third communication device to adjust a third timer, wherein the third communication
device includes the third timer, and wherein the third timer is used by the third
communication device to estimate a start time of a next range measurement signal
exchange session between the first communication device and the second communication

device.
25.  The apparatus of claim 24, wherein a time interval between the first packet

and the second packet is useable by the third communication device to adjust the third

timer of the third communication device.
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26.  The apparatus of claim 24, wherein the timing information includes the

recorded time value of the first timer.
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FIG. 7
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FIG. 8
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packet includes timing information corresponding to a time of
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time information corresponds to a time value of a first timer 804
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Use the timing information to adjust a second timer 808
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FIG. 9
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other communication devices 904

Receive a second range measurement packet associated with
a range measurement signal exchange session between two
other communication devices, wherein the second range
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corresponding to a time of transmission of the first range
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corresponds to a time value of a first timer 908

Use the timing information to adjust time a second timer 912
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