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-***-Continued from Box No. Ill - Observations where unity of invention is lacking -***-

This application contains the following inventions or groups of inventions which are not so linked as to form a single general inventive
concept under PCT Rule 13.1. In order for all inventions to be examined, the appropriate additional examination fee must be paid.

Group I: Claims 1-4, 10, 13-19, 41-44, 51, and 52 are directed toward a computerized method and a system for automatically processing
a plurality of files, comprising: receiving a universal resource locator (URL), the URL identifying a malware artifact file at a command and
control node; receiving the malware artifact file; determining whether the malware artifact file is at least partially obfuscated; decoding
the malware artifact file to reverse at least one obfuscating transformation if the malware artifact file is at least partially obfuscated;
storing the malware artifact file in an electronic data store; and analyzing the decoded malware artifact file.

Group Ii: Claims 21-24 are directed toward a computerized method for automatically processing a plurality of files, comprising: receiving
user input comprising a first universal resource locator, the first universal resource locator identifying a first malware artifact file at a first
intermediate network node; retrieving the first malware artifact file stored at the first intermediate network node; determining whether the
first malware artifact file is at least partially obfuscated:; decoding the first malware artifact file to reverse at least one obfuscating
transformation; and storing the decoded first malware artifact in an electronic data store. i

Group lil: Claims 33-34, 53, and 54 are directed toward a computer method for automatically processing a plurality of files, comprising:
receiving a URL identifying a first intermediate network node; receiving a fetch schedule identifying a monitoring schedule for attempting
to access a malware artifact file at the first intermediate network node; and repeatedly accessing the first intermediate network node
according to the fetch schedule and attempting to retrieve the malware artifact file. '

Group IV: Claims 35-37 and 55-57 are directed toward an electronic framework for automatically processing a plurality of files,
comprising: an electronic data store configured to store an identification of a first URL; a task manager configured to: insert into a queue
a request for a fetch attempt for the target source object at the first network node; and automatically execute the fetch attempt for the
target resource object at the first network node; and a processor module configured to: store a fetched target resource object; decode
the fetched target resource object to reverse an obfuscation transformation; and analyze the decoded target resource object to
determine if a new URL is identified in the fetched target resource object. '

Group V: Claims 38-40 and 58-60 are directed toward a method comprising: receiving user input comprising a URL, the URL identifying
“a malware artifact at an intermediate network node; decoding the malware artifact file to reverse at least one obfuscating transformation;
interpreting the decoded malware artifact to determine whether it contains: a) a command to malware to perform a function; or b)a
command to a victim computing device to perform a function; or c) a data file containing exfiltrated data; or d) a universal resource
focator; storing the decoded malware artifact file in an electronic data store; and executing a next instruction based on the interpretation
of the decoded mal ware artifact file.

The common technical feature shared by Groups 1, II, lll, IV and V is a system for automatically processing a plurality of files,
comprising: receiving a URL, the URL identifying a malware artifact file; retrieving the malware artifact file; determining whether the
malware artifact is at least partially obfuscated; decoding the malware artifact file to reverse at least one obfuscating transformation if the
malware artifact is at least partially obfuscated; and storing the malware artifact file in an electronic data store.

However, this common feature is previously disclosed by US 2006/0075500 A1 (Bertman). Bertman discloses a system for automatically
processing a plurality of files (content; Abstract), comprising: receiving a URL (receive an initial URL; paragraph [0009]), the URL_ ]
identifying a malware artifact file (URL is associated with a web site having malware content (artifact file); paragraph [0009]);.r<.etnevmg
the malware artifact file (download (retrieve) Web pages (artifact file) containing malware content; paragraph [0009]); determining
whether the malware artifact is at least partially obfuscated (identify any obfuscation techniques used to hide malware or pointers to
malware; paragraphs [0009) and [0029]); decoding the malware artifact file to reverse at least one obfuscating transformation if the
malware artifact is at least partially obfuscated (parsing (decoding) downloaded Web pages to undo (reverse) the tricks used by malware
programmers to hide their malware; paragraphs [0029]-{0030}); and storing the malware artifact file in an electronic data store
(downloaded page is stored in the database 105; paragraph [0040}).

Since the common technical feature is previously disclosed by the Bertman reference, this common feature is not special and so Groups
I, 1 1l IV and V lack unity. : :
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Box No. I Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. I:l Claims Nos.:

because they relate to subject matter not required to be searched by this Authority, namely:

2, D Claims Nos.:

because they relate to parts of the international application that do not comply with the prescribed requirements to such an
extent that no meaningful international search can be carried out, specifically:

3. @ Claims Nos.: 5-9, 11, 12, 20, 25-32, 45-50
because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box No. ITT  Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:

Group I: Claims 1-4, 10, 13-19, 41-44, 51, and 52; Group II: Claims 21-24; Group llI: Claims 33-34, 563, and 54; Group IV: Claims 35-37
and 55-57; Group V: Claims 38-40 and 58-60 :

-***_Please see Supplemental Page-***-

—_—

. D As all required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. D As all searchable claims could be searched without effort justifying additional fees, this Authority did not invite payment of
additional fees.

3. D As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.: .

4, x No required additional search fees were timely paid by the applicant. Consequently, this international search report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:

1-4, 10, 13-19, 41-44, 51, and 52

Remark on Protest D The additional search fees were accompanied by the applicant’s protest and, where applicable, the
payment of a protest fee.

D The additional search fees were accompanied by the applicant’s protest but the applicable protest
fee was not paid within the time limit specified in the invitation.

D No protest accompanied the payment of additional search fees.
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