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A method for detecting possibly erroneous memory seg-
ments in a hierarchical memory system having at least a
primary and secondary back-up memory following failure
in the primary storage of said system. The method gen-
erally includes keeping certain statistical data concerning
the transfer of data segments into and out of said primary
storage whereby automatic validity checking procedures
can be performed to determine the probable accuracy of
the current contents of said primary memory.



March 4, 1975 V. J. KRUSKAL T932,005

DETECTION OF POSSIBLY ERRCONEQUS SEGMENTS FOLLOWING
FAILURES IN PRIMARY STORAGE
Filed Dec. 28, 1973 15 Sheets—-Sheet 1

PROCESSOR

FIG. {
A
1
12
|~ SECONDARY
pRlMARY - BACK"UP
STORAGE STORAGE
(i.e. DISK)
! |
18>
Ve FAILURE
SEGMENT TABLE
ADDRESS
TABLE
20 \
- FAILURE
COUNT DETECTION
REGISTERS ~  CONTROL
(3)

8

22



March 4, 1975 V. J. KRUSKAL T932,005

DETECTION OF POSSIBLY ERRONEOUS SEGMENTS FOLLOWING
FAILURES IN PRIMARY STORAGE

Filed Dec. 28, 1973 15 Sheets~-Sheet 2
FIG. 2A
FIG.2
SYSTEM PROGRAM MAKES DECISION
F'g TO TRANSFER SEGMENT FROM
2 SECONDARY TO PRIMARY STORE .
FIG.
2B
FIG.
o0 SYSTEM PROGRAM LOADS REG. 100
WITH STARTING ADDRESS OF SEGMENT
FIG. IN PRIMARY STORE (THIS IS ADDRESS
2D OF HEADER WORD THAT CONTAINS THE
TIME AND I0TA COUNT)

SYSTEM PROGRAM ACCOMPLISHES
TRANSFER OF SEGMENT FROM
SECONDARY TO PRIMARY STORE

MICROPROGRAM GATES REG. 100
TO REG. 102

MICROPROGRAM REQUESTS READ 52
ACCESS OF PRIMARY STORE

READ ACCESS OF PRIMARY STORE,

WHEN READ ACCESS OF
PRIMARY STORE IS COMPLETED

MICROPROGRAM GATES
REG. 104 TO REG. 134

|




March 4, 1975 V. J. KRUSKAL T932,005

. OF 5 FOLLOWING
DETECTION OF POSSIBLY ERRONEOUS SEGMENTS

TN PRIMARY STORAGE
FATLURES 15 Sheets~Sheet 3

Filed Dec. 28, 1973

FIG. 2B

MICROPROGRAM  TESTS —— 156
BIT 122 IN REG. 104

~~BIT {22=1 ~BIT 122=10

MICROPROGRAM GATES
CTR. 112 TO REG. 18
CTR. 112 TO REG.1t4
SETS FF 426 TO 1"

[~ {58

MICROPROGRAM REQUESTS
READ ACCESS OF CORE — 160
SECONDARY STORAGE 138

READ ACCESS

WHEN ACCESS IS
! COMPLETED

MICROPROGRAM TESTS

COMPARE UNIT 124 - 162

1 seg<t crash ~1 seg <t crash
1
i
MICROPROGRAM DECREMENTS
ADDRESS CTR. #12

—~~ 164

MICROPROGRAM GATES

CTR. (12 TO REG. 18 166

Y




March 4, 1975

V. J. KRUSKAL

T932,005

DETECTION OF POSSIBLY ERRONEOUS SEGMENRTS FOLLOWING
FAILURES IN PRIMARY STORAGE

Filed Dec. 28, 1873

_READ ACCESS REQUEST

15 Sheets-Sheet 4

FIG. 2C

MICROPROGRAM
INCREMENTS CTR. {12

—~~ 168

MICROPROGRAM GATES
CTR. 12 TO REG.1i8

MICROPROGRAM REQUESTS
READ ACCESS OF CORE
SECONDARY STORAGE

WHEN ACCESS

IS COMPLETED

MICROPROGRAM SETS
F.E. 128 T0 “1"
GATES REG. 114 TO REG 112

174

MICROPROGRAM TESTS
COMPARE UNIT 124

176

~—w crash<i seg

~—w crash<i seg




March 4, 1975 V. J. KRUSKAL T932,005
DETECTION OF POSSIBLY ERRONEOUS SEGMENTS FOLLOWING

FAILURES IN PRIMARY STORAGE

Filed Dec. 28, 1973 15 Sheets-Sheet 5

1
FIG.2D
182 178
\ /
MICROPROGRAM SETS MICROPROGRAM SETS
BIT 122 T0 1" BITS 122 AND 132
0 1"
84
\
MICROPROGRAM GATES MICROPROGRAM SIGNALS
I0TA COUNT FROM "PREMATURE SEGMENT"
REC 116 TO REG. i34
T
180

MICROPROGRAM GATES ~ 186
REG. 134 TO REG. 104

MICROPROGRAM
INCREMENTS REG. 116
REQUESTS WRITE ACCESS
OF PRIMARY STORE

188

WRITE ACCESS REQUEST

WHEN ACCESS 15
COMPLETED

MICROPROGRAM SIGNALS
"SEGMENT INPUT DONE”

™~ 190




March 4, 1975 V. J. KRUSKAL

T932,005

DETECTION OF POSSIBLY ERRONEQUS3 SEGMENTS FOLLOWING
FAILURES IN PRIMARY STORAGE

Filed Dec. 28, 1973

15 Sheets—Shect s

MICROPROGRAM 1220
GATES REG. 134 T0 REG. 104
FIG. 3C
MICROPROGRAM 4222
REQUESTS WRITE ACCESS
OF PRIMARY STORE
WHEN ACCESS IS COMPLETE
1
SYSTEM PROGRAM TRANSFERS
SEGMENT FROM PRIMARY
T0 SECONDARY STORE
FIG.3 SYSTEM PROGRAM SIGNALS
" SEGMENT TRANSFER
FIG DONE "
3A
FIG.
IB
FIG
3C




March 4, 1975 V. J. KRUSKAL T932,005

DETECTION OF POSSIBLY ERRONEOUS SEGMENTS FOLLOWING
FAILURES IN PRIMARY STORAGE
Filed Dec. 28, 1973 15 Sheets-Sheet 7

FIG. 3A 1

SYSTEM PROGRAM MAKES DECISION TO TRANSFER SEGMENT
FROM PRIMARY TO SECONDARY STORAGE

MICROPROGRAM
RESETS CTR. J 200
SETS REG. 136 TO 11----11
SETS FF 130 701"

MICROPROGRAM
GATES STARTING ADDRESS TO — 202
REG. 102

MICROPROGRAM 1 004
REQUESTS READ ACCESS OF PRIMARY STORE

r .
WHEN READ ACCESS OF PRIMARY STOR
{S COMPLETED

MICROPROGRAM o6
GATES REG. 104 T0 REG. 134

MICROPROGRAM | 208
TESTS COMPARE UNIT 124

—REG. 134 > REG. 136 — REG.134 < REG.136




March 4, 1975 V. J. KRUSKAL T932,005

DETECTION OF POSSIBLY ERRONEQUS SEGMENTS FOLLOWING
PAILURES IN PRIMARY STORAGE
Filed Dec. 28, 1973 15 Sheets-Sheet 8

| REG. 134 > REG. 136 -—REG. 134 <REG. 136

GATE REG 134 TO REG. 136 | 210

MICROPROGRAM -—212
INCREMENTS CTR.J

)

MiCROPROGRAM 1214
TESTS CTR.J

0 0

|

MICROPROGRAM
GATES REG. 136 T0 OMEGA | 216
COUNT REG.108

SYSTEM PROGRAM LOADS REG. 100
WITH STARTING ADDRESS OF SEGMENT IN

PRIMARY STORE. (THIS IS ADDRESS OF
HEADER WORD THAT CONTAINS THE
TIME AND 10TA COUNT)

MICROPROGRAM
FIG.3B GATES REG. 100 TO REG.102
GATES TIME [N REG. 106
T0O REG . 134
GATES IOTA COUNT IN REG.

116 TO REG 134
RESETS FF 122 T0 “0"

4—218




March 4, 1975

V. J. KRUSKAL

T932,005

DETECTION OF POSSIBLY ERRONEQUS SEGMENTS FOLLOWING

Filed Dec. 28, 1973

FAILURES IN PRIMARY STORAGE

FIG. 4

WHEN STARTING AGAIN
AFTER A SYSTEM CRASH

)

MICROPROGRAM

15 Sheets-Sheet 9

INCREMENTS THE ADDRESS |- 250

CTR. 112

MICROPROGRAM
GATES CTR.112 TO ADDRESS REG.118
GATES TIME IN REG. 106 TO LEFT

HALF OF REG. 110 — 292
GATES OMEGA COUNT IN REG. 108
TO RIGHT HALF OF REG 110
y
MICROPROGRAM
REQUESTS WRITE ACCESS OF 4254

CORE SEC. STORE

\

WHEN WRITE ACCESS OF CORE SEC. STORE 1S

COMPLETED

SYSTEM PROGRAM CONTINUES




Merch 4, 1975 V. J. KRUSKAL T932,005
DETECTION OF POSSIBLY ERRONEOQUS SEGMENTS FOLLOWIRG
FAILURES IN PRIMARY STORAGE
Filed Dec. 28, 1973 15 Sheets-Sheet 10

106

Lot

G |=—252

TIME
!

FIG.5
FI1G.5A | F1G.5B|F16.5C
FIG.5D |F1G.5E |FIG.5F

FIG.5F
G
?
218

\j
i
]

1
108

I0TA COUNT
TR.

|
J

L
]

- 218

OF?‘__184

INCREMENT
COUNT ~

OMEGA

188

G
252
1
G

e




T932,005

LLOWING

KRUSKAL

V. d.
DETECTION OF POSSIBLY ERRONEQUS SEGMENTS FO

1975

March 4,

FAILURES IN PRIMARY STORAGE

15 Sheets-Sheet 11

Filed Dec. 28, 1973

| _

0lt—~— ysoio m | yspid }
- ./
= o P N m eLh 0%
bt ! |
pi ~J SS3¥AAY Q10H | 40
3
¥
W 0} o ¥se—7—=1 (39v¥0ls C
262 — $5300y | "03S 4O Ll¥vd) $5390Y
S 991 —] O ILI4M 0v3Y
I 20— 153003y | 39VHOLS 3Y0D 153003y
”
- o bl N ./
w get
] ] ”
=062 "
vol | ¥10 SSIUAQAY [=pr{HO| o : UV
i ﬂ w S vG 'old
\ L o J F _ 81t




March 4, 1975

114

FIG.58B

L —— 107

DETECTION OF POSS
Filed Dec. 28, 1973

V. J. KRUSKAL

e

?

T932,005

IBLY ERRONEOUS SEGMENTS FOLLOWING
FAILURES IN PRIMARY STORAGE

15 Sheots-Sheet 12

e e

—

oo YN
E=aRN EERN
e @
o (@]
& o
— |9 o
w3 — |l
il 2 w |3
) k=]
< 2D | < <= o
2 g s 28
[==a Rand Hie (=
o =T —_—
- = L
o
O
% 6
o
<t;t: x
SISTA I LI m o T
Z5 =
X - 4
a o;m i
)
[
3
b
A
>
E[Lu
(& I — i
Oaq ©O {— ~
2x v
OO0 o
(G2 ~ ﬁ ————
w w (
wn




T932,005

NTS FOLLCWING

ORAGRE

V. J. KRUSKAL
POSSIBLY ERRONEQUS SEGMA

March 4, 1975

PAILURES IN PRIMARY ST

N OF

DETECTIO

Filed Dec. 28, 1973

15 Sheets-Sheet 13

\f

917 —m .
10 |40 9 W
X
00+="] 934
¢ . ey 202 {
Uiy4904d WILSAS A8 030¥01 | {1
26914 7 9% F=
pht )
— Y, S
;T !
19Y401S AUYWIYd "
NI SINIW9IS 40 i
$39534QQY ONIL¥VIS \
0 Ho2 gl ol o9 L |
,/91 ,
i~  u3qo0o3a $
piz ,
] ;
e 3
202 0L 09 I 000 :
000 ———= 'YL e
b o ) 05 1350 O Ivzwaaom ¢




KRUSKAL

V. J.

March 4, 1975

T932,005

DETECTION OP POSSIBLY ERRONEQUS SEGMENTS FOLLOWING

FAILURES IN PRIMARY STORAGE

15 Sheets-Sheet 14

Filed Dec. 28, 1973

I

961 934 > 45} 934 —

951 93y > bE) 934

' 9 Tw: bas _chms M — _\K\ bas 1 VﬁMs M
UspJo } > Bas L — __yspto } > Bas
281 0L 09 S : | e '
v BLHOL 09 ~——
— oo ; — 3YVHNO0D pelaitai .\
' mﬁ ph—"1 @
- 1
-— mom e k
I |
s =\ [
_ m
- 40
]
(| {
40 40 . H0
o] v Lo+ 1., Lol v !
0¢H g2l 9¢i s ”
% !
_ —1 9 1 9
00¢ bl gci :, [0
( ki
.k ,

9

9t

894 01 8 L

boh 0L 09 =+

acold



March 4, 1975 V. J. KRUSKAL T932,005
DETECTION OF POSSIBLY ERRONEOUS SEGMENTS FOLLOWING
PAILURES IN PRIMARY STORAGE

Filed Dec. 28, 1973 15 Shests-Sheet 15
7 i w oo - - - ) -
{ 2= i
h — o
by ©
% wa: (O i )
'\ /-!!!SP- LIJ
@
=r
A4
§ < Y
) e @
- =
D = ——o—d k
?i _ N < ©
1 ; i ‘
’i g J '
KL:zAw- » —r 0) et 1
= W o = ]
e x
o oo X
o —— =
= — 3’) — O s elSeesrury | 8 8
. - 3
R == >€:\j ) \
ol T b i © )
o~ _|© 1 0 -— O ]
§ - ' 1 3
s o+
el ——l
[ L - B b
x i { n
O
7 & i
29 % 9 : ¥
Eosotadatana O o=/ )
b
x ! 3
o] 3
Ll | :
(= =B oV}
© 4 }
——a: - ) 3
—/
3
o~ o
) IS
e e 2 g
Y P
(]
(O ] | § 1 |
—— A P ] — .
(T / 1 T )
' /




