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(57) Abstract: Some implementations may include obtaining a security control configuration for a pair of endpoints for a security
control type. A virtual security control instance of the security control type may be assigned to the pair of endpoints. The virtual
security control instance may be configured according to the security control configuration. A software defined network may be
configured to forward packets from one of the endpoints to the other one of the endpoints through the virtual security control in-
stance.
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SECURITY CONTROL

BACKGROUND

{1 Network  perimelsr  seourlly  conlrols provides safeguands o
soundermassures o avdid, or counlersct ssowrlly fsks 10 somputsr networks
and nedeork-annessible macuroes, Nebeork saonity contmls may be
implemarted as nedeork hardware devices o as sofbvare residing on netwark
attachad computers. Examples of seouwtly conlrls indlude firewalls, anti-apam
syshoms, anti-vinus systams, infeusion prevention or detection systems, wab
application frawaly, Extersible Markup Language (XML galoways, deep
packat nspection frewalls, nex! generation firpwalls, wabsite filers, Quality-ol-
Service (GoS) managers, and spphoation inspection and contro! systems.

BRIEF DESCRIPTION OF THE DRAWINGS
[o062} Cartaln examples ars desorided i the following  detaded
gascriplion and in eference 1o the dravings, inwhich:
{0063} Figure 1 Hustates an soample metbod for assigning  virksst
seaurity controls and comsspondingly confiuning 8 sofheare defined nedwark
{SDINY
[G004] Figwre 3 iHlustrates an ssample method of esiebiishing multiple
seourity controls Tor g paic of endpints and configuring an SON sccordingly;
[U008] Figuse 3 Hiustales an axampie system provisionad a8 deseribed
with respedt to Figurs &
[0G08] Figure 4 Hlustrates an example implemeniation of & system
difizing load balareing;
[oQUT Figure § dlustrales an sxsmple system induding & provigiomnng

foad fo provisian securily contral instances for endpoints;

[G008} Figure b Husirates an example systam includng 8 maonion, and
[ooae] Figure 7 Huslrales sn sxample computer including 8 none

fransttory. compuier reasdable madim sloring instrudiions sxeoutable o

oorfigurs sels of seowity contrd Inslances and configurg a8 sofbwre defined
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DETAILED DESCRIPTION OF SPECIFIC EXAMPLES

R R Sedachon of secunty condrals, in feemg of the gppropdiate set of
caniroly and the oseline configuration of sach controd, hat 8 sppropriate

address the #isk I an organization for the confidentiaily, indegrily, and
availabiity of nformation arg applicatione-spacific. Shaing seowily confrals
batwaen mulliple spplicstions with mudtipls message stregms may ba complex
and erorprans.  Sharing sotunly controls may zequm«} enswing that the
appropriste theriable policies are iy place anvd any nenasharred policies apply
oy o el idended massage streams,  Additionst §y< the coordinalion of
policies aoross multiple contols may camplicate the process further, requbing
validation that the policies am correct, do not nagsle or invelidsie olher mnmes
sndd do not duplicste the profaction offersd by othsy conteals,

[0011} Aspects of the disclosed echnology may implement security
sondrads and an underlying natwark switsh infrastructure vidualy angd proviskn
ondy those controls thal are required Delwesn g single par of endpoints.
Addiionally, aspseis of {he discloged lachnology may aliow the oonimls
hebvean endpoints 1 be specfically configurad for the endpoints,  This may
Svold some camplications sssociatad with sharad secuily sonbrols,

[o042} Figire 1 flustrsles an oxample maethad for assigning vinusl
ssowrily confrols angd oorrsspondingly configuting g soflvare defined network
(SN For example, the dHlustated mathod may be porftemed by & network
saourily orchestration system to implament @ ooty galoway using ong o
MONS SRIVErS,

[0013) The exampls mathod may includs bibgk WL Blogk 101 may
nciuds whtaiﬂmg 3 senurily contrad configuration & g palr of endpoirds &y
gecurity control frpe. The endpoinls may be any source and destination &y
packetx. For example, the endpoints may e & swrver and 5 client, such 85 8
waly sener and browsers, o amall server angd emal cienl. As ancther
axamphr, the endpainds may be poers engaging i peerlo-pegr ansmissions.
A g further sxample, the sndpoinis may b appication componans in & service
otfented archileciure, such as 8 wab Uy component, 8 business g s

comporent, or database Her compona,
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3
[e014] Tha secunty controd type may Be any type of seounty control used

o provide securily for the sndpoints. For axample, the hpe of secuily contru
may  mclugs fioowalls, andapam syslems, antiairus systemg,  nlnsis
pravention oF deleclion syslems, web spplivaiist firewally, Bxdensibls Markup
Language (XML) geleways, deep packel inspection Hrowalls, naxt generalikn
firawalls, wabaile ey, Quality-obService QO8) managsrs, and application
nspaction and contol sysiems,

[o018] In some implomeniations, the seowlly conbrdd configuration may
ba oblained fom 8 &y&t&m sdmiistirator. For aa»:amg;ée, the 3@{:{;{&*&? Sontrot
o aflow the sdminiatraor o éﬁg}m the saourity conteod ﬂsi:-ﬁ?igm‘ﬁﬁﬁn.. i1 ather
implamariations, he security control configuration may b obtaned by refieval
from storsge o by receipt rom an automated nebwork opastions sysiem,

[any8} The seourily condrol cordliguration may define the policles spegific
w0y the searily contrad Hype that ol Do apphed 1o packeds sent from ong of e
sndpoints 0 the ot For axample, the sedlty contiol coniguration may
include a sstof &eﬁ'k}gs for the type of sosieily contrad o e Implamenisd. For
axampda, in o8 deny by dedault 7 aliow Dy sxception boundary oontod, the
penmitled exveplions may Lo {alloed 1o the spacilic endpointy I which the
cantrol applies. For examgple, port 80 for HTTR, port 483 b HTTPS, or pont &3
for Telnst may be allowad {0 one application, bul nol allowad 1o others. Thus,
the configuration of these contmils mey provide Sns-gramed contred over the
dogres or type of srotection sffordad sach application,  In further sxamplss, |
the sacunty contrad configurstion may be formalisd acoarding o the contrpl
selection and configuration portion of the Misk Management Framework process
desoibad  in Nalional nslifule of Slendacds and Teohnglogy  (NISTS
documentation and sysfems management rsoommendaions oudlined in the
rdorrnation Technology ndormation Libwary 1L

10047} o some implamenistiony, the seouly contiel configurstion may
stso defing how many instances of the saowily control fyps will be slfcested ©
he andpairds, Foy exgmple, based on massags load, muliple rstances of the
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same yoe may e alfocaiad 1 the endpoinls and ad balancing may be used
o distribute messages bebvean the nsfances.
E{}m 8] The example mathod may aiko ncluds Mook 102, Blook {12 may
solude sssigning & virkus! secunly contend nalance of the seasity contol type
o the pairof aﬁdmim& The virluad securiy conind inglance may be 8 specilic
nstance of the tvpe of securily contrgd allocatad for the pa of erddpoinis. R
axample, the virlsy securily conlrol inglance may be & Hrewall ruaning on &
virfual maching thal & dedioaled io the pal of endpoinis.
[o019} I SOMS 02808, assigning he virual securily contrat instance may
include selecting 3 virlual securly control insfancs fram 3 group of pre-
nstantated virtua! seotrity conlrol instances.  For sxample, & sel of virtusd
machinas may be nstantisted on ong oF mow %‘%}:g}mﬁég%r& and may sxeoule |
gat of virtual setunily control pslances of the virfual secunly conbral typa, In
giher cases, assigning the vidual seauity control nslancs may  ncluds
nalantiating & winsl securily contrgd nstamce from & shred tanpiate. For
sxample, & vivlual maching IMags axeculing hs seurly conbiol imsge may be
inatantiated v a hypervisor,
[0a201 Iy seme implementalions, bleck 102 may noluds aesigning
atinh vivusl security contrel instanes of the seounty sonteo! tyipe & the paw
of sndpaints, For example, this may be dong i sonjunclion with load i}&iamciszg
o raduss he processing load on any ong virlua! security contad instanss,
[zt The sxample meihnd may siso inclide block 1030 Block 103 may
include configuring the virlug! securily contro! inslanges assigned in block 102
For sxample, otk 108 may include configuning the vitual ety contrad
instance scoording he seourity condral contiguration oblahed in blook 101, For
axarmpin, blook 103 may clude configuring the wirtual security contrd ingtange
by salling the policigs confained iy the seouity condnd mﬁﬁgw‘aﬁam
(023 Ths sxample method may alsy nchude block 14, Blug & sy
include configuing a8 soltware defined network o forwsed packats from ane of
the endpoints 1o Hie other ong of the endpoinis Bwough g vlual seceily
sontral nslance. For example, Bock 134 may chids pooviding informstion
reqarding he endpoinis and the vitlual securily conbrol instance 1o an SDN
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controfier. This may enalile the SDN controlier 1o provide fow rules 1o the SDN
swilthas | conteols B0 forward packsds bom one of the sndpobds 1 the other

Suwough te virtual seounity control nalances. As another example, blagk 104

\

-c’w

may inclale esigbishing §
How rules o the swdiches, dimclly or via any SDN contralier,
[R023] Figure 2 dlusirates an axample method of astablishing multipls

ow rules for swdiches of the SON and irangmitling th

sacwrily controls for & par of endpoints. It some implamenialions, mudtiphs
different types of securily controls may be established for differsst bypss of
gndpoints. Por exampls, 2 st of secuelly controls may be sstablished o protegd
g amal application withiny & nedworke The sat of securly controly e amall
appication may inolde 3 fiwwall, an anthapam applioation, sod an andbwives
apphicgtion. As anothey sxsmple, 2 set of secuwrity controls for a wel applination
and user may nohde 2 frawal an indrusion pravention or detsclion application,
and & web application frowall (WAFL  Securlly controls for 8 welk application
thal conwnunicates by using XML mossages might inchude 8 Browsll, an
trusion prevention or detection application, & WAF, and a1 XML gatewsy. As
anothsr example, 8 clientservey application may have DCOMNY MesSsages
forvarded Hwough & frowall and an diigion ppswention of  delaclion
apphcstion.
(004} The sxnpls mathod may clude biogk 301, Blogk 201 may
includs ohiaining & gecusily configuration for the pair of andpoinis. The seugity
configiration may nduds information delermining which conbols e o be
appliad and the sellings or policies for sach of the contrdls,  For example, e
ssounty confiqurstion may nchude & s of contro! bvpes 1 be mplamendsd, and
a seoully condrol configuration for each hype listedl Addiionsily, v some
implamaniations, the securly configuralion may defing e order thal the
cantmls should be applisd o Incoming messages,  For sxanple, for secwily
ganieols monilonng Beoaming omal mossages § may be nore efficient I have
an antbapam ey prior o an antivitus delectiey syshars, I soime cases, @
sowily contnd miay b shared belwean o message stisams. For axampls,
messsges dended &y the same senvyr from two diffarent clients may share

some of all of ther security conbol nstances. I thess cases, the seowily
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configuration may also hdicate whether & shared or unique instancs of sach
ool is permissitia for the paie baing provistaned.

[oG25] Iy some implemeniations, dlock 200 may be performed by
oiaining the secutty conligirstion Fom & systam sdminstrator. For axamplie,
hlock 201 may be perkamed using 8 system configiration food. As snather
axampde, Mook 207 may be porformsd by relrisving the secunilly configuration
fromn slorage, of recshving the securily configuration from a nehwork orchastrator
ar qperations suppor sestem,

[O028} The sxample method may aiso include block 202, Blook 208 may
include oblaining @ ssaurtly candea! condfiguration for & seoanly coandrad ves from
he security configuration oblsined in block 261

{0027} The axample method may Jether ncluds Book 203, Blogk 2038
may olude assiguing 8 viual secunty contral inglance of the Hype sssociated
with the configuraiion oblained it block 208, For &mmp%&, biock 203 msy be
performed as desoribed with respect 1o binck 102 of Figurg

[O028] Tha sxsmple method may further indlude biock 204, Blogk 204
may nclude oondiguning e witfual sedunty control inglancs assignsyd i block
24T acconding 10 the security connd configuration oblained in blogk 202, For
axampe, block 204 may be parformed as desoribed with reapect {o block 103 of
Figurs L

[00ag] The sxample method may also nokade block 208, Block 208 may
include determining § there s ancther conlrad bpe In the seawrity configuration
cbiained in blogk 201, i so, e method nwy repeat bock 202 untl 8 virlust
ssounty condrol inslancs hag been configurad for aach secunty contm! fype
e security condigurstion.

[HO30} The oxample mathad may alss inchuds NMock 208, Blogk 208 mgy
include configuring the SDN o forward packels through the sel of virdual
securily oontrol instances configursd by perlorming Dlocks 01208, For
gxampie, Mook 206 may be perkymsd as desoribed with respadt fo ogk i of
Figure 1. ¥ the security configuration includes an ordering for the security
conbtral inslances, bock 206 may ncluds configuring Hhe SDN & forward
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packais Svough He sel of inslances in the onder delned i e seowily

configurstion.

{5031} Thie axample rudhiad oy also nolde ook 207, In Mook 207,
ihe gystam may delerming ¥ thore are further endpoints &y which o provision
securiy conbrofs. § 50, the methiod may repaat from Mook 201 for esch pair of

andpoins,

[0033} Figre 3 Hushates an sxampls system provistonad as desaribed

with respect o Figurs &0 The Sluslrated exampie ncludes thvee sndpoinis 831

303 having messsge Sows o theee other endpoints, For axsunple, 8 browser

.-4-.-\‘

301 having @ fiow 314 o & wel garver 333, an email application having 8 How
F13 o oan amadl senver 334, and & user application 33 having 8 fow 32 8
server 332, The syster further ndludes an SON switeh fabric 304, 315, 323,
331 configurad 1o Hrrweard packals of he different Tows through thalr raspeclive
seourity controls.

(0033 As 8@y sxample, the system may inchede a sel of anlspam
gontrole JOH-310 inslantisted on wirlugl mSchings on vanous physiost devicss.
I this gxample, switch 304 5 configursd fo fonward flew 313 fo antispam
sondrd 3480 Contind 308 i configurad W foewand packads 1o switoh 318 The
ramaining swiloh fabric 318, 328, 331 is configured 10 forvan! packeds o emal
zarver 334, Acooddingly, amall messages are nol subjetiad o wnecessary

aourity condrols.
[O034] I some cases, e contmis 308310 may instantiaied on the sams
physical devices, asch may by instantisled on & ditferat physical device, or any
other configuration.  For example, aach conlrol 305310 may b inglaled on @
separate blade of & blade server enclosure. As ancther exampl, a control 308
S0 may b hstantiated on the same systam 88 the ondpnt B peolents. it the
ushrated axampls, condrols S05-308 arg nslantiatad and provigioned 1o grovide
sty o8 nabeatk sndpoinl,

Et}{}3§} fer this esmpls, fiove 314 from brvwser 307 s fonwarded by swilch
304 through the switch falvic 0 swilch IS, which is configurad to Torwang
packats o firewal instanes 320, Firewsll hstance 320 i configured 1o foraard
packeds B switch 323, Swiloh 333 5 configumd & orward packels of Sow 31
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W WAF 325, WAF 325 v configurad tn forward packets o switoh 331, whith g
corfigured o forssrd packats fo web server 333
[5035] fry the Hlushrated axample, Bow 312 o e cliend applicstion 303
in forwardesd through the swiich fabnp to frowall 321 and then (o senver 332, As
desoribad gbhove, Towad 381 mey be configived aooording 10 & seourlty sontrd
configuration specfic fo the application 332, Simiarhy, frewall 320 may be
configired according 0 & seowlly contrgd oonfiguraiion speaific v the
apphication: 333, These oonfigurstions may Jiffsr rom each ather. Far sxampleg,
application 333 may provide more ssowily festures than application 332,
Accondingly, firawall 381 may be configured 10 avold providing them the same
foatures a8 provided by spplication 333, As ancther sommple, WAF 328 may
check for SO inlgtion, WAF 324 may b provisionsd for g web sarver that
natively protscts agsins! SQL injection.  Accordingly, WAF 324 nmay be
canfigured not fo check for SGL injention.
[o037T] I the Rustrated  sxampls, conirgd inslencss el are
provigioned are provided i vitlugd groups 311, 318, d2Y. In soime cases, @
vichas! groug 3T may chads instancss of Jdifferent brpes. For sxampls,
instanves of thoss groups may be reserved for sppdications that benefit from
condrods of each differant type. In olher cases, @ vidual groug M8, 37
containg nstances of the zame fype. The natances 317-118, 338330 may by
provisionsd as nesded when new sndpoinds i he naletrk, o whsn messags
oad norsases and joad balancing witt ba apphed.
[0038] Figire € Hluglrales an oxample implameniation of & systam
uilizing foad balanoing. It some implemeniations, expanding o contradling the
number of controls mey be delermined by he immedials mesasge load and
perkymed by the provisianing system, For axampds, the methods of Fgure 1o
Figurs @ may be perfomed 10 sxpand B numiber of securtly controd inslances
UROH AN OTSERE 1 Message lad, I some axamples, he mplemaniation of
lond balgnoing  owy include provisioning separste vilel load balsnngy
3;3;}58??&%‘?& and conligiving the SON switches with rules fo onvard lows o the
foad Dalancers. 1o other exampie, oad balancing may e implemenied as a
foaturs of the SDN. For oxampls, SON swilthes may be configured with Bow
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rutes by an SO condrotler o implement oad balanaing by distribuling nooming
packads smongst coples of ssourtty contrals.
[5038] e Sluslraled example, mossages from & St andpant 481 o
8 secomd ondpoint 404 s fonvarded through & deorvplion breskdinspeat
componamt 03, & antbagm control GO8, and sn anltivirus conbrot €12,
Messages from the Bl endpoind 401 1o & hird endpolnt M7 are Torwarded
through the decryption component 403, a frowall conkol 413, and & r
enuryplion camponent $18
{0040 For sxampls, switch $02 may be configurad 1o forward all packsts
Fom endpaint 401 10 3 joad balanoer 406 which dislriibules He packelx fo an
instance of the hreakinspad component 403, Swilch 408 may be configurad
with flow rudes that Gifferantiate betwae packels for endpoing S04 and andpaint
417,
[aoa1} Fackels for endpoint 404 may be fonwanded o et helaneer 08,
Load balgncer 408 may distibule packels tvone of the irstanoes of antbspam
&

Sotrol 408, wihich than sends e packels 1o switch 410, Hwitch 410 may seng

Iy,

e packsls o load bhalanver 411, which distibutey the packels o inslances of
e anthvirus contrd €12 badre the packels ars forwarded i the endpaint S84,

{0043} Fackats for endpoint 817 may be fonwarded o load balanney 407.
Load Dalanosr (07 may distiibule packels 1 inglances of the frawall contel
G113, which sends packals b swilch 414, Swilch 414 mgy frward padkals I

»

joad bhalancer 415, which distribules packats oo mstances of re-anoryption
ontrol 418 befora th p@mﬁ@%&s ars forwarded o andpaint 417,

{&ﬁ@} Fé‘gm‘& & Hustrates an wanple system 581 wnluging 2

prosisionsing fool §01 {o provision seauity control nstances for endpaints, For

axarmpin, the dlustrated system 801 may be implemanted using hardwarg

componants, sollware slored on 2 non-lignsiony compuiar readable madium

and execuisd By 3 Drocesser, of & combination therenl  For sxampls, the

Hustrsted compoysnty may be components of & secuily galoway control
systam,
(0044} The systen nay iglude & configuration fool 802 The

cordiguration fool 508 may be ko oblsin & securty configuration or messages o
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anendpoint. For example, the security controt configuralion may define a setof
ssourify controls U operate on the messages and seounty controd configuestions
of the set of securty conlrols,  In steme mnplementations, e configuration g
532 may perform book 201 of Pigurs 3. For soamiple, the geiligurstion teol 842
naY provide & user interfece 1o sty an sdminisiealor i input configurations.
[RO48) The sysiem may futhsy noluds 2 provisioning ool 803, The
provisioning ool may assign, Ry each respactive seaunly condrol of the set of

e

seowrily condrols, 89 inslance of the respactive security cantrol. Additionatty, e
provisioning ool may configure each inslante aocording the raspective securily
contrad configuralion. For ssampls, the provisioning tod may perform steps
S02-204 of Figire 2 for sach sesunily sontrol of the set

[RG48] I some implementations, the provisioning ool &03 awy sesign
aach nsfance by selacling an inslardisted fempiste virtua! ssouly control or by
inslantiating &  slorsd template oilual seourily  oondrol i furthey
implamentations, the praovisioning o 503 may inglantisle a sedurity contigd
natance for the set of seduwrily contidd inslances I sslisly only poligy
requirsrnants i the corresponding secusily oontrol,  Accordingly, sach sedwity
sondrgd nslanos mey be spenific o the andpaind. Iy further npdementations,
aach securly control instance I8 specific 1 the bvoe snipointy exchanging
MESNAYER.

[a0ay} The sysiem may hurher ncluds & contolier 304, The controlier
S04 may nplament 8 path in 8 soflware defined nebwork &y the messagss
thyough the set of seourily conbrol Inslances.  For gxample, the condrolier S04
may be an SDIN nebeork controtiar o May conmunitate with an SUN network
sordroiisr & provisie 3 set of fow rulps o implement the path,  For axample,
the controlier may perfcesy step 208 of Figues 24

[0048) Figwre § Husirates an exsmple system neluding 2 monitor 805,
Simdarty fo Figure 5, (e Hlusiraled system 801 may De implemenisd using
hardware componanty, sofbware storad on 8 nos-lransitory compuder resdabls
redium gnd sxeouted by & processor, of 8 combination thereof. For sxampls,
he Nustealed componanis may De componsnts of 3 sequity galeway contrad

sysiam.
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[e048] The example syslem may nclude 8 configurstion ool 802, a
provigioning too! 803, and & controller 804 These components may be as

sesonbed with respent to configuration fool BUE, provisoning ol 803, and
controdier 504 of Figums 8.

[0a50] Additionatly, the exampie system 801 may hokgde a monitor 808,
The mondor 805 may monitor the fows implemantad by the flow rules in the
software Jdefined seheork.  Additionally, the mandlor 808 mamy monfor the
aparations of the set of securily control nslances. For sxample, the monitor
SOL may monilor g zecwily sysiem o provide assurance thal each conbrgt
was slartsd successfully and scospled the configuration 8§ was  supplisd
Agddiionally, he moniter may provids an ntedace 10 suppert quenes reganding
parfonnancg, capscily, nbound o cutbhound gusus depth, of other opergtional
faolorg. In some implsnentations, the moniier 8058 may provids 8 graphical
interface,  information aboaut the sistus of the contrds, such as which controls
gre configursd, the moessage load passing Bwough tham, the perfonmangs
characienshics of the gach, and the ol palh may be show in g diagram. For
sxamphle, thig information may b overliid on & dagram similar o Figures 3 or
4. The fows hrough the seriss of contrnls, switches, load balanoers, and ather
devives, may be reprasented iy codor. Ag an example, oreasng level of dafal
may be ablained by mousing over oF olicking on components o seclions, by
hand or finger gesiuras, or other inferface methods.

[oost I addittonal implamaniations, e moniter 808 may monitor he
rressage losd through the securily control inslances.  Upon mesling various
foad onteriz, the mondor 805 may instiudt the provigioning ool 1o assign
additional sacurity condrnd inslances with the spproprste configurstions. For
axampde, a8 desoibad with respeot 0 Figure 4, 8 s8t o saquity sontd
inslances all configured with the same configuration may be wsed {o handls
larger massans oads

[O0S2} Figure 7 iflustrates an exsmple computer T indluding & none
fransitony computer readalie medium 708 sloring Bistiuctions sxeoutable o
cordfigure sets of seowily control instances and configurg 3 sofbeare defined
network, Foy esampls, e nondeansiitry compiger neadable mediun 704 may
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include slorage, memory, of & combination thareol. For example, the exampla
computar of Figure 7 may be an implementation of g securiy galowsy systen,
SHCH 8 o svslem B0 of Figwre & o a system 801 of Flawe 8.

{0053} i the Nustralsd example, the madium T84 oy store istuctions
FAG Instructons 705 may be sxecuiable by 8 processor 703 1 ponfigure & fingt
sat of socirity contnd lances according o & first securily condiguralion for g
firxt endpoint,. Adddionaily, inshructions 705 may be exexudable by ihe
proossser 703 to sonfigure & second set of security cont! inslances according
oa sscond sscurlly configuration Tor & second sndpoinl. For sxampls, the
instructions 705 may be sxecuisble by the processer 703 1 fansmil
cordigurations &y he inslanoes e 8 network inferface 702

{0054} I some implemeniationg, the histruclions 708 may be furthsy

'\

axgvulabis by the processor 703 10 assign the sels of securily sontrgd inslances
aocording the seourily cenfigigstions. For exampde, the instrictbns 705 may be
sxoniialle 0 assign the Hist st of seounity control Inslantes accwding o e
frst secunity configuration and assign the ssoond s&t of sacily conbiot
atanoss ascording v he second secuity configuration.
[QaE5] The madium 704 may alao store instructions 708, Inshuclions 708
may e exagdable by the processor TO3 o configirg & soltware defingd
nebwork 1o fonward packats 1 the fics! andpoint Heough the first sel of ssountly
conteol nstances and R forvard packsels o the ssoand endpont through the
seoond sat of senurly control ingtances. For exampls, the ingtruchions 708 may
e gxanuiable by the processor o configurs the soltwars dafined nabwork by
fransmitiing fHow ruiles divestly R SN swittches o by ransmitling structions o
an SDN canfrofier
[Dass] By seme irgdemaniations, the seaunily configurations apply 1 8
many-io-ong mannen, su that the secwily configrations are speaific o 8
rrassage  Jdestinaion and  apply I oAy mossags  souss. It other
implemeniations, e securily configurations  epply painwise In peing of
gndpoints, In these implemeniations, the histructions 705 may be axsculabls o
configirs a thind ol of secuity condrgd nglances sootdisg & 8 thingd seduily
orfiguration for the frsl endpoinl and 8 fowlh sndpoint Additionally, the
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structions 708 may e sxeoutablis o configive the solbware defined netvek to
forward packats fom the fourth endpoint o the first endpoind through the thigd
sof of sscurtty sl nstances.

[0as7y I the foregeing desaription, numenus delalls s st teth o
provide an underslending of the subisgt disciosad hersht Mowwewer,
implamaniations may be practiosd withowt some or all of these details, Qthwy
mplamentations may whade modiications and variations fram the delails
discugsad abowe, H B inlended that the apperdsd olaims cover sugh

modifications and varialions.
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CLAIMS

1. A mathod, comprising:

chiaining 8 security control configuration for & pair of endpants ke
senurity conteol g

assigning & vitlua! seourily control instanee of the ssoundy condrol type 1o
ha pair of sndpuints,

corfiguring he virlual seounty contra instancs accading o the ssounty
coniee configuration

configuring g sofvare defined nebwork o Torward packeds from ong of
the antdpoints o the olher one of the endpontis through the virlus! secunly
cantrol ingtance.

2. The methoed of claim 1, further comprising:
assigning he virlugl secunty contral instanee by sslecting he virlual
ssourdy condrad nstance from g st of instantiated virtusd security oontrol

templates.

3. The methon of olaim 1, furiher comprising:
ssigring the virtua! sacusity control instance by insiantiating the virtlugd

&
securily controd nslance from a storad virfual seawrity contd templats,

&, The method of daim 1, wharan the virfual sscunty control inslance

implaments g sat of seounly pudicles speclic 1o the pair of endipoints,

K The method of claim 1, further camprising:

oblaining @ securily configuration for the pair of endpoints, the security
sonfiguration indicaling a phuralty of seounly control types for the pair of
sndpuinis and & coresponding plursiity of sstwrtly contegd configurations for
sach securily conied bype;

for aach rospantive seaurity contmd Hype, configuing 8 virlug! ssourlty
canirol nstance accarding 1 he security control configuration for the respeciive

gesurity cantrol type.
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8. The method of claim &, wherein the secunty configuation indicates
whether {0 vse @ unigque o shared instince of & ssounty contrad for sach

ssouly contrsd hyps,

¥ The method of chawn 1, furthsr compriging:

oblaing 8 seoond security control conSguration for g second patr o
andpoints for the securlly contral type;

assigning & second vitlus! security controd instance of the seounily control
ey

corfiguring the seconud vivtual security contrgd instane aopording o the
second secuity aontrol configuration: and

sonfigusng he soflware definad nehaork o forward sacksts from one of
ihe second palr of endpoints 1 the other one of the secong palr of endpainds
Sunugh the ssoond virtual securly control instance.

&. A system, comprising:

A configuration ool 1o oblain & securily configuralion oy messagss foan
sndpoind, the secutty control configunstion defining & set of securly condrols o
sparate on the massages any sty cont! configurations of the sed of
seTury controls;

& provigioning ool ke

assim, for sach respeciive sacunty contrd of the set of securily
confrolg, aninslance of the respective secunity contioll and

sonfigues aach inslance according the respaciive security control
configuration; and

& contradler o inplement 2 path it 8 sofbvars delined nebwork for the
rmessages through the sel of secunily controd inglances,

8. The system of claim & whersh the provisioning 10018 {0 assign sagh
nstanoe of the respective secunly contrad by selsaling an stantialed template

wirtuad security conimd g by stantialing & sloned lemplale virlual sequrily
sontd,
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13, The system of clagn 8, wherein the provisioning ool is o instantiale a8
ssourily conbrol inslance for the set of ssounty controd inslances 1o salisly only

SOlGy ronuirsmants B the cormmsgponding ssdurity sontad,

11, The system of olam 8, Ruther compriging:
& monitoy o monitor Sows implementing the palh in e soflwan defined

natwork gnd he set of securtly contral instances.

12, The systarn of olaim 11, wherain the monftor is Rurther 1o defect an
incrsased messags kad and cause the provisioning ool to assign addiionsl

seourity conteol inslancss.

13, & mpyrranstory cormpaler readabie madiam sieing nshuciiong
sxsnitaids

corfigurs a first st of securily conlrgd instances acowding o & firgd
securily cordfiguraton for & first endpoint

configure & second set of secirity contrgd Instanoes sccording o a
second seounty configuration for & second andpoing;

corfigurs & software defined nebvrk 1o forwand packels o the fiest
sndipoid rough the Srst set of securily contigd inslances; and

oofigure the sofwars defined network o forward packets o the ssoond

gndpont through he second sst of ssournily control nstances,

1. The non-transdory computer readable madim of olaim 13, wherain the
first secutly configuration appliss o communications fom 3 thivd engdpoint i
e frst andpaint and he medium storing furdber insbructions execidabie o
configure & hird set of secwrtly control iInstances aeconding to & third
secutity configuration for the Srsl endpoint and & fouth endpuint and
copfigure the software defined nebvork (o forward packels from the fourth
gndpoint to the frsl endpoint through Se thind sel of securlty condral inslances.

18 The non-transitony computer readabie medivm of claim 13, storing Ruther

insfructions &
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assign the frat set of security control nstances scoording o the tst
ssourly configurstion; and
assigh e seoong saf of sectinlly control nafanoss sccarding v e

sacwid seounty configuration,
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