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processor, a memory, and a storage including a swap space used by the virtu-
al machine. The system may include a power element to deliver power to the
system during a power fail event. In response to the power event, the pro-
cessor can copy data located in the processor and memory to a persistent
storage and also preserve the data located in the swap space.
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PRESERVING VIRTUAL MACHINE DATA

BACKGROUND
[0001] A computing device can host emulations or virtualizations of other

computing systems on its hardware. Virtualizing another computing system on a first
computing device allows the use of virtualized machine software or architecture while
avoiding implementation of the machine software or architecture on a second
computing device. The virtualized machine uses the hardware components of the
computing device upon which it is implemented.

BRIEF DESCRIPTION OF THE DRAWINGS
[0002] Certain examples are described in the following detailed description

and in reference to the drawings, in which:

[0003] FIG. 1 is an example of a computing system for saving a virtual
machine during a power fail event;

[0004] FIG. 2 is an example of a conceptual layout of a virtual machine across
hardware components of a host computing device;

[0005] FIG. 3 is a block diagram of an example method for saving and
restoring a virtual machine state;

[0006] FIG. 4 is block diagram of an example method for saving a virtual
machine during a power fail event; and

[0007] Fig. 5 is a diagram of a an example non-transitory, computer-readable
medium that holds code that when executed by a processor saves a virtual machine
state on in persistent storage.

DETAILED DESCRIPTION OF SPECIFIC EXAMPLES

[0008] A virtual machine kernel can be a virtualization infrastructure for use on an

operating system that can turn a virtual machine into a hypervisor for presenting a
guest operating system with a virtual operating platform for management of the
execution of the guest operating systems. A virtual machine can be an emulation of a
computer system. Virtual machines can operate based on the computer architecture
and functions of a real or hypothetical computer, and the implementations of a virtual
machine may involve specialized hardware, software, or a combination of both.
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[0009] Present virtual machines (VM) have a mechanism for stopping, saving, and
restarting the VM from a saved image file. This process does not account for time
constrained nature of a computing device experiencing a loss of power.

[0010] Methods and techniques described herein can apply to VMs and can also
be generalized to anything that needs to survive a power fail event. The hardware of
a machine can maintain power for a limited time, and during this time the state of a
machine can be preserved. The amount of time for preserving the state of the
machine can be bounded by the amount of physical state that needs to be
preserved.

[0011] Many applications have a transactional model to support restarting. An
application restarts the transactional state of a device, when the device itself can be
restarted after a power fail event. One example of preserving a state of a
transactional model includes preserving a log of unacknowledged requests. The
present disclosure preserves metadata for restoring the application before power
and any back up power supply that allows the machine to function, is disabled.
[0012] In an example, the metadata preserved can be found in anonymous
memory, such as the swap space, and also in physical memory such as random
access memory (RAM). In the present disclosure, before the physical memory is
saved in persistent storage, all hardware caches can be flushed to physical memory.
In the present disclosure, a filter is used to preserve a subset of the metadata that
can be limited to exclude any metadata not related to restart. Use of this filter can
further bound the time it takes to save metadata as it can limit the metadata to be
saved to the physical limits of memory and anonymous memory or swap space.
[0013] In an example, the metadata to be saved can be the raw data for
reconstructing the saved state for use in restarting the application from a power fail
event checkpoint. The data can be raw in that it is unformatted, and accordingly,
during a power fail event, takes no extra time for formatting during preserving and
copying. In an example for VMs, the metadata that was preserved can be
reconstituted when the machine reboots. Reconstitution can consist of a machine
checkpoint and the machine restore combined. In the present disclosure, and
examples that preserves limited subsets of metadata, the format of how the data is
to be restored can be embedded in the logic of power fail restore. This format can
be optimized for VMs or generalized to work with any application.
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[0014] Methods disclosed herein ensure the process of saving a virtual machine
state can be accomplished in a bounded amount of time. Bounding the amount of
time for saving a virtual machine state can improve the resilience of a device, which
runs virtual machines, to losses of power. In one example, the recovery of a virtual
machine state can include first storing backup of a virtual machine and its linked files
without regard for how or where the virtual machine state is stored. The present
disclosure includes copying virtual machine state data from volatile memory. In an
example, the data on all volatile memory devices is saved. By limiting the amount
and location of the saved data by explicitly saving ‘all volatile memory,’” the present
disclosure bounds the time of saving because the volatile memory of each device
has unique and limited physical limits of volatile memory installed on the host device.
In another example, the swap space used by the virtual machine and located on a
physical storage is preserved even during power fail event. A swap space, also
known as a swap file or page file, can be designated space on a hard disk used to
be used as a virtual memory extension of a computer's real memory like random
access memory (RAM). Having a swap file allows your computer's operating system
to use the small amount of hard disk space as an extension of the system memory
and data stored in a swap space can swap from the swap space to the memory and
processor as needed for processing or quicker access.

[0015] A power fail event can be a point in time during which a device losses
power, and the power loss event can persist while a loss of power to the device can
be ongoing, however a power fail event begins when power is first lost or
insufficiently provided to meet a device’s power consumption needs. Thus a power
fail event can signal for a data preserving process to begin.

[0016] This preserved swap space can also be limited in size and can be used for
restoration of the virtual machine upon power restore. Like the hardware memory
constraints, swap space is similarly bounded by partitions in hardware such as a
hard drive. In an example, the amount of data to save or preserve is kept
manageable by limiting the data to be saved to include the data in use by the virtual
machine. This limited data can include the virtual machine kernel, data stored in the
caches of the central processing unit, swap space of a storage, or user data in a

memory device, such as memory implementing random access memory (RAM).
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[0017] FIG. 1 is an example of a computing system for saving a virtual machine
during a power fail event. The computing device 100 may be, for example, a laptop
computer, desktop computer, ultrabook, tablet computer, mobile device, or server,
among others. The computing device 100 may include a central processing unit
(CPU) 102 that is configured to execute stored instructions, as well as a memory
device 104 that stores instructions that are executable by the CPU 102. The CPU
102 may be coupled to the memory device 104 by a bus 106. The CPU 102 can be
a single core processor, a multi-core processor, a computing cluster, or any number
of other configurations. Furthermore, the computing device 100 may include more
than one CPU 102. The CPU 102 can also connect through a storage array interface
106 to external storage arrays 110 by the bus 106. The storage array 110 can be an
external system or array of systems that are hosting its own guest virtual machines
or interacting with the virtual machines of the computing device 100.

[0018] The computing device 100 also can locally include a storage device 112.
The storage device 112 is a non-volatile storage device such as a hard drive, an
optical drive, a thumbdrive, an array of drives, or any combinations thereof. The
memory device 104 can include random access memory (RAM), read only memory
(ROM), flash memory, or any other suitable memory systems. For example, the
memory device 104 may include dynamic random access memory (DRAM).

[0019] The CPU 102 may be linked through the bus 106 to a display interface
configured to connect the computing device 100 to a display device. The display
device may include a display screen that is a built-in component of the computing
device 100. The display device may also include a computer monitor, television, or
projector, among others, that is externally connected to the computing device 100 or
built into the computing device 100, for example, in a laptop or tablet.

[0020] The CPU 102 may also be connected through the bus 106 to an
input/output (I/0O) device interface configured to connect the computing device 100 to
one or more |/O devices. The I/O devices may include, for example, a keyboard and
a pointing device, wherein the pointing device may include a touchpad or a
touchscreen, among others. The I/O devices may be built-in components of the
computing device 100 or may be devices that are externally connected to the
computing device 100.
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[0021] The computing device 100 may also include a network interface controller
(NIC) may be configured to connect the computing device 100 through the bus 106
to the network. The computing device 100 may also be connected to a network.
The network may be a wide area network (WAN), local area network (LAN), or the
Internet, among others.

[0022] The computing device 100 and its components may be powered by a
power supply unit (PSU) 114. The CPU 102 may be coupled to the PSU through the
bus 106 which may communicate control signals or status signals between then
CPU 102 and the PSU 114. The PSU 114 is further coupled to a power source 116.
The power source 116 can be a supply external to the computing device 100, and
can also be internal in the case of a battery, or can be both in the case of an external
power source with a power supply backup to continue supplying power and send a
power fail event in the case of a power fail. In examples with a power source 116
that includes a power source backup, the CPU 102 can control the functioning of the
backup over a bus 106.

[0023] The computer device 100 also includes a virtual machine state recoverer
(VMSR) 118, which may be stored in the storage device 112. As disclosed herein,
the VMSR 118 may instruct the processor to copy volatile data of a virtual machine
in a memory device 104 or stored in the memory stores of the CPU 102. The VMSR
118 can also instruct the preservation of data used by a virtual machine in the swap
space of a storage device 112.

[0024] Further, the VMSR 118 can aid in the recovery of a virtual machine state
upon return of power to a computing device 100. In an example, the VMSR 118 can
direct a processor to load and restore a virtual machine state by indicating the
location in a persistent storage of the saved virtual machine state data. Persistent
storage is non-volatile such that data stored there is preserved even without power
being supplied to the persistent storage. Further, persistent storage can allow the
storage of a state of an application or process through serialization of the data to a
storable format, and then saving this data to a file for future retrieval. In an example,
the virtual machine state is stored in a local version of persistent storage such as a
storage device 112. The virtual machine state can also be stored remotely at a
storage array 110, for example.
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[0025] The block diagram of Fig. 1 is not intended to indicate that the computing
device 100 is to include all of the components shown in Fig. 1. Further, the
computing device 100 may include any number of additional components not shown
in Fig. 1, depending on the details of the specific implementation.

[0026] FIG. 2 is an example of a conceptual layout 200 of a virtual machine
across hardware components of a host computing device. Like numbered items are
as described in Fig. 1. For example, the host computing device can be the
computing device 100 described in Fig. 1 and can host a guest virtual machine, or
several machines such as the virtual machine 202 shown.

[0027] The virtual machine 202 can be implemented across one or several
memory, processing, and storage devices as shown. Indeed, more than one virtual
machine 202 can be hosted on a computing device 100, and further, a virtual
machine 202 can be hosted across several different computing devices making use
of devices resources. For simplicity, a computing device 100 and virtual machine
202 are shown.

[0028] As the virtual machine 202 is emulated on the hardware of the computing
device 100, it can take up either a portion of those resources, or may completely
control of these components functioning. As an illustration of the potential partial
resources usage of a virtual machine 202 on a computing device 100, a part of the
computing device 100 resources is shown inside the virtual machine 202. In one
example, the present drawings do not represent the relative amount of control of the
virtual machine 202. The present drawings provide an example of the relationship of
the indicated components with the virtual machine 202 and the computing device
100.

[0029] The computing device 100 can include a CPU 102, a memory device 104,
and a storage device 112. These items are as described above. A virtual machine
hosted on the computing device 100 can make use of these components. The CPU
caches 204 are potential locations for storage and use by a virtual machine 202.
The CPU caches can include the L1, L2, and L3 caches and are decreasingly
volatile and fast. The CPU caches can also host data used in the virtual machine
202. Upon receipt of a power fail event, the CPU 102 can be instructed to copy data
in its or other CPU caches 204 to be copied to persistent storage, and thereby save
a part of a virtual machine 202 state. In an example, the virtual machine 202 state
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data is stored in the CPU caches 204 and no other copying or preserving of data is
undertaken.

[0030] In another example, the storage device 112 can include a swap space 206
used by the virtual machine 202. The swap space can be a portion of a hard disk
drive, or other persistent storage as used to describe the storage device 112 above.
In an example, to free up space in a memory device 104 or the CPU caches 204, the
virtual machine 202 or a computing device 100 can transfer data that is not
immediately active to the swap space 206 for easy and quicker access compared to
other more remote storage areas and devices. In an example, active swap space
206 data can be copied back into the memory device 104 or CPU caches 204. This
available swap space 206, while persistent, can be slower than the memory device
104 or the CPU caches 204 can increase the total available system memory of a
virtual machine 202 or a computing device 100. Accordingly, data stored in the swap
space 206, and used by the virtual machine 202 during a power fail event, can be
preserved. In an example, the swap space 206 is already persistent, so no copying
of the data is undertaken so long as neither the virtual machine 202 or the computing
device 100 copies over or erases the data held there.

[0031] FIG. 3 is a block diagram of an example method for saving and
restoring a virtual machine state. This example can be executed in a computing
device, for example the computing device 100 of Fig. 1. The method 300 begins at
block 302 when a power fail event occurs.

[0032] The power fail event can occur when a long term power source for the
computing device 100 becomes removed, damaged, or made non-functioning. A
backup or temporary power source can take over powering the computing device
until the original power source is fixed, or returns. At block 304, a power fail event is
sent in response to the power fail event. The power fail event can be sent to the
components of the computing device that have volatile memory as well as to the
components of the computing device that have a VMSR 118. The VMSR 118 may
perform the method shown and steps involved in saving and restarting the virtual
machine.

[0033] At block 306, the processor can be instructed to copy data from the
memory, specifically data that was used by the virtual machine, to persistent storage.
Similarly, the processor also copies data in the processor to persistent storage. This
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data in the processor can include data in any memory bank of the CPU 102 including
the L1, L2, and L3 caches.

[0034] At block 308, the processor can be instructed to preserve data in the
swap space. As the swap space may already be in a persistent storage device,
movement or copying of this data may not be undertaken to preserve it. The
processor can indicate an area of the swap space used for virtual machine data at
the time of the power fail event, and further prevent overwriting or movement of this
data. Any other method of preserving this preserving of swap space data of a virtual
machine can also be used, and includes an indication that upon reload, this swap
space data will be present in the swap space for the reloading machine.

[0035] At block 310, power is completely lost to a computing device 100. In a
complete power loss, the main power supply remains inactive when a backup power
element runs out of power and the computing device becomes unpowered. At this
point, the data in volatile memory sources can be lost due to lack of power. If the
data has been moved to persistent storage, it may be used upon power restore to
return the virtual machine state as it was at the time of the power fail event.

[0036] At block 312, a power restore can occur. Although a computing device
100 can be receiving power from a power element such as a backup battery or a
secondary power source, a power store in block 312 indicates a return of the primary
power source. If a power restore occurs, a power restore event can be sent to
components of the computing device 100 including the VMSR 118.

[0037] At block 314, a processor can respond to a power restore event by
analyzing data in persistent storage to determine if the virtual machine state can be
recovered and restarted. If, yes, the processor determines the virtual machine state
can be recovered process flow continues at block 316. If, no, the virtual machine
state cannot be recovered, process flow proceeds to block 318.

[0038] At block 316, the recovery of the virtual machine state can proceed.
This can include a reloading of data to volatile memory from the persistent storage
and reloading a virtual machine state. This can include reloading of data into the
CPU 102, CPU caches 204, and other data in the memory device 104. Restoring
the virtual machine state can also include ensuring the swap space data from the
time of the power fail event is in place as it was at the time of the power fail event.
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[0039] At block 318, a processor identifies that the stored data cannot be used
to recover the virtual machine state, e.g., a non-recoverable machine state. The
identification of the non-recoverability of the machine state can be used in analysis.
Any data that was copied from the memory and swap space can be searched for
missing components, misdirecting pointers, inconsistent logic, or any other cause of
the non-recoverability of the machine state. In an example, this analysis focuses on
why the data that recovered could not be used to recover the virtual machine state.
This data can be used to improve the recovery process in the future, and can also be
used to indicate pieces of the virtual state machine that could be used to perform a
partial recovery.

[0040] FIG. 4 is block diagram 400 of an example method for saving a virtual
machine during a power fail event. This example method can be implemented in a
computing device, such as the computing device 100 of FIG. 1. The example
method beings at block 402.

[0041] At block 402, a power element powers a system in response to a
power fail event. The system the power element is powering can be the computing
device 100 shown in FIG. 1, or any other suitable system. The powering of the
system by the power element may have begun prior to the power fail event, can
continue to be a power source during a power fail in response to a power fail event.
In this way there is no gap in power supply to a system experiencing a power fail. In
other examples, the power element can be activated upon a power fail event and the
system remains powered during the power up timer period through additional power
backup sources such as capacitors, back up batteries, or any other suitable backup
power source. The power element of block 402 can be temporary or time limited in
the time it will be providing power to a system, before the power element itself runs
out of power and the system can become completely unpowered.

[0042] At block 404, a processor can copy data located in the processor and a
memory to a persistent storage. The processor in block 404, can be the CPU 102 of
FIG. 1. Similarly, the memory can be the memory device 104 of FIG. 1 and the
persistent storage can be the storage device 112 of FIG. 1. Other embodiments can
be included, where data in a volatile memory can be moved or copied to a non-
volatile storage device or powered memory not affected by the power fail. The data
copied from memory and from CPUs can include the state of threads and CPUs. In
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an example, active threads can be saved as if it was preempted. In this way, any
thread within a guest virtual machine can be restarted and restored.

[0043] At block 406, the data located in a swap space of storage is preserved.
This preservation can be ensured by a processor such as the CPU 102 of FIG. 1. In
another example, the device where the swap space can be located can be
immediately unpowered upon the receipt of a power fail event so that data stored in
the persistent storage, in including data in the swap space is preserved. A
determination can be made by a VMSR 118, in an example, as to whether a
persistent storage continuing swap space can be powered down immediately upon
receipt of a power fail event or if the persistent storage can be the location of
persistent storage of copied data from the processor and memory. These three
blocks can indicate the steps taken to save a virtual machine state for recovery upon
a power restore to power a system.

[0044] Upon reboot, a new user level application can extract the guest virtual
machine state from the data copied from the memory and CPUs and swap space
restart the guest virtual machine. This extraction and reassembly of active threads
occurs after the system has power restored, the operating system (OS) has booted,
and determined that there is a power fail recovery to complete. Postponing the
assembly of this data, the threads, and the extraction of the state until after the
power restore allows a quicker saving of data that enables this process when the
time of data loss due to loss of power is more limited.

[0045] Fig. 5 is a diagram of a an example non-transitory, computer-readable
medium that holds code that when executed by a processor saves a virtual machine
state on in persistent storage. The computer-readable medium 500 can be
accessed by a processor 502 over a system bus 504. In some examples, the code
may direct the processor 502 to perform the steps of the current method as
described with respect to FIGS. 3 and 4. In some examples, the processor 502
corresponds to a CPU 102 from FIG. 1. Further, the system bus 504 linking the
processor 502 with the computer-readable medium 500 can correspond to the bus
106 of FIG. 1 in function and implementation.

[0046] The computer-readable medium 500 can include a power element
module 506. The computer-readable medium 500 can include RAM, such as DRAM
or SRAM. In some examples, the RAM may be referred to as a logic engine with
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program instructions used to store a register table that includes a list of authorized
commands for the flash memory device. The power element module can control the
function of a power element, which can correspond to the power source 116 and
power supply unit 114 of FIG. 1. The power element can be implemented in any
way that allows power to be supplied to a system even if a primary power source no
longer functions. This can include acting as a backup power supply that activates or
takes over upon a power fail event. In some examples, the power element module
manages deployment of the power element to ensure constant supply of power until
power completely runs out of a system or a primary power source is restored to full
functionality.

[0047] The data copier module 508 can direct a processor to copy data
located in memory components, particularly data in volatile memory, to a persistent
storage. The data copier module 508 can direct a processor 502 to copy data stored
in the processor’s caches to persistent storage. In an example the persistent
storage can be the computer-readable medium 500 upon which the power element
module 506 is located. In an example, a portion of data in memory is copied, and
the data copier module 508 can choose to copy data in memory that is being used
by a virtual machine at the time of a power fail event. In this way the amount of data
to be copied can be reduced to match the data for recovering the virtual machine
upon power restore and the copy time reduced to increase the odds that the copy
completes prior to complete power fail of a system. The power element controlled
by the power element module ensures the host computer has a set period of power
to allow the other modules to save the virtual machine state.

[0048] In an example, a host computer that supports recovery during a power
fail event can also provide the persistent storage for a data copier module 508 can
use to save data to be recovered after the power is restored. In an example, this
saved data can be used during a host computer power restore to restore the saved
state of the virtual machine. The data copied by the data copier module 508 can
include a guest virtual machine including a kernel state and host level state that is
maintained by host applications. In an example, the infrastructure supporting the
guest virtual machine can be saved to persistent storage, in addition to the data in
the volatile memory, before power is lost on the host computer.
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[0049] In an example, the processor 502 can be a multiprocessor system, in
which case CPUs stop executing instructions from the virtual machine and their
contexts are saved to non-volatile memory by the data copier module 508. As
discussed above, a subset of memory and CPU stored data can be copied, to
include the active set of kernel and user physical memory - the memory in use by
the virtual machine. This data can also be compressed before storage in non-
volatile memory.

[0050] The data preserver module 510 can direct a processor to preserve
data located in the swap space of a storage device. In an example, the swap space
can be located in a persistent storage corresponding to a storage device 112 from
FIG. 1. In an example, the data used by a virtual machine at the time of the power
fail event are preserved by the data preserver module 510. In some examples, the
swap space may not be used by data for a virtual machine and the swap space can
be used in the copying of data from memory or other processes occurring after a
power fail event and while a power element acts as a backup power source.

[0051] When the host computer reboots, the data copied by the data copier
module 508 and the data preserved by the data preserver module 510 can be
parsed together by the processor 502 to extract the saved guest virtual machine
image which can then be resumed. In other examples, the automatic saving of data
and swap space can be triggered by host computer faults that result in a reboot in
addition to the automatic saving of data triggered by power fails. In this example,
when the host computer reboots, the host computer can determine whether the fault
is recoverable in a process that corresponds to block 314 in FIG. 3.

[0052] The block diagram of FIG. 5 is not intended to indicate that the
computer-readable medium 500 is to include the components or modules shown in
FIG. 5. Further, any number of additional components may be included within the
computer-readable medium 500, depending on the details of the end to end QoS
technique and in-band communication described herein.

[0053] While the present techniques may be susceptible to various
modifications and alternative forms, the exemplary examples discussed above have
been shown only by way of example. It is to be understood that the technique is not
intended to be limited to the particular examples disclosed herein. Indeed, the
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present techniques include all alternatives, modifications, and equivalents falling
within the scope of the appended claims.
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CLAIMS

What is claimed is:
1. A system for preserving virtual machine data during a power fail event, the
system comprising:
a processor;
a memory;
a storage comprising a swap space used by a virtual machine;
a power element to deliver power to the system during a power fail event; and
wherein, in response to the power fail event, the processor to copy raw data
located in the processor and the memory to a persistent storage and to
preserve data located in the swap space for use in restoring a
transactional state if an application using the raw data was maintaining

a transactional state before the power fail event.

2. The system of claim 1, wherein the copied raw data located in the

processor and the memory comprises an active set of a virtual machine kernel.

3. The system of claim 1, wherein the raw data copied by the processor to
the persistent storage comprises memory in use by the virtual machine, the raw data
to be compressed and saved to the persistent storage.

4. The system of claim 1, further comprising the processor to copy raw data
located in the processor and the memory to the persistent storage and preserve the
raw data located in the swap space in response to a host computer fault.

5. The system of claim 1, further comprising the processor to retrieve and
reload a virtual machine state from the persistent storage in response to a power
restore event, the virtual machine state comprising raw data copied and preserved
by the processor in response to the power fail event.

6. The system of claim 5, further comprising the processor determination of a
non-recoverable machine state initiates analysis of the copied raw data to find a

cause of non-recoverability.
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7. A method for preserving virtual machine raw data during a power fail
event, comprising:

powering a system with a power element during a power fail event;

copying, with a processor, raw data located in the processor and a memory to
a persistent storage in response to the power fail event for use in
restoring a transactional state if an application using the raw data was
maintaining a transactional state before the power fail event; and

preserving the raw data located in a swap space of a storage in response to
the power fail event for use in restoring a transactional state if an
application using the raw data was maintaining a transactional state

before the power fail event.

8. The method of claim 7, wherein the raw data copied by the processor to

the persistent storage comprises an active set of a virtual machine kernel.

9. The method of claim 7, wherein the raw data copied by the processor to
the persistent storage comprises memory in use by a virtual machine, and wherein

the raw data to be copied is compressed and saved to the persistent storage.

10. The method of claim 7, comprising a host computer fault initiating the
copying and preserving of raw data, the raw data comprising an active set of a virtual
machine kernel, raw data on the processor, and also raw data in use by a user in the
memory and the swap space.

11. The method of claim 7, comprising retrieving and reloading a virtual
machine state from the persistent storage in response to a power restore event, the
virtual machine state comprising raw data copied and preserved by the processor in
response to the power fail event.

12. The method of claim 11, comprising analyzing the copied raw data and
preserved raw data, upon identification of a non-recoverable machine state, for a

cause of the non-recoverability.
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13. A computer-readable medium having program instructions for preserving
virtual machine raw data during a power fail event, the program instructions are
executable by a processor to:

power a system with a power element in response to a power fail event;

copy raw data located in the processor and a memory to a persistent storage

in response to the power fail event for use in restoring a transactional
state if an application using the raw data was maintaining a
transactional state before the power fail event; and

preserve raw data located in a swap space of a storage in response to the

power fail event for use in restoring a transactional state if an
application using the raw data was maintaining a transactional state
before the power fail event.

14. The computer-readable medium of claim 13, wherein the raw data copied
to the persistent storage comprises an active set of a virtual machine kernel and raw
data from the processor and the memory in use by a virtual machine at the time of
the power fail event.

15. The computer-readable medium of claim 13, wherein the program
instructions, the instructions are executable by a processor to: in response to a
power restore event, reload the a virtual machine state from the persistent storage,
the virtual machine state comprising raw data copied and preserved by the
processor in response to the power fail event.
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