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(57) Abstract: A system for collaborative document
generation comprising: a document management
server (102) adapted to manage document storage
(101 ) and having an associated pair of signing and
veritication keys; at least two clients (104) each hav-
ing a unique identifier and a pair of signing and veri-
fication keys, said verification keys of said clients be-
ing available to said document management server
and to other clients; a document management module
(103) adapted to receive service requests from said
clients; an aggregate signature module (105) residing
in said document management server; and digital sig-
nature modules (106) residing in each of said clients;
wherein said aggregate signature module is adapted
to: sign messages using the document management
server signing key; verity signatures on messages
given a signature, verification key and message; ag-
gregate a set of signatures to produce an aggregate
signature; and verify said aggregate signature given
said aggregate signature, a set of associated verifica-
tion keys and a set of associated messages; and
wherein said digital signature modules are adapted
to: sign messages using the respective client signing
keys; verity signatures and messages given a signa-
ture, verification key and message; and verify said
aggregate signature given said aggregate signature, a

~



WO 2014/204292 A1 W00V 0L AU AOR A ERE ARt

—  before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))




10

15

20

25

30

WO 2014/204292 PCT/MY2014/000067

NON-REPUDIABLE COLLABORATIVE UPDATES OF DOCUMENT

FIELD OF INVENTION

The present invention relates to a system and method for collaborative document
creation. In particular, the invention relates to systems and methods that facilitate
aggregation of signatures validly created by more than one contributor to the
collaborative document.

BACKGROUND ART

Workplaces are generally moving more and more towards an almost paperless working
environment. As this process evolves, every aspect of workflow and procedure generally
requires its own digital counterpart. It is generally preferred, and in some instances
required, that the digital workflow and procedure adopted maintains workflow, improves
completion times and achieves the same objectives and security levels as its physical
counterpart. In the collaborative creation of documents, signatures on the digital
counterpart of the document advantageously bind the identity of the signer to the exact
content he or she is agreeing to, endorsing and/or approving in such a way that

generally no other person will be able to produce the same signature.

There are currently a number of applications available that enable collaborative
authoring of documents, for example GoogleDoc and WorkMail (Davide Gazzé,
Mariantonietta N. La Polla, Andrea Marchetti, Maurizio Tesconi, Andrea Vivaldi,
“WorkMail: Collaborative Document Workflow management by Email”, 9" International
Cooperative Design Visualisation and Engineering 2012, 2-5 September, 2012). In these

applications, an authorization list is maintained through which workflow is realised.

Digital signatures have been widely employed for approval or agreement of documents.
In addition, digital signatures have been used to provide authenticity of authorship of
documents. Currently, the latter use of digital signatures generally involves a single
author signing the entire document to indicate that he or she takes responsibility for its

contents. Using such a process, collaborative document creation fails to meet the
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authorship commitments achieved in the analogue world, that being where every author
signs their signature on the paper. As such, current methods generally involve physical
signing of the document by the co-authors or contributors and scanning the papers to

create a digital copy of the document.

For applications where the document has been defined by sections with authorization
defined by those sections, the solution seems clear. Every time a user edits a section
the user must sign the section before checking the document back into the server. It
follows that when a user wants to read the document the reader should first verify all

section signatures to be assured of the authenticity of the document.

This invention utilizes an aggregate signature scheme to provide the same assurance
with better performance. The aggregate signature scheme enables signatures created
by different contributors on different messages to be aggregated into one signature in
such a way that if each individual signature is valid, the aggregate signature is also valid
with respect to the set of corresponding verification keys. An instance of an aggregate
signature scheme is described in Craig Gentry, Zulfikar Ramzan, “ldentity-based
Aggregate Signatures”, Public Key Cryptography (PKC) 2006, LNCS 3958, pp.257-273,
2006.

An object of the present invention is to provide a system and method that facilitates
refined, by section, nonrepudiation of document authorship while maintaining the

capability to verify document integrity and authorship of the document as a whole.

The subject matter claimed herein is not limited to embodiments that solve any
disadvantages or that operate only in environments such as those described above.
Rather, this background is only provided to illustrate one exemplary technology area

where some embodiments described herein may be practice.
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SUMMARY OF INVENTION

The present invention relates to a system and method for collaborative document
creation. In particular, the invention relates to systems and methods that facilitate
aggregation of signatures validly created by more than one contributor to the

collaborative document.

One aspect of the present invention provides a system for collaborative document
creation comprising at least one document management server (102) adapted to
manage document storage (101) and having an associated pair of signing and
verification keys;at least two clients (104) each having a unique identifier and a pair of
signing and verification keys, the verification keys of the clients being available to the
document management server and to other clients; at least one document management
module (103) adapted to receive service requests from the clients; at least one
aggregate signature module (105) residing in said document management server; and a
corresponding number of digital signature modules (106) residing in each of the clients;
wherein said aggregate signature module (105) produces one aggregate signature to
verify sections of the whole document. The said aggregate signature further comprises
steps of signing messages using the document management server signing key;
verifying signatures and messages given a signature, verification key and message;
aggregating a set of signatures to produce an aggregate signature; and verifying said
aggregate signature given the aggregate signature, a set of associated verification keys
and a set of associated messages. The corresponding number of digital signature
modules having means for signing messages using the respective client signing keys;
verifying signatures on messages given a signature, verification key and message; and
verifying said aggregate signature given the aggregate signature, a set of associated

verification keys and a set of associated messages.

Another aspect of the invention provides a system wherein interactions between the
clients and the document management server are conducted over an authenticated

channel.
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A further aspect of the invention provides a system wherein the document storage (101)

is located on a storage server connected to the document management server (102).

Yet another aspect of the invention provides a system wherein the document
management module (103) is adapted to store and extract documents from the storage
server (102).

Another aspect of the invention provides a system wherein the document management

module (103) is located on the document management server (102).

Still another aspect of the invention provides a system wherein the client verification
keys are stored in the document management server or in a separate repository that is

accessible to the document management server and the clients.

A further aspect of the invention provides a method (250) for non-repudiable updates of
document comprising steps of creating collaborative document (252); updating
collaborative document (254); and verifying document integrity (256). The step of
updating collaborative document further comprises verifying only one aggregate
signature to verify sections of the whole document.

Another aspect of the invention provides a method (300) for creating collaborative
document which further comprises steps of a user creating a document with defined
sections (301); the user signing each of the defined sections to form a list of section
signatures (302);the user creating an authorisation list and signing the authorization list
(303, 304);the user sending the document, the authorization list, the list of section
signatures and the authorisation list signature to at least one document management
server (305);the document management server aggregating signatures in the list of
section signatures to form a document signature (306); the document management
server verifying the document with the document signature (307);the document
management server verifying the authorisation list with the authorisation list signature
(309); the document management server sending the document signature to the user
(310);the user hashing the document and signing a string containing the hash of the
document, the document signature and the authorisation list signature to form document

integrity information (311); the user sending the document integrity information to the
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document management server (312); the document management server verifying the
document integrity information (313); and the document management server storing the
document, the authorisation list, the list of section signatures; the document signature,

the document integrity information and a user identifier (314).

Yet another aspect of the invention provides a method comprising updating
collaborative document by a client sending a document extraction request with a user
identifier to the document management server (501); the document management server
verifying the document integrity information (501a); the document management server
verifying the document signature (502); the document management server verifying the
authorisation list signature (503);the document management server checking whether
the user identifier is included in the authorisation list (505); if the user identifier is
included in the authorisation list, the document management server sending an editable
form of the document to the user together with the document signature (506); the user
verifying the document signature (507); the user updating a section of the document to
form an updated document (508); the user signing the updated section of the updated
document appended with the user identifier and current timestamp to form a new section
signature (509); the user sending the updated document and new section signature to
the document management server (510); the document management server confirming
with the authorisation list that the user is authorised to update the section (511); the
document management server verifying the new section signature (513); the document
management server updating the list of section signatures (515) and aggregating the
signatures to form a new document signature (516); said document management server
verifying said new document signature (517); the document management server sending
the new document signature and the authorisation list signature to the user (518);the
user hashing the updated document and signing a string containing the hash of the
document, the new document signature and the authorisation list signature to form new
document integrity information; the user sending the document integrity information to
the document management server (519); the document management server verifying
the new document integrity information (520); and the document management server
storing the updated document, the authorisation list; the updated list of section
signatures; the new document signature, the new document integrity information and a
user identifier (521).
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Yet another aspect of the invention provides a method wherein the authorisation list
comprises at least the name of the document, a list of all sections of the document, a list
of users authorised to update each section of the document and a static content of the

document.

Still another aspect of the invention provides a method wherein the static content of the

document is the hash of the list of all sections of the document.

Yet another aspect of the invention provides a method (800) wherein verification of the
document by the document management server comprises verifying the document
integrity information (811); and if verified, verifying said document signature (813) or if
not verified, stopping said method (812).

A further aspect of the invention provides a further method (900) for creating
collaborative document wherein document is hashed (902) and said document hash,
document signature and authorization list signature is concatenated (904); signing string
(906) and sending signature to server (908); concatenating said document hash,
document signature and authorization list signature at server (910); verifying user
signature on said string (912); signing said string (914) and combining user’s signature
and server's signature (916); deleting user’s signature and server’s signature (918); and

combining server verification key and user’s verification key (920).

Another aspect of the invention provides a method (700) wherein verifying the document
integrity information by the document management server comprises hashing the
document (721); extracting the document signature and the authorisation list signature
(722);forming a string containing the document hash, the document signature and the
authorisation list signature (723); inputting to a digital signature module associated with
a client of a user the document integrity information and the formed string and a user
verification key associated with a user whose user identifier is in the document integrity

information (724); and taking the output of the module as the result (725).

The present invention consists of features and a combination of parts hereinafter fully

described and illustrated in the accompanying drawings, it being understood that various
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changes in the details may be made without departing from the scope of the invention or
sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more
particular description of the invention will be rendered by references to specific
embodiments thereof, which are illustrated in the appended drawings. It is appreciated
that these drawings depict only typical embodiments of the invention and are therefore
not to be considered limiting of its scope. The invention will be described and explained

with additional specificity and detail through the accompanying drawings in which:

FIG. 1 illustrates the system for collaborative document creation of an embodiment of
the invention.

FIG. 2 illustrates the document structure in storage of an embodiment of the invention.

FIG. 2A illustrates the general method of the present invention.

FIG. 3 illustrates the document creation process of an embodiment of the method for

collaborative document creation of the invention.

FIG. 4 illustrates a protocol diagram for the document creation process.

FIG. 5 illustrates the document update process of an embodiment of the method for

collaborative document creation of the invention.

FIG. 6 illustrates a protocol diagram for the document update process.

FIG. 7 illustrates the process of creating and verifying document integrity information.

FIG. 8 illustrates document verification process fiow.

FIG. 9 illustrates the steps of a further method for creating collaborative document.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention provides a system and method for collaborative document
creation. In particular, the invention relates to systems and methods that facilitate
aggregation of signatures validly created by more than one contributor to the

collaborative document.

Hereinafter, this specification will describe the present invention according to the
preferred embodiments. It is to be understood that limiting the description to the
preferred embodiments of the invention is merely to facilitate discussion of the present

invention and it is envisioned without departing from the scope of the appended claims.

Referring to Figure 1, a system 100 for collaborative document creation is provided. The
system 100 includes a storage server 101 connected to a document management server
102. The document management server 102 runs a document management module 103
which users interact with through user 104 to obtain services. The document
management module 103 receives requests from users and replies to them following
defined methods for each request. As such, the document management module 103 is
the module which executes the access control as defined by a main author of a
document. In processing requests, the document management module 103 may store or
extract documents from the storage server, and interact with other modules in the

document management server 102 for specific functions.

The document management server 102 includes an aggregate signature module 105.
The aggregate signature module 105 on the document management server 102
produces one aggregate signature to verify sections of the whole document. The
aggregate signature module 105 further comprises steps of signing a message: using a
signing key of the server to sign a given message; verifying a single signature and
message: given a signature, a verification key, and a message, the aggregate signature
module 105 returns Success if the signature is valid on the message and verification
key. Otherwise it outputs Fail; aggregating a set of signatures: this action produces one
signature, that is a document signature; and verifying aggregate: given an aggregate

signature, that is a document signature, a set of verification keys and a set of messages,



10

15

20

25

30

WO 2014/204292 PCT/MY2014/000067

10

the aggregate signature module 105 outputs Success if every message is signed with
the corresponding signing key of the given set of verification keys. Otherwise it outputs
Fail.

On the clients 104 of the system 100 which are used by the users, there are digital
signature modules 106 for signing a message: using signing keys of the users to sign a
given message; verifying a single signature and message: given a signature, a
verification key, and a message, the digital signature modules 106 return Success if the
signature is valid on the message and verification key. Otherwise they output Fail; and
verifying aggregate: given an aggregate signature, that is a document signature, a set of
verification keys and a set of messages, the digital signature modules 106 output
Success if every message is signed with the corresponding signing key of the given set

of verification keys. Otherwise they output Fail.

The document management server 102 and users must have a pair of signing and
verification keys, and the users must be registered with the system 100 such that the
document management server 102 knows every user’'s unique identifier and verification
key. The users’ verification keys can be stored in the document management server 102
or in a specialized repository which can be accessed by the document management
server 102 and all users. The method of generating the key pairs and obtaining users’

verification key is not considered within the scope of this invention.

As will be discussed in more detail below, the users of the system 100 may be divided
into different categories as said users may take up different roles in the system. For
example, the initiator of the document to be created may be considered the main author
107. The main author 107 establishes the document on the system 100 and rules
governing the document and its alteration. Those who will be involved in the updating of
the document, that is those who will be authorised to make changes to the document,
may be considered co-authors 108. It is also envisaged that other parties may have
access to the document, but as a read only copy. Such parties may be considered
readers 109 of the document.
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Referring briefly to Figure 2, the document structure in storage 200 is illustrated. The
document 201 includes a number of sections, generally as identified by the main author
107. An authorisation list 202 provides a listing of the sections of the document 200 and
the users authorised to make alterations to each section of the document 200. As will be
discussed in more detail below, on making alterations to the relevant section of the
document 200, signatures of the users 203 are obtained and those signatures are
aggregated 204 to obtain a document signature 205. The document signature 205,
together with a hash of the document 206 and an authorisation list signature 207 are
used to form document integrity information 208.

The system 100 and methods of using the system 100 provide for creation and storage
of documents and updating of documents by designated co-authors 108. Both methods,
those being the creation and storage of documents and updating of documents, are
designed to allow more than one users access to collaboratively write a document while
maintaining authorization control and providing assurance of authorship. As will be
discussed in more detail below, using an aggregate signature, the verification of
documents requires verification of only one aggregate signature, instead of one
signature per section or one signature per author. In addition, the aggregate signature of
the document can be updated by the document management server 102 as one section

is updated by a co-author 108 without involving other co-authors 108.

Referring to Figure 2A, a general method for non-repudiable updates of document of the
present invention is illustrated. The collaborative document is first created (252).
Thereafter, the said collaborative document us updated and the document signature is
updated accordingly (254). Further, said document is verified by verifying only one
aggregate signature to verify entire sections of the whole document (256).

Referring to Figure 3, the method of document creation and storage 300 by the main
author 107 of the document 201 is illustrated. The main author 107 creates to document
and partitions the document content into sections 301. The main author 107 then signs
every section 302 and creates an authorization list 303, specifying which user is
authorized to edit each of the sections. Initially, as mentioned above, every section is
signed 302 by the main author 107. The list of section signatures will have signatures by
other users when the sections are updated by co-authors 108 as discussed below. The
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authorization list 202 contains all of the section names and the corresponding co-authors
108, the document name and one piece of static information about the document 201.
An example of the static information is a hash of the section names list. The
authorization list is signed 304 by the main author 107 to assure its integrity. This list
cannot be edited by anyone except by the author. The main author 107 then sends 305
the document, the authorization list 202, the list of section signatures and the

authorisation list signature 207 to the document management server 102.

As briefly discussed above, the document management server 102 then aggregates the
signatures to create a document signature 306 and verifies the document signature 307.
If this generates a Fail, the document management server 102 notifies the main author
107 of document rejection 308. If Success is identified, the document management
server 102 verifies the authorisation list signature 309. If this Fails, the main author 107
is notified of rejection 308, but if this shows Success the document management server

102 send the document signature 205 to the main author 310.

When the main author 107 has the document signature 205, the main author 107 forms
document integrity information 311 as discussed above and as discussed in more detail
below with reference to Figure 7. The main author 107 then sends 312 the document
integrity information 208 to the document management server 102. The document
management server 102 then verifies the document integrity information 313. If this
Fails, the main author 107 is notified of rejection 308. If this proves a Success the
document management server 102 stores 314 the document 201, the authorisation list
202, the authorisation list signature 207, the document signature 205, the list of section
signatures 203 and the document integrity information 208. The document management

server 102 then notifies the main author 107 of successful document storage 315.

For reference, a protocol diagram for the document creation process as illustrated in

Figure 3 is outlined in Figure 4.

Referring to Figure 5, the method of document updating 500 is illustrated. In this
process, a user initially sends a retrieve request, including the user’s identifier and the

document name 501. The document management server 102 first verifies the document
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502 and verifies the authorization list 503 to ensure the document 201 and the
authorisation list 202 have not been modified. This may involve verifying the document
integrity information 208 and occurs before sending the document and related data to
the user. If the document Fails to be verified, the process is terminated. If the
authorisation list Fails to be verified, the document management server 102 sends a
read-only copy of the document 201 to the user 504. If the verification of the document
502 and verification of the authorisation list 503 both indicate Success, the document
management server 102 checks whether the user identifier supplied by the user is
included in the authorisation list 505. If not, a read-only copy of the document is sent to
the user 504. If the user identifier is included in the authorisation list the document
management server 102 sends an editable copy of the document 201 to the user 506.

On receipt of the document 201, the user then verifies the document 507. If this Fails,
the process is terminated. If this shows Success the user updates a section of the
document 508. The user then signs the section that has been updated with their user
identifier and a current timestamp 509 and sends the updated document with the new

section signature to the document management server 510.

The server then checks the authorisation list 511 to ensure that the user is authorised to
make alterations to the section. If not, the document management server 102 notifies the
user of unauthorised update 514. If authorisation is confirmed the document
management server 102 verifies the new section signature 513. If this Fails the
document management server 102 notifies the user of update rejection 512. If this
shows Success the server replaces the signature of the section in the list of section
signatures 203 with the new section signature 515 and aggregates the signatures in the
list 516. The server then verifies the new document signature 517. If this Fails the server
notifies the user of update rejection 512. If this shows Success the server sends the user

the new document signature 518.

On receipt of the new document signature, the user creates new document integrity
information and sends this to the document management server 519. The document
management server 102 then verifies the new document integrity information 520. If this

Fails, the user is notified of update rejection 512, If this shows Success the document
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management server 102 stores the document and related data 521. The document

management server 102 then notifies the user of document update success 522.

For reference, a protocol diagram for the document update process as illustrated in
Figure 5 is outlined in Figure 6.

Referring to Figure 7, a process of creating and verifying document integrity information
is illustrated. Creation of the document integrity information 710 includes an initial step of
the document management server 102 sending 711 a user the document signature 205
and the authorisation list signature 207. The user then hashes the document 712 and
concatenates data 713 including the document hash 206, the document signature 205

and the authorisation list signature 207. The user then signs the string 714.

The verification process 720 includes an initial step of the document management server
hashing the document 721. The server then extracts the document signature 205 and
the authorisation signature 207 from storage or memory 722 and concatenates data 723
including the document hash 206, the document signature 205 and the authorisation list
signature 207. The document management server 201 then inputs the document
integrity information 208 and the string to the digital signature module 106 of the user
724. The digital signature module output is taken as the result 725.

Referring to Figure 8, a document verification process flow is illustrated. On the server
side of the process 810 the server verifies the document integrity information 811. If this
Fails the document is considered to be not authentic 812. If this shows Success the
server verifies the document signature 813. Again if this Fails, the document is
considered to be not authentic 812. If this shows Success the process is concluded and
the documents authenticity confirmed 814. On the user side of the process 820 the user
verifies the document signature 821. If verification of document signature fails, the
document is considered not authentic 822 and if verification of document signature is

successful, the process is concluded and the documents authenticity confirmed 823.

Referring to Figure 9, a further method for creating collaborative document is illustrated.

User hashes the document (902) and concatenates the document hash, the document
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signature and the authorization list signature (904). Thereafter, user signs the string
(906) and sends the signature to the server (908). The server concatenates the
document hash, the document signature and the authorization list signature (910).
User’s signature is verified on the string (912) and upon successful verification of user’s
signature, the string is signed (914) and user's signature is combined with server's
signature (916). Subsequently, user’s signature and server’s signature is deleted (918)
and server's verification key is combined with user’s verification key (920). However,
should the verification of user’s signature on the string fails, the process of creating

collaborative document ends.

As discussed above, in order to link the document 201 and the authorization list 202, the
user who last edits the document signs a string which is a concatenation of the hash of
the document 206, the document signature 205 and the authorization list signature 207.
This signature is named the document integrity information 208. This way no adversary
can replace the authorization list 202 with an authorization list of another document. A
motivation for the adversary to do this is to gain editing authorization to a document for
which he or she is not named as co-author. In addition, because of the algorithm for
aggregate signature verification, it is possible for an adversary to add a section to the
document undetected. So, the hash of the document 206 must be recorded and
protected against replacement. A user is required to sign the defined string so that if the
adversary gets control of the document management server 102 and hence the server's

signing key, the adversary still would not be able to corrupt the document integrity data.

The invention describes a system and methods to provide non-repudiation of document
content creation by all co-authors by having them to digitally sign the sections they
updated. However, by deploying aggregate signature, verification of the document
signature takes less time than verifying every section signature. Besides that, the
methods are carefully designed to make any modification to the document or their
related data by an adversary who gets control of the document management server can
be detected.

Unless the context requires otherwise or specifically stated to the contrary, integers,

steps or elements of the invention recited herein as singular integers, steps or elements



10

15

WO 2014/204292 PCT/MY2014/000067

16

clearly encompass both singular and plural forms of the recited integers, steps or

elements.

Throughout this specification, unless the context requires otherwise, the word
“comprise”, or variations such as “comprises” or “comprising”, will be understood to imply
the inclusion of a stated step or element or integer or group of steps or elements or
integers, but not the exclusion of any other step or element or integer or group of steps,
elements or integers. Thus, in the context of this specification, the term “comprising” is
used in an inclusive sense and thus should be understood as meaning “including

principally, but not necessarily solely”.

It will be appreciated that the foregoing description has been given by way of illustrative
example of the invention and that all such modifications and variations thereto as would
be apparent to persons of skill in the art are deemed to fall within the broad scope and

ambit of the invention as herein set forth.
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CLAIMS

A system (100) for non-repudiable collaborative updates of document creation

comprising:

at least one document management server (102) adapted to manage
document storage (101) and having an associated pair of signing and
verification keys;
at least two clients (104) each having a unique identifier and a pair of
signing and verification keys, said verification keys of said clients being
available to said document management server (102) and to other clients;
at least one document management module (103) adapted to receive
service requests from said clients;
at least one aggregate signature module (105) residing in
said document management server; and
a corresponding number of digital signature modules (106) residing in
each of said clients;
characterized in that said aggregate signature module (105)
produces one aggregate signature to verify sections of the whole
document; said aggregate signature module further comprises steps of:
signing messages using the document management server signing
key;
verifying signatures on messages given a signature, verification key
and message;
aggregating a set of signatures to produce an aggregate signature;
and
verifying said aggregate signature given said aggregate signature, a

set of associated verification keys and a set of associated messages.

A system (100) according to claim 1, wherein the corresponding number
of digital signature modules (106) associated with each of said clients
further having means for:

signing messages using the respective client signing keys;
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verifying signatures and messages given a signature, verification key
and message; and
verifying said aggregate signature given said aggregate signature, a

set of associated verification keys and a set of associated messages.

A system (100) according to claim 1, wherein interactions between said clients
and said document management server (102) are conducted over an

authenticated channel.

A system (100) as claimed in claim 1, wherein said document storage (101) is
located on a storage server connected to said document management server
(102).

A system (100) as claimed in claim 1, wherein said document management
module (103) is adapted to store and extract documents from said storage server
(102).

A system (100) as claimed in claim 1, wherein said document management

module (103) is located in said document management server (102).

A system (100) as claimed in claim 1, wherein said verification keys are stored in
the document management server (102) or in a separate repository that is

accessible to said document management server and said clients.

A method (250) for non-repudiable updates of document; the method comprising
steps of:

creating collaborative document (252);

updating collaborative document (254);

verifying document integrity (256)

characterized in that updating collaborative document (254) further

comprises steps of:

a client sending a document extraction request with a user

identifier to said document management server (501);
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said document management server verifying document integrity
information (501a);

said document management server verifying said document
signature (502);

said document management server verifying said authorisation list
signature (503);

said document management server checking whether said user
identifier is included in said authorisation list (505);

if said user identifier is included in said authorisation list, said
document management server sending an editable form of said
document to said user together with said document signature
(506);

said user verifying the document signature (507);

said user updating a section of said document to form an updated
document (508);

said user signing the updated section of said updated document
appended with said user identifier and current timestamp to form a
new section signature (509);

said user sending the updated document and new section
signature to said document management server (510);

said document management server confirming with said
authorisation list that said user is authorised to update said
section (511);

said document management server verifying said new section
signature (513);

said document management server updating said list of section
signatures (515) and aggregating said signatures to form a new
document signature (516);

said document management server verifying said new document
signature (517);

said document management server sending said new document
signature and said authorisation list signature to said user (518);
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said user hashing the updated document and signing a string
containing the hash of said document, said new document
signature and said authorisation list signature to form new
document integrity information;

said user sending said document integrity information to said
document management server (519);

said document management server verifying said new document
integrity information (520); and

said document management server storing said updated
document, said authorisation list; said updated list of section
signatures; said new document signature, said new document

integrity information and a user identifier (521).

A method (300) according to claim 8, wherein creating collaborative document

(252) further comprising steps of:

a user creating a document with defined sections (301);

said user signing each of said defined sections to form a list of section
signatures (302);

said user creating an authorisation list and signing said authorization list
(303, 304),

said user sending said document, said authorization list, said list of
section signatures and said authorisation list signature to at least one
document management server (305);

said document management server aggregating signatures in said list of
section signatures to form a document signature (306);

said document management server verifying said document with said
document signature (307);

said document management server verifying said authorisation list with
said authorisation list signature (309},

said document management server sending said document signature to
said user (310);
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said user hashing said document and signing a string containing said
hash of said document, said document signature and said authorisation
list signature to form document integrity information (311);

said user sending said document integrity information to said document
management server (312);said document management server verifying
said document integrity information (313); and

said document management server storing said document, said
authorisation list, said list of section signatures; said document signature,

said document integrity information and a user identifier (314).

A method as claimed in claim 9 , wherein said authorisation list comprises at
least the name of said document, a list of all sections of said document, a list of
users authorised to update each section of said document and a static content of

said document.

A method as claimed in claim 10, wherein said static content of said document is

hash of said list of all sections of said document.

A further method (900) for creating collaborative document as claimed in claim 8,
further comprising steps of:
hashing document (902) and concatenating said document hash,
document signature and authorization list signature (904);
signing string (906) and sending signature to server (908);
concatenating said document hash, document signature and
authorization list signature at server (910);
verifying user signature on said string (912);
signing said string (914) and combing user’s signature and server’s
signature (916);
deleting user’s signature and server’s signature (918); and

combining server verification key and user’s verification key (920).
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A method (800) as claimed in claim 8, wherein verification of said document by
said document management server comprises:

verifying said document integrity information (811); and

if verified, verifying said document signature (813); or

if not verified, stopping said method (812).

A method (700) as claimed in claim 8, wherein verifying said document integrity
information by said document management server comprises:
creating document integrity information by:
sending document signature and authorization list signature to
user (711);
hashing said document by user (712);
concatenates document hash, document signature and
authorization list signature by user (713);
signing the string by user (714)
verifying said document integrity information by:

hashing said document (721);
extracting said document signature and said authorisation list
signature (722);
forming a string containing the document hash, said document
signature and said authorisation list signature
(723),
inputting to a digital signature module associated with a client of a
user the document integrity information and said formed string and
a user verification key associated with a user whose user identifier
is in the document integrity information (724), and
taking the output of the module as the result (725).
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