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DIGITAL CREDENTIAL AUTHENTICATION
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BACKGROUND OF THE INVENTION

[0002] A database system distributes cryptographic digital credentials to a user to allow the
user to prove qualifications (e.g., a degree, employment experience, health insurance coverage,
etc.). Credentials can be assigned to a user by a trusted third party client of the database system
(e.g., a university, an insurer). In order for the user to securely take advantage of the credential
system, the user must possess an authentication device for storing and providing the credentials.
This creates a problem of how to register with the database system a trusted authentication device

associated with the user.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0004] Figure 1A is a block diagram illustrating an embodiment of a network system.
[0005] Figure 1B is a block diagram illustrating an embodiment of an authentication device.
[0006] Figure 1C is a block diagram illustrating an embodiment of a digital credential
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aware identity and access management service.

[0007] Figure 1D is a flow diagram illustrating an embodiment of a process for creating an

identity mapping on a distributed ledger.

[0008] Figure 1E is a flow diagram illustrating an embodiment of a process for responding

to a proof request challenge.

[0009] Figure 1F is a flow diagram illustrating an embodiment of a process for providing a
proof request.
[0010] Figure 2A is a diagram illustrating an embodiment of a system for credential storing

and verifying using a distributed ledger.

[0011] Figure 2B is a diagram illustrating an embodiment of a DCIAMS.

[0012] Figure 2C is a diagram illustrating an embodiment of a holder device.
[0013] Figure 2D is a diagram illustrating an embodiment of a distributed ledger.
[0014] Figure 2E is a diagram illustrating an embodiment of a credential.

[0015] Figure 2F is a diagram illustrating an embodiment of a presentation.

[0016] Figure 2G is a flow diagram illustrating a process for credential storing and

verifying using a distributed ledger.

[0017] Figure 2H is a flow diagram illustrating an embodiment of a process for storing a

document on a distributed ledger.

[0018] Figure 21 is a flow diagram illustrating an embodiment of a process for verifying a
credential.

[0019] Figure 3A is a block diagram illustrating an embodiment of a network system.
[0020] Figure 3B is a block diagram illustrating an embodiment of an authentication device.
[0021] Figure 3C is a block diagram illustrating an embodiment of a digital credential

aware identity and access management service (DCIAMS).

[0022] Figure 3D is a flow diagram illustrating an embodiment of a process for
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authenticating a login.

[0023] Figure 3E is a flow diagram illustrating an embodiment of a process for credential

based app authorization.

[0024] Figure 3F is a flow diagram illustrating an embodiment of a process for determining

a uniform record identifier using a QR code process.

[0025] Figure 3G is a flow diagram illustrating an embodiment of a process for determining

whether a proof response is valid.

[0026] Figure 3H is a flow diagram illustrating an embodiment of a process for a digital
identity application.

[0027] Figure 4A is a block diagram illustrating an embodiment of a network system.
[0028] Figure 4B is a block diagram illustrating an embodiment of an authentication device.
[0029] Figure 4C is a block diagram illustrating an embodiment of a digital credential

aware identity and access management service.

[0030] Figure 4D is a block diagram illustrating an embodiment of a user system.

[0031] Figure 4E is a flow diagram illustrating an embodiment of a process for accessing a
network application.

[0032] Figure 4F is a flow diagram illustrating an embodiment of a process for signing in

using a proximity authentication device challenge.

[0033] Figure 4G is a flow diagram illustrating an embodiment of a process for credential

based authorization.

[0034] Figure 4H is a flow diagram illustrating an embodiment of a process for providing a

session keypair and authentication token to a user device.

[0035] Figure 41 is a flow diagram illustrating an embodiment of a process for a credential
challenge.

[0036] Figure 4] is a flow diagram illustrating an embodiment of a process for a digital
identity application.
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[0037] Figure 4K is a flow diagram illustrating an embodiment of a process for providing

an authentication token.

[0038] Figure 5A is a block diagram illustrating an embodiment of a network system.
[0039] Figure 5B is a block diagram illustrating an embodiment of an authentication device.
[0040] Figure 5C is a block diagram illustrating an embodiment of a digital credential

aware identity and access management service (DCIAMS).

[0041] Figure 5D is a flow diagram illustrating an embodiment of a process for credential

authentication.

[0042] Figure 5E is a flow diagram illustrating an embodiment of a process for a digital
identity application.

[0043] Figure 5F is a flow diagram illustrating an embodiment of a process for determining

whether a proof response is valid.

[0044] Figure 6A is a block diagram illustrating an embodiment of a network system.
[0045] Figure 6B is a block diagram illustrating an embodiment of an authentication device.
[0046] Figure 6C is a block diagram illustrating an embodiment of a digital credential

aware identity and access management service (DCIAMS).

[0047] Figure 6D is a flow diagram illustrating an embodiment of a process for credential
authentication.
[0048] Figure 6E is a flow diagram illustrating an embodiment of a process for providing a

challenge to a user authentication device.

[0049] Figure 6F is a flow diagram illustrating an embodiment of a process for determining

whether a response is valid.

[0050] Figure 6G is a flow diagram illustrating an embodiment of a process for determining

whether a response is valid.

[0051] Figure 6H is a flow diagram illustrating an embodiment of a process for responding

to a signature challenge.
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[0052] Figure 6] is a flow diagram illustrating an embodiment of a process for responding

to a credential challenge.

[0053] Figure 6] is a flow diagram illustrating an embodiment of a process for an

application system.

[0054] Figure 7A is a block diagram illustrating an embodiment of a network system.
[0055] Figure 7B is a block diagram illustrating an embodiment of an authentication device.
[0056] Figure 7C is a block diagram illustrating an embodiment of a digital credential

aware identity and access management service (DCIAMS).

[0057] Figure 7D is a block diagram illustrating an embodiment of an application system.
[0058] Figure 7E is a block diagram illustrating an embodiment of a user system.

[0059] Figure 7F is a flow diagram illustrating an embodiment of a process for providing
access.

[0060] Figure 7G is a flow diagram illustrating an embodiment of a process for an

authentication device.

[0061] Figure 7H is a flow diagram illustrating an embodiment of a process for an

application system.

[0062] Figure 71 is a flow diagram illustrating an embodiment of a process for a user
system.

[0063] Figure 8A is a block diagram illustrating an embodiment of a network system.
[0064] Figure 8B is a block diagram illustrating an embodiment of an authentication device.
[0065] Figure 8C is a block diagram illustrating an embodiment of a digital credential

aware identity and access management service (DCIAMS).

[0066] Figure 8D is a flow diagram illustrating an embodiment of a process for preparing

an authentication device for credentialing.

[0067] Figure 8E is a flow diagram illustrating an embodiment of a process for preparing a
DCIAMS for credential authentication.
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[0068] Figure 8F is a flow diagram illustrating an embodiment of a process for unlocking a
lock.

[0069] Figure 8G is a flow diagram illustrating an embodiment of a process for credential
authentication.

[0070] Figure 8H is a flow diagram illustrating an embodiment of a process for determining

whether a proof response is valid.

[0071] Figure 9A is a block diagram illustrating an embodiment of a network system.
[0072] Figure 9B is a block diagram illustrating an embodiment of an authentication device.
[0073] Figure 9C is a block diagram illustrating an embodiment of a digital credential

aware identity and access management service (DCIAMS).

[0074] Figure 9D is a flow diagram illustrating an embodiment of a process for preparing

an authentication device for credential authentication.

[0075] Figure 9E is a flow diagram illustrating an embodiment of a process for preparing a
DCIAMS for credential authentication.

[0076] Figure 9F is a flow diagram illustrating an embodiment of a process for credential

authentication.

[0077] Figure 9G is a flow diagram illustrating an embodiment of a process for credential

authentication.

[0078] Figure 9H is a flow diagram illustrating an embodiment of a process for determining

whether a proof response is valid.

[0079] Figure 10A is a block diagram illustrating an embodiment of a network system.
[0080] Figure 10B is a block diagram illustrating an embodiment of an authentication
device.

[0081] Figure 10C is a block diagram illustrating an embodiment of a digital credential

aware identity and access management service (DCIAMS).

[0082] Figure 10D is a flow diagram illustrating an embodiment of a process for preparing
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an authentication device for credential authentication.

[0083] Figure 10E is a flow diagram illustrating an embodiment of a process for preparing a
DCIAMS for credential authentication.

[0084] Figure 10F is a flow diagram illustrating an embodiment of a process for accessing a
network.

[0085] Figure 10G is a flow diagram illustrating an embodiment of a process for credential
authentication.

[0086] Figure 10H is a flow diagram illustrating an embodiment of a process for

determining whether a proof response is valid.

[0087] Figure 101 is a flow diagram illustrating an embodiment of a process for

authenticating network access.

[0088] Figure 11A is a block diagram illustrating an embodiment of a network system.
[0089] Figure 11B is a block diagram illustrating an embodiment of an authentication
device.

[0090] Figure 11C is a block diagram illustrating an embodiment of a digital credential

aware identity and access management service (DCIAMS).

[0091] Figure 11D is a flow diagram illustrating an embodiment of a process for preparing

an authentication device for credential authentication.

[0092] Figure 11E is a flow diagram illustrating an embodiment of a process for preparing a

DCIAMS for credential authentication.

[0093] Figure 11F is a flow diagram illustrating an embodiment of a process for check in.
[0094] Figure 11G is a flow diagram illustrating an embodiment of a process for credential
authentication.

[0095] Figure 11H is a flow diagram illustrating an embodiment of a process for

determining whether a proof response is valid.

[0096] Figure 111 is a flow diagram illustrating an embodiment of a process for providing a
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location specific message.

DETAILED DESCRIPTION

[0097] The mvention can be implemented in numerous ways, including as a process; an
apparatus; a system; a composition of matter; a computer program product embodied on a computer
readable storage medium; and/or a processor, such as a processor configured to execute instructions
stored on and/or provided by a memory coupled to the processor. In this specification, these
implementations, or any other form that the invention may take, may be referred to as techniques.
In general, the order of the steps of disclosed processes may be altered within the scope of the
invention. Unless stated otherwise, a component such as a processor or a memory described as
being configured to perform a task may be implemented as a general component that is temporarily
configured to perform the task at a given time or a specific component that is manufactured to
perform the task. As used herein, the term ‘processor’ refers to one or more devices, circuits,

and/or processing cores configured to process data, such as computer program instructions.

[0098] A detailed description of one or more embodiments of the invention is provided
below along with accompanying figures that illustrate the principles of the invention. The
invention is described in connection with such embodiments, but the invention is not limited to any
embodiment. The scope of the invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and equivalents. Numerous specific details are
set forth in the following description in order to provide a thorough understanding of the invention.
These details are provided for the purpose of example and the invention may be practiced according
to the claims without some or all of these specific details. For the purpose of clarity, technical
material that is known in the technical fields related to the invention has not been described in

detail so that the invention is not unnecessarily obscured.

[0099] The system for digital credentialing is designed to empower individual users to own
their verifiable professional identity and to be able to enable this identity to be useable in scenarios
where a verified identity allows access by providing proof of identity. An application might use the
system to prove the identity or verify a user’s access ability to something. The application queries
the system regarding a proof of identity and the user provides the proof using a credential to the
system that is ultimately passed to the application to prove identity of the user. The system allows
an application developer to pick attributes that an application challenges for and the sources that

will satisfy any given challenge. The proof of identity is embodied in a digital credential that is
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able to be secured using a combination of cryptography and a distributed ledger (e.g., a
decentralized ledger, a permissioned ledger, a public ledger, etc.) to assure legitimacy of the proof

of identity.

[00100] A system for digital credentialing receives the digital credential from a credential
issuing system. The system for digital credentialing stores user information for the user. The system
for digital credentialing further determines a set of credentials available to the user based on the
user information as well as stores a record of previously issued credentials. The credentials
comprise categories satisfied by the user information at differing levels of specificity (e.g., greater
than an amount, in a range of amounts, less than an amount, etc.). For example, in the case where
the user comprises an employee eaming $95,000 per year, the system for digital credentialing could
determine credentials available to the user indicating that the user earns more than $60,000 per
year, that the user eams more than $80,000 per year, that the user earns in the range of $90,000 -
$100,000 per year, etc. When the user interacts with the system for digital credentialing using a
credential requesting app or application, the system determines the set of credentials available to
the user and provides the list of credentials to the credential requesting app or application. The user
can then provide (e.g., from a storage on a user device) one or more available credentials to the

credential requesting app or application.

[00101] In various embodiments, a credential comprises data that is validated or verified to
be authentic — for example, data verifying academic diplomas, academic degrees, certifications,
security clearances, identification documents, badges, passwords, user names, keys, powers of

attorney, human resource data, personal information, or any other relevant information,

[00102] ‘When a user indicates to provide a credential, a credential is provided to the system
for digital credentialing. The system determines whether the credential is valid for the user, and in
the event the credential is valid for the user, the system provides it to the application to prove
identity and enable access. By enabling the transfer of personal information between disparate
database systems using authenticated credentials, this system allows that transfer of information
with a level of trust and security not previously accomplished. This allows the reduction or
elimination of problems such as data theft during information transfer and misrepresentation of

personal information.

[00103] The system is a better computer system enabling efficient secure proof of identity
and enablement of access. For example, the system is set up to securely receive and provide

credentials. The security protocols and the distributed ledger storage enable the credentials to act

10
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as a trusted source. The credentials can then be used to provide access or prove identity enabling a
system to trust the user. In the disclosed below, example use cases and/or example applications are

described for digital credentials.
Case A — Digital Credential Authentication

[00104] A system for creating an identity mapping on a distributed ledger comprises an
interface configured to receive a request to create an identity mapping on a distributed ledger, and a
processor configured to generate an identity key pair, generate a mobile encryption key, encrypt a
private identity key of the identity key pair using the mobile encryption key to create an encrypted
private key, store the encrypted private key, create a mapping document, sign the mapping
document with the private identity key of the identity key pair, and provide the signed mapping

document to be stored in a distributed ledger.

[00105] A system for creating an identity mapping on a distributed ledger comprises an
authentication device in communication with a distributed ledger (e.g., a permissioned ledger, a
public ledger, a decentralized ledger, a blockchain, etc.). The identity mapping enables being able
to securely and verifiably provide credentials from a user’s authentication device to a requestor
(e.g., a requesting application). The authentication device comprises a computing device (e.g., a
computer, a smartphone, a tablet, etc.). For example, the authentication device comprises a mobile
computing device. An identity mapping comprises a mapping from a user identifier to an
authentication device public key. For example, an authentication device public key comprises a
public key of an identity key pair (IKP) of the authentication device. The IKP comprises a public
key and a private key (e.g., a public identity key and a private identity key). The public key is
public (e.g., publicly known and shared widely) and the private key is private (e.g., known only to
the authentication device as a carefully guarded secret). Another system can securely send data to
the authentication device by encrypting the data using the authentication device public key. It can
then only be decrypted using the authentication device private key (e.g., it can only be decrypted by
the authentication device). Conversely, if the authentication device can sign data by encrypting the
data using the authentication device private key. The authentication device private key cannot be
recovered from the signed data, however, the signed data can be decrypted using the authentication
device public key (e.g., proving that the signed data comes from the authentication device). Storing
a mapping in a distributed ledger from a user identifier to a public key value comprises a method of

publicizing the public key value in a trusted way and of indicating that the user is in good standing.

[00106] The authentication device creates an IKP comprising a public key and a private key.

11
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For example, the IKP is generated using an RSA algorithm or an ed25519 algorithm. A mapping
document is created (e.g., according to the world wide web consortium decentralized identifier
(DID) document specification). For example, the mapping document maps a user identifier to the
authentication device public key value. In some embodiments, the user identifier comprises a
public key. In some embodiments, the user identifier is a random value and the mapping document
points to the current public key associated with this value — this enables key rotation. In some
embodiments, the form of the mapping doc includes four sections or key/value pairs: 1) an
identifier key/value pair, 2) a JSON-LD reference which designates the schema for the doc, 3) the
public key being registered, and 4) an agent endpoint that other parties can use to discover or
interact with. The mapping document is then signed using the authentication device private key and
submitted to a decentralized ledger for storage. For example, a permissioned writer of the
decentralized ledger receives the mapping document, verifies that the authentication device is a
trusted source, and adds the mapping document to the decentralized ledger. In some embodiments,
the mapping document includes a decentralized identifier. The authentication device then securely
stores the IKP private key. For example, the authentication device generates a mobile encryption
key that is securely stored on the authentication device (e.g., using dedicated hardware for securely
storing mobile encryption key data). In some embodiments, the encryption key is stored in a secure
enclave like a hardware security module (HSM) that the mobile encryption key data cannot leave.
The IKP private key is encrypted using the mobile encryption key and only the encrypted IKP
private key is stored. Decrypting the encrypted IKP private key requires access to the mobile

encryption key, which is access limited, for example, using a biometric.

[00107] Figure 1A is a block diagram illustrating an embodiment of a network system. In
some embodiments, the network system of Figure 1A comprises a network system for a database
processing system. In the example shown, Figure 1A comprises network 1A00. In various
embodiments, network 1A00 comprises one or more of the following: a local area network, a wide
area network, a wired network, a wireless network, the Internet, an intranet, a storage area network,
or any other appropriate communication network. Authentication device 1A02, distributed ledger
1A04, digital credential aware identity and access management service (DCIAMS) 1A06, and data
base system 1A08 communicate via network 1 A00. Authentication device 1A02 comprises an
authentication device associated with a user (e.g., a user of database system 1A08). For example,
authentication device 1A02 comprises a computer, a smartphone, a tablet, a mobile device, etc.
Distributed ledger 1A04 comprises a distributed ledger (e.g., a blockchain). For example,
distributed ledger 1A04 is stored on a plurality of systems and comprises one or more permissioned

writer systems for writing to the distributed ledger. DCIAMS 1A06 comprises a system for

12
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interacting with authentication device 1A02, distributed ledger 1 A04, database system 1A08, and
any other appropriate systems. DCIAMS 1A06 comprises a system for coordinating a login for
database system 1A08, for providing a credential to authentication device 1A02, for requesting a
credential from authentication device 1A02, for verifying a user identifier or a signature in
distributed ledger 1A04, etc. Database system 1 A08 comprises a system for executing a database
application, storing database data, requesting database data, creating a report based on database
data, creating a document, accessing a document, etc. In some embodiments, DCIAMS 106 helps

to protect application systems other than database systems.

[00108] Authentication device 1 A02 comprises a system for creating an identity mapping on
a distributed ledger (e.g., on distributed ledger 1A04). For example, authentication device 1A02
comprises a system for receiving a request to create an identity mapping on a distributed ledger,
generating an IKP, generating a mobile encryption key, encrypting a private identity key of the IKP
using the mobile encryption key to create an encrypted private key, storing the encrypted private
key, creating a mapping document, signing the mapping document with the private identity key of

the IKP, and providing the signed mapping document to be stored in a distributed ledger.

[00109] Figure 1B is a block diagram illustrating an embodiment of an authentication device.
In some embodiments, authentication device 1B00 of Figure 1B comprises authentication device
1A02 of Figure 1A. In the example shown, authentication device 1B00 comprises interface 1B02.
For example, interface 1B02 comprises an interface for receiving data, providing data, receiving a
request for data, etc. Processor 1B04 comprises a processor for executing applications 1B06.
Applications 1B06 comprises digital identity application 1B08 and any other appropriate
applications. Digital identity application 1B08 comprises an application for creating an identity
mapping on a distributed ledger. For example, digital identity application 1B08 comprises an
application for generating an IKP, generating a mobile encryption key, encrypting a private identity
key of the IKP using the mobile encryption key to create an encrypted private key, storing the
encrypted private key, creating a mapping document, signing the mapping document with the
private identity key of the IKP, and providing the signed mapping document to be stored in a
distributed ledger. Digital identity application 1B08 additionally comprises an application for
receiving a proof request challenge, determining a set of stored digital credentials, determining a
subset comprising the credentials of a set of stored digital credentials that satisfy the proof request
challenge, providing a user interface for allowing a user to select a digital credential of the subset
that satisfies the proof request challenge, providing a proof response comprising the selected digital

credential, and proof of control of said credential through a digital signature. In some embodiments,
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the proof response comprises a signed verifiable form of the digital credential. In some
embodiments, processor 1B04 is configured to install digital identity application 1B08 (e.g., upon

receiving an indication to install the digital identity application).

[00110] Secure enclave 1B10 comprises a secure system for storing a mobile encryption key.
Secure enclave 1B10 comprises mobile encryption key 1B12 and encryption decryption application
1B14. For example, secure enclave 1B10 comprises multiple mobile encryption keys, an
application for generating and/or removing mobile encryption keys, etc. Secure enclave 1B10
comprises a system for receiving data, transforming it by encrypting and/or decrypting the data
using a mobile encryption key or keys, and providing the transformed data. For example, secure
enclave 1B10 is configured to only provide transformed input data and not to provide mobile
encryption key 1B12. In some embodiments, functionality of secure enclave 1B10 is access limited
using a biometric (e.g., a fingerprint, a retina scan, a DNA scan, etc.) or a personal identification
number (PIN) to protect enclave access. Authentication device 1B00 additionally comprises storage
1B16. Storage 1B16 comprises encryption keys 1B18, for example comprising a public key of an
identity key pair, a private key of an identity key pair, a private key of an identity key pair
encrypted using mobile encryption key 1B12, etc. Storage 1B16 additionally comprises digital
credentials 1B1B0, comprising digital certificates representing qualifications (e.g., a college
degree, work experience, time living at an apartment, time enrolled in a health insurance plan, etc.).
Authentication device 1B00 additionally comprises memory 1B22. Memory 1B22 comprises

executing application data 1B24, comprising data associated with applications 1B06.

[00111] Figure 1C is a block diagram illustrating an embodiment of a digital credential
aware identity and access management service (e.g., a DCIAMS). In some embodiments, DCIAMS
1C00 comprises DCIAMS 1A06 of Figure 1A. In the example shown, DCIAMS 1C00 comprises
interface 1C02. For example, interface 1C02 comprises an interface for receiving data, providing
data, receiving a request for data, etc. Processor 1C04 comprises a processor for executing
applications 1C06. Applications 1C06 comprise a set of DCIAMS applications. Decryption
application 1C08 comprises an application for coordination with an end-user device to selectively
decrypt information that is encrypted with IPK keys. Login application 1C10 comprises an
application for receiving login information (e.g., username and password, a credential, a QR code
challenge, etc.) and providing login credentials (e.g., a login token). Login application 310
delegates to token generation application 316 to generate a token based on a successful login
interaction. ILedger interface application 1C12 comprises an application for interacting with a

distributed ledger (e.g., distributed ledger 104 of Figure 1). For example, ledger interface
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application 1C12 comprises an application for verifying a signature in a ledger or checking a
credential identifier for revocation in a ledger. Proof request application 1C14 comprises an
application for creating a proof request, sending a proof request, evaluating a proof request
response (e.g., a proof response), etc. Token generation application 1C16 comprises an application
for generating a login token (e.g., in response to a successful login). Credential issuing application
1C18 comprises an application for issuing a digital credential for proving a qualification (e.g., a
user qualification) in response to a request from a credential issuing authority to issue the

credential. Applications 1C06 additionally comprises any other appropriate applications.

[00112] Storage 1C20 comprises user and device database 1C22 and credential rules 1C24.
User and device database 1C22 comprises a database of registered users for a given customer
organization and user details (e.g., username, password hash, contact information, email address,
relationship to devices, registered public keys, registered mapping documents in a decentralized
ledger, etc.). User and device database 1C22 additionally comprises a device directory comprising
all the devices for a given customer organization as well as mapping documents associated with the
devices and relationships with users associated with the devices. Credential rules 1C24 comprises a
set of credential rules for determining one or more credentials that are needed to satisfy a given
access request — for example, rules related to a credential associated schema, a credential associated
organization, a credential issuer, a credential associated location, a credential associated class
identifier, a credential associated license number, or any other appropriate credential rules.
DCIAMS 1C00 additionally comprises memory 1C26. Memory 1C26 comprises executing
application data 224, comprising data associated with applications 206.

[00113] Figure 1D is a flow diagram illustrating an embodiment of a process for creating an
identity mapping on a distributed ledger. In some embodiments, the process of Figure 1D is
executed by digital identity application 1B08 of Figure 1B. In the example shown, in 1D00, a
request is received to create an identity mapping on a distributed ledger. In 1D02, an identity key
pair is generated. In 1D04, a mobile encryption key is generated. In 1D06, a private identity key of
the IKP is encrypted using the mobile encryption key to create an encrypted private key. In 1D0S,
the encrypted private key is stored. In 1D10, a mapping document is created. In 1D12, the mapping
document is signed with the private identity key of the IKP. In 1D14, the signed mapping document
is provided to be stored in a distributed ledger. In some embodiments, providing the signed
mapping document to be stored in a distributed ledger comprises providing the signed mapping
document to a permissioned writer for the distributed ledger. In 1D16, it is determined whether a

signed mapping document was valid when received. For example, the DCIAMS determines
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whether the signed mapping document was valid when received at the distributed ledger by
receiving an indication that the signed mapping document passed a validation check performed by
the distributed ledger prior to being stored in the ledger (e.g., was validated by checking the
signature of the mapping document). In some embodiments, a further indication is received from
the distributed ledger indicating that the signed mapping document was successfully accepted to be

stored and confirmed to be stored in the distributed ledger

[00114] Figure 1E is a flow diagram illustrating an embodiment of a process for responding
to a proof request challenge. In some embodiments, the process of Figure 1E is executed by digital
identity application 1B08 of Figure 1B. In the example shown, in 1E00, a proof request challenge is
received, wherein the proof request challenge comprises a request for one or more digital
credentials, wherein the one or more digital credentials are determined using rules. In 1E02, a set of
stored digital credentials is determined. In 1E04, a subset comprising the credentials of the set of
stored digital credentials that satisfy the proof request challenge is determined. In 1E06, a user
interface is provided for allowing a user to select a digital credential of the subset that satisfies the
proof request challenge. In 1E08, a proof response is provided comprising the selected digital
credential. For example, the one or more selected digital credentials are provided in response to the
request, where the proof response is signed using the IKP private key to prove that is was generated
by the holder of the credential and also includes timestamp to show liveness (e.g., that the proof

response has not expired or is stale).

[00115] Figure 1F is a flow diagram illustrating an embodiment of a process for providing a
proof request. In some embodiments, the process of Figure 1F is executed by proof request
application 1C14 of Figure 1C. In the example shown, in 1F00, an indication is received to provide
a proof request. In 1F02, one or more digital credentials that satisfy the proof request are
determined, wherein the one or more digital credentials are determined using rules. For example,
rules comprise rules related to a credential associated schema, rules related to a credential
associated organization, rules related to a credential issuer, rules related to a credential associated
location, rules related to a credential associated class identifier or identifier number, rules related to
a credential associated license or license number, a credential associated class name, or any other
appropriate credential rules. In some embodiments, the rules are applied selectively (e.g., based at
least in part on a user identifier) — for example, employees with a credential can access application
A, contractors with a credential can access application B, or any other appropriate matching of
access with identifiers. In various embodiments, the rules are applied selectively based at least in

part on current employment, employee type, location of user, qualification by training class,
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credential from a third party issuer (e.g., division of motor vehicle license, certification from
school, etc.), or any other appropriate criterion. As examples of configurable credential rules to
grant access: 1) access is granted in the event that a credential indicates that the holder is a current
employee (e.g., issuing company is valid, employee status is not expired, and not revoked); 2)
access is granted in the event that a credential indicates that the holder is an employee in an
organization of the company (e.g., issuing company is valid, organization is specified organization,
employee status is not expired, and not revoked); 3) access is granted in the event that a credential
indicates that the holder is an employee in a specified location (e.g., issuing company is valid,
location is a specified location, employee status is not expired, and not revoked); 4) access is
granted in the event that a credential indicates that the holder has necessary training (e.g., issuing
company is valid, training status is complete, employee status is not expired, and not revoked); and
5) access is granted in the event that a credential indicates that the holder has outside credential
(e.g., issuing company is valid, outside credential is valid, outside credential issuer is third party,
employee status is not expired, and not revoked); In some embodiments, selective application of
rules combined with credential based authorization and single sign-on access control enable
effective and configurable security. In 1F04, the proof request is created, comprising a request for

one or more digital credentials. In 1F06, the proof request is provided.

[00116] A system for creating an identity mapping on a distributed ledger comprises an
interface and a processor. The interface is configured to receive a request to create an identity
mapping on a distributed ledger. The processor is configured to generate an identity key pair;
generate a mobile encryption key; encrypt a private identity key of the identity key pair using the
mobile encryption key to create an encrypted private key; store the encrypted private key; create a
mapping document; sign the mapping document with the private identity key of the identity key
pair; and provide the signed mapping document to be stored in a distributed ledger. In some
embodiments, the processor is configured to install a digital identity application. In various
embodiments, the identity key pair comprises a public identity key, a private identity key, an
identity key pair generated using an RSA algorithm, an identity key pair generated using an
ed25519 algorithm, or any other appropriate key pair. In some embodiments, mobile encryption
key is stored in a secure enclave. In some embodiments, the mobile encryption key is access
limited using a biometric. In some embodiments, the encrypted private key is stored in a user
device (e.g., a mobile device). In some embodiments, the mapping document comprises a
decentralized identifier. In some embodiments, the mapping document conforms to a World Wide
Web Consortium decentralized identifier document specification. In some embodiments, the

mapping document maps a user identifier to a public key value or the user identifier comprises a
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public key. In some embodiments, the processor is further configured to receive an indication that
the signed mapping document was validated. In some embodiments, the distributed ledger
comprises a blockchain. In some embodiments, the signed mapping document is provided to a
permissioned writer for the distributed ledger. In some embodiments, the system comprises a
storage for storing a digital credential for proving a user qualification. In some embodiments, the
processor is configured to provide a proof response comprising a signed verifiable form of the
digital credential in response to a proof request challenge. In some embodiments, the proof request
challenge comprises a request for one or more digital credentials wherein the one or more digital
credentials are determined according to rules. In various embodiments, the rules are associated
with a credential schema, a credential organization, a credential issuer, a credential location, a
credential class identifier, a credential class name, a credential issuer, an identification number
associated with the credential, a license associated with the credential, or any other associated
credential data. In some embodiments, the rules are applied selectively. In some embodiments, the

rules are applied based at least in part on a user identifier.
Case B — Credential Storing and Verifying using a Distributed Ledger

[00117] A system for credential storing and verifying using a distributed ledger is disclosed.
The system includes an interface and a processor. The interface is configured to receive an
indication to register a credential. The processor is configured to indicate to store in a distributed
ledger a decentralized identifier (DID) document associated with a holder identifier using a smart
contract, wherein storing using the smart contract employs a dual signature authentication scheme
to authorize storing based at least in part on an individual signature and a ledger writer signature;;
indicate to store in the distributed ledger a schema associated with an issuer of the credential using
the smart contract; and indicate to store in the distributed ledger a credential definition associated

with the schema using the smart contract.

[00118] The system for credential storing and verifying using a distributed ledger is used by
the system to check a credential that is being used to establish identity or legitimacy. A server
system acts to intermediate between a requestor requesting a credential and a user holding a
credential. The server system is able to verify the legitimacy of the credential as the credential, a
pointer to the credential (e.g., an identifier), other related information (e.g., a decentralized
identifier document), and/or information about the credential are stored in a distributed ledger by
the issuer (e.g., an encryption/decryption key for a stored credential) and can be used as a check for
the credential. This distributed ledger is accessible by the server system. The distributed ledger

enables secure storage using a smart contract module that is run by each of the distributed ledger
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nodes. The smart contract ensures that the request to store an item on the distributed ledger is
performed by an authorized user and by an authorized writer (e.g., by having the request and/or
requested item be signed by the authorized user and by the authorized writer). In addition, smart
contract module is designed to check a schema associated with the issuer of the credential, a
credential definition associated with the schema, a decentralized identifier (DID) document
associate with a holder identifier associated with a holder of a credential, and/or a DID document

associated with an issuer of the credential.

[00119] In some embodiments, the system provides an item to the distributed ledger and the
smart contract determines whether there is a signature failure (e.g., a signature of the user, a
signature of the writer, or any other relevant a signature). In some embodiments, the smart contract
determines whether there is a uniqueness failure (e.g., that the item to be stored is not already
stored in the distributed ledger). In some embodiments, the smart contract determines whether
there the storage in the distributed ledger was successful. In the event that a failure to store the
item was detected, the smart contract module indicates the failure to the requestor to store the item
(e.g., a server system that has requested that the item is to be stored in the distributed ledger). In
the event that a storage success was detected, an indication is provided to the requestor to store the

item that the item was successfully stored.

[00120] In some embodiments, the smart contract module verifies that a credential is valid
by checking the credential against information stored in the distributed ledger. In some
embodiments, the request for verifying the credential is also checked to make sure that it is
appropriately signed — for example, with the signature of an appropriate requestor, the signature of
a credential holder, the signature of a requestor, etc.). The smart contract modules determine
whether the schema and the credential definition match stored information related to the schema
and stored information related to the credential definition in the distributed ledger. In the event that
a failure to validate the credential is detected, the smart contract module indicates to the requestor
that the credential is not valid. In the event that the credential is validated using information stored
in the distributed ledger, then a revocation database is checked (e.g., as stored by the smart contract
module) to see whether the credential has been revoked and in the event it has not been revoked the
requestor for validation is provided an indication that the credential is valid and not revoked. In the
event that the credential is revoked, then the requestor is provided an indication that the credential

is revoked.

[00121] The system makes a computer better by improving the ability to provide secure

access. The system provides for checks ensuring that a writer and user are allowed to write to a
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distributed ledger and that an item to be stored is valid and unique and is successfully stored. The
system further provides checks to validate a credential with stored information on the distributed
ledger including schema information, credential definition information, as well as DID documents
related to a holder and an issuer of a credential. The system therefore allows for making the system
more secure by providing secure access to appropriate users based on a verifiable and trustworthy

credential.

[00122] Figure 2A is a diagram illustrating an embodiment of a system for credential storing
and verifying using a distributed ledger. In the example shown, issuer 2A00 provides identity
information to digital credential aware identity and access management service (DCIAMS) 2A04
that is a permissioned writer/reader to distributed ledger 2A08. DCIAMS 2A04 is able to store
received and signed information from issuer 2A00. This information can include identity
information (e.g., a decentralized identifier) or credential information (e.g., a schema for a
credential or a credential). Issuer 2A00 also provides a user the credential to hold in holder device
2A02. When a user uses the credential for establishing proof of identity or the validity of
information, a request can be made to verify the credential — requestor 2A06 contacts DCIAMS
2A04 to verify a credential presented by a user using holder device 2A02. DCIAMS 2A04 is able
to verify the credential by checking the credential against information placed in distributed ledger
2A08. In various embodiments, a credential schema, the credential itself, and a revocation table
that are stored by issuer 2A00 on distributed ledger 2A08 can be used to check that a credential is
legitimate. DCIAMS 2A04 can then provide requestor 2A06 with a verification that the credential
supplied by a user held on holder device 2A02.

[00123] Figure 2B is a diagram illustrating an embodiment of a DCIAMS. In some
embodiments, DCIAMS 2B00 of Figure 2B is used to implement DCIAMS 2A04 of Figure 2A. In
the example shown, issuer interface 2B02 receives a DID document, a credential schema, a
credential definition, a credential, or any other appropriate information from an issuer and provides
the information to processor 2B14. Issuing module 2B08 of processor 2B14 indicates to a
distributed ledger via distributed ledger interface 2B16 to write the information received from the
issuer. The distributed ledger performs checking prior to storing on the distributed ledger including
possibly checking a signature of the information, checking a signature associated with the writer,
and/or ensuring that the information is unique compared to previously stored information on the
distributed ledger. Holder device interface 2B04 receives a DID document or any other appropriate
information from a holder device and provides the information to processor 2B14. Holding module

2B10 of processor 2B14 indicates to a distributed ledger via distributed ledger interface 2B16 to
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write the information received from holder device. Requestor interface 2B06 receives a request
from a requestor to verify a credential that a user wishes to use to establish identity or to enable
access or prove validity. Verifying module 2B12 indicates to distributed ledger via distributed
ledger interface 2B16 to verify the credential. The distributed ledger performs checking to verify
the credential including possibly checking the schema of the credential, checking the credential
itself, and/or checking a revocation table to determine whether the credential has been revoked. In
some embodiments, holder device presents credential information directly to DCIAMS 2B00 in

response to a verification request regarding the credential from the requestor.

[00124] Figure 2C is a diagram illustrating an embodiment of a holder device. In some
embodiments, holder device 2C00 of Figure 2C is used to implement 2A02 of Figure 2A. In the
example shown, DID information provider 2C06 of processor 2C12 provides DID information
(e.g., an identifier or DID document) to be stored on a distributed ledger via network interface
2C14 and a network to a server (e.g., DCIAMS) that has permission to write/read to the distributed
ledger. Holder device 2C00 also receives a credential and stores the information in secure memory
2C02. In some embodiments, credential receiver 2C08 of processor 2C12 handles the receipt of a
credential from an issuer via network using network interface 2C14. In some embodiments, the
release of information in secure memory 2C02 requires a biometric, a separate additional password,
a personal identification number, a two-factor authentication, or any other appropriate security
measure. In some embodiments, holder device comprises a smart phone. Holder device 2C00 also
provides a presentation using presentation provider 2C10 of processor 2C12 to a server. The server
is able then to request verification of the credential using information stored in a distributed ledger.
Memory 2C04 is available to processor 2C12 to store instructions or other information useful for

the operation of holder device 2C00.

[00125] Figure 2D is a diagram illustrating an embodiment of a distributed ledger. In some
embodiments, distributed ledger 2D00 of Figure 2D is used to implement distributed ledger 2A08
of Figure 2A. In the example shown, distributed ledger 2D00 receives information to write and
read on ledger 2D02 using smart contract 2D09. Smart contract 2D09 comprises a software
module that is installed in distributed ledger 2D0O0 that is executed to customize interactions for the
system with ledger 2D02 — for example, reading from the ledger and writing to the ledger are
mediated by the smart contract that is configured to check signatures, check uniqueness, check that
storage proceeded correctly, check schema of a credential with stored information, check a
credential definition of a credential with stored information, and/or check whether a credential is on

a revocation list (e.g., where the revocation list is stored in or associated with smart contract 2D09,
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For example, information is received from a network via network interface 2D12 and written to
ledger 2D02 using ledger writer 2D06 of processor 2D 10 or information is provided to the network
via network interface 2D12 after being read from ledger 2D02 using ledger reader 2D08 of
processor 2D10. In some cases, ledger 2D02 stores DID documents, credential schema, credential
definitions, or any other appropriate information. In some embodiments, information is checked to
make sure that its one or more signatures is/are valid and/or it is unique and has not previously been
stored on ledger 2D02 prior to being stored on ledger 2D02. In some cases ledger 2D02 is read to
obtain DID documents, credential schema, credential definitions, revocation information, or any

other appropriate information that can be used to verify that a credential is valid.

[00126] Figure 2E is a diagram illustrating an embodiment of a credential. In some
embodiments, the credential of Figure 2E is stored on distributed ledger 2A08 of Figure 2A. In the
example shown, the credential includes issuer 2E0Q0 — for example, a uniform resource identifier or
a decentralized identifier (DID). Issuer 2E00 as shown is defined as https://dmv.example.gov.
Credential also includes holder DID 2E02. Holder DID 2E02 as shown is defined as
“did:example:ebfeb1{712ebc6f1c276e21ec12”. Credential also includes claim data 2E04 (e.g.,
“age”: 21). Credential information can also include an algorithm (e.g., RS256”), a type (e.g.,
“JWT™), an issue date (e.g., 2010-01-01), a verifiable credential type (e.g., ProofOfA geCredential),

an expiration date (e.g., 2030-01-01), or any other appropriate information.

[00127] Figure 2F is a diagram illustrating an embodiment of a presentation. In some
embodiments, the presentation is presented to a DCIAMS (e.g., DCIAMS 2A04 of Figure 2A) in
order to request verification of a credential. In the example shown, the presentation includes holder
DID 2F00 (e.g., “did:example:76¢12ec21ebhyul{712ebc6f172”). The presentation also includes
issuer DID 2F02 (e.g., “did:example: ebfeb1f712ebc6f1c276e¢12ec21”). The presentation also
includes revocation information 2F04 (e.g., "id": "http://example.gov/revocations/738" and "type":
"SimpleRevocationList2017"). The presentation also includes information to prevent replay 2F06
(e.g., a cryptographically random nonce, a create date, etc.). In addition, the presentation includes
notations that indicate modification prevention (e.g., a signature over the presentation) and
communication channel information (e.g., the presentation can be encrypted with the public key of
the target recipient, allowing a channel specific authorization and additional privacy and security

over the message).

[00128] Figure 2G is a flow diagram illustrating a process for credential storing and
verifying using a distributed ledger. In some embodiments, the process of Figure 2G is executed by

DCIAMS 2A04 of Figure 2A. In the example shown, in 2G00 an indication is received to register
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a credential. For example, the indication is received from an issuer of a credential to store the
credential associated with an issuer identifier in a distributed ledger. In 2G02, it is indicated to
store in the distributed ledger a DID document associated with a holder identifier. For example, the
issuer provides a credential to a user that is stored in a holder device that will later be used for
identification or verification. The information regarding the credential will be verified as being
associated with the holder identifier by checking stored information in the distributed ledger. In
2G03, a dual signature authentication scheme is employed to authorize storing the DID document
based at least in part on an individual signature and a ledger writer signature. For example, an item
stored on the distributed ledger is signed using a permissioned writer and this is used to verify that
the item as it has arrived at the distributed ledger is valid. This item is then prepared to be stored
by checking another associated signature with the item and storing the item with this signature — for
example, a DID document associated with a holder signature, a DID document associated with a
user signature, a schema associated with an issuer signature, a credential definition associated with
an issuer signature (and in some cases also a credential definition key), In 2G04, it is indicated to
store in the distributed ledger a schema associated with issuer of the credential. For example, the
credential schema associated with the issuer of the credential is stored on the distributed ledger so
that during verification a check can be performed on the schema of the credential. In 2G06, it is
indicated to store in the distributed ledger a credential definition associated with the schema. For
example, the credential definition is stored from an issuer that is associated with the schema
information of the issuer so that during verification a check can be performed on the credential
definition associated with the issuer of the credential. In 2G08, it is indicated to store in the
distributed ledger a DID document associated with the issuer of the credential. For example, an
identifier is stored associated with the issuer of a credential. In 2G10, it is indicated to verify a
credential by checking the distributed ledger. For example, the user desires to use the credential to
verify identity or validity of the information in the credential. The user can provide a requestor that
wants to have certification that the identity or the information is valid and is able to query a server
to get the information checked using information stored on a distributed ledger. In some cases, the
request to verify triggers a request to a holder device to provide credential information that is then
verified by the server using the distributed ledger. The server can then respond to the requestor that

the credential is either verified or not verified.

[00129] Figure 2H is a flow diagram illustrating an embodiment of a process for storing a
document on a distributed ledger. In some embodiments, the flow of Figure 2H is used to
implement 2G02, 2G04, 2G06, or 2G08 of Figure 2G. In the example shown, in 2H00 a document
is provided to a distributed ledger. For example, a DCIAMS server system provides a distributed
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ledger system with a document to be stored on the distributed ledger. In some embodiments, the
distributed ledger is implemented using a blockchain. In 2HO02, it is determined whether a
signature failure indication has been received. For example, it is determined whether a signature
check (e.g., a holder signature check, a user signature check, an issuer signature check, credential
definition key check, etc.) of the document provided to the distributed ledger system passed. In
some cases, a failure would indicate that the document is corrupted in transmission, is not from a
valid source, is signed with the incorrect key, or any other appropriate cause of failure. In response
to determining that a signature failure indication is received, in 2HO04 it is indicated that the
distributed ledger has reported a signature issue and control passes to 2H20. In response to
determining that a signature failure indication has not been received, in 2HO6 it is indicated that the
document signature check passed. In 2HOS, it is determined whether a uniqueness failure
indication has been received. For example, it is determined whether a uniqueness check of the
document provided to the distributed ledger system passed. In some cases, a failure would indicate
that the document is already stored on the distributed ledger either in whole or in part, that the
document includes data that is not able to be stored on the distributed ledger, that the document
identifier matches a document identifier of an already stored document, or any other appropriate
cause of failure. In response to determining that a uniqueness failure indication is received, in
2H10 it is indicated that the distributed ledger has reported a uniqueness issue and control passes to
2H20. In response to determining that a uniqueness failure indication has not been received, in
2H12 it is indicated that the document uniqueness check passed. In 2H14, it is determined whether
a storage failure indication has been received. For example, it is determined whether a storage
operation for the document provided to the distributed ledger system failed. In some cases, a
failure would indicate that the blockchain storage system is not working, the blockchain storage
system is not able to store the document, local node is out of disk/storage capacity, local node is
having a hardware failure, or any other appropriate cause of failure. In response to determining that
a storage failure indication is received, in 2H16 it is indicated that the distributed ledger has
reported a storage issue and control passes to 2H20. In response to determining that a storage
failure indication has not been received, in 2H18 it is indicated that the document storage was
successful, and the process ends. In 2H20, it is indicated that document storage failed and the

process ends.

[00130] Figure 21 is a flow diagram illustrating an embodiment of a process for verifying a
credential. In some embodiments, the process of Figure 21 is used to implement 2G10 of Figure 2G.
In the example shown, in 2100 it is indicated to check the schema. For example, the DCIAMS

system indicates to the distributed ledger system to check the schema associated with a credential.
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The schema associated with the credential is retrieved from the distributed ledger and compared
with the credential schema to determine whether the schema matches. In 2102, it is determined
whether a response indicates that the schema matches. For example, the distributed ledger checks
the schema of the credential with the distributed ledger stored schema. In some embodiments,
checking the schema includes checking a signature associated with the schema (e.g., an issuer
signature). In response to determining that the schema does not match, in 2104 it is indicated that
the distributed ledger reported that the schema does not match, and control passes to 2122. In
response to determining that the schema does match, in 2106 it is indicated that the schema
matches. For example, the distributed ledger has reported that the credential schema matches to the
credential schema stored on the distributed ledger. In 2108, it is determined whether a response
indicates that the credential definition matches. For example, the distributed ledger checks the
credential definition of the credential with the distributed ledger stored credential definition. In
some embodiments, the credential definition is checked using a signature check (e.g., a check of an
issuer signature, a check of a credential definition signature, etc.). In response to determining that
the credential definition does not match, in 2110 it is indicated that the distributed ledger reported
that the credential definition does not match, and control passes to 2122. In response to determining
that the credential definition does match, in 2112 it is indicated that the credential definition
matches. For example, the distributed ledger has reported that the credential definition matches to
the credential definition stored on the distributed ledger. In 2114, it is determined whether a
response indicates that the credential is revoked. For example, the distributed ledger checks a
revocation list to determine whether the credential has been revoked by the issuer. In response to
determining that the credential was revoked, in 2116 it is indicated that the distributed ledger
reported that the credential was revoked, and control passes to 2122. In response to determining
that the credential was not revoked, in 2118 it is indicated that the credential is not revoked, and
control passes to 2120. For example, the distributed ledger has reported that the credential is not on
a revocation list of the distributed ledger or associated with the distributed ledger. In 2120, it is
indicated that the credential is verified, and the process ends. For example, it is indicated to the
requestor from the DCIAMS that the credential is verified by using the distributed ledger. In 2122,
it is indicated that the credential is not verified, and the process ends. For example, it is indicated

to the requestor from the DCIAMS that the credential is not verified by using the distributed ledger.

[00131] A system for credential storing and verifying using a distributed ledger is disclosed.
The system includes an interface and a processor. The interface is configured to receive an
indication to register a credential. The processor is configured to indicate to store in a distributed

ledger a decentralized identifier (DID) document associated with a holder identifier using a smart
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contract, wherein storing using the smart contract employs a dual signature authentication scheme
to authorize storing based at least in part on an individual signature and a ledger writer signature;
indicate to store in the distributed ledger a schema associated with an issuer of the credential; and
indicate to store in the distributed ledger a credential definition associated with the schema. In some
embodiments, the DID document associated with the holder identifier comprises a public key and a
private key. In some embodiments, storing the DID document associated with the holder identifier
includes checking a signature for the DID document associated with the holder identifier. In some
embodiments, storing the DID document associated with the holder identifier includes checking
uniqueness for the DID document associated with the holder identifier. In some embodiments, the
distributed ledger comprises a blockchain. In some embodiments, the processor is further
configured to store in the distributed ledger an issuer DID document associated with the issuer of
the credential. In some embodiments, the credential is provided to a holder device associated with
the holder identifier. In some embodiments, the holder device sends a presentation regarding the
credential to a verifier. In some embodiments, the verifier verifies the credential by indicating to
check the distributed ledger. In some embodiments, checking the distributed ledger comprises
determining whether the schema stored in the distributed ledger associated with the presentation
regarding the credential is matches the credential. In some embodiments, in response to
determining the schema stored in the distributed ledger associated with the presentation regarding
the credential matches the credential, indicate that the credential matches. In some embodiments, in
response to determining the schema stored in the distributed ledger associated with the presentation
regarding the credential does not match the credential, indicate that the credential does not match.
In some embodiments, checking the distributed ledger comprises determining whether the
credential definition stored in the distributed ledger associated with the presentation regarding the
credential is matches the credential. In some embodiments, in response to determining the schema
stored in the distributed ledger associated with the presentation regarding the credential matches the
credential, indicate that the credential matches. In some embodiments, in response to determining
the schema stored in the distributed ledger associated with the presentation regarding the credential
does not match the credential, indicate that the credential does not match. In some embodiments,
checking the distributed ledger comprises determining whether the credential definition stored in
the distributed ledger associated with the presentation regarding the credential is matches the
credential. In some embodiments, in response to determining the credential definition stored in the
distributed ledger associated with the presentation regarding the credential matches the credential,
indicate that the credential matches. In some embodiments, in response to determining the

credential definition stored in the distributed ledger associated with the presentation regarding the
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credential does not match the credential, indicate that the credential does not match. In some
embodiments, checking the distributed ledger comprises determining whether the revocation
registry stored in the distributed ledger associated with the presentation regarding the credential
indicates the credential is revoked. In some embodiments, in response to determining the credential
is indicated as revoked, indicate that the credential is revoked. In some embodiments, in response to

determining the credential is indicated as not revoked, indicate that the credential is not revoked.
Case C — Digital Credentials for Primary Factor Authentication

[00132] A system for credential authentication comprises an interface configured to receive a
request for authorization to access from an application, and a processor configured to determine a
set of credentials that can enable authorization to access, generate a proof request challenge, receive
a proof response, determine that the proof response is valid based at least in part on information

stored in a distributed ledger, generate a token, and provide the token.

[00133] A system for credential authentication comprises a server system for authorizing a
login using a credential. A user using a user app (e.g., a web browser) on a user system requests
access to a remote application (e.g., a web accessible application — for example, a database
application). The remote application requests that the system for credentialing authorize the login
attempt. The system for credentialing authorizes the login attempt by requesting a credential that
proves the user has the qualifications to access the remote application. The user is associated with
an authentication device including digital credentials and a digital identity application for accessing
the credentials. When the system for credentialing is first requested to authorize access, it provides
a secure code — for example, a quick response (QR) code — to the user device. The user then uses
the authentication device to capture the secure code data (e.g., secure code data that is a time
bounded one time use token acquired by imaging the QR code). The digital identity application on
the authentication device provides the secure code data and the public key of the user registering to
the system for credentialing creating an association between the registering user on the application
instance and the user record in the credential authentication system, linking the user using the user
app with the authentication device. Following a successful authentication attempt, the system for
credential authentication provides a secure cookie including identifier data for the authentication
device to the user app in order to streamline this process for future login attempts. The system for
credential authentication provides a proof request comprising a request for one of a set of
credentials (e.g., the set of credentials that can prove the user is qualified to access the remote
application) to the authentication device. The authentication device determines the credentials, if

any, it has stored that satisfy the proof request and provides the user with a user interface allowing
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the user to select the credential desired to use to authorize login. The authentication device
additionally prompts the user to confirm signing a proof response using a private key. When a
credential is selected that the user has confirmed signing, the authentication device creates a proof
response comprising the credential and signs the proof response using a private key. The
authentication device provides the signed proof response to the credential authentication system.
The credential authentication system validates the signature and extracts and validates the
credential. For example, the credential system determines, using information stored in a distributed
ledger, whether the credential satisfies the proof request, whether the credential is valid and not
expired, whether the credential is not revoked, etc. In the event the credential system determines
that the proof response is satisfactory, it provides a login token back to the remote application
authorizing the login. Once the remote application has received the login token, it grants access to
the user. The login token is stored to enable future login attempts. The login token is then used for
automatically enabling access until the login is token is determined to be expired. In various
embodiments, the login token expires after a predetermined time, after a predetermined number of

logins, or under any other appropriate conditions.

[00134] Figure 3A is a block diagram illustrating an embodiment of a network system. In
some embodiments, the network system of Figure 3A comprises a network system for a database
processing system. In the example shown, Figure 3A comprises network 3A00. In various
embodiments, network 3A00 comprises one or more of the following: a local area network, a wide
area network, a wired network, a wireless network, the Internet, an intranet, a storage area network,
or any other appropriate communication network. Authentication device 3A02, distributed ledger
3A04, digital credential aware identity and access management service (DCIAMS) 3A06, database
system 3A08, and user system communicate via network 3A00. Authentication device 3A02
comprises an authentication device associated with a user (e.g., a user of database system 3A08, a
user using user system 3A10). For example, authentication device 3A02 comprises a computer, a
smartphone, a tablet, a mobile device, etc. Distributed ledger 3A04 comprises a distributed ledger
(e.g., a decentralized ledger, a public ledger, a permissioned ledger, a blockchain, etc.). For
example, distributed ledger 3A04 is stored on a plurality of systems and comprises one or more
permissioned writer systems for writing to the distributed ledger. DCIAMS 3A06 comprises a
system for interacting with authentication device 3A02, distributed ledger 3A04, database system
3A08, and any other appropriate systems. DCIAMS 3A06 comprises a system for coordinating a
login for database system 3A08, for providing a credential to authentication device 3A02, for
requesting a credential from authentication device 3A02, for verifying a user identifier or a

signature in distributed ledger 3A04, etc. Database system 3A08 comprises a system for storing
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database data, requesting database data, creating a report based on database data, creating a
document, accessing a document, to executing a database application, etc. A user uses user system
3A10 to access data stored on database system 3A08. For example, a user uses an application on
user system 3A10 (e.g., a web browser) to connect to an application on database system 3A08 (e.g.,
a database application). The application on database system authenticates a user login before

granting access.

[00135] DCIAMS 3A06 comprises a system for using a digital credential to authenticate a
login (e.g., a user login to a database system). For example, DCIAMS 3A06 an interface configured
to receive a request from an application for authorization to access, and a processor configured to
determine a set of credentials that can enable authorization to access, generate a proof request
challenge, receive a proof response, determine that the proof response is valid using a distributed

ledger, generate a token, and provide the token.

[00136] In some embodiments, DCIAMS 3A06 helps to protect application systems other

than database systems.

[00137] Figure 3B is a block diagram illustrating an embodiment of an authentication device.
In some embodiments, authentication device 3B00 of Figure 3B comprises authentication device
3A02 of Figure 3A. In the example shown, authentication device 3B00 comprises interface 3B02.
For example, interface 3B02 comprises an interface for receiving data, providing data, receiving a
request for data, etc. Processor 3B04 comprises a processor for executing applications 3B06.
Applications 3B06 comprise digital identity application 3B08 and any other appropriate
applications. Digital identity application 3B08 comprises an application for providing a proof
response in response to a proof request. For example, digital identity application 3B08 comprises
an application for receiving a proof request challenge from a DCIAMS (e.g., DCIAMS 3A06 of
Figure 3A), determining one or more credentials that match the request, providing a credential list
to a user for credential selection, in the event it is determined that a credential is selected, creating a
proof response, providing a request to sign the proof response, and in the event permission to sign
the proof response is received, unlocking a mobile encryption key, decrypting an identity key pair
private key using the mobile encryption key, signing the proof response using the identity key pair
private key, and providing the signed proof response. Secure enclave 3B10 comprises a secure
system for storing a mobile encryption key. Secure enclave 3B10 comprises mobile encryption key
3B12 and encryption decryption application 3B14. For example, secure enclave 3B10 comprises
multiple mobile encryption keys, an application for generating and/or removing mobile encryption

keys, etc. Secure enclave 3B10 comprises a system for receiving data, transforming it by
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encrypting and/or decrypting the data using a mobile encryption key or keys, and providing the
transformed data. For example, secure enclave 3B10 is configured to only provide transformed
input data and not to provide mobile encryption key 3B12. In some embodiments, functionality of
secure enclave 3B10 is access limited using a biometric (e.g., a fingerprint, a retina scan, a DNA
scan, etc.) or a personal identification number (PIN). Authentication device 3B00 additionally
comprises storage 3B16. Storage 3B16 comprises encryption keys 3B18 — for example comprising
a public key of an identity key pair, a private key of an identity key pair, a private key of an identity
key pair encrypted using mobile encryption key 3B12, etc. Storage 3B16 additionally comprises
digital credentials 3B20, comprising digital certificates representing qualifications (e.g., a college
degree, work experience, time living at an apartment, time enrolled in a health insurance plan, etc.
Authentication device 3B00 additionally comprises memory 3B22. Memory 3B22 comprises
executing application data 3B24, comprising data associated with applications 3B06.

[00138] Figure 3C is a block diagram illustrating an embodiment of a digital credential
aware identity and access management service (DCIAMS). In some embodiments, DCIAMS 3C00
comprises DCIAMS 3A06 of Figure 3A. In the example shown, DCIAMS 3C00 comprises
interface 3C02. For example, interface 3C02 comprises an interface for receiving data, providing
data, receiving a request for data, etc. Processor 3C04 comprises a processor for executing
applications 3C06. Applications 3C06 comprises a set of DCIAMS applications. Decryption
application C308 comprises an application for decrypting encrypted data using a key. Login
application 3C10 comprises an application for receiving login information (e.g., username and
password, a credential, a QR code challenge, etc.) and providing login credentials (e.g., a login
token). Ledger interface application 3C12 comprises an application for interacting with a
distributed ledger (e.g., distributed ledger 3A04 of Figure 3A). For example, ledger interface
application 3C12 comprises an application for verifying a signature in a ledger or checking a
credential identifier for revocation in a ledger. Proof request application 3C14 comprises an
application for creating a proof request, sending a proof request, evaluating a proof request
response (e.g., a proof response), etc. Token generation application 3C16 comprises an application
for generating a login token (e.g., in response to a successful login). Credential issuing application
3C18 comprises an application for issuing a digital credential for proving a qualification in
response to a request from a credential issuing authority to issue the credential. Applications 3C06
additionally comprise any other appropriate applications. For example, processor 3C04 comprises a
processor configured to receive a request for authorization to access from an application, determine
a set of credentials that can enable authorization to access, generate a proof request challenge,

receive a proof response, determine that the proof response is valid, generate a token, and provide
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the token. Storage 3C20 comprises user and device database 3C22 and credential rules 3C24. User
and device database 3C22 comprises a database of registered users for a given customer
organization and user details (e.g., username, password hash, contact information, email address,
relationship to devices, registered public keys, registered mapping documents in a distributed
ledger, etc.). User and device database 3C22 additionally comprises a device directory comprising
all the devices for a given customer organization as well as mapping documents associated with the
devices and relationships with users associated with the devices. Credential rules 3C24 comprises a
set of credential rules for determining a credential that satisfies a given access request — for
example, rules related to a credential associated schema, a credential associated organization, a
credential issuer, a credential associated location, a credential associated class identifier, a
credential associated license number, or any other appropriate credential rules. In various
embodiments, rules comprise rules related to a credential associated schema, rules related to a
credential associated organization, rules related to a credential issuer, rules related to a credential
associated location, rules related to a credential associated class identifier or identifier number,
rules related to a credential associated license or license number, a credential associated class name,
or any other appropriate credential rules. In some embodiments, the rules are applied selectively
(e.g., based at least in part on a user identifier) — for example, employees with a credential can
access application A, contractors with a credential can access application B, or any other
appropriate matching of access with identifiers. In various embodiments, the rules are applied
selectively based at least in part on current employment, employee type, location of user,
qualification by training class, credential from a third party issuer (e.g., division of motor vehicle
license, certification from school, etc.), or any other appropriate criterion. As examples of
configurable credential rules to grant access: 1) access is granted in the event that a credential
indicates that the holder is a current employee (e.g., issuing company is valid, employee status is
not expired, and not revoked); 2) access is granted in the event that a credential indicates that the
holder is an employee in an organization of the company (e.g., issuing company is valid,
organization is specified organization, employee status is not expired, and not revoked); 3) access is
granted in the event that a credential indicates that the holder is an employee in a specified location
(e.g., issuing company is valid, location is a specified location, employee status is not expired, and
not revoked); 4) access is granted in the event that a credential indicates that the holder has
necessary training (e.g., issuing company is valid, training status is complete, employee status is
not expired, and not revoked); and 5) access is granted in the event that a credential indicates that
the holder has outside credential (e.g., issuing company is valid, outside credential is valid, outside

credential issuer is third party, employee status is not expired, and not revoked). DCIAMS 3C00
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additionally comprises memory 3C26. Memory 3C26 comprises executing application data 3C28,

comprising data associated with applications 3C06.

[00139] Figure 3D is a flow diagram illustrating an embodiment of a process for
authenticating a login. In some embodiments, the process of Figure 3D is executed by database
system (e.g., database system 3A08 of Figure 3A) for authenticating a login attempt from user
system (e.g., user system 3A10 of Figure 3A). In the example shown, in 3D00, an attempt is
received to access an application via an external system. In 3D02, it is determined whether a login
token is present. For example, the token authorizes access to the application for a user. In the event
it is determined that a login token is present (e.g., as a result of a previous successful login), control
passes to 3D04. In 3D04, access is provided, and the process ends. In the event it is determined in
3D02 that a login token is not present, control passes to 3D06. In 3D06, a request for authorization
to access is provided. For example, an application system (e.g., a database system) provides a
request for authorization to access the application system to a DCIAMS. In 3D08, it is determined
whether the DCIAMS authorizes access. In the event it is determined that the DCIAMS does not
authorize access (e.g., that the access attempt times out, that an indication is received indicating
that the access is not authorized, etc.), the process ends. In the event it is determined in 3D08 that
the DCIAMS authorizes access, control passes to 3D10. In 3D10, a login token is received from the
DCIAMS. For example, the login token is stored (e.g., to authorize access to the application in a

future login attempt). In 3D 12, access is provided.

[00140] Figure 3E is a flow diagram illustrating an embodiment of a process for credential
based app authorization . In some embodiments, the process of Figure 3E is executed by a
DCIAMS (e.g., DCIAMS 3A06 of Figure 3A) in response to access attempt redirect (e.g., access
attempt redirect 3D06 of Figure 3D). In the example shown, in 3E00, a request for authorization to
access is received from an application. In 3E02, a set of credentials that can enable authorization to
access is determined. For example, specific credentials are placed in the set of credentials in the
event that the specific credential satisfies the rules necessary to grant access. In various
embodiments, rules comprise rules related to a credential associated schema, rules related to a
credential associated organization, rules related to a credential issuer, rules related to a credential
associated location, rules related to a credential associated class identifier or identifier number,
rules related to a credential associated license or license number, a credential associated class name,
or any other appropriate credential rules. In some embodiments, the rules are applied selectively
(e.g., based at least in part on a user identifier) — for example, employees with a credential can

access application A, contractors with a credential can access application B, or any other
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appropriate matching of access with identifiers. In various embodiments, the rules are applied
selectively based at least in part on current employment, employee type, location of user,
qualification by training class, credential from a third party issuer (e.g., division of motor vehicle
license, certification from school, etc.), or any other appropriate criterion. As examples of
configurable credential rules to grant access: 1) access is granted in the event that a credential
indicates that the holder is a current employee (e.g., issuing company is valid, employee status is
not expired, and not revoked); 2) access is granted in the event that a credential indicates that the
holder is an employee in an organization of the company (e.g., issuing company is valid,
organization is specified organization, employee status is not expired, and not revoked); 3) access is
granted in the event that a credential indicates that the holder is an employee in a specified location
(e.g., issuing company is valid, location is a specified location, employee status is not expired, and
not revoked); 4) access is granted in the event that a credential indicates that the holder has
necessary training (e.g., issuing company is valid, training status is complete, employee status is
not expired, and not revoked); and 5) access is granted in the event that a credential indicates that
the holder has outside credential (e.g., issuing company is valid, outside credential is valid, outside

credential issuer is third party, employee status is not expired, and not revoked).

[00141] In 3E04, a proof request challenge is generated. For example, the proof request
challenge comprises a request for a credential of the set of credentials that can enable authorization
to access. In some embodiments, generating the proof request challenge is based upon a configured
set of proof request challenge rules, wherein the configured set of proof request challenge rules
comprise one or more criteria which determine the set of credentials that can enable authorization
to access. In some embodiments, the rule(s) comprise rule(s) that need to be satisfied to grant
access similar to the rules above for the specific credential. In 3E06, it is determined whether the
request for authorization to access includes a secure cookie. For example, the secure cookie
comprises a secure cookie stored during a previous execution. In the event it is determined that the
request for authorization to access does not include a secure cookie, control passes to 3E10. In
3E10, a uniform record identifier (URI) is determined using a quick response (QR) code process.
Control then passes to 3E12. In the event it is determined in 3E06 that the request for authorization
to access includes a secure cookie, control passes to 3E08. In 3E08, a uniform record identifier
(URI) is received based at least in part on the secure cookie. For example, the secure cookie maps
in the DCIAMS to a device id that is running the digital identity app. The DCIAMS is then able to
push the URI to the digital identity app. Control then passes to 3E12. In 3E12, the proof request
challenge is provided to a digital identity app using the URI. For example, the URI is used by the
digital identity app to pull down the data associated with that proof request challenge from a server.
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The URI allows the push message or the QR encoded message to remain small and/or reasonable
regardless of the content or size of the proof request challenge. In 3E14, a proof response is
received. In 3E16, it is determined whether the proof response is valid. For example, the proof
response is checked against information that is stored/registered in a distributed ledger (e.g., a
permissioned ledger, a decentralized ledger, a public ledger, a blockchain, etc.). In the event it is
determined that the proof response is not valid, the process ends. In the event it is determined that
the proof response is valid, control passes to 3E18. In 3E18, a login token is generated. In 3E20, the
login token is provided to the requesting application. In 3E22, a secure cookie is provided to a user
application (e.g., a user application on a user system). For example, the secure cookie is provided to

the user application via the requesting application.

[00142] Figure 3F is a flow diagram illustrating an embodiment of a process for determining
a uniform record identifier using a QR code process. In some embodiments, the process of Figure
3F implements 3E10 of Figure 3E. In the example shown, in 3F00, an authorization QR code is
received at the application. In 3F02, the authorization QR code data is validated. In 3F04, a URI is

determined from the authorization QR code.

[00143] Figure 3G is a flow diagram illustrating an embodiment of a process for determining
whether a proof response is valid. In some embodiments, the process of Figure 3G implements
3E16 of Figure 3E. In the example shown, in 3G00, a DID document is retrieved from a distributed
ledger based on target DID in proof response. In 3G02, it is determined whether a public key from
a distributed ledger matches a DID (e.g., a decentralized identifier) in a credential (e.g., a credential
of the proof response). In the event it is determined that a public key from a distributed ledger does
not match a DID in the credential, control passes to 3G14. In the event it is determined in 3G02 that
the public key from the distributed ledger matches the DID in the credential, control passes to
3G04. In 3G04, it is determined whether the credential is one of a set of credentials that can enable
authorization to access. In the event it is determined that the credential is not one of the set of
credentials that can enable authorization to access, control passes to 3G14. In the event it is
determined in 3G04 that the credential is one of the set of credentials that can enable authorization
to access, control passes to 3G06. In 3G06, it is determined whether the credential is expired. In the
event it is determined that the credential is expired, control passes to 3G14. In the event it is
determined in 3G06 that the credential is not expired, control passes to 3G08. In 3G08, it is
determined whether the credential signature is valid. For example, determining whether the
credential signature is valid uses the public key from the DID document on the ledger. In the event

it is determined that the credential signature is not valid, control passes to 3G14. In the event it is
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determined in 3G08 that the credential signature is valid, control passes to 3G10. In 3G10, it is
determined whether the credential is revoked. For example, determining that the credential is
revoked comprises querying a revocation registry of a revocation database or a distributed ledger
(e.g., a decentralized ledger, a permissioned ledger, a public ledger, a blockchain, etc.)In the event
that the credential is revoked, control passes to 3G14. In the event tha the credential is not revoked,
control passes to 3G12. In 3G12, the process indicates that the proof response is valid, and the
process ends. In 3G 14, the process indicates that the proof response is not valid, and the process

ends. .

[00144] Figure 3H is a flow diagram illustrating an embodiment of a process for a digital
identity application. In some embodiments, the process of Figure 3H is executed by authentication
device 3A02 of Figure 3A. In the example shown, in 3H02, a proof request challenge is fetched
from the DCIAMS using URI. For example, the URI received via a push or via a QR is used to
fetch a proof request challenge, In some embodiments, the proof request challenge is fetched from
a server which is not the DCIAMS. In 3H04, one or more credentials that match the request are
determined. In 3HO06, a credential list is provided to a user for credential selection. In 3HOS, it is
determined whether a credential is selected. In the event it is determined that a credential is not
selected, the process ends. In the event it is determined that a credential is selected, control passes
to 3H10. In 3H10, a proof response (e.g., comprising the selected one or more credentials) is
created. In 3H12, a request is provided for permission to sign the proof response. In 3H14, it is
determined whether permission is received to sign the proof response. In the event it is determined
that permission to sign the proof response is not received, the process ends. In the event it is
determined in 3H14 that permission to sign the proof response is received, control passes to 3H16.
In 3H16, a mobile encryption key is unlocked. In some embodiments, unlocking the mobile
encryption key requires an additional authorization — for example, the unlocking requires a
biometric data or a PIN be entered by a user. In 3H18, an identity key pair private key is decrypted
using the mobile encryption key. In 3H20, the proof response is signed using the identity key pair
private key. In 3H22, the signed proof response is provided. In some embodiments, the signed

proof response is encrypted using a per channel key.

[00145] A system for credential authentication includes and interface and a processor. The
interface is configured to receive a request for authorization to access from an application. The
processor is configured to determine a set of credentials that can enable authorization to access;
generate a proof request challenge; receive a proof response; determine that the proof response is

valid based at least in part on information stored in a distributed ledger; generate a token; and
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provide the token. In some embodiments, generating the proof request challenge is based upon a
configured set of proof request challenge rules, wherein the configured set of proof request
challenge rules comprises one or more criteria which determine the set of credentials that can
enable authorization to access. In some embodiments, the proof request challenge is provided to a
digital identity app. In some embodiments, the proof request challenge is provided to the digital
identity app using a URI that points to the proof request challenge. In some embodiments, the
digital identity app is on a mobile device. In some embodiments, the proof request challenge is
provided to the mobile device using a push notification. In some embodiments, the mobile device is
identified for the push notification using a secure cookie stored during a previous execution. In
some embodiments, the proof request challenge is provided to the mobile device using a QR code,
which comprises a URI that points to the proof request challenge. In some embodiments, the QR
code is scanned by the mobile device to access the proof request challenge. In some embodiments,
the proof response includes a credential. In some embodiments, the credential comprises a user
selected credential. In some embodiments, the proof response is signed using a private key of an
identity key pair. In some embodiments, the private key is decrypted using a mobile encryption
key. In some embodiments, the mobile encryption key is accessed using a biometric. In some
embodiments, the proof response is encrypted using a per channel key. In some embodiments,
determining that the proof response is valid comprises determining that the proof response
comprises one or more credentials of a set of credentials, wherein the set of credentials comprises
credentials satisfying rules for granting access. In some embodiments, determining that the proof
response is valid comprises one or more of: determining that a credential of the proof response is
not expired, determining that the credential of the proof response includes a valid signature, and/or
determining that a credential decentralized identifier matches a key holder associated with request.
In some embodiments, determining that the proof response is valid comprises determining that a
credential of the proof response is not revoked. In some embodiments, determining that the
credential of the proof response is not revoked comprises querying a revocation registry of a
distributed ledger. In some embodiments, the token authorizes access to the application for a user.
In some embodiments, the token is stored by the application. In some embodiments, the processor

is further configured to provide a secure cookie for device identification during a future execution.
Case D — Digital Credentials for User Device Authentication

[00146] A system for credential authentication comprises an interface configured to receive a
request from an application for authorization to access, wherein access to the application is

requested by a user using a user device, and a processor configured to provide an authentication
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request to the user device, receive a device credential, wherein the device credential is backed by
data stored in a distributed ledger, determine a user identifier and an authentication device
associated with the user based at least in part on the device credential, provide a proof request to
the authentication device, receive a proof response, determine that the proof response is valid,

generate a token, and provide the token to the application authorizing access for the user.

[00147] A system for digital credentials for user device authentication comprises a system
for credentialing in communication with an application system, a user system, and an
authentication device. A user uses the user system to access an application on the application
system. For example, the user uses a web browser on the user system to access an application on
the application system. The authentication system comprises a system (e.g., a mobile system, a
mobile device, a smartphone, etc.) for storing authentication information (e.g., digital credentials,
encryption keys, etc.) for the user. When the user attempts to access an application on the
application system, the application system requests authorization to access from the system for
digital credentials. The system for digital credentials provides a request to the user system for a
user device authentication. In the event the user device has not authenticated recently, the user
system responds to the request for user device authentication with a device credential. The device
credential comprises a secure indication of the user device identity. The system for digital
credentials determines the requesting user based on the device, and determines an authentication
device based on the user. The system for digital credentials additionally determines a set of
credentials that can be used to authenticate access to the application, creates a proof request
including an indication of the set of credentials, and provides the proof request to the authentication
system. The authentication system provides the user with an indication to use a credential to satisfy
the proof request and to sign the proof response using an encryption key. In response to a user
confirmation the authentication system creates and signs the proof response, and provides the proof
response to the system for digital credentials. The system for digital credentials verifies the proof
response using the distributed ledger and generates a lease key for granting access to the user
device for a predetermined time period, as well as an authentication token, and provides the lease
private key and the authentication token to the user device. The lease key is encrypted using the
public key of the authentication device, requiring the user device to access the authentication device
in order to utilize it. The authentication token is signed with the lease key allowing it to be used
immediately. The user device provides the signed authentication token back as proof of
authentication, and the system for digital credentials provides a login token to the application

system to verify login.
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[00148] Upon a second user device request to access an application on the application
system during the lifetime of the lease key, the system for digital credentials provides a second
request to the user system for a user device authentication. The user system determines that a valid
lease key is present. In order to utilize the lease key the user system signs the encrypted lease key
with the user system private key and provides the signed encrypted lease key to the authentication
device. In some embodiments, in addition to signing the encrypted lease key, one more outer
encryption layer(s) (e.g., a hybrid cryptographic system, a Nacl box encryption system, etc.) is/are
used to protect the value during transmission from being copied or stolen. using a hybrid crypto
system like Nacl box encryption so that the signed token value cannot be copied, stolen over the
wire. Communication between the user device and the authentication system is performed using a
proximity radio system — for example, a Bluetooth system. The authentication device checks the
signature and decrypts the lease key. It then creates a new authentication token signed with the
lease key, encrypts the authentication token with the user device public key, and provides the
encrypted token back to the user device. The user device decrypts the token and provides the token
to the system for digital credentials. In response to the token, the system for digital credentials
provides a login token to the application system to verify login. Authenticating the second device
request during the lifetime of the lease key thus requires proximity of the authentication system to

the user system but does not require the user to provide a credential a second time.

[00149] In some embodiments, the system for credential authentication comprises a split key
security model — for example, the authentication device (e.g., a user’s phone) doesn’t hold the
encrypted session key, the user device (e.g., a user’s laptop) doesn’t have the key to unlock the
session key, and proximity is the only thing allowing them to work together to answer challenges.
In order to answer a challenge, the authentication device needs to be sitting near to the user device
— for example, if the laptop is able to ping the phone, the laptop should maintain its permission to
access the system; if the laptop is not able to ping the phone, the system can inform the user that the
laptop is not able to respond to the challenges without the phone’s decryption help. In this
example, the security virtue is that a session key sits on the laptop, encrypted with a key that the
laptop does not have. When a request challenge comes in that needs signing, the laptop messages
the authentication device (i.e., a user’s phone), which unlocks the session key, signs the request
challenge, and then sends the signed challenge response back. For this system, the decrypted
session private key never has to be stored on the laptop, and control is needed both of the user
device with the encrypted key and the authentication device to successfully obtain authorization to

gain access, but only having one of the two will not let you in.
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[00150] The credential authentication system makes a computer system better by improving
security and access control. The configuration of having mutually reliant components keeps the
system more secure and prevents opportunistic access of the system by requiring proximity of two

components (e.g., a user device and an authentication device).

[00151] Figure 4A is a block diagram illustrating an embodiment of a network system. In
some embodiments, the network system of Figure 4A comprises a network system for a credential
system. In the example shown, Figure 4A comprises network 4A00. In various embodiments,
network 4A00 comprises one or more of the following: a local area network, a wide area network, a
wired network, a wireless network, the Internet, an intranet, a storage area network, or any other
appropriate communication network. Authentication device 4A02, distributed ledger 4A04, digital
credential aware identity and access management service 4A06, application system 4A08, and user
system communicate via network 4A00. Authentication device 4A02 comprises an authentication
device associated with a user (e.g., a user of application system 4A08, a user using user system
4A10). For example, authentication device 4A02 comprises a computer, a smartphone, a tablet, a
mobile device, etc. Distributed ledger 4A04 comprises a distributed ledger (e.g., a decentralized
ledger, a public ledger, a permissioned ledger, a blockchain, etc.). For example, distributed ledger
4A04 is stored on a plurality of systems and comprises one or more permissioned writer systems
for writing to the distributed ledger. Digital credential aware identity and access management
service (DCIAMS) 4A06 comprises a system for interacting with authentication device 4A02,
distributed ledger 4A04, application system 4A08, and any other appropriate systems. DCIAMS
4A06 comprises a system for coordinating a login for application system 4A08, for providing a
credential to authentication device 4A02, for requesting a credential from authentication device
4A02, for verifying a user identifier or a signature in distributed ledger 4A04, etc. Application
system 4A08 comprises a system for providing access to an application. For example, application
system 4A08 comprises a system for providing access to a database application, a data processing
application, a productivity application, a communication application, etc. A user uses user system
4A10 to access applications on application system 4A08. For example, a user uses an application
on user system 4A 10 (e.g., a web browser) to connect to an application on application system
4A08. The application on application system 4A08 authenticates a user login before granting

access.

[00152] DCIAMS 4A06 comprises a system for using a digital credential to authenticate a
login (e.g., a user login to an application system). For example, DCIAMS 4A06 comprises an

interface configured to receive a request from an application for authorization to access, wherein
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access to the application is requested by a user using a user device, and a processor configured to
provide an authentication request to the user device, receive a device credential, determine a user
identifier and an authentication device associated with the user based at least in part on the device
credential, provide a proof request to the authentication device, receive a proof response, determine
that the proof response is valid, generate a token, and provide the token to the application

authorizing access for the user.

[00153] Figure 4B is a block diagram illustrating an embodiment of an authentication device.
In some embodiments, authentication device 4B00 of Figure 4B comprises authentication device
4A02 of Figure 4A. In the example shown, authentication device 4B00 comprises interface 4B02.
For example, interface 4B02 comprises an interface for receiving data, providing data, receiving a
request for data, etc. Interface 4B02 comprises proximity radio system 4B04. Proximity radio
system 4B04 comprises a radio system for communication over a short distance. For example,
proximity radio system 4B04 comprises a Bluetooth system, a Zigbee system, an ultrawideband
system, a near field communication (NFC) system, an infrared communications system, a wireless
personal area network system, etc. Processor 4B06 comprises a processor for executing
applications 4B08. Applications 4B08 comprise digital identity application 4B10 and any other
appropriate applications. Digital identity application 4B10 comprises an application for providing a
proof response in response to a proof request. For example, digital identity application 4B10
comprises an application for receiving a proof request challenge from a DCIAMS (e.g., DCIAMS
4A06 of Figure 4A), determining one or more credentials that match the request, providing a
credential list to a user for credential selection, in the event it is determined that a credential is
selected, creating a proof response, providing a request to sign the proof response, and in the event
permission to sign the proof response is received, unlocking a mobile encryption key, decrypting an
identity key pair private key using the mobile encryption key, signing the proof response using the
identity key pair private key, and providing the signed proof response. Digital identity application
4B10 additionally comprises an application for receiving (e.g., via proximity radio system 4B04) a
request comprising an authentication token and a lease key encrypted with an authentication device
public key and signed with a user device private key, determining whether the user device signature
is valid, and in response to a determination that the user device signature is valid, decrypting the
lease key and the authentication token, signing the authentication token with the lease key,
encrypting the signed authentication token with the user device public key, and providing (e.g., via
proximity radio system 4B04) the encrypted signed authentication token to the user device. For
example, prior to utilizing digital identity application 4B10, authentication device 4B00 requires

the user to login.
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[00154] Secure enclave 4B12 comprises a secure system for storing a mobile encryption key.
Secure enclave 4B12 comprises mobile encryption key 4B14 and encryption decryption application
4B16. For example, secure enclave 4B12 comprises multiple mobile encryption keys, an
application for generating and/or removing mobile encryption keys, etc. Secure enclave 4B12
comprises a system for receiving data, transforming it by encrypting and/or decrypting the data
using a mobile encryption key or keys, and providing the transformed data. For example, secure
enclave 4B12 is configured to only provide transformed input data and not to provide mobile
encryption key 4B14. In some embodiments, functionality of secure enclave 4B12 is access limited
using a biometric (e.g., a fingerprint, a retina scan, a DNA scan, etc.) or a personal identification
number (PIN). Authentication device 4B00 additionally comprises storage 4B18. Storage 4B18
comprises encryption keys 4B20 — for example, comprising a public key of an identity key pair, a
private key of an identity key pair, a private key of an identity key pair encrypted using mobile
encryption key 4B14, etc. For example, an identity key pair of authentication device 4B00
comprises a public key used by other systems for encrypting data in such a way that it can only by
decrypted by authentication device 4B00, and a private key for decrypting data encrypted using the
public key or for signing data for proving it came from authentication device 4B00. Storage 4B18
additionally comprises digital credentials 4B22, comprising digital certificates representing
qualifications (e.g., a college degree, work experience, time living at an apartment, time enrolled in
a health insurance plan, etc.). For example, digital credentials 4B22 comprises a credential wallet.
In some embodiments, digital credentials 4B22 comprises a locked digital wallet able to be
unlocked by a user. For example, digital credentials 4B22 are unlocked using a biometric or a PIN.
Once the locked digital wallet is unlocked, a credential is retrieved. Authentication device 4B00
additionally comprises memory 4B24. Memory 4B24 comprises executing application data 4B26,

comprising data associated with applications 4B08.

[00155] Figure 4C is a block diagram illustrating an embodiment of a digital credential
aware identity and access management service. In some embodiments, digital credential aware
identity and access management service (DCIAMS) 4C00 comprises DCIAMS 4A06 of Figure 4A.
In the example shown DCIAMS 4C00 comprises interface 4C02. For example, interface 4C02
comprises an interface for receiving data, providing data, receiving a request for data, receive a
request from an application for authorization to access, etc. Processor 4C04 comprises a processor
for executing applications 4C06. Applications 4C06 comprises a set of DCIAMS applications.
Decryption application 4C08 comprises an application for decrypting encrypted data using a key.
Login application 4C10 comprises an application for receiving login information (e.g., username

and password, a credential, a quick response (QR) code challenge, etc.) and providing login
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credentials (e.g., a login token). Ledger interface application 4C12 comprises an application for
interacting with a distributed ledger (e.g., distributed ledger 4A04 of Figure 4A). For example
ledger interface application 4C12 comprises an application for verifying a signature in a ledger or
checking a credential identifier for revocation in a ledger. Proof request application 4C14
comprises an application for creating a proof request, sending a proof request, evaluating a proof
request response (e.g., a proof response), etc. Token generation application 4C16 comprises an
application for generating a login token (e.g., in response to a successful login). Credential issuing
application 4C18 comprises an application for issuing a digital credential for proving a
qualification in response to a request from a credential issuing authority to issue the credential.
Applications 4C06 additionally comprise any other appropriate applications. For example,
processor 4C04 comprises a processor configured to provide an authentication request to the user
device, receive a device credential, determine a user identifier and an authentication device
associated with the user based at least in part on the device credential, provide a proof request to
the authentication device, receive a proof response, determine that the proof response is valid using
a distributed ledger, generate a token, and provide the token to the application authorizing access
for the user. Storage 4C20 comprises user and device database 4C22 and credential rules 4C24.
User and device database 4C22 comprises a database of registered users for a given customer
organization and user details (e.g., username, password hash, contact information, email address,
relationship to devices, registered public keys, registered mapping documents in a decentralized
ledger, etc.). User and device database 4C22 additionally comprises a device directory comprising
all the devices for a given customer organization as well as mapping documents associated with the
devices and relationships with users associated with the devices. Credential rules 4C24 comprises a
set of credential rules for determining a credential that satisfies a given access request, for example
rules related to a credential associated schema, a credential associated organization, a credential
issuer, a credential associated location, a credential associated class identifier, a credential
associated license number, or any other appropriate credential rules. In various embodiments, rules
comprise rules related to a credential associated schema, rules related to a credential associated
organization, rules related to a credential issuer, rules related to a credential associated location,
rules related to a credential associated class identifier or identifier number, rules related to a
credential associated license or license number, a credential associated class name, or any other
appropriate credential rules. In some embodiments, the rules are applied selectively (e.g., based at
least in part on a user identifier) — for example, employees with a credential can access application
A, contractors with a credential can access application B, or any other appropriate matching of

access with identifiers. In various embodiments, the rules are applied selectively based at least in
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part on current employment, employee type, location of user, qualification by training class,
credential from a third party issuer (e.g., division of motor vehicle license, certification from
school, etc.), or any other appropriate criterion. As examples of configurable credential rules to
grant access: 1) access is granted in the event that a credential indicates that the holder is a current
employee (e.g., issuing company is valid, employee status is not expired, and not revoked); 2)
access is granted in the event that a credential indicates that the holder is an employee in an
organization of the company (e.g., issuing company is valid, organization is specified organization,
employee status is not expired, and not revoked); 3) access is granted in the event that a credential
indicates that the holder is an employee in a specified location (e.g., issuing company is valid,
location is a specified location, employee status is not expired, and not revoked); 4) access is
granted in the event that a credential indicates that the holder has necessary training (e.g., issuing
company is valid, training status is complete, employee status is not expired, and not revoked); and
5) access is granted in the event that a credential indicates that the holder has outside credential
(e.g., issuing company is valid, outside credential is valid, outside credential issuer is third party,
employee status is not expired, and not revoked). DCIAMS 4C00 additionally comprises memory
4C26. Memory 4C26 comprises executing application data 4C24, comprising data associated with
applications 4C06.

[00156] Figure 4D is a block diagram illustrating an embodiment of a user system. In some
embodiments, user system 4D00 of Figure 4D comprises user system 4A10 of Figure 4A. In the
example shown, user system 4D00 comprises interface 4D02. For example, interface 4D02
comprises an interface for receiving data, providing data, receiving a request for data, etc. Interface
4D02 comprises proximity radio system 4D04. Proximity radio system 4D04 comprises a radio
system for communication over a short distance. For example, proximity radio system 4D04
comprises a Bluetooth system, a Zigbee system, an ultrawideband system, an infrared
communications system, a near field communication (e.g., NFC) system, a wireless personal areca
network system, etc. Processor 4D06 comprises a processor for executing applications 4D08.
Applications 4D08 comprise web browser application 4D10, user authentication application 4D12,
and any other appropriate applications. Web browser application 4D 10 comprises a web browser
application for accessing remote systems via a web protocol. User authentication application 4D12
comprises an application for executing a user authentication process. For example, user
authentication application 4D12 comprises an application for receiving a request to access a
network application, providing a request to the application server to access the application,
receiving an authentication request from a DCIAMS, determining whether a session key is present

(e.g., in encryption keys 4DD16), in the event a session key is stored signing in using a proximity
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authentication device (e.g., an authentication device in communication using proximity radio
system 4D04), in the event a session key is not stored providing a proof response comprising a user
device credential, receiving an authentication response including an encrypted session key and an
authentication token, encrypted with a user system public key, decrypting the authentication
response, storing the encrypted session key, and providing the authentication token to the
DCIAMS. In some embodiments, user authentication application 4D12 comprises a special form
of application that is a kemel level driver able to intercept and act as a universal second factor
(U2F) device. In some embodiments, the kemel level driver is able to perform some input-output
level interaction beyond what a normal application would be able to. In some embodiments, the

kernel level driver is a privileged process.

[00157] User system 4D00 additionally comprises storage 4D14. Storage 4D14 comprises
encryption keys 4D16, for example comprising a public key of an identity key pair, a private key of
an identity key pair, a session key, etc. For example, an identity key pair of user system 4D00
comprises a public key used by other systems for encrypting data in such a way that it can only by
decrypted by user system 4D00, and a private key for decrypting data encrypted using the public
key or for signing data for proving it came from user system 4D00. Storage 4D 14 additionally
comprises digital credentials 4D 18, comprising digital certificates representing qualifications (e.g.,
a college degree, work experience, time living at an apartment, time enrolled in a health insurance
plan, etc. User system 4D00 additionally comprises memory 4D20. Memory 4D20 comprises
executing application data 4D22, comprising data associated with applications 4D08.

[00158] Figure 4E is a flow diagram illustrating an embodiment of a process for accessing a
network application. In some embodiments, the process of Figure 4E is executed by user device
4D00 of Figure 4D. In the example shown, in 4E00, a request is received to access a network
application. In 4E02, a request is provided to the application server to access the application. In
4E04, an authentication request is received from a DCIAMS. For example, the authentication
request comprises a universal second factor (e.g., U2F) authentication request. In 4E06, it is
determined whether there is a session key present (e.g., stored on the user system). In the event it is
determined that a session key is present, control passes to 4E08. In 4E08, the system signs in using
a proximity authentication device challenge, and the process ends. In the event it is determined in
4E06 that a session key is not present, control passes to 4E10. In 4E10, a proof response is
provided comprising a user device credential. For example, a user device credential that is backed
by data stored in a distributed ledger is provided as the proof response. In various embodiments,

the distributed ledger comprises one or more of the following: a permissioned ledger, a
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decentralized ledger, a public ledger, a blockchain, or any other appropriate ledger. In 4E12, an
authentication response is received including an encrypted session key and an authentication token,
encrypted with a user system public key. In 4E14, the authentication response is decrypted. In
4E16, the encrypted session key is stored. In 4E18, the authentication token is provided to the
DCIAMS. In 4E20, an indication of access to the network application is received.

[00159] Figure 4F is a flow diagram illustrating an embodiment of a process for signing in
using a proximity authentication device challenge. In some embodiments, the process of Figure 4F
implements 4E08 of Figure 4E. In the example shown, in 4F00, a request is provided comprising an
encrypted session key and authentication token to an authentication device via a proximity radio
system. For example, the authentication token comprises a raw challenge that the DCIAMS sent
via U2F to the browser on the user device and is being provided to the authentication device so it
can be signed. In 4F02, the decrypted authentication token is received signed with the session key
and encrypted with the user device public key via the proximity radio system. For example, the
authentication device decrypts the session key, signs the challenge, and encrypts the challenge to
send back to the user device. In 4F04, the authentication token is decrypted. In 4F06, it is
determined whether the device key signature is valid. For example, the In the event it is determined
that the device key signature is not valid, the process ends. In the event it is determined that the
device key signature is valid, control passes to 4F08. In 4F08, the authentication token is provided
to the DCIAMS. For example, the user device then replies via the U2F protocol to the DCIAMS,
which determines that the challenge is signed correctly and matches the session key and then

indicates to the application that access is authorized.

[00160] Figure 4G is a flow diagram illustrating an embodiment of a process for credential
based authorization. In some embodiments, the process of Figure 4G is executed by DCIAMS
4C00 of Figure 4C. In the example shown, in 4G00, a request is received from an application for
authorization to access, wherein access to the application is requested by a user using a user device.
In 4G02, an authentication request is provided to the user device. For example, the authentication
request comprises a universal second factor (e.g., U2F) authentication request. In some
embodiments, the U2F authentication request comprises a presigned token from the DCIAMS. In
4G04, an authentication response comprising a device credential is received. For example, the
authentication response from the user device is received and checked to make sure that the response
is valid, wherein validating the authentication response comprises checking a device signature of
the authentication response. In 4G06, a user identifier and an authentication device associated with

the user are determined based at least in part on the device credential. In 4G08, a proof request is
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provided to the authentication device. For example, the DCIAMS creates the proof request. In some
embodiments, the proof request comprises a request for one or more credentials of a set of
credentials (e.g., a set of credentials that can enable authorization to access). In some embodiments,
the DCIAMS is further configured to determine the set of credentials that can enable authorization
to access (e.g., using a set of rules). In 4G 10, a proof response is received. For example, the proof
response comprises a credential retrieved from a credential wallet wherein the credential retrieved
from the credential wallet is based at least in part on rules specified in the proof request. In some
embodiments, the proof response is signed with an authentication device private key. In 4G12, it is
determined whether the proof response is valid. For example, determining that the proof response is
valid comprises determining that a credential is not revoked and/or determining that a credential

signature is valid by checking the credential against information stored in the distributed ledger.

[00161] In the event it is determined that the proof response is not valid, the process ends. In
the event it is determined that the proof response is valid, control passes to 4G14. In 4G14, a
session keypair and authentication token are provided to the user device. For example, the private
key of the session keypair is encrypted using an authentication device public key and the
authentication token is signed using the session keypair private key. In 4G16, the authentication
token is received. For example, the authentication token comprises an authentication response. In
4G18, it is determined whether the authentication token (e.g., the authentication response) is valid.
In the event it is determined that the authentication token is not valid, the process ends. In the event
it is determined that the authentication token is valid, control passes to 4G20. In 4G20, a login
token is generated. In 4G22, the login token is provided (e.g., to an application system).

[00162] Figure 4H is a flow diagram illustrating an embodiment of a process for providing a
session keypair and authentication token to a user device. In some embodiments, the process of
Figure 4H implements 4G14 of Figure 4G. In the example shown, in 4H00, a session keypair is
generated. For example, the session keypair is associated with the pairing of the user and the user
device. In some embodiments, the session keypair is associated with a time period, for example, 1
month, 1 week, 1 day, 1 hour, 1 minute, etc. In some embodiments, the time period is configurable
by an administrator of a DCIAMS. In 4H02, an authentication token is signed with the session
keypair private key. In 4H04, the session keypair private key is encrypted with an authentication
device public key. In 4H06, the signed authentication token and the encrypted session keypair
private key are encrypted with the user device public key. In 4H08, the encrypted signed
authentication token and encrypted session keypair private key are provided to the user device. In

some embodiments, the encrypted session keypair public key component is stored (e.g., in a storage
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device for session leases).

[00163] Figure 41 is a flow diagram illustrating an embodiment of a process for a credential
challenge. In some embodiments, the process of Figure 41 is executed by DCIAMS 4C00 of Figure
4C in response to a second request. In the example shown, in 4100, a second request for
authorization to access is received from a second application, wherein access to the second
application is requested by the user using the user device. In 4102, a second authentication request
(e.g., a second U2F authentication request) is provided to the user device. For example, the second
authentication request (e.g., a U2F challenge) is received from the DCIAMS at the user device.
The second authentication request is intercepted by a kernel plugin running on the user device. In
some embodiments, the kernel plugin is running at the OS level as a privileged process, not in the
context of any given browser. The kernel plugin is able to detect whether there is a session key
(e.g., the encrypted private key component of the session keypair) available, and in the event that
there is a session key available, encrypts (using a user device key) a message to a nearby
authentication device (e.g., a user’s phone) using a proximity communication protocol. In various
embodiments, a proximity communication protocol comprises a Bluetooth protocol, a near field
communication (NFC) protocol, or any other appropriate communication protocol. The session key
as stored on the user device is encrypted with the authentication device public key so the user
device sends it via the proximity communication protocol to the authentication device to have the
session key decrypted. The authentication device returns the session key decrypted to the user
device and the authentication response (e.g., signed with a private key component of the session
keypair) is generated using the decrypted private key component of the session key and is passed
back to the DCIAMS as the authentication response. The authentication token comprises a
challenge request/challenge response using U2F. The authentication token comprises a split key
scenario to unlock the session key and sign the challenge response. This can be thought of as a
server saying “sign hello” and then being responded to as “signed(hello)”. For example, a user
device passes the challenge request to “sign hello” and the encrypted session private key to
authentication device via a proximity communication protocol, so that the authentication device can
automatically produce and return “signed(hello)”. In 4104, an authentication response comprising
an authentication token is received. For example, the authentication token is signed with a private
key component of a session keypair. In 4106, it is determined whether the authentication token is
valid. For example, the authentication token is checked to see whether the session key matches a
stored session key on the DCIAMS and that the authentication token is appropriately signed for the
UZ2F challenge response. In the event it is determined that the authentication token is not valid, the

process ends. In the event it is determined that the authentication token is valid, control passes to
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4108. In 4108, a login token is generated. For example, the login token enabling access to the
second application. In 4110, the login token is provided. For example, the login token is provided

the second application.

[00164] Figure 4] is a flow diagram illustrating an embodiment of a process for a digital
identity application. In some embodiments, the process of Figure 4J is executed by authentication
device 4B00 of Figure 4B. In 4J00, a proof request challenge is received from the DCIAMS. In
4J02, one or more credentials that match the request are determined. In 4J04, a credential list is
provided to a user for credential selection. In 4J06, it is determined whether a credential is selected.
In the event it is determined that a credential is not selected, the process ends. In the event it is
determined that a credential is selected, control passes to 4J08. In 4J08, a proof response (e.g.,
comprising the selected credential) is created. In 4J10, a request is provided for permission to sign
the proof response. In 4J12, it is determined whether permission is received to sign the proof
response. In the event it is determined that permission to sign the proof response is not received, the
process ends. In the event it is determined in 4J12 that permission to sign the proof response is
received, control passes to 4J14. In 4J14, a mobile encryption key is unlocked. In some
embodiments, unlocking the mobile encryption key requires an additional authorization, for
example, comprising biometric data. In 4J16, an identity key pair private key is decrypted using the
mobile encryption key. In 4J18, the proof response is signed using the identity key pair private key.
In 4J20, the signed proof response is provided. In some embodiments, the signed proof response is

encrypted using a per channel key.

[00165] Figure 4K is a flow diagram illustrating an embodiment of a process for providing
an authentication token. In some embodiments, the process of Figure 4K is executed by
authentication device 4B00 of Figure 4B. In the example shown, in 4K00, a request comprising an
authentication token and a session key encrypted with an authentication device public key and
signed with a user device private key is received. For example, the challenge request is received via
a proximity radio system from the user device that includes an encrypted private key component of
the session keypair that is encrypted using the authentication device public key and signed using an
a user device private key. In some embodiments, the encrypted private key is for a session, a
session private key is encrypted using authentication device public key, and a request from user
device to the authentication device is signed with user device private key. In 4K02, it is determined
whether the user device signature is valid. In the event it is determined that the user device
signature is not valid, the process ends. In the event it is determined that the user device signature is

valid, control passes to 4K04. In 4K04, the session key and authentication token are decrypted. For
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example, the private key component of the session keypair is decrypted. In 4K06, the
authentication token is signed with the session key. For example, the authentication token is signed
using the decrypted private key component of the session key pair. In 4K08, the signed
authentication token is encrypted with the user device public key. In 4K 10, the encrypted signed
authentication token is provided to the user device. For example, the encrypted signed
authentication token is provided to the user device via a proximity radio system as the challenge

response.

[00166] A system for credential authentication includes an interface and a processor. The
interface is configured to receive a request from an application for authorization to access. Access
to the application is requested by a user using a user device. The processor is configured to provide
an authentication request to the user device, receive a device credential, wherein the device
credential is backed by data stored in a distributed ledger, determine a user identifier and an
authentication device associated with the user based at least in part on the device credential,
provide a proof request to the authentication device, receive a proof response, determine that the
proof response is valid, generate a token, and provide the token to the application authorizing
access for the user. In some embodiments, the authentication request comprises a universal second
factor authentication request. In some embodiments, the processor is further configured to
determine a set of credentials that can enable authorization to access. In some embodiments, the set
of credentials is determined using rules. In some embodiments, the authentication device includes
a credential wallet that is able to be unlocked by the user. In some embodiments, the credential
wallet is unlocked using a biometric. In some embodiments, a credential is retrieved from the
credential wallet. In some embodiments, the proof response includes the credential. In some
embodiments, the credential retrieved from the credential wallet is based at least in part on rules
specified in the proof request. In some embodiments, the proof response is signed with an
authentication device private key. In some embodiments, determining that the proof response is
valid comprises one or more of the following: determining that a credential is not revoked and/or
determining that a credential signature is valid. In some embodiments, the processor is further
configured to generate a session keypair for the device and user pairing. In some embodiments,
there is a time period associated with the session keypair. In some embodiments, the time period
comprises 1 week, 1 day, or 1 hour. In some embodiments, the processor is further configured to
store a public key component of the session keypair. In some embodiments, the public key
component of the session keypair is stored in a storage device for session leases. In some
embodiments, the processor is further configured to provide a private key component of the session

keypair to the user device. In some embodiments, the processor is further configured to encrypt the
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private key component of the session keypair. In some embodiments, the private key component of
the session keypair is encrypted with an authentication device public key. In some embodiments,
the private key component of the session keypair is encrypted and stored by the user device. In
some embodiments, the processor is further configured to provide an authentication request to the
user device comprising a presigned token and receive an authentication response from the user
device, wherein the authentication response is signed with a private key component of the session
keypair. In some embodiments, the processor is further configured to validate the authentication
response from the user device, wherein validating the authentication response comprises checking a
device signature of the authentication response. In some embodiments, the token is generated in
response to a positive validation of the authentication response from the user device. In some
embodiments, the processor is further configured to receive a second request from a second
application for authorization to access, wherein access to the second application is requested by the
user using the user device. In some embodiments, processor is further configured to provide a
second authentication request to the user device. In some embodiments, the second authentication
request comprises a universal second factor authentication request. In some embodiments, the
processor is further configured to receive a second authentication response from the user device,
wherein the second authentication response is signed with a private key component of a session
keypair. In some embodiments, the second authentication response is generated by and provided to
the user device, wherein the second authentication response is generated by: 1) determining that an
encrypted private key component of the session keypair is available; 2) providing the encrypted
private key component of the session keypair to the authentication device using a proximity
communication protocol for decryption; 3) receiving at the authentication device a decrypted
private key component of the session keypair using the proximity communication protocol; and 4)
generating the second authentication response that is signed using the private key component of the
session keypair. In some embodiments, the authentication device challenge is provided to the
authentication device via a proximity communication protocol. In some embodiments, the

proximity communication protocol comprises Bluetooth or NFC.
Case E — Digital Credentials for Secondary Factor Authentication

[00167] A system for credential authentication includes an interface and a processor. The
interface is configured to receive a request from an application for authorization to access, wherein
the access to the application is requested by a user using a user device. The processor is configured
to provide a login request to the user, validate a login response, determine a user authentication

device based on the login response, provide a proof request to the user authentication device,
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receive a proof response, determine that the proof response is valid using a distributed ledger,

generate a token, and provide the token to the application authorizing access for the user.

[00168] A system for digital credentials for user device authentication comprises a system
for credentialing in communication with an application system, a user system, and an
authentication device. A user uses the user system to access an application on the application
system. For example, the user uses a web browser on the user system to access an application on
the application system. The authentication system comprises a system (e.g., a mobile system, a
mobile device, a smartphone, etc.) for storing authentication information (e.g., digital credentials,
encryption keys, etc.) for the user. When the user attempts to access an application on the
application system, the application system requests authorization to access from the system for
digital credentials. The system for digital credentials first prompts the user for login information.
For example, the system for digital credentials prompts the user for a username and password, for
biometric information, for a personal identification number (PIN), or for any other appropriate
login information. When the system for digital credentials receives the login information, it
validates the login information and determines a user identifier (ID) associated with the login
information. The system for digital credentials additionally determines an authentication device ID
associated with the user ID. The system for digital credentials then provides a proof request to the
authentication device associated with the determined authentication device ID. The proof request
comprises a request for a digital credential that authenticates the access to the application system.
For example, the proof request comprises a set of credentials that are satisfactory for authenticating
access to the application system. The authentication device receives the proof request and creates a
proof response comprising a digital credential that satisfies the proof request. The system for digital
credentials validates the proof response using information stored in a distributed ledger, and in
response to a determination that the proof response is valid, generates a login token and provides

the login token to the application system requesting access.

[00169] Figure 5A is a block diagram illustrating an embodiment of a network system. In
some embodiments, the network system of Figure SA comprises a network system for a credential
system. In the example shown, Figure SA comprises network SA00. In various embodiments,
network SA00 comprises one or more of the following: a local area network, a wide area network, a
wired network, a wireless network, the Internet, an intranet, a storage area network, or any other
appropriate communication network. Authentication device SA02, distributed ledger SA04, digital
credential aware identity and access management service SA06, application system 5A08, and user

system communicate via network SA00. Authentication device SA02 comprises an authentication
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device associated with a user (e.g., a user of application system 5A08, a user using user system
5A10). For example, authentication device SA02 comprises a computer, a smartphone, a tablet, a
mobile device, etc. Distributed ledger SA04 comprises one or more of the following: a
decentralized ledger, a permissioned ledger, a public ledger, a blockchain, or any other appropriate
distributed ledger. For example, distributed ledger SA04 is stored on a plurality of systems and
comprises one or more permissioned writer systems for writing to distributed ledger SA04. Digital
credential aware identity and access management service (DCIAMS) SA06 comprises a system for
interacting with authentication device SA02, distributed ledger SA04, application system SA08, and
any other appropriate systems. DCIAMS 5A06 comprises a system for coordinating a login for
application system 5A08, for providing a credential to authentication device SA02, for requesting a
credential from authentication device SA02, for verifying a user identifier or a signature in
distributed ledger SA04, etc. Application system SA08 comprises a system for providing access to
an application. For example, application system SA08 comprises a system for providing access to a
database application, a data processing application, a productivity application, a communication
application, etc. A user uses user system SA10 to access applications on application system SA08.
For example, a user uses an application on user system SA10 (e.g., a web browser) to connect to an
application on application system 5A08. The application on application system SA08 authenticates

a user login before granting access.

[00170] DCIAMS 5A06 comprises a system for using a digital credential to perform a two
factor authenticated login (e.g., a user login to an application system). For example, DCIAMS
5A06 comprises an interface configured to receive a request from an application for authorization
to access, wherein access to the application is requested by a user using a user device, and a
processor configured to provide a login request to the user, validate a login response, determine a
user authentication device based on the login response, provide a proof request to the user
authentication device, receive a proof response, determine that the proof response is valid (e.g.,
using information stored in a distributed ledger), generate a token, and provide the token to the

application authorizing access for the user.

[00171] Figure 5B is a block diagram illustrating an embodiment of an authentication device.
In some embodiments, authentication device SB00 of Figure 5B comprises authentication device
5A02 of Figure 1. In the example shown, authentication device SB00 comprises interface SB02.
For example, interface SB02 comprises an interface for receiving data, providing data, receiving a
request for data, etc. Processor 5B04 comprises a processor for executing applications 5B06.

Applications 5B06 comprise digital identity application SB08 and any other appropriate
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applications. Digital identity application SBO8 comprises an application for providing a proof
response in response to a proof request. For example, digital identity application SB08 comprises
an application for receiving a proof request challenge from a DCIAMS (e.g., DCIAMS 5A06 of
Figure 5A), determining one or more credentials that match the request, providing a credential list
to a user for credential selection, in the event it is determined that a credential is selected, creating a
proof response, providing a request to sign the proof response, and in the event permission to sign
the proof response is received, unlocking a mobile encryption key, decrypting an identity key pair
private key using the mobile encryption key, signing the proof response using the identity key pair
private key, and providing the signed proof response. Secure enclave 5B10 comprises a secure
system for storing a mobile encryption key. Secure enclave 5B10 comprises mobile encryption key
5B12 and encryption decryption application 5B14. For example, secure enclave 5B10 comprises
multiple mobile encryption keys, an application for generating and/or removing mobile encryption
keys, etc. Secure enclave SB10 comprises a system for receiving data, transforming it by
encrypting and/or decrypting the data using a mobile encryption key or keys, and providing the
transformed data. For example, secure enclave 5B10 is configured to only provide transformed
input data and not to provide mobile encryption key 5B12. In some embodiments, functionality of
secure enclave 5B10 is access limited using a biometric (e.g., a fingerprint, a retina scan, a DNA
scan, etc.) or a PIN. Authentication device 5B00 additionally comprises storage SB16. Storage
5B16 comprises encryption keys 5B18 — for example, a public key of an identity key pair, a private
key of an identity key pair, a private key of an identity key pair encrypted using mobile encryption
key 5B12, etc. For example, an identity key pair of authentication device SB00 comprises a public
key used by other systems for encrypting data in such a way that it can only by decrypted by
authentication device 5B00, and a private key for decrypting data encrypted using the public key or
for signing data for proving it came from authentication device SB00. Storage 5B16 additionally
comprises digital credentials 5B20, comprising digital certificates representing qualifications (e.g.,
a college degree, work experience, time living at an apartment, time enrolled in a health insurance
plan, etc.). Authentication device SB00 additionally comprises memory 5B22. Memory 5B22

comprises executing application data 5B24, comprising data associated with applications 5B06.

[00172] Figure 5C is a block diagram illustrating an embodiment of a digital credential
aware identity and access management service (DCIAMS). In some embodiments, DCIAMS 5C00
comprises DCIAMS 5A06 of Figure 5A. In the example shown DCIAMS 5C00 comprises interface
5C02. For example, interface SC02 comprises an interface for receiving data, providing data,
receiving a request for data, etc. Processor 5C04 comprises a processor for executing applications

5C06. Applications SC06 comprises a set of DCIAMS applications. Decryption application 5C08
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comprises an application for decrypting encrypted data using a key. Login application 5C10
comprises an application for receiving login information (e.g., usemame and password, a
credential, a quick release (QR) code challenge, etc.) and providing login credentials (e.g., a login
token). Ledger interface application 5C12 comprises an application for interacting with a
distributed ledger (e.g., distributed ledger SA04 of Figure 5A). For example, ledger interface
application 5C12 comprises an application for verifying a signature in a ledger or checking a
credential identifier for revocation in a ledger. Proof request application 5C14 comprises an
application for creating a proof request, sending a proof request, evaluating a proof request
response (e.g., a proof response), etc. Token generation application SC16 comprises an application
for generating a login token (e.g., in response to a successful login). Credential issuing application
5C18 comprises an application for issuing a digital credential for proving a qualification in
response to a request from a credential issuing authority to issue the credential. Applications SC06
additionally comprises any other appropriate applications. For example, processor 5C04 comprises
a processor configured to provide a login request to the user, validate a login response, determine a
user authentication device based on the login response, provide a proof request to the user
authentication device, receive a proof response, determine that the proof response is valid using a
distributed ledger, generate a token, and provide the token to the application authorizing access for
the user. Storage SC20 comprises user and device database 5C22 and credential rules 5C24. User
and device database 5C22 comprises a database of registered users for a given customer
organization and user details (e.g., username, password hash, contact information, email address,
relationship to devices, registered public keys, registered mapping documents in a decentralized
ledger, etc.). User and device database 5C22 additionally comprises a device directory comprising
all the devices for a given customer organization as well as mapping documents associated with the
devices and relationships with users associated with the devices. Credential rules 5C24 comprises a
set of credential rules for determining a credential that satisfies a given access request — for
example, rules related to a credential associated schema, a credential associated organization, a
credential issuer, a credential associated location, a credential associated class identifier, a
credential associated license number, or any other appropriate credential rules. In various
embodiments, rules comprise rules related to a credential associated schema, rules related to a
credential associated organization, rules related to a credential issuer, rules related to a credential
associated location, rules related to a credential associated class identifier or identifier number,
rules related to a credential associated license or license number, a credential associated class name,
or any other appropriate credential rules. In some embodiments, the rules are applied selectively

(e.g., based at least in part on a user identifier) — for example, employees with a credential can
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access application A, contractors with a credential can access application B, or any other
appropriate matching of access with identifiers. In various embodiments, the rules are applied
selectively based at least in part on current employment, employee type, location of user,
qualification by training class, credential from a third party issuer (e.g., division of motor vehicle
license, certification from school, etc.), or any other appropriate criterion. As examples of
configurable credential rules to grant access: 1) access is granted in the event that a credential
indicates that the holder is a current employee (e.g., issuing company is valid, employee status is
not expired, and not revoked); 2) access is granted in the event that a credential indicates that the
holder is an employee in an organization of the company (e.g., issuing company is valid,
organization is specified organization, employee status is not expired, and not revoked); 3) access is
granted in the event that a credential indicates that the holder is an employee in a specified location
(e.g., issuing company is valid, location is a specified location, employee status is not expired, and
not revoked); 4) access is granted in the event that a credential indicates that the holder has
necessary training (e.g., issuing company is valid, training status is complete, employee status is
not expired, and not revoked); and 5) access is granted in the event that a credential indicates that
the holder has outside credential (e.g., issuing company is valid, outside credential is valid, outside
credential issuer is third party, employee status is not expired, and not revoked). DCIAMS 5C00
additionally comprises memory 5C26. Memory 5C26 comprises executing application data 5C28,

comprising data associated with applications 5C06.

[00173] Figure 5D is a flow diagram illustrating an embodiment of a process for credential
authentication. In some embodiments, the process of Figure 5D is executed by DCIAMS 5C00 of
Figure 5C. In the example shown, in 5D00, a request is received from an application for
authorization to access, wherein access to the application is requested by a user. In 5D02, a login
request is provided to the user. In 5D04, a login response is received. In 5D06, it is determined
whether the login response is valid. For example, determining whether the login response is valid
comprises password hash checking (e.g., using a berypt algorithm or an argon2 algorithm),
validating biometric data, validating a personal identification number (PIN), etc. In the event it is
determined that the login response is not valid, the process ends. In the event it is determined that
the login response is valid, control passes to 5D08. In 5D08, a user authentication device is
determined based on the login response. In 5D10, a proof request challenge is provided to the user
authentication device. For example, the proof request challenge comprises a request for one or
more of a set of credentials (e.g., a set of credentials determined using rules). In 5D12, a proof
response is received. For example, the proof response comprises a credential of the set of

credentials (e.g., a credential stored by the authentication device — for example, a user selected
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credential) that is checked against a stored document registered in a distributed ledger. In 5D14, it
is determined whether the proof response is valid. In the event it is determined that the proof
response is not valid, the process ends. In the event it is determined that the proof response is valid,

control passes to 5D16. In 5D16, a login token is generated. In SD18, the login token is provided.

[00174] Figure 5E is a flow diagram illustrating an embodiment of a process for a digital
identity application. In some embodiments, the process of Figure 5E is executed by authentication
device SB00 of Figure 5B. In SE00, a proof request challenge is received from the DCIAMS. In
5E02, one or more credentials that match the request are determined. In SE04, a credential list is
provided to a user for credential selection. In SE06, it is determined whether a credential is
selected. In the event it is determined that a credential is not selected, the process ends. In the event
it is determined that a credential is selected, control passes to SE08. In SE08, a proof response is
created. In some embodiments, the proof response comprises a selected credential. In some
embodiments, the proof response comprises a document signed with an Identity Private Key
containing a timestamp of now, indicating they control the DID referenced Identity Private Key. In
this respect, they don’t have any credentials, but they do control a known key to the distributed
ledger and the DCIAMS which could be considered a second factor as well. When using this
approach, however, it is not possible to use the credential based rules. In SE10, a request is
provided for permission to sign the proof response. In SE12, it is determined whether permission is
received to sign the proof response. In the event it is determined that permission to sign the proof
response is not received, the process ends. In the event it is determined in SE12 that permission to
sign the proof response is received, control passes to SE14. In SE14, a mobile encryption key is
unlocked. In some embodiments, unlocking the mobile encryption key requires an additional
authorization, for example, comprising biometric data. In SE16, an identity key pair private key is
decrypted using the mobile encryption key. In SE18, the proof response is signed using the identity
key pair private key. In SE20, the signed proof response is provided. In some embodiments, the

signed proof response is encrypted using a per channel key.

[00175] Figure 5F is a flow diagram illustrating an embodiment of a process for determining
whether a proof response is valid. In some embodiments, the process of Figure SF implements
5D14 of Figure 5D. In the example shown, in SF00, a DID document is retrieved from a distributed
ledger based on target DID in proof response. In 5F02, it is determined whether a public key from
a decentralized ledger matches a DID (e.g., a decentralized identifier) in a credential (e.g., a
credential of the proof response). In the event it is determined that a public key from a

decentralized ledger does not match a DID in the credential, control passes to SF14. In the event it
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is determined in SF02 that that a public key from a decentralized ledger matches a DID in the
credential, control passes to SF04. In 5F04, it is determined whether the credential is one of a set of
credentials that can enable authorization to access. In the event it is determined that the credential is
not one of the set of credentials that can enable authorization to access, control passes to 5F14. In
the event it is determined in 5F04 that the credential is one of the set of credentials that can enable
authorization to access, control passes to SF06. In 5F06, it is determined whether the credential is
expired. In the event it is determined that the credential is expired, control passes to 5SF14. In the
event it is determined in SFO6 that the credential is not expired, control passes to SF08. In SF08, it
is determined whether the credential signature is valid. In the event it is determined that the
credential signature is not valid, control passes to SF14. In the event it is determined in S5F08 that
the credential signature is valid, control passes to 5F10. In SF10, it is determined whether the
credential is revoked. For example, determining that the credential is revoked comprises querying
a revocation registry of a revocation database or a distributed ledger (e.g., a decentralized ledger, a
permissioned ledger, a public ledger, a blockchain, etc.) In the event that the credential is revoked,
control passes to 3G14. In the event that the credential is not revoked, control passes to 3G12. In
3G12, the process indicates that the proof response is valid, and the process ends. In 5F14, the

process indicates that the proof response is not valid, and the process ends.

[00176] The system for credential authentication comprises an interface and a processor.

The interface is configured to receive a request from an application for authorization to access,
wherein access to the application is requested by a user using a user device. The processor is
configured to provide a login request to the user; validate a login response; determine a user
authentication device based on the login response; provide a proof request to the user authentication
device; receive a proof response; determine that the proof response is valid using a distributed
ledger; generate a token; and provide the token to the application authorizing access for the user. In
some embodiments, the login request comprises a username and password request. In some
embodiments, the login request comprises a biometric request. In some embodiments, the
processor is further configured to receive the login response. In some embodiments, the login
response is validated using a password hash checking. In some embodiments, the password hash
checking comprises a berypt algorithm or an argon2 algorithm. In some embodiments, the
processor is further configured to determine a set of credentials that can enable authorization to
access using rules. In some embodiments, the processor is further configured to generate a proof
request challenge requesting a credential of the set of credentials. In some embodiments, the proof
response comprises a credential. In some embodiments, the credential comprises a user selected

credential. In some embodiments, the credential comprises a stored credential stored by the user
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authentication device. In some embodiments, the proof response is signed using a user
authentication device private key. In some embodiments, the device private key is decrypted using
a mobile encryption key. In some embodiments, the mobile encryption key is accessed using a
biometric or a PIN. In some embodiments, determining that the proof response is valid comprises
determining that a credential of the proof response satisfies the proof request. In some
embodiments, determining that the proof response is valid comprises determining that a credential
of the proof response is not expired. In some embodiments, determining that the proof response is
valid comprises determining that a credential comprises a valid signature associated with the user.
In some embodiments, determining that the proof response is valid comprises determining that a
credential is not revoked. In some embodiments, determining that the credential of the proof

response is not revoked comprises querying a revocation registry of a distributed ledger.
Case F — Digital Credentials for Step-Up Authentication

[00177] A system for credential authentication is disclosed. The system comprises an
interface and a processor. The interface is configured to receive a request from an application for
authorization to access, wherein access to the application is requested by a user, and receive a task
request from the application for authorization to access a task, wherein access to the task is
requested by the user. The processor is configured to authenticate the request from the application
for authorization to access, determine that the task comprises a sensitive task, determine a user
authentication device, provide a challenge for a digital credential to the user authentication device,
wherein the digital credential is backed by data stored in a distributed ledger, receive a response
from the user authentication device, determine the response is valid, and provide an authorization to

access the sensitive task.

[00178] A system for digital credentials for user device authentication comprises a system
for credential authentication in communication with an application system, a user system, and an
authentication device. A user uses the user system to access an application on the application
system. For example, the user uses a web browser on the user system to access an application on
the application system. The authentication system comprises a system (e.g., a mobile system, a
mobile device, a smartphone, etc.) for storing authentication information (e.g., digital credentials,
encryption keys, etc.) for the user. When the user attempts to access an application on the
application system, the application system requests authorization to access from the system for
digital credentials. The system for digital credentials authenticates the access using any appropriate
authentication method. As the user then uses the application, in the event the user attempts to

access a task deemed a sensitive task by the application, the application provides a task request to
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the DCIAMS. The DCIAMS determines whether the task comprises a sensitive task, and in the
event the DCIAMS determines that the task comprises a sensitive task, the DCIAMS requires an
additional authentication before providing authorization to access the sensitive task. The DCIAMS
utilizes either a signature challenge or a credential challenge for the additional authentication. In the
event the DCIAMS utilizes a signature challenge, the DCIAMS generates a challenge document
and provides the challenge document to the authentication device associated with the user. The
authentication device returns the challenge document to the DCIAMS signed using the
authentication device private key, proving that the user using the authentication device provides
permission to access the sensitive task. In the event the DCIAMS utilizes a credential challenge, the
DCIAMS determines a set of credentials satisfactory to authenticate access to the sensitive task and
provides a proof request challenge requesting a credential to the authentication device. The
authentication device returns a proof response to the DCIAMS, proving that the user using the
authentication device has the appropriate credentials to access the sensitive task and provides
permission to access the task. When the response is received, the DCIAMS determines whether the
response is valid, and in response to a determination that the response is valid, provides an

authorization to access the sensitive task.

[00179] Figure 6A is a block diagram illustrating an embodiment of a network system. In
some embodiments, the network system of Figure 6A comprises a network system for a credential
system. In the example shown, Figure 6A comprises network 6A00. In various embodiments,
network 6A00 comprises one or more of the following: a local area network, a wide area network, a
wired network, a wireless network, the Internet, an intranet, a storage area network, or any other
appropriate communication network. Authentication device 6A02, distributed ledger 6A04, digital
credential aware identity and access management service (DCIAMS) 6A06, application system
6A08, and user system communicate via network 6A00. Authentication device 6A02 comprises an
authentication device associated with a user (e.g., a user of application system 6A08, a user using
user system 6A10). For example, authentication device 6A02 comprises a computer, a smartphone,
a tablet, a mobile device, etc. Distributed ledger 6A04 comprises a distributed ledger (e.g., a
permissioned ledger, a decentralized ledger, a public ledger, a blockchain, etc.). For example,
distributed ledger 6A04 is stored on a plurality of systems and comprises one or more permissioned
writer systems for writing to the distributed ledger. DCIAMS 6A06 comprises a system for
interacting with authentication device 6A02, distributed ledger 6A 04, application system 6A08, and
any other appropriate systems. DCIAMS 6A06 comprises a system for coordinating a login for
application system 6A08, for providing a credential to authentication device 6A02, for requesting a

credential from authentication device 6A02, for verifying a user identifier or a signature in
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distributed ledger 6A04, etc. Application system 6A08 comprises a system for providing access to
an application. For example, application system 6A08 comprises a system for providing access to a
database application, a data processing application, a productivity application, a communication
application, etc. A user uses user system 6A10 to access applications on application system 6A08.
For example, a user uses an application on user system 6A10 (e.g., a web browser) to connect to an
application on application system 6A08. The application on application system 6A08 authenticates

a user login before granting access.

[00180] DCIAMS 6A06 comprises a system for providing a step-up authentication for
authenticating access to a sensitive task. For example, DCIAMS 6A06 comprises an interface
configured to receive a request from an application for authorization to access, wherein access to
the application is requested by a user, and receive a task request from the application for
authorization to access a task, wherein access to the task is requested by the user, and a processor
configured to authenticate the request from the application for authorization to access, determine
that the task comprises a sensitive task, determine a user authentication device, provide a challenge
to the user authentication device, receive a response from the user authentication device, determine

the response is valid, and provide an authorization to access the sensitive task.

[00181] Figure 6B is a block diagram illustrating an embodiment of an authentication device.
In some embodiments, authentication device 6B00 of Figure 6B comprises authentication device
6A02 of Figure 6A. In the example shown, authentication device 6B00 comprises interface 6B02.
For example, interface 6B02 comprises an interface for receiving data, providing data, receiving a
request for data, etc. Processor 6B04 comprises a processor for executing applications 6B06.
Applications 6B06 comprise digital identity application 6B08 and any other appropriate
applications. Digital identity application 6B08 comprises an application for providing a proof
response in response to a proof request. For example, digital identity application 6B08 comprises
an application for receiving a credential challenge from a DCIAMS (e.g., DCIAMS 6A06 of Figure
6A), determining a credential request from the credential challenge, determining one or more
credentials that match the credential request, providing a credential list to a user for credential
selection, in the event it is determined that a credential is selected, creating a proof response,
providing a request to unlock a mobile encryption key, and in the event permission is received,
unlocking a mobile encryption key, decrypting an identity key pair private key using the mobile
encryption key, signing the proof response using the identity key pair private key, and providing
the signed proof response. Digital identity application 6B08 additionally comprises an application

for providing a signature challenge response in response to a signature challenge request. For
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example, digital identity application 6B08 comprises an application for receiving a signature
challenge, unlocking a mobile encryption key (e.g., using a biometric), decrypting a private key
using the mobile encryption key, signing the signature challenge using the private key, encrypting
the signed signature challenge (e.g., using a per-channel key), and providing the encrypted signed
signature challenge.

[00182] Secure enclave 6B10 comprises a secure system for storing a mobile encryption key.
Secure enclave 6B10 comprises mobile encryption key 6B12 and encryption decryption application
6B14. For example, secure enclave 6B10 comprises multiple mobile encryption keys, an
application for generating and/or removing mobile encryption keys, etc. Secure enclave 6810
comprises a system for receiving data, transforming it by encrypting and/or decrypting the data
using a mobile encryption key or keys, and providing the transformed data. For example, secure
enclave 6B10 is configured to only provide transformed input data and not to provide mobile
encryption key 6B12. In some embodiments, functionality of secure enclave 6B10 is access limited
using a biometric (e.g., a fingerprint, a retina scan, a DNA scan, etc.) or a personal identification
number (PIN). Authentication device 6B00 additionally comprises storage 6B16. Storage 6B16
comprises encryption keys 6B18 — for example comprising a public key of an identity key pair, a
private key of an identity key pair, a private key of an identity key pair encrypted using mobile
encryption key 6B12, etc. For example, an identity key pair of authentication device 6B00
comprises a public key used by other systems for encrypting data in such a way that it can only by
decrypted by authentication device 6B00, and a private key for decrypting data encrypted using the
public key or for signing data for proving it came from authentication device 6B00. Storage 6B16
additionally comprises digital credentials 6B20, comprising digital certificates representing
qualifications (e.g., a college degree, work experience, time living at an apartment, time enrolled in
a health insurance plan, etc. Authentication device 6B00 additionally comprises memory 6B22.
Memory 6B22 comprises executing application data 6B24, comprising data associated with

applications 6B06.

[00183] Figure 6C is a block diagram illustrating an embodiment of a digital credential
aware identity and access management service (DCIAMS). In some embodiments, DCIAMS 6C00
comprises DCIAMS 6A06 of Figure 6A. In the example shown DCIAMS 6C00 comprises interface
6C02. For example, interface 6C02 comprises an interface for receiving data, providing data,
receiving a request for data, etc. In some embodiments, interface 6C02 comprises an interface for
receiving encrypted messages or encrypted javascript object notation (JSON) messages. Processor

6C04 comprises a processor for executing applications 6C06. Applications 6C06 comprise a set of

61



WO 2019/191213 PCT/US2019/024255

DCIAMS applications. Decryption application 6C08 comprises an application for decrypting
encrypted data using a key. Login application 6C10 comprises an application for receiving login
information (e.g., username and password, a credential, a quick response (QR) code challenge, etc.)
and providing login credentials (e.g., a login token). Ledger interface application 6C12 comprises
an application for interacting with a distributed ledger (e.g., distributed ledger 6A04 of Figure 6A).
For example ledger interface application 6C12 comprises an application for verifying a signature
by looking up a public key in a ledger or checking a credential identifier for revocation in a ledger.
Proof request application 6C14 comprises an application for creating a proof request, sending a
proof request, evaluating a proof request response (e.g., a proof response), etc. Token generation
application 6C16 comprises an application for generating a login token (e.g., in response to a
successful login). Credential issuing application 6C18 comprises an application for issuing a digital
credential for proving a qualification in response to a request from a credential issuing authority to
issue the credential. Applications 6C06 additionally comprises any other appropriate applications.
For example, processor 6C04 comprises a processor configured to authenticate a request from the
application for authorization to access, determine that a task comprises a sensitive task, determine a
user authentication device, provide a challenge to the user authentication device, receive a response
from the user authentication device, determine the response is valid, and provide an authorization to
access the sensitive task. Storage 6C20 comprises user and device database 6C22 and credential
rules 6C24. User and device database 6C22 comprises a database of registered users for a given
customer organization and user details (e.g., username, password hash, contact information, email
address, relationship to devices, registered public keys, registered mapping documents in a
decentralized ledger, etc.). User and device database 6C22 additionally comprises a device
directory comprising all the devices for a given customer organization as well as mapping
documents associated with the devices and relationships with users associated with the devices.
Credential rules 6C24 comprises a set of credential rules for determining a credential that satisfies a
given access request, for example rules related to a credential associated schema, a credential
associated organization, a credential issuer, a credential associated location, a credential associated
class identifier, a credential associated license number, or any other appropriate credential rules. In
various embodiments, rules comprise rules related to a credential associated schema, rules related
to a credential associated organization, rules related to a credential issuer, rules related to a
credential associated location, rules related to a credential associated class identifier or identifier
number, rules related to a credential associated license or license number, a credential associated
class name, or any other appropriate credential rules. In some embodiments, the rules are applied

selectively (e.g., based at least in part on a user identifier) — for example, employees with a
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credential can access application A, contractors with a credential can access application B, or any
other appropriate matching of access with identifiers. In various embodiments, the rules are applied
selectively based at least in part on current employment, employee type, location of user,
qualification by training class, credential from a third party issuer (e.g., division of motor vehicle
license, certification from school, etc.), or any other appropriate criterion. As examples of
configurable credential rules to grant access: 1) access is granted in the event that a credential
indicates that the holder is a current employee (e.g., issuing company is valid, employee status is
not expired, and not revoked); 2) access is granted in the event that a credential indicates that the
holder is an employee in an organization of the company (e.g., issuing company is valid,
organization is specified organization, employee status is not expired, and not revoked); 3) access is
granted in the event that a credential indicates that the holder is an employee in a specified location
(e.g., issuing company is valid, location is a specified location, employee status is not expired, and
not revoked); 4) access is granted in the event that a credential indicates that the holder has
necessary training (e.g., issuing company is valid, training status is complete, employee status is
not expired, and not revoked); and 5) access is granted in the event that a credential indicates that
the holder has outside credential (e.g., issuing company is valid, outside credential is valid, outside
credential issuer is third party, employee status is not expired, and not revoked). DCIAMS 6C00
additionally comprises memory 6C26. Memory 6C26 comprises executing application data 6C28,

comprising data associated with applications 6C06.

[00184] Figure 6D is a flow diagram illustrating an embodiment of a process for credential
authentication. In some embodiments, the process of Figure 6D is executed by DCIAMS 6A06 of
Figure 6A. In the example shown, in 6D00, a request is received from an application for
authorization to access, wherein access to the application is requested by a user. In 6D02, the
request from the application for authorization to access is authenticated. For example, the request
for authorization to access is authenticated using a username and password, a biometric, a
credential, a two-factor authentication system, a personal identification number (PIN), etc. In some
embodiments, authenticating the request from the application for authorization to access comprises
providing an indication to the application of authorization to access. For example, authenticating
the request from the application for authorization to access comprises providing an access token to
the application. In 6D04, a task request from the application for authorization to access a task is
received. In some embodiments, the task request from the application for authorization to access a
task is received as an encrypted JSON message and/or the message is received using a
representational state transfer application programming interface (REST API). For example, the

task comprises a task within the application (e.g., the application comprises a human resources
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application and the task comprises an edit worker salary task). In some embodiments, a signature
on the task request from the application for authorization is validated. In 6D06, it is determined
whether the task comprises a sensitive task. For example, a sensitive task comprises a task enabling
the viewing or modification of sensitive data, a task only available to a subset of users, a task
undergoing beta testing, etc. In the event it is determined in 6D06 that the task does not comprise a
sensitive task, control passes to 6D08. In 6D08, access is provided to the task, and the process ends.
In the event it is determined in 6D06 that the task comprises a sensitive task, control passes to
6D10. In 6D10, a user authentication device is determined. For example, determining a user
authentication device comprises determining a user identifier based at least in part on the request
from an application for authorization to access and determining a user authentication device from
the user identifier. In 6D12, a challenge is provided to the user authentication device. For example,
the challenge for the digital credential comprises a challenge document or a proof request. The
digital credential is backed by data stored in a distributed ledger. In some embodiments, the
challenge for the digital credential to the user authentication device is based at least in part on rules.
In some embodiments, the challenge is created based at least in part on the nature of the sensitive
task being accessed. For example, viewing a worker’s salary might require that the viewer hold a
human resources administrator credential and/or that the viewer hold a valid personally identifiable
information (PII) trained information technology (IT) worker credential. In 6D14, a response is
received from the user authentication device. In 6D16, it is determined whether the response is
valid. In the event it is determined that the response is not valid, the process ends. In the event it is
determined that the response is valid, control passes to 6D18. In 6D18, an authorization to access

the sensitive task is provided.

[00185] Figure 6E is a flow diagram illustrating an embodiment of a process for providing a
challenge to a user authentication device. In some embodiments, the process of Figure 6E
implements 6D12 of Figure 6D. In the example shown, in 6E00, it is determined whether the
challenge comprises a signature challenge or a credential challenge. For example, it is determined
whether the challenge comprises a signature challenge or a credential challenge based in part on the
task, on a sensitivity level, on a user, on an administrator configuration, etc. In the event it is
determined that the challenge comprises a signature challenge, control passes to 6E02. In 6E02, a
challenge document is created. For example, a challenge document comprises random data, hash
data, a precomputed challenge document, or any other appropriate challenge document. In 6E04,
the challenge document is provided. For example, the challenge document is provided to the user
authentication device. In the event it is determined in 6E00 that the challenge comprises a

credential challenge, control passes to 6E06. In 6E06, a set of credentials satisfactory to
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authenticate access to the task is determined. For example, the set of credentials satisfactory to
authenticate access to the task is determined using a set of credential rules. In some embodiments,
the set of credentials is based at least in part on a context of the task (e.g., viewing a worker’s
salary might require that the viewer hold a human resources administrator credential and/or that the
viewer hold a valid personally identifiable information (PII) trained information technology (IT)
worker credential, self-service viewing of a W2 requires a credential with the same government ID
as the document is issued to, self-service changing the bank routing details of where an employee
paycheck is sent requires a credential given to that employee when they started with the employer,
etc.) and/or on rules that enable access. In 6E08, a proof request is created comprising a request for
a credential of the set of credentials. In 6E10, the proof request is provided. For example, the proof

request is provided to the user authentication device.

[00186] Figure 6F is a flow diagram illustrating an embodiment of a process for determining
whether a response is valid. In some embodiments, the process of Figure 6F implements 6D16 of
Figure 6D in the event that the challenge comprises a signature challenge. In the example shown, in
6F00, the response is decrypted. For example, the response is transmitted encrypted with a per-
channel key. In 6F02, a response signature is validated using an authentication device public key
created over the challenge document. In 6F04, it is determined whether the document matches the
challenge document (e.g., a challenge document created in 6E02 of Figure 6E). In the event it is
determined that the document matches the challenge document, control passes to 6F06. In 6F06, an
indication is provided that the response is valid, and the process ends. In the event it is determined
in 6F04 that the document does not match the challenge document, control passes to 6F08. In 6F08,

an indication is provided that the response is not valid.

[00187] Figure 6G is a flow diagram illustrating an embodiment of a process for determining
whether a response is valid. In some embodiments, the process of Figure 6G implements 6D16 of
Figure 6D in the event that the challenge comprises a credential challenge. In the example shown,
in 6G00, the response is decrypted. For example, the response is transmitted encrypted with a per-
channel key. In 6G02, a credential is determined from the response. In 6G04, a DID document is
retrieved from a distributed ledger based on target DID in the response.

[00188] In 6G06, it is determined whether a public key from a decentralized ledger matches
a decentralized identifier (DID) in the credential. In the event it is determined that a public key
from a distributed ledger does not match a DID in the credential, control passes to 6G18. In the
event it is determined in 6GO06 that that a public key from a distributed ledger matches a DID in the

credential, control passes to 6G08. In 6G08, it is determined whether the credential is one of a set
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of credentials that can enable authorization to access. In the event it is determined that the
credential is not one of the set of credentials that can enable authorization to access, control passes
to 6G18. In the event it is determined in 6GO8 that the credential is one of the set of credentials that
can enable authorization to access, control passes to 6G10. In 6G10, it is determined whether the
credential is expired. In the event it is determined that the credential is expired, control passes to
6G18. In the event it is determined in 6G10 that the credential is not expired, control passes to
6G12. In 6G12, it is determined whether the credential signature is valid. In the event it is
determined that the credential signature is not valid, control passes to 6G18. In the event it is
determined in 6G12 that the credential signature is valid, control passes to 6G14. In 6G14, it is
determined whether the credential is revoked. For example, determining that the credential is
revoked comprises querying a revocation registry of a revocation database or a distributed ledger
(e.g., a decentralized ledger, a permissioned ledger, a public ledger, a blockchain, etc.) In the event
that the credential is revoked, control passes to 6G18. In the event that the credential is not
revoked, control passes to 6G16. In 6G16, the process indicates that the response is valid, and the

process ends. In 6G18, the process indicates that the response is not valid, and the process ends.

[00189] Figure 6H is a flow diagram illustrating an embodiment of a process for responding
to a signature challenge. In some embodiments, the process of Figure 6H is executed by an
authentication device (e.g., authentication device 6A02 of Figure 6A). In the example shown, in
6HO00, a signature challenge is received. In 6H02, permission from a user to unlock a mobile
encryption key is requested. In 6H04, it is determined whether permission is received (e.g., whether
the user granted permission to unlock the mobile encryption key). For example, a user providing
permission comprises a user providing an indication to grant permission, a user providing login
information, a user providing biometric information, etc. In the event it is determined that
permission is not received, the process ends. In the event it is determined that permission is
received, control passes to 6H06. In 6H06, the mobile encryption key is unlocked. In 6H0S8, a
private key is decrypted using the mobile encryption key. In 6H10, the signature challenge is
signed using the private key. For example, the signature challenge is signed using the identity
private key. In 6H12, the signed challenge is encrypted (e.g., using a per-channel key).

[00190] Figure 6] is a flow diagram illustrating an embodiment of a process for responding
to a credential challenge. In some embodiments, the process of Figure 61 is executed by an
authentication device (e.g., authentication device 6A02 of Figure 6). In the example shown, in 6100,
a credential challenge is received. In 6102, a credential request is determined from the credential

challenge. In 6104, one or more credentials that match the credential request are determined. In
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6106, a credential list is provided to a user for selection. In 6108, it is determined whether a
credential is selected. In the event it is determined that a credential is not selected, the process ends.
In the event it is determined that a credential is selected, control passes to 6110. In 6110, a proof
response is created (e.g., comprising the selected credential). In 6112, permission from a user to
unlock a mobile encryption key is requested. In 6114, it is determined whether permission is
received (e.g., from a user to unlock a mobile encryption key). In the event it is determined that
permission is not received, the process ends. In the event it is determined that permission is
received, control passes to 6116. In 6116, the mobile encryption key is unlocked. In 6118, a private
key is decrypted using the mobile encryption key. In 6120, the proof response is signed using the
private key. In 6122, the signed challenge is encrypted (e.g., using a per-channel key).

[00191] Figure 6] is a flow diagram illustrating an embodiment of a process for an
application system. In some embodiments, the process of Figure 6] is executed by application
system 6A08 of Figure 6A. In the example shown, in 6J00, a request from a user to access an
application is received. In 6J02, authorization to access is requested. In 6J04, an authentication of
the authorization to access is received. In 6J06, application access is provided to the user. In 6J08, a
request is received from the user to execute a task. In 6J10, it is determined whether the task
comprises a sensitive task. In the event the task does not comprise a sensitive task, control passes to
6J12. In 6J12, access to the task is provided, and the process ends. In the event it is determined in
6J10 that the task comprises a sensitive task, control passes to 6J14. In 6J14, the user is prompted
to confirm access to the sensitive task. In 6J16, it is determined whether the user confirms access to
the sensitive task. In the event it is determined that the user does not confirm access to the sensitive
task, the process ends. In the event it is determined that he user confirms access to the sensitive
task, control passes to 6J18. In 6J18, authorization to access the sensitive task is requested. In 6J20,
it is determined whether authorization to access the sensitive task is received. In the event
authorization to access the sensitive task is not received, the process ends. In the event
authorization to access the sensitive task is received, control passes to 6J22. In 6J22, access to the

sensitive task is provided.

[00192] The system comprises an interface and a processor. The interface is configured to
receive a request from an application for authorization to access, wherein access to the application
is requested by a user, and receive a task request from the application for authorization to access a
task, wherein access to the task is requested by the user. The processor is configured to
authenticate the request from the application for authorization to access, determine that the task

comprises a sensitive task, determine a user authentication device, provide a challenge for a digital
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credential to the user authentication device, wherein the digital credential is backed by data stored
in a distributed ledger, receive a response from the user authentication device, determine the
response is valid, and provide an authorization to access the sensitive task. In some embodiments,
the challenge for the digital credential to the user authentication device is based at least in part on
rules. In some embodiments, the task request from the application for authorization to access the
sensitive task is received via an encrypted JSON message. In some embodiments, the application
prompts the user to confirm access to the sensitive task prior to providing the task request for
authorization to access the sensitive task. In some embodiments, authenticating the request from the
application for authorization to access comprises providing an access token to the application. In
some embodiments, the processor is further configured to validate a signature on the task request
from the application for authorization to access the task. In some embodiments, the processor is
further configured to determine a user identifier based at least in part on the request from an
application for authorization to access. In some embodiments, the processor is further configured to
determine the user authentication device based at least in part on the user identifier. In some
embodiments, the response is encrypted. In some embodiments, the response is encrypted with a
per-channel key. In some embodiments, the response comprises the challenge signed with a user
authentication device private key. In some embodiments, the user authentication device signs the
challenge with the user authentication device private key in response to user provided biometric
data. In some embodiments, determining the response is valid comprises validating the challenge
signature. In some embodiments, the response comprises a credential. In some embodiments, the
credential is selected from a credential wallet. In some embodiments, the challenge to the user
authentication device comprises a set of credentials for satisfying the challenge. In some
embodiments, the set of credentials is based at least in part on a context of the task and on rules that
enable access. In some embodiments, the processor is further configured to access a public key in a
public decentralized ledger and verify the public key corresponds to a decentralized identifier
stored by the credential. In some embodiments, determining the response is valid comprises
determining that the credential is not expired and that the credential comprises a valid signature
associated with the user. In some embodiments, determining the response is valid comprises

querying a blockchain to determine that the credential is not revoked.
Case G — Digital Credentials for Access to Sensitive Data

[00193] A system for providing access comprises an interface configured to receive an
application access request from an application for authorization to access, wherein access to the

application is requested by a user, and receive a sensitive data access request from the application
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for authorization to access a document that includes sensitive data, wherein access to the document
is requested by the user, and a processor configured to determine to authorize access to the
application in response to the application access request, wherein the authorizing access includes
linking a user authentication device with the user, determine the user authentication device in
response to the sensitive data access request, provide a secondary request for authorization to
access sensitive data to the user authentication device in response to the sensitive data access
request, receive a secondary request response from the user authentication device to the secondary
request, and provide the secondary request response to the application enabling access to the
sensitive data, wherein the document is encrypted for delivery to the application for the user using a

blinding secret and an identity private key.

[00194] A system for providing access to sensitive data comprises a digital credential aware
identity and access management service (DCIAMS) in communication with an application system
and a plurality of authentication devices associated with users. A user using a user system remotely
accesses an application on the application system — for example, using a web browser. The user
accesses the application to store data, access data, analyze data, execute applications, etc. When the
user initially accesses the application on the application system, a user login must be established.
For example, the user provides a user identifier and password, the user provides biometric
information, the user supplies a personal identification number (PIN), etc. When utilizing a digital
credential for access, the application server contacts the DCIAMS with user login information. The
DCIAMS determines an authentication device associated with the user and a set of credentials
satisfactory to authenticate the login, and contacts the authentication device with a request for a
credential. In the event that the authentication device satisfactorily provides the credential, the

DCIAMS indicates to the application server to allow the user login to the application.

[00195] Once the user has completed login and is utilizing the application on the application
system, a secondary level of confirmation can be required for access to sensitive data. For example,
in the event that the user logs into a database application and then leaves their desk, a different user
should be prevented from accessing secure information within the database application (e.g., social
security numbers, tax information, personnel review information, etc.). The information also must
be transmitted securely to prevent its interception. When the user requests access to a sensitive
document, the application responds to the user system with a request for a blinding secret. For
example, the blinding secret comprises an asymmetric encryption key. The user system creates the
blinding secret and provides the public blinding secret to the application system. The application

system creates a document encryption key and uses the document encryption key to encrypt the
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sensitive document. The application system then determines an authentication system associated
with the user and determines a public encryption key associated with the authentication system. For
example, the application system looks up the public key in a public key database, looks up a public
key reference in a distributed ledger (e.g., a decentralized ledger, a permissioned ledger, a public
ledger, a blockchain, etc.). The application system encrypts the document encryption key using the
authentication device and passes it along with the blinding secret and the user identifier for the
requesting user, to the DCIAMS. At this point only the user authentication device can decrypt with
the document encryption key. The DCIAMS identifies the authentication device using the user
identifier and provides the encrypted document encryption key and the blinding secret to the
authentication device. The authentication device first prompts the user to confirm access to secure
data. Since the user always has the authentication device with them, if an attacker attempts to
access secure data while they are stepped away from their computer, the process will be stopped
here. For extra security a biometric indicator or a PIN can be used to confirm access, preventing
confirmation even if the user has left their authentication device behind. In the event the user
confirms access, the authentication device decrypts the document encryption key using its private
key, and blinds the document encryption key using the blinding secret. The authentication device
provides the blinded document encryption key back to the DCIAMS, which provides it to the
application server. The application server provides the blinded document encryption key and the
encrypted sensitive data to the user system. The user system uses the blinding secret it generated to
decrypt the document encryption key, and then uses the document encryption key to decrypt the

sensitive document. The user then accesses the sensitive document.

[00196] Figure 7A is a block diagram illustrating an embodiment of a network system. In
some embodiments, the network system of Figure 7A comprises a network system for a credential
system. In the example shown, Figure 7A comprises network 7A00. In various embodiments,
network 7A00 comprises one or more of the following: a local area network, a wide area network, a
wired network, a wireless network, the Internet, an intranet, a storage area network, or any other
appropriate communication network. Authentication device 7A02, distributed ledger 7A04, digital
credential aware identity and access management service 7A06, application system 7A08, and user
system communicate via network 7A00. Authentication device 7A02 comprises an authentication
device associated with a user (e.g., a user of application system 7A08, a user using user system
7A10). For example, authentication device 7A02 comprises a computer, a smartphone, a tablet, a
mobile device, etc. Distributed ledger 7A04 comprises a distributed ledger (e.g., a decentralized
ledger, a permissioned ledger, a public ledger, a blockchain, etc.). For example, distributed ledger

7A04 is stored on a plurality of systems and comprises one or more permissioned writer systems
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for writing to the distributed ledger. Digital credential aware identity and access management
service (DCIAMS) 7A06 comprises a system for interacting with authentication device 7A02,
distributed ledger 7A04, application system 7A08, and any other appropriate systems. DCIAMS
7A06 comprises a system for coordinating a login for application system 7A08, for providing a
credential to authentication device 7A02, for requesting a credential from authentication device
7A02, for verifying a user identifier or a signature in distributed ledger 7A04, etc. Application
system 7A08 comprises a system for providing access to an application. For example, application
system 7A08 comprises a system for providing access to a database application, a data processing
application, a productivity application, a communication application, etc. A user uses user system
7A10 to access applications on application system 7A08. For example, a user uses an application
on user system 7A10 (e.g., a web browser) to connect to an application on application system
7A08. The application on application system 7A08 authenticates a user login before granting

access.

[00197] DCIAMS 7A06 comprises a system for providing authentication for authenticating
access to sensitive data. For example, DCIAMS 7A06 comprises an interface configured to receive
an application access request from an application for authorization to access, wherein access to the
application is requested by a user, and receive a sensitive data access request from the application
for authorization to access a document that includes sensitive data, wherein access to the document
is requested by the user, and a processor configured to determine to authorize access to the
application in response to the application access request, wherein the authorizing access includes
linking a user authentication device with the user, determine the user authentication device in
response to the sensitive data access request, provide a secondary request for authorization to
access sensitive data to the user authentication device in response to the sensitive data access
request, receive a secondary request response from the user authentication device to the secondary

request, and provide the secondary request response to the application.

[00198] Figure 7B is a block diagram illustrating an embodiment of an authentication device.
In some embodiments, authentication device 7B00 of Figure 7B comprises authentication device
7A02 of Figure 7A. In the example shown, authentication device 7B00 comprises interface 7B02.
For example, interface 7B02 comprises an interface for receiving data, providing data, receiving a
request for data, etc. Processor 7B04 comprises a processor for executing applications 7B06.
Applications 7B06 comprise digital identity application 7B08 and any other appropriate
applications. Digital identity application 7B08 comprises an application for providing a proof

response in response to a proof request. For example, digital identity application 7B08 comprises

71



WO 2019/191213 PCT/US2019/024255

an application for receiving a credential challenge from a DCIAMS (e.g., DCIAMS 7A06 of Figure
7A), determining a credential request from the credential challenge, determining one or more
credentials that match the credential request, providing a credential list to a user for credential
selection, in the event it is determined that a credential is selected, creating a proof response,
providing a request to unlock a mobile encryption key, and in the event permission is received,
unlocking a mobile encryption key, decrypting an identity key pair private key using the mobile
encryption key, signing the proof response using the identity key pair private key, and providing

the signed proof response.

[00199] Digital identity application 7B08 comprises an application for providing a signature
challenge response in response to a signature challenge request. For example, digital identity
application 7B08 comprises an application for receiving a signature challenge, unlocking a mobile
encryption key (e.g., using a biometric, a PIN, etc.), decrypting a private key using the mobile
encryption key, signing the signature challenge using the private key, encrypting the signed
signature challenge (e.g., using a per-channel key), and providing the encrypted signed signature
challenge. Digital identity application 7B08 additionally comprises an application for responding to
a secure data request. For example, digital identity application 7B08 comprises an application for
receiving a secondary request for authorization to access sensitive data, requesting permission from
a user to unlock a mobile encryption key, in the event permission is received unlocking the mobile
encryption key, decrypting a private key using the mobile encryption key, requesting permission
from the user to unlock the secondary request, in the event permission is received unlocking the
secondary request, accessing an encrypted document encryption key and a blinding secret,
decrypting the encrypted document encryption key with the private key, blinding the document
encryption key with the blinding secret, and providing a secondary request response comprising the

blinded document encryption key.

[00200] Secure enclave 7B10 comprises a secure system for storing a mobile encryption key.
Secure enclave 7B10 comprises mobile encryption key 7B12 and encryption decryption application
7B14. For example, secure enclave 7B10 comprises multiple mobile encryption keys, an
application for generating and/or removing mobile encryption keys, etc. Secure enclave 7B10
comprises a system for receiving data, transforming it by encrypting and/or decrypting the data
using a mobile encryption key or keys, and providing the transformed data. For example, secure
enclave 7B10 is configured to only provide transformed input data and not to provide mobile
encryption key 7B12. In some embodiments, functionality of secure enclave 7B10 is access limited

using a biometric (e.g., a fingerprint, a retina scan, a DNA scan, etc.) and/or a PIN. Authentication
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device 7B00 additionally comprises storage 7B16. Storage 7B16 comprises encryption keys 7B18,
for example comprising a public key of an identity key pair, a private key of an identity key pair, a
private key of an identity key pair encrypted using mobile encryption key 7B12, etc. For example,
an identity key pair of authentication device 7B00 comprises a public key used by other systems for
encrypting data in such a way that it can only by decrypted by authentication device 7B00, and a
private key for decrypting data encrypted using the public key or for signing data for proving it
came from authentication device 7B00. Storage 7B16 additionally comprises digital credentials
7B20, comprising digital certificates representing qualifications (e.g., a college degree, work
experience, time living at an apartment, time enrolled in a health insurance plan, etc.).
Authentication device 7B00 additionally comprises memory 7B22. Memory 7B22 comprises
executing application data 7B24, comprising data associated with applications 7B06.

[00201] Figure 7C is a block diagram illustrating an embodiment of a digital credential
aware identity and access management service (DCIAMS). In some embodiments, DCIAMS 7C00
comprises DCIAMS 7A06 of Figure 7A. In the example shown DCIAMS 7C00 comprises interface
7C02. For example, interface 7C02 comprises an interface for receiving data, providing data,
receiving a request for data, etc. In some embodiments, interface 7C02 comprises an interface for
receiving encrypted messages or encrypted javascript object notation (JSON) messages. Processor
7C04 comprises a processor for executing applications 7C06. Applications 7C06 comprise a set of
DCIAMS applications. Decryption application 7C08 comprises an application for decrypting
encrypted data using a key. Login application 7C10 comprises an application for receiving login
information (e.g., username and password, a credential, a quick response (QR) code challenge, etc.)
and providing login credentials (e.g., a login token). Ledger interface application 7C12 comprises
an application for interacting with a distributed ledger (e.g., distributed ledger 7A04 of Figure 7A).
For example ledger interface application 7C12 comprises an application for verifying a signature in
a ledger or checking a credential identifier for revocation in a ledger. Proof request application
7C14 comprises an application for creating a proof request, sending a proof request, evaluating a
proof request response (e.g., a proof response), etc. Token generation application 7C16 comprises
an application for generating a login token (e.g., in response to a successful login). Credential
issuing application 7C18 comprises an application for issuing a digital credential for proving a
qualification in response to a request from a credential issuing authority to issue the credential.
Applications 7C06 additionally comprise any other appropriate applications. For example,
processor 7C04 comprises a processor configured to determine to authorize access to an application
in response to an application access request, wherein the authorizing access includes linking a user

authentication device with the user, determine a user authentication device in response to a
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sensitive data access request, provide a secondary request for authorization to access sensitive data
to the user authentication device in response to the sensitive data access request, receive a
secondary request response from the user authentication device to the secondary request, and
provide the secondary request response to the application. Storage 7C20 comprises user and device
database 7C22 and credential rules 7C24. User and device database 7C22 comprises a database of
registered users for a given customer organization and user details (e.g., username, password hash,
contact information, email address, relationship to devices, registered public keys, registered
mapping documents in a distributed ledger, etc.). User and device database 7C22 additionally
comprises a device directory comprising all the devices for a given customer organization as well
as mapping documents associated with the devices and relationships with users associated with the
devices. Credential rules 7C24 comprises a set of credential rules for determining a credential that
satisfies a given access request — for example, rules related to a credential associated schema, a
credential associated organization, a credential issuer, a credential associated location, a credential
associated class identifier, a credential associated license number, or any other appropriate
credential rules. In various embodiments, rules comprise rules related to a credential associated
schema, rules related to a credential associated organization, rules related to a credential issuer,
rules related to a credential associated location, rules related to a credential associated class
identifier or identifier number, rules related to a credential associated license or license number, a
credential associated class name, or any other appropriate credential rules. In some embodiments,
the rules are applied selectively (e.g., based at least in part on a user identifier) — for example,
employees with a credential can access application A, contractors with a credential can access
application B, or any other appropriate matching of access with identifiers. In various
embodiments, the rules are applied selectively based at least in part on current employment,
employee type, location of user, qualification by training class, credential from a third party issuer
(e.g., division of motor vehicle license, certification from school, etc.), or any other appropriate
criterion. As examples of configurable credential rules to grant access: 1) access is granted in the
event that a credential indicates that the holder is a current employee (e.g., issuing company is
valid, employee status is not expired, and not revoked); 2) access is granted in the event that a
credential indicates that the holder is an employee in an organization of the company (e.g., issuing
company is valid, organization is specified organization, employee status is not expired, and not
revoked); 3) access is granted in the event that a credential indicates that the holder is an employee
in a specified location (e.g., issuing company is valid, location is a specified location, employee
status is not expired, and not revoked); 4) access is granted in the event that a credential indicates

that the holder has necessary training (e.g., issuing company is valid, training status is complete,
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employee status is not expired, and not revoked); and 5) access is granted in the event that a
credential indicates that the holder has outside credential (e.g., issuing company is valid, outside
credential is valid, outside credential issuer is third party, employee status is not expired, and not
revoked). DCIAMS 7C00 additionally comprises memory 7C26. Memory 7C26 comprises
executing application data 7C28, comprising data associated with applications 7C06.

[00202] Figure 7D is a block diagram illustrating an embodiment of an application system.
In some embodiments, application system 7D00 of Figure 7D comprises application system 7A08
of Figure 7A. In the example shown, application system 7D00 comprises interface 7D02. For
example, interface 7D02 comprises an interface for receiving data, providing data, receiving a
request for data, etc. Processor 7D04 comprises a processor for executing applications 7D06.
Applications 7D06 comprises database system 7D08 (e.g., application system 7D00 functions as a
database system), secure data application 7D 10, and other applications 7D10. Secure data
application 7D 10 comprises an application for encrypting data, decrypting data, generating

encryption keys, or any other appropriate secure data processes.

[00203] For example, secure data application 7D10 comprises an application for receiving an
indication from a user app to access sensitive data, providing a request for a blinding secret to the
user app, receiving the blinding secret, generating a document encryption key, encrypting the
sensitive data with the document encryption key, determining a public encryption key for an
authentication device associated with the user, providing the blinding secret, the encrypted
document encryption key, and a user identifier to a DCIAMS, receiving a blinded document
encryption key, and providing the encrypted sensitive data and the blinded document encryption
key to the user app. Other applications 7D12 comprise any other appropriate applications (e.g., a
communications application, a chat application, a web browser application, a document preparation
application, a report preparation application, a user interface application, a data analysis

application, etc.).

[00204] Application system 7D00 additionally comprises storage 7D14. Storage 7D14
comprises application data storage 7D16, for example comprising data stored by applications 7D08.
Some data of application data storage 7D16 comprises sensitive data. Storage 7D14 additionally
comprises encryption keys 7D 18, for example comprising a public key of an identity key pair, a
private key of an identity key pair, public keys of other systems, one or more document encryption
keys, etc. For example, an identity key pair of application system 7D00 comprises a public key
used by other systems for encrypting data in such a way that it can only by decrypted by application
system 7D00, and a private key for decrypting data encrypted using the public key or for signing
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data for proving it came from application system 7D00. Application system 7D00 additionally
comprises memory 7D20. Memory 7D20 comprises executing application data 7D22, comprising
data associated with applications 7D06.

[00205] Figure 7E is a block diagram illustrating an embodiment of a user system. In some
embodiments, user system 7E00 of Figure 7E comprises user system 7A10 of Figure 7A. In the
example shown, user system 7E00 comprises interface 7E02. For example, interface 7E02
comprises an interface for receiving data, providing data, receiving a request for data, etc.
Processor 7E04 comprises a processor for executing applications 7E06. Applications 7E06
comprises web browser application 7E08 (e.g., an application for communicating with other
systems using a web protocol), secure data application 7E10, and any other appropriate
applications. Secure data application 7E10 comprises an application for encrypting data, decrypting

data, generating encryption keys, or any other appropriate secure data processes.

[00206] For example, secure data application 7E10 comprises an application for providing an
indication to access data to an application on an application system, receiving a request for a
blinding secret, generating the blinding secret, providing the blinding secret to the application, in
the event the application responds receiving the data encrypted with a document encryption key and
the document encryption key blinded with the blinding secret, decrypting the document encryption
key with the blinding secret, decrypting the data with the document encryption key, and accessing
the data.

[00207] User system 7E00 additionally comprises storage 7E12. Storage 7E12 comprises
user data storage 7D14 — for example comprising any appropriate user data, and encryption keys
7E16, for example comprising a public key of an identity key pair, a private key of an identity key
pair, public keys of other systems, etc. For example, an identity key pair of user system 7E00
comprises a public key used by other systems for encrypting data in such a way that it can only by
decrypted by user system 7E00, and a private key for decrypting data encrypted using the public
key or for signing data for proving it came from user system 7E00. User system 7E00 additionally
comprises memory 7E18. Memory 7E18 comprises executing application data 7E20, comprising

data associated with applications 7E06.

[00208] Figure 7F is a flow diagram illustrating an embodiment of a process for providing
access. In some embodiments, the process of Figure 7F is executed by DCIAMS 7A06 of Figure
7A. In the example shown, in 7F00, an application request is received from an application for

authorization to access, wherein access to the application is requested by a user. In 7F02, it is
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determined whether to authorize access. For example, a determination of whether to authorize
access is made based at least in part on a user credential, user login information, a user biometric, a
PIN, etc. In the event it is determined not to authorize access, the process ends. In the event it is
determined to authorize access, control passes to 7F04. In 7F04, the process authorizes access to
the application in response to the application access request, wherein the authorizing access
includes linking a user authentication device with the user. In 7F06, a sensitive data access request
is received from the application for authorization to access a document that includes sensitive data,
wherein access to the document is requested by the user. In 7F08, the user authentication device is
determined in response to the sensitive data access request. For example, determining the user
authentication device comprises determining the user authentication device linked with the user
(e.g., the user authentication device linked with the user in 7F04). In some embodiments,
determining the user authentication device linked with the user comprises looking up the link as
stored in a user authentication device database as associated with the user identifier. In some
embodiments, validity of the user authentication device is determined. For example, the process is
further configured to validate a public key associated with the user authentication device in a
distributed ledger. In some embodiments, this check is meant to secure the response from the user
authentication device to the DCIAMS and, for example, that the signed response matches the
registered DID for the user that was challenged. In 7F10, a secondary request for authorization to
access sensitive data is provided to the user authentication device in response to the sensitive data
access request. For example, the secondary request provided to the user authentication device for
authorization to access sensitive data comprises a blinding secret, an encrypted document
encryption key, and/or a user identifier, wherein the secondary request includes the blinding secret,
the encrypted document encryption key, and/or the user identifier from the sensitive data access
request. In some embodiments, the secondary request provided to the user authentication device for
authorization to access sensitive data additionally comprises a file name. In some embodiments, the
secondary request provided to the user authentication device for authorization to access sensitive
data is encrypted using a public key associated with the user authentication device. In 7F12, it is
determined whether the authentication device responds (e.g., to the secondary request for
authorization to access sensitive data). In the event it is determined that the authentication device
does not respond, the process ends. In the event it is determined that the authentication device
responds, control passes to 714. In 7F14, a secondary request response to the secondary request is
received from the user authentication device. For example, the secondary request response is
received via a secure channel. In some embodiments, the process is further configured to determine

that the secondary request response is valid. In some embodiments, the response is signed with the
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Identity Private Key, this signature can then be validated against the current Public Key in the
distributed ledger for the user that was challenged to decrypt the document encryption key. In

7F 16, the secondary request response is provided to the application enabling access to the sensitive
data, wherein the document is encrypted for delivery to the application for the user using a blinding
secret and an identity private key. For example, an Identity Private Key is used to provide greater
security and privacy through end-to-end encryption of user managed data. End-to-end specifically
means creating a mechanism by which any intermediate processing systems do not have access to
an unencrypted form of the document requested by the user. This is accomplished by using the
combination of a blinding secret and the identity private key held in an authentication device (e.g.,
a user’s digital identity wallet on a user’s phone or mobile device). The blinding mechanism
involves a private blinding secret that stays in the browser, and a public blinding secret that passes
through the flow. The public blinding secret is used to encrypt the result of the mobile decryption,
and then the private blinding secret is used to ultimately decrypt the sensitive data. In some
embodiments, a blinding secret is created by an application (e.g., a browser) on the client system or
user’s device (e.g., a laptop). This blinding secret is passed throughout the system to be used on the
authentication device and then unblinded when it returns to the client system. In some

embodiments, the blinding secret comprises a public blinding secret.

[00209] In some embodiments, there are other crypto means by which to perform this
blinding operation, one involves blinding as a commutative mathematical operation, in which the
encrypted document encryption key is first blinded by encryption code in the browser, then the
“‘decrypt’ in the mobile device is performed against the blinded value, and passed back through the
services. Finally the browser performs the unblinding operation on the decrypted but still blinded
key to arrive at the plain text for the document encryption key and can then decrypt the data. This
would alter the steps described herein, i.e., there would be no blinding that occurs at the mobile

device step, and the mobile device would be blind to the document encryption key as well.

[00210] Figure 7G is a flow diagram illustrating an embodiment of a process for an
authentication device. In some embodiments, the process of Figure 7G is executed by
authentication device 7A02 for responding to a secondary request for authorization to access data.
In the example shown, in 7G00, a secondary request for authorization to access sensitive data is
received. In 7G02, permission from a user to unlock a mobile encryption key is requested. In 7G04,
it is determined whether permission is received. In the event it is determined that permission is not
received, the process ends. In the event it is determined that permission is received, control passes

to 7G06. In 7G06, the mobile encryption key is unlocked. In 7G08, a private key is decrypted using
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the mobile encryption key. In 7G10, permission is requested from the user to unlock the secondary
request. In 7G12, it is determined whether permission is received. In the event it is determined that
permission is not received, the process ends. In the event it is determined that permission is
received, control passes to 7G14. In 7G14, the secondary request is unlocked (e.g., using a private
key). In 7G16, an encrypted document encryption key and a blinding secret are accessed. In 7G18,
the encrypted document encryption key is decrypted with the private key. In 7G20, the document
encryption key is blinded with the blinding secret. In 7G22, a secondary request response is
provided comprising the blinded document encryption key and signed with the identity private key

to prove authenticity of response.

[00211] Figure 7H is a flow diagram illustrating an embodiment of a process for an
application system. In some embodiments, the process of Figure 7H is executed by application
system 7A08 of Figure 7A in response to an indication from a user application to access sensitive
data. In the example shown, in 7H00, an indication from a user application to access sensitive data
is received. For example, the user application comprises a web browser. In 7H02, a request for a
blinding secret is provided to the user application. In 7H04, the blinding secret is received. In
7HO06, a public encryption key for an authentication device associated with the user is determined.
In 7HO8, the blinding secret, the encrypted document encryption key, and a user identifier are
provided to the DCIAMS. For example, the blinding secret, the encrypted document encryption
key, and a user identifier are provided to the DCIAMS via a secure REST call. In some
embodiments, a filename is additionally provided to the DCIAMS. In 7H10, it is determined
whether the DCIAMS responds. In the event it is determined that the DCIAMS does not respond,
the process ends. In the event it is determined that the DCIAMS responds, control passes to 7H12.
In 7H12, a blinded document encryption key is received. In 7H14, the encrypted sensitive data and

the blinded document encryption key are provided to the user application.

[00212] Figure 71 is a flow diagram illustrating an embodiment of a process for a user
system. In some embodiments, the process of Figure 71 is executed by user system 7A 10 of Figure
7A. In the example shown, in 7100, an indication to access data is provided to an application on an
application system. In 7102, a request for a blinding secret is received. In 7104, the blinding secret
is generated. In 7106, the blinding secret is provided to the application. In 7108, it is determined
whether the application responds. In the event it is determined that the application does not
respond, the process ends. In the event it is determined that the application responds, control passes
to 7110. In 7110, the data encrypted with a document encryption key and the document encryption

key blinded with the blinding secret are received. In some embodiments, the document encryption
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key is blinded with the public blinding secret. In 7112, the document encryption key is unblinded
with the blinding secret. In 7114, the data is decrypted with the document encryption key. In 7116,

the data is accessed.

[00213] A system for providing access comprises an interface configured to receive an
application access request from an application for authorization to access, wherein access to the
application is requested by a user, and receive a sensitive data access request from the application
for authorization to access a document that includes sensitive data, wherein access to the document
is requested by the user, and a processor configured to determine to authorize access to the
application in response to the application access request, wherein the authorizing access includes
linking a user authentication device with the user, determine the user authentication device in
response to the sensitive data access request, provide a secondary request for authorization to
access sensitive data to the user authentication device in response to the sensitive data access
request, receive a secondary request response from the user authentication device to the secondary
request, and provide the secondary request response to the application enabling access to the
sensitive data, wherein the document is encrypted for delivery to the application for the user using a
blinding secret and an identity private key. In some embodiments, the sensitive data access request
from the application for the authorization to access sensitive data comprises the blinding secret, an
encrypted document encryption key, and/or a user identifier, wherein the blinding secret is received
from a user application, and wherein a document encryption key is encrypted to make the encrypted
document encryption key using a public key associated with the user authentication device. In
some embodiments, the sensitive data access request from the application for the authorization to
access sensitive data additionally comprises a file name. In some embodiments, the document is
encrypted using the document encryption key, wherein the document is encrypted for secure
transmission in response to a user application request for the document. In some embodiments,
determining the user authentication device comprises determining the user authentication device
linked with the user. In some embodiments, determining the user authentication device linked with
the user comprises looking up the link as stored in a user authentication device database as
associated with the user identifier. In some embodiments, the sensitive data access request from the
application for the authorization to access sensitive data is transmitted using a secure REST call. In
some embodiments, the secondary request provided to the user authentication device for
authorization to access sensitive data comprises the blinding secret, an encrypted document
encryption key, and/or a user identifier, wherein the secondary request includes the blinding secret,
the encrypted document encryption key, and/or the user identifier from the sensitive data access

request. In some embodiments, the secondary request provided to the user authentication device for
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authorization to access sensitive data additionally comprises a file name. In some embodiments, the
secondary request provided to the user authentication device for authorization to access sensitive
data is encrypted using a public key associated with the identity private key stored on the user
authentication device. In some embodiments, the user authentication device decrypts the encrypted
document encryption key to generate a document encryption key. In some embodiments, the
document encryption key is blinded using the public blinding secret to generate a blinded document
encryption key. In some embodiments, the user authentication device provides the secondary
request response after confirmation from the user, wherein the secondary request response
comprises the blinded document encryption key. In some embodiments, the application is
configured to provide the blinded document encryption key and an encrypted document to a user
application, wherein the encrypted document is generated by encrypting the document with
sensitive data using the document encryption key. In some embodiments, the user application is
configured to unblind the blinded document encryption key using the blinding secret to generate the
document encryption key and decrypt the encrypted document using the document encryption key
to enable the user to access the document with sensitive data. In some embodiments, the user
application comprises a web browser. In some embodiments, wherein the processor is further
configured to validate a public key associated with the user authentication device in a distributed
ledger. In some embodiments, the secondary request response is received via a secure channel. In
some embodiments, the processor is further configured to determine that the secondary request

response is valid.
Case H — Digital Credentials for Employee Badging

[00214] A system for credential authentication comprises an interface configured to receive a
create indication to create a badge credential representing an employee badge and receive a claim
indication from an authentication device to claim the badge credential, and a processor configured
to provide the badge credential to the authentication device in response to the claim indication,
receive a proof response from the authentication device comprising the badge credential and a lock
identifier, validate the proof response using a distributed ledger, and provide a token for unlocking

a lock associated with the lock identifier to the authentication device.

[00215] A system for credential authentication comprises a system for using a badge
credential to authenticate access to a door (e.g., for entry to a building). When a new user joins an
organization, the user installs a digital identity application on a mobile device. The mobile device
including the digital identity application comprises an authentication device for the user. The digital

identity application is associated with user information (e.g., an email address, user identifier (ID),
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and/or a user account) for identifying the user. The digital identity application provides a request
for a badge credential for authenticating entry to a digital credential aware identity and access
management service (DCIAMS). When the DCIAMS receives an indication of the new user, the
DCIAMS creates a badge credential associated with the user. The DCIAMS receives the request for
the badge credential and provides the badge credential to the authentication device. When the user
attempts to enter the building, the user places the authentication device in proximity of a lock
system including an automated door lock. The authentication device receives a lock identifier
associated with the lock system and provides a request comprising the badge credential and the
lock identifier to the DCIAMS. The DCIAMS validates the badge credential (e.g., verifying that the
badge credential is not expired, not revoked, has a valid signature, etc.) and the lock identifier (e.g.,
verifying that the lock identifier is associated with a valid lock, verifying that the user associated
with the badge credential has permission to unlock the lock, verifying that the authentication device
associated with the badge credential has recently communicated with the lock system, etc.). When
it is determined that the badge credential and the lock identifier are valid, the DCIAMS creates a
token valid for unlocking the lock and provides the token to the authentication device. The

authentication device then provides the token to the lock system for unlocking the lock.

[00216] Figure 8A is a block diagram illustrating an embodiment of a network system. In
some embodiments, the network system of Figure 8A comprises a network system for a credential
system. In the example shown, Figure 8A comprises network 8 A00. In various embodiments,
network 8 A00 comprises one or more of the following: a local area network, a wide area network, a
wired network, a wireless network, the Internet, an intranet, a storage area network, or any other
appropriate communication network. Authentication device 8 A02, distributed ledger 8A04, digital
credential aware identity and access management service 8A06, application system 8A08, user
system 8A10, and door lock system 8A12 communicate via network 8A00. Authentication device
8A02 comprises an authentication device associated with a user (e.g., a user of application system
8A08, a user using user system 8A10). For example, authentication device 8A02 comprises a
computer, a smartphone, a tablet, a mobile device, etc. Distributed ledger 8A04 comprises a
distributed ledger (e.g., a decentralized ledger, a permissioned ledger, a public ledger, a blockchain,
etc.). For example, distributed ledger 8A04 is stored on a plurality of systems and comprises one or
more permissioned writer systems for writing to the distributed ledger. DCIAMS 8A06 comprises a
system for interacting with authentication device 8 A02, distributed ledger 8 A04, application system
8A08, and any other appropriate systems. DCIAMS 8A06 comprises a system for coordinating a
login for application system 8A08, for providing a credential to authentication device 8A02, for

requesting a credential from authentication device 8A02, for verifying a user identifier or a
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signature in distributed ledger 8A04, etc. Application system 8A08 comprises a system for
providing access to an application. For example, application system 8A08 comprises a system for
providing access to a database application, a data processing application, a productivity application,
a communication application, etc. A user uses user system 8A 10 to access applications on
application system 8A08. For example, a user uses an application on user system 8A10 (e.g., a web
browser) to connect to an application on application system 8 A08. The application on application
system 8A08 authenticates a user login before granting access. Door lock system 8A12 comprises a
computer system for controlling access to a door lock. For example, door lock system 8A12
comprises a system for receiving a lock indication and locking the door lock or receiving an unlock
indication and unlocking the door lock. A lock indication or an unlock indication can require a
cryptographic token for authenticating the lock or unlock action. Computer systems can
communicate with door lock system 8A12 via network 8AQ0 or via a proximity radio system (e.g.,
Bluetooth, Zigbee, a near field communication (NFC) system, etc.). In various embodiments, the
door lock comprises a door to a building, a gate to a building, a gate to an area, a door for a vehicle,

a door for a person, a turnstile, a revolving door, or any other appropriate door.

[00217] DCIAMS 8A06 comprises a system for providing authentication for authenticating
access to unlock a door. For example, DCIAMS 8A06 comprises an interface configured to receive
a create indication to create a badge credential representing an employee badge and receive a claim
indication from an authentication device to claim the badge credential, and a processor configured
to provide the badge credential to the authentication device in response to the claim indication,
receive a proof response from the authentication device comprising the badge credential and a lock
identifier, validate the proof response using a distributed ledger, and provide a token for unlocking

a lock associated with the lock identifier to the authentication device.

[00218] Figure 8B is a block diagram illustrating an embodiment of an authentication device.
In some embodiments, authentication device 8B00 of Figure 8B comprises authentication device
8A02 of Figure 8A. In the example shown, authentication device 8B00 comprises interface 8B02.
For example, interface 8B02 comprises an interface for receiving data, providing data, receiving a
request for data, etc. Interface 8B02 comprises proximity radio system 8B04. Proximity radio
system 8B04 comprises a radio system for communication over a short distance. For example,
proximity radio system 8B04 comprises a wireless system, a Bluetooth system, a Zigbee system, an
ultra-wideband system, an NFC system, an infrared communications system, a wireless personal
area network system, etc. Proximity radio system 8B04 comprises a system for communicating

with a user system, another authentication device, a lock system, etc. Processor 8B06 comprises a
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processor for executing applications 8B08. Applications 8B08 comprise digital identity application
8B10 and any other appropriate applications. For example, processor 8B06 comprises a processor
for receiving an indication to install digital identity application 8B10 and installing digital identity
application 8B10. Digital identity application 8B10 comprises an application for providing a proof
response in response to a proof request. For example, digital identity application 8B10 comprises
an application for associating with a user email address, requesting a badge credential from a
DCIAMS, wherein the request is associated with the user email address, determining whether the
DCIAMS responds, and in the event that the DCIAMS responds, receiving the badge credential
from the DCIAMS. Additionally, digital identity application 8B10 comprises an application for
detecting proximity to a door lock associated with a lock identifier, creating a proof response
comprising the badge credential and the lock identifier, providing the proof response to the
DCIAMS, determining whether the DCIAMS responds, and in the event that the DCIAMS
responds, receiving a door unlock token from the DCIAMS and providing the door unlock token to

a door lock system for unlocking the door.

[00219] Secure enclave 8B12 comprises a secure system for storing a mobile encryption key.
Secure enclave 8B12 comprises mobile encryption key 8B14 and encryption decryption application
8B16. For example, secure enclave 8B12 comprises multiple mobile encryption keys, an
application for generating and/or removing mobile encryption keys, etc. Secure enclave 8B12
comprises a system for receiving data, transforming it by encrypting and/or decrypting the data
using a mobile encryption key or keys, and providing the transformed data. For example, secure
enclave 8B12 is configured to only provide transformed input data and not to provide mobile
encryption key 8B14. In some embodiments, functionality of secure enclave 8B12 is access limited
using a biometric (e.g., a fingerprint, a retina scan, a DNA scan, etc.) and/or a personal
identification number (PIN). Authentication device 8B00 additionally comprises storage 8B18.
Storage 8B18 comprises encryption keys 8B20, for example comprising a public key of an identity
key pair, a private key of an identity key pair, a private key of an identity key pair encrypted using
mobile encryption key 8B14, etc. For example, an identity key pair of authentication device 8B00
comprises a public key used by other systems for encrypting data in such a way that it can only by
decrypted by authentication device 8B00, and a private key for decrypting data encrypted using the
public key or for signing data for proving it came from authentication device 8B00. Storage 8B18
additionally comprises digital credentials 8B22, comprising digital certificates representing
qualifications (e.g., a college degree, work experience, time living at an apartment, time enrolled in
a health insurance plan, etc.). For example, digital credentials 8B22 comprise a credential wallet. In

some embodiments, digital credentials 8B22 comprise a locked digital wallet able to be unlocked
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by a user. For example, digital credentials 8B22 are unlocked using a biometric and/or a PIN. Once
the locked digital wallet is unlocked, a credential is retrieved. Authentication device 8B00
additionally comprises memory 8B24. Memory 8B24 comprises executing application data 8B26,

comprising data associated with applications 8B08.

[00220] Figure 8C is a block diagram illustrating an embodiment of a digital credential
aware identity and access management service (DCIAMS). In some embodiments, DCIAMS 8C00
comprises DCIAMS 8A06 of Figure 8A. In the example shown DCIAMS 8C00 comprises interface
8C02. For example, interface 8C02 comprises an interface for receiving data, providing data,
receiving a request for data, etc. In some embodiments, interface 8C02 comprises an interface for
receiving encrypted messages or encrypted javascript object notation (JSON) messages. Processor
8C04 comprises a processor for executing applications 8C06. Applications 8C06 comprise a set of
DCIAMS applications. Decryption application 8C08 comprises an application for decrypting
encrypted data using a key. Login application 8C10 comprises an application for receiving login
information (e.g., username and password, a credential, a quick response (QR) code challenge, etc.)
and providing login credentials (e.g., a login token). Ledger interface application 8C12 comprises
an application for interacting with a distributed ledger (e.g., distributed ledger 8A04 of Figure 8A).
For example ledger interface application 8C12 comprises an application for verifying a signature in
a ledger or checking a user identifier for revocation in a ledger. Proof request application 8C14
comprises an application for creating a proof request, sending a proof request, evaluating a proof
request response (e.g., a proof response), etc. Token generation application 8C16 comprises an
application for generating a login token (e.g., in response to a successful login). Credential issuing
application 8C18 comprises an application for issuing a digital credential for proving a
qualification in response to a request from a credential issuing authority to issue the credential.

Applications 8C06 additionally comprise any other appropriate applications.

[00221] For example, processor 8C04 comprises a processor for receiving an indication of a
new employee associated with an email address, creating a badge credential for the employee
associated with the email address, receiving a request from an authentication device for the
credential, determining whether the email address associated with the badge credential matches the
email address associated with the request, and in the event it is determined that the email address
associated with the badge credential matches the email address associated with the request,
providing the badge credential to the authentication device. Processor 8C04 additionally comprises
a processor for receiving a proof response from an authentication device comprising a badge

credential and a lock identifier, determining whether the proof response is valid, and in the event it
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is determined that the proof response is valid determining whether the lock identifier is valid, and
in the event it is determined that the lock identifier is valid, creating a door unlock token associated
with the lock identifier, and providing the door unlock token to the authentication device for

unlocking the door.

[00222] Storage 8C20 comprises user and device database 8C22 and credential rules 8C24.
User and device database 8C22 comprises a database of registered users for a given customer
organization and user details (e.g., username, password hash, contact information, email address,
relationship to devices, registered public keys, registered mapping documents in a decentralized
ledger, etc.). User and device database 8C22 additionally comprises a device directory comprising
all the devices for a given customer organization as well as mapping documents associated with the
devices and relationships with users associated with the devices. Credential rules 8C24 comprises a
set of credential rules for determining a credential that satisfies a given access request, for example
rules related to a credential associated schema, a credential associated organization, a credential
issuer, a credential associated location, a credential associated class identifier, a credential
associated license number, or any other appropriate credential rules. In various embodiments, rules
comprise rules related to a credential associated schema, rules related to a credential associated
organization, rules related to a credential issuer, rules related to a credential associated location,
rules related to a credential associated class identifier or identifier number, rules related to a
credential associated license or license number, a credential associated class name, or any other
appropriate credential rules. In some embodiments, the rules are applied selectively (e.g., based at
least in part on a user identifier) — for example, employees with a credential can access application
A, contractors with a credential can access application B, or any other appropriate matching of
access with identifiers. In various embodiments, the rules are applied selectively based at least in
part on current employment, employee type, location of user, qualification by training class,
credential from a third party issuer (e.g., division of motor vehicle license, certification from
school, etc.), or any other appropriate criterion. As examples of configurable credential rules to
grant access: 1) access is granted in the event that a credential indicates that the holder is a current
employee (e.g., issuing company is valid, employee status is not expired, and not revoked); 2)
access is granted in the event that a credential indicates that the holder is an employee in an
organization of the company (e.g., issuing company is valid, organization is specified organization,
employee status is not expired, and not revoked); 3) access is granted in the event that a credential
indicates that the holder is an employee in a specified location (e.g., issuing company is valid,
location is a specified location, employee status is not expired, and not revoked); 4) access is

granted in the event that a credential indicates that the holder has necessary training (e.g., issuing

86



WO 2019/191213 PCT/US2019/024255

company is valid, training status is complete, employee status is not expired, and not revoked); and
5) access is granted in the event that a credential indicates that the holder has outside credential
(e.g., issuing company is valid, outside credential is valid, outside credential issuer is third party,
employee status is not expired, and not revoked). DCIAMS 8C00 additionally comprises memory
8C26. Memory 8C26 comprises executing application data 8C28, comprising data associated with
applications 8C06.

[00223] Figure 8D is a flow diagram illustrating an embodiment of a process for preparing
an authentication device for credentialing. In some embodiments, the process of Figure 8D is
executed by authentication device 8A02 of Figure 8A. In the example shown, in 8D00, an
indication is received to install a digital identity app. For example, the indication to install a digital
identity app is received as part of a human resources system employee startup process. In some
embodiments, the user receives a one-time use token by email. In 8D02, the digital identity app is
installed. In 8D04, the digital identity app is associated with a user email address. For example, the
token is then invoked opening a web page with a per-user/per-token quick response code (QR) code
that the digital identity app scans to associate the digital identity app with the user. In some
embodiments, the user’s mobile device pushes the one-time use token into the mobile context to
start the enrollment process. In 8D06, user is registered with distributed ledger. For example, a
DID keypair that is associated with the user is generated on the mobile device and sent to the
DCIAMS to be registered as a DID document with the distributed ledger. In some embodiments,
registering with the distributed ledger also comprises associating the DID keypair with a badge
credential, which is issued by an issuer, registered with the distributed ledger, and provided
to/stored on a user’s authentication device. In 8D08, a claim indication is provided to claim a
badge credential from the DCIAMS, wherein the claim indication is associated with the user. For
example, the authentication device requests a badge credential from the DCIAMS. The badge
credential is associated with a user (e.g., via an email address, a user ID, a user account, etc.). In
8D10, it is determined whether the DCIAMS responds. In the event it is determined that the
DCIAMS does not respond, the process ends. In the event it is determined that the DCIAMS
responds, control passes to 8D12. In 8D 12, the badge credential is received from the DCIAMS.

[00224] Figure 8E is a flow diagram illustrating an embodiment of a process for preparing a

DCIAMS for credential authentication. In some embodiments, the process of Figure 8E is executed
by DCIAMS 8A06 of Figure 8A. In the example shown, in 8E00, an indication of a new employee

associated with an email address is received. In 8E02, a create indication to create a badge

credential representing an employee badge is received. For example, the create indication is
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provided to the DCIAMS by a human resources system employee setup process (e.g., a badge
credential is created for an employee as part of setting up the employee in the human resources
system). For example, the create indication is associated with an email address. In 8E04, a badge
credential is created for the employee associated with the employee. For example, the badge
credential is created for the employee and registered in the distributed ledger associated with the
email address received, an employee identifier, an employee account, etc. In 8E06, a claim
indication to claim the badge credential is received from an authentication device. For example, the
claim indication is associated with an email address. In 8E08, it is determined whether the
authentication device is associated with the badge credential. For example, determining whether the
authentication device is associated with the badge credential comprises determining whether the
email address, the user ID (e.g., an IKP), and/or user account associated with the badge credential
matches information (e.g., an identifier in the DID document) registered in a distributed ledger. In
the event it is determined that the authentication device is not associated with the badge credential,
the process ends. In the event it is determined that the authentication device is associated with the
badge credential, control passes to 8E10. In 8E10, the badge credential is provided to the

authentication device.

[00225] Figure 8F is a flow diagram illustrating an embodiment of a process for unlocking a
lock. In some embodiments, the process of Figure 8F is executed by authentication device 8A02 of
Figure 8A. In the example shown, in 8F00, proximity to a lock associated with a lock identifier is
determined. For example, proximity to the lock is determined using a proximity radio system to
determine proximity to a lock system associated with the lock. In 8F02, a request is provided to
unlock the lock. For example, the request is provided to the lock system associated with the lock. In
some embodiments, the authentication device communicates with the lock system associated with
the lock system via a wireless protocol (e.g., Bluetooth or NFC). In 8404, a token request is
received. For example, the token request is received from the lock system associated with the lock.
In 8F06, a proof response is created comprising the badge credential and a signature with the
identity private key of the DID holder. In 8F08, the proof response and the lock identifier are
provided to the DCIAMS. In 8F10, it is determined whether the DCIAMS responds. In the event it
is determined that the DCIAMS does not respond, the process ends. In the event it is determined
that the DCIAMS responds, control passes to 8F12. In 8F12, an unlock token is received from the
DCIAMS. In 8F14, the unlock token is provided to a lock system associated with the lock for
unlocking the lock. For example, the lock system associated with the lock unlocks the lock in

response to receiving the token.
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[00226] Figure 8G is a flow diagram illustrating an embodiment of a process for credential
authentication. In some embodiments, the process of Figure 8G is executed by DCIAMS 8A06 of
Figure 8A. In the example shown, in 8G00, a proof response comprising a badge credential and a
lock identifier are received from an authentication device. In 8G02, it is determined whether the
proof response is valid. In the event it is determined that the proof response is not valid, the process
ends. In the event it is determined that the proof response is valid, control passes to 8G04. In 8G04,
it is determined whether the lock identifier is valid. For example, determining whether the lock
identifier is valid comprises verifying that the lock identifier is associated with a valid lock,
verifying that the user associated with the badge credential has permission to unlock the lock,
verifying that the authentication device associated with the badge credential has recently
communicated with the lock system, etc. In the event it is determined that the lock identifier is not
valid, the process ends. In the event it is determined that the lock identifier is valid, control passes
to 8G06. In 8G06, an unlock token is created associated with the lock identifier. In 8GOS, the
unlock token is provided to the authentication device for unlocking a lock associated with the lock

identifier.

[00227] Figure 8H is a flow diagram illustrating an embodiment of a process for determining
whether a proof response is valid. In some embodiments, the process of Figure 8H implements
8G02 of Figure 8G. In the example shown, in 8H00, a DID document is retrieved from distributed
ledger based on target DID in proof response. In 8H02, it is determined whether a public key from
a decentralized ledger matches a DID (e.g., a decentralized identifier) in a badge credential (e.g.,
the badge credential of the proof response). In the event it is determined that a public key from a
decentralized ledger does not match a DID in the badge credential, control passes to 8H14. In the
event it is determined in 8HO2 that that a public key from a decentralized ledger matches a DID in
the badge credential, control passes to 8H04. In 8HO04, it is determined whether the badge credential
is satisfactory to unlock the lock. In the event it is determined that the badge credential is not
satisfactory to unlock the lock, control passes to 8H14. In the event it is determined in 8HO04 that
the badge credential is satisfactory to unlock the lock, control passes to 8H06. In 8HO6, it is
determined whether the badge credential is expired. In the event it is determined that the badge
credential is expired, control passes to 8H14. In the event it is determined in 8HO6 that the badge
credential is not expired, control passes to 8H08. In 8HO08, it is determined whether the badge
credential signature is valid. In some embodiments, the badge credential has two signatures, one
from the original issuer of the credential and one from the holder of the credential, which are both
checked for validity or only one of which is checked for validity. In the event it is determined that

the badge credential signature is not valid, control passes to 8H14. In the event it is determined in
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8HOS that the badge credential signature is valid, control passes to 8H10. In 8H10, it is determined
whether the badge credential is revoked. For example, determining whether the badge credential is
revoked comprises querying a revocation registry of a distributed ledger (e.g., a public ledger, a
decentralized ledger, a permissioned ledger, a blockchain, etc.). In the event it is determined that
the badge credential is revoked, control passes to 8H14. In the event it is determined that the badge
credential is not revoked, control passes to 8H12. In 8H12, the process indicates that the proof
response is valid, and the process ends. In 8H14, the process indicates that the proof response is not

valid.

[00228] A system for credential authentication comprises an interface configured to receive a
create indication to create a badge credential representing an employee badge and receive a claim
indication from an authentication device to claim the badge credential, and a processor configured
to provide the badge credential to the authentication device in response to the claim indication,
receive a proof response from the authentication device comprising the badge credential and a lock
identifier, validate the proof response using a distributed public ledger, and provide a token for
unlocking a lock associated with the lock identifier to the authentication device. In some
embodiments, the create indication to create a badge credential is associated with an email address.
In some embodiments, the claim indication from the authentication device to claim the badge
credential is associated with an email address. In some embodiments, the processor is further
configured to verify the badge credential is associated with the authentication device. In some
embodiments, verifying the badge credential is associated with the authentication device comprises
comparing a badge credential email address with an authentication device email address. In some
embodiments, the proof response is received in response to a token request provided to the
authentication device by the lock system associated with the lock. In some embodiments, the token
request is provided in response to an authentication device request to unlock the lock. In some
embodiments, the authentication device and the lock system associated with the lock communicate
using a wireless protocol. In some embodiments, the wireless protocol comprises Bluetooth, NFC,
or Zigbee. In some embodiments, validating the proof response comprises determining that the
badge credential is satisfactory to unlock the lock associated with the lock identifier. In some
embodiments, validating the proof response comprises determining that the badge credential
comprises a valid signature. In some embodiments, determining that the badge credential
comprises a valid signature comprises querying a distributed ledger. In some embodiments,
validating the proof response comprises determining that the badge credential is not expired. In
some embodiments, validating the proof response comprises determining that the badge credential

is not revoked. In some embodiments, the authentication device provides the token to the lock
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system associated with the lock. In some embodiments, the lock system associated with the lock
unlocks the lock in response to receiving the token. In some embodiments, the indication to create
a badge credential is provided by a human resources system employee startup process. In some
embodiments, the claim indication from an authentication device to claim the badge credential is
provided in response to an indication to install a digital identity app. In some embodiments, the
indication to install a digital identity app is in received as part of a human resources system

employee startup process.
Case I— Digital Credentials for Physical Building Access

[00229] A system for credential authentication comprises an interface configured to receive a
create indication to create a guest credential representing a guest badge associated with a visitor and
receive a claim indication from an authentication device to claim the guest credential, and a
processor configured to provide the guest credential to the authentication device in response to the
claim indication, provide a proof request to the authentication device, receive a proof response from
the authentication device, validate the proof response, determine a visitor tracking system
associated with a request from the authentication device to authenticate entry, and provide a check-

in indication to the visitor tracking system that the visitor has checked in.

[00230] A system for credential authentication comprises a system for using a guest
credential to authenticate access to a check-in site (e.g., at a physical location for a guest to check in
to a building). When a new user is invited to visit an organization, a user account and/or user
identifier is established in the system including registering the guest credential at a distributed
ledger. Also, the user installs a digital identity application on a mobile device and receives the
guest credential on the mobile device. The mobile device including the digital identity application
comprises an authentication device for the user. The digital identity application is associated with
user information (e.g., an email address, user identifier, user account, etc.) for identifying the user.
The digital identity application provides a request for a guest credential for authenticating check-in
to a digital credential aware identity and access management service (DCIAMS). When the
DCIAMS receives an indication of the new user, the DCIAMS creates a guest credential associated
with the user. The DCIAMS requests a guest credential and provides the guest credential to an
authentication device. When the user attempts to check in at a check-in device (e.g., a check-in
kiosk, a tablet on a receptionist desk, etc.), the user places the authentication device in proximity of
the check-in device. The authentication device receives a check-in site identifier associated with the
check-in device and provides a request for authentication (e.g., including the check-in site

identifier) to the DCIAMS. The DCIAMS responds to the authentication device with a proof
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request (e.g., a request for a credential proving authentication is allowed). The authentication
device creates a proof response comprising the guest credential to the DCIAMS. The DCIAMS
validates the guest credential (e.g., verifying that the guest credential is not expired, not revoked,
has a valid signature, etc.) using the distributed ledger and the check-in site identifier (e.g.,
verifying that the check-in site identifier is associated with a valid check-in site, verifying that the
user associated with the guest credential has permission to access the check-in site, verifying that
the authentication device associated with the guest credential has recently communicated with the
check-in site, etc.). When it is determined that the guest credential and the check-in site identifier
are valid, the DCIAMS determines the check-in site associated with the request (e.g., from the
check-in site identifier) and provides a check-in indication to the visitor tracking system that a

visitor has checked in.

[00231] Figure 9A is a block diagram illustrating an embodiment of a network system. In
some embodiments, the network system of Figure 9A comprises a network system for a credential
system. In the example shown, Figure 9A comprises network 9A00. In various embodiments,
network 9A00 comprises one or more of the following: a local area network, a wide area network, a
wired network, a wireless network, the Internet, an intranet, a storage area network, or any other
appropriate communication network. Authentication device 9A02, distributed ledger 9A04, digital
credential aware identity and access management service (DCIAMS) 9A06, application system
9A08, user system 9A 10, visitor tracking system 9A 14, and check-in site 9A12 communicate via
network 9A00. Authentication device 9A02 comprises an authentication device associated with a
user (e.g., a user of application system 9A08, a user using user system 9A10). For example,
authentication device 9A02 comprises a computer, a smartphone, a tablet, a mobile device, etc.
Distributed ledger 9A04 comprises a distributed ledger (e.g., a permissioned ledger, a public ledger,
a decentralized ledger, a blockchain, etc.). For example, distributed ledger 9A04 is stored on a
plurality of systems and comprises one or more permissioned writer systems for writing to the
distributed ledger. DCIAMS 9A06 comprises a system for interacting with authentication device
9A02, distributed ledger 9A04, application system 9A08, and any other appropriate systems.
DCIAMS 9A06 comprises a system for coordinating a login for application system 9A08, for
providing a credential to authentication device 9A02, for requesting a credential from
authentication device 9A02, for verifying a user identifier or a signature in distributed ledger 9A04,
etc. Application system 9A08 comprises a system for providing access to an application. For
example, application system 9A08 comprises a system for providing access to a database
application, a data processing application, a productivity application, a communication application,

etc. A user uses user system 9A10 to access applications on application system 9A08. For example,
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a user uses an application on user system 9A10 (e.g., a web browser) to connect to an application
on application system 9A08. The application on application system 9A08 authenticates a user login
before granting access. Check-in site 9A12 comprises a computer system for controlling access to a
guest check-in. For example, check-in site 9A12 comprises a check-in tablet at a guest entry site.
For example, check-in site 9A12 comprises a system for receiving a check-in authentication and
allowing check-in or receiving an indication check-in is not authenticated and not allowing check-
in. Computer systems can communicate with check-in site 9A12 via network 9A00 or via a

proximity radio system (e.g., Bluetooth, Zigbee, near-field communication (NFC), etc.).

[00232] DCIAMS 9A06 comprises a system for providing authentication to check in at a
check-in site. For example, DCIAMS 9A06 comprises an interface configured to receive a create
indication to create a guest credential representing a guest badge associated with a visitor and
receive a claim indication from an authentication device to claim the guest credential, and a
processor configured to provide the guest credential to the authentication device in response to the
claim indication, provide a proof request to the authentication device, receive a proof response from
the authentication device, validate the proof response using a distributed ledger, determine a visitor
tracking system associated with a request from the authentication device to authenticate entry, and
provide a check-in indication to the visitor tracking system that the visitor has checked in. Visitor
tracking system 9A 14 informs a host of a guest arrival by email/text message and/or stores a record

of arrival/departure in a database.

[00233] Figure 9B is a block diagram illustrating an embodiment of an authentication device.
In some embodiments, authentication device 9B00 of Figure 9B comprises authentication device
9A02 of Figure 9A. In the example shown, authentication device 9B00 comprises interface 9B02.
For example, interface 9B02 comprises an interface for receiving data, providing data, receiving a
request for data, etc. Interface 9B02 comprises proximity radio system 9B04. Proximity radio
system 9B04 comprises a radio system for communication over a short distance. For example,
proximity radio system 9B04 comprises a wireless system, a Bluetooth system, a Zigbee system, an
ultrawideband system, an NFC system, an infrared communications system, a wireless personal
area network system, etc. Proximity radio system 9B04 comprises a system for communicating
with a user system, another authentication device, a lock system, etc. Processor 9B06 comprises a
processor for executing applications 9B08. Applications 9B08 comprises digital identity
application 9B10 and any other appropriate applications. For example, processor 9B06 comprises a
processor for receiving an indication to install digital identity application 9B10 and installing

digital identity application 9B10. Digital identity application 9B10 comprises an application for
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providing a proof response in response to a proof request. For example, digital identity application
9B10 comprises an application for associating with a user email address, where the mail sent to the
user contains a one-time use token, that token is used to link a private key on the device to an
identity management system DCIAMS, and then the public key that goes with that private one is
registered in the distributed ledger via a DID document registration. Digital identity application
9B10 also comprises an application for requesting a guest credential from a DCIAMS, wherein the
request is associated with the user email address or user identifier, determining whether the
DCIAMS responds, and in the event that the DCIAMS responds, receiving the guest credential
from the DCIAMS. Additionally, digital identity application 9B10 comprises an application for
detecting proximity to a check-in site associated with a check-in site identifier, creating a proof
response comprising the guest credential and the check-in site identifier, providing the proof
response to the DCIAMS, determining whether access is granted, and in the event that access is

granted, receiving check-in access.

[00234] Secure enclave 9B12 comprises a secure system for storing a mobile encryption key.
Secure enclave 9B12 comprises mobile encryption key 9B14 and encryption decryption application
9B16. For example, secure enclave 9B12 comprises multiple mobile encryption keys, an
application for generating and/or removing mobile encryption keys, etc. Secure enclave 9B12
comprises a system for receiving data, transforming it by encrypting and/or decrypting the data
using a mobile encryption key or keys, and providing the transformed data. For example, secure
enclave 9B12 is configured to only provide transformed input data and not to provide mobile
encryption key 9B14. In some embodiments, functionality of secure enclave 9B12 is access limited
using a biometric (e.g., a fingerprint, a retina scan, a DNA scan, etc.) or a personal identification
number (PIN). Authentication device 9B00 additionally comprises storage 9B18. Storage 9B18
comprises encryption keys 9B20 — for example, comprising a public key of an identity key pair, a
private key of an identity key pair, a private key of an identity key pair encrypted using mobile
encryption key 9B14, etc. For example, an identity key pair of authentication device 9B00
comprises a public key used by other systems for encrypting data in such a way that it can only by
decrypted by authentication device 9B00, and a private key for decrypting data encrypted using the
public key or for signing data for proving it came from authentication device 9B00. Storage 9B18
additionally comprises digital credentials 9B22, comprising digital certificates representing
qualifications (e.g., a college degree, work experience, time living at an apartment, time enrolled in
a health insurance plan, etc.). For example, digital credentials 9B22 comprises a credential wallet.
In some embodiments, digital credentials 9B22 comprises a locked digital wallet able to be

unlocked by a user. For example, digital credentials 9B22 is unlocked using a biometric or a PIN.
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Once the locked digital wallet is unlocked, a credential is retrieved. Authentication device 9B00
additionally comprises memory 9B24. Memory 9B24 comprises executing application data 9B26,

comprising data associated with applications 9B08.

[00235] Figure 9C is a block diagram illustrating an embodiment of a digital credential
aware identity and access management service (DCIAMS). In some embodiments, DCIAMS 9C00
comprises DCIAMS 9A06 of Figure 9A. In the example shown DCIAMS 9C00 comprises interface
9C02. For example, interface 9C02 comprises an interface for receiving data, providing data,
receiving a request for data, etc. In some embodiments, interface 9C02 comprises an interface for
receiving encrypted messages or encrypted javascript object notation (JSON) messages. Processor
9C04 comprises a processor for executing applications 9C06. Applications 9C06 comprises a set of
DCIAMS applications. Decryption application 9C08 comprises an application for decrypting
encrypted data using a key. Login application 9C10 comprises an application for receiving login
information (e.g., username and password, a credential, a quick response (QR) code challenge, etc.)
and providing login credentials (e.g., a login token). Ledger interface application 9C12 comprises
an application for interacting with a distributed ledger (e.g., distributed ledger 9A04 of Figure 8A).
For example ledger interface application 9C12 comprises an application for verifying a signature in
a ledger or checking a user identifier for revocation in a ledger. Proof request application 9C14
comprises an application for creating a proof request, sending a proof request, evaluating a proof
request response (e.g., a proof response), etc. Token generation application 9C16 comprises an
application for generating a login token (e.g., in response to a successful login). Credential issuing
application 9C18 comprises an application for issuing a digital credential for proving a
qualification in response to a request from a credential issuing authority to issue the credential.

Applications 9C06 additionally comprises any other appropriate applications.

[00236] For example, processor 9C04 comprises a processor for receiving an indication of a
new guest associated with an email address, receiving a create indication to create a guest
credential representing a guest badge associated with a guest, creating the guest credential for the
guest associated with the email address, receiving a claim indication from an authentication to
claim the guest credential, determining whether the authentication device is associated with the
guest credential, and in the event it is determined that the authentication device is associated with
the guest credential, providing the guest credential to the authentication device. Processor 9C04
additionally comprises a processor for receiving a request to authenticate entry from an
authentication device, wherein the request comprises a check-in site identifier, providing a proof

request to the authentication device, receiving a proof response comprising a guest credential,
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determining whether the proof response is valid using a distributed ledger, and in the event it is
determined that the proof response is valid, determining whether the check-in site identifier is valid,
and in the event the check-in site identifier is valid, determining a guest check-in site associated
with the request to authenticate entry from the authentication device, and providing a check-in

indication to the visitor tracking system that a visitor has checked in.

[00237] Storage 9C20 comprises user and device database 9C22 and credential rules 9C24.
User and device database 9C22 comprises a database of registered users for a given customer
organization and user details (e.g., username, password hash, contact information, email address,
relationship to devices, registered public keys, registered mapping documents in a decentralized
ledger, etc.). User and device database 9C22 additionally comprises a device directory comprising
all the devices for a given customer organization as well as mapping documents associated with the
devices and relationships with users associated with the devices. Credential rules 9C24 comprises a
set of credential rules for determining a credential that satisfies a given access request, for example
rules related to a credential associated schema, a credential associated organization, a credential
issuer, a credential associated location, a credential associated class identifier, a credential
associated license number, or any other appropriate credential rules. In various embodiments, rules
comprise rules related to a credential associated schema, rules related to a credential associated
organization, rules related to a credential issuer, rules related to a credential associated location,
rules related to a credential associated class identifier or identifier number, rules related to a
credential associated license or license number, a credential associated class name, or any other
appropriate credential rules. In some embodiments, the rules are applied selectively (e.g., based at
least in part on a user identifier) — for example, employees with a credential can access application
A, contractors with a credential can access application B, or any other appropriate matching of
access with identifiers. In various embodiments, the rules are applied selectively based at least in
part on current employment, employee type, location of user, qualification by training class,
credential from a third party issuer (e.g., division of motor vehicle license, certification from
school, etc.), or any other appropriate criterion. As examples of configurable credential rules to
grant access: 1) access is granted in the event that a credential indicates that the holder is a current
employee (e.g., issuing company is valid, employee status is not expired, and not revoked); 2)
access is granted in the event that a credential indicates that the holder is an employee in an
organization of the company (e.g., issuing company is valid, organization is specified organization,
employee status is not expired, and not revoked); 3) access is granted in the event that a credential
indicates that the holder is an employee in a specified location (e.g., issuing company is valid,

location is a specified location, employee status is not expired, and not revoked); 4) access is
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granted in the event that a credential indicates that the holder has necessary training (e.g., issuing
company is valid, training status is complete, employee status is not expired, and not revoked); and
5) access is granted in the event that a credential indicates that the holder has outside credential
(e.g., issuing company is valid, outside credential is valid, outside credential issuer is third party,
employee status is not expired, and not revoked). DCIAMS 9C00 additionally comprises memory
9C26. Memory 9C26 comprises executing application data 9C28, comprising data associated with
applications 9C06.

[00238] Figure 9D is a flow diagram illustrating an embodiment of a process for preparing
an authentication device for credential authentication. In some embodiments, the process of Figure
9D is executed by authentication device 9A02 of Figure 9A. In the example shown, in 9D00, an
indication to install a digital identity app is received. For example, the indication to install a digital
identity app is received as part of a human resources system guest setup process. In 9D02, the
digital identity app is installed. In 9D04, the digital identity app is associated with a user email
address. For example, a human resources system guest setup process provides a one-time use token
(e.g., a hypertext link) delivered to the email address associated with the user. When the user
invokes the link on a computer (e.g., a laptop or desktop computer) the user is provided a quick
response (QR) code for access by the authentication device. When the authentication device
accesses the QR code using the digital identity app, the digital identity app becomes associated with
the user email address. In some embodiments, the claim indication from the authentication device
to claim the guest credential comprise a one-time token being used that causes generation of a DID
keypair, wherein the private key component is stored on the authentication device and the public
key component is stored on the distributed ledger, and that causes providing the guest credential to
the authentication device. In the event the user invokes the link using the digital identity app, the
token is pushed into the mobile context to associated the digital identity app with the user email
address. In 9D06, the user is registered with a distributed ledger. For example, a user, user
identifier, or user account associated with the email address is registered with a distributed ledger —
for example, by invoking a link that has been delivered to the email address, scanning a QR code,
registering a decentralized identifier (DID) in a distributed ledger, associating the DID with a guest
credential, etc. In 9D08, a claim indication is provided to claim a guest credential from the
DCIAMS, wherein the claim indication is associated with the user email address, user identifier, or
user account. In 9D 10, it is determined whether the DCIAMS responds. In the event it is
determined that the DCIAMS does not respond, the process ends. In the event it is determined that
the DCIAMS responds, control passes to 9D12. In 9D 12, the guest credential is received from the
DCIAMS.
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[00239] Figure 9E is a flow diagram illustrating an embodiment of a process for preparing a
DCIAMS for credential authentication. In some embodiments, the process of Figure 9E is executed
by DCIAMS 9A06 of Figure 9A. In the example shown, in 9E00, an indication is received of a new
guest associated with an email address. In 9E02, a create indication to create a guest credential
representing a guest badge associated with a guest is received. For example, the create indication is
provided to the DCIAMS by a human resources system employee setup process (e.g., a guest
credential is created for an employee as part of setting up the employee in the human resources
system). For example, the create indication is associated with an email address, a user ID, and/or a
user account. In 9E04, the guest credential is created for the new guest. For example, the guest
credential is created and registered in a distributed ledger. In 9E06, a claim indication is received
from an authentication device to claim the guest credential. In 9E08, it is determined whether the
authentication device is associated with the guest credential. For example, determining whether the
authentication device is associated with the guest credential comprises determining whether the
email address, the user ID (e.g., an IKP), and/or the user account associated with the guest
credential matches information (e.g., an identifier in the DID document) registered in a distributed
ledger. In the event it is determined that the authentication device is not associated with the guest
credential, the process ends. In the event it is determined that the authentication device is associated
with the guest credential, control passes to 9E10. In 9E10, the guest credential is provided to the

authentication device.

[00240] Figure 9F is a flow diagram illustrating an embodiment of a process for credential
authentication. In some embodiments, the process of Figure 9F is executed by authentication device
9A02 of Figure 9A. In the example shown, in 9F00, proximity to a check-in site associated with a
check-in site identifier is determined. For example, proximity to the check-in site is determined
using a proximity radio system. In 9F02, a request is provided to check in at the check-in site (e.g.,
the request to check in is provided to the check-in site). In some embodiments, the authentication
device communicates with the check-in site via a wireless protocol (e.g., Bluetooth, Zigbee, NFC,
etc.). In 9F04, a request to authenticate entry is received from the check-in site. In 9F06, a request
to authenticate entry is provided to the DCIAMS. In 9F08, a proof request is received from the
DCIAMS. In 9F10 a proof response comprising the guest credential is created. In some
embodiments, the proof response is signed (e.g., with an authentication device private key). In

9F 12, the proof response and the check-in site identifier are provided to the DCIAMS. In 9F14, it is
determined whether access is granted. In the event it is determined that access is not granted, the
process ends. In the event it is determined that access is granted, control passes to 9F16. In 9F16,

check-in access is received.
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[00241] Figure 9G is a flow diagram illustrating an embodiment of a process for credential
authentication. In some embodiments, the process of Figure 9G is executed by DCIAMS 9A06 of
Figure 9A. In the example shown, in 9G00, a request to authenticate entry is received from an
authentication device, wherein the request comprises a check-in site identifier. In 9G02, a proof
request is provided to the authentication device. In 9G04, a proof response comprising a guest
credential is received. In 9G06, it is determined whether the proof response is valid. For example,
the guest credential is checked against information stored in the distributed ledger to determine
whether the guest credential is valid — for example, has an appropriate schema, has an appropriate
definition, is not expired, and/or is not revoked. In the event it is determined that the proof
response is not valid, the process ends. In the event it is determined that the proof response is valid,
control passes to 9G08. In 9G08, it is determined whether the check-in site identifier is valid. For
example, determining that the check-in site identifier is valid comprises verifying that the check-in
site identifier is associated with a valid check-in site, verifying that the user associated with the
guest credential has permission to access the check-in site, verifying that the authentication device
associated with the guest credential has recently communicated with the check-in site, etc. In the
event it is determined that the check-in site identifier is not valid, the process ends. In the event it is
determined that the check-in site identifier is valid, control passes to 9G10. In 9G10, a guest check-
in site associated with the request to authenticate entry from the authentication device is
determined. In 9G12, a check-in indication is provided to the visitor tracking system that a visitor

has checked in.

[00242] Figure 9H is a flow diagram illustrating an embodiment of a process for determining
whether a proof response is valid. In some embodiments, the process of Figure 9H implements
9G06 of Figure 9G. In the example shown, in 9H00, a DID document is retrieved from a distributed
ledger based on target DID in proof response. In 9H02, it is determined whether a public key from
a decentralized ledger matches a DID in a guest credential (e.g., the guest credential of the proof
response). In the event it is determined that a public key from a decentralized ledger does not match
a DID in the guest credential, control passes to 9H14. In the event it is determined in 9H02 that that
a public key from a decentralized ledger matches a DID in the guest credential, control passes to
9HO04. In 9HO4, it is determined whether the guest credential is satisfactory to authenticate check-
in. For example, determining whether the guest credential is satisfactory to authenticate check-in
comprises determining whether the guest credential is on a list of guest credentials certified for
visiting, determining whether the visitor associated with the guest credential has a scheduled
appointment, determining whether the visitor associated with the guest credential has an employee

authorization to enter, etc. In the event it is determined that the guest credential is not satisfactory
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to authenticate check-in, control passes to 9H14. In the event it is determined in 9H04 that the guest
credential is satisfactory to authenticate check-in, control passes to 9H06. In 9HO06, it is determined
whether the guest credential is expired. In the event it is determined that the guest credential is
expired, control passes to 9H14. In the event it is determined in 9HO6 that the guest credential is
not expired, control passes to 9H08. In 9HO08, it is determined whether the guest credential
signature is valid. For example, the guest credential signature comprises a signature from the
credential issuer (e.g., a DCIAMS) or from the credential holder (e.g., the authentication device). In
the event it is determined that the guest credential signature is not valid, control passes to 9H14. In
the event it is determined in 9HOS that the guest credential signature is valid, control passes to
9H10. In 9H10, it is determined whether the guest credential is revoked. For example, determining
whether the guest credential is revoked comprises querying a revocation registry of a distributed
ledger (e.g., a decentralized ledger, a permissioned ledger, a public ledger, a blockchain, etc.). In
the event it is determined that the guest credential is revoked, control passes to 9H14. In 9H14, the
process indicates that the proof response is not valid., and the process ends. In the event it is
determined that the guest credential is not revoked, control passes to 9H12. In 9H12, the process

indicates that the proof response is valid, and the process ends.

[00243] A system for credential authentication comprises an interface configured to receive a
create indication to create a guest credential representing a guest badge associated with a visitor and
receive a claim indication from an authentication device to claim the guest credential, and a
processor configured to provide the guest credential to the authentication device in response to the
claim indication, provide a proof request to the authentication device, receive a proof response from
the authentication device, validate the proof response, determine a visitor tracking system
associated with a request from the authentication device to authenticate entry, and provide a check-
in indication to the visitor tracking system that the visitor has checked in. In some embodiments,
the create indication to create a guest credential is associated with an email address, a user ID, or a
user account. In some embodiments, the claim indication from the authentication device to claim
the guest credential comprise a one-time token being used that causes generation of a DID keypair,
wherein the private key component is stored on the authentication device and the public key
component is stored on the distributed ledger, and that causes providing the guest credential to the
authentication device. In some embodiments, the processor is further configured to verify the guest
credential is associated with the authentication device. In some embodiments, verifying the guest
credential is associated with the authentication device comprises comparing a guest credential
email address with an authentication device email address. In some embodiments, the proof

request is provided in response to a request to authenticate entry received from the authentication
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device. In some embodiments, the request to authenticate entry is provided by the authentication
device in response to an authentication request from the guest check-in site. In some embodiments,
the authentication request from the guest check-in site is provided in response to a check-in request
from the authentication device. In some embodiments, the check-in request from the authentication
device is provided automatically upon detection of proximity of the authentication device to the
guest check-in site. In some embodiments, the authentication device and the guest check-in site
communicate using a wireless protocol. In some embodiments, the wireless protocol comprises
Bluetooth, NFC, or Zigbee. In some embodiments, the request to authenticate entry from the
authentication device comprises a check-in site identifier. In some embodiments, the proof response
comprises the guest credential. In some embodiments, the proof response is signed with an
authentication device private key. In some embodiments, validating the proof response using the
distributed ledger comprises determining that the guest credential is satisfactory to authenticate
check-in, determining that a guest credential signature is valid, determining that the guest credential
is not expired, or determining that the guest credential is not revoked. In some embodiments,
validating the proof response comprises determining that the visitor has a scheduled appointment or
an employee authorization to enter. In some embodiments, the create indication to create a guest
credential is provided by a human resources system guest setup process. In some embodiments, the
claim indication from an authentication device to claim the guest credential is provided in response
to an authentication device digital identification app setup. In some embodiments, the
authentication device digital identification app setup is in response to an email sent as part of a

human resources system guest setup process.
Case J — Digital Credentials for Visitor Network Access

[00244] A system for credential authentication comprises an interface configured to receive a
create indication to create a visitor network credential and receive a certify indication to certify an
authentication device to use a network, and a processor configured to provide the visitor network
credential to the authentication device in response to the certify indication, provide a proof request
to the authentication device, receive a proof response, validate the proof response using a
distributed ledger, generate a network certificate, and provide the network certificate to the

authentication device.

[00245] A system for credential authentication comprises a system for using a visitor
network credential to authenticate access to a guest network (e.g., a guest wifi network). When a
new user is invited to visit an organization, the user installs a digital identity application on a

mobile device. The mobile device including the digital identity application comprises an
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authentication device for the user. The digital identity application is associated with user
information (e.g., an email address, a user identifier (ID), a user account, etc.) for identifying the
user. The user enrolls in the credential server using a one-time use token associated with their
email, gets an identity keypair (IKP), and then uses that IKP from the authentication device to get
the credential from the credential server. By signing the request to the credential server with the
IKP, the platform can find the associated credentials and also securely release them to the
authentication device. The digital identity application, after providing the request for a visitor
network credential for authenticating network access, then receives the visitor network credential
from the credential server. When the credential server receives an indication of the new user, the
credential server creates a visitor network credential associated with the user and registers the new
user and the visitor network credential in a distributed ledger (e.g., a decentralized ledger, a
permissioned ledger, a public ledger, a blockchain, etc.). The credential server request for the
visitor network credential and provides the visitor network credential to the authentication device.
When the user attempts to access the network using the authentication device, the network access
device provides the authentication device with a captive portal for authenticating. The captive
portal includes a user interface element (e.g., a button) for the user to indicate to authenticate access
using a digital credential. When the user indicates to authenticate access using a digital credential,
the authentication device activates a digital identity app for accessing the visitor network credential.
The user is presented with a list of available credentials and selects the visitor network credential.
The digital identity app then provides a certify indication to a credential server to certify use of the
guest wifi network. The credential server provides a proof request to the digital identity app and the
digital identity app provides the credential server a proof response including the network credential.
The credential server validates the proof response using the distributed ledger, and in the event the
proof response is valid, creates a network certificate for authentication device. The credential server
then provides the network certificate to the authentication device. The authentication device
receives the network certificate and presents the network certificate to the captive portal for
authentication. The captive portal then validates the network certificate and creates a network
session for the authentication device. In some embodiments, network session settings for the
authentication device (e.g., available bandwidth, session time, available session connections) are

based on user information included in the network certificate.

[00246] Figure 10A is a block diagram illustrating an embodiment of a network system. In
some embodiments, the network system of Figure 10A comprises a network system for a credential
system. In the example shown, Figure 10A comprises network 10A00. In various embodiments,

network 10A00 comprises one or more of the following: a local area network, a wide area network,
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a wired network, a wireless network, the Internet, an intranet, a storage area network, or any other
appropriate communication network. Authentication device 10A02, distributed ledger 10A04,
digital credential aware identity and access management service (DCIAMS) 10A06, application
system 10A08, user system 10A 10, and network access device 10A12 communicate via network
10A00. Authentication device 10A02 comprises an authentication device associated with a user
(e.g., a user of application system 10A08, a user using user system 10A10). For example,
authentication device 10A02 comprises a computer, a smartphone, a tablet, a mobile device, etc.
Distributed ledger 10A04 comprises a distributed ledger (e.g., a permissioned ledger, a public
ledger, a decentralized ledger, a blockchain, etc.). For example, distributed ledger 10A04 is stored
on a plurality of systems and comprises one or more permissioned writer systems for writing to the
distributed ledger. DCIAMS 10A06 comprises a system for interacting with authentication device
10A02, distributed ledger 10A 04, application system 10A08, and any other appropriate systems.
DCIAMS 10A06 comprises a system for coordinating a login for application system 10A08, for
providing a credential to authentication device 10A02, for requesting a credential from
authentication device 10A02, for verifying a user identifier or a signature in distributed ledger
10A04, etc. Application system 10A08 comprises a system for providing access to an application.
For example, application system 10A08 comprises a system for providing access to a database
application, a data processing application, a productivity application, a communication application,
etc. A user uses user system 10A 10 to access applications on application system 10A08. For
example, a user uses an application on user system 10A10 (e.g., a web browser) to connect to an
application on application system 10A08. The application on application system 10A08
authenticates a user login before granting access. Network access device 10A12 comprises a system
for providing network access. For example, network access device 10A12 comprises a guest wifi
access point of an organization. In some embodiments, authentication device 10A02 communicates
with network access device 10A12 for access to network 10A00. For example, network access
device 10A 12 provides network access at a higher speed, at a lower cost, with greater security, etc.,
than authentication device 10A02 is able to achieve on its own. Network access device 10A12
provides network access to authentication device 10A02 after authentication device 10A12 has

authenticated access.

[00247] DCIAMS 10A06 comprises a system for managing digital credentials for visitor
network access. For example, DCIAMS 10A06 comprises an interface configured to receive a
create indication to create a visitor network credential and receive a certify indication to certify an
authentication device to use a network, and a processor configured to provide the visitor network

credential to the authentication device in response to the certify indication, provide a proof request
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to the authentication device, receive a proof response, validate the proof response using a
distributed ledger, generate a network certificate, and provide the network certificate to the

authentication device.

[00248] Figure 10B is a block diagram illustrating an embodiment of an authentication
device. In some embodiments, authentication device 10B00 of Figure 10B comprises authentication
device 10A02 of Figure 10A. In the example shown, authentication device 10B00 comprises
interface 10B02. For example, interface 10B02 comprises an interface for receiving data, providing
data, receiving a request for data, etc. Interface 10B02 comprises network access system 10B04.
Network access system 10B04 comprises a radio system for interacting with a network access
device. For example, network access system 10B04 comprises a wifi access system. Processor
10B06 comprises a processor for executing applications 10B08. Applications 10B08 comprise
digital identity application 10B10, web browser application 10B12 and any other appropriate
applications. For example, processor 10B06 comprises a processor for receiving an indication to
install digital identity application 10B10 and installing digital identity application 10B10. Digital
identity application 10B10 comprises an application for providing a proof response in response to a
proof request. For example, digital identity application 10B10 comprises an application for
associating with a user email address, a user ID, and/or a user account, registering the email
address, the user ID, and/or the user account with a distributed ledger, requesting a visitor network
credential from a DCIAMS, wherein the request is associated with the user email address, the user
ID, and/or the user account, determining whether the DCIAMS responds, and in the event that the
DCIAMS responds, receiving the visitor network credential from the DCIAMS. Additionally
digital identity application 10B10 comprises an application for receiving a redirect from a captive
portal in a web browser, receiving an indication to use a visitor network credential, providing a
certify indication to a DCIAMS to certify user of a guest wifi network, receiving a proof request
from the DCIAMS, providing a proof response, receiving a network certificate, and providing the
network certificate to the captive portal. Web browser application 10B12 comprises an application
for accessing network data using a web protocol. For example, web browser application 10B12

comprises an application for receiving a captive portal for authenticating access to a network.

[00249] Secure enclave 10B14 comprises a secure system for storing a mobile encryption
key. Secure enclave 10B14 comprises mobile encryption key 10B16 and encryption decryption
application 10B18. For example, secure enclave 10B14 comprises multiple mobile encryption keys,
an application for generating and/or removing mobile encryption keys, etc. Secure enclave 10B14

comprises a system for receiving data, transforming it by encrypting and/or decrypting the data
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using a mobile encryption key or keys, and providing the transformed data. For example, secure
enclave 10B14 is configured to only provide transformed input data and not to provide mobile
encryption key 10B16. In some embodiments, functionality of secure enclave 10B14 is access
limited using a biometric (e.g., a fingerprint, a retina scan, a DNA scan, etc.) and/or a personal
identification number (PIN). Authentication device 10B00 additionally comprises storage 10B20.
Storage 10B20 comprises encryption keys 10B22 — for example, a public key of an identity key
pair, a private key of an identity key pair, a private key of an identity key pair encrypted using
mobile encryption key 10B16, etc. For example, an identity key pair of authentication device
10B00 comprises a public key used by other systems for encrypting data in such a way that it can
only by decrypted by authentication device 10B00, and a private key for decrypting data encrypted
using the public key or for signing data for proving it came from authentication device 10B00.
Storage 10B20 additionally comprises digital credentials 10B24, comprising digital certificates
representing qualifications (e.g., a college degree, work experience, time living at an apartment,
time enrolled in a health insurance plan, etc.). For example, digital credentials 10B24 comprise a
credential wallet. In some embodiments, digital credentials 10B24 comprise a locked digital wallet
able to be unlocked by a user. For example, digital credentials 10B24 are unlocked using a
biometric or a PIN. Once the locked digital wallet is unlocked, a credential is retrieved.
Authentication device 10B00 additionally comprises memory 10B26. Memory 10B26 comprises
executing application data 10B28, comprising data associated with applications 10B08.

[00250] Figure 10C is a block diagram illustrating an embodiment of a digital credential
aware identity and access management service (DCIAMS). In some embodiments, DCIAMS
10C00 comprises DCIAMS 10A06 of Figure 10A. In the example shown DCIAMS 10C00
comprises interface 10C02. For example, interface 10C02 comprises an interface for receiving data,
providing data, receiving a request for data, etc. In some embodiments, interface 10C02 comprises
an interface for receiving encrypted messages or encrypted javascript object notation (JSON)
messages. Processor 10C04 comprises a processor for executing applications 10C06. Applications
10C06 comprise a set of DCIAMS applications. Decryption application 10C08 comprises an
application for decrypting encrypted data using a key. Login application 10C10 comprises an
application for receiving login information (e.g., username and password, a credential, a quick
response (QR) code challenge, etc.) and providing login credentials (e.g., a login token). Ledger
interface application 10C12 comprises an application for interacting with a distributed ledger (e.g.,
distributed ledger 10A04 of Figure 10A). For example, ledger interface application 10C12
comprises an application for verifying a signature in a ledger or checking a user identifier for

revocation in a ledger. Proof request application 10C14 comprises an application for creating a
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proof request, sending a proof request, evaluating a proof request response (e.g., a proof response),
etc. Token generation application 10C16 comprises an application for generating a login token
(e.g., in response to a successful login). Credential issuing application 10C18 comprises an
application for issuing a digital credential for proving a qualification in response to a request from a
credential issuing authority to issue the credential. Applications 10C06 additionally comprise any

other appropriate applications.

[00251] In the example shown, processor 10C04 comprises a processor for receiving an
indication of a new guest associated with an email address, receiving a create indication to create a
visitor network credential representing a network access associated with a guest, creating the visitor
network credential for the guest associated with the email address, receiving a claim indication
from an authentication device to claim the visitor network credential, determining whether the
authentication device is associated with the visitor network credential, and in the event it is
determined that the authentication device is associated with the visitor network credential,
providing the visitor network credential to the authentication device. Processor 10C04 additionally
comprises a processor for receiving a certify indication to certify an authentication device to use a
network, providing a proof request to the authentication device, receiving a proof response,
determining whether the proof response is valid using the distributed ledger (e.g., by checking that
the proof response corresponds to the previously registered information in the distributed ledger),
and in the event it is determined that the proof response is valid, generating a network certificate

and providing the network certificate to the authentication device.

[00252] Storage 10C20 comprises user and device database 10C22 and credential rules
10C24. User and device database 10C22 comprises a database of registered users for a given
customer organization and user details (e.g., username, password hash, contact information, email
address, relationship to devices, registered public keys, registered mapping documents in a
decentralized ledger, etc.). User and device database 10C22 additionally comprises a device
directory comprising all the devices for a given customer organization as well as mapping
documents associated with the devices and relationships with users associated with the devices.
Credential rules 10C24 comprises a set of credential rules for determining a credential that satisfies
a given access request — for example, rules related to a credential associated schema, a credential
associated organization, a credential issuer, a credential associated location, a credential associated
class identifier, a credential associated license number, or any other appropriate credential rules.
DCIAMS 10C00 additionally comprises memory 10C26. Memory 10C26 comprises executing
application data 10C28, comprising data associated with applications 10C06.
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[00253] Figure 10D is a flow diagram illustrating an embodiment of a process for preparing
an authentication device for credential authentication. In some embodiments, the process of Figure
10D is executed by authentication device 10A02 of Figure 10A. In the example shown, in 10D00,
an indication to install a digital identity app is received. For example, the indication to install a
digital identity app is received as part of a human resources system guest setup process. In 10D02,
the digital identity app is installed. In 10D04, the digital identity app is associated with a user email
address, a user ID, and/or a user account. For example, a human resources system guest setup
process provides a one-time use token (e.g., a hypertext link) delivered to the email address
associated with the user. When the user invokes the link on a computer (e.g., a laptop or desktop
computer) the user is provided a QR code for access by the authentication device. When the
authentication device accesses the QR code using the digital identity app, the digital identity app
becomes associated with the user. For example, the digital identity app is associated with the user
via an email address, a user ID, and/or a user account as embodied in a DID document. In the event
the user invokes the link using the digital identity app, the token is pushed into the mobile context
to associate the digital identity app with the user email address, the user ID, and/or the user
account. In 10D06, the user is registered with a distributed ledger. For example, registering the user
with a distributed ledger comprises invoking a link that has been delivered to the email address,
scanning a QR code, registering a DID (e.g., a decentralized identifier) in a distributed ledger,
associating the DID with a visitor network credential, registering the visitor network credential in
the distributed ledger, etc. In 10D08, a claim indication is provided to claim a visitor network
credential from the DCIAMS, wherein the claim indication is associated with the user. In 10D10, it
is determined whether the DCIAMS responds. In the event it is determined that the DCIAMS does
not respond, the process ends. In the event it is determined that the DCIAMS responds, control
passes to 10D12. In 10D12, the visitor network credential is received from the DCIAMS.

[00254] Figure 10E is a flow diagram illustrating an embodiment of a process for preparing a
DCIAMS for credential authentication. In some embodiments, the process of Figure 10E is
executed by DCIAMS 10A06 of Figure 10A. In the example shown, in 10E00, an indication is
received of a new guest associated with an email address. In 10E02, a create indication to create a
visitor network credential representing a network access associated with the new guest is received.
For example, the create indication is provided to the DCIAMS by a human resources system
employee setup process (e.g., a visitor network credential is created for a guest as part of setting up
the guest in the human resources system). For example, the create indication is associated with an
email address, a user ID, and/or a user account. In 10E04, the visitor network credential is created

for the new guest. In 10E06, a claim indication is received from an authentication device to claim
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the visitor network credential. In 10E08, it is determined whether the authentication device is
associated with the visitor network credential. For example, determining whether the authentication
device is associated with the visitor network credential comprises determining whether the email
address, the user ID (e.g., an IKP), and/or the user account associated with the visitor network
credential matches information (e.g., an identifier in the DID document) registered in a distributed
ledger. In the event it is determined that the authentication device is not associated with the visitor
network credential, the process ends. In the event it is determined that the authentication device is
associated with the visitor network credential, control passes to 10E10. In 10E10, the visitor

network credential is provided to the authentication device.

[00255] Figure 10F is a flow diagram illustrating an embodiment of a process for accessing a
network. In some embodiments, the process of Figure 10F is executed by authentication device
10A02 of Figure 10A. In the example shown, in 10F00, an indication is received that the device is
within range of a guest wifi network. In 10F02, a user indication is received to connect to the guest
wifi network. For example, the user indication is received to connect to the guest wifi network in
response to an indication to the user that the device is within range of the guest wifi network. In
10F04, a connect indication is provided to connect to the guest wifi network. For example, the
connect indication is provided to a wifi access point. In 10F06, a captive portal is received. For
example, a captive portal comprises an app for authenticating access to the guest wifi network. In
some embodiments, the captive portal comprises a use digital credential user interface object (e.g.,
a button). In 10F08, an indication is received to use a digital credential. In 10F10, the user is
redirected (e.g., by the captive portal) to use a digital credentials app (e.g., for providing a digital
credential). In 10F12, an indication is received to use a visitor network credential. For example, the
digital credentials app determines a list of credentials (e.g., a list of credentials on the
authentication device, a list of credentials able to authenticate access to a wifi network, etc.),
presents the list of credentials to a user, and receives a selection of the visitor network credential
from the user. In 10F14, a certify indication is provided to a DCIAMS to certify use of the guest
wifi network. For example, a certify indication comprises a request for a proof request. In 10F16, a
proof request is received from the DCIAMS. In 10F18, a proof response is provided. For example,
the proof response comprises the visitor network credential. In 10F20, it is determined whether the
DCIAMS responds. In the event it is determined that the DCIAMS does not respond, the process
ends. In the event it is determined that the DCIAMS responds, control passes to 10F22. In 10F22, a
network certificate is received. For example, the network certificate comprises an x509 digital
certificate. In some embodiments, since the digital certificates are based on asymmetric

cryptography, the network certificate issued would be a Private Key and a signed bundle of data
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around a Public Key that goes with that private key. Once the authenticator app has this private
key, it can use it to sign requests as the certificate holder, including signing a request to the captive
portal software to prove control. In 10F24, the network certificate is provided to the captive portal.

In 10F26, access (e.g., access to the guest wifi network) is received.

[00256] Figure 10G is a flow diagram illustrating an embodiment of a process for credential
authentication. In some embodiments, the process of Figure 10G is executed by DCIAMS 10A06
of Figure 10A. In the example shown, in 10G00, a certify indication is received to certify an
authentication device to use a network. In 10G02, a proof request is provided to the authentication
device. In 10G04, a proof response is received. For example, the proof response created using the
visitor credential is received from the authentication device holding the visitor credential. In
10G06, it is determined whether the proof response is valid. In the event it is determined that the
proof response is not valid, the process ends. In the event it is determined that the proof response is
valid, control passes to 10G08. In 10G08, a network certificate is generated. For example, the
network certificate is based at least in part on a visitor network credential of the proof response, the
network certificate comprises authentication device identifier data, the network certificate
comprises user identity data (e.g., user identity data from the visitor network credential), etc. In

10G10, the network certificate is provided to the authentication device.

[00257] Figure 10H is a flow diagram illustrating an embodiment of a process for
determining whether a proof response is valid. In some embodiments, the process of Figure 10H
implements 10G06 of Figure 10G. In the example shown, in 10H00, DID document is retrieved
from distributed ledger based on target DID in proof response. In 10H02, it is determined whether
a public key from a decentralized ledger matches a DID (e.g., a decentralized identifier) in a visitor
network credential (e.g., the visitor network credential of the proof response). In the event it is
determined that a public key from a decentralized ledger does not match a DID in the visitor
network credential, control passes to 10H14. In the event it is determined in 10HO02 that a public
key from a decentralized ledger matches a DID in the visitor network credential, control passes to
10HO4. In 10HO04, it is determined whether the visitor network credential is satisfactory to
authenticate network access. For example, determining whether the visitor network credential is
satisfactory to authenticate network access comprises determining whether the visitor network
credential is on a list of visitor network credentials certified for network access, determining
whether the visitor associated with the visitor network credential is scheduled to be in the network
location, determining whether the visitor associated with the visitor network credential has an

employee authorization to use the network, etc. In the event it is determined that the visitor network
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credential is not satisfactory to authenticate network access, control passes to 10H14. In the event it
is determined in 10HO04 that the visitor network credential is satisfactory to authenticate network
access, control passes to 10H06. In 10HO06, it is determined whether the visitor network credential
is expired. In the event it is determined that the visitor network credential is expired, control passes
to 10H14. In the event it is determined in 10HO6 that the visitor network credential is not expired,
control passes to 10H08. In 10HO8, it is determined whether the visitor network credential
signature is valid. For example, the visitor network credential signature comprises a signature from
the credential issuer (e.g., a DCIAMS) or from the credential holder (e.g., the authentication
device). In the event it is determined that the visitor network credential signature is not valid,
control passes to 10H14. In the event it is determined in 10HOS that the visitor network credential
signature is valid, control passes to 10H10. In 10H10, it is determined whether the visitor network
credential is revoked. For example, determining whether the visitor network credential is revoked
comprises querying a revocation registry of a distributed ledger (e.g., a permission ledger, a
decentralized ledger, a public ledger, a blockchain, etc.). In the event it is determined that the
visitor network credential is revoked, control passes to 10H14. In the event it is determined that the
visitor network credential is not revoked, control passes to 10H12. In 10H12, the process indicates
that the proof response is valid, and the process ends. In 10H14, the process indicates that the proof

response is not valid, and the process ends.

[00258] Figure 101 is a flow diagram illustrating an embodiment of a process for
authenticating network access. In some embodiments, the process of Figure 101 is executed by
network access device 10A12 of Figure 10A. In the example shown, in 10100, a protected guest
wifi network is provided. In 10102, an indication to connect is received (e.g., from an authentication
device). In 10104, a captive portal app is provided. In 10106, a network certificate is received. In
10108, it is determined whether the network certificate is valid. In the event it is determined that the
network certificate is not valid, the process ends. In the event it is determined that the network
certificate is valid, control passes to 10I10. In 10110, a set of network session settings are
determined. For example, network session settings comprise session speed, access to a sandboxed
network, or access to a limited set of connections. In some embodiments, network session settings
are determined based at least in part on the network certificate (e.g., on visitor network credential
data of the network certificate, of authentication device identifier data of the network certificate,
etc.). In 10112, a network session for the authentication device is created. For example, the network
session uses the network session settings determined in 10112. Creating a network session for the

authentication device comprises providing network access to the authentication device.
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[00259] A system for credential authentication comprises an interface configured to receive a
create indication to create a visitor network credential and receive a certify indication to certify an
authentication device to use a network, and a processor configured to provide the visitor network
credential to the authentication device in response to the certify indication, provide a proof request
to the authentication device, receive a proof response, validate the proof response using a
distributed ledger, generate a network certificate, and provide the network certificate to the
authentication device. In some embodiments, the create indication to create the visitor network
credential is associated with an email address. In some embodiments, the interface is further
configured to receive a claim indication from the authentication device to claim the visitor network
credential. In some embodiments, the claim indication from the authentication device to claim the
visitor network credential comprises a one-time token being used that causes generation of a DID
keypair, wherein the private key component is stored on the authentication device and the public
key component is stored on the distributed ledger, and that causes providing the visitor network
credential to the authentication device. In some embodiments, the claim indication from the
authentication device to claim the visitor network credential is provided in response to an
authentication device digital identification app setup. In some embodiments, the authentication
device digital identification app setup is in response to an email sent as part of a human resources
system guest setup process. In some embodiments, the processor is further configured to verify the
visitor network credential is associated with the authentication device. In some embodiments,
verifying the visitor network credential is associated with the authentication device comprises
checking an identifier in a DID document associated with the visitor network credential which are
registered in the distributed ledger. In some embodiments, the certify indication to certify the
authentication device to use the network is received from a digital credential app on the
authentication device. In some embodiments, the authentication device provides the certify
indication to certify the authentication device to use the network to the system for credential
authentication in response to a user confirmation. In some embodiments, the digital credential app
is initiated by a captive portal on the authentication device. In some embodiments, the captive
portal is initiated in response to a user attempting to access a network. In some embodiments,
validating the proof response using the distributed ledger comprises determining that a credential
associated with the proof response satisfies the proof request, determining that a proof response
signature is valid, determining that the credential associated with the proof response is not expired,
or determining that the credential associated with the proof response is not revoked by looking in
the distributed ledger. In some embodiments, the network certificate comprises an X.509

certificate. In some embodiments, the network certificate comprises user identity data. In some
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embodiments, the user identity data is based at least in part on user identity data stored by the
visitor network credential. In some embodiments, the authentication device returns to a captive
portal for validation of the network certificate. In some embodiments, the captive portal creates a
network session for the authentication device. In some embodiments, network session settings are
based at least in part on the network certificate. In some embodiments, the network session settings
comprise session speed, access to a sandboxed network, or access to a limited set of connections.
In some embodiments, the create indication to create the visitor network credential is provided by a

human resources system guest setup process.

Case K — Digital Credentials for Location Aware Check In

[00260] A system for credential authentication comprises an interface configured to receive a
create indication to create a location aware credential, wherein the location aware credential
specifies visit location data and receive a check in indication to check in from an authentication
device, wherein the authentication device provides the check in indication to check in in response
to determining that a detected location is within a geographic boundary designated in the visit
location data of the location aware credential, and a processor configured to provide a proof
request, receive a proof response, validate the proof response using a distributed ledger, and

provide a success indication of successful check in.

[00261] A system for credential authentication comprises a system for using a location aware
credential to authenticate a location aware check in. The location aware credential enables an
authentication device to monitor its location and automatically initiate a check-in to a location
requiring authorization based on visit locations specified in the location aware credential. When a
new user is invited to visit an organization, a user account and/or user identifier is established in the
system including registering the location aware credential at a distributed ledger. Also, the user
installs a digital identity application on a mobile device and receives the location aware credential
on the mobile device. The mobile device including the digital identity application comprises an
authentication device for the user. The digital identity application is associated with user
information (e.g., an email address, a user identifier (ID), a user account, etc.) for identifying the
user. The digital identity application provides a request for a location aware credential for
authenticating network access to a digital credential aware identity and access management service
(DCIAMS). When the DCIAMS receives an indication of the new user, the DCIAMS creates a
location aware credential associated with the user. For example, the location aware credential
specifies visit location data comprising a location, set of locations, geofence boundary, etc. within

which it is valid. The DCIAMS request for the location aware credential and provides the location
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aware credential to the authentication device. When the authentication device enters a geographic
boundary with an unexpired location aware credential, the authentication device indicates that the
process for check in should begin. The authentication device verifies that the location aware
credential is not expired at the current date and time and provides a check in indication to the
DCIAMS. The DCIAMS provides a proof request comprising a request for the location aware
credential and the authentication device provides a proof response comprising the credential. The
DCIAMS validates the credential (e.g., verifying that the guest credential is not expired, not
revoked, has a valid signature, etc.) using the distributed ledger, and in response to determining that
the credential is valid, provides an indication of success (e.g., to the authentication device, to a
visitor host, to a visitor tracking system, etc.). In some embodiments, the credential server

additionally provides a location specific message to the user.

[00262] Figure 11A is a block diagram illustrating an embodiment of a network system. In
some embodiments, the network system of Figure 11 A comprises a network system for a credential
system. In the example shown, Figure 11A comprises network 11A00. In various embodiments,
network 11A00 comprises one or more of the following: a local area network, a wide area network,
a wired network, a wireless network, the Internet, an intranet, a storage area network, or any other
appropriate communication network. Authentication device 11A02, distributed ledger 11A04,
DCIAMS 11A06, application system 11A08, user system 11A10, and network access device
11A12 communicate via network 11A00. Authentication device 11A02 comprises an
authentication device associated with a user (e.g., a user of application system 11A08 and/or a user
using user system 11A10). For example, authentication device 11A02 comprises a computer, a
smartphone, a tablet, a mobile device, etc. Distributed ledger 11A04 comprises a distributed ledger
(e.g., a decentralized ledger, a permissioned ledger, a public ledger, a blockchain, etc.). For
example, distributed ledger 11A04 is stored on a plurality of systems and comprises one or more
permissioned writer systems for writing to the distributed ledger. DCIAMS 11A06 comprises a
system for interacting with authentication device 11A02, distributed ledger 11A04, application
system 11A08, and any other appropriate systems. DCIAMS 11A06 comprises a system for
coordinating a login for application system 11A08, for providing a credential to authentication
device 11A02, for requesting a credential from authentication device 11A02, for verifying a user
identifier or a signature in distributed ledger 11A04, etc. Application system 11A08 comprises a
system for providing access to an application. For example, application system 11A08 comprises a
system for providing access to a database application, a data processing application, a productivity
application, a communication application, etc. A user uses user system 11A10 to access

applications on application system 11A08. For example, a user uses an application on user system
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11A10 (e.g., a web browser) to connect to an application on application system 11A08. The

application on application system 11A08 authenticates a user login before granting access.

[00263] DCIAMS 11A06 comprises a system for digital credentials for location aware check
in. For example, DCIAMS 11A06 comprises an interface configured to receive a create indication
to create a location aware credential, wherein the credential specifies visit location data, and receive
a check in indication to check in from an authentication device, wherein the authentication device
provides the check in indication to check in in response to determining that a detected location is
within a geographic boundary designated in the visit location data of the location aware credential,
and a processor configured to provide a proof request, receive a proof response, validate the proof

response using a distributed ledger, and provide a success indication of successful check in.

[00264] Figure 11B is a block diagram illustrating an embodiment of an authentication
device. In some embodiments, authentication device 11B00 of Figure 11B comprises authentication
device 11A02 of Figure 11A. In the example shown, authentication device 11B00 comprises
interface 11B02. For example, interface 11B02 comprises an interface for receiving data, providing
data, receiving a request for data, etc. Authentication device 11B00 additionally comprises location
detection system 11B04. Location detection system 11B04 comprises a location detection system
for detecting a detected location. For example, location detection system 11B04 comprises a global
positioning system (e.g., a GPS). Processor 11B06 comprises a processor for executing applications
11B08. Applications 11B08 comprise digital identity application 11B10 and any other appropriate
applications. For example, processor 11B06 comprises a processor for receiving an indication to
install digital identity application 11B10 and installing digital identity application 11B10. Digital
identity application 11B10 comprises an application for providing a proof response in response to a

proof request.

[00265] For example, digital identity application 11B10 comprises an application for
associating with a user email address, where the mail sent to use contains a one-time use token, that
token is used to link a private key on the device to an identity management system DCIAMS, and
then the public key that goes with that private one is registered in the distributed ledger via a DID
document registration. Digital identity application 11B10 also comprises an application for
providing a claim indication to claim a location aware credential from the DCIAMS, wherein the
claim indication is associated with the user email address, user ID, and/or user account,
determining whether the DCIAMS responds, and in the event that the DCIAMS responds, receiving
the location aware credential from the DCIAMS. Additionally, digital identity application 11B10

comprises an application for determining whether a detected location is within a geographic
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boundary designated by the location aware credential, in response to a determination that the
detected location of the authentication device is within a geographic boundary, determining
whether a location aware credential is unexpired at the current time, in response to a determination
that a location aware credential is unexpired at the current time, providing a check in prompt to a
user, determining whether the user accepts the prompt to check in, in response to a determination
that the user accepts the prompt to check in, providing an indication to check in to the DCIAMS,
receiving a proof request from the DCIAMS, providing a proof response to the DCIAMS,
determining whether the DCIAMS responds, in response to a determination that the DCIAMS

responds, receiving a success indication and receiving a location specific message.

[00266] Secure enclave 11B12 comprises a secure system for storing a mobile encryption
key. Secure enclave 11B12 comprises mobile encryption key 11B14 and encryption decryption
application 11B16. For example, secure enclave 11B12 comprises multiple mobile encryption keys,
an application for generating and/or removing mobile encryption keys, etc. Secure enclave 11B12
comprises a system for receiving data, transforming it by encrypting and/or decrypting the data
using a mobile encryption key or keys, and providing the transformed data. For example, secure
enclave 11B12 is configured to only provide transformed input data and not to provide mobile
encryption key 11B14. In some embodiments, functionality of secure enclave 11B12 is access
limited using a biometric (e.g., a fingerprint, a retina scan, a DNA scan, etc.) or a personal
identification number. Authentication device 11B00 additionally comprises storage 11B18. Storage
11B18 comprises encryption keys 11B20, for example comprising a public key of an identity key
pair, a private key of an identity key pair, a private key of an identity key pair encrypted using
mobile encryption key 11B14, etc. For example, an identity key pair of authentication device
11B00 comprises a public key used by other systems for encrypting data in such a way that it can
only by decrypted by authentication device 11B00, and a private key for decrypting data encrypted
using the public key or for signing data for proving it came from authentication device 11B00.
Storage 11B18 additionally comprises digital credentials 11B22, comprising digital certificates
representing qualifications (e.g., a college degree, work experience, time living at an apartment,
time enrolled in a health insurance plan, etc.). For example, digital credentials 11B22 comprises a
credential wallet. In some embodiments, digital credentials 11B22 comprises a locked digital wallet
able to be unlocked by a user. For example, digital credentials 11B22 is unlocked using a biometric
or a personal identification number (PIN). Once the locked digital wallet is unlocked, a credential is
retrieved. Authentication device 11B00 additionally comprises memory 11B24. Memory 11B24

comprises executing application data 11B26, comprising data associated with applications 11B08.
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[00267] Figure 11C is a block diagram illustrating an embodiment of a digital credential
aware identity and access management service (DCIAMS). In some embodiments, DCIAMS
11C00 comprises DCIAMS 11A06 of Figure 11A. In the example shown DCIAMS 11C00
comprises interface 11C02. For example, interface 11C02 comprises an interface for receiving data,
providing data, receiving a request for data, etc. In some embodiments, interface 11C02 comprises
an interface for receiving encrypted messages or encrypted javascript object notation (JSON)
messages. Processor 11C04 comprises a processor for executing applications 11C06. Applications
11C06 comprise a set of DCIAMS applications. Decryption application 11C08 comprises an
application for decrypting encrypted data using a key. Login application 11C10 comprises an
application for receiving login information (e.g., username and password, a credential, a QR code
challenge, etc.) and providing login credentials (e.g., a login token). Ledger interface application
11C12 comprises an application for interacting with a distributed ledger (e.g., distributed ledger
11A04 of Figure 11A). For example ledger interface application 11C12 comprises an application
for verifying a signature in a ledger or checking a credential identifier for revocation in a ledger.
Proof request application 11C14 comprises an application for creating a proof request, sending a
proof request, evaluating a proof request response (e.g., a proof response), etc. Token generation
application 11C16 comprises an application for generating a login token (e.g., in response to a
successful login). Credential issuing application 11C18 comprises an application for issuing a
digital credential for proving a qualification in response to a request from a credential issuing
authority to issue the credential. Applications 11C06 additionally comprise any other appropriate

applications.

[00268] For example, processor 11C04 comprises a processor for receiving an indication of a
new guest associated with an email address, receiving a create indication to create a location aware
credential representing a location sensitive visitor permission associated with the guest, creating the
location aware credential for the guest associated with the email address, a user identifier (ID),
and/or a user account, receiving a claim indication from an authentication device to claim the
location aware credential, determining whether the authentication device is associated with the
location aware credential, and in the event it is determined that the authentication device is
associated with the location aware credential, providing the location aware credential to the
authentication device. Processor 11C04 additionally comprises a processor for receiving a check in
indication to check in from an authentication device, providing a proof request to the authentication
device, receiving a proof response, determining whether the proof response is valid using a
distributed ledger, and in the event it is determined that the proof response is valid, providing a

success indication of a successful check in and providing a location specific message.
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[00269] Storage 11C20 comprises user and device database 11C22 and credential rules
11C24. User and device database 11C22 comprises a database of registered users for a given
customer organization and user details (e.g., username, password hash, contact information, email
address, relationship to devices, registered public keys, registered mapping documents in a
distributed ledger, etc.). User and device database 11C22 additionally comprises a device directory
comprising all the devices for a given customer organization as well as mapping documents
associated with the devices and relationships with users associated with the devices. Credential
rules 11C24 comprises a set of credential rules for determining a credential that satisfies a given
access request - for example, rules related to a credential associated schema, a credential associated
organization, a credential issuer, a credential associated location, a credential associated class
identifier, a credential associated license number, or any other appropriate credential rules. In
various embodiments, rules comprise rules related to a credential associated schema, rules related
to a credential associated organization, rules related to a credential issuer, rules related to a
credential associated location, rules related to a credential associated class identifier or identifier
number, rules related to a credential associated license or license number, a credential associated
class name, or any other appropriate credential rules. In some embodiments, the rules are applied
selectively (e.g., based at least in part on a user identifier) — for example, employees with a
credential can access application A, contractors with a credential can access application B, or any
other appropriate matching of access with identifiers. In various embodiments, the rules are applied
selectively based at least in part on current employment, employee type, location of user,
qualification by training class, credential from a third party issuer (e.g., division of motor vehicle
license, certification from school, etc.), or any other appropriate criterion. As examples of
configurable credential rules to grant access: 1) access is granted in the event that a credential
indicates that the holder is a current employee (e.g., issuing company is valid, employee status is
not expired, and not revoked); 2) access is granted in the event that a credential indicates that the
holder is an employee in an organization of the company (e.g., issuing company is valid,
organization is specified organization, employee status is not expired, and not revoked); 3) access is
granted in the event that a credential indicates that the holder is an employee in a specified location
(e.g., issuing company is valid, location is a specified location, employee status is not expired, and
not revoked); 4) access is granted in the event that a credential indicates that the holder has
necessary training (e.g., issuing company is valid, training status is complete, employee status is
not expired, and not revoked); and 5) access is granted in the event that a credential indicates that
the holder has outside credential (e.g., issuing company is valid, outside credential is valid, outside

credential issuer is third party, employee status is not expired, and not revoked). DCIAMS 11C00
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additionally comprises memory 11C26. Memory 11C26 comprises executing application data
11C28, comprising data associated with applications 11C06.

[00270] Figure 11D is a flow diagram illustrating an embodiment of a process for preparing
an authentication device for credential authentication. In some embodiments, the process of Figure
11D is executed by authentication device 11A02 of Figure 11A. In the example shown, in 11D00,
an indication to install a digital identity app is received. For example, the indication to install a
digital identity app is received as part of a human resources system guest setup process. In 11D02,
the digital identity app is installed. In 11D04, the digital identity app is associated with a user. For
example, the digital identity app is associated with a user using a user email address, a user 1D,
and/or a user account. For example, a human resources system guest setup process provides a one-
time use token (e.g., a hypertext link) delivered to the email address associated with the user. When
the user invokes the link on a computer (e.g., a laptop or desktop computer) the user is provided a
quick response (QR) code for access by the authentication device. When the authentication device
accesses the QR code using the digital identity app, the digital identity app becomes associated with
the user email address. In some embodiments, the claim indication from the authentication device
to claim the location aware credential comprise a one-time token being used that causes generation
of a DID keypair, wherein the private key component is stored on the authentication device and the
public key component is stored on the distributed ledger, and that causes providing the guest
credential to the authentication device. In the event the user invokes the link using the digital
identity app, the token is pushed into the mobile context to associate the digital identity app with
the user email address. In 11D06, the user is registered with a distributed ledger. For example, a
user, user identifier, or user account associated with the email address is registered with a
distributed ledger — for example, by invoking a link that has been delivered to the email address,
scanning a QR code, registering a DID (e.g., a decentralized identifier) in a distributed ledger,
associating the DID with a guest credential, etc. In 11D08, a claim indication is provided to claim a
location aware credential from the DCIAMS, wherein the claim indication is associated with the
user. For example, the location aware credential is only valid in a specific location, within a
specific region, etc. In 11D10, it is determined whether the DCIAMS responds. In the event it is
determined that the DCIAMS does not respond, the process ends. In the event it is determined that
the DCIAMS responds, control passes to 11D12. In 11D12, the location aware credential is
received from the DCIAMS. In 11D14, a location detection system is activated (e.g., in order to
determine when the authentication device is in a location where the location aware credential is

valid).

118



WO 2019/191213 PCT/US2019/024255

[00271] Figure 11E is a flow diagram illustrating an embodiment of a process for preparing a
DCIAMS for credential authentication. In some embodiments, the process of Figure 11E is
executed by DCIAMS 11A06 of Figure 11A. In the example shown, in 11E00, an indication is
received of a new guest associated with an email address. In 11E02, a create indication to create a
location aware credential representing a location sensitive visitor permission associated with the
guest is received. For example, the create indication is provided to the DCIAMS by a human
resources system employee setup process (e.g., a location aware credential is created for a guest as
part of setting up the guest in the human resources system). For example, the create indication is
associated with an email address, a user ID, and/or a user account. The credential specifies visit
location data (e.g., a location, a set of locations, a latitude and longitude, a region, etc. wherein the
credential is valid). In 11E04, the location aware credential is created for the guest associated with
a user. In 11E06, a claim indication is received from an authentication device to claim the location
aware credential. In 11E08, it is determined whether the authentication device is associated with the
location aware credential. For example, determining whether the authentication device is associated
with the location aware credential comprises determining whether the email address, the user ID
(e.g., an IKP), and/or user account associated with the location aware credential matches
information (e.g., an identifier in the DID document) registered in a distributed ledger. In the event
it is determined that the authentication device is not associated with the location aware credential,
the process ends. In the event it is determined that the authentication device is associated with the
location aware credential, control passes to 11E10. In 11E10, the location aware credential is

provided to the authentication device.

[00272] Figure 11F is a flow diagram illustrating an embodiment of a process for check in.
In some embodiments, the process of Figure 11F is executed by authentication device 11A02 of
Figure 11A. In the example shown, in 11F00, a detected location is detected using a location
detection system. For example, an authentication device is periodically running location services
(e.g., detecting a location using a GPS, say every minute) the authentication device holds a location
aware credential that is not expired. In 11F02, it is determined whether the detected location is
within a geographic boundary. For example, the geographic boundary comprises a distance from a
location in the visit location data specified in a location aware credential, a user-defined geofence
(e.g., specified by a system administrator, a human resources administrator, etc.), etc. In various
embodiments, the visit location data includes a complete specification of the location, a distance or
radius around a location, a geofence definition encompassing a location, a geographic boundary, or
any other appropriate location data. In the event it is determined that the detected location is not

within a geographic boundary, the process ends. In the event it is determined that the detected
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location is within a geographic boundary, control passes to 11F04. In 11F04, it is determined
whether a location aware credential is not expired at the current time. In some embodiments,
determining whether a location aware credential is not expired at the current time comprises
determining whether the location aware credential is not expired on the current day and/or date. In
some embodiments, the check in indication to check in additionally is in response to determining
that the location aware credential is valid at a current time or for a current date. In the event it is
determined that the location aware credential is expired at the current time, the process ends. In the
event it is determined that the location aware credential is not expired at the current time, control
passes to 11F06. In 11F06, a check in prompt is provided to a user. For example, a check in prompt
comprises information for the user (e.g., a host location to meet a host or a badge location to
receive guest identification). In 11F08, it is determined whether the user accepts the prompt to
check in. In the event it is determined that the user does not accept the prompt to check in, the
process ends. In the event it is determined that the user accepts the prompt to check in, control
passes to 11F10. In 11F10, an indication is provided to a DCIAMS to check in. In 11F12, a proof
request is received from the DCIAMS. In 11F14, a proof response is provided to the DCIAMS. For
example, the proof response comprises the location aware credential. In 11F16, it is determined
whether the DCIAMS responds. In the event it is determined that the DCIAMS does not respond,
the process ends. In the event it is determined that the DCIAMS responds, control passes to 11F18.

In 11F18, a success indication is received. In 11F20, a location specific message is received.

[00273] Figure 11G is a flow diagram illustrating an embodiment of a process for credential
authentication. In some embodiments, the process of Figure 11G is executed by DCIAMS 11A06
of Figure 11A. In the example shown, in 11G00, a check in indication to check in is received from
an authentication device. In 11G02, a proof request is provided to the authentication device. In
11G04, a proof response is received. In 11G06, it is determined whether the proof response is valid.
For example, the guest credential is checked against information stored in the distributed ledger to
determine whether the guest credential is valid — for example, has an appropriate schema, has an
appropriate definition, is not expired, and/or is not revoked. In the event it is determined that the
proof response is valid, control passes to 11G08. In 11G08, a success indication of a successful
check in is provided. For example, the success indication of a successful check in is provided to a
visitor tracking system, to a visitor host, to the authentication device, etc. In 11G10, a location

specific message is provided.

[00274] Figure 11H is a flow diagram illustrating an embodiment of a process for

determining whether a proof response is valid. In some embodiments, the process of Figure 11H
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implements 11G06 of Figure 11G. In the example shown, in 11H00, a DID document is retrieved
from a distributed ledger based on a target DID in the proof response. In 11H02, it is determined
whether a public key from a distributed ledger matches a DID (e.g., a decentralized identifier) in a
location aware credential (e.g., the location aware credential of the proof response). In the event it
is determined that a public key from a distributed ledger does not match a DID in the location
aware credential, control passes to 11H14. In the event it is determined in 11HO2 that that a public
key from a distributed ledger matches a DID in the location aware credential, control passes to
11HO4. In 11HO04, it is determined whether the location aware credential is satisfactory to
authenticate check in. For example, determining whether the location aware credential is
satisfactory to authenticate check in comprises determining whether the location aware credential is
on a list of location aware credentials certified for check in, determining whether the visitor
associated with the location aware credential is scheduled to visit, determining whether the visitor
associated with the location aware credential has an employee authorization to visit, etc. In the
event it is determined that the location aware credential is not satisfactory to authenticate check in,
control passes to 1 1H14. In the event it is determined in 11H04 that the location aware credential is
satisfactory to authenticate check in, control passes to 11H06. In 11HO6, it is determined whether
the location aware credential is expired. In the event it is determined that the location aware
credential is expired, control passes to 11H14. In the event it is determined in 11HO6 that the
location aware credential is not expired, control passes to 11H08. In 11HO08, it is determined
whether the location aware credential signature is valid. For example, the visitor network credential
signature comprises a signature from the credential issuer (e.g., a DCIAMS) or from the credential
holder (e.g., the authentication device). In the event it is determined that the location aware
credential signature is not valid, control passes to 11H14. In the event it is determined in 11HO8
that the location aware credential signature is valid, control passes to 11H10. In 11H10, it is
determined whether the location aware credential is revoked. For example, determining whether the
location aware credential is revoked comprises querying a revocation registry of a distributed
ledger (e.g., a decentralized ledger, a permissioned ledger, a public ledger, a blockchain, etc.). In
the event it is determined that the location aware credential is revoked, control passes to 11H14. In
the event it is determined that the location aware credential is not revoked, control passes to 11H12.
In 11H12, the process indicates that the proof response is valid, and the process ends. In 11H14, the

process indicates that the proof response is not valid, and the process ends.

[00275] Figure 111 is a flow diagram illustrating an embodiment of a process for providing a
location specific message. In some embodiments, the process of Figure 111 implements 11G10. In

the example shown, in 11100, a location rule is determined. For example, a location rule comprises
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a home location rule (e.g., is this location the user home location), a recent locations rule (e.g., what
other locations has the user been to recently), an unusual location rule (e.g., is this an unusual
location for the user), etc. In 1102, it is determined whether the location rule is satisfied. In the
event the location rule is not satisfied, the process ends. In the event the location rule is satisfied, a
location specific message is determined. For example, a location specific message comprises
emergency information, local point of contact information, local destination information, etc. In

11106, the location specific message is provided to the authentication device.

[00276] A system for credential authentication comprises an interface configured to receive a
create indication to create a location aware credential, wherein the credential specifies visit location
data and receive a check in indication to check in from an authentication device, wherein the
authentication device provides the check in indication to check in in response to determining that a
detected location is within a geographic boundary designated in the visit location data of the
location aware credential, and a processor configured to provide a proof request, receive a proof
response, validate the proof response using a distributed ledger, and provide a success indication of
successful check in. In some embodiments, the interface is further configured to receive a claim
indication from the authentication device to claim the location aware credential. In some
embodiments, the authentication device is configured to activate a location detection system upon
claiming the location aware credential, wherein the detected location is measured by the location
detection system of the authentication device and is monitored by the authentication device to
determine when to provide the check in indication to check in. In some embodiments, the
authentication device provides a check in indication only in response to holding a location aware
credential that is not expired at a current time or for a current date. In some embodiments, the visit
location data comprises a latitude and a longitude. In some embodiments, the location aware
credential comprises a set of locations. In some embodiments, the detected location is detected
using a global positioning system. In some embodiments, the geographic boundary comprises a
distance from a location of the visitor location data specified by the location aware credential. In
some embodiments, the geographic boundary comprises a user-defined geofence. In some
embodiments, the authentication device provides the check in indication to check in after an
accepted user prompt to check in. In some embodiments, the authentication device prompts a user
to check in automatically in response to determining that the detected location is within the
geographic boundary that is specified in the visit location data of the location aware credential that
is being held by the authentication device. In some embodiments, the user prompt additionally
comprises a host location to meet a host or a badge location to receive guest identification. In some

embodiments, the success indication of successful check in is provided to a visitor tracking system
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or a visitor host. In some embodiments, the processor is additionally configured to provide a
location specific message to the authentication system. In some embodiments, the location specific
message comprises emergency information, local point of contact information, or local destination
information. In some embodiment, the processor provides the location specific message in
response to a determination that a location rule is satisfied. In some embodiments, the location rule
comprises a home location rule, a recent locations rule, or a unusual location rule. In some
embodiments, validating the proof response using the distributed ledger comprises determining that
a credential associated with the proof response satisfies the proof request, determining that a proof
response signature is valid, determining that a credential associated with the proof response is not
expired, or determining that a credential associated with the proof response is not revoked by

looking in the distributed ledger.

[00277] Although the foregoing embodiments have been described in some detail for
purposes of clarity of understanding, the invention is not limited to the details provided. There are
many alternative ways of implementing the invention. The disclosed embodiments are illustrative

and not restrictive.
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CLAIMS

1. A system for creating an identity mapping on a distributed ledger, comprising:
an interface configured to:
receive a request to create an identity mapping on a distributed ledger; and
5 a processor configured to:
generate an identity key pair;
generate a mobile encryption key;
encrypt a private identity key of the identity key pair using the mobile encryption
key to create an encrypted private key;
10 store the encrypted private key;
create a mapping document;
sign the mapping document with the private identity key of the identity key pair; and
provide the signed mapping document to be stored in a distributed ledger.

2. The system of claim 1, wherein the processor is further configured to install a digital

15 identity application.

3. The system of claim 1, wherein the identity key pair comprises a public identity key and a

private identity key.

4. The system of claim 1, wherein the identity key pair comprises an identity key pair

generated using an RSA algorithm or an ed25519 algorithm.

20 5. The system of claim 1, wherein the mobile encryption key is stored in a secure enclave.
6. The system of claim 1, wherein the mobile encryption key is access limited using a
biometric.
7. The system of claim 1, wherein the encrypted private key is stored on a user device.
8. The system of claim 7, wherein the user device comprises a mobile device.

25 9. The system of claim 1, wherein the mapping document comprises a decentralized identifier.
10. The system of claim 1, wherein the mapping document conforms to a World Wide Web

Consortium decentralized identifier document specification.

11. The system of claim 1, wherein the mapping document maps a user identifier to a public

key value.
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12. The system of claim 11, wherein the user identifier comprises a public key.

13. The system of claim 1, wherein the processor is further configured to receive an indication

that the signed mapping document was validated.
14. The system of claim 1, wherein the distributed ledger comprises a blockchain.

15. The system of claim 1, wherein the signed mapping document is provided to a permissioned

writer for the distributed ledger.

16. The system of claim 1, wherein the system further comprises a storage for storing a digital

credential for proving a user qualification.

17. The system of claim 16, wherein the processor is further configured to provide a proof
response comprising a signed verifiable form of the digital credential in response to a proof request

challenge.

18. The system of claim 17, wherein the proof request challenge comprises a request for one or
more digital credentials, wherein the one or more digital credentials are determined according to

rules.

19. The system of claim 18, wherein the rules are associated with a credential schema, a
credential organization, a credential issuer, a credential location, a credential class identifier, a
credential class name, an identification number associated with the credential, or a license

associated with the credential.

20. The system of claim 18, wherein the rules are applied selectively.
21. The system of claim 20, wherein the rules are applied based at least in part on a user
identifier.

22. A method for creating an identity mapping on a distributed ledger, comprising:

receiving a request to create an identity mapping on a distributed ledger;

generating, using a processor, an identity key pair;

generating a mobile encryption key;

encrypting a private identity key of the identity key pair using the mobile encryption key to
create an encrypted private key;

storing the encrypted private key;

creating a mapping document;

signing the mapping document with the private identity key of the identity key pair; and

providing the signed mapping document to be stored in a distributed ledger.
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23. A computer program product for creating an identity mapping on a distributed ledger, the
computer program product being embodied in a non-transitory computer readable storage medium
and comprising computer instructions for:

receiving a request to create an identity mapping on a distributed ledger;

generating an identity key pair;

generating a mobile encryption key;

encrypting a private identity key of the identity key pair using the mobile encryption key to
create an encrypted private key;

storing the encrypted private key;

creating a mapping document;

signing the mapping document with the private identity key of the identity key pair; and

providing the signed mapping document to be stored in a distributed ledger.

126



WO 2019/191213

1A02

L

Authentication
Device

Fig. 1A

1/93

1A06

U

Digital Credential
Aware Ildentity
And Access
Management
Service

1A00

1A04

U

Distributed
Ledger

PCT/US2019/024255

1A08

U

Database
System




WO 2019/191213

2/93

PCT/US2019/024255

1B00
Authentication Device
1B02
Interface
1B04 I 1B10
Processor 1506 Secure Enclave
N Mobile
Applications  1B08 Encryption [Z- 1B12
Key
Digital
Identity Encryption
Application Decryption [Z. 1B14
Application
1B16 I 1B22
Storage Memory 1B24
Encryption L)
Keys S 1B18 Executing
Application
Data
Digital
Credentials [ S~ 1B20

Fig. 1B



WO 2019/191213

3/93 PCT/US2019/024255

T 1C00
Digital Credential Aware Identity
And Access Management Service 1(202
Interface
Processor
Applications 1C08 1C10 1C12
Decryption Login Ledger
Application Application Interface
Application
Proof Token Credential
Request Generation Issuing
Application Application Application
1C14 1C16 1C18
1C06
4 {4 J ¥
\ 4
1C04
Storage 51020 Memory 1028
User And | S 1C22 [7
Device 1006 S| | Executing
Database Application
Data
Credential | S 1C24
Rules

Fig. 1C



WO 2019/191213 4/93 PCT/US2019/024255

N
1D00- {

Receive a Request to Create an |dentity Mapping on a
Distributed Ledger

1D02+ +
(] Generate an Identity Key Pair
1D04—
) v
Generate a Mobile Encryption Key

1D06- {

Fncrypt a Private Identity Key of the ldentity Key Pair Using the
Mobile Encryption Key to Create an Encrypted Private Key

1D08- !

L] Store the Encrypted Private Key
1D10+ +

/
(

Create a Mapping Document

v

1 Sign the Mapping Document with the Private Identity Key of the
Identity Key Pair
1D147 +

Provide the Signed Mapping Document to Be Stored in a
L ]
Distributed Ledger

1D’I2f7

Receive Indication
Signed Mapping Document Was
Valid When Received?

FIG. 1D



WO 2019/191213 5/93 PCT/US2019/024255

Receive A Proof Request Challenge, Wherein The Proof

1e00.S1] Request Challenge Comprises A Request For One Or

More Digital Credentials, Wherein The One Or More
Digital Credentials Are Determined Using Rules

v

1e02 ST Determine A Set Of Stored Digital Credentials
v

Determine A Subset Comprising The Credentials

104 ST Of The Set Of Stored Digital Credntials That

Satisfy The Proof Request Challenge

v

Provide A User Interface For Allowing A User
1£06 S| To Select A Digital Credential Of The Subset
That Satisfies The Proof Request Challenge

v

1208 S Provide A Proof Response Comprising
The Selected Digital Credential

End

Fig. 1E



WO 2019/191213 6/93 PCT/US2019/024255

1F00 S Receive An Indication To Provide A Proof Request

v

Determine One Or More Digital Credentials That
1Fo2 S Satisfy The Proof Request, Wherein The One Or
More Digital Credentials Are Determined Using Rules

v

Create The Proof Request Comprising A
Request For One Or More Digital Credentials

v

1Fos _S] Provide The Proof Request

1Fo4 S

End

Fig. 1F



WO 2019/191213 7/93 PCT/US2019/024255
2A00 2AOZ7
T -
Holder
Issuer :
Device
A
2A04
—
-
————{ DCIAMS
«——
2A06
k_/,‘
— Requestor

FIG. 2A

2A0&7
-

Distributed
Ledger




WO 2019/191213 8/93 PCT/US2019/024255

Holder
Issuer Device Requestor
T ? T 2B00—
2B02) y 2B04 ) y 2B06 y ~ DCIAMS
[ [ [
Holder
Issuer Device Requestor
Interface Vi Interface
Interface
oB12 Processor
280&] 28107 z %/BM
Issuing Holding Verifying
Module Module Module
Distributed Ledger Interface ' 72816

;

Distributed Ledger

FIG. 2B



WO 2019/191213 9/93 PCT/US2019/024255

2C00—
2C02+) 2C04- ~ Holder
- L Device
Secure Memo
Memory Y
Processor
2C06+ 2C081 2C10H P
“DID — = o2
Information CRrede.ntlal Prgsen_tdatlon
Provider eceiver rovider
Network Interface ' /)Z/CM

;

Network

FIG. 2C



WO 2019/191213 10/93 PCT/US2019/024255

2D00—
2D02 2D04") Distributed Ledger
[ [
Ledger Memory
Processor
2D06— 2D08H 2D09r7 2D10
[ [ [ L
Ledger Ledger Smart
Writer Reader Contract
Network Interface ' ;2D12

FIG. 2D

;

Network



WO 2019/191213 11/93 PCT/US2019/024255

Credential

/1 IWT Header

{
“‘alg” “RS2567,
“typ”: “JWT”
} 2E00
/I IWT Payload —~ /
{ !

“iss”. “hitps: “https.//dmv.example.gov’,
“‘iat”; 1262300400,
“exp”: 1483228080,
“‘aud”: “www.sample.com’,
“sub”: “did:sample:ebfeb1f712ebctf1c276e21ec12”,
“verifiableCredential”:
{
‘@context”. “https://w3.0rg/2018/security/v1”,
“‘id”: “http://sample.gov/credentials/3723",
“‘type’: [“verifiableCrednetial”, “ProofOfAgeCredential’],
“‘issuer”. “https://[dmv.example.gov’,
“issuanceDate”: “2010-01-01",
“‘expirationDate”. “2030-01-01",

“claim” 2E02
{ T~
“id”: “did:sample:ebfeb1f712ebctf1c276e21ec12”,
‘age” 21 _
} \\\
} |
} \
~
T 2E04

FIG. 2E



WO 2019/191213 12/93 PCT/US2019/024255

Presentation

gt

HEI

B o
A R
SIPRIV{RRS

sk

FIG. 2F



WO 2019/191213

13/93

2G00— l

|~ Receive Indication to Register
Credential

2G02— i

Indicate to Store in Distributed Ledger a DID
Document Associated with Holder Identifier
Using a Smart Contract

2G03 i

PCT/US2019/024255

Employ a Dual Signature Authentication Scheme to
Authorize Storing DID Document Based at Least in Part on
Individual Signature and Ledger Writer Signature

FIG. 2G

2G04 i

Indicate to Store in Distributed Ledger a
Schema Associated with Issuer of Credential
Using the Smart Contract

2G06-, i

Indicate to Store in Distributed Ledger a
Credential Definition Associated with Schema
Using the Smart Contract

2G08- i

[
Indicate to Store in Distributed Ledger a DID
Document Associated with Issuer of
Credential Using the Smart Contract

2G10—, l

[ Indicate to Verify Credential by
Checking Distributed Ledger




WO 2019/191213 14/93
STy
| Start J
N
2H00— l

Provide Document

2H02+

Receive Signature
Failure Indication?

2H06

2H04

PCT/US2019/024255

Indicate Distributed
Ledger Reported
Signature Issue

Indicate Document Signature Check Passed

2H08

— Receive Uniqueness

Failure Indication?
Yes

2H12+

Indicate Document Uniqueness Check
Paﬁsed

2H14k7
Receive

II/)‘istributed Ledger Storage
Failure?

No

Yes

2H18—,

Indicate Document Storage Successful

End

2H10_

Indicate Distributed
Ledger Reported
Uniqueness Issue

2H16_,

i
\

Indicate Distributed
Ledger Reported
Storage Issue

2H20

-

Indicate Document
Storage Failure

<

FIG. 2H




WO 2019/191213 15/93
STy
| Start J
N
2100 l

- Indicate to Check the Schema

2102

Response
Indicates Schema
Matches?

2106 — Yes

Indicate Schema Matches

2108

[ Response
Indicates Credential Definition
Matches?

2112 — Yes

No

Iﬁaicate Credential Definition Matches

2114

— Response
Indicates Credential Is
Revoked?

2118 ves

kmdicate Credential Is Not Revoked

2120 .

l

Indicate Credential Verified

PCT/US2019/024255

2104 _

Indicate Distributed

' Ledger Reported
Schema

Does Not Match

2110 4 |ndicate Distributed

- Ledger Reported
Credential Definition
Does Not Match

—~

2116 _,

Indicate Distributed
Ledger Reported
Credential Is Revoked

2122

-

Indicate Credential Not
Verified

FIG. 21



WO 2019/191213

3A02

L

Authentication
Device

Fig. 3A

16/93

3A06

U

Digital Credential
Aware Ildentity
And Access
Management
Service

3A00

3A04

U

Distributed
Ledger

PCT/US2019/024255

3A10

L

User System

3A08

U

Database
System




WO 2019/191213

17/93

PCT/US2019/024255

3B00
Authentication Device
3B02
Interface
3B04 I 3B10
Processor 3806 Secure Enclave
N Mobile
Applications  3B08 Encryption [Z- 3B12
Key
Digital
Identity Encryption
Application Decryption [Z. 3B14
Application
3B16 I 3B22
Storage Memory 3B24
Encryption L)
Keys | S 3B18 Executing
Application
Data
Digital
Credentials [ S~ 3B20

Fig. 3B



WO 2019/191213

18/93

PCT/US2019/024255

T 3C00
Digital Credential Aware Identity
And Access Management Service 3C02
Interface
Processor
Applications 3Co08 3C10 3C12
Decryption Login Ledger
Application Application Interface
Application
Proof Token Credential
Request Generation Issuing
Application Application Application
3C14 3C16 3C18
3C06
4 {4 J ¥
Storage ) 3C04 Memory !
53020 3C28
User And | ST3C22 [7
Device s005>| | Executing
Database Application
Data
Credential | S 3C24
Rules

Fig. 3C




WO 2019/191213 19/93 PCT/US2019/024255

3000 S Receive An Attempt To Access An
Application Via An External System

3D04

L

Provide Access

3D02

Is A
Login Token
Present?

Yes

End

3pos S| Provide A Request For Authorization To Access

3D08

DCIAMS
Authorizes
Access?

3D10 S Receive Login Token From DCIAMS

v

ap12 S Provide Access

End

Fig. 3D



WO 2019/191213 20/93 PCT/US2019/024255

Receive A Request For Authorization <_-
To Access From An Application
| "2 3E00

Determine A Set Of Credentials That Can
Enable Authorization To Access Z_ 3E02

A
Generate A Proof Request Challenge [/Z_ 304

3E10
2
Does The Request Determine A
For Authorization To Access Include Uniform Record
A Secure Cookie? Identifier
Using A QR Code
Process

Receive A Uniform Record
Identifier Based At Least
In Part On The Secure Cookie

v :
Provide The Proof Request Challenge To A Digital
3E12 ] Identity App Using The Uniform Record Identifier

v

3g14 S| Receive A Proof Response

Z_ 3E08

Is The Proof Response Valid?
3E16

3e18 _S1__Generate A Login Token

v

3e20 S| Provide The Login Token To The Application

sg22 S| Provide A Secure Cookie To A User Application
Fig. 3E

End



WO 2019/191213 21/93 PCT/US2019/024255

Y
| Start
e o
3F00 ) v
{

Receive an Authorization QR Code at the Application

3F02 /24 +

Validate Authorization QR Code

3F04 7 +

| Determine URI from Authorization QR Code

FIG. 3F



WO 2019/191213 22/93 PCT/US2019/024255

3G00) l

“DID Document is Retrieved from Distributed
Ledger Based on Target DID in Proof Response

3G02 ) Does Public Key
— from Distributed Ledger Match DID
in Credential?

Yes

3G04 ) Is Credential One of
—a Set of Credentials That Can Enable
Authorization to Acces?

3G06 )
Is Credential Expired?

I
-<
]
-§

S
No

3G08 )
— Is Credential Signature Valid?

N
Yes

3G10 )
Is Credential Revoked?

I
-<

es

3G12 No

[

Indicate Proof Response Is Valid

3G14
/ L/

Indicate Proof Response Is Not Valid

N A

FIG. 3G . Start h




WO 2019/191213 23/93 PCT/US2019/024255

3H02) ¥
Fetéﬁ Proof Request Challenge from the DCIAMS Using URI
3H04 v
De’éé/rmine One or More Credentials That Match the Request
3H06 v

Pr(a/ide a Credential List to a User for Credential Selection

Is a Credential Selected?

No

Create Proof Response

3H12) v
-
Provide Request for Permission to Sign Proof Response

Has Permission
Been Received to Sign
Proof Response?

Unlock Mobile Encryption Key

3H18 ) v
—  Decrypt Identity Key Pair Private Key Using
Mobile Encryption Key

3H20 ) v
-
Sign Proof Response Using Identity Key Pair Private Key

3H22 +
L Provide Signed Proof Response

FIG. 3H



WO 2019/191213

4A02

L

Authentication
Device

Fig. 4A

24/93

4A06

U

Digital Credential
Aware Ildentity
And Access
Management
Service

4A00

4A04

U

Distributed
Ledger

PCT/US2019/024255

4A10

L

User System

4A08

U

Application
System




WO 2019/191213

25/93

PCT/US2019/024255

Authentication Device

L

|

Interface —
Proximity
4B04 S Radio
System
4B06 l4 4B12

4B02

Processor

4B08

N

N

Secure Enclave

Mobile

Applications 4B10 Encryption [Z- 4B14
Key
Digital
ldentity Encryption
Application Decryption [Z. 4B16
Application
4B18 I 4B24
Storage Memory 4B26
Encryption L)
Keys | S 4B20 Executing
Application
Data
Digital
Credentials [ S~ 4B22

Fig. 4B

4B00



WO 2019/191213

26/93

PCT/US2019/024255

T 4C00
Digital Credential Aware Identity
And Access Management Service ‘(1202
Interface
Processor
Applications  4C08 4C10 4C12
Decryption Login Ledger
Application Application Interface
Application
Proof Token Credential
Request Generation Issuing
Application Application Application
4C14 4C16 4C18
4C06
4 J ¥
\ 4 4{0404 A 4
Storage Memor
) | < 4C20 Y 4C28
UserAnd  |.S-4C22 b
Device 4co6>S| | Executing
Database Application
Data
Credential | S 4C24
Rules

Fig. 4C




WO 2019/191213

27193

PCT/US2019/024255

User System I
Interface Proximity
4D04 S| Radio
System
4D06 l4
[/) 4D02
Processor 4D08
Applications  4D10 4D12
Web User
Browser Authentication
Application Application
4D14 I 4D20 I
Storage Memory 4D22
Encryption b}
Keys S 4D16 Executing
Application
Data
Digital
Credentials [ S~ 4D18

Fig. 4D

4D00



WO 2019/191213 28/93 PCT/US2019/024255

4E00 ST Receive A Request To Access A
Network Application

v

< Provide A Request To The Application
4E02 Server To Access The Application

v

Receive An Authentication Request From A DCIAMS

0

4E08
4E04 4E06 Lq
I.S A Yes Sign In Using A
Session Key

Proximity Authentication

2
Present” Device Challenge

Y

|End|

Provide A Proof Response Comprising < 4E10
A User Device Credential

v

Receive An Authentication Response Including An
Encrypted Session Key And An Authentication | S 4E12
Token, Encrypted With A User System Public Key

v

Decrypt The Authentication Response | S~ 4E14

Store The Encrypted Session Key |S 4E16

v

Provide The Authentication Token To The DCIAMS |S™ 4E18

v

Receive An Indication Of Access | < 4E20
To The Network Application

Fig. 4E End



WO 2019/191213 29/93 PCT/US2019/024255

Provide A Request Comprising An Encrypted Session
4F00 S| Key And Authentication Token To An Authentication
Device Via A Proximity Radio System

v

Receive The Decrypted Authentication Token Signed
402 N1 With The Session Key And Encrypted With The User
Device Public Key Via The Proximity Radio System

v

arFo4 S1 Decrypt The Authentication Token

Is The Device Key
Signature Valid?

4F06

arFos _S1 Provide The Authentication Token To The DCIAMS

End

Fig. 4F



WO 2019/191213 30/93 PCT/US2019/024255

l Start |—> Receive A Request From An Application For Authorization
To Access, Wherein Access To The Application Is
4G00 S| Requested By A User Using A User Device

v

4G02 .S Provide An Authentication Request To The User Device | 4G04

! |

Receive An Authentication Response Comprising A Device Credential

Determine A User Identifier And An Authentication Device Associated
With The User Based At Least In Part On The Device Credential

7 ¢

4Gos | Provide A Proof Request To The Authentication Device

Y !

4G08 4G10 ST Receive A Proof Response

Is The
Proof Response
Valid?

End

4G12

Provide A Session Keypair And
4G14 S| Authentication Token To The User Device

v

4G16 S1_Receive The Authentication Token

Is The
Authentication Token

Valid?
4G18

4620 S1_Generate A Login Token

v

Fig. 4G ,55, S_Provide The Login Token —*{ End |




WO 2019/191213 31/93 PCT/US2019/024255

4Hoo S| Generate A Session Keypair

Sign An Authenication Token With The
Session Keypair Private Key

4Ho2 S

aHo4 S Encrypt The Session Keypair Private Key
With An Authentication Device Public Key

v

Encrypt The Signed Authentication Token
4Hoe N1 And The Encrypted Session Keypair Private
Key With The User Device Public Key

v

Provide The Encrypted Signed Authentication
4Hos _S1 Token And Encrypted Session Keypair Private
Key To The User Device

End

Fig. 4H



WO 2019/191213 32/93 PCT/US2019/024255

[ start ]

\
Receive A Second Request From A Second Application For
4100S] Authorization To Access, Wherein Access To The Second
Application Is Requested By The User Using The User Device

'

4102.S Provide A Second Authentication Request To The User Device

v

Receive A Second Authentication Response
Comprising An Authentication Token

4104 S

Is The
Authentication Token

Valid?
4106

4108 S Generate A Login Token

4
4110 ST Provide The Login Token

A 4

|End|

Fig. 41



WO 2019/191213 33/93 PCT/US2019/024255

e

4J02 | Receive A Proof Request Challenge From The DCIAMS

) ¢

Determine One Or More Credentials That Match The Request

v

Provide A Credential List To A User For Credential Selection

7

4J04

Is A Credential Selected?

4J06

4J10 4408 S| Create A Proof Response

4 v

Provide A Request For Permission To Sign The Proof Response

Is Permission
To Sign The Proof Response

i 2
412 Received?

4J14 ST Unlock A Mobile Encryption Key

4416 S Decrypt An Identity Key Pair Private
4J18 Key Using The Mobile Encryption Key

| '

Sign The Proof Response Using The Identity Key Pair Private Key

4J20 S1_Provide The Signed Proof Response

End
Fig. 4J



WO 2019/191213 34/93 PCT/US2019/024255

oo

Receive A Request Comprising An Authentication Token And
A Session Key Encrypted With An Authenticaton Device
Public Key And Signed With A User Device Private Key

User Device Signature Valid?

ako4 S| Decrypt The Session Key And The Authentication Token

v

4k06 _S| Sign The Authentication Token With The Session Key

v

4K08 _S] Encrypt The Signed Authentication Token
With The User Device Public Key

v

Provide The Encrypted Signed
Authentication Token To The User Device

4K10 S

End

Fig. 4K



WO 2019/191213

5A02

L

Authentication
Device

Fig. 5A

35/93

5A06

L

Digital Credential
Aware Ildentity
And Access
Management
Service

5A00

5A04

U

Distributed
Ledger

PCT/US2019/024255

5A10

L

User System

5A08

U

Application
System




WO 2019/191213 36/93 PCT/US2019/024255

5B00

Yy

Authentication Device
5B02
Interface
5B04 I 5B10
Processor 5B06 Secure Enclave
N Mobile
Applications 5B08 Encryption [Z- 5B12
Key
Digital
Identity Encryption
Application Decryption [Z. 5B14
Application
5B16 I 5B22
Storage Memory 5824
Encryption L)
Keys | S oB18 Executing
Application
Data
Digital
Credentials [ S~ 5B20

Fig. 5B



WO 2019/191213 37/93 PCT/US2019/024255

T 5C00

Digital Credential Aware Identity
And Access Management Service 5C02

Interface
Processor
Applications 5C08 5C10 5C12
Decryption Login Ledger
Application Application Interface
Application
Proof Token Credential
Request Generation Issuing
Application Application Application
5C14 5C16 5C18
5C06
4 {4 J ¥
Storage ) 5C04 Memory
< 5C20 5C28
User And | S75C22 (7
Device scos>| | Executing
Database Application

Data

Credential | S 5C24
Rules

Fig. 5C



WO 2019/191213 38/93 PCT/US2019/024255

Receive A Request From An Application For
50005 Authorization To Access, Wherein Access To
The Application Is Requested By A User

v

5002 S| Provide A Login Request To The User

5004 S| Receive A Login Response

Is The
Login Response

id?
5006 Valid*

Determine A User Authentication Device
5008 S Based On The Login Response

v

Provide A Proof Request Challenge To
The User Authentication Device

v

5D12 _S1 Receive A Proof Response

5D10 S

Is The
Proof Response
Valid?

End

5D14

5D16 S 1_Generate A Login Token

v

spi1s S| Provide The Login Token

Fig. 5D End



WO 2019/191213 39/93 PCT/US2019/024255

oo

5E02 | Receive A Proof Request Challenge From The DCIAMS

b ¢

Determine One Or More Credentials That Match The Request

v

Provide A Credential List To A User For Credential Selection

7

5E04

Is A Credential Selected?
5E06

5E10 5E08 S| Create A Proof Response

4 v

Provide A Request For Permission To Sign The Proof Response

Is Permission
To Sign The Proof Response

R ived?
EE1D eceived

5614 S Unlock A Mobile Encryption Key

5E16.S] Decrypt An Identity Key Pair Private
5E18 Key Using The Mobile Encryption Key

| '

Sign The Proof Response Using The Identity Key Pair Private Key

5E20 _S1__Provide The Signed Proof Response

End
Fig. 5E



WO 2019/191213 40/93 PCT/US2019/024255

5F00) l

“DID Document is Retrieved from Distributed
Ledger Based on Target DID in Proof Response

SF02 ) Does Public Key
— from Distributed Ledger Match DID
in Credential?

Yes

5F04 ) Is Credential One of
—a Set of Credentials That Can Enable
Authorization to Acces?

5F06 )
Is Credential Expired?

=<
S

es
No

5F08 )
— Is Credential Signature Valid?

N
Yes

5F10 7
Is Credential Revoked?

I
-<

es

5F12 No

Indicate Proof Response Is Valid

SF14 )
/ Y

Indicate Proof Response Is Not Valid

N A

FIG. 5F . Start h




WO 2019/191213

6A02

L

Authentication
Device

Fig. 6A

41/93

6A06

L

Digital Credential
Aware Ildentity
And Access
Management
Service

6A00

6A04

U

Distributed
Ledger

PCT/US2019/024255

6A10

L

User System

6A08

U

Application
System




WO 2019/191213 42/93 PCT/US2019/024255

6B00

Yy

Authentication Device
6B02
Interface
6B04 I 6B10
Processor 6806 Secure Enclave
N Mobile
Applications 6B08 Encryption [Z- 6B12
Key
Digital
Identity Encryption
Application Decryption [Z. 6B14
Application
6B16 I 6B22
Storage Memory 6B24
Encryption L)
Keys | S 6B18 Executing
Application
Data
Digital
Credentials [ S~ 6B20

Fig. 6B



WO 2019/191213 43/93 PCT/US2019/024255

T 6C00

Digital Credential Aware Identity
And Access Management Service 6C02

Interface
Processor
Applications 6C08 6C10 6C12
Decryption Login Ledger
Application Application Interface
Application
Proof Token Credential
Request Generation Issuing
Application Application Application
6C14 6C16 6C18
6C06
4 {4 J ¥
Storage ) 6C04 Memory
< 6C20 6C28
User And | S 6C22 (7
Device scos>| | Executing
Database Application

Data

Credential | S 6C24
Rules

Fig. 6C



WO 2019/191213 44/93 PCT/US2019/024255

Receive A Request From An Application For
6D00-S| Authorization To Access, Wherein Access To
The Application Is Requested By A User

v

Authenticate The Request From The

60023 Application For Authorization To Access
< Receive A Task Request From The Application
6bo4 For Authorization To Access A Task

6D08

U

Provide Access
To The Task

The Task Comprise A Sensitive

6D06

End

6D10_S1_Determine A User Authentication Device
Provide A Challenge To The
User Authentication Device
Receive A Response From The
60143 | User Authentication Device

6D12.S]

Is The Response Valid?

6D18 6D16

U

Provide An Authorization To Access The Sensitive Task

Fig. 6D End



WO 2019/191213 45/93 PCT/US2019/024255

Challenge
Comprises Signature
Challenge Or Credential

' Chall ?
Signature allenge Credential

6E02

l/\ A

Create A Challenge Document

v

Provide The Challenge Document
W 6E06
6E04 End v N
Determine A Set Of Credentials
Satisfactory To Authenticate
Access To The Task

v

Create A Proof Request Comprising
seos -S| A Request For A Credential Of The
Set Of Credentials

y

610 S Provide The Proof Request

End

Fig. 6E



WO 2019/191213 46/93 PCT/US2019/024255

e6Foo0 S| Decrypt The Response

Validate A Response Signature Using
6F02 S| An Authentication Device Public Key
Created Over Challenge Document

6F04

Does The
Document Match The Challenge

Document? No
6F06 6r08
Provide An Indication That Provide An Indication That
The Response Is Valid The Response Is Not Valid

A 4

End I End |

Fig. 6F



WO 2019/191213 47/93

PCT/US2019/024255

(
i Start ]
o .
6G00— ,}
[

Decrypt the Response
6G02— ¥

— Determine a Credential from the Response
6G04 v

~DID Document is Retrieved from Distributed
Ledger Based on Target DID in the Response

6G06 )

T~

Does Public Key
from Distributed Ledger Match DID
in Credential?

Yes

6G08™) Is Credential One of

~ a Set of Credentials That Can Enable
Authorization to Acces?

6G10)

Is Credential Expired?

|
-<
o
|

S
No

6G12 )

- Is Credential Signature Valid?

i

No
Yes

6G’I4’/7

Is Credential Revoked?

Yes
6G16— No
[

Indicate Proof Response Is Valid

/ l 6G187 ¥

Start J<—- | Indicate Proof Response Is Not Valid

FIG. 6G




WO 2019/191213 48/93 PCT/US2019/024255

6Ho0 S| Receive A Signature Challenge

6HO2 S Request Permission From A User
To Unlock A Mobile Encryption Key

6H04

Permission Received?

sHo6 S| Unlock The Mobile Encryption Key

sHos _S1 Decrypt A Private Key Using The Mobile Encryption Key

v

Sign The Signature Challenge
6H10 3 Using The Private Key

v

eH12 S| Encrypt The Signed Challenge

End

Fig. 6H



WO 2019/191213 49/93 PCT/US2019/024255

6100 S| Receive A Credential Challenge

v

Determine A Credential Request
6102 S| From The Credential Challenge

v

Determine One Or More Credentials
6104 S| That Match The Credential Request

v

6106 S| Provide A Credential List To A User For Selection

Is A Credential Selected?
6108

6110 S| Create A Proof Response

v

PN Request Permission From A User
To Unlock A Mobile Encryption Key

Permission Received?
6114

6116 S| Unlock The Mobile Encryption Key

6118 _S| Decrypt A Private Key Using The Mobile Encryption Key

v

6120 S| Sign The Proof Response Using The Private Key

s122 S1 Encrypt The Signed Challenge

Fig. 61 End



WO 2019/191213 50/93 PCT/US2019/024255

i

Receive A Request From A User To Access An Application

v

6J04  Jo2 _ST Request Authorization To Access

v

Receive An Authentication Of The Authorization To Access

v

6J0s _S1 Provide Application Access To The User

6J08 _S1_Receive A Request From A User To Execute A Task 6J12

4

Provide Access
To The Task

The Task Comprise A Sensitive

Y

|End|

Prompt The User To Confirm Access To The Sensitive Task

0

6J14

6J10

Confirms Access To The Sensitive
6J16

sJ18 S| _Request Authorization To Access The Sensitive Task

Authorization To Access The
Sensitive Task Received?

6J20

6J22_S] Provide Access To The Sensitive Task —{ End |
Fig. 6J




WO 2019/191213

7A02

L

Authentication
Device

Fig. 7A

51/93

7A06

L

Digital Credential
Aware Ildentity
And Access
Management
Service

7A00

7A04

U

Distributed
Ledger

PCT/US2019/024255

7A10

L

User System

7A08

U

Application
System




WO 2019/191213 52/93 PCT/US2019/024255

7B00

Yy

Authentication Device
7B02
Interface
7B04 I 7B10
Processor 506 Secure Enclave
N Mobile
Applications 7B08 Encryption [Z- 7B12
Key
Digital
Identity Encryption
Application Decryption [Z. 7B14
Application
7B16 I 7B22
Storage Memory 7824
Encryption L)
Keys S 7B18 Executing
Application
Data
Digital
Credentials [ S~ 7B20

Fig. 7B



WO 2019/191213 53/93 PCT/US2019/024255

T 7C00

Digital Credential Aware Identity
And Access Management Service 7C02

Interface
Processor
Applications  7C08 7C10 7C12
Decryption Login Ledger
Application Application Interface
Application
Proof Token Credential
Request Generation Issuing
Application Application Application
7C14 7C16 7C18
7C06
4 {4 J ¥
\ 4
7C04
Storage Memor
9 < 7C20 y 7C28
User And | S 7C22 (7
Device 20o6>| | Executing
Database Application

Data

Credential | ST 7C24
Rules

Fig. 7C



WO 2019/191213

54/93

PCT/US2019/024255

7D00
Application System
7D02
Interface
7D04 I
Processor D06
Applications 7D08 7D10 7D12
Database Secure Other
System Data Applications
Application Application
7D14 I I 7D20
Storage Memory 7D22
Application b}
Data S 7D16 Executing
Storage Application
Data
Encryption
Keys | S 7D18

Fig. 7D



WO 2019/191213

55/93

PCT/US2019/024255

7E00
User System
7E02
Interface
7E04 I
Processor E08
Applications 7E08 7E10
Web Secure
Browser Data
Application Application
7E12 I I 7E18
Storage Memory 7E20
User Data L)
Storage S 7E14 Executing
Application
Data
Encryption
Keys | S 7E16

Fig. 7E



WO 2019/191213 56/93 PCT/US2019/024255

e Receive Application Request from Application for | )
[ Start  — Authorization to Acess, Where Access to [ 7F00
e Application Is Requested by User

Authorize Access?

Authorize Access to Application in Response to Application
Access Request, Where Authorizing Access Includes Linking
User Authentication Device with User

7F06 {

" Receive Sensitive Data Access Request from Application for
Authorization to Access Document That Includes Sensitive Data,
Where Access to Document Is Requested by User

7FO8 v
| Determine User Authentication Device in Response to Sensitive
Data Access Request

7F10 5 +

[—

Provide Secondary Request for Authorization to Access Sensitive

Data to User Authentication Device in Response to Sensitive Data
Access Request

Authentication

Device Responds?

Receive Secondary Request Response from User Authentication
Device to Secondary Request

7F16 — {

Provide Secondary Request Response to Application Enabling Access to
Sensitive Data, Where Document Is Encrypted for Delivery to Application
for User Using Blinding Secret and Identity Private Key

FIG. 7F



(

WO 2019/191213 57/93 PCT/US2019/024255

Start Receive Secondary Request for )
Authorization to Access Sensitive Data | —7G00

v

Request Permission from User to Unlock Mobile Encryption Key

76087 +

7G107

7G’I6'7

[ 7G02

Permission Received?

/| Unlock Mobile Encryption Key

- Decrypt Private Key Using Mobile Encryption Key

v

(]

/ Request Permission from User to Unlock Secondary Request

Permission Received?

( Unlock Secondary Request

v

C

“Access Encrypted Document Encryption Key and Blinding Secret

7G18

)
-

v

Decrypt Encrypted Document Encryption Key with Private Key

7G20_)

v

.

Blind Document Encrytpion Key with the Blinding Secret

v

Provide Secondary Request Response Comprising Blinded Document Encryption
Key and Signed with ldentity Private Key to Prove Authenticity of Response

L-7G22

FIG. 7G




WO 2019/191213 58/93 PCT/US2019/024255

7HOO ) l

T Receive Indication from User App to
Access sensitive Data

7HO02 ) ¢
Provide Request for Blinding Secret to
User Application

7HO4 ) i
Received Blinding Secret

7H06 7 i
Determine Public Encryption Key for Authentication
Device Associated with User

~
{

7HO8 ) i

L Provide Blinding Secret, Encrypted Document
Encryption Key, and User Identifier to DCIAMS

7H10 )
— DCIAMS Responds?
No

Yes
TH12 ™)
N Receive Blinded Document encryption Key
7H14 ? i
Provide Encrypted Sensitive Data and Blinded
Document Encryption Key to User Application

End

FIG. 7H



WO 2019/191213 59/93 PCT/US2019/024255

7100 S Provide An Indication To Access Data To
An Application On An Application System

7102 N1 Receive A Request For A Blinding Secret

7104 S| Generate The Blinding Secret

v

7106 S| Provide The Blinding Secret To The Application

Application Responds?
7110 7108

L

Receive The Data Encrypted With A Document Encryption Key And
The Document Encryption Key Blinded With The Blinding Secret

v

m2 S Unblind The Docur_ner_lt Encryption
Key With The Blinding Secret

v

7114 S Decrypt The Data With The Document Encryption Key

v

7116 S1 Access The Data

End

Fig. 71



WO 2019/191213

8A02

L

Authentication
Device

8A12

L

Door Lock
System

Fig. 8A

60/93

8A06

L

Digital Credential
Aware Ildentity
And Access
Management
Service

8A00

8A04

U

Distributed
Ledger

PCT/US2019/024255

8A10

L

User System

8A08

U

Application
System




WO 2019/191213

61/93

PCT/US2019/024255

Authentication Device

L

|

Interface —
Proximity
8B04 S| Radio
System
8B06 l4 8B12

8B02

Processor

8B08

N

N

Secure Enclave

Mobile

Applications 8B10 Encryption [Z- 8B14
Key
Digital
ldentity Encryption
Application Decryption [Z.- 8B16
Application
8B18 I 8B24
Storage Memory 8B26
Encryption L)
Keys | S 8B20 Executing
Application
Data
Digital
Credentials [ S~ 8B22

Fig. 8B

8B00



WO 2019/191213 62/93 PCT/US2019/024255

T 8C00

Digital Credential Aware Identity
And Access Management Service 8C02

Interface
Processor
Applications 8C08 8C10 8C12
Decryption Login Ledger
Application Application Interface
Application
Proof Token Credential
Request Generation Issuing
Application Application Application
8C14 8C16 8C18
8C06
4 {4 J ¥
Storage ) 8C04 Memory
< 8C20 8C28
User And | S8C22 (7
Device scos>| | Executing
Database Application

Data

Credential | S 8C24
Rules

Fig. 8C



WO 2019/191213 63/93 PCT/US2019/024255

~
. Start W
8D00 — T i\
"~ Receive Indication to Install Digital Identity Application
8D02 ) — + , —
( Install Digital Identity Application
8D04 — +
—  Associate Digital Identity App with User Email Address
8D06 — +
/| Register User with Distributed Ledger
8D08 — +

Provide Claim Indication to Claim Badge Credential from DCIAMS,
Where Claim Indication Is Associated with User

8D10

DCIAMS Responds?

8D12 —
- Receive Badge Credential from DCIAMS

End j<

FIG. 8D



WO 2019/191213 64/93 PCT/US2019/024255

8£00_ST Receive An Indication Of A New Employee
Associated With An Email Address

v

Receive A Create Indication To Create A Badge
8202.5| Credential Representing An Employee Badge

Create A Badge Credential For The Employee
8E04 N Associated With The DI okixdd

v

Receive A Claim Indication From An Authentication
8E06.S | Device To Claim The Badge Credential

Is The Authentication
Device Associated With The
Badge Credential?

8EO08

Provide The Badge Credential
8E10.S|  To The Authentication Device

End

Fig. 8E



WO 2019/191213 65/93 PCT/US2019/024255

~
. Start W
8FO0 T i\
— Detect Proximity to a Lock Associated with a Lock Identifier
8F02 ) . +
(| Provide Request to Unlock the Lock
8F04 — +
/
T Receive Token Request
8F06 — +

/,,Create a Proof Response Comprising the Badge Credential and A
Signature with the Identity Private Key of the DID Holder

8F08 ) +
Provide the Proof Response and the Lock Identifier to the DCIAMS

8F10

DCIAMS Responds?

8F12 —

[

Receive an unlock Token from the DCIAMS

8F14 7 +

Provide the Unlock Token to a Lock System Associated with the
Lock for Unlocking the Lock

. End |

FIG. 8F



WO 2019/191213 66/93 PCT/US2019/024255

Receive A Proof Response Comprising A
8G00-S|  Badge Credential And A Lock Identifier
From An Authentication Device

Is The
Proof Response

Valid?
8G02

Is The
Lock ldentifier

Valid?
8G04

Create An Unlock Token Associated
8G06D| With The Lock Identifier

< Provide The Unlock Token For Unlocking A
8G08—| | oek Associated With The Lock Identifier To
The Authentication Device

End

Fig. 8G



WO 2019/191213 67/93 PCT/US2019/024255
—
| Start ]
N »
8HO0 l
L/DID Document is Retrieved from Distributed
Ledger Based on Target DID in Proof Response
8HO2 —) Does Public Key
—  from Distributed Ledger Match DID
in Badge Credential?
Yes
8H04™) ls Badge y

Credential Satisfactory
to Unlock Lock?

—_Is Badge Credential Signature Valid?

Yes

8H10™)
— Is Badge Credential Revoked?
Yes

A

Indicate Proof Response Is Not Valid

8H12— No
. Indicate Proof Response Is Valid
8H14-)
[
FIG. 8H . Start h




WO 2019/191213 68/93 PCT/US2019/024255

Digital
Credential
QA086 Aware ldentity | 9a1p— User System
/] and Access B
Management
Service
SADZ2— /W 9A687
[— —
Authentication Application
Device System
Network
OA12 . 0A04
—— [S—
Check-in Site Distributed
Ledger

9A14 .

Visitor Tracking
System

FIG. 9A



WO 2019/191213

69/93

PCT/US2019/024255

Authentication Device

L

|

Interface —
Proximity
9B04 S| Radio
System
oB06 l4 oB12

9B02

Processor

9B08

N

N

Secure Enclave

Mobile

Applications 9B10 Encryption [Z- 9B14
Key
Digital
ldentity Encryption
Application Decryption [Z. 9B16
Application
oB18 I 9B24
Storage Memory 9B26
Encryption L)
Keys | S 9B20 Executing
Application
Data
Digital
Credentials [ S~ 9B22

Fig. 9B

9B00



WO 2019/191213 70/93 PCT/US2019/024255

T 9C00

Digital Credential Aware Identity
And Access Management Service 9C02

Interface
Processor
Applications 9Co08 9C10 oC12
Decryption Login Ledger
Application Application Interface
Application
Proof Token Credential
Request Generation Issuing
Application Application Application
oC14 9C16 9C18
9C06
4 {4 J ¥
Storage ) Sco4 Memory
< 9C20 9C28
User And | S 9C22 (7
Device ocos>| | Executing
Database Application

Data

Credential | S 9C24
Rules

Fig. 9C



WO 2019/191213 71/93 PCT/US2019/024255

9000 ST Receive An Indication To Install A Digital Identity App

v

9D04  gpp2 ST Install The Digital Identity App

Associate The Digital Identity App With A User Email Address

9Do6 S Register User With A Distributed Ledger
Provide A Claim Indication To Claim A Guest Credential
From The DCIAMS, Wherein The Claim Indication Is
Associated With The User Email Address

7

9D08

DCIAMS Responds?

oD10

oD12_S1 Receive The Guest Credential From The DCIAMS

End

Fig. 9D



WO 2019/191213 72/93 PCT/US2019/024255

9E00.S]  Receive An Indication Of A New Guest
Associated With An Email Address

v

Receive A Create Indication To Create
oE02_S]1 A Guest Credential Representing A
Guest Badge Associated With A Guest

v

Create The Guest Credential For The
9E04 ] New Guest

v

Receive A Claim Indication From An Authentication
9E06 S| Device To Claim The Guest Credential

Is The Authentication
Device Associated With The
Guest Credential?

Provide The Guest Credential To
9E10.8|  The Authentication Device

End

Fig. 9E



WO 2019/191213 73/93 PCT/US2019/024255

Detect Proximity To A Check-In Site
9F00 .S Associated With A Check-In Site Identifier

v

oFo2 S| Provide A Request To Check In At The Check-In Site

v

oF04 S Receive A Request To Authenticate
Check-In From The Check-In Site

v

orF06 S| Provide A Request To Authenticate
Entry To The DCIAMS

v

oros _S1__Receive A Proof Request From The DCIAMS

v

oF10 ST Create A Proof Response
Comprising The Guest Credential

v

oF 1o S Provide The Proof Response And The
Check-In Site Identifier To The DCIAMS

Access Granted?

9F14

oF16 _S1_Receive Check-In Access

End

Fig. OF



WO 2019/191213 74/93 PCT/US2019/024255

7‘/3100

Receive A Request To Authenticate Entry From
An Authentication Device, Wherein The
Request Comprises A Check-In Site Identifier

v

0G02.S1 Provide A Proof Request To The Authentication Device

v

Receive A Proof Response
9G04.S| Comprising A Guest Credential

Is The
Proof Response

Valid?
9G06

Check-In Site Identifier

9G08

Determine A Guest Check-In Site Associated
0G10.S] With The Request To Authenticate Entry
From The Authentication Device

v

Provide A Check-In Indication To The Visitor
9G12.S]Tracking System That Visitor Has Checked In

End

Fig. 9G



WO 2019/191213 75/93 PCT/US2019/024255

9H00 l

“DID Document is Retrieved from Distributed
Ledger Based on Target DID in Proof Response

9HO2 ™) Does Public Key
—  from Distributed Ledger Match DID
in Guest Credential?

Yes

Is Guest
Credential Satisfactory
to Authenticate Check-In?

9HO06 )
- Is Guest Credential Expired? y
Yes

No

9HO08 )
— |s Guest Credential Signature Valid?

5
(e}
<

Yes

9H10
— Is Guest Credential Revoked?

es

9H12 No

[

Indicate Proof Response Is Valid

9H14—)
/ Y

Indicate Proof Response Is Not Valid

N A

FIG. 9H . Start h




WO 2019/191213 76/93 PCT/US2019/024255

10A06

U

Digital Credential
Aware Ildentity
And Access
Management
Service
10A02 10A00
(/) 10A10
Authentication (/)
Device User System
*
I
:
i 10A12 10A08
I L7 Lﬁ
y Application
Network System
Access Device
10A04
Distributed
Ledger

Fig. 10A



WO 2019/191213

77193

PCT/US2019/024255
Authentication Device I
Interface Notwork
10B04 S| Access
System
10B06 I l4 10B14
[/) 10B02 (\)
Processor 10808 Secure Enclave
N Mobile
Applications Encryption
Digital Web D Rey
'gita © N 10B18
Identity Browser
T O 10816 N
Application | | Application :
[\) (\) Encryption
Decryption
10B10 10B12 Application
10B20 I ‘\ 10B26
Storage Memory
10B28
Encryption | S 10B22 [4
Keys .
Executing
Application
Digital Data
igi
Credentials S 10524

Fig. 10B

10B00



WO 2019/191213 78/93 PCT/US2019/024255
T 10C00
Digital Credential Aware Identity
And Access Management Service 10C02
Interface
Processor
Applications 10C08 10C10 10C12
Decryption Login Ledger
Application Application Interface
Application
Proof Token Credential
Request Generation Issuing
Application Application Application
10C14 10C16 10C18
10C06
4 {4 J ¥
St ¥ 10C04 7 v
orage 10C20 emory 10C28
UserAnd N\ S b
Device 100221 o006 S| Executing
Database Application
Data
Credential N3 y004
Rules

Fig. 10C




WO 2019/191213 79/93 PCT/US2019/024255

10p00 _SL_Receive An Indication To Install A Digital Identity App

v

10D04  4opo2 ST Install The Digital Identity App

Associate The Digital Identity App With A User

Register The User
10006 S| \vith A Distributed Ledger
Provide A Claim Indication To Claim A Visitor Network
Credential From The DCIAMS, Wherein The Claim
Indication Is Associated With The User

7

10D08

DCIAMS Responds?

10D10

Receive The Visitor Network Credential From The DCIAMS

0

10D12 | End

Fig. 10D



WO 2019/191213 80/93 PCT/US2019/024255

1000 .S1  Receive An Indication Of A New Guest
Associated With An Email Address

v

Receive A Create Indication To Create A Visitor
10E00 S| Network Credential Representing A Network
Access Associated With Sgd Mdv Guest

v

Create The Visitor Network Credential For The
10E04 S Mdv Guest

v

Receive A Claim Indication From An Authentication
10206 S| Device To Claim The Visitor Network Credential

Is The Authentication
Device Associated With The Visitor

Network Credential? No

10E08

Provide The Visitor Network Credential
10E10 S| To The Authentication Device

End

Fig. 10E



WO 2019/191213 81/93 PCT/US2019/024255

10F00 S| Receive An Indication That The Device Is
Within Range Of A Guest Wifi Network 10F02

¢ %

Receive A User Indication To Connect To The Guest Wifi Network

v

Provide A Connect Indication To Connect To The Guest Wifi Network

7 ¢

10F04 10F06 ST Receive A Captive Portal

v

10F08 S| Receive An Indication To Use A Digital Credential

v

10F10 ST Redirect The User To A Digital Credentials App | 10F12

¢ 5

Receive An Indication To Use A Visitor Network Credential

v

10F14 S Provide A Certify Indication To A DCIAMS To
Certify Use Of The Guest Wifi Network

v

10F16 S| Receive A Proof Request From The DCIAMS

v

10F18 N1 Provide A Proof Response

DCIAMS Responds?

10F20 Yes

10F22 S| Receive A Network Certificate

v

Provide The Network Certificate To The Captive Portal

5 v

10F24 10F26 _S1 Receive Access

Fig. 10F End




WO 2019/191213 82/93 PCT/US2019/024255

Receive A Certify Indication To Certify An
Authentication Device To Use A Network

v

Provide A Proof Request To
The Authentication Device

v

10G04 S| Receive A Proof Response

10G00 S]]

10G02 S

Proof Response Valid?

10G06

10608 _S1_Generate A Network Certificate

v

Provide The Network Certificate
To The Authentication Device

10G10 S]]

End

Fig. 10G



WO 2019/191213 83/93 PCT/US2019/024255

10HOO—, l

" DID Document is Retrieved from Distributed
Ledger Based on Target DID in Proof Response

10H02 — Does Public Key from
Distributed Ledger Match DID in Visitor
Network Credential?

No

Yes

10H04 —) Is Visitor Network
“Credential Satisfactory to Authenticate

Network Access? No

Yes

10H06 -,
—Ts Visitor Network Credential Expired? y
Yes

No

Is Visitor Network
redential Signature Valid?

10H10" Yes

- |
“Ts Visitor Network Credential Revoked”
Yes

10H12 — No

fa—

Indicate Proof Response Is Valid

10H14 — v
[—

Indicate Proof Response Is Not Valid

FIG. 10H . Start h



WO 2019/191213 84/93 PCT/US2019/024255

10100 S Provide A Protected Guest Wifi Network

v

10102 S| Receive An Indication To Connect

v

10104 _S1 Provide A Captive Portal App

10106 _S| Receive A Network Certificate

Network Certificate Valid?

10108

10110 S1 Determine A Set Of Network Session Settings

v

10112 S| Create A Network Session For
The Authentication Device

End

Fig. 101



WO 2019/191213

11A02

L

Authentication
Device

Fig. 11A

85/93

11A06

L

Digital Credential
Aware Ildentity
And Access
Management
Service

11A00

11A04

U

Distributed
Ledger

PCT/US2019/024255

11A10

L

User System

11A08

U

Application
System




WO 2019/191213 86/93 PCT/US2019/024255

Authentication Device l
Interface Location
Detection
System
11B06 l4 l/) 11B12
[/) 11B02 11B04 (\)
Processor 11B08 Secure Enclave
N Mobile
Applications Encryption
Digital Identit i Key
Apgplication ’ | §11B10 NIERE
11B14 N
Encryption
Decryption
Application
11B18 I ‘\ 11B24
Storage Memory
11B26
Encryption | S 11820 [4
Keys .
Executing
Application
Digital Data
iqgi
Credentials S 11822

Fig. 11B 11B00



WO 2019/191213 87/93 PCT/US2019/024255

T 11C00

Digital Credential Aware Identity
And Access Management Service 11C02

Interface
Processor
Applications 11C08 11C10 11C12
Decryption Login Ledger
Application Application Interface
Application
Proof Token Credential
Request Generation Issuing
Application Application Application
11C14 11C16 11C18
11C06
i (4 I
k 4
Storage 11C04 Memory 11028
11C20
User And S [7
Device S 11c22 Executing
Database 11626 3| Application
Data
Credential < 11C24
Rules

Fig. 11C



WO 2019/191213 88/93 PCT/US2019/024255

11000 _S_Receive An Indication To Install A Digital Identity App

v

11D04  41pg2 S Install The Digital Identity App

Associate The Digital Identity App With A User Email Address

Register The User
11006 S| \vith A Distributed Ledger
Provide A Claim Indication To Claim A Location Aware
Credential From The DCIAMS, Wherein The Claim
Indication Is Associated With The User

7

11D08

DCIAMS Responds?

11D10

Receive The Location Aware Credential From The DCIAMS

0 ¢

11D12 Activate A Location Detection System
11D14 End

Fig. 11D



WO 2019/191213 89/93 PCT/US2019/024255

11E00 .S1  Receive An Indication Of A New Guest
Associated With An Email Address

v

Receive A Create Indication To Create Location
11E02 S| Aware Credential Representing A Location
Sensitive Visitor Permission For The Guest

v

Create The Location Aware Credential For
11E04 S| The Guest Associated With The User
Receive A Claim Indication From An Authentication
11E06 S| pevice To Claim The Location Aware Credential

Is The Authentication
Device Associated With Location
Aware Credential?

Provide The Location Aware Credential
11E10. S| To The Authentication Device

End

Fig. 11E



WO 2019/191213 90/93 PCT/US2019/024255

ﬂF(O/O)

Detect A Detected Location Using A Location Detection System

Is The
Detected Location Within A Geographic
Boundary?

No

11F02

Is A Location
Aware Credential Not Expired At The
Current Time?

No

11F04

11Fos _S_Provide A Check In Prompt To A User

User Accepts Prompt To Check In?

11F08 Yes
1110 S1 Provide An Indication To Check In To A DCIAMS

v

1112 _S1__Receive A Proof Request From The DCIAMS

v

11F14 S| Provide A Proof Response To The DCIAMS

DCIAMS Responds?

11F16 Yes

11F18 _S1 Receive A Success Indication

v

11F20 _S1 Receive A Location Specific Message

Fig. 11F End



WO 2019/191213 91/93 PCT/US2019/024255

Receive A Check In Indication To Check
11G00 S In From An Authentication Device

v

Provide A Proof Request To
The Authentication Device

v

11Go4 S| Receive A Proof Response

11G02 ST

Proof Response Valid?

11G06

< Provide A Success Indication
11Go8 Of A Successful Check In

v

11G10 _S]_Provide A Location Specific Message

End

Fig. 11G



WO 2019/191213 92/93

11HO0—, l

" DID Document is Retrieved from Distributed
Ledger Based on Target DID in Proof Response

11H02 — Does Public Key from
Distributed Ledger Match DID in Location
Aware Credential?

No

Yes

11H04 —) s Location Aware
“Credential Satisfactory to Authenticate
Check In?

No
Yes
11HO6 -
Yes
No

11H08 ’7

11H10—

Location Aware Credential
Revoked?

11H12 No

Indicate Proof Response Is Valid

11H14

PCT/US2019/024255

A J

[

FIG. 11H / End J<—- Indicate Proof Response Is Not Valid




WO 2019/191213 93/93 PCT/US2019/024255

11100 ST Determine A Location Rule

Is The Location Rule Satisfied?

11102

(End )

11104 N1 Determine A Location Specific Message

v

Provide The Location Specific Message
11106 S| To The Authentication Device

End

Fig. 111



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US19/24255

A,

IPC
CPC

CLASSIFICATION OF SUBJECT MATTER

- HO4L 9/08, 9/14, 9/30, 9/32; GOGF 21/10, 21/30, 21/31 (2019.01)
HO4L 9/08, 9/0822, 9/14, 9/30, 9/32, 9/3236, 8/0863; GO6F 21/30, 21/31, 21/32

According to International Patent Classification (IPC) or to both national classification and IPC

B.

FIELDS SEARCHED

See Search History document

Minimum documentation searched (classification system followed by classification symbols)

See Search History document

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

See Search History document

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y US 2017/0005804 A1 (NASDAQ, INC.) 5 January 2017; abstract, paragraphs [0034], 1-9, 13, 14, 16-23
- [0042],[0051], [0054], [0058], {0075], [0079], [0080], [0099}-[0101], claims 1, 10, 16 -

A 10-12, 15
Y 1-9, 13, 14, 16-23
- US 6,662,299 B1 (PRICE lll, W) 9 December 2003, claim 20 -
A 11,12
Y US 2017/0012784 A1 (MICROSOFT TECHNOLOGY LICENSING, LLC) 12 January 2017, 2
claims 1,3
Y US 9,485,096 B2 (SHRIVASTAVA, A) 1 November 2016; claim 10 4
Y US 2014/0079221 A1 (MCCALLUM, N et al.) 20 March 2014; paragraph {0010] 5
Y DE 198 82 328 B3 (MYTEC TECHNOLOGIES INC) 8 May 2014; see machine translation 6
Y US 8,719,952 B1 (DAMM-GOOSEENS, A) 6 May 2014; claim 17 7.8
Y US 2017/0109759 A1 (ACCREDITRUST TECHNOLOGIES, LLC) 20 April 2017, paragraphs 9
- {0089], [0093], claim 21 -
A 10, 16
Y WO 2017/085546 A1 (IDEE LIMITED) 26 MAY 2017; paragraph [0127] 16-21

IZ Further documents are listed in the continuation of Box C.

I:] See patent family annex.

*

NS
“g”

“L

“«ov

wpn

Special categories of cited documents:

document defining the general state of the art which is not considered
to be of particular relevance

earlier application or patent but published on or after the international
filing date

document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

document referring to an oral disclosure, use, exhibition or other
means

document published prior to the international filing date but later than
the priority date claimed

e

“xr

wy”

“&”

later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

document member of the same patent family

Date of the actual completion of the international search

24 May 2019 (24.05.2019)

Date of mailing of the international search report

TTJUN 2019

Name and mailing address of the ISA/

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.0O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-8300

Authorized officer

Shane Thomas

PCT Helpdesk: 571-272-4300
PCT OSP: 671-272-7774

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT International application No.

PCT/US19/24255

C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT
Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y WO 2010/083522 A1 (DEVICESCAPE SOFTWARE, INC 22 July 2010; paragraphs [0008], 17-21

{0070], [0071], [0084), 0087], [0150]
Y US 2016/0162896 A1 (BANK OF AMERICA CORPORATION) 9 June 2016; paragraphs [0035], |19

[0036], claim 1
Y US 2008/0301553 A1 (BASU, A et al.) 4 December 2008, paragraph [0053] 20, 21
Y US 2004/0177276 A1 (MACKINNON, R et al.) 9 September 2004; paragraph [0073} 21

Form PCT/ISA/210 (continuation of second sheet) (January 2015)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - description
	Page 53 - description
	Page 54 - description
	Page 55 - description
	Page 56 - description
	Page 57 - description
	Page 58 - description
	Page 59 - description
	Page 60 - description
	Page 61 - description
	Page 62 - description
	Page 63 - description
	Page 64 - description
	Page 65 - description
	Page 66 - description
	Page 67 - description
	Page 68 - description
	Page 69 - description
	Page 70 - description
	Page 71 - description
	Page 72 - description
	Page 73 - description
	Page 74 - description
	Page 75 - description
	Page 76 - description
	Page 77 - description
	Page 78 - description
	Page 79 - description
	Page 80 - description
	Page 81 - description
	Page 82 - description
	Page 83 - description
	Page 84 - description
	Page 85 - description
	Page 86 - description
	Page 87 - description
	Page 88 - description
	Page 89 - description
	Page 90 - description
	Page 91 - description
	Page 92 - description
	Page 93 - description
	Page 94 - description
	Page 95 - description
	Page 96 - description
	Page 97 - description
	Page 98 - description
	Page 99 - description
	Page 100 - description
	Page 101 - description
	Page 102 - description
	Page 103 - description
	Page 104 - description
	Page 105 - description
	Page 106 - description
	Page 107 - description
	Page 108 - description
	Page 109 - description
	Page 110 - description
	Page 111 - description
	Page 112 - description
	Page 113 - description
	Page 114 - description
	Page 115 - description
	Page 116 - description
	Page 117 - description
	Page 118 - description
	Page 119 - description
	Page 120 - description
	Page 121 - description
	Page 122 - description
	Page 123 - description
	Page 124 - description
	Page 125 - description
	Page 126 - claims
	Page 127 - claims
	Page 128 - claims
	Page 129 - drawings
	Page 130 - drawings
	Page 131 - drawings
	Page 132 - drawings
	Page 133 - drawings
	Page 134 - drawings
	Page 135 - drawings
	Page 136 - drawings
	Page 137 - drawings
	Page 138 - drawings
	Page 139 - drawings
	Page 140 - drawings
	Page 141 - drawings
	Page 142 - drawings
	Page 143 - drawings
	Page 144 - drawings
	Page 145 - drawings
	Page 146 - drawings
	Page 147 - drawings
	Page 148 - drawings
	Page 149 - drawings
	Page 150 - drawings
	Page 151 - drawings
	Page 152 - drawings
	Page 153 - drawings
	Page 154 - drawings
	Page 155 - drawings
	Page 156 - drawings
	Page 157 - drawings
	Page 158 - drawings
	Page 159 - drawings
	Page 160 - drawings
	Page 161 - drawings
	Page 162 - drawings
	Page 163 - drawings
	Page 164 - drawings
	Page 165 - drawings
	Page 166 - drawings
	Page 167 - drawings
	Page 168 - drawings
	Page 169 - drawings
	Page 170 - drawings
	Page 171 - drawings
	Page 172 - drawings
	Page 173 - drawings
	Page 174 - drawings
	Page 175 - drawings
	Page 176 - drawings
	Page 177 - drawings
	Page 178 - drawings
	Page 179 - drawings
	Page 180 - drawings
	Page 181 - drawings
	Page 182 - drawings
	Page 183 - drawings
	Page 184 - drawings
	Page 185 - drawings
	Page 186 - drawings
	Page 187 - drawings
	Page 188 - drawings
	Page 189 - drawings
	Page 190 - drawings
	Page 191 - drawings
	Page 192 - drawings
	Page 193 - drawings
	Page 194 - drawings
	Page 195 - drawings
	Page 196 - drawings
	Page 197 - drawings
	Page 198 - drawings
	Page 199 - drawings
	Page 200 - drawings
	Page 201 - drawings
	Page 202 - drawings
	Page 203 - drawings
	Page 204 - drawings
	Page 205 - drawings
	Page 206 - drawings
	Page 207 - drawings
	Page 208 - drawings
	Page 209 - drawings
	Page 210 - drawings
	Page 211 - drawings
	Page 212 - drawings
	Page 213 - drawings
	Page 214 - drawings
	Page 215 - drawings
	Page 216 - drawings
	Page 217 - drawings
	Page 218 - drawings
	Page 219 - drawings
	Page 220 - drawings
	Page 221 - drawings
	Page 222 - wo-search-report
	Page 223 - wo-search-report

