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(57) Abrege/Abstract:

Subsets of multiple signal generator circuits embodied in a device are selected, and then a volatile value for the device Is generated
from the selected subsets. The volatile value may be used for authentication of the device and/or for cryptographic procedures
performed on the device. The signal generator circuits may each comprise an oscillator circuit, and the selection of the subsets

may be according to a comparison of the outputs of the subsets of circuits, for example, according to a comparison of output
osclllation frequencies.
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SIGNAL GENERATOR BASED DEVICE SECURITY

Cross-Reference to Related Applications

Background

This invention relates to use of signal generators for device security.

Secret keys or other values embedded in devices such as integrated circuits (chips) may be used
to authenticate the devices. An example of such an approach uses a secret key embedded in a
smart card. This secret key is not intended to be read out, but can be used to decrypt messages
sent to the smart card. A service provider who knows the secret key can authenticate the smart
card by asking it to decrypt an encrypted message or using other cryptographic protocols that
verity that the smart card possesses the key. The secret key needs to remain secret so that an
adversary cannot duplicate the key and assume a false identity.

Authentication of integrated circuits has been suggested using device characteristics that vary
from device to device based on variation in the fabrication process. Some such approaches,

which are based on circuit delay are described in U.S. Application Publication
US2003/0204743 A1, titled “Authentication of Integrated Circuits”.

One approach to generating a key that is described in US2003/0204743 A1 uses a measurement
of a frequency of a self-oscillating circuit. Another approach uses a ratio of the measured

frequencies of two self-oscillating circuits. Use of a ratio provides some compensation for
variations that are due, for example, to environmental conditions of the circuit.
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[077] For example, the volatile value generated by the oscillators can be combined with a
challenge presented to the device to produce a response to the challenge. As another
example, the volatile value can be used to generate public/private cryptographic key pair,
such that the private key is not disclosed outside the device.

[078] The approaches described above for selection of pairs or ring oscillators can be used
for selection of subsets of more than two oscillators or for selection of signal generators

other than oscillators. Also, other characteristics than frequency of signal generators may
be used.

[079] Approached described above can be implemented on a device in dedicated logic
circuitry, using a processor controlled by stored instructions, or a combination of dedicated
circuitry and processors. The instructions for a processor may be stored in a machine-
readable medium (e.g., ROM) on or off the device. For example, the processor may
comprise a general-purpose processor core that uses instructions that are stored off the
device to control oscillator selector circuitry and processes oscillation counts to determine
the bits of a volatile value. Storage of values, such as selection information or error control
information, can use a variety of technologies, including flash memory, electrically
writeable read-only memory, fusible links, etc. Some implementations can be represented as
instructions or data for configuring a FPGA, or in instructions or data (e.g., Verilog) that 1s
used to specify a circuit design of an ASIC.

[080] It is to be understood that the foregoing description is intended to illustrate and not
to limit the scope of the invention, which is defined by the scope of the appended claims.
Other embodiments are within the scope of the following claims.
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WHAT IS CLAIMED:

1. A method comprising:

repeatedly regenerating a cryptographic key in an integrated circuit;

wherein regenerating the key includes:
for each of a series of portions of a volatile value,

selecting a configuration of a plurality of fixed oscillator circuits
embodied in the integrated circuit, the configuration including a
first plurality of fixed oscillator circuits and a second plurality of
fixed oscillator circuits, the oscillation frequency of each fixed

oscillator circuit depending on fabrication characteristics of the
integrated circuit,

generating a plurality of numerical values, including generating a first
numerical value dependent on the oscillation frequency of each of
the fixed oscillator circuits of the first plurality of fixed oscillator
circuits, and generating a second numerical value dependent on the
oscillation frequency of each of the fixed oscillator circuits of the

second plurality of fixed oscillator circuits, and

forming the portion of the volatile value using the first numerical value

and the second numerical value; and

generating the cryptographic key using the volatile value.

2. The method of claim 1 wherein generating the cryptographic key using the
volatile value includes error correcting the volatile value.

3. The method of claim 1 wherein generating the plurality of numerical values
includes applying a positive contribution to at least one of the numerical values according
to the oscillation frequency of each of the first plurality of fixed oscillator circuits and
applying a negative contribution to at least one of the numerical values according to the

oscillation frequency of each of the second plurality of fixed oscillator circuits.

13



CA 02637986 2014-12-01

4. The method of claim 3 wherein generating the first numerical value includes
applying the positive contribution according to the oscillation frequency of at least one of
the fixed oscillator circuits of the first plurality of fixed oscillator circuits and applying

the negative contribution according to the oscillation frequency of at least one of the
fixed oscillator circuits of the second plurality of fixed oscillator circuits.

5. The method of claim 4 wherein at least one of generating the first numerical
value and using the first numerical value and the second numerical value in forming the
volatile value includes applying a non-linear operation to a value dependent on the

oscillation frequencies of the first plurality of fixed oscillator circuits and the second
plurality of fixed oscillator circuits.

6. The method of any of claims 3, 4 or 5 further comprising accepting a seed

value, and determining the configuration for each of the plurality of portions of the
volatile value from the seed value.

7. The method of claim 6 wherein determining the configuration for each of the

plurality of portions includes applying a Linear Feedback Shift Register (LFSR)
initialized according to the seed value.

14
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