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TIME EFFICIENT COUNTERS AND METERS ARCHITECTURE

Cross-Reference to Related Application

[0001] This claims the benefit of U.S. Provisional Patent Application No.
61/819,081, entitled “Time Efficient Counters and Meters Architecture” and filed on May
3, 2013, the disclosure of which is hereby incorporated herein by reference.

Field of Technology

[0002] The present disclosure relates generally to counters and meters and, more

particularly, to counters and meters utilized in communication networks.
Background

[0003] Communication networks typically employ network devices, such as
switches, bridges and routers, that perform operations requiring knowledge of event
counts (e.g., packet counts and/or packet byte counts) associated with network traffic. To
reduce area and/or power consumption, some network switches use counters that store
count values in a relatively inexpensive memory, such as dynamic random access
memory (DRAM) or static random access memory (SRAM). As the number of events to
be counted in a given time interval increases, however, the counter memory update rates
may be too slow to provide an exact count of the events in real time. Thus, counter
memory updates can cause a bottleneck with respect to applications that require fast
counting. The average rate at which the counter memory needs to be updated can be
reduced using statistical estimation techniques, which may be suitable for metering or
other applications that do not require exact counting, and which also generally reduce
memory space/area.

Summary

[0004] In an embodiment, a network device comprises a plurality of interfaces
configured to receive, from a network, packets to be processed by the network device.
The network device also comprises a load determination circuit configured to determine
whether a packet traffic load of the network device is above a traffic load threshold, and a

dual-mode counter module configured to (i) determine a count of quanta associated with
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the received packets using a first counting mode in response to the load determination
unit determining that the packet traffic load is above the traffic load threshold, and (i1)
determine a count of quanta associated with the received packets using a second counting
mode, different than the first counting mode, in response to the load determination unit

determining that the packet traffic load is not above the traffic load threshold.

[0005] In another embodiment, a method for counting events in a network
device includes receiving, from a network, packets to be processed by the network
device, and determining whether a packet traffic load in the network device is above a
traffic load threshold. The method also includes responsively to determining that the
packet traffic load is above the traffic load threshold, determining a count of quanta
associated with the received packets using a first counting mode, and responsively to
determining that the packet traffic load is not above the traffic load threshold,
determining a count of quanta associated with the received packets using a second

counting mode different than the first counting mode.

[0006] In yet another embodiment, a network device comprises a plurality of
interfaces configured to receive, from a network, packets to be processed by the network
device, and a counter module configured to estimate, using a statistical sampling
operation, a count of quanta associated with packets received via the plurality of
interfaces, the statistical sampling operation being performed according to a control

parameter that is based on a bandwidth metric of the network device.

[0007] In still another embodiment, a method for counting events in a network
device includes receiving, from a network, packets to be processed by the network
device, and estimating, using a statistical sampling operation performed according to a
control parameter that is based on a bandwidth metric of the network device, a count of

quanta associated with the received packets.

[0008] In another embodiment, a meter module for use in a network comprises a

conformance unit configured to access a conformance memory storing a conformance
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indicator that indicates whether a permitted rate of packet traffic has been exceeded, and
classify packets received at the network device based at least in part on the conformance
indicator. The meter module also comprises a sampling unit configured to, responsively
to the conformance unit classifying the packets, sample events associated with at least
some of the received packets, and provide indicators of the sampled events. Additionally,
the meter module comprises an update unit configured to access a token bucket memory
to update, at least based on the indicators of the sampled events, a number of tokens
stored in the token bucket memory, the token bucket memory being separate from the
conformance memory, and access the conformance memory to update the conformance
indicator when the updated number of tokens indicates that the permitted rate of packet

traffic has been exceeded.

[0009] In yet another embodiment, a method for metering traffic in a network
device includes accessing a conformance memory storing a conformance indicator that
indicates whether a permitted rate of packet traffic has been exceeded, and classifying
packets received at the network device based at least in part on the conformance
indicator. The method also includes responsively to the conformance unit classifying the
packets, sampling events associated with at least some of the received packets, and
providing indicators of the sampled events. The method further includes accessing a
token bucket memory to update, at least based on the indicators of the sampled events, a
number of tokens stored in the token bucket memory, the token bucket memory being
separate from the conformance memory, and accessing the conformance memory to
update the conformance indicator when the updated number of tokens indicates that the

permitted rate of packet traffic has been exceeded.

Brief Description of the Drawings

[0010] Fig. 1 is a block diagram of an example dual-mode counter module that
utilizes probabilistic and deterministic counting techniques of the present disclosure,

according to an embodiment.
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[0011] Fig. 2 is a more detailed block diagram of the rate adaptation queue of
Fig. 1, according to an embodiment.

[0012] Fig. 3 is a block diagram of an example meter module that utilizes
metering techniques of the present disclosure, according to an embodiment.

[0013] Fig. 4 is a flow diagram of an example method of counting events in a
network device, according to an embodiment.

[0014] Fig. 5 is a flow diagram of another example method of counting events in
a network device, according to an embodiment.

[0015] Fig. 6 is a flow diagram of an example method of metering traffic in a
network device, according to an embodiment.

Detailed Description

[0016] In some embodiments described below, statistical sampling is used to
estimate, with low error, events occurring at rates higher than the maximum counter
memory update rate. In one such embodiment, the estimation error is generally reduced
by using statistical sampling for relatively high-load conditions, and instead using
deterministic sampling for relatively low-load conditions, which typically are much more
common. In some embodiments, the estimation error is further (or instead) reduced by
using specialized sampling policies and update policies. In some embodiments, for
example, the sampling probability and counter increment amount are based on a control
parameter that can be set to minimize or otherwise reduce estimation error while still
ensuring that the maximum counter memory update rate is not exceeded (or is very rarely
exceeded) even as the maximum bandwidth of a network device (e.g., a router, etc.) is
approached. In an embodiment, the sampling probability and the counter increment
amount are also based on the lengths of packets associated with counted events, to take
advantage of the fact that longer packet lengths typically correspond to lower event rates.

[0017] In other embodiments described below, a meter module of a network
device includes a conformance memory, storing meter conformance states, that is

separate from the meter memory storing token buckets. In some embodiments, the



WO 2014/188277 PCT/IB2014/001750

counting/estimation techniques introduced above are used to reduce estimation error in
the counts (i.e., in the number of tokens removed). In one embodiment, as a result of
these counting/estimation techniques, only the relatively small conformance memory
need be accessed at a very fast rate (e.g., greater than or equal to a maximum bandwidth
of the network device), while the relatively large meter memory is an inexpensive
memory having a relatively slow access/update rate..

[0018] Fig. 1 is a block diagram of an example dual-mode counter module 10
that utilizes counting techniques of the present disclosure, according to an embodiment.
While generally referred to herein as a “counter” module, it is noted that, in at least some
scenarios, dual-mode counter module 10 estimates a count rather than providing an exact
count, and in certain embodiments does not provide an exact count under any scenarios at
all, as will become clear from the description that follows. The dual-mode counter
module 10 is disposed within a network device 12, which generally connects two or more
computer systems, network segments, subnets, or the like. In various embodiments, the
network device 12 is a router device, a bridge device, a switch device, a packet processor,
a network processor, or any other suitable network device configured to operate within a
networked environment.

[0019] The network device 12 also includes a plurality of interfaces 14.
Generally, in some embodiments, interfaces 14 include physical, virtual and/or logical
interfaces, such as physical ports, virtual ports, tunnel interfaces, etc. In some
embodiments, at least some of the interfaces 14 are bidirectional ports that can act as
either ingress ports or an egress ports. In other embodiments, some or all of the
interfaces 14 are ports that are dedicated to be either ingress ports or egress ports. While
Fig. 1 shows ten interfaces, in other embodiments network device 12 includes a suitable
number of interfaces different than ten, e.g., more than ten interfaces or fewer than ten
interfaces.

[0020] The dual-mode counter module 10 is generally configured to determine,

substantially in real-time, a count of quanta associated with packets received via
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interfaces 14 using at least two counting modes that correspond to different sampling
and/or update policy modes. In various embodiments, the counts determined by dual-
mode counter 10 are counts of the number of packets received, the number of bytes in the
received packets, the number of blocks of bytes in the received packets, etc. In at least
some scenarios and/or conditions, dual-mode counter module 10 determines the count of
quanta by estimating the count rather than providing an exact count. The dual-mode
counter 10 stores data representing the determined count values in a counter memory 20,
which includes an array of M counters 22-1 through 22-M. In an embodiment, the
counter memory 20 is a single physical memory. In other embodiments, the counter
memory 20 comprises multiple physical memories. In various embodiments, counter
memory 20 is a DRAM, an SRAM (e.g., an embedded SRAM), or any another suitable
memory, and can reliably handle updates to the counter array at rates up to a maximum
update rate pt (e.g., 107 event updates per second, 4x10” updates per second, 10° updates
per second, etc.). While generally referred to herein as a “maximum” update rate, it is
noted that, in some embodiments, u is a rate somewhat lower than the true maximum
update rate that the counter memory 20 can handle (e.g., p is an update rate that provides
a particular level of reliability, etc.). In one embodiment, each of counters 22-1 through
22-M is associated with (counts/estimates) a different packet flow.

[0021] In one embodiment, each of counters 22-1 through 22-M stores a value
that is an exact representation of a count value. In other embodiments, each of counters
22-1 through 22-M stores a value that is an inexact representation of the count value in
order to conserve memory space. In various embodiments, for example, each of counters
22-1 through 22-M stores a truncated count value, or stores a mantissa and exponent
representing the count value. Examples of counters storing mantissa/exponent count
values are provided in U.S. Application No. 13/744,093, entitled “Space Efficient
Counters for Network Devices” and filed on January 17, 2013, the disclosure of which is
hereby incorporated herein by reference. In some embodiments, overflow is reduced or

eliminated for each of counter 22-1 through 22-M by periodically dumping the counter
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values to a large store, and/or by limiting the measurement time interval over which
counting/estimation occurs.

[0022] The dual-mode counter 10 also includes a sampling unit 30 configured to
selectively sample, or to selectively not sample, each of a number of “events.” In some
embodiments, each “event” corresponds to the arrival of a different packet that is
received via one of interfaces 14. In other embodiments, each event corresponds to a
different type of occurrence, such as the dropping of a packet, a packet being mirrored,
etc. In an embodiment, sampling unit 30 is configured to selectively sample the events
either in a statistical mode (according to some probability P that is less than one), orin a
deterministic mode (e.g., sampling every event, or sampling every tenth event, etc., with
probability one). Conditions for using a statistical sampling mode versus a deterministic
sampling mode are described below, according to various embodiments.

[0023] In Fig. 1, the instantaneous rate at which events arrive (the “event rate”)
is represented by the variable A(t). In some embodiments, the maximum value of A(t)
(Amax, which may or may not be reached during operation, depending on network
conditions) is greater than the maximum update rate p of counter memory 20. In other
embodiments, however, A(t) is simply a fixed rate that is higher than the maximum
update rate p of counter memory 20. In some embodiments where A(t) is time-varying,
the maximum value of A(t) corresponds to the maximum bandwidth of the network
device 12. In one embodiment, for example, the maximum value of A(t) is equal to the
sum of the maximum rates for all ingress ports (e.g., of interfaces 14) of network device
12.

[0024] In scenarios where sampling unit 30 operates in a statistical sampling
mode, sampling unit 30 translates the event rate A(t) to an output rate that is generally less
than A(t), with the average output rate generally decreasing as the sampling probability P
decreases. Over short time intervals, however, the output rate can occasionally be the
same as the event rate A(t). For a given time interval T in which 100 events are received,

for example, and assuming that the sampling probability P is greater than zero, there is a
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non-zero chance that all 100 events will be sampled by sampling unit 30, and that the
sampled event rate will therefore be equal to A(t) over the time interval T, in some
embodiments.

[0025] Dual-mode counter module 10 also includes a load determination circuit
32 configured to monitor a traffic load corresponding to counter memory updates. In
some embodiments, the current traffic load is used by sampling unit 30, as will be
described further below. In an embodiment, load determination circuit 32 stores the
current state of the traffic load in a load state memory (e.g., DRAM, SRAM, or another
suitable memory), not seen in Fig. 1, that is within, or otherwise accessible to, load
determination circuit 32. In various embodiments, the traffic load state is one of two
possible states (e.g., “light” or “heavy” traffic load), one of three possible states (e.g.,
“light,” “medium” or “heavy” traffic load), or one of more than three possible states.
Moreover, in various embodiments, load determination circuit 32 determines the traffic
load based on metering of the event rate A(t), based on a metric that reflects the rate of
sampled events, and/or in another suitable manner. In one embodiment where load
determination circuit 32 monitors the traffic load based on metering of the event rate A(t),
a single meter operating at the maximum event rate Az is used to monitor the event rate
prior to sampling. In an embodiment, the meter determines that the events are
conforming when the event rate A(t) is less than the maximum update rate p, and non-
conforming when the event rate A(t) is greater than the maximum update rate yu, and load
determination circuit 32 determines whether the traffic load state is “light” or “heavy”
based on whether the meter indicates a conforming or non-conforming state.

[0026] In an embodiment, sampling unit 30 provides the sampled events to a rate
adaptation queue 34, which stores the sampled events before providing the sampled
events to an update unit 36. In some embodiments, each sampled event is stored in rate
adaptation queue 34 along with other associated information, such as a size associated
with the sampled event (e.g., in one embodiment where each event is the arrival of a new

packet, information representing a byte count of the packet), for example. As described
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further below, in some embodiments, the size of each event is used to determine the
sampling probability prior to the event being stored in rate adaptation queue 34, and/or is
used to determine the counter update amount/increment after the event is stored in rate
adaptation queue 34. As another example, in some embodiments, each sampled event is
also (or instead) stored with an identifier of the counter (of counters 22-1 through 22-M)
that is to be updated based on the sampled event. In an embodiment, the counter
identifier corresponds to a flow with which a packet is associated. In one embodiment,
for example, network device 12 includes a packet classification unit, not seen in Fig. 1,
that classifies received packets based on packet header information (e.g., addresses,
virtual local area network (VLAN) tag information, etc.) and/or other information (e.g.,
an interface, of interfaces 14, via which the packet was received, etc.), and the
classification information is used by update unit 36 to select the counter, of counters 22-1
through 22-M, that is to be updated. As yet another example, in some embodiments, each
sampled event is also (or instead) stored with an indication of the sampling mode (e.g.,
statistical or deterministic, in an embodiment) that was used to sample the event. In some
embodiments, the sampling mode is used by the update unit 36 to determine which
counter increment to apply, as will be described further below.

[0027] As explained above, the sampled rate that is output by sampling unit 30
may at times be equal to (or close to) the event rate A(t), even when sampling unit 30 uses
statistical sampling, in some embodiments. By queuing the sampled events in rate
adaptation queue 34 using a suitably long queue size (and/or multiple, parallel queues), in
an embodiment, short term peaks in the sampled event rate that rise above the maximum
update rate p do not necessarily cause any sampled events to go uncounted (e.g., to be
dropped by rate adaptation queue 34). In one embodiment, rate adaptation queue 34
always provides sampled events to update unit 36 at the rate pu, so long as at least one
sampled event remains queued.

[0028] As noted above, the traffic load monitored by load determination circuit

32 is, in some embodiments, determined based on a metric that reflects the rate of
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sampled events. In one such embodiment, load determination circuit 32 determines the
traffic load by monitoring the fill-level of rate adaptation queue 34. In one such
embodiment, a traffic load threshold Ty, corresponds to a particular queue fill-level
within rate adaptation queue 34, and load determination circuit 32 determines that queue
fill-levels below (or less than or equal to) Ty correspond to “light” load conditions while
queue fill-levels above (or greater than or equal to) T correspond to “heavy” load
conditions. In some embodiments, load determination circuit 32 determines the current
load conditions according to two thresholds by using hysteresis (e.g., only changing the
load state from light to heavy if the queue fill-level increases above an “on” threshold,
and only changing from heavy to light if the queue fill-level decreases below a lower,
“off” threshold).

[0029] In response to receiving and/or detecting a sampled event that is queued
in rate adaptation queue 34, update unit 36 causes the appropriate one of counters 22-1
through 22-M to increment according to an amount dictated by the update policy, in an
embodiment. As noted above, in an embodiment, update unit 36 determines which of
counters 22-1 through 22-M to update based on a counter identifier stored with the event
in rate adaptation queue 34.

[0030] Because the event rate A(t) can exceed the maximum update rate p of
counter memory 20, sampling unit 30 implements statistical sampling in at least some
scenarios and/or conditions. In various embodiments, however, dual-mode counter
module 10 provides better control over the estimation error than is typically available
with conventional statistical counters by implementing specialized policies at sampling
unit 30 and/or at update unit 36. Two such techniques will now be described, according
to various embodiments.

[0031] According to a first technique, in an embodiment, the sampling unit 30
reduces estimation error by using deterministic sampling, rather than statistical sampling,
when the network device 12 is experiencing a relatively light traffic load. Because

deterministic sampling of every event avoids the estimation error introduced by statistical

10
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sampling, and because light traffic conditions are typically much more common than
heavy traffic conditions, this technique substantially reduces the estimation error caused
by statistical sampling, in an embodiment. In an embodiment, sampling unit 30
determines whether to use statistical or deterministic sampling based on the current state
of the traffic load as determined by load determination circuit 32. In an embodiment,
sampling unit 30 uses deterministic sampling to sample every event (or to sample one
event every x events, etc.) when the load state corresponds to a relatively light load, and
uses statistical sampling to sample events (with some probability P that is less than one
but greater than zero) when the load state corresponds to a relatively heavy load. In other
embodiments, sampling unit 30 is configured to selectively operate according to any one
of three or more sampling modes (e.g., a first statistical sampling mode sampling with
sampling probability P, a second statistical sampling mode sampling with a lower
sampling probability P,, and a deterministic sampling mode), with the sampling mode
being selected based on the traffic load state as detected by load determination circuit 32.

[0032] According to a second technique, in an embodiment, the sampling unit 30
reduces estimation error by sampling events with a sampling probability P that is
dependent on the size of the sampled events. In one embodiment where an event is the
arrival of a packet, for example, the event size is a byte count of the packet. Further, in
some embodiments, the sampling probability P is dependent on a control parameter Q. In
various embodiments, Q is fixed, or is dynamically calculated (e.g., based on the traffic
load determined by load determination circuit 32). Generally, in some embodiments, Q is
a quantum that controls both the sampling rate and the estimation error. In one
embodiment, for example, sampling unit 30 samples events according to a sampling
probability P as follows:

P=(L/Q, L/IQ<1) or (1, otherwise), (Equation 1)
where L is the event size (e.g., packet byte count). In an embodiment, if the load is low
(according to the load determination circuit 32) then all packets are sampled. An

indication is passed to a packet length estimator (not shown) for packet length estimation.

11
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In some embodiments, L represents an estimated packet length. In some embodiments in
which the first technique is used in conjunction with the second technique, P is equal to
L/Q only if both L/Q is less than one and the current load state determined by load
determination circuit 32 corresponds to a heavy traffic load, and is equal to one (e.g.,
deterministic sampling) otherwise. When using the sampling policy corresponding to
Equation 1, it is seen that a larger value of Q increases the estimation error, but reduces
the sampled event rate (and therefore allows faster counting/estimation for a given
maximum update rate u, and/or allows a smaller rate adaptation queue 34). To keep the
rate adaptation queue 34 stable, in an embodiment, the control parameter Q is bounded
according to

Q > Luinlp, (Equation 2)
where L,,;, is the minimum event size (e.g., a minimum packet length, such as 64 bytes
for Ethernet packets), and where p is related to the maximum update rate p as follows:

=W/ Nmax (Equation 3)
In an embodiment, A4 is the maximum of the event rate A(t), and/or corresponds to the
event rate when network device 12 is operating at its theoretical maximal bandwidth.
Moreover, in some embodiments, Az corresponds to the scenario in which all events in
a given time interval have the minimum event size (e.g., in which all Ethernet packets
have a length of 64 bytes, in one embodiment). In some embodiments, sampling unit 30
utilizes the same sampling policy regardless of whether events (e.g., packets) or event
sizes (e.g., byte counts) are being estimated.

[0033] In one embodiment of the second technique in which dual-mode counter
module 10 counts/estimates event sizes (€.g., packet bytes), and in which each of
counters 22-1 through 22-M stores an exact counter value representation, update unit 36
updates/increments the count value of the appropriate one of counters 22-1 through 22-M
according to the formula:

C,i.o(L) += (Q, L/Q < 1 AND event sampling was probabilistic), OR (L, otherwise)

(Equation 4)

12
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In one embodiment of the second technique in which dual-mode counter module 10
counts/estimates events (e.g., packets), and in which each of counters 22-1 through 22-M
stores an exact counter value representation, update unit 36 updates/increments the count
value of the appropriate one of counters 22-1 through 22-M according to the formula:

Coven(L) += (Q/L, L/Q < 1 AND event sampling was probabilistic), OR (1,
otherwise) (Equation 5)

In some embodiments in which update unit 36 operates according to Equation 4 or
Equation 5, update unit 36 determines whether L/Q is less than one based on information,
stored with the sampled event in rate adaptation queue 34, indicating whether sampling
was statistical. In one embodiment and scenario in which sampling unit 30 samples an
event according to Equation 1, for example, the use of statistical sampling means that L/Q
is less than one for that event. Moreover, in some embodiments, update unit 36
determines L based on information, stored with the sampled event in rate adaptation
queue 34, indicating the event size. Further, in some embodiments where Q is
dynamically adjusted, update unit 36 determines Q based on information, stored with the
sampled event in rate adaptation queue 34, indicating the current value of (. In an
embodiment, if the load is low (according to the load determination circuit 32) then all
packets are sampled.

[0034] In an embodiment in which counters 22-1 through 22-M utilize inexact
count values for space efficiency, update unit 36 increments the appropriate counter using
a different update policy. In one embodiment in which each of counters 22-1 through 22-
M stores a truncated counter value representation that truncates the n least significant bits
of the value, for example, update unit 36 updates/increments the counter value according
to the formula:

C += L div 2" + (1 with probability (L mod 2")/2", or O otherwise)  (Equation 6)
where L represents the value to be added to the counter. In another embodiment, in which

each of counters 22-1 through 22-M stores a counter value as a mantissa/exponent

13
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representation, update unit 36 updates/increments the count value according to any
suitable update policy described in U.S. Patent Application No. 13/744,093.

[0035] As noted above, the sampling process performed by sampling unit 30
can, at times, generate bursts of samples at an instantaneous rate that exceeds the
maximum update rate u, and the buffering performed by rate adaptation queue 34 serves
to reduce the probability that a sampled event will be lost and go uncounted (thereby
increasing estimation error). Generally, queue size can be increased to decrease the
probability of losing a sampled event. In some embodiments, however, rate adaptation
queue 34 is implemented using a relatively expensive, high-speed memory (e.g., an
SRAM with sufficient port count and frequency to support a suitable read rate and a
suitable write rate), and so it is desirable that the queue size be minimized. In other
embodiments, a relatively inexpensive (and slow) memory is used, such as DRAM or
SRAM, to allow a larger queue size. Fig. 2 is a block diagram of the rate adaptation
queue 34 of Fig. 1, according to one embodiment in which a relatively slow memory is
used to buffer sampled events. In some embodiments, the size of rate adaptation queue
34 is designed based on the parameters Py and (0. In an embodiment, P is the
probability that a sampled event is lost (and therefore not counted or used to estimate a
count), and reflects the burst absorption capability of rate adaptation queue 34, while Q
(the control parameter introduced above) affects the load sensing performed by load
determination circuit 32. For example, to prevent false detection of a heavy traffic load,
in an embodiment, Q is set larger than the parallelism factor of the arriving events. The
“parallelism factor” refers to the number of independent event generators (e.g., the
number of ingress ports on which packets are received, in an embodiment). In an
embodiment, temporal synchronization among the event generators can result in a burst
of events that is erroneously interpreted as a heavy traffic load. In an embodiment, Q is
set such that Equations 2 and 3 are satisfied, with the required size for rate adaptation

queue 34 generally decreases as ( increases.
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[0036] In the embodiment of Fig. 2, rate adaptation queue 34 includes a load
balancer unit 50, storage elements 52, and a dispatcher unit 54. In an embodiment, each
of storage elements 52 uses a relatively slow memory (e.g., slower than Anay), such as
DRAM or SRAM. Load balancer unit 50 distributes sampled events among the storage
elements 52, and dispatcher unit 54 selects events from the storage elements 52 to be
provided to update unit 36 (Fig. 1), in an embodiment. In some embodiments, to meet
the performance requirements described above, load balancer unit 50 operates at the
maximum event rate Apay (Or higher), there are 1/p (=u/Anay) storage elements 52 in
parallel (e.g., rounding up to achieve an integer number of elements), and dispatcher unit
54 operates at the maximum update rate pu (or higher). Moreover, in one such
embodiment, the size of each of storage elements 52 is at least p x K, where K is the size
of rate adaptation queue 34. A suitable size of the rate adaptation queue can be
determined using a suitable technique such as those known to ones of ordinary skill in the
art. In some embodiments, the load balancing and dispatching policies are coordinated to
prevent overflow of a particular storage element, and to prevent starvation of sampled
events. In one embodiment, for example, first in first out (FIFO) policies are used by
load balancer unit 50 and/or dispatcher unit 54.

[0037] The first technique and/or the second technique described above is/are
used for various different applications, in different embodiments. In some embodiments,
for example, one or both techniques are used for a metering application. Fig. 3 is a block
diagram of an example meter module 100 that utilizes such techniques, according to an
embodiment. In an embodiment, meter module 100 is included in a network device
similar to network device 12 (Fig. 1), and generally determines whether each packet, of
packet traffic arriving at an instantaneous rate A(t), conforms to the metering policy of a
respective one of the meters supported by meter module 100. In one embodiment, the
metering policies of at least some of the meters supported by meter module 100 are set

based on a service level agreement (SLA).
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[0038] The meter module 100 includes a conformance unit 102 that, in some
embodiments, classifies each received packet as corresponding to either a “conforming”
state or a “non-conforming” state. To properly classify packets, in an embodiment,
conformance unit 102 accesses a conformance memory 104 storing conformance
indicators for the various meters. In an embodiment, the conformance state for a
particular meter depends on a number of tokens in a respective one of token buckets 105-
1 through 105-M stored in a meter memory 106, or on whether the number of tokens is
positive or negative. In some embodiments, meter memory 106 is a DRAM, an SRAM
(e.g., an embedded SRAM), or any another suitable memory, that is separate from
conformance memory 104. In various embodiments, the number of tokens in each of
token buckets 105-1 through 105-M is represented as an exact value, or as an inexact
(e.g., truncated or mantissa/exponent) value. In one embodiment, conformance unit 102
performs conformance checks according to the procedure defined by Internet Engineering
Task Force (IETF) Request for Comments (RFC) 2698. In other embodiments, the
conformance unit 102 performs conformance checks, additionally or alternatively,
according to other suitable techniques such as those described in IETF RFC 2697, Metro
Ethernet Forum MEF 10.1, using multi-level meters, multi-priority buckets (e.g., MEF
10.3) structure related multi-hierarchical meters, etc. In an embodiment, the
conformance unit 102 utilizes two token buckets to enforce SLA. In an embodiment, the

conformance unit 102 utilizes a single token bucket.

[0039] In an embodiment, conformance unit 102 accesses (reads) conformance
memory 104 at a rate that corresponds to at least a maximum rate, Amay, of the network
device that includes meter module 100. While the speed of conformance memory 104 in
some embodiments requires a relatively expensive type of memory (e.g2., an SRAM with
sufficient port count and frequency to support a suitable read rate and a suitable write
rate), very few bits are generally required to represent each conformance state, and

therefore very little memory is required per meter, in an embodiment. In one
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embodiment in which each of token buckets 105-1 through 105-M corresponds to a
single-rate meter, for example, conformance memory 104 stores only a single bit per
meter/conformance state to indicate conformance or non-conformance with the respective
rate limit. In an embodiment, when having an event driven (sampled) update process all
packets, both conforming and non-conforming, are subject to the sampling process. In an
embodiment, a dual token bucket technique is utilized and all packets are sampled using a
same policy and regardless of conformance level to help ensure that token buckets are
being constantly refreshed and that the dual token bucket is updated by both GREEN and
YELLOW packets, e.g., corresponding to respective rate limits.

[0040] On the other hand, in another embodiment, conformance unit 102 makes
a packet available for possible sampling by a sampling unit 108 when the applicable
conformance state indicates that the single rate is not currently being exceeded, and drops
all packets (or implements another suitable policy) when the applicable conformance
state indicates that the single rate has been met or exceeded. In one embodiment in
which each of token buckets 105-1 through 105-M corresponds to a two-rate meter,
conformance memory 104 stores two bits per meter/conformance state to indicate a level

2% 66

of conformance with the respective rate limits (e.g., “green,” “yellow” or “red”
conformance states). In one such embodiment, conformance unit 102 makes a packet
available for possible sampling by sampling unit 108 when the applicable conformance
state is “green” or “yellow,” and drops all packets (or implements another suitable policy)
when the applicable conformance state is “red.”

[0041] In the example embodiment of Fig. 3, update unit 114 accesses meter
memory 106 to update the numbers of tokens, stored in token buckets 105-1 through 105-
M, based on the events sampled by sampling unit 108. In one embodiment, update unit
114 can access/update meter memory 106 at rates up to a maximum update rate u, where
U < Amax- In an embodiment, update unit 114 performs updates according to the procedure

defined by IETF RFC 2698. In other embodiments, the update unit 114 performs updates

, additionally or alternatively, according to other suitable techniques such as those
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described in IETF RFC 2697, Metro Ethernet Forum MEF 10.1, using multi-level meters,
multi-priority buckets (e.g., MEF 10.3) structure related multi-hierarchical meters, etc. In
an embodiment, the conformance unit 102 utilizes two token buckets to enforce SLA. In
an embodiment, the conformance unit 102 utilizes a single token bucket. In some
embodiments, each of token buckets 105-1 through 105-M intermittently receives a
number of new tokens that corresponds to the permitted rate of traffic for the respective
meter. In an embodiment, meter module 100 maintains a time stamp of the last time that
the number of tokens in a given bucket was updated by update unit 114 and, when a new
packet is sampled and results in that bucket again being updated, the number of tokens is
incremented by an amount determined based on the time elapsed since the time indicated
by the time stamp. In an embodiment, the time stamp is stored in the bucket memory
106, per bucket or group of buckets. In another embodiment, the time stamp is stored in
internal SRAM in 114. In an embodiment, since the time stamp is relatively a large
number of bits, the time stamp is stored in a more efficient memory like slow SRAM or
DRAM.

[0042] In an embodiment, update unit 114 not only updates the number of tokens
in token buckets 105-1 through 105-M, but also accesses (e.g., reads/modifies/writes to)
the conformance memory 104 to update the stored conformance state for a given meter
when the number of tokens in the corresponding one of token buckets 105-1 through 105-
M goes to a negative value. In an embodiment, the update unit 114 accesses (e.g.,
reads/modifies/writes to) the conformance memory 104 to set the conformance state
based on bucket level relative one WM, or several WM (e.g., for multi-level buckets). In
an embodiment, the update unit 114 accesses (e.g., reads/modifies/writes to) the
conformance memory 104 to set the conformance state reflecting a current bucket level
relative to a maximum bucket level. (e.g., in %) to adapt the sampling 108 mechanism.

In an embodiment, conformance memory 104 is sufficiently fast to be read at a rate that
is at least equal to Amay + 1 (to handle conformance check read operations from

conformance unit 102, and read operations from update unit 114, in a worst case
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scenario), and to be written to at a rate that is at least equal to u (to handle updates from
update unit 114 in a worst case scenario). In another embodiment, the number of new
tokens for a given bucket is fixed, and is added at each of a plurality of fixed length time
intervals.

[0043] In some embodiments, at least load determination circuit 110 is omitted,
and meter module 100 uses conventional statistical estimation. In other embodiments,
sampling unit 108, load determination circuit 110, rate adaptation unit 112 and/or update
unit 114 are the same as or similar to sampling unit 30, load determination circuit 32, rate
adaptation unit 34 and/or update unit 36, respectively, of Fig. 1, and implement the first
technique and/or the second technique substantially as described above in connection
with Fig. 1. In another embodiment, the sampling unit 108 uses information about the
current bucket level stored in memory 104 to determine Q, thus reducing the overall
sampling load by sampling with less probability when the bucket level is close to
maximum level.

[0044] In one embodiment in which update unit 114 is similar to update unit 36,
however, the appropriate one of token buckets 105 is updated/decremented according to
Token Bucket,;,, —= (Q, L/Q < 1), or (L, otherwise) (Equation 7)

if event sizes (e.g., bytes of arriving packets) are metered, or according to

Token Bucket,,,,, —= (Q/L, L/IQ < 1), or (1, otherwise) (Equation 8)
if events (e.g., packet arrivals) are metered. In another embodiment, where update unit
114 is similar to update unit 36, and token buckets 105-1 through 105-M use a truncated
representation of the number of tokens, the appropriate one of token buckets 105 is
updated according to

Token Bucket —= L div 2" + (1 with probability (L mod 2")/2", or 0 otherwise)

(Equation 9)
where n is the number of truncated least significant bits and L represents the value to

subtract from the counter.
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[0045] Fig. 4 is a flow diagram of an example method 150 for counting events in
a network device, according to an embodiment. In an embodiment, the method 150 is
implemented in a network device, such as network device 12 (Fig. 1), for example.

[0046] Atblock 152, packets to be processed by the network device
implementing the method 150 are received. In an embodiment, the packets are received
via one or more ingress interfaces, such as one or more interfaces among interfaces 14
(Fig. 1), for example.

[0047] Atblock 154, it is determined whether a packet traffic load of the
network device implementing the method 150 is above a traffic load threshold. In an
embodiment, block 154 is implemented by a load determination circuit, such as load
determination circuit 32 (Fig. 1), for example. In one embodiment, the determination at
block 154 is made based on an amount of sampled events associated with the received
packets (e.g., a fill-level of a queue, such as rate adaptation queue 34 of Fig. 1), and/or
based on a state of a meter configured to monitor a rate of events associated with the
received packets prior to any sampling of those events.

[0048] If it is determined at block 154 that the packet traffic load is above the
traffic load threshold, flow proceeds to block 156. At block 156, in response to the
determination at block 154, a count of quanta associated with the packets received at
block 152 is determined using a first counting mode. If it is instead determined at block
154 that the packet traffic load is not above the traffic load threshold, flow proceeds to
block 158. At block 158, in response to the determination at block 154, a count of quanta
associated with the packets received at block 152 is determined using a second counting
mode that is different than the first counting mode. As used herein, “determining a
count...” may be used to refer to determining an exact count, determining an estimated
count, or some mix of both. In an embodiment, blocks 156 and 158 are implemented by
a sampling unit, such as sampling unit 30 (Fig. 1), for example.

[0049] In one embodiment, the quanta for which a count is determined at block

156, and the quanta for which a count is determined at block 158, is a single packet of the
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received packets. In another embodiment, the quanta is a block of length g within the
received packets, where ¢ is an integer greater than or equal to one. In various
embodiments, for example, the quanta is a single packet byte (¢ = 1), a block of bytes
equal to a minimum packet length (e.g., ¢ = 64 for Ethernet packets), or any other
suitable block of bits, bytes, or other units of data within the received packets.

[0050] In some embodiments, the first counting mode used at block 156 and the
second counting mode used at block 158 are sampling modes of the counter
implementing the method 150. In one embodiment, for example, the first counting mode
is a statistical sampling mode in which events associated with the received packets (e.g.,
arrivals of the packets) are sampled according to some probability P that is less than one
but greater than zero, and the second counting mode is a deterministic sampling mode in
which every event (or one event every x events, etc.) is sampled with probability one.

[0051] In some embodiments, the method 150 includes one or more additional
blocks not seen in Fig. 4. In one embodiment, for example, the method 150 includes a
first additional block, at least in part subsequent to block 156, in which the count of
quanta determined using the first counting mode is stored in a counter memory using
exact value representations, and a second additional block, at least in part subsequent to
block 158, in which the count of quanta determined using the second counting mode is
stored in the counter memory also using exact value representations. In another example
embodiment, the method 150 includes a first additional block, at least in part subsequent
to block 156, in which the count of quanta determined using the first counting mode is
stored in a counter memory using inexact value representations (e.g., truncated or
mantissa/exponent representations), and a second additional block, at least in part
subsequent to block 158, in which the count of quanta determined using the second
counting mode is stored in the counter memory also using the inexact value
representations.

[0052] In some embodiments, some or all of the blocks seen in Fig. 4 do not

occur in discrete steps. In one embodiment, for example, different packets of the packets
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received at block 152 are received over a period of time such that blocks 152, 154, 156
and 158 occur substantially in parallel (e.g., with block 156 or block 158 being performed
on a first packet while block 152 and/or 154 is performed for a subsequent, second
packet).

[0053] Fig. 5 is a flow diagram of another example method 200 for counting
events in a network device, according to an embodiment. In an embodiment, the method
200 is implemented in a network device, such as network device 12 (Fig. 1), for example.

[0054] At block 202, packets to be processed by the network device
implementing the method 200 are received from a network. In an embodiment, the
packets are received via one or more ingress interfaces, such as one or more interfaces
among interfaces 14 (Fig. 1), for example.

[0055] Atblock 204, a count of quanta associated with the packets received at
block 202 is updated using a statistical sampling operation that is performed according to
a control parameter that is based on a bandwidth metric of the network device
implementing the method 200. In an embodiment, block 204 is implemented in a counter
module, such as dual-mode counter 10 (Fig. 1), for example. In one embodiment, the
quanta for which a count is updated is a single packet of the received packets. In another
embodiment, the quanta is a block of length ¢ within the received packets, where g is an
integer greater than or equal to one. In various embodiments, for example, the quanta is a
single packet byte (g = 1), a block of bytes equal to a minimum packet length (e.g., g =
64 for Ethernet packets), or any other suitable block of bits, bytes, or other units of data
within the received packets.

[0056] In some embodiments, the bandwidth metric on which the control
parameter is based is a maximal theoretical event rate of the network device
implementing the method 200. In one such embodiment, the control parameter is
bounded by a function of the maximal theoretical event rate of the network device (e.g.,
according to Equations 2 and 3 above, in one embodiment). In one embodiment, the

control parameter is a fixed value that is initially set to achieve the desired performance
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trade-offs (e.g., estimation error, sampled event rate, queue size, etc.). In an alternative
embodiment, the control parameter is dynamically calculated (e.g., based on current
packet traffic load conditions).

[0057] In some embodiments, the statistical sampling operation performed at
block 204 samples events associated with the received packets (e.g., samples arrivals of
the packets) according to a probability P that is calculated based on the control parameter.
In one such embodiment, the probability P is always greater than zero but less than one.
In another embodiment (e.g., where the sampling policy operates according to Equation 1
above, Q being the control parameter), the probability P can at times be equal to one
depending on the packet lengths and/or other suitable parameters.

[0058] In some embodiments, some or all of the blocks seen in Fig. 5 do not
occur in discrete steps. In one embodiment, for example, different packets of the packets
received at block 202 are received over a period of time such that blocks 202 and 204
occur substantially in parallel. Moreover, in some embodiments, the method 200 is
implemented in conjunction with the method 150. In one such embodiment, block 204
replaces, or is included within, block 156 of the method 150.

[0059] Fig. 6 is a flow diagram of an example method 250 for metering traffic in
a network device, according to an embodiment. In an embodiment, the method 250 is
implemented in a network device, such as network device 12 of Fig. 1, for example.

[0060] Atblock 252, a conformance memory storing a conformance indicator is
accessed. The conformance indicator indicates whether a permitted rate of packet traffic
has been exceeded. In an embodiment, the conformance memory is similar to
conformance memory 104 (Fig. 3). Atblock 254, a packet conformance level is set for
each packet received at the network device. For example, in an embodiment, packets
received at the network device implementing the method 250 are classified based on the
conformance indicator. In an embodiment, blocks 252 and 254 are implemented by a

conformance unit, such as conformance unit 102 (Fig. 3), for example.
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[0061] Atblock 256, at least some of the received packets are sampled. In one
embodiment, conforming packets (according to the classification at block 254) are
statistically sampled, and no non-conforming packets (again, according to the
classification at block 254) are sampled. In another embodiment, events associated with
conforming packets that fall below a packet length threshold are statistically sampled, all
events associated with conforming packets that do not fall below the packet length
threshold are sampled, and no events associated with non-conforming packets are
sampled. At block 258, indicators of the sampled events are provided (e.g., directly to an
update unit such as update unit 114 of Fig. 3, or indirectly via a queue such as rate
adaptation queue 112 of Fig. 3, in various embodiments). In an embodiment, blocks 256
and 258 are implemented by a sampling unit, such as sampling unit 30 (Fig. 1) or
sampling unit 108 (Fig. 3), for example.

[0062] At block 260, a token bucket memory is accessed. In an embodiment,
the token bucket memory is separate from the conformance memory. In another
embodiment, the token bucket memory is in a same physical memory as the conformance
memory.

[0063] Atblock 262, at least based on the indicators provided at block 258, a
number of tokens stored in the token bucket memory are updated. In an embodiment, the
token bucket memory is similar to one of token buckets 105-1 through 105-M in meter
memory 106 (Fig. 3). In an embodiment, block 262 includes updating a token bucket
based on an estimated packet length (e.g., L), a configured rate, and a current fill level of
the token bucket.

[0064] At block 264, the conformance memory is accessed to update the
conformance indicator when the updated number of tokens indicates that the permitted
rate of packet traffic has been exceeded. In an embodiment, block 264 comprises
updating the conformance memory with an up-to-date conformance level and/or a sign bit
of a token bucket. In an embodiment, blocks 260, 262, and 264 are implemented by an
update unit, such as update unit 36 (Fig. 1) or update unit 114 (Fig. 3), for example.
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[0065] In an embodiment, the conformance memory is accessed at block 252 at
up to a first rate (e.g., up to at least a maximum event rate of the network device
implementing the method 250, depending on the traffic load), and the token bucket
memory is accessed at up to a second rate lower than the first rate (e.g., up to a rate that is
less than the maximum event rate of the network device, depending on the traffic load).

[0066] In some embodiments, the method 250 includes one or more additional
blocks not seen in Fig. 6. In one embodiment, for example, the method 250 includes an
additional block in which a number of tokens is intermittently received at the token
bucket memory, with each number of tokens corresponding to the permitted rate of
packet traffic. In one such embodiment, the tokens are periodically received according to
a fixed time interval, and a fixed number of tokens are added to the token bucket for each
time interval. In an alternative embodiment, tokens are added when a packet arrives (and
is sampled) based on a length of the packet and a time stamp indicating when the token
bucket was last updated.

[0067] In some embodiments, some or all of the blocks seen in Fig. 6 do not
occur in discrete steps. In one embodiment in which different packets are received over a
period of time, for example, blocks 252, 254, 256, 258, 260 and 262 occur substantially
in parallel.

[0068] In an embodiment, a network device comprises a plurality of interfaces
configured to receive, from a network, packets to be processed by the network device; a
load determination circuit configured to determine whether a packet traffic load of the
network device is above a traffic load threshold; and a dual-mode counter module
configured to (i) determine a count of quanta associated with the received packets using a
first counting mode in response to the load determination unit determining that the packet
traffic load is above the traffic load threshold, and (ii) determine a count of quanta
associated with the received packets using a second counting mode, different than the
first counting mode, in response to the load determination unit determining that the

packet traffic load is not above the traffic load threshold.
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[0069] In other embodiments, the network device comprises any suitable

combination of one or more (or none) of the following features.

[0070] The first counting mode uses statistical sampling of events associated
with the received packets, and wherein the second counting mode uses deterministic

sampling of events associated with the received packets.

[0071] The dual-mode counter module is configured to store the determined

counts of quanta in a counter memory using exact value representations.

[0072] The dual-mode counter module is configured to store the determined
counts of quanta in a counter memory using truncated representations or mantissa-

exponent representations.

[0073] The load determination circuit is configured to determine whether the
packet traffic load is above the traffic load threshold based on one or both of (i) an
amount of sampled events associated with the received packets, and (ii) a state of a meter
configured to monitor a rate of events associated with the received packets prior to

sampling.

[0074] The dual-mode counter module is configured to: determine the count of
quanta associated with the received packets using the first counting mode by determining
(i) a count of packets within the received packets using the first counting mode, or (ii) a
count of blocks of length q within the received packets using the first counting mode, q
being an integer greater than or equal to one; and determine the count of quanta
associated with the received packets using the second counting mode by determining (i) a
count of packets within the received packets using the second counting mode, or (ii) a

count of blocks of length q within the received packets using the second counting mode.

[0075] In another embodiment, a method for counting events in a network
device includes receiving, from a network, packets to be processed by the network

device; determining whether a packet traffic load in the network device is above a traffic

26



WO 2014/188277 PCT/IB2014/001750

load threshold; responsively to determining that the packet traffic load is above the traffic
load threshold, determining a count of quanta associated with the received packets using
a first counting mode; and responsively to determining that the packet traffic load is not
above the traffic load threshold, determining a count of quanta associated with the

received packets using a second counting mode different than the first counting mode.

[0076] In other embodiments, the method includes any suitable combination of

one or more (or none) of the following features.

[0077] Determining a count of quanta associated with the received packets using
a first counting mode includes using statistical sampling of events associated with the
received packets; and determining a count of quanta associated with the received packets
using a second counting mode includes using deterministic sampling of events associated

with the received packets.

[0078] The method also includes storing the determined counts of quanta in a

counter memory using exact value representations.

[0079] The method also includes storing the determined counts of quanta in a

counter memory using truncated representations or mantissa/exponent representations.

[0080] Determining whether the packet traffic load is above the traffic load
threshold includes determining whether the packet traffic load is above the traffic load
threshold based on one or both of (i) an amount of sampled events associated with the
received packets, and (ii) a state of a meter configured to monitor a rate of events

associated with the received packets prior to sampling.

[0081] Determining a count of quanta associated with the received packets using
the first counting mode includes determining (i) a count of packets within the received
packets using the first counting mode, or (ii) a count of blocks of length q within the
received packets using the first counting mode, q being an integer greater than or equal to

one; and determining a count of quanta associated with the received packets using the
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second counting mode by determining (i) a count of packets within the received packets
using the second counting mode, or (ii) a count of blocks of length q within the received

packets using the second counting mode.

[0082] In yet another embodiment, a network device comprises a plurality of
interfaces configured to receive, from a network, packets to be processed by the network
device; and a counter module configured to estimate, using a statistical sampling
operation, a count of quanta associated with packets received via the plurality of
interfaces, the statistical sampling operation being performed according to a control

parameter that is based on a bandwidth metric of the network device.

[0083] In other embodiments, the network device comprises any suitable

combination of one or more (or none) of the following features.

[0084] The bandwidth metric is a maximal theoretical event rate of the network

device.

[0085] The control parameter is bounded by a function of the maximal

theoretical event rate of the network device.

[0086] The statistical sampling operation samples events associated with the
received packets according to a probability that is calculated based on the control

parameter.

[0087] The statistical sampling operation samples events associated with the
received packets according to a probability that is calculated based on (i) the control

parameter and (ii) lengths of the packets received via the plurality of interfaces.

[0088] The statistical sampling operation samples all events associated with

those packets, of the received packets, having a length greater than a threshold length.

[0089] The counter module is configured to determine the count of quanta
associated with the received packets by determining (i) a count of packets within the

received packets, or (ii) a count of blocks of length q within the received packets.
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[0090] In still another embodiment, a method for counting events in a network
device includes receiving, from a network, packets to be processed by the network
device; and estimating, using a statistical sampling operation performed according to a
control parameter that is based on a bandwidth metric of the network device, a count of

quanta associated with the received packets.

[0091] In other embodiments, the method includes any suitable combination of

one or more (or none) of the following features.

[0092] Estimating the count of quanta includes estimating the count of quanta
using a statistical sampling operation performed according to a control parameter that is

based on a maximal theoretical event rate of the network device.

[0093] Estimating the count of quanta includes estimating the count of quanta
using a statistical sampling operation performed according to a control parameter that is

bounded by a function of the maximal theoretical event rate of the network device.

[0094] Estimating the count of quanta includes estimating the count of quanta
using a statistical sampling operation that samples events associated with the received

packets according to a probability that is calculated based on the control parameter.

[0095] Estimating the count of quanta includes estimating the count of quanta
using a statistical sampling operation that samples events associated with the received
packets according to a probability that is calculated based on (i) the control parameter and

(i1) lengths of the received packets.

[0096] In another embodiment, a meter module for use in a network device
comprises a conformance unit configured to access a conformance memory storing a
conformance indicator that indicates whether a permitted rate of packet traffic has been
exceeded, and classify packets received at the network device based at least in part on the
conformance indicator. The meter module also comprises a sampling unit configured to,

responsively to the conformance unit classifying the packets, sample events associated
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with at least some of the received packets, and provide indicators of the sampled events.
The meter module also comprises an update unit configured to access a token bucket
memory to update, at least based on the indicators of the sampled events, a number of
tokens stored in the token bucket memory, the token bucket memory being separate from
the conformance memory, and access the conformance memory to update the
conformance indicator when the updated number of tokens indicates that the permitted

rate of packet traffic has been exceeded.

[0097] In other embodiments, the meter module comprises any suitable

combination of one or more (or none) of the following features.

[0098] The conformance unit is configured to access the conformance memory
at up to a first rate; and the update unit is configured to access the token bucket memory

at up to a second rate lower than the first rate.

[0099] The conformance unit is configured to access the conformance memory
at up to at least a maximum event rate of the network device; and the update unit is
configured to access the token bucket memory at up to a rate that is less than the

maximum event rate of the network device.

[00100] The token bucket memory is configured to intermittently receive a

number of tokens that corresponds to the permitted rate of packet traffic.

[00101] The sampling unit is configured to sample events associated with at
least some of the received packets by: statistically sampling events associated with
packets that the conformance unit classifies as being in conformance based on the
conformance indicator; and sampling no events associated with packets that the
conformance unit classifies as not being in conformance based on the conformance

indicator.

[00102] The sampling unit is configured to sample events associated with at

least some of the received packets by: statistically sampling events associated with
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packets that (i) the conformance unit classifies as being in conformance based on the
conformance indicator, and (ii) fall below a packet length threshold; sampling all events
associated with packets (i) the conformance unit classifies as being in conformance based
on the conformance indicator, and (ii) do not fall below the packet length threshold; and
sampling no events associated with packets that the conformance unit classifies as not

being in conformance based on the conformance indicator.

[00103] In yet another embodiment, a method for metering traffic in a network
device includes accessing a conformance memory storing a conformance indicator that
indicates whether a permitted rate of packet traffic has been exceeded; classifying packets
received at the network device based at least in part on the conformance indicator;
responsively to the conformance unit classifying the packets, sampling events associated
with at least some of the received packets, and providing indicators of the sampled
events; accessing a token bucket memory to update, at least based on the indicators of the
sampled events, a number of tokens stored in the token bucket memory, the token bucket
memory being separate from the conformance memory; and accessing the conformance
memory to update the conformance indicator when the updated number of tokens

indicates that the permitted rate of packet traffic has been exceeded.

[00104] In other embodiments, the method includes any suitable combination of

one or more (or none) of the following features.

[00105] Accessing the conformance memory storing the conformance indicator
is performed at up to at least a maximum event rate of the network device; and accessing
the token bucket memory to update the number of tokens includes accessing the token
bucket memory at up to a rate that is less than the maximum event rate of the network

device.

[00106] The method also includes intermittently receiving, at the token bucket

memory, a number of tokens that corresponds to the permitted rate of packet traffic.

31



WO 2014/188277 PCT/IB2014/001750

[00107] In some embodiments, at least portions of the counters/estimators
described above are implemented in hardware or firmware. For example, the counter
memory 20, sampling unit 30, load determination circuit 32, rate adaptation queue 34,
and/or update unit 36 of Fig. 1 are implemented in hardware, allowing the dual-mode
counter module 10 to count/estimate events (e.g., packets or bytes) in real time and at
wire speed, in an embodiment. As another example, in an embodiment, the conformance
unit 102, conformance memory 104, meter memory 105, sampling unit 108, load
determination circuit 110, rate adaptation queue 112, and/or update unit 114 of Fig. 3 are
implemented in hardware, allowing the meter module 100 to count/estimate events (e.g.,
packets or bytes) for metering in real time and at wire speed, in an embodiment. In some
embodiments, the blocks, operations, techniques, etc., are implemented in, for example, a
custom integrated circuit (IC), an application specific integrated circuit (ASIC), a
programmable logic device (PLD), a field programmable logic array (FPGA), a
programmable logic arrays (PLA), etc.

[00108] While the present invention has been described with reference to
specific examples, which are intended to be illustrative only and not to be limiting of the
invention, it will be apparent to those of ordinary skill in the art that changes, additions
and/or deletions may be made to the disclosed embodiments without departing from the

spirit and scope of the invention.
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Claims

What is claimed is:

1. A network device comprising:

a plurality of interfaces configured to receive, from a network, packets to be
processed by the network device;

a load determination circuit configured to determine whether a packet traffic load
of the network device is above a traffic load threshold; and

a dual-mode counter module configured to (i) determine a count of quanta
associated with the received packets using a first counting mode in response to the load
determination unit determining that the packet traffic load is above the traffic load
threshold, and (ii) determine a count of quanta associated with the received packets using
a second counting mode, different than the first counting mode, in response to the load
determination unit determining that the packet traffic load is not above the traffic load

threshold.

2. The network device of claim 1, wherein the first counting mode uses statistical
sampling of events associated with the received packets, and wherein the second counting

mode uses deterministic sampling of events associated with the received packets.

3. The network device of claim 2, wherein the dual-mode counter module is
configured to store the determined counts of quanta in a counter memory using exact

value representations.
4. The network device of claim 2, wherein the dual-mode counter module is

configured to store the determined counts of quanta in a counter memory using truncated

representations or mantissa—exponent representations.
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5. The network device of claim 1, wherein the load determination circuit is
configured to determine whether the packet traffic load is above the traffic load threshold
based on one or both of (i) an amount of sampled events associated with the received
packets, and (ii) a state of a meter configured to monitor a rate of events associated with

the received packets prior to sampling.

6. The network device of claim 1, wherein the dual-mode counter module is
configured to:

determine the count of quanta associated with the received packets using the first
counting mode by determining (i) a count of packets within the received packets using
the first counting mode, or (ii) a count of blocks of length ¢ within the received packets
using the first counting mode, ¢ being an integer greater than or equal to one; and

determine the count of quanta associated with the received packets using the
second counting mode by determining (i) a count of packets within the received packets
using the second counting mode, or (ii) a count of blocks of length g within the received

packets using the second counting mode.

7. A method for counting events in a network device, the method comprising:
receiving, from a network, packets to be processed by the network device;
determining whether a packet traffic load in the network device is above a traffic
load threshold;
responsively to determining that the packet traffic load is above the traffic load
threshold, determining a count of quanta associated with the received packets using a first
counting mode; and

responsively to determining that the packet traffic load is not above the traffic load
threshold, determining a count of quanta associated with the received packets using a

second counting mode different than the first counting mode.
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8. The method of claim 7, wherein:

determining a count of quanta associated with the received packets using a first
counting mode includes using statistical sampling of events associated with the received
packets; and

determining a count of quanta associated with the received packets using a second
counting mode includes using deterministic sampling of events associated with the

received packets.

0. The method of claim 8, further comprising:
storing the determined counts of quanta in a counter memory using exact value

representations.

10.  The method of claim 8, further comprising:
storing the determined counts of quanta in a counter memory using truncated

representations or mantissa/exponent representations.

11.  The method of claim 7, wherein determining whether the packet traffic load is
above the traffic load threshold includes determining whether the packet traffic load is
above the traffic load threshold based on one or both of (i) an amount of sampled events
associated with the received packets, and (i1) a state of a meter configured to monitor a

rate of events associated with the received packets prior to sampling.

12.  The method of claim 7, wherein:

determining a count of quanta associated with the received packets using the first
counting mode includes determining (i) a count of packets within the received packets
using the first counting mode, or (ii) a count of blocks of length g within the received

packets using the first counting mode, g being an integer greater than or equal to one; and
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determining a count of quanta associated with the received packets using the
second counting mode by determining (i) a count of packets within the received packets
using the second counting mode, or (ii) a count of blocks of length ¢ within the received

packets using the second counting mode.

13. A network device comprising:

a plurality of interfaces configured to receive, from a network, packets to be
processed by the network device; and

a counter module configured to estimate, using a statistical sampling operation, a
count of quanta associated with packets received via the plurality of interfaces, the
statistical sampling operation being performed according to a control parameter that is

based on a bandwidth metric of the network device.

14.  The network device of claim 13, wherein the bandwidth metric is a maximal

theoretical event rate of the network device.

15.  The network device of claim 14, wherein the control parameter is bounded by a

function of the maximal theoretical event rate of the network device.

16.  The network device of claim 13, wherein the statistical sampling operation
samples events associated with the received packets according to a probability that is

calculated based on the control parameter.

17.  The network device of claim 13, wherein the statistical sampling operation
samples events associated with the received packets according to a probability that is
calculated based on (i) the control parameter and (ii) lengths of the packets received via

the plurality of interfaces.
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18.  The network device of claim 13, wherein the statistical sampling operation
samples all events associated with those packets, of the received packets, having a length

greater than a threshold length.

19.  The network device of claim 13, wherein the counter module is configured to
determine the count of quanta associated with the received packets by determining (i) a
count of packets within the received packets, or (ii) a count of blocks of length ¢ within

the received packets.

20. A method for counting events in a network device, the method comprising:
receiving, from a network, packets to be processed by the network device; and
estimating, using a statistical sampling operation performed according to a control

parameter that is based on a bandwidth metric of the network device, a count of quanta

associated with the received packets.

21.  The method of claim 20, wherein estimating the count of quanta includes
estimating the count of quanta using a statistical sampling operation performed according
to a control parameter that is based on a maximal theoretical event rate of the network

device.

22.  The method of claim 21, wherein estimating the count of quanta includes
estimating the count of quanta using a statistical sampling operation performed according
to a control parameter that is bounded by a function of the maximal theoretical event rate

of the network device.

23.  The method of claim 20, wherein estimating the count of quanta includes

estimating the count of quanta using a statistical sampling operation that samples events
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associated with the received packets according to a probability that is calculated based on

the control parameter.

24.  The method of claim 20, wherein estimating the count of quanta includes
estimating the count of quanta using a statistical sampling operation that samples events
associated with the received packets according to a probability that is calculated based on

(i) the control parameter and (ii) lengths of the received packets.

25. A meter module for use in a network device, the meter module comprising:
a conformance unit configured to
access a conformance memory storing a conformance indicator that
indicates whether a permitted rate of packet traffic has been exceeded, and
classify packets received at the network device based at least in part on the
conformance indicator;
a sampling unit configured to, responsively to the conformance unit classifying the
packets,
sample events associated with at least some of the received packets, and
provide indicators of the sampled events; and
an update unit configured to
access a token bucket memory to update, at least based on the indicators of
the sampled events, a number of tokens stored in the token bucket memory, the token
bucket memory being separate from the conformance memory, and
access the conformance memory to update the conformance indicator when
the updated number of tokens indicates that the permitted rate of packet traffic has been

exceeded.

26.  The meter module of claim 25, wherein:
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the conformance unit is configured to access the conformance memory at up to a
first rate; and
the update unit is configured to access the token bucket memory at up to a second

rate lower than the first rate.

27.  The meter module of claim 25, wherein:

the conformance unit is configured to access the conformance memory at up to at
least a maximum event rate of the network device; and

the update unit is configured to access the token bucket memory at up to a rate that

is less than the maximum event rate of the network device.

28.  The meter module of claim 25, wherein the token bucket memory is configured to
intermittently receive a number of tokens that corresponds to the permitted rate of packet

traffic.

29.  The meter module of claim 25, wherein the sampling unit is configured to sample
events associated with at least some of the received packets by:

statistically sampling events associated with packets that the conformance unit
classifies as being in conformance based on the conformance indicator; and

sampling no events associated with packets that the conformance unit classifies as

not being in conformance based on the conformance indicator.

30.  The meter module of claim 25, wherein the sampling unit is configured to sample
events associated with at least some of the received packets by:

statistically sampling events associated with packets that (i) the conformance unit
classifies as being in conformance based on the conformance indicator, and (ii) fall below

a packet length threshold;
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sampling all events associated with packets (i) the conformance unit classifies as
being in conformance based on the conformance indicator, and (ii) do not fall below the
packet length threshold; and

sampling no events associated with packets that the conformance unit classifies as

not being in conformance based on the conformance indicator.

31. A method for metering traffic in a network device, the method comprising:
accessing a conformance memory storing a conformance indicator that indicates
whether a permitted rate of packet traffic has been exceeded;
classifying packets received at the network device based at least in part on the
conformance indicator;
responsively to the conformance unit classifying the packets,
sampling events associated with at least some of the received packets, and
providing indicators of the sampled events;
accessing a token bucket memory to update, at least based on the indicators of the
sampled events, a number of tokens stored in the token bucket memory, the token bucket
memory being separate from the conformance memory; and
accessing the conformance memory to update the conformance indicator when the
updated number of tokens indicates that the permitted rate of packet traffic has been

exceeded.

32.  The method of claim 31, wherein:
accessing the conformance memory storing the conformance indicator is
performed at up to at least a maximum event rate of the network device; and
accessing the token bucket memory to update the number of tokens includes
accessing the token bucket memory at up to a rate that is less than the maximum event

rate of the network device.
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33.  The method of claim 31, further comprising:
intermittently receiving, at the token bucket memory, a number of tokens that

corresponds to the permitted rate of packet traffic.
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