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METHOD AND SYSTEM FOR DISTRIBUTING ELECTRONIC TICKETS WITH DATA
INTEGRITY CHECKING.
[0001] This patent application claims priority to and incorporates by reference
provisional application U.S. Pat. App. No. 61/826850 filed on May 23, 2013. This patent
application claims priority to as a continuation in part and incorporates by reference: U.S. Pat.
App. No. 13/110,709 filed on May 18, 2011, U.S. Pat. App. No. 13/046,413 filed on March 11,

2011 and U.S. Pat. App. No. 13/901,243 filed on May 23, 2013.

FIELD OF INVENTION

[0002] This invention provides a mechanism whereby a venue or other facility that
meters usage by means of tickets can distribute tickets electronically and rely on data integrity

checking to confirm that a person holds a valid ticket.

BACKGROUND

[0003] Venues such as theaters, amusement parks and other facilities that use
tickets, for example airlines, ferries and other transportation have a need to use electronic
ticketing.  Existing systems distribute information that can constitute a ticket, but the
verification problem is difficult. In one example of prior art, an electronic ticket is displayed as
a bar-code on the recipient's telephone display screen. The telephone is then placed on a scanner
that reads the bar-code in order to verify the ticket. The problem with these systems is that the
scanning process is fraught with error and the time taken to verify the electronic ticket far

exceeds that of the old system: looking at the paper ticket and tearing it in half, Barcode

SUBSTITUTE SHEET (RULE 26)
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scanners were not designed to read a lit LCD screen displaying a bar code. The reflectivity of
the screen can defeat the scanning process. Therefore, there 18 a need for an electronic ticketing
system that provides a haman-perceivable visual display that the venue cau rely on to verify the
ticket. This invention provides for the distribution of an electronic ticket that also contains a

5 wvisual display that ticket takers can rely on as verification, without using a scanning device.

DESCRIPTION OF THE FIGURES

1. Basic architecture,

'FJ

Flow chart for ticket purchase.

o 3 Flow chart for displaying the verifying visual object.
4. Example validating visual object.
5. FExample validating visual object
6. Schematic of event database record.
7. Schematic of authorized user database record.
15 & Flow chart for transfer of ticket.
9. Example user interface on user's device.
10,  Example user interface showing activation selection screen.
11, Exarople user mterface showing display of validating visual object and other ticketing
information.
28 12 Flowchart for ticket activation process.
13, Protocol diagram for activation process.
14. Continued protocol diagram for activation process,
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15, Flowchart for persistent channel.

16, Flowchart for persistent channel {or purchase verification.
17. Choose Ticket Save Location

18. Details on Save Locations

19, Online Tickets List
20, Offline Tickets List
AR Ticket Save Location Seitings

22, Data Integrity Flow Chart

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS:

0004 The systern operates on one or more computers, typically one or more file servers
connected to the Internet and also on a customer's computing device. A customer's device can be
a personal computer, mobile phone, mobile handheld device like a Blackberry™ or iPhone™ or

any other kind of computing device a user can use to send and receive data messages.  The

customer's device s used to display the validating visual object.

100051 Conventional electronic tickets display a barcode or QR code on a user's
telephone, typically a cellphone or other portable wireless device with a display screen. The
problem with this approach is that a barcode scanner has to be used by the ticket taker. Barcode
scanners are not highly compatible with LCD screen displays of barcodes. The amount of time

that it takes to process an electronic ticket 1s greater than that of a paper ticket.  Sometimes the

{22
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LCD display does not scan at all and a passenger has to be sent away to get a paper printout of a

ticket. Given the potential large crowds that often attend open venwues, this is impractical,

00061 In this tnvention, the ticket is procured electronically and stored on the user's
device. However, when the ticket is to be taken the verification is determined by a larger visual
object that a human can perceive without a machine scanning 1. The particular validating visual
object chosen cau be constantly changed so that the ticket taker does not have to be concerne

that a device displaying the designated validating visual object 13 invalid. There are many types
of visual objects that can be displayed that are easily recognized by a ticket taker., These can
include but are not limited to: Patterns of color change, Animations and Geometric patterns, In
one embodiment, the validating visual object that is transmitted can be computer code, that when
executed by the device, causes the user device to display the desired visual pattern. In another
embodiment, the validating visual object 1s a command that specifies what the visual pattern
should be. In that embodiment, the program operating on the user’s device receives the command
instruction, decodes i, and determines what visual patterns to generate based on the data wn the
command instruction.  In another embodiment, the validating visual object is video or image

data transmitied directly from the server to the device for immediate display.

180071 In one embodiment of the invention, the user purchases a ticket from an on-line
website. The website sends to the user's device a unique number, referred to as a token. The
token is also stored in the ticketing database. When the time comes to present the ticket, the

verue can sclect what visual indicator will be used as the designated vahdation visual object.
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The user can then request the validation visual object. The user's device will have an application
that launches a user interface. The user can select "validate™ or some other equivalent command
to cause the application to fetch and dowunload from the ticketing system a data object referred to
herein as a ticket payload, which includes a program to run on the user's device. lun another
embodiment, the ticket payload can be pushed to the device by the venue.  As a result, the
application transmitted to the user's device is previously unkuown to the user and not resident
the user's device. At that point the user's device can execute the prograrmn embodied 1o the ticket
payload, which causes the validation visual object to be displayed on the user's device. The
ticket taker knows what the validating visual object is, and simply looks to see that the user's

device 1s displaying the correct visual obiect.

0008 Piracy is limited in several ways. First, the ticket holder and their device does not
have access to the validating visual object until a time select to be close to the point in time
where the ticket has to be presented. Second, the validating visual object is one of an very large
number of permutations and therefore cannot be guessed, selected or copied abead of time,
Third, the ticket pavload can contain code that destroys the validating visual object in a pre-
determined period of time after initial display or upon some pre-determined input event. Fourth,
a mumber of security protocols can be utilized fo cusure that a4 copy of the application that

executes to display the validating visual object cannot be readily copied or reverse engineered,

Validating Visual Object Displays:
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G009 There many kinds of validation displays that can be utilized. The criterion for

what constitutes a validating visual object 18 one that 1s readily recognizable from human

observation, 1s eucapsulated in such a way as to be transtmited to the customer's device with a

minimum of network latency or download time, and that can be recasonably secured so as to
5 avoid piracy.

Barcodes and similar codes like the QR code are not validating visual objects because a person

looking at them cannot tell one apart from another. Instead, the person has to rely on a barcode

scanner and computing device to verify the barcode.

10 [0016] In one embodiment, the period that a particular validating visual object may be
used is automatically hmited. Examples of validating visual objects include:
1. A color display on the device.
2. A color sequence.
3. An anumation that 18 casily recognized.
1S 4. Awmations can include ecasily recogmzable geowetric patierns, for example aun arvay of
diamonds, or an array of rotating cubes.
5. A human recognizable image.
6. The customer's face as an image.
7. Combinations of the above.

20
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F001 1 in another embodiment, other images, for example, block letter, can be displayed
so that additional information readily apparent to the ticket taker is displayed. For example, a

{etter can be designated for a Child ticket or a different letter for an Adult ticket,

(0012} Referring now to Figure |, the customer uses their device (1} to purchase a ticket

from the service operating the syster server (2) and database (3).

{0013] In one embodiment, an authorized user associated with the venue, typically the
box office manager, logs into the back-end system through a secure web-page. The authorized
user can enter the web-page by entering a username, password and venue identifier. The system
mautiaios a database (3) that associates the vemue identifier with a set of usernames and
password pairs that are authorized to use the system on behalf of the venue. See Fig. 7. The
system checks the database (3} to verify that the venue ID, username and password are consistent
with cach other. The authorized user can navigate through to 4 point in the system user mnterface
where a particular show roay be selected for ticket takang, The user selects the upcoming show,
and then selects from a display of possible validating visual objects. The validating visual object
is transmitted to a device viewable by ticket taking staff at the entrances to the venue. The staff

then can see the authorized object to accept tor the upcoming show.

00141 Ticket holders that have purchased tickets have a data record in the system
database that contains the unique token associated with the ticket and other relevant information,

including the venuelD and an identifier wWdentifying the specific show the ticket 1s for. Sce Fig, 6.
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At the entrance, customers are requested to operate an application on their devices. This
application fetches the stored ticket token and transruits that token to the system, preferably over
a secure data channel. The database looks up the token to check that the token 1s vahd for the
upcoming show. If the token is valid, then the system transmits back to the device a ticket
payload. The ticket payload contains computer code that, when operated, displays the selected

validating visual object.

{0015] The customer can navigate the user interface of the application in order to cause
the application to request whether to display the validating visual object. As shown in Figure 9,
one or more available tickets can be displayed on the user intertace, which provides the user the
ability to select one of the tickets.  When the customer properly actuates the user interface, for
example, by actuating the "Activate Tickets" button (see Fig. 10}, the validating visual object is
displayed on the screen of the device. The animation can be presented along with other ticketing
information (sce Fig. 11}, In one embodiment, the device transmits the ticket token to the system
with a coramand mdicating that the ticket has been used. In another ernbodimoent, the custome

can operate the application and request that the application transmit to the database the condition
that the ticket was used. In that embodiment, the user can input a numeric code or password that
the application uses to verity that the customer s confirming use of the ticket,  In yet another
embodiment, after the validating visual object has been launched, a predetermined amount of
time later it can be deemed used. At that time, the application can cause the color of the object to

be changed so that it indicates that therc was a valid ticket, but the ticket was used. This
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condition is uscful in cases where the venue checks tickets during shows while letting customers

move around the venue's facilities,

0016] In another embodiment, the purchase of the ticket causes the ticket payload to be
downloaded to the customer's device. Likewise, the authorized user for the venue will select a
validating visual object for a particular show well in advance of the show.  In this case, because
a customer may possess the payload some time before its use, precautions wmust be taken to
secure the ticket payload from being hacked so that any similar device can display the validating
visual object. While this is a security tradeoff, the benefit is that the customer need not have an

Internet connection at a time close to the showtime of the venue.

FO0171 The use of electronic ticketing provides opportunities that change how tickets can
be bought and sold,. For example a first customer can purchase a ticket and receive on their
device a ticket token. A second customer can purchase that ticket using the system. The first
customer can use the application to send a message to the system server indicating that the first
customer intends to the web-page indicating that it wants to buy that particular ticket. The
system can ask the first customer for a username and password to be associated with the first
customer's ticket. I the sccond customer identifies the first customer's username, the system
then can waich the two together. At that point, the data record associated with the first
customer's ticket 1s modified so that the ticket token value is changed to a new value. That new
ticket token value is then transmitted to the sccond customer's device. At the same time, the

system can operate a typical on-line payment and credit system that secures payment from the
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second customer and credits the first customer. In one embodiment, the system pays the first

customer a discounted amount, retaining the balance as a fee,

[O018] In yet another embodiment, the first customer may be unknown to the second
customer. In that embodiment, the first customer simply may indicate to the system, through a
message transmitted from the application operating on the device or directly through a web-page,
that the first customer 1s not going to use the ticket and wishes to sell . At that point, the system
can mark the data record associated with the ticket as "available for sale.” When the second
customer makes a request to purchase a ticket for the same show, the system creates a new ticket

token for the second customer and updates the ticket token stored in the data record.

00191 In a general admission type of scenario, the ticketing database is simple: each
show has a venue 1D, some identifier associated with the show itself, various time indicators, the
selected validating visual object, and a hist of valid ticket tokens.  In a reserved seating
arrangement, the ticketing database has a data record associated with a show, as indicated by a
show tdentifier, but each seat has a data record that has a unique show identifier and ticket token,

which inchudes the identity of the seat itself,

[0020] In the preferred embodiment, the validating visual object is secured against
tampering.  One threat model 1s that a customer who has received a ticket payload would then
take the data file comprising the ticket payvload and analyze it to detect the actual program code

that when executed, produces the validating visual object on the display screen of the device.

10
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Omce that has been accomplished, the would-be pirate can then re-package the code without any
security mechanism and readily distribute 1t to other device owners, or even cross-comptile it to
execute on other types of display devices. The preferred embodiment addresses this threat model

in a number of ways.

[0021] First, the ticket payload can be secured n a region of the device under the control
of the telecommunications provider. In this case, the customer cannot access the code
comprising the ticket payload. In another embodiment, the ticket payload can be encrypted in
such a way that the only decrypting key available is in the secure portion of the
telecommunications device.  In that embodiment, the key is only delivered when an application
running on the secure part of the device confirms that the ticket payload that is executing has not
been tampered with, for exanmple, by checking the checksum of ifs run-time image. At that point,
the key can be delivered to the ticket payload process so that the validating visual object is

displayed on the device,

{0022] Second, the selected animation ts packaged for each device. That is, the code that
operates to display the validating visual object itself operates certain security protocols. The
phone transmits a ticket transaction roquest. The reguest includes a numeric value unigue to the
device, for example, an IMEI number. Other embodiments use the UDID or hardware serial
number of the device mnstead of or in combination with the IMEI number.  The system server
then generates the ticket token using the IMEI number and transmits that value to that device.

In addition, the ticket payload s created such that it expects to read the correct IMEL number.

I
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This is accomplished by the system server changing portions of the ticket payload so that the it is
customized for cach individual IMET number associated with a ticket token. The animation code
comprising the ticket payload 1s designed so that it has to obtain the correct IMEI number at run
time.  In another embodiment, at run-time, the animation code will read the particular ticket

token specific for the phone that instance of the animation was transmitted to. The code will

then decode the token and check that it reflects the correct IMETL number for that device,
{0023] in another embodiment, the security protocol first requires the user to login to the

server with a login username and password. The application also transmits the IME{, UDID or
serial mumber of the device or any combination of them. When verified by the server, an
authorization key {Authkeyy s transrmitted to the device. The Authkey is a random number,
When the user's application transmits a request for a validating visual object, it transmits the
Authkey and the IMEL UDID or serial number {or combination) that is used for verification.
This 1s checked by the server for validity 1n the database., On verification, the validating visual
object 1s encrypted using the Authkey and transmitted to the device. The apphication running on
the device then uses the Authkey to decrypt and display the validating visual object. The
Anthkey is a one-time key. It is used once for cach ticket payload. If a user buys a second ticket
from the systern, a different, second Authkey 18 associated with that second ticket payload. In
one embodiment, the Authkey 1s unigue to the ticket for a given event. In another embodiment,
the Authkey is unigue to the ticket, device and the event. In other embodimeuts, the Authkey

can be replaced with a key-pair in an assymetric encryption system. In that case, the validating
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visual object is encrypted with a "public"key, and then cach user is issued a private key as the

"Authkey™ to be used to decrypt the object.

00241 In yet another embodiment, the Authkey can be encrypted on the server and
transmitted to the device in encrypted form. Only when the application is operating can the
Authkey be decrypted with the appropriate key. In yet another embodiment, the application that
displays the validating visual object can request a PIN number or some other login password
from the user, such that if the device s Iost, the tickets cannot be used by someone who finds the

device.

[0025] In another embodiment, the application running ou the device can feich a dynamic
devices that request it. The ticket payload is then modified so as to have the same number of
versions that are compatible with a corresponding variation in the dynamic script. As a result, it
is difficult to reverse engineer the application because the application will be altered at run time
and the ticket payload customized for that alteration. One embodiment of the dynamic script
would be expressed in Java{tm) computer language and rendered using OpenView. The ticket

payload can be an HTML file called using Ajax.

00261 Security can also be enhanced by actively destroying the validating visual object
so that it resides in the device for a limited time. In one embodiment, the ticket payload has a

time to kill parameter that provides the application with a count-down time to destroy the
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validating visual object. In another embodiment, the validating visual object 1s displayed when
the user holds down a literal or virtual bution on the user interface of the device. When the

buttou is released, the application destroys the validating visual object.

(00271 Security can also be enhanced by retaining as steganographic data embedded in
the validating visual object, the IMEIL UDID, Serial nurmber or phone number of the device. The
application can be operated to recover that information and display it on the screen. This makes
it possible for security personnel at a venue to view that information from a validly operating
device. If the device is showing a pirated validating visual object, then the actual data associated
with the device will not match and it will be apparent from inspection of the device, This way,
suspicious ticket bolders can be subject to increased scrutiny, the presence of which deters

piracy.

100281 In another embodiment, the ticket payload can operaie a sound sampling
application thal requests the customer to speak i to the device. The application can then use that
data to check whether the voice print of the speaker matches the expected voice print. In yet
another embodiment, the device can take a picture of the customer's face, and then facial
recognition code embedded i the ticket payload can operate to check whether the features of the
face sutficiently match a pre~determined set of featares, that 1s, of the customer's face at the time
the ticket was purchased. In vet another embodiment, the verification can be supplemented by
being sure that the use of the ticket is during a pre-determined period of time. In yet another

embodiment, the verification can be supplemcented by the ticket payload operating to check that
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the location of the venue where the ticket is being used is within a pre-determined range of
tolerance to a GPS (Global Posttioning Systern) location. In yet another embodiment, afler a
certatn pre~determived number of dowunloads of ticket payloads for a specific show, the
validating visual object is automatically changed. This last mechanism may be used for
promotions, to select the first set of ticket buyers for special treatment at the venue. In yet
another embodiment, two different validating visual objects may be used, which are sclected
based on the verified age of the customer. In this way, a venue can use the system to vot only to

verify ticket holders coming into the venue, but to verify their drinking age when alcholic drinks

100291 In yet another embodiment, the system’s servers control the ficket activation
process. Fig. 12, In this embodiment, the token is generated randomly by the user’s mobile
computing device and then transmitted to and stored on the system server as a result of the user’s
request to activate the ticket, When the server receives a reqguest to activate a ticket, the server
checks whether there 1s already an activation token stored n its database that corresponds to that
ticket. The token is stored in a data record associated with the user that is activating the ticket.
The user logs into the account and then requests that a ticket be activated. If it 1s, then it checks
whether the token received from the user’s mobile device matches the stored token, That s, it
authenticates against that stored token.  H the user’s request for activation is the first activation
of the ticket, then the server siores the received token into the data record associated with the
user’s account and keeps it there for a predetermined period of time, in order to lock the ticket to

that device for that period of time.  This process locks a ticket to that unique token for that lock
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period.  Typically this will lock the ticket to the user’s mobile computing device. If the stored
token does not match the token received from the user’s computing dovice, the ticket activation

1s dented.

(60307 The predetermined lock time permits a reusable ticket to be locked to a device for
the predetermined lock tirne, This is useful 1 the event the user changes the mobile computing
device that the user uses to the ticket. For example, a roounthly train commuting ticket would be
activated once each day, and would remain activated for the day of its activation. In this case,
the user would validate the ticket once cach day, and that activation would be locked to the
device for the day. The next day, the user would be able to activate the ticket using a ditferent
raobile computing device if the predetermined time locking the activation has expired, that is, if
the data record associated with the ticket has been automatically reset into an deactivated state.
The activation process also permits a user account to be shared within a famuly, for instance, but

that each ticket sold to that account to be locked © one device,

{0031] As depicted in the protocol diagrams Fig. 13a and 13b, the user can use their
mobile computing device to request that their ticket get activated for the first time. However,
once that activation process has occurred, the server will store the unigue token received from
the activating user’s compuiing device in the database 1 a manner that associates it with the
ticket and the user’s account. If another user associated with the account attempts to use the
ticket by activating it, a different random token will be transmitted to the server. Because these

two tokens do not match, the second activation will be prohibited.

Ié
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[0032] The activation process can also permit a ticket to be shared. In this embodiment,
the user who has activated the ticket can subwit fo the server a request that the ticket be
transferred to anocther user. For example, a data message can be transmitted from the user’s
device to the system that embodies a request to move the ticket to another user.  In that case, the
stored token is marked as blocked, or is equivalently considered not present.  This is
accoruplished by storing a data flag in the database that corresponds to the ticket. One logic state
encodes normal use and the opposite logic state encodes that the ticket has been shared. A data
message may be transmitted to the second user indicating that the ticket is available for
activation. The second user may submuit a request to activate the ticket and a random token value
is transmitied from the second user’s device to the server.  That second token value 1s checked
to see if it’s the first activation. Because the first user has activated the ticket, but then
transterred it, the activation by the second user is not blocked. That is, the server detects that the
first token is now cancelled or cquivalently, the system has returned to the state where the first
activation has not occurred and therefore perruits the new activation to take place. The vew
activation can also have a predetermined time to live value stored in the database that is
associated with it. In this case, the activation by the sccond user expires and the second user can
be prevented from reactivating the ticket. At the same time, the flag setting that disables the
first token can be reset, thereby setting the ticket up for reactivation by the first user. By this

mechanism, it is possible for the electronic ticket to be lent from one user to another.
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FO033] in yet another embodiment, the ticket activation process can open a persistent
connection chanuel over the data network that links the server and the user’s mobile computing
device. In this embodiment, if the aciivation of the ticket and therefore the device is successful,
the server can maintain a persistent data channel with a computer process running on the user’s
computing device. In this embodiment, the request for ticket activation causes the user computer
device to open the persistent chamnel,  In this embodiment, the server establishes a
communication process operating on the server that receives data and then causes that data to be
automatically routed to the user’s computing device.  The process on the user’s mobile
computing device can thereby automatically respond to that received data.  In tandem, the
computer process operating on the users computing device can send data directly to the server
process associated with that user’s session.  For a server servicing many user devices, there

will be one persistent channel established between the server and each mobile device that has an

activated ticket.
F0034] The persistent channel between the server and the user’s computer device can be

used in a variety of ways. In the preferred embodiment, the persistent connection is designed so
that that it maintains a bi-directional, full-duplex communications channel over a single TCP
connection.  The protocol provides a standardized way for the server to send content to the
process operating on the user’s computing device without being solicited by the user’s device
each time for that information, and allowing for messages to be passed back and forth while
keeping the connection open. In this way a two-way (bi-direction} ongoing interaction can take

place between a process operating on the user’s computing device the server. By means of the
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persistent channel, the server can control the activity of the user computer device. For each user

computing device, there can be a distinet persistent connection.

FO035] In one embodiment, the persistent counnection is established when the user
requests an activation of a ticket. See Fig. 14. In other embodiments, it can be used if the system
is used to verify payment of a purchase price. In either case, the user computing device transmiis
a request message to the server.  For each user coraputing device, there can be a distinet
persistent channel. Each persistent channpel has a label or channel name that can be used by the
server to address the channel. In the case of ticketing, when the ticket is activated the data
representing the validating visual object can be transmtted in real time from the server to the
user computing device and immediately displayed on the device. This provides an addutional
method of securing the visual ticketing process. In this case, when the ticket is activated and the
persistent channel is created, the label of the channel is stored in the database in a data record
associated with the user and the ticket. When the server transmits the validating visual object for
that ticket, it fetches from the database the label of the channel and then uses that label to route
the transmission of the validating visual object. The use of the persistent channel causes the user
computer device to immediately and amomatically act on the validating visual object. In one
embodiment, the receipt of the validating visual object causes the receciving process to
immediately in response interpret the command and select and display the requared visual
pattern. In another embodiment, the process receives a block of code that the process calls on to

execute, and that code causes the visual pattern to be displayed. In yet another embodiment, the
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process recetves image or video data and the process passes that data on to the user device screen

display functions for presentation on the user device screen.

{00361 In another embodiment, a validating visual object can be transmitted to the user’s
computing device to be awtomatically displayed on the screen without the user having to input a
command to cause the display. That visual object can be displayed by the user computing
device. For additional security, the server can transmit to the user computing device a visual
object that contains the channel name or a unique number that the server can map 1o the channel
name. For clarity, this additional visual object is not necessarily used for visual verification by
ticket takers, as explained above. This visual object can be used by other machinery to confirm
the ticket purchase transaction or even other transactions not directly related to the purchase of
the ticket. The additional visual object can be tn the form of a QR code, barcode or any other
visual pobject that can be scanned, for example at a point of sale system, and from that scanned
image, an cmbedded data payvload extracted.  In that visual object, data can be embedded that
umquely identifies the source of the scanmed object. The channel name of the persistent channel
or a number uniquely mapped on the server to identify the channel can be embedded in that

scanned object.

100371 In one embodiment, as shown on Fig. 15, a werchant can use a point of sale
system operated by the merchant to scan the display screen of the user’s computing device. That
point of sale system can then capture from the scanned image the channel name or a unigque

number that s uniquely mapped on the server to the channel name, That mformation 1s
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transmitted to the server as a challenge for verification. The received chalienge data is checked
to see 1f it matches the channel name or corresponding unigue nuraber used to transmit the visual
object that the merchant scanned. If they match up, there is a verification of a transaction. This
exchange provides verification that the user’s device 18 present at the merchant location and that

a transaction with the merchant should be paid for,

[00338] In yet another ewbodiment, the persistent connection provides a meaus for the
server to control the actions of the process operating on the user’s computer device that is at the
other end of the connection. In this embodiment, the server can automatically transmit a
command to the process on the user’s computing device that automatically deletes the verifying

visual object that has been transmitted to ensure that it cannot be reused or copied.

[0039] in one embodiment, the persistent connection is used to automatically transmit
visual mformation to the user’s mobile computing device and to cause that mnformation to be
displayed on the screen of the device, The visual information cau be the validating visual object
or any other visual object that the server selects to transmit for display.  In this embodiment,
the persistent connection can be used by the server to transmit other information to the user’s
device. In this embodiment, the server transmiis text, images, video or sound and in some cases
in cornbination with other HTML data.  In another embodiment, this matenial comprises
advertising that the server selects to display on the user’s device. The selection process can
utilize the GPS feature described above to determine the approximate location of the user’s

device and then based on that location, select advertising appropriate to be transmitted to that
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device. In yet another embodiment, the server selects the advertising content by determining
predetermined features of the validated ticket or purchasing transaction and then making a
selection on the basis of those featares, For exaruple, a validation of a ticket to a bascball game
played by a team specified in the data associated with the validated ticket may cause the
selection of an offer to purchase a ticket for the next baseball game of the same team. In yet
another embodituent, the character of the frassaction being verified can be used to cause the
selection of advertising or the transmussion of data comprising a discount offer related to the

transaction.

100401 In this embodiment, the scerver receives from the merchant the data that
determines the persistent channel.  The merchant, by relying on the systern for payment will also
transmit transaction details, for example, an amount of money and an identity of goods or
services. When the channel name or unique number associated with the channel is matched for
verification, the server can transmit data representing a confirmation display down to the user’s
device using the persistent connection.  This data is received by the user computing device and
then automatically rendered by the process at the other end of the channel connection.  In
addition, the server can use the transaction information to determine one or more advertisements
or discount offers to transmit to the user’s computing device. The selection method can consist of
one or more heuristics. In one example, the vahdation of the ticket for a baseball gawe can
trigger the display of advertising for food or drinks. Likewise, a transaction for purchasing a cup

of coffec can trigger an advertisement for purchasing a newspaper.
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Mobile ticket or pass management may be maintained securcly by implementing protocols that
check for pass data integrity and permit movement of passes between a user’s device, their
account ou a server and to an allernative device. These methods and systems are applicable to
mobile tickets or passes, whether using a wvisual validation display object or some other

validation technigue when they are used.

[00411 Offline Passes.

In yet another embodiment, the mobile ticket is stored on the user’s device. This is presented to
the user as an option. At the time of purchase, the user may specify by input into a GUI, either
on the device or through a webpage displayed on their computer, whether any given mobile
ticket (also referred to heretn as a “pass”) that they own is to be stored either “On This Device”
or “In My Cloud Account.” (See Figs. 17 and 18). When the user stored the pass to the current
device, this allows for the full lifecyele of the pass to occur with no data connection between the
device and the server operating the ticketing back-office.  This means the customer can list the
pass on the device display, use the pass on the device, re-use the pass, and watch the pass expire,
all without the need for a network connection to the device. In this embodiment, an accounting
of the usage of the pass on the device is maintained on the back office server by means of a
synchronization protocol executed between the device and the server when the next network or
Internet conpection becomes available to the device. A combination of fraud-prevention
features built into the software operating on the device and fraud-detection features built into the

back-office server platform execute this process.  In one example, the pass that has been stored
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on one device cannot be accessed from the user’s account on the server by another device

without the {irst device “releasing” it to the user’s Cloud Account,

160421 Cloud Account. In one embodiment, the back office server maintains an
account associated with the user. The server's database can store in a data structure data
representing a ticket or pass and associate it with the user,  When a customer clects to store a
pass that is purchased in their Cloud Account, this means that the pass can be used from any
device, provided that the user has

authenticated themselves as the owner of the Pass by logging in from a device and retrieving an
authentication token, and that the Pass not already in use on anocther device.  While this
embodiment mtroduces the convenience of allowing any authenticated device to access a user’s
purchased ticket, the limitation here is that a pass stored to the user’s Cloud Account can only be

accessed by a device when there is connectivity between the device and the back-office server.

0043 Listing  Tickets. When the user’s device has an online connection, all tickets,
whether stored on the device or on the user’s account in the cloud are displayed on the user’s
device, for example as presented in Fig. 19, Passes saved to another device are displayed with
an indication that this is the case. When the pass 15 an “unlimited use” |, the GUI displays their

expiration time, and other Passes are grouped by label for easy access,
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As mentioned above, when the device has no network connectivity, the Cloud Account Passes
will not be available for use. However, Passes saved “On This Device” will be displayed, and

will be available for use (Fig. 20).

(00441 Using a Pass Effects ts Status, Regardless of where a pass is nitially
stored, whether on the user’s device or in the user’s cloud account, a data file representing the
ticket will be cached locally on the device during the duration that the pass is active.  For
instance, it the rules set up via the back office system allow a pass to be reactivated for display
for 30 minutes after initial activation, the pass will be cached locally on the device for those 30
mirates.  When that time cxpires, a status value associated with that pass will revert to a value
representing a use or expiration.  If the pass is stored on the device, that status value is
maintained on the device. I the pass is stored on the cloud, the device transmits a message to
the server indicating the new status of the pass, and the server updates the data record associated
with the pass to mndicate the new status of the pass, This new status is then usable if the pass 18

reused on a different device by the authenticated user,

[00451 in another embodiment, the GUI presented to by the back office sorver permits
the user to change their mind about whether a purchased pass 18 stored on the user’s device or on
the server in their cloud account.  (See Fig. 21).  The user can input a selection in order to
choose to save a pass currently stored in their Cloud Account to their device, or they can release
a Pass currently stored on their device back to their Cloud account — provided logical conditions

are satisficd that maintain the mtegrity of the ticket usage accounting. In this case, the locally
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stored usage 1s transmitted to the server in order to update the pass data on the server to the most

recent use of the pass.

160461 Bytemark Offline Pass Schema
in order to effect an offline ticketing solution in a reliable and secure manner, the following
schema was devised. It consists of four main classes of data — Permanent Data, Senmu-Permanent

Data, Teraporary Data, and Disposable Data.

[00471 Permanent Data
The only Permanent Data is static hardware-based device identifier {eg. Vendor ID for 105™,
Android 1D for Android™), and a hard-coded string n the software that s referred to as the

Salt. These are used in specific sets of functionality in the other two Data classes.

100481 Semi--Permanent Data

The Semi-Permanent Data inchudes any data that is critical for account management, namely any
user detail information about the customer and any device- specific information.

This class of data also includes a ticketing app software installation identifier (Afl}), and is unique
to the particular install of the app on cach specific device, It is critical to note that ifa

customer wnstalls an app on 2 devices, the Al on ecach device will be distinet.  Likewise,
installing 2 instances of the app on the same device produces 2 distinct identifiers.  This Semi-
Permanent Data is stored in a set of tables that is encrypted by the hardware-based identifier, and

uniquely associated with the Salt data.
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00491 Temporary Data

The Temporary data is the data that is solely stored on the device 1o order to later iuteract with
the back office server and synchronize data. It includes a list of cached uses for passes that were
used on the device when there was no network connection avatlable. It also mcludes the
Authentication Token that 1s stored by the local ticketing software after a successtul sign-in, the
tirae of this sign-in, and the last time the device was online and synced with the server. This

Temporary Data is stored in a set of tables that is encrypted by the ticketing app, using the All

(00507 Disposable Data

The Disposable Data is the data that s temporanily cached on the device until the next online
connection occurs. It is referred to as disposable because it can be completely recovered after
deletion by simply regaining a network connection.  The purpose of this data class is to store
any pass, cvent, and visual validation display object data that s minimally necessary to maintain
the desired ticketing functionahity on the device without a data connection. The Disposable Data
is stored in a set of tables that i3 encrypted by the Authentication Token. This Disposable Data
as a whole may optionally be set to expire after a set amount of time has passed with no network
connection to the device. For instance, it a user’s device has not synchronized with the server in
within the expiration time, the software operating on the user’s device erases Disposable Data,
As a result, the user has to log in again to sync with the server to obtain ticketing data. In
embodiment, cach element of the Disposable Data 1s associated with s own expiration rule,

which may be specitied by the back office server.  For instance, a pass can be set to expire 30
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minutes after the first use. As another example, a pass can be set to end at the end of the month.

These rules are pertodically run against the disposable data to ensure data integrity.

FOO5 Data Integrity. Data integrity checking is to be sure that the pass data and the
software managing that pass data on the user’s device has not been altered improperly. For
example, if the pass data or other data 18 unwecognized by the server or 1s inconsistont with a
separate locally generated key on the device, there 18 an anomaly.  When these avoralies are
detected the tickets and user account are locked down to stop fraudulent activity. Behavioral
Detection is focused on backend detection of usage of mobile ticketing and passes that do not
match up with a consumer’s typical usage habits. For example, the systern detect a pass that is
normally activated 1o the mormings going frorn Point A to Point B and then in the evening from
Point B to Pomt A, If the system later detects that the ticket is activated for Point A to Point B
say in the afternoon and there was a previous usage of a ticket from Point A to Point B without a
return trip from Point B to Point A, it flags in the syster that there 15 a behavioral anomaly and
that there might be fraud or an attempt to share an account amongst muoltiple users. This
detection technigue is particularly helpful for monthly passes because they are the most likely to
attermnpt to have repeated or fraudulent usage and are typically used by conumuters. Whenever
the ticketing software operating on the user’s device determines that the disposable data has
been maliciously altered, the session is cleared from the device, that is, the Temporary and
Msposable Data 1s erased from the device. In one embodiment, the software operating on the
user’s device checks the data files representing the passes to sco if a hash value for any of those

files has changed or 1s invalid. In another cmbodiment, the sofiware checks to see if the file has
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been modified or stored with a time stamp that is later than the time that the pass was stored on
the device.  In yet another embodiment, the software checks for the condition where the Al is
not properly decrypting pass data that 1s stored on the device. Any of these conditions are

examples where the data integrity test fails.

F00521 As a resuli, the user will be forced to log 1n to the server again and authenticate
theraselves, which requires a network counection. At this point, the device will be able to
synchronize with the server.  The server can then determine if any frandulent activity has taken
place by inspection of the data transmitted by the device up to the server. Other data integrity
tests can include transmitting the Al to the server to determine whether the device 18 using the
proper All. Other behavioral anomaly detection can be used. For exaruple, if the same pass data
is being used for multiple attempts to activate the same pass from different devices, this would
indicate that the original purchaser may have maliciously distributed the ticket, or that their

device was hacked and the ticket was rualiciously obtained for further re-distribution.

I such suspicions activity is detected, the user account is flagged for further investigation if
necessary, for example, by setting a status bit in a data record associated with the user to indicate
a fraudulent transaction has occurred.  When this logical condition is established, any passes that
were previously locked to the device will no longer be available on any device. That 1s, the
user’s account data on the back office server is set so that each purchased pass has a status bit

indicating that it is unavailable for use for security reasons.
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FO053] in vet another embodiment, a user who has lost their device can recover their
purchased tickets by having these bits set by an authorized user of the back office system, for
example by means of a customer service call. In this situation,  the authorized user can
“uniock™ passes stored on a lost device. When Passes are unlocked from a device, the device is
flagged as disabled, and any future activity that occurs on this device will be noted as fraudulent.
On the next synchronization with the back office server, the software running on the device will

erase the data associated with the user’s passes, mchuding the Temporary and Disposable Data.

Omperating Environmeni:

F0054] The systern operates on onc or more cornputers, typically one or more file servers
connected to the Internet.  The sysier is typically comprised of a ceutral server that is connected
by a data network to a user’s computer. The central server may be comprised of one or more
computers connected to one or more mass storage devices. A website is a central server that is
connected to the Internet. The typical website has one or more files, referred to as web-pages,
that are transmitted to a user's computer so that the user's computer displays an interface in
dependence on the contents of the web-page file. The web-page file can contain HTML or other
data that is rendered by a program operating on the user's computer. That program, referred to as
a browser, permits the user to actuate virtual buttons or controls that are displayed by the
browser and to wput alphanumweric data. The browser operating on the user's computer then
transmits values associated with the buttons or other controls and any input alphanumeric strings
to the website. The website then processes these inputs, in some cases transmitting back to the

user's computer additional data that is displayed by the browser. The precise architecture of the
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central server does not limit the claimed mmvention. In addition, the data network may operate
with several levels, such that the user’s computer is connected through a fire wall to one server,
which routes communications {0 another server that executes the disclosed methods, The precise
detatls of the data network architecture does not limit the claimed invention. Further, the user’s
computer may be a laptop or desktop type of personal computer. It can also be a cell phone,
smart phone or other handheld device. The precise form factor of the user’s computer does not
il the claimed mvention.  In one erabodiment, the user’s computer s omitled, and instead a
separate computing functionality provided that works with the central server. This may be
housed in the central server or operatively connected to it. In this case, an operator can take a
telephone call from a customer and input into the computing system the customer’s data in
accordance with the disclosed method. Further, the customer may recetve from and transmit data
to the central server by means of the Internet, whereby the customer accesses an account using
an internet web-browser and browser displays an interactive webpage operatively connected to
the central server. The contral server transmits and recetves data in response to data and
commands transmitied from the browser in response to the customer’s actuation of the browser

user inter{ace.

f0055] A server may be a computer comprised of a central processing unit with a mass
storage device and a network counection. In addition a server can wnchude multiple of such
computers connected together with a data network or other data transfer connection, or, multiple
computers on a network with network accessed storage, in a manper that provides such

functionality as a group. Practitioners of ordinary skill will recognize that functions that are
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accomplished on one server may be partitioned and accomplished on multiple servers that are
operatively connected by a computer setwork by means of appropriate inter process
commuunication. In addition, the access of the website can be by weans of an Internet browser
accessing a secure or public page or by means of a client program running on a local computer
that is connected over a computer network to the server. A data message and data upload or
dowuload can be delivered over the Internet using typical protocols, mcluding TCP/IP, HTTP,
SMTP, RPC, FTP or other kands of data communication protocols that permit processes running
on two remote computers to exchange mformation by means of digital network communication.
As a result a data message can be a data packet transmitted from or recetved by a computer
containing a destination network address, a destination process or application wdentifier, and data
values that can be parsed at the destimation computer located at the destination network address
by the destination application in order that the relevant data values are extracted and used by the

destination application.

100561 it should be noted that the flow diagrams are used herein to demonstrate varous
aspects of the invention, and should not be construed to limit the present invention to any
particular logic flow or logic implementation. The described logic may be partitioned into
different logic blocks (e.g., programs, modules, functions, or subroutines) without changing the
overall results or otherwise departing frova the true scope of the invention. Oftentirues, logic
elements may be added, modified, omitted, performed in a different order, or implemented using

different logic constructs {(e.g., logic gates, looping primitives, conditional logic, and other logic
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constructs} without changing the overall results or otherwise departing from the true scope of the

nveniion.

[O0571 The method described herein can be executed on a computer system, generally
comprised of a central processing unit (CPU} that is operatively connected to a memory device,
data mput and output circutiry (I0) and computer data network communication cireuiiry.
Computer code executed by the CPU can take data received by the data communication circuitry
and store it in the memory device. In addition, the CPU can take data from the VO circuitry and
store it in the memory device. Further, the CPU can take data from a memory device and output
it through the 10 circuitry or the data communication circuttry. The data stored in memory may
be further recalled frow the memory device, further processed or modified by the CPU 1 the
manner described heretn and restored in the same memory device or a different memory device
operatively connected to the CPU including by means of the data network circuitry. The memory
device can be any kind of data storage circuit or magnctic storage or optical device, including a

hard disk, optical disk or solid state memory,

FOO5K] Examples of well known computing systems, environments, and/or configurations
that may be suitable for use with the invention include, but are not hmited to, personal
computers, server computers, hand-held, laptop or mobile computer or communications devices
such as cell phones and PDA’s, multiprocessor systems, microprocessor-based systems, set top

boxes, programmable consumer electronics, network PCs, municomputers, mainframe

fa2
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computers, distributed computing environments that inchude any of the above systems or devices,

and the like.

0059 Computer program logic implementing all or part of the functionality previously
described herein may be embodied in various forms, including, but in no way limited to, a source
code form, a computer executable form, and various intermediate forms (e.g., forms gencrated by
an asserubler, comapiler, linker, or locator) Sowrce code may include a series of compule
program instructions implemented in any of various programming languages {e.g., an object
code, an asserubly language, or a high-level language such as FORTRAN, C, C++, JAVA, or
HTML} for use with various operating systems or operating environments. The source code may
define and use various data structures and communication messages. The source code may be in
a computer executable form (e.g., via an interpreter}, or the source code may be converted {e.g.,

via a translator, assembler, or compiler) inte a computer executable form.

0060 The mvention may be described in the general context of computer-executable
instructions, such as program modules, being executed by a computer. Generally, program
modules include routines, programs, objects, components, data structures, ctc., that perform
particular tasks or iruplement particular abstract data types. The computer program and data may
be fixed 10 any form {e.g., source code form, computer executable form, or an wntermediate form)
either permanently or transitortly in a tangible storage medium, such as a semiconductor memory
device {e.g., a RAM, ROM, PROM, EEPROM, or Flash-Programmable RAM), a magnetic

memory device {e.g., a diskette or fixed hard disk), an optical memory device {e.g., a CD-ROM
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or DVD), a PC card (e.g., PCMCIA card), or other memory device. The computer program and
data may be fixed in any form in a signal that 1< transmittable to a computer using any of various
commuunication techuologics, ncluding, but 1u no way himited to, avalog technologies, digital
technologies, optical technologies, wireless technologies, networking technologies, and
internetworking technologies. The computer program and data may be distributed in any form as
a removable storage medium with accompanying printed or clectronic documentation {e.g.,
shrink wrapped software or a magnetic tape), preloaded with a coruputer syster {e.g., on system
ROM or fixed disk), or distributed from a server or electronic bulletin board over the
communication system {e.g., the Internet or World Wide Web.) It is appreciated that any of the
software components of the present mvention may, if desired, be implemented 1n ROM (read-
only mewmory) form. The software components mway, generally, be iroplemented 1n hardware, if

desired, using conventional techniques.

[00611 The mvention muay also be practiced in distributed computing cnvironments where
tasks are performed by remote processing devices that are hnked through a communications
network. In a distributed computing environment, program modules may be located in both local
and remote computer storage media including memory storage devices, Practitioners of ordinary
skill will recognize that the invention may be exocuted on one or more computer processors that
are hinked using a data network, including, for example, the Internetl. In another embodiment,
different steps of the process can be executed by one or more computers and storage devices
geographically separated by connected by a data network in a manner so that they operate

together to exccute the process steps.  In one cmbodiment, a user’s computer can run an
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application that causes the user’s computer to transmit a stream of one or more data packets
across a data network to a second computer, referred to here as a server. The server, in turn, may
be conuected to one or more mass data storage devices where the database 8 stored. The server
can execute a program that receives the transmitted packet and interpret the transmitted data
packets in order to extract database query information. The server can then execute the
rernaining steps of the invention by means of accessing the mass storage devices to derive the
destred result of the query. Alternatively, the server can transmit the query wmformation to
another computer that is connected to the mass storage devices, and that computer can execute
the invention to derive the desired result. The result can then be transmitted back to the user’s
computer by means of another stream of one or more data packets appropriately addressed to the

user’s compuier.

[0062] The described embodiments of the invention are intended to be exemplary and
numerous vartations and modifications will be apparcut to those skilled in the art. All such
variations and modifications are jntended to be within the scope of the present mvention as
defined in the appended claims. Although the present invention has been described and
ithustrated in detail, it is to be clearly understood that the same is by way of illustration and
exammple only, and 18 not to be taken by way of Hmitation, It is appreciated that various features
of the invention which are, for clanty, described in the coutext of separate crnbodiments roay
also be provided in combination in a single embodiment. Conversely, various features of the
invention which are, for brevity, described in the context of a single embodiment may also be

provided separately or in any suitable combination. It is appreciated that the particular
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embodiment described in the specification is intended only to provide an extremely detailed

disclosure of the present invention and 1s not intended to be limiting,

00631 Modifications of the above disclosed apparatus and methods which fall within the
scope of the invention will be readily apparent to those of ordinary skill in the art.  Accordingly,
while the present mmvention has been disclosed in connection with exemplary embodiments
thereof, # should be understood that other erubodimuents way fall within the spivit and scope of

the invention, as defined by the following claims.
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WHAT IS CLAIMED:

1. A mobile ticketing systerm comprising a server computer sub-system adapted to receive from a device
via a data network, authentication data for a user account, and in dependence thercon, transmit to the
device data embodying a pass; where the system is further adapted to determine the occurrence of
fraudulent activity associated with the user account in counnection with the ticketing system and in
response thereto, store tn a data record associated with the user a data value indicating the fraudulent

activity.

2. The systemn of Claim 1 where the server sub-system is further adapted to detect fraudulent activity by

detecting behavioral anomalies associated with the user’s account.

3. The system of Claim 2 where the behavorial anomaly is the condition of one or more attempts to

irproperly use a pass originally associated with the uscr account.

4. The system of Claim 1 where the device is further adapted to check the integrity of the pass data

stored on the device.

5. The systern of claim 4 where the mtegrity check 1s to determine whether there 1s a mismatch of a

hash value,

6. The system of Claim 4 where the mtegrity check 18 to determine whether a time stamp associated with

stored pass data is inconsistent with other storage time stamp data,
38
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7. The system of Claim 1 where the server sub-system 1s further adapted to receive a comumand to cause
deactivation of a pass stored on the device, receive from the device usage data associated with the
deactivated pass, update, using the received usage data, the pass usage data comprising a data record
stored on the server system associated with the deactivated pass and in dependence on the updated usage

data, transmait to a new device pass data for the same pass.

8. The system of Claim | where the server sub-system s further adapted to transmit to the device
data representing purchased passes associated with the user account and the device is further adapted to
combine the received data with pass data stored on the device in order to output on a graphical user

mterface operated by the device a hist of all available passes.

. The system of Claim 1 where the device is further adapted to receive from the server sub-system
an expiration time value for an activated pass and, in dependence thereon, deactivate the pass when the
device detects the condition that the time passed since activating the pass for use equals or exceeds the

time value.

10, The system of Claim 9 where for a plurality of passes stored on the device, cach expiration time is

unigue,

1. The system of Claim 1 where the device is further adapted to detect the condition that the device
has not connected to the server system for a predetermined period of tiroe and in dependence on such

detection, erase the data associated with at least one pass stored on the device.
19
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12. The systermn of Claim 1 where the detection of fraudulent activity occurs as the result of receiving a

data message from the device represeuting the detection of fraudulent activity on the device.

13. The system of Claim 12 where the device is adapted fo erase data stored on the device associated

with the passes stored on the device when the condition of frandulent activity has been detected.

14, The system of Claimy 1 where the device is adapted to erase data stored on the device associated with
the passes stored on the device when the condition of fraudulent activity has been detected by the device,
and to transmit a data moessage to the server sub-sysiem representing the detection of fraudulent activity
on the device,

15, The system of Claim 1 where the server sub-system is adapted to receive a command 10 set a
status bit associated with the user account to indicate fraudulent activity and the device is adapted to
receive a data message representing the condition that the fraudulent activity bit is set, and in dependence

thereon, disable the pass functionality on the device.

16. The system of Claim 135 where the device is further adapted to disable the pass functionality by

crasing the pass data stored on the device.

44
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