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(57) Abstract: Embodiments pertain to methods and devices for multi-device link aggregation. Embodiments may implement shared
packet data network (PDN) connections to enable an application on a host UE to both create a first connection to a PDN gateway
and to create a second connection to the PDN via a second UE. In one example embodiment, a UE includes flow routing circuitry
configured to communicate data tratfic via multiple different communication paths as part of the shared PDN connection to a PDN
gateway. A cellular modem of the UE is configured to communicate a first portion of the data traftic with the PDN gateway as part
of the shared PDN connection. Connectivity circuitry of the UE separate from the cellular modem is configured to communicate a
second portion of the data tratfic with the PDN gateway via a second UE, wherein the second portion of the data traffic is different
than the first portion of the data traffic.
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METHODS AND DEVICES FOR MULTE-DEVICE LINK AGGREGATION

5
[B081]  This application claims the benefit of priority to U.S, Patent
Application Serial No. 14/670.967, filed March 27, 2015, which is incorporated
herein by reference in its entirety.
10

TECHNICAL FIELD

[0002]  Somc embodiments pertain to systems, methods, and devices
associated with wireless communications and the use of multiple devices to
15 provide link aggregation to an endpoint. Some embodiments pertain to user
equipment (UE) functionality related to muolti-device link aggregation. Some
embodiments relate to cellular network elements such as packet data network

{PDN) gateways which may be used for multi-device link aggregation.

20 BACKGROUND

[8603] Wireless mobile commumication technology uses various standards
and protocols to transmit data between a base transceiver station or evolved
universal mobile telecommunications system temrestrial radio access node B
{cNB} and a wireless mobile device or user equipment (UE}. Some devices may

25  mclade multiple types of communication circuttry, such as a celhular modem and
separate Wi-Fi circuitry which may be used for different wireless

conununication operafions.

BRIEF DESCRIPTION OF THE DRAWINGS

30 j0064]  FIG. 1 iHlustrates a block diagram of a network which mayv be used in

accordance with some example embodiments.



WO 2016/160203 PCT/US2016/019718

(o

10

20

o
[

[0065) PG, 2 itlustrates a block diagram of a network which may be used in
accordance with some example embodiments.

18006]  FIG. 3 ilhustrates a block diagram of a network which may be used m
accordance with some example embodiments.

[6607]  FIG. 4 dlustrates a block diagram of a system including multiple
devices which may be used together for link aggregation in accordance with
some example embodiments.

10608])  FIG. 5 ilustrates aspects of a method for multi-device link
aggregation according {o some example embodiments.

[860%] FIG. 6 dlustrates aspects of a wireless network which may be used 1n
accordance with some example embodiments.

[6610]  FIG. 7 ilustrates aspects of data flow tor multi-device hink
aggregation according o example embodiments.

[8611]  FIG. & illustrates aspects of data flow for mudti-device link
aggregation according to example embodiments.

[8612] FIG. 9 itlustrates aspects of data flow for multi-device Iink
aggregation according to example embodiments.

8613}  FIG. 10 illustrates aspects of a method for mudti-device hink
aggregation according 1o some example embodiments.

[B614]  FIG. 11 illustrates aspects of multi-device link aggregation according
to some example embodiments.

10615)  FIG. 12 ilfustrates aspects of multi-device link aggregation according
1o some example embodiments.

[8616]  FIG. 13 illustrates an example UE which may be used n accordance
with some embodiments.

{0017 FIG. 14 15 a block diagram illustrating an example computer system
upon which any one or more of the methodologies herein discussed can be run,

in accordance with some embodiments.

DETAILED DESCRIPTION

6018} The following description and the drawings sufficiently illustrate

specific embodiments to enable those skilled in the art to practice them. Other

b
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embodiments may incorporate structural, logical, electrical, process, and other
changes. Portions and features ot some embodiments may be included m, or
substituted for, those of other embodiments. Embodiments set forth in the

claims encompass all available equivalents of those claims.

(o

[6619]  FIG. | dlustrates a block diagram of a network 100 which may be
used n accordance with some example emmbodiments. The network 100 includes
first user equipment (UE) 102 and second UE 110. The UEs 102 and 110 may
be, for example, laptop computers, smart phones, tablet computers, printers,
wearable devices, machine-type devices such as smart meters or networke
10 appliances, or any other wireless device with or without a user interface. The
UEs 102 and 110 have a wireless connection via air interfaces 122 and 124 tc a
networking element.
[6020]  Asillustrated, the example embodiment of network 100 shows
connectivity circutry 106 of the first UE 102 connecting to access point 130 via
15 airinterface 122. Access to a broader network such as the Internet is provided
via a connection from access point 130 o packet data network (PDN) gateway
160 via evolved packet data gateway (ePDG)y 150, PDN gateway 160 isa
network element that acts as a point of connectivity between a UE in a system
and external packet data networks, which may be any network including the
20 Internet. EPDG 150 manages data trom network entry points, such as access
point 130, that are not trusted or that mayv be insecure or have uncertain security
characteristics 1n some way. In alicrnate embodiments where access point 130 is
trusted, this ePDG 150 may altemnately be a trusted wircless LAN access

gateway (TWAG).

o
[

[8621] Cellular modem 112 of the second UE 110 connects to aceess node B
{cNB) 140 via air interface 124, ENB 140 then connects to the same PDN
gateway 160. Further, the first UE 102 connects to the second UE 110 via air
mterface 120, In other embodiments, the first UE 102 may connect to the
second UE via a wired connection. The connection between the first UE 102
30 and the second UE 110 may use any communication circuitry of the UEs 102
and 110 which 1s capable of connecting such devices. This may include

Bluetooth connections, near ficld connections, local area network (LAN})
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connections including wireless LAN (WLAN)Y Wi-Fi connections which may be
direct or via an access point 130, or any other such wireless connectivity
between UEs 102 and 110.

10622]  Application 104 operating on the first UE 102 may be any application
that uses network data. As tllustrated by network 100, application 104 bas two
network paths available from application 104 to PDN gateway 160.
Embodiments described herein enable one or more applications 104 of the first
UE 102 to use both of these paths as a network resource. For example, if
bandwidth available via the connection through air interface 122 1o PDN
gateway 160 has a limit of A, bandwidth available via the connection through air
mterfaces 120 and 124 to PDN gateway 160 has a linmit of B, and application 104
operating on the first UE 102 is capable of using bandwidth greater than A or B,
then embodiments enable the use of both commumnication paths at the same time
to allow greater network resources to be used by a single device. Such
embodiments provide a benefit when the communication path between the first
UE 102 and the PDN gateway 160 1s the imitation on network performance, and
not when local data processing on the first UE 102 or any resource at or bevond
PDN gateway 160 is a limiting factor of network performance.

[0023]  FiGs. 2 and 3 then show alternate embodiments of networks that may
be used for multi-device link aggregation. FIG. 2 illustrates a block diagram of a
network 200 which may be used m accordance with some example
embodiments. Similar to network 100, network 200 includes a first UE 202 and
a second UE 210 which are connected together by air imterface 220, and where
cach UE has a separate connection to a PDN gatewav 260, In network 200,
however, each UE has a cellular modem 112, shown as LTE modem 206 and
LTE modem 2172, respectively. These ccllular modems 112 enable connection of
the first UE 202 to long term evolution (L TE) network 230 or an LTE Advanced
(LTE-A) network via air interface 222, and connection of the second UE 216 {o
the LTE network 230 via air interface 224. In various embodiments, such
cellnlar modems 112 and cellular networks may be LTE-advanced instead of
LTE, or may be anv other such cellular system. LTE network 230 uses PDN

gateway 260 to connect to a broader network, such as the Internet. According to
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various embodiments, application 204 operating on the fust UE 202 uses both
the network connection via air interface 222 as well as the network connection
via atr interfaces 220 and 224 to provide greater resource availability than would
be provided by only one of these connections.

{0024] LTE modems 206, 212 are being integrated in more and more
different devices such as smart phones, tablets, and notebook devices. In many
environments, a single user may have multiple such devices which each have an
LTE modem 206, 212. Embodiments descrnibed herein enable applications 204
on a single device to benefit from the total transmission capability of multiple
user devices. As desoribed herein, two or more distinet devices combine thewr
data transmission capability to improve user experience and global data
throughput provided to a device being operated by a user. This coliaborative use
may, in different devices, serve one or more shared user applications that need to
exchange data with the network. The traffic exchanged between the aser
applications and a remote is split at the UE 202 operating the application 204 in
order to be communicated over multiple links handled by the multiple devices.
In certain embodiments, this multi-link aggregation is transparent to applications
204 and ligh-level services. so that the end user of the data 1s not aware of the
data splitting and multi-device luk aggregation.

[B825]  Certain embodiments therefore introduce the shanng of a PDN
connection between multiple links handled by multiple devices. A PDN
connection is anchored in a PDN gateway 260 which is accessible through
various links using either third gencration partnership project (3GPP) standard
access, non-3GPP access, or both. A PDN connection shared between multiple
devices can, in various embodiments, be simultancously used by multiple
devices in the system. In some embodinments, this data splitting and aggregation
of traffic 1s performed between the [P laver and layer 2 of the respective hnk in
various embodiments described herein. In other embodiments, these operations
may be performed as part of laver 2.

{0026]  Embodiments described herein therefore provide mulbtiple technical
advantages, imcluding network architectures for aggregating links from different

devices, enabling of muldtiple devices having separate links to access a common
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network to share a PDN connection, and enabling a network to perform load-
balancing or flow control between different links from different devices sharing
a PPN connection. These tochnical advantages may be provided for both 3GPP

access such as LTE or LTE-advanced, and may additionally be provided for non-

(o

3GPP access such as an S2B {as defined by 3GPP standards) interface over Wi-

F1. Such technical advantages may additionally be combined with technologies

such as layer to bridging, multi-link virtnal private networks, or other such

technologics which deal with the aggregation of multiple links on a single

device. Embodiments described herem may be integrated with such

10 technologies to provide, for example, three or more network connections from
two devices.
[6027]  Sumilarto FIGs. 1 and 2, FIG. 3 illustrates a block diagram of a
network 300 which may be used in accordance with some example
embodiments. Similar 1o network 100 and network 200, network 300 includes a

15 first UE 302 and a second UE 310 which are connected together by air interface
320, and where each UFE has a separate connection to a PDN gateway 360, The
first UE 302 includes connectivity circuitry 306 and the sccond UE 310 includes
connectivity circuitry 312, UE 302 uses connectivity circunitry 306 to connect to
PDN gateway 360 via air interface 322, access pount 330, and cPDG/TWAG

20 350, The second UE 310 uses connectivity cirewntry 312 to connect to PDN
gateway 360 via air interface 324, access point 340, and ePDG/TWAG 355,
When application 304 reguests data from an outside network via PDN gateway
360, UE 302 may provide data via both a first connection using air interface 322

and a second connection using aiv mterfaces 320 and 324, In certain

o
[

embodiments, access point 330 and access point 340 may be the same access
point. In such embodiments, performance improvements may be limited by
connectivity circuitry 306 and 312 sharing bandwidth. In other embodiments,
connectivity circuitry 306 and 312 may connect to the same access point 330,
340, but using different spectrum resources. For example, connectivity circuitry
30 306 mav connect to the single access point 330, 340 using a 2 4 GHz spectrum
and connectivity circuitry 312 may comnect to the single access point 330, 340

using a S GHz spectrum.

6
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10628)  FIG. 4 illustrates a block diagram of a system 400 including multiple
devices which may be used together for link aggregation i accordance with
some example embodiments. As illustrated, system 400 includes a host UE 402,

aserving UE 420, and an evolved packet core (EPC) network 430, Host UE 402

(o

and serving UE 420 are connected via air interface 490. Host UE 402 15
connected to EPC network 450 via air interface 492, and serving UE 420 15
connected to EPC network 450 via air interface 494. FIG. 4 represents an
example embodiment of architecture to support link aggregation between
multiple devices. An application 404 operating on host UE 402 can transmit
10 data via a context shared between different cellular modems 414 and 436, As
tHustrated above n networks 100, 200, and 300, varicus embodiments may use
combinations of cellular modems 414, 436 and other connectivity circuitry.
Additionally, in various other embodiments, any combination of two or more
devices may be used to aggregate connections, and devices ased for such
15 aggregation may further cach provide ong or more connections to a PDN
gateway 360 of EPC network 450 in order to provide network access via a link
aggregation to an application 404 operating on one of the UEs 404,
8629]  In vanocus embodiments, a connection using air interface 490 may be
based on any wireless or combination of wired and wircless technology, such as
20 Bluetooth™, Wi-F1 direct, Wi-Fi via a local access point 130, any near ficld
communication link, or any other such communication technology. Sach a
connegction may be created to enable or disable link aggregation between the
different UEs and to initiate PDN conuvection sharing. As part of such operation,

host UE 402 may communicate a request for serving UE 420 to act as a serving

o
[

device for an aggregated link. After aceepting sach a request in such
crobodiments, serving UE 420 interacts with a PDN gateway 360 to establish the
corresponding portion of the aggregated link for serving UE 420, Messaging for
the UE 404 to UE 420 connection may additionally include additional message
formats directed to exchanging information related to the PDN connection

30 sharng and any other messaging for device or network mterworking to set up

and operate the shared PDN connection as part of an aggregated link.
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[0630]  In various embodiments, messaging between host and serving UEs
402, 420 can be performed through EPC network 450, In such embodiments,
host UE 402 may request a potential serving UE 420 via EPC network 450, with

EPC network 450 handling the acceptance and establishment of the aggregated

(o

link. Such cmbodiments give EPC network 450 additional possibilitics to
control the aggregated hink to avoid creating a device to device specific protocol
that may cause errors in system operation.
10631]  When user application 404 uses network resources, transmission
control protocol (TCP)Y uniform datagram protocol (UDP) stack 408 and internet
10 protocol (IP) stack 410 operate to manage data directly to and from the user
application 404, In other embodiments, other communication protocols may be
used. Flow routing module 412 of UE 407 is then i charge of splitting the
traffic coming from the application 404 and merging incoming data based on
routing rules. The routing policy manager module 406 provides these routing
15 rules for use by flow routing module 412, The policy provided by routing policy
manger 406 can be configured by the user or may be provided by an EPC
network 450 such as L'TE network 230 when the host UE 402 initially makes a
connection. In certain embodiments, the host UE 402 that establishes the
connection is considered to “own” the PDN connection to a PDIN gateway 360 of
20 EPC network 450, Flow routing module 412 also aggregates the data received at
celhidar modem 414 from the first network path using air interface 492 and data
received at comnnectivity module 416 from the second network path using air
mterfaces 490 and 494, In certain embodiments, flow routing module 412 may

perform data re-ordering for data from the different network paths if needed.

o
[

18632] In system 400, cellular modem 414 or UE 402 communicates a first
portion of the data directly to and from the EPC network 450 as part of a first
network path. Connectivity module 416 communicates a sccond portion of the
data to and from the EPC network 450 via air interface 490 to UE 420 as part of
a second network path. As described above, connectivity modules 416 and 434
30 may melude circuttry for Wi-Fi connections, Bluetooth connections, or anv other
such connections between devices. During system 400 operation, the serving

UE 420 relays data via a second path from connectivity module 434 to flow
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routing module 432, to cellular modem 436, to the network, and back. Flow
routing module 432 of the serving UE 420, which is operating as a serving
device, manages the sending of the second portion of the data to the appropriate

PEN connection with EPC network 430, Flow routing module 432 also

(o

manages the relay of data received on this PDN connection from EPC network

450 to the host UE 402,

[8633]  FIG. 5 dlustrates aspects of a method 300 for multi-device link

aggregation according 1o some example embodiments. For the purposes of

iHustration, method 300 is described with respect to system 400. 1t will be

10 apparent that, in other embodiments, different systems or network architectures
may be used with embodiments such as method 500,
{0034]  Method 500 begins with operation 507 communicating, by a host UE
402, with a evolved packet core (EPC) network 450 regarding PDN sharing
support. While link aggregation, as described herein, is transparent o

15 application 404 operating on host UE 402, network clements of EPC network
450 are configured to support hink aggregation in various embodiments. FlGs.
7-10 tlhastrate aspeets of support communication in various embodiments. In
certain embodiments, the UE 402 notifies the EPC network 450 about the link
aggregation capability of UE 402, EPC network 450 may then enable

20 aggregation for the UE 402, In certain embodiments, the EPC network 450 may

perform an authorization check, and forbid an unauthorized UE from using tnk

aggregation. This authonzation may be based on account settings, device or user

profile registration, pavment histories, current network usage status, or any other

such setting. In certain embodiments, prior to the host UE 402 communicating

with the EPC network 450, the EPC network 450 may notify the host UE 402

o
[

that multi-device link aggregation is supported by the EPC network 430, In
certain embodiments, EPC network 450 may support or allow multi-device link
aggregation globally, for specific links, or for specific types of use. For
example, in certain embodiments, only LTE - 85 links or SZB links may be

30 enabled in EPC network 430 for multi-device hink aggrogation,
[8633] Communications regarding multi device link aggresation may be

performed using a variety of different methods within EPC network 450, In
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certain embodiments, enhancement of the capability indicator sent by a UE to
the network during an LTE/PS attachment procedure may be used to
communicate aggregation support. In certain embodiments, aggregation support
may be signaled using an information ¢lement provided in the attachment
message sent from EPC network 450 to host UE 402, In certain embodiments, a
notification may be provided in a tracking arca update message, once any UE
participating in link aggregation is connected o host UE 402, In certain
embodiments, a dedicated signaling message or signaling elegant may be created
to notify the network of the PDN connection sharing support. Such a dedicated
signaling message may additionally identify devices authorized for melti-device
hink aggregation. In certain embodiments, signaling may be provided during a
PDN comnection request as part of LTE messaging.

[B836]  In certain such embodiments, the notification of link aggregation
capability may be included only if the PDN connection s shared between
multipic devices. When the PBN connection is not shared, a UE only solution is
possible. For example, all lnternet service transferred using a first application
404 may be done with a first device, and all voice traffic may be done with a link
using a second device. In such embodiments, hink aggregation may be
transparcut to the network and may be performed entirely by the participating
UEs. For 82 B communication links, signaling may be done during a virtual
private network (VPN}) establishment m order to connect the UE to an ePDG 130
over Wi-Fi.

{6637}  In various embodiments, an wdentity of one or more serving UEs,
mehuding serving UE 420, can be provided along with a signal from the network
mdicating that mudti-device link aggregation is supported. In other
embodiments, serving devices, including serving UE 420, may be identified by
user mnputs, account settings, or other such identifiers combined with local
connection polling using connectivity module 416 of host UE 402, In
embodiments where the network provides a list of serving UEs, the connection
authorization may be provided with the identity of the serving UEs. In other
embodiments, local authorization 1s performed to enable a connection between a

host and a serving UE.

10
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[0638]  Operation 504 then involves establishing, using the host UE 402, a
shared PDIN connection to a PDN gateway 360 of the EPC network 450 via a
cellular modem 414 of the host UE 402 and at least one serving UE 420 different

than the host UE 402. In various embodiments, shared PDN connections are

(o

anchored in a PDN gateway 360 of EPC network 450, The PDN gateway 360 is
the unit in charge of allocating the PDIN resources. The PDN gateway 360 is
reachable via multiple links and can allow aggregation of links between multiple
devices where the links may be using the same or different technologies. Ifa
PDN connection is shared between multiple devices, the PDN gateway 360 15 in
10 charge of allocation of a single IP address to all devices sharing the connection.
In embodiments functioning in this manner, address translation when
aggregating the traffic for multiple devices is avoided.
[B839]  In certain embodiments, the host UE 402 initiates establishment of the
PDN connection. With such a method, each collaborating device including the
15 host UE 402 and the serving UE 420 initiates their own PDN connection in a
shared mode to the PDN gateway 360 of EPC network 450, In certam
embodiments, for the PDN gateway 360 to identify all collaborating devices, the
wlentity of the host UE 402 can be provided by each collaborating device when
the device’s PDN connection is established. For example, when serving UE 420
20 communicates with EPC network 450 to establish the PDN connection for
serving UE 420, this communication may inchude an identifier for host UE 402.
In alternative embodiments, the identity of serving devices can be provided by
host devices when the host device mitiates the host devices PDN comnection. In

embodiments where more than two devices are being used for link aggregation,

o
[

third, fourth, fifth, and anv additional UEs may provide an identifier for any UE
alrcady having a PDN connection to the PDN gateway 360 as part of the
aggregated hnk in order for the new UE to join the existing aggregated hink. The
PDN gateway 360, in such embodiments, then insures that a single IP address is
allocated to all devices sharing the same PDN connection as part of link

30 aggregation.

[8646]  In other embodiments, the network may drive PDN establishment. In

such embodiments, host UE 402 mayv mitiate the PDN connection in the shared

i
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mode and provide the identity of all serving UHs 420 to EPC network 430, In
other embodiments, authorized UEs, including the host UE 402 and any serving
devices inclading serving UE 420, can be provisioned m a user profile stored in

the EPC network 450, In such embodiments, the EPC network 450 may then

(o

derive, based on the stored user profile information, which UEs are available as
serving UEs 420 for the host UE 402, The PDN gateway 360 can then trigger a
PDN connection cstablishment for cach UE identified as a serving UE 420 as
part of an aggregated link, with cach UE informed of the shared PDN connection
between multiple devices as the individual links are established. In certain
10 embodiments, an wdentifier for host UE 402 may be provided as serving UE 420
connections are established by the PDN gateway 360 to provide cach serving UE
420 with an option to accept or reject the establishment of the shared PDN
connection. In certain embodiments, a prefix or postfix may be added to an
access point name {(APN} as part of the establishment of the aggregated link. In
15 certain LTE embodiments, a new PDN type or a new element in a PDN
connection request mayv be added. Tn other embodiments, additional
communications may be used to indicate that a system 13 operating with a shared
aggregated hink.
{0041]  Operation 506 mvolves receiving a first portion of the data traffic via
20 the cellular modem 414 using the shared PDN connection, and operation 508
mvolves receiving, at connectivity circuitry 416 of the host UE 402, a second
portion of the data traffic via at east one serving UE 420 using the shared PDN
connection. As mentioned above, in addition to selection of a PDN and various

aspects of mtial connection, flow routing module 412 may use mformation from

o
[

routing policy manager module 406 to determine how information to and from
application 404 is routed between connectivity circutiry 416 and cellular modem
414. The policies from routing policy manager module 406 used by flow routing
module 412 may be based on various aspects, inclading: access point names
{APNs) used by the aggregated link; a destination IP address, 3 transport

30 protocol {e.g. TCP, UDP, etcetera); a source or destination port; an identified
bandwidth for cach available connection for each UE used in the aggregated

knk; a battery level of cach UE; a power consumption of each UE; a congestion
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value for cach link of cach UE, a link quality value for cach link of cach UE;
Ioad balancing criteria configured by the operating network and associated PDN
gateway 360; a latency of cach available commection from a UE to a PDN

gateway; and/or an application ID which may be used by varicus communication

(o

policy scttings. In certain embodiuments, every one of these criteria may be used
for apolicy. In other embodiments, additional criteria based on anv system
performance metric may be used for such policies. Additional details related to
aspects various embodiments such as the embodiment of method 500, including
multiple example details of methods for establishing a shared PDN connection,
10 are discussed below.
18642] FIG. 6 dlustrates aspects of a wireless network 600 which may be
used in in accordance with some example embodiments. As shown, wircless
network 600 illustrates aspects of an evolved packet service (EPS) network
which provides communications with non-3GPP networks commumnicating with
15 aUE 602, In certain embodiments, for example, an alternate method simular to
method 5300 may function using an EPS network smular to wireless network 600
in place of EPC network 450, with corresponding host and serving UEs utilizing
connectivity circuitry 416 to connect to a PDN gateway 360 via an ePDBG 150,
similar to the network connection illustrated by network 100 showing
20 connectivity circuitry 106 used to access PDN gateway 160 via air interface 122,
access point 130, and ¢PDG 150,
10043]  The wircless network 600 provides UE eniry points to the network at
multiplc points. A UE 602 may use 3GPP access 670 to enter the network using

serving gateway 672 to access PDN gateway 608, A UE 602 may use trusted

o
[

non-3GPP IP access 650 using, for example, a TWAG to access PDN gateway
608. A UE such as UE 602 may usc an untrusted non-3GPP 1P access 660 to
access PDN gateway 608, Additionally, a UE 602 may access a network
operator’s IP services 612 such as instant messaging services (IMS), primary
synchronization signals (PSS), or other such network operator communication
30 structures.

[8644] Wireless network 600 shows home subscriber server (HS8) 606, In

certain embodiments, HSS 606 15 a central databasce that contains user-related

i3
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and subscription-relation information for UFEs 602 in the wireless network 600,
HSS 606 provides mobility management, call and session establishment support,
user authentication and access authentication. In certain embodiments, HSS 606

may commuucate with a UE 602 to enable link aggregation based on

(o

subscription settings associated with UE 602,

[B0645]  3GPP authentication authorization accounting {(AAA) server 614

operates in wireless network 600 {0 access information from HSS 606 to enable

UE function on various elements of the wireless network 600, 3GPP AAA

server 614 may also generate usage reports which are used to track UE usage

10 and charges associated with UE access to various entry points and bandwidth
usage from those points. Policy charging rules function (PCRFE) server 610 may
work with 3GPP AAA server 614 to integrate policy rules within a complex
network, and may be integrated with or support various billing, rating, charging,
or other functions along with any combination of standalone or integrated

15 network management functions.
[8646]  As described above, ePDG systems such as ePDG 616 operate 1o
secure data transmissions with a UE 602 connected within a network over
untrusted non- 3GPP access. In vanous embodiments, then, ePDG 616 acts as a
termination of an untrusted link to establish a trusted tunnel from PDN gateway

20 608 to a UE such as UE 602,

{8847}  The varnious illustrated connections between the elements of wireless

network 600, shown as 86a, SWx, Gxe, Gx, Rx, SGi, §6b, Gxb, SWa, SWa,

STa, Gxa, $2a, 82b, and $35 are defined by 3GPP standards, including details for

connections between home public land mobile network (HPLMN}, and non-

s

o
[

3GPP network access to a broader network via PDN gateway 608.

[0048]  FIG. 7 ilustrates aspects of data flow tor multi-device ink
aggregation according o example embodiments, illustrated as data flow 700,
Dhata flow 700 illustrates communications between a first UE 702, a second UE
704, and an EPC network 706, according to one example embodiment. In

30 operations 710 and 712, the EPC network 706 communicates with the fust UE
702 and the second UE 704 i respective communications to provide notification

of multi-link aggregation support. In operation 714, first UE 702 and second UE

14
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704 establish a local connection. In certain embodiments, an agreement for link
sharing with second UE 704 acting as a serving UE may be established as part of
this local connection. In other embodiments, this agreement may be separately

established via EPC network 706 prior to the local connection being established.

(o

In such network enabled embodiments, a request mayv be seot from the first UE
702 to the EPC network 706 and the request may be relayed trom EPC network
706 to the second UE 704, A response confirmation may be retormed from the
second UE 704 to first UE 702 via the same route.
[8649]  After the local connection 1s made m operation 714, the connection
10 from each UE 702,704 to EPC network 706 is established in operations 716 and
718, with the individual links from each UE 702,704 structured as part of the
multi-device shared PDN connection having a single [P address allocated by
EPC network 706. In operation 720, second UE 704 and first UE 702
communicate to verify that the second UE 704 is configured to begin providing
15 data as part of a shared PDN comnection. In operation 722, the first UE 702 uses
routing rules and flow routing modules 412 to manage sphit traffic as part of the
multi-device shared PDN connection. Similarly, in some embodiments, certain
routing decisions may be made by EPC network 706, Dunng operation, data
flow 700 in operation 728 is sent and received at the cireunitry of the first UE 702
20 wviaalink to EPC network 706. During the same time period, data flow 700 in
operations 724 and 726 is received at the first UE 702 and sent to EPC network
706 via second UE 704. In operation 730 data sent from first UE 702 is
reassembled at EPC network 706, and data received at first UE 702 is

reassembled locailv and provided to an apphication 404 operating on first UE

o
[

702. The above operations thus represent one example embodiment to establish
and operate a shared PDN connection. As mentioned above, during operation,
additional UEs may be added to the shared PDN connection described here using
similar messaging. Embodiments where messaging and flow control 1s provided
i part or in whole by EPC network 706 may provide the network with

30 additional flexibility to optimize and control the use of available resources and
the option to add additional devices into a singie shared IP address aggregated

hink.
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[06506]  FiGs. 8 and 9 then describe additional data flow diagrams for
additional embodiments using LTE non-access stratum {(NAS) protocols. FIG. 8
tHustrates aspects of data flow for multi-device hink aggregation according to

example embodiments, iHustrated as data flow 800, Data flow 800 particularly

(o

describes an embodiment for network assisted establishment of an aggregated
bink, with a first UE 802 acting as a host device and a second UE 804 acting as a
serving device for a shared connection to LTE network 806, In operation 810,
first UE 802 and second UE 804 establish a local connection. In operation 812,
NAS signaling communicates a request for an aggregated link. This may
10 compnse a packet data protocol (PEP) share mode request identifying two
devices. Uther embodiments may use different communications.
{0051]  Inoperation 814, in response to the NAS signaling of operation 812,
LTE network 806 may reject the request, accept but ask for the first UE 802 1o
detach and reattach to LTE network 806 with a new identity, accept the request
15 but release non-shared EPS contexts, or accept the request and keep existing EPS
contexts for the fivet UE 802,
[8652] Hoperation 814 does not involve a rejection, operation 816 follows
with additional NAS signaling. Certain such embodiments may comprise a PDP
share mode request asking the second UE 804 to acting as a service device for
20 the first UE 802, It the request is rejected, then the operation ceases. LTE
network 8306 may attempt to identify an altermnate UE to act as a serving device,
or may respond to the signaling of operation 812 by communicating that no UE
1s available for sharing. If the request 1s accepted i operation 818, then

operations 820 and 822 mvolve NAS signaling for confirmation. This may

o
[

mvolve PDP share mode confirm communications. In operation 824, the first
UE 802 mitiates PDN connectivity sharing, and 1 operation 826, a PIIN
connectivity request 1s commumicated to LTE network 806 operating in PDN
shared mode. In operation 828, LTE network 806 responds with a
communication to activate a default evolved packet system {(EPS) bearer context
30 request, and in operation 830, the first UE 802 responds to this conmmunication.
In certain embodiments, a filter such as a traffic flow template (TFT) filter may

be structured to specify flow sharing between any UE involved in the shared

6
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connection. For example, “destportX to device, destportY to device B”, and so
on, may be used following operation 828, In operations 834 and 836, similar
activate default EPS bearer context request communications may be sent from

LTE network 806 to second UE %04 and back.

(o

[B653]  In operation 838, a NAS shared context notification 1s communicated

from L'TE network 806 to the first UE 802 indicating that the second UE 804 is

connected as part of the shared PDN connection with a single 1P address. In

operations 840, 842 844 and 846, the data flow 800 and provision of data to an

application 404 operating on the first UE 802 proceeds as described in the

10 alternate embodiments detailed above.
10654]  FEG. 9 ilustrates aspects of data flow for melti-device hink
aggregation according to example embodiments, dlustrated as data flow 900.
Data flow 900 describes an embodiment operating within an embodiment similar
to the one described above for data flow 700, but where a host device 1s

15 explicitly requesting a network to enable context sharing with a serving device.
Such embodiments may provide more flexibility for the network to control
which devices may be added and removed for operation of an aggregated hink
using a single PDN connection and IP address. Data flow 900 is illustrated
using a first host UE 902 and a serving second UE 904 configured for an

20 aggregated hink with EPS network 906.

[8835]  In operation 910, a local connection is established between Uks 902

and 904, In the embodiment of FIG. 9, this connection is used with an

agreement to share a single PDN connection. Any exchange of information not

previously performed that 1s needed for a sharing agreement may be performed

o
[

during operation 910. In operation 912, second UE 904 may nitiate an action to
mform the EPS network 906 of the link aggregation support, and in operation
914, second UE 904 may inform EPS network 906 with a tracking arca update
(TAU) communication when connected to the first UE 902, This may be sent, n
certain embodiments, with a PDP share mode communication for one device. In
30 other embodiments, other communications from second UE 904 to EPS network
506 may be used to mform EPS network 906 of the hink aggregation support

prior to the local connection with the first UE 902 being established. In
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operation 916, a network action similar to the network action of operation 8§14
may be taken.
[8656]  For any action of operation 916 that does not reject the request of

operation 914, a tracking arca update acceptance communication is sent in

(o

operation 918. In operation 920, the sccond UE 904 confirms acceptance of the

PDP sharing acceptance. In operation 922, the first UE 902 inihates the shared

EPS context. This may be performed by providing an identifier associated with

second UE 904 to the EPS network 906, In certain embodiments, additional

details may be included as part of this messaging, such as desired load sharing

10 mdicating a preference for certain link usage in the aggregated link. Operation
524 mvolves communication of a PDN connectivity request, and operation 926
mvolves a response o activate a detault EPS bearer context request. Just as
described above, TEFT filters may optionally be used in operation 928, In
operation 930, a commanication to accept and activate default EPS bearer

15 countext is sent in response 1o the commminication of operation 926.
[0057]  In operation 932, EPS network 906 initiates the PDBN connection setup
for the second UE 904 with subsequent activation requests and responses in
operations 934 and 936. Hf multiple serving devices are to be used, this may also
occur for other serving UEs. In various emboduments with multiple serving

20 devices, a PDN connection for an additional serving device to be included m the

aggregated hink may occur at any possible time during operation of the

aggregated hink,

[0658]  In operation 938, second UE 904 informs the first UE 902 that context

sharing as part of the aggregated hink is ready using the local connection. In

o
[

operations 940, 942, 944, and 946, use of the aggregated link proceeds as
described in any embodiment discussed above.

[B039]  FIG. 10 illustrates aspects of a method for multi-device Ik
aggregation according fo some example embodiments, illustrated as method
1000, Method 1000 may be performed by any PDN gateway 608 for shared

306 PDN connections described herein, including PDN gateways 160, 260, and 360.
Additionally, just as LTE network 230 1s illustrated with PDN gateway 260, any

EPS network 906 or LTE network 806 described herem may inchude or be

I8
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connected to a PDN gateway 260 as described herein. Method 1000 is a method
performed by cirenitry of such a PDN gateway 260 configured to perform the
operations of method 1000,

{8068]  Operation 1002 of method 1000 involves the PDN gateway 260

(o

cormmunicating with a first host UE 902 to determine a first host shared PDN

capability. Operation 1004 involves the PDN gateway 260 communicating with

a first serving UE to determine a first service shared PDN capability. Operation

1006 iavolves the PDN gateway 260 establishing a first shared PDN connection

for data traffic to a first host UE 902, where the first shared PDN connection

10 compnses a first direct hnk to the first host UE 902 and a second link to the host
UE 902 via the second serving UE 904 Operation 1608 mvolves enabling
communication of a first portion of the data traffic to the first host UE 902 via
the first direct link. An example of such a first direct bnk comprises links from
host devices to an associated network as tllustrated by the data flow 700, 800,

15 900 of operations 728, 846, and 944. Operation 1010 involves enabling
communication of a second portion ot the data traffic to the first host UE 202 via
the second link.  Examples of such second links mclude the multi-step data flow
operations 724 and 726 of FHG. 7, 842 and 844 of FIG. 8, and 940 and 942 of
FiG. 9.

20 o061} FIG. 11 illustrates aspects of multi-device link aggregation, according

to some example embodiments, by showing example data structure 1100, FIG.

12 Hlustrates aspects multi-device link aggregation according to some example

embodiments by showing example data structure 1200, As described above, if

an application such as application 104 or application 404 1s sensitive to the -

o
[

sequence delivery of the 1P data and the re-ordering is not handled in the
transport laver, various embodiments may reorder the data. This data rcordering
is performed before delivering the data to the application 404 when the 1P data
flow is received at a host UE 902 from multiple hinks as described above. Data
structures 1100 and 1200 each use a mulii-link sequence nomber to enable such
30 reordering. In such embodiments, the scquence number 1s common to all links
that are aggregated. The sequence number is set by the host device for the

outgoing traffic, with the host device managing the reordering for the traffic

19
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from different links before sending the data to the 1P stack, as dllustrated by flow
routing module 412 and TP stack 410. In various embodiments, the usage of
such re-ordering functionality and multi-link secquencing may be enabled or

disabled during PDN connection establishment. For cellular connections, packet

(o

data convergence protocol (PDCP) laver messaging may be enhanced, in certain

embodiments, to add the mult-hink sequence number. Just as above, such a

multi-link sequence nomber enables in-sequence delivery of data transmitted

over different links of an aggregated link descnbed hercin where a single PDN
connection and IP address is shared.

10 j6662] Data structure 1200 shows a meodified PDCP protocol data unit (PDU)Y
with an added multi-link SN 1204, This muiti-link SN 1204 is added to
decompression/compression (13/C) element 1202, PDCP SN 1206, extended
PDCP SN 1208, and data 1210, The example PDP data PDU shown as data
structure 1200 1s defined to add the second sequence namber as multi-link SN

15 1204 for reordering of data transferred via muliiple devices in addition to the
PDCP SN 1206 and extended PDCP SN 1208, Such embodiments enable
backward compatibility to the existing stractare and provide a method to add the
multi-hink SN 1204 1o existing laver 2 protocols.

[6663]  Data structure 1100 illustrates a simple addition of multi-link

20 sequencing number (SN} 1102 to IP packet 1104 to enable a flow routing

module such as flow routing module 412 to order data 1210, When a first UE

502 1s sending data 1210 to another device sharing the PDN connection, a

sharing sequence number can simply be appended to the IP data. This may be

done, in cerfain embodiments, using an implementation specific protocol. In

o
[

other embodiments, an IPv6 header extension may be used for the sequencing
number. In certain such embodiments, the host UE 902 determines and provides
the multi-ink sequence number 1102 to the serving device. The serving device
then provides the multi-link sequence number 1102 to the layer 2 protocol when
transmitting the data 1210 to the network, where the network (e.g. a PDN

30 gateway 260 of the network) may use the sequence number for data ordering. In
such embodiments, the serving device similarly receives a sequence number

from the network with data 1210 for the host device, and provides the IP data

20
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(o

10

20

o
[

recetved from the network along with the corresponding multi-link sequence
number 1102 to the host device. The host device then uses the multi-link
sequence number 1102 to reorder the data 1210 received from different links of
the aggregated link used with a single PDN conunection.

[0064] FIG. 13 illustrates an example of a UE illustrated as UE 1300, The
UE 1300 can mclude one or more antennas 1308 within housing 1302 that are
configured to communicate with a hotspot, base station (BS), an ¢NB 140, or
other type of wireless local area network {WLAN) or wireless wide area network
(WWAN) access point. UE may thus commumicate with a WAN such as the
Internet via an eNB, access point, or other sach base station transceiver. UE
1300 can be configured to communicate using mudtiple wireless communication
standards, including standards selected from 3GPP LTE, WiMAX, High Speed
Packet Access (HSPA), Bluetooth, and Wi-Fi standard defimitions. The UE
1300 can commmunicate osing scparate antennas 1308 for each wireless
communication standard or shared antennas 1308 for multiple wireless
communication standards.

[8665] FEG. 13 also shows a microphone 1320 and one or more speakers
1312 that can be used for audio input and output from the UE 1300, A display
screen 1304 can be a hquid crystal display (LCD) screen, or other tvpe of display
screen such as an orgamic hght emitting diode (OLED) display. The display
screen 1304 can be configured as a touch screen. The touch screen can use
capacitive, resistive, or another type of touch screen technology. An application
processor 1314 and a graphics processor 1318 can be coupled to intermnal
memory 1316 to provide processing and display capabilitics. A non-volatile
memory port 1310 can also be used to provide data input/cutput options to a
user. The non-volatie memory port 1310 can also be used to expand the
memory capabilities ot the UE 1300, A keyboard 1306 can be integrated with
the UE 1300 or wirelessly connected to the UE 1300 to provide additional user
mput. A virtual keyboard can also be provided using the touch screen. A
camera 1322 located on the front (display screen) side or the rear side of the UE

1300 can also be integrated into the housing 1302 of the UE 1300, Any such
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clements may be used o generate information that may be conmmunicated via
aggregated hinks as described m various embodiments herein.
[8666] FIG. 14 illustrates a block diagram of a device that may be used to

implement various aspects of systems, devices, and methods for modifving cell

(o

measurements based on device mobility according to some embodunents. FIG.

14 illustrates an example computer system machine 1400 upon which any one or

more of the methodologies herein discussed can be run, including PDN gateways

160, 260, 360, access points 130, 330, 340, eNB 140, any UE described herein,

any network element or server described herein, or any other such device

10 described herein. In various alternative embodiments, the machine 1400
operates as a standalone device or can be connected {(¢.g., networked) to other
machines. In a networked deployment, the machine 1400 can operate in the
capacity of erther a server or a client machine in server-client network
environments, or it can act as a peer machine in peer-to-peer {or distnbuted)

15 network environments. The machine can be a personal computer (PC) that may
or may not be portable {e.g., a notebook or a netbook), a tablet, a set-top box
{(§TB), a gaming console, a personal digital assistant (PDA)}, a mobile telephong
or smartphone, a web appliance, a network router, switch or bridge, or any
machine capable of executing instructions {sequential or otherwise) that specity

20 actions to be taken by that machine 1400. Further, while only a single machine

1400 1s llustrated, the term "machine” shall also be taken to inclade any

collection of machines 1400 that individually or jointly execute a set (or multiple

sets) of instructions to perform any one or maore of the methodologies discussed

herein.

o
[

18067]  Example computer system machine 1400 includes a processor 1402
{c.g., a central processing unit (CPU), a graphics processing unit {GPU) or both),
a main memory 1404 and a static memory 1406, which communicate with cach
other via an mterconnect 1408 (e.g., alimk, a bus, e¢tc.). The computer system
machine 1400 can further include a video display device 1410, an alphanumeric
30 ioput device 1412 {e.g, a kevboard), and a user mterface (UT) navigation device
1414 {e.g., amouse}. In one embodiment, the video display device 1410, input

device 1412 and Ul navigation device 1414 are a touch screen display. The
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computer system machine 1400 can additionally include a mass storage device
1416 {e.g., a dnive umit}, a signal gencration device 1418 (e.g., a speaker}, an
output controller 1432 a power management controller 1434, and a network

mterface device 1420 (which can include or operably communicate with one or

(o

more antennas 1430, transceivers, or other wircless communications hardware),

and one or more sensors 1428, such as a Global Positioning System (GPS)

sensor, compass, location sensor, accelerometer, or other sensor.

{00668]  The storage device 1416 includes a machine-readable medium 1422

on which s stored one or more sets of data structures 1100, 1200 and

10 mstructions 1424 {¢.g., software) embodying or utilized by any one or more of
the methodologies or functions described herein. The instructions 1424 can also
reside, completely or at least partially, within the main memory 1404, static
memory 1406, and/or within the processor 1402 dunng execution thereof by the
computer system machine 1400, with the main memory 1404, static memory

15 1406, and the processor 1402 also constituting machinc-readabie media 1422.
[866%] While the machine-readable medium 1422 1s illustrated m an example
embodiment to be a single medium, the term "machine-readable medium” can
mchide a single medium or multiple media {(e.g.. a centralized or distributed
database, and/or associated caches and servers) that store the one or more

20 mstructions 1424, The term "machine-readable medium” shall also be taken to

mclode any tangible medium that 1s capable of storing, encoding or carrying

mstructions 1424 for execution by the machine and that cause the machine to

perform any one or more of the methodologics of the present disclosure or that is

capable of storing, encoding or carrying data structures 1100, 1200 utilized by or

o
[

associated with such instructions 1424,

[6678]  The instructions 1424 can further be transmitted or received overa
cornmunications network 1426 using a transmission medium via the network
mterface device 1420 atilizing any one of a number of well-known transfer
protocols {e.g., hypertext transport protocol (HTTP}Y). The term "transmission
30 mediom” shall be taken to include any intangible medium that is capable of

storing, encoding, or carrving instructions 1424 for execution by the machine
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1400, and includes digital or analog communications signals or other intangible
medium to facilitate communication of such software.
[8671]  Various technigues, or certain aspects or portions thercof mayv take the

form of program code (1.¢., nstructions 1424) embodied in tangible media, such

(o

as floppy diskettes, CD-ROMs, hard drives, non-transitory computer readable
storage medium, or any other machine-readable storage medium 1422 whereim,
when the program code is loaded into and executed by a machine 1400, such as a
computer, the machine 1400 becomes an apparatus for practicing the various
techmiques. In the case of program code execution on programmable computers,
10 the computing device may meclude a processor 1402, a storage medium readable
by the processor 1402 (including volatile and non-volatile memory and/or
storage elements), at feast one input device 1412, and at least onc output device.
The volatile and non-volatile memory and/or storage elements may be a RAM,
EPROM, flash drive, optical drive, magnetic hard drive, or other medium for
15 storing electronic data 1210. The base station and mobile station may also
melude a transceiver module, a counter module, a processing module, and/or a
clock modale or timer module. One or more programs that may implement or
utilize the various techniques described herein may use an application
progranuning interface {API), reusable controls, and the like. Such programs
20 may be mplemented 1 a high level procedural or object oriented programming
language to communicate with a computer system. However, the program{s)
may be implemented in assembly or machine language, if desired. In any case,
the language may be a compiled or mterpreted language, and combined with
hardware implementations.

[8672]  Various embodiments may use 3GPP LTE/LTE-A IEEE 140211,

o
[

near field communication, and Bluctooth communication standards. Various
ajternative embodiments may use a variety of other WWAN, WLAN, and
WPAN protocols and standards can be used in connection with the technigues
described herein. These standards include, but are not limited to, other standards
30 from 3GPP (c.g., HSPA+, UMTS), [EEE 140216 {c.g., 1402.16p), or Bluctooth
{¢.g., Bluetooth 13.0, or like standards defined by the Bluetooth Special Interest

Group) standards families. Other applicable network configurations can be

24
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(o

20

o
[

30

mchuded within the scope of the presently described communication networks,

It will be understood that communications on such communication networks can
be facilitated using any number of personal area networks, LANs, and WANs,
using any combination of wired or wireless transmission mediums.

[6673]  The cmbodiments described above can be tmplemented mone ora
combination of hardware, firmware, and sofiware. Various methods or
technigues, or certaim aspects or portions thereof, can take the form of program
code (i.e., instructions 1424) embodied in tangible media, such as flash memory,
hard drives, portable storage devices, read-only memory (ROM), random-access
memory {(RAM), semiconductor memory devices (e.g., electrically
programmable read-only memory (EPROM), electrically erasable programmable
recad-only memory (EEPROM)}, magnetic disk storage media, optical storage
media, and anv other machine-readable storage medium or storage device 1416
wherein, when the program code s loaded into and executed by a maching 1400,
such as a computer or networking device, the machine 1400 becomes an
apparatus tor practicing the vanous techniques.

[8674] A machine-readable storage medium or other storage deviee 1416 can
imchide any non-transitorv mechanism for storing information in a form readable
bv a machine 1400 {e.g., a computer). Inthe case of program code executing on
programmable computers, the computing device can include a processor 1402, a
storage medium readable by the processor 1402 ¢including volatile and non-
volatile memory and/or storage elements), at least one input device 1412, and at
feast one output device. OUne or more programs that can implement or utilize the
various technigues described herein can use an application programming
mterface (API), reusable controls, and the like. Such programs can be
implemented in a high level procedural or object oriented programming
language to communicate with a computer system. However, the program(s) can
be implemented in assembly or machine languoage, if desired. In any case, the
language can be a compiled or interpreted language, and combined with
hardware implementations.

[8673] 1t should be understood that the functional units or capabilities

described in this specification can have been referred to or labeled as
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(o

20

o
[

30

components or modules, i order 1o more particularly cophasize their
mmplementation independence. For example, a component or module can be
implemented as a hardware circuit comprising custom very-large-scale
mtegration (VLSI) ciramits or gate arrays, off-the-shelf semiconductors such ag
logic chips, transistors, or other discrete components. A component or module
can also be implemented 1n programmable hardware devices such as field
programmable gate arrays, programmable array logic, programmable logic
devices, or the hike. Components or moduics can also be implemented in
software for execution by various types of processors 1402, An identified
component or modale of executable code can, for mstance, comprise one or
more physical or logical blocks of computer tnstructions 1424, which can, for
mstance, be organized as an object, procedure, or function. Nevertheless, the
executables of an dentified component or module need not be physically located
together, but can comprise disparate instructions 1424 stored m different
locations which, when joined logically together, compnse the component or
module and achieve the stated purpose for the component or module.

[8676] Indeed, a component or module of executable code can be a single
mstruction 1424, or many nstructions 1424, and can even be distributed over
several different code segments, among different programs, and across several
memory devices. Similarly, operational data can be identified and iHustrated
herein within components or modules, and can be embodied m any suitable form
and organized within any suitable type of data structure 1100, 1200, The
operational data can be collected as a single data set, or can be distributed over
diftferent locations includmg over ditfferent storage devices 1416, and can exist,
at least partially, merely as electronic signals on a system or network, The
components or modules can be passive or active, including agents operable to
perform desired tunctions.

[8677)  Additional examples of the presently described method, system, and
device embodiments include the following, non-limiting configurations. Each of
the following non-limiting examples can stand on #ts own, or can be combined m
any permutation or combination with any one or more of the other examples

provided below or throughout the present disclosuore.
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CLAIMS

What is claimed is:

1. User equupment (UE) for a shared packet data network (PDN)

(o

connection, the UE comprising:

flow routing circuitry configured to communicate data traffic via multiple
different communication paths as part of the shared PDN connection to a PDN
gateway.

a cellular modem configured to communicate a first portion of the data
10 traffic with the PDN gateway as part of the shared PEN connection; and

connectivity circuitry configured to communicate a second portion of the
data traffic with the PDN gateway via a second UE, wherein the second portion

of the data traffic is different than the first portion of the data traffic.

15 2. The UE of claim 1 wherein the flow routing circuitry is further
configured to receive a first intemet protocol {(IP) address assignment from the
PDN gateway, wherein the first IP address s assigned to both the UE and the

second UE by the PDN gateway.

20 3. The UE of claim 1 wheremn the flow routing circuitry 18 further
configured fo:
initiate the connection to the PDN gateway;
communicate to the PDN gateway an identifier of the UE as a host device

configured to receive network traffic via the shared PDN connection;

o
[

communicate to the PDN gateway a second identity of the second UE as
a serving device configured to communicate network traffic to the host device as

part of the shared PDN connection.

4. The UE of ¢laim 3 wherein the flow routing circuitry is further
30 configured to identify a third UK as a sccond serving device configured to
communicate network traffic to the host device as part of the shared PDN

connection; and
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wherein the connectivity circuitry is further configured to communicate a
third portion of the data traffic with the PDN gateway via the third UE, wherein
the third portion of the data traffic 1s different than the first and the second

portions of the data traffic.

5
5. The UE of claim 1| wheremn the flow routing circuitry 18 further
configured to route first data traffic from a first application of the UE based on a
set of policy data stored in a2 memory of the UE.
10 6. The UE of claim 5 wherein the set of policy data is based on one or
more of
an access point name (APN});
a destination 1P address;
a transport protocol;
I3 a Source port;
a destination port;
a bandwidth associated with each device used for the shared PDN
connection;
a lateney of cach link from the UE to the PDN gateway;
20 a power consumption associated with cach device used for the share
PDN connection;
a congestion value associated with each device used for the shared PDN
connection;
a link quality associated with each device used for the shared PDIN
25 connection;

a load balancing criteria configured by the PDN gateway; and

an application identitier for the first application.

7. The UE of claim 1 wherein the flow routing circuitry manages
30 outgoing data traffic and incoming data traffic, and wherein the flow routing
circuitry is further contigured to add a sequence number to cach outgoing

portion of the data traffic on the shared PDN connection.
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8. The UE of claim 7 wherein the sequence number for each outgoing
portion of the data traffic s added as a sequence mumber in a packet data

convergence protocol (PDCP) data unit (PDU )

(o

9. The UE of claim 1 wherein the connectivity circuitry comprises

circuitry configured for a Blaetooth connection to the second UE.

10, The UE of claim 1 wherein the connectivity circuitry comprises

10 circuttry configured for a Wi-Fi connection to the second UE.

11. The UE of claim 10 wherein the second portion of the data traffic is
configured to be commumnicated on the shared PDN connection via a long term

evolution (LTE} cellular modem of the second UE.

12, The UE of claim 10 wherein the second portion of the data traffic is
configired to be commaunicated on the shared PPN connection using a non-third

generation partnership project (3GPP) access connection of the second UE.

20 13. The UE of claim 1 wherein the flow routing circuitry is further
configured fo:
route a second portion of second data traffic using a second shared PDN
connection, wherein the second portion of the second data traffic is routed to a

third UE via the celiular modem and the connectivity circuitry 1o deliver the

o
[

second portion of the second data traffic to the third UE.
t4. The UE of claim 13 wherein the flow routing circuitry is further

configared to join the second shared PDN connection by commumicating an

wdentifier associated with the third UE to the PDN gateway.

29
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15, The UE of claim 13 wherein the flow routing circuitry is further
contigured to jom the second shared PDN connection in response to a PDN

gateway issued request to join the second shared PBN connection.

(o

16. The UE of claim 15 wherein the PDN gateway issued request is

communicated using a network based user profile associated with the third UE.

17. The UE of claim 1 wherein the first data traffic is associated with a
first application operating on the UE, and wherein the second data traffic is

10 associated with a second application operating on the UE.

18. The UE of claim 1 further comprising onc or more antennas coupled
to the connectivity circuitry, wherein the data traffic is communicated via the

one of more antennas.

19, A method for commuunication of data traffic using a shared PDN
connection, the method comprising:

communicating, by a host user equipment {UE) with a evolved packet
core (EPC) network regarding PDN sharing support;

20 establishing, using the host UE, a shared PDN connection to a PDN
gateway of the EPC network via a cellular modem of the host UE and at least
one serving UE different than the host UE;

receiving a first portion of the data traffic via the cellular modem using

the shared PDN connection;

o
[

receiving, at connectivity circuitry of the host UE, a second portion of the

data traffic via at least one serving UE using the shared PDN connection.

20. The method of claim 19 further comprising:
assembling, using flow circuitry of the host UE, the first portion of the
30 data traffic and the second portion of the data traftic mto a first assembled data

traffic; and

(78]
]
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communicating, from the flow circuitry of the host UE to an application

of the first UE, the first assembled data traffic.

21. The method of claim 19 further comprising:

(o

establishing a local connection between the host UE and the serving UE
using the connectivity circuitry of the host UE prior to establishing the shared

PON connection.

22. A non-transitory computer readable medium comprising computer
10 readable instructions that, when executed by a processor, cause a first user
equipment (UE) comprising the processor to:
establish a shared packet data network (PDN) connection to a PDN
gateway, wherein the shared PDN connection to the PDN gateway comprises a
first hink via a cellular modem of the first UE and a second link via
15 communication circuitry of the first UE to a second UE different than the first
UE; and
transmit data traffic using the shared PDIN by transmutting a first portion
of the data traffic via the cellular modem to the PDN gateway and by
transmitting a second portion of the data traffic via the communication circuitry

20 and the second UE to the PDN gateway.

23. 'The non-transitory computer readable medium of claim 22 wherein
the instructions further cause the UE to inttiate a local connection 1o the second

UE prior to establishing the shared PDN connection,

o
[

24, The non-transitorv computer readable medium of claim 22 wherein
the mstructions further cause the UE to receive a commumnication mnput via a
touchscreen device of the UE:; and

initiate the local connection and the shared PDN connection in response

30 to the communication input.

3
i
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(o

10

20

25. A packet data network (PDIN) gateway for shared PDN connections
comprising circuitry configured to:

communicate with a first host user equipment {UE) to deternine a first
host shared PDN capability;

communicate with a first serving UE to determine a first service shared
PDN capability;

gstablish a first shared PDN connection for data traffic to a first host user
equipment (UE)) wherein the first shared PDN connection comprises a first
direct link to the first host UE and a second link to the host UE via the first
SErVies;

enable communication of a first portion of the data traffic to the first host
UE via the first direct link; and

enable communication of a second portion of the data traffic to the first

host UE via the second link.

26. The PDN gateway of claim 25 further configured to assign a first

mternet protocol address to the first host UE and the first serving UE.

27. The PDN gateway of claim 25 wherein the first direct link comaprises

an evolved node B.

28. The PDN gateway of claim 25 wherein the second link comprises an

evolved packet data gateway (ePDG )

a3
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