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SYSTEMS, METHODS AND APPARATUS FOR EXCHANGING DATA
BETWEEN TELEVISION RECEIVERS OVER A WIRELESS
COMMUNICATION LINK

Background

[0001] In pay television distribution systems, such as direct satellite broadcast
systems, television receivers (also lmowﬁ as set-top boxes) often need to exchange data
with a central data collection system. For example, a central data collection system often
collects pay-per-view ordering information, hcalth and diagnostics information and the
like. Typically, a television receiver includes a modem that may communicate with a call
processing system through an analog phone line in a home. The television receiver dials
the call processing system periodically and exchanges data over the analog phone line.
However, an increasing number of users no longer have wired phone lines at home, and
thus it is a problem that television receivers are unable to communicate with the call
processing system. Thus, the television provider is unable to collect information
regarding the television receiver.

[0002] Additionally, the collection of data through telephone calls from television
receivers serves to identify piracy and fraud in the television distribution system.
Account packing is one type of piracy/fraud that may be identified by a call processing
system. Account packing involves a subscriber leasing multiple legitimate television
receivers for use in a single location and instead using the receivers in disparate locations.
For example, a satellite television subscriber may utilize one television receiver at their
home, and may allow a friend to use another television receiver at the friend’s home. In
effect, the subscriber and the friend gel two accounts while only paying for a single
account. By collecting data through telephone calls from the television receivers, the
satellite television provider may identify television receivers which are utilized in
unauthorized locations. However, the decline of home telephone lines has made the
identification of account packing and other types of fraud more difficuit for television

providers.
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Brief Description of the Drawings

[0003] The same number represents the same element or same type of element in
all drawings.

[0004] FIG. 1 illustrates an embodiment of a television distribution system.

[0005] FIG. 2 illustrates an embodiment of a television receiver of FIG. 1.

[0006] FIG. 3 illustrates an embodiment of a communication system.

[0007] FIG. 4 illustrates an embodiment of a communication network comprised
of multiple television receivers.

[0008] FIG. 5 illustrates an embodiment of a satellite broadcast system.

[000Y] FIG. 6 illustrates an embodiment of a process for communicating

information between muitiple television receivers.

Detailed Description

{0010} The various embodiments described herein generally provide apparatus,
systems and methods which facilitate the collection of data from television receivers.
More particularly, the various embodiments described herein facilitate the transmission
of data between television receivers over a wireless communication link. A first
television receiver exchanges data with a second television receiver over the wireless
communication link. The first television recciver subscquently transmits the data to a
data collection system of a television provider. The data collection system processes the
received data to analyze the operation of the first and/or second television receivers. In
short, the various embodiments described herein provide systems, methods and apparatus
for exchanging data between television receivers over a wireless communication link and
transmitting the data from at least one of the television receivers to a data collection
system.

[0011] In at least one embodiment, multiple television receivers communicate to
form a wireless network. Each television receiver comprises a node within the wireless
communication network. Data is communicated to multiple nodes and may be
transmitted to the data collection system by any of the television receivers which are
communicatively coupled to the data collection system. For example, a wireless network

may be comprised of three television receivers. In the described embodiment, the third
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television receiver is communicatively coupled to the data collection system through a
communication network, whereas the first and second television receivers are not
connected to the communication network. The first and second television receivers are
within wireless range of each other. Likewise, the second and third television receivers
are within wireless range of each other. However, the first and third television receivers
are located out of wireless range of each other. The first television receiver exchanges
data with a second television receiver. Subsequently, the second television receiver
exchanges the data with the third television receiver. The third television receiver
maintains a database of neighboring television receivers and transmits portions of the
database to the data collection system. The data collection system processes the data to
analyze the operation of the television receivers.

|0012] Thus, the first, second and third television receivers form a local
communication network for transmitting data from any television receiver to the data
collection system. In accordance with the described embodiment, a data collection
system may receive data from television receivers which are not connected to a telephone
network, the internet or other types of communication networks. Thus, the data
collection system may analyze the operating conditions of a television receiver based on
data that was previously inaccessible to the data collection system. Further, information
regarding the nodes of the local communication network may be utilized to approximate
the location of a television receiver. The approximated location of a television receiver
may be utilized to detect account packing, piracy and other types of frauds perpetuated by
users of the television distribution system.

[0013] FIG. 1 illustrates an embodiment of a television distribution system 100.
The tclevision distribution system 100 includes a content source 102, a first television
receiver 104, a presentation device 106, a data collection system 108, a communication
network 110 and a second television receiver 112. Each of these elements will be
discussed in greater detail below. Further, the television distribution systern 100 may
include other elements, components and/or devices not illustrated for the sake of brevity.

[0014] The content source 102 is operable for receiving, generating and P
communicating content to one or more television receivers 104 and 112. The content to

be received, processed, outputted and/or communicated may come in any of various
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forms including, but not limited to, audio, video, data, information, or otherwise. Though
FIG. 1 illustrates multiple television receivers 104 and 112, the description regarding the
transmission of content from the content source 102 will be focused on the delivery of
content to the television receiver 104, However, it is to be appreciated that a similar
transmission process may be applied to transfer content from the content source 102 to
the television receiver 112.

[0015] In at least one embodiment, the content source 102 is operable for
receiving various forms and types of content from other sources, aggregating the content
and transmitting the content to the television receivers 104 and 112. Itis to be
appreciated that the content source 102 may receive practically any form and/or type of
information from one or more sources including streaming television programming,
recorded audio or video, electronic programming guide data and the like. Exemplary
content sources 102 include television distribution systems (e.g., over-the-air
transmission facilities, cable television distribution head-ends and satellite television
uplink centers), broadband or internet servers and the like.

[0016] The first television receiver 104 is aperable to receive content from the
content source 102, and to output the received content for presentation by the
presentation device 106. In at least one embodiment, the presentation device 106 is a
display device (e.g., a television) configurcd to display content to a user. The first
television receiver 104 may receive an audio/video stream in any format (e.g., analog or
digital format), and output the audio/video stream for presentation by the presentation
device 106. For example, the television receiver 104 may be a satellite, cable, over-the-
air, broadband or other type of television receiver that receives and demodulates
tclevision signals that are outputted for display on a display device (¢.g., a television). As
used herein, a television receiver may also be referred to as a set-top box, which is a
television receiver that is located externally with respect to a display device. The first
television receiver 104 may be further configured to output menus and other information
that allow a user to control the output of video content by the first television receiver 104.
In some embodiments, the first television receiver 104 and the presentation device 106
may be integrated as a device combining the functionality of a display device and a set-

top box, digital video recorder (DVR) or the like.
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[0017] The first television receiver 104 is further operable to generate or
aggregate data for transmission to the data collection system 108. The data to be
received, processed, outputted and/or communicated may come in any of various forms
including, but not limited to, audio, video, text, data, information, or otherwise. For
example, the first television receiver 104 may aggregate data regarding the output of
video content by the first television receiver 104 as well as the general operating
conditions of the first television receiver 104. For example, the aggregated data may
include various types of data generated by a television receiver, including pay-per-view
ordering information, demographic information, hcalth and diagnostic information,
quality of service/signal reception information, account information and the like. The
health and diagnostics information may be augmented by performance statistics,
including whether the television receiver 104 is overheating, the processor speed for the
television receiver 104 and/or the space utilized on a hard drive of other storage medium
éf the tclevision receiver 104, [n at least one embodiment, the information includes
power statistics, e.g., information regarding when a particular television receiver is
powered on/powered off. The information may further include data regarding what time
of day (if ever) that a particular television receiver is unplugged/disconnected from a
power supply. Such information may indicate a user that is attempting to restrict the
transmission of data from a television receiver to the data collection system 108.

[0018] The first television receiver 104 is further configured to wirelessly
communicate with other television receivers 112 within wireless range of the first
television receiver 104. More particularly, the first television receiver 104 communicates
with the second television receiver 112 to exchange data. In at least one embodiment, the
television receivers 104 and 112 exchange the data aggregated by the first television
receiver 104. Likewise, the second television receiver 112 may aggregate similar data,
which is also exchanged between the television receivers 104 and 112. The exchanged
data may include other information which is described in further detail below.

[0019] The television receivers 104 and 112 may communicate using any type of
wireless communication link utilizing any type of wireless frequency and/or protocol.
For example, the television receivers 104 and 112 may communicate over unlicensed

radio frequencies or channels, such as citizens band radio (CB-Radio) (e.g., the 27 MHz
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band) or Family Radio Service (FRS). In other embodiments, the television receivers
104 and 112 may communicate using other frequencies and protocols, such as WiFi,
Ultra Wide Band (UWB) and the like. It is to be appreciated that the protocol and/or
frequency of the wireless communication link frequency may be selected based on
desired design criteria.

[0020] In at least one embodiment, the second television receiver 112 is similar to
the first television receiver 104. ‘The second television receiver 112 receives content
from the content source 102 and outputs the received content to an associated
presentation device (not shown in FIG. 1). The content received by the second television
receiver 112 may be the same as and/or different than the content received by the first
television receiver 104, In at least one embodiment, the first television receiver 104 is in
a location that is disparate with respect to the second television receiver 112. Itisto be
appreciated that the distance between the television receivers 104 and 112 may be less
than or equal to the wireless range of the television receivers 104 and 112.

[0021] The communication network 110 is operable to communicatively couple
the first television receiver 104 to the data collection system 108. The communication
network 110 may provide any type of connectivity to the first television receiver 104.
For example, the communication network 110 may provide telephone connectivity to the
first television receiver 104 in at least one embodiment. In another embodiment, the
communication network 110 provides internet connectivity to the first television receiver
104.

[0022] The communication network 110 may utilize any desired combination of
wired (e.g., cable and fiber) and/or wireless (e.g., cellular, satellite, microwave, and other
types of radio frequency) communication mediums and any desired network topology (or
topologies when multiple mediums are utilized). Exemplary communication networks
include wireless communication networks (¢.g., ccllular telephone or WiMax), public
switched telephone networks (PSTN), and local area networks (LAN) or wide area
networks (WAN) providing data communication services.

[0023] The data collection system 108 may be any type of device, system or
combination of devices or systems that receive data from a remotely located television

receiver 104 over the communication network 110. The data collection systemn 108 may
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be further operable to transmit data to the television receiver 104 over the communication
network 110. For example, the data collection system 108 may comprise a call
processing system that receives data from the first television receiver 104 through a
PSTN. In anothcr cmbodiment, the data collection system 108 comprises a server that
receives data from the first television receiver 104 over the internet or other type of data
communication network. The first television receiver 104 establishes a communication
link with the data collection system 108 through the communication network 110 and
transmits data to the data collection system 108. More particularly, the first television
receiver lb4 transmits the data aggregated by the second television receiver 112 to the
data collection system 108. In at least one embodiment, the data aggregated by the
second television receiver 112 is transmitted by the first television receiver 104 to the
data collection system 108 in association with the data aggregated by the first television
receiver 104,

[0024] The data collection system 108 processes the data from the first television
receiver 104 to analyze the output of the audio/video content by the television receivers
104 and 112. For example, the data may include pay-per-view ordering information or
other usage data, and the data collection system 108 may generate bills for users of the
television receivers 104 and 112 based on the received data. In some embodiments, the
data includes health and diagnostics information regarding the television receivers 104
and 112, and the data collection system 108 processes the data to identify operating
problems of the first television receiver 104 and/or the second television recciver 112, In
at least one embodiment, the health and diagnostics information is associated with data
regarding the quality of service of the reception of channels/video content outputted by
the first television receiver 104, As described in further detail below, the data collection
system 108 may analyze the data from the first television receiver 104 to determine
locations of the television receivers 104 and 112. The locations of the television
receivers 104 and 112 may be utilized to identify piracy, fraud, unauthorized usage,
programming tht;t the television receivers 104 and 112 are authorized to outi:ut and the
like. _

[0025] FIG. 2 illustrates an embodiment of a television receiver of FIG. I. FIG. 2

will be discussed in reference to the television distribution system 100 illustrated in FIG.
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1. The television receiver 104A includes an input module 202, a wireless interface
module 204, a processor 206 and a network interface module 208. Each of these
components will be discussed in greater detail below. The television receiver 104A may
include other elements, such as a storage medium, a remotc control interface and the like
which are not illustrated for the sake of brevity of the discussion.

[0026] The input module 202 is operable to receive the video input 210 from the
content source 102 (see FIG. 1). In at least one embodiment, the input module 202
comprises a tuner operable to receive and tune any type of television signal. For
example, the input module 202 may receive an over-the-air broadcast, a direct broadcast
satellite signal or a cable television signal and tune the video input 210 to extract selected
television programming. In at least one embodiment, the input module 202 is
cdmmunicatively coupled to a satellite antenna (not shown in FIG. 2) to receive satellite
television broadcasts from a satellite.

[0027] The processor 206 is operable to control the operation of the television
receiver 104A. The processor 206 may be a single processing device or a plurality of
processing devices that cooperatively operate to control the operation of the television
receiver 104A. The processor 206 may include various components or modules for
processing and outputting video content. Exemplary components or modules for
processing video content include a demodulator, a decoder, a decompressor, a conditional
access module and a transcoder module.

[0028] The processor 206 processes the video input 210 to generate a video
output stream 212, The video output stream 212 is outputted to the presentation device
106 (see FIG. 1) for presentation to a user. The processor 206 may incorporate circuitry
1o output the audio/video streams in' any format recognizable by the presentation device
106, including composite video, component video, Digital Visual Interface (DVI) and
High-Definition Multimedia Interface (HDMI). The processor 206 may also incorporate
circuitry to support multiple types of these or other audio/video formats. In at least one
embodiment, the television receiver 104 may be integrated with the presentation device
106, and the processor 206 may be operable to control the presentatioﬁ of the video

output stream 212. The processor 206 may further aggregate data regarding the output of
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the content, such as ordering information, demographic information, health and
diagnostic information regarding the television receiver 104A and the like.

[0029] The wireless interface module 204 is operable to wirelessly communicate
‘with other television receivers 112 (see FIG. 15. The wireless interface module 204 may
communicate with a second television receiver 112 over any type of wireless
communication link. In some embodiments, a satellite antenna utilized by the television
receiver 104A to receive television programm}ng may be additionally utilized by the
wireless interface module 204 to receive/transmit data with other television receivers 112.
More particularly, the satellite antenna may include an integrated wireless antenna
operable to communicate with the wireless communication network 112. Thus,
interference caused by walls and other obstacles is minimized by the placement of the
antenna utilized by the wireless interface module 204.

[0030] In at least one embodiment, the wireless interface module 204 is operable
to discover other television receivers 112 within wireless range and initiate a
communication with the other television receivers 112. The wireless interface module
204 may discover other television receivers 112 by initially and/or periodically
broadcasting a discovery request to other television receivers 112 within wireless range.
Similarly, the wireless interface module 204 may be operable to respond to discovery
requests from other television receivers 112. The wireless interface module 204 may
further operate to store information regarding the other television receivers 112 on a
storage medium (not shown) of the television receiver 104A for subsequent utilization.

[0031} In at least one embodiment, the wireless interface module 204 operates to
exchange data with the second television receiver 112, More particularly, the wireless
interface module transmits output data 214 to the second television receiver 112 and
receives input data 216 from the second television receiver 112, The output data 214
comprises the data aggregated by the processor 206. The output data 214 may further
comprise data aggregated by other television receivers in communication with the
television receiver 104A. For example, the output data 214 may comprise data
aggregated by a third television receiver (not shown in FIGS. 1-2), which is transmitted

to the television receiver 104A.
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[0032] The input data 216 comprises data aggregated by the second television
receiver 112. Similarly, the input data 216 may comprise data aggregated by another
television receiver besides the television receivers 104A and 112. For example, the
sccond tclevision receiver 112 may store a database of information regarding other
television receivers within wireless range. For example, the other television receivers
within wireless range of the television receiver 104A are of a first degree in relation to
the television receiver 104A. Further, each database may include the same or similar
type of information regarding other television receivers as exchanged between the
television receivers 104A and 112, The television receivers within wireless range of the
television receiver 104A may be different than the television receivers within wireless
range of the television receiver 112. Thus, the databases of the television receivers 104A
and 112 may be different. When exchanging data, the television receivers 104A and 112
may exchange portions of the databases regarding other television receivers within
wireless range.

[0033] Thus, the wireless interface module 204 may receive first degree data
regarding the second television receiver 112 and second degree data regarding another
television receiver that is not in direct communication with the television receiver 104A.
The television receiver 104A may utilize the received information regarding other
television receivers to build a database of the neighbors of the television receiver 112.
The database may be extended several degrees, allowing the television receiver 104A to
store information regarding its neighbors (e.g., the television receiver 112), the neighbors
of'its neighbors and so forth.

[0034] In at least one embodiment, the input data 216 may include third degree
data regarding a television receiver that is not in direct communication with either of the
first or second television receivers 104A and 112. Thus, in effect, the television receiver
112 transmits a portion of its stored databasc to the wircless intcrface module 204, The
second television receiver 112 may transmit any number of degrees of data to the
wireless interface module 204 depending on desired design criteria. For example, each
television receiver 104A and 112 may store three degrees of data in its database, and may
be operable to exchange two degrees of its database with other television receivers within

wireless range.
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[0035] The network interface module 208 is operable to transmit collected data
218 to the data collection system 108 through the communication network 110. The
network interface module 208 may comprise any type of device for transmitting the
collccted data 218 to the data collection system 108 (see FIG. 1) over any type of
communication network. In at least one embodiment, the collected data 218 includes the
input data 216 and the data aggregated by the processor 206. The collected data 218 may
include other data, such as data received from additional television receivers. In at least

" one embodiment, the processor 206 selects a subset of the aggregated data, the input data
216 and other types of data for transmission to the data collection system 108.

[0036] In at least one embodiment, the network interface module 208 comprises a
modem that transmits data to the data collection system 108 through a telephone network.
In other embodiments, the network interface module 208 comprises a broadband
connection (e.g., an Ethernet port or the like) for transmitting data to the data collection
system 108 over an internet connection. In some embodiments, the network interface
module 208 communicates with the data collection system 108 over a wireless telephone
network. For example, the network interface module 208 may transmit short message
service (SMS) messages and the like through the wireless telephone network.

[0037] It is to be appreciated that user disablement or tampering with the wireless
interface module 204 may frustrate the flow of data through the television distribution
system 200. An unscrupulous user may attempt to disable the wireless interface module
204, restricting the flow of information from the television receiver 104A. For cxample,
a network interface module 208 may be unconnected from the communication network
110, and a user may disahle the wireless interface module 204 to prevent the transmission
of usage information to the data collection system 108 via other television receivers 112,
To prevent tampering with the wireless interface module 204, the processor 206 may be
operable to optionally detect that the wircless interface module 204 has been disabled and
responsively disable the output of video content.

[0038] Those of ordinary skill in the art will appreciate that the various functional
elements 202 through 208 shown as operable within the television receiver 104A may be
combined into fewer discrete elements or may be broken up into a larger number of

discrete functional clements as a matter of design choice. Thus, the particular functional
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decomposition suggested by FIG. 2 is intended merely as exemplary of one possible
functional decomposition of elements within the television receiver 104A.

{0039] In at least one embodiment, the data collection system 108 comprises a
call processing system that receives data from a television receiver 104 over a telephone
network. FIG. 3 illustrates an embodiment of a communication system 300. More
particularly, FIG. 3 illustrates the details of a call processing system 108A that receives
data from a television receiver 104 over a telephone network 110A. The communication
system 300 includes a television receiver 104, a telephone network 110A and a call
processing system 108A. The call processing system 108A includes an interface module
302, a processor 304 and a storage medium 306. Each of these components will be
discussed in greater detail below. The discussion of components common to FIGS. 1-2 is
omitted herein for the sake of brevity, and the communication system 300 may comprise
other elements, components or devices not illustrated for the sake of brevity.

{0040] The call processing system 108A may be any type of device, system or
combination of devices or systems that receives data from a remotely located television
receiver 104 over a telephone network 110A. The television receiver 104 initiates a
phone call to the call processing system 108A to exchange data. An interface module
302 of the call processing system 108A is communicatively coupled to the telephone
network 110A to receive the phone call.

[0041] The interface module 302 may comprise any type of telephone connection
(e.g., a modem) for recciving the phone call. In at least one embodiment, the interface
module is communicatively coupled to a public switched telephone network (PSTN) (not
shown) in communication with the communication network 110. The interface module
302 processes a received signal in the phone call to extract data and convert the data into
a digital format.

[0042] The storage medium 306 of the call processing system 108A is configured
to store any type of data utilized by the call processing system 108A. The storage
medium 306 may be any type of storage device, including hard drives, flash memory,
tapes, optical storage devices and the like. Further, the storage medium 306 may include
any number of storage devices that are physically and/or logically partitioned. In at least

onc embodiment, the storage medium 306 stores data regarding the television receiver
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104. For example, the television receiver 104 may be a satellite television receiver and
the data stored on the storage medium may include account information, pay-per-view
ordering information, health and diagnostics information and the like.

[{0043] The processor 304 of the call processing system 108A is opcerable for
controlling the operation of the call processing system 108A. The processor 304 may be
a single processing device or a plurality of processing devices that cooperatively operate
to control the operation of the call processing system 108A. In at least one embodiment,
the processor 304 reccives the digital format data from the interface module 302 and
associates the digital format data with stored information regarding the television receiver
104. For example, if the data includes video ordering information regarding the
television receiver 104, then the processor 304 may update account information regarding
a user of the television receiver 104 based on the video ordering information. In other
embodiments, the data may include demographic information or health and diagnostic
information regarding the television receiver 104 that is stored and ultilized by the
processor 304,

[0044] The processor 304 and/or related systems may be operable to perform
further processing ot the data received trom the television receiver 104. For example, the
processor 304 may generate a bill for a user of the television receiver 104 based on the
received video ordering information. If the received data includes health and diagnostic
information, then the processor 304 may analyze the data to identify potential problems
with the television receiver 104,

|0045] In at least one embodiment, the received data is utilized to identify
locations of the television receivers. For example, the processor 304 may identify the
location of the television receiver 104 based on caller ID data or the like. The processor
304 may further identify that the received data includes information regarding a second
television receiver 112 (see FIG. 1) that is located one degree from thc tclevision receiver
104. If the wireless range of the television receiver 104 is known, then the location of the
second television receiver 112 may be approximated by the processor 304.

[0046] The processor 304 may perform further processing and analysis regarding
the identified location of the second television receiver 112. In at least one embodiment,

the processor 304 may identify whether the second tclevision recciver 112 is authorized
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for utilization in that particular location. For example, the processor 304 may identify
account packing issues with the television receiver 112. In other situations, a television
provider may authorize a receiver in a first market (e.g., Chicago), but a user may move
the television receiver 112 to a second market (e.g., Phoenix) to receive out-of-market
programming in Phoenix. Thus, the processor 304 may identify this unauthorized use of
the television receiver 112.

{0047] After identifying the unauthorized use of the television receiver 112, the
processor 304 may generate messages and commands for the television receiver 112 to
rectify or climinatc the unauthorized use. For example, the processor 304 may generate
messages for transmission to the television receiver 112 that request disablement of the
output of video content by the television receiver. In at least one embodiment, the
message may be delivered in association with the video content. For example, the
disablement message may be transmitted by a content source 102 multiplexed with video
content and/or other data transmitted to the television receiver 112. In other
embodiments, the disablement message may be transmitted from the processor 304 to the
television receiver 112 through the communication network 110 and/or other television
receivers 104.

[0048] In at least one embodiment, the processor 304 utilizes the location
information to identify programming that the second television receiver 112 is authorized
to output for presentation. For example, the processor 304 may identify the approximate
zip code location of the second television receiver 112 and identify programming
authorized in that location (c.g., local channels). The processor 304 generates an
authorization message which is transmitted to the second television receiver 112. The
second television receiver 112 utilizes the authorization message to identify the video
content authorized for output by the second television receiver 112, The authorization
message may be transmitted similarly to the disablement message described above. If the
television receiver 112 is outputting channels that the ielevision receiver 112 is not
authorized to present in a particular location, then the processor 304 may generate
messages which are transmitted to the television receiver 112 1o restrict the output of the

unauthorized channels.
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[0049] Those of ordinary skill in the art will appreciate that the various functinnal
elements 302 through 306 shown as operable within the call processing system 108A
may be combined into fewer discrete elements or may be broken up into a larger number
of discrete functional clements as a matter of design choice. Thus, the particular
functional decomposition suggested by FIG. 3 is intended merely as exemplary of one
possible functional decomposition of elements within the call processing system 108A.

[0050] As described above, a communication network may be comprised of
multiple television receivers that wirelessly communicate together. Thus, a single
television receiver may collect information regarding the immediate neighbors of the
television receiver (e.g., a first degree), as well as additional degrees of television
receivers which are not within wireless range. FIG. 4 illustrates an embodiment of a
communication network comprised of muitiple television receivers. The communication
network 400 includes multiple television receivers 402A-402D, a communication
network 404 and a data collection system 406. Each of these components will be
discussed in greater detail below. The communication network 400 may include other
elements, components or devices not illustrated for the sake of brevity. _

[0051] A television receiver 402A is communicatively coupled with the data
collection system 406 through the communication network 404. Thus, ihe television
receiver 402A may directly communicate datla with the data collection system 406. By
contrast, the television receivers 402B-402D are not communicatively coupled with the
data collection system 406, and may not directly transmit data to the data collection
system 406.

[0052] Each television receiver 402A-402D is operable to exchange data with the
other television receivers 402A-402C within wireless range. In the illustrated
embodiment, the television receiver 402A is able to wirelessly communicate with
television receivers 402B and 402C. The television receivers 402B and 402C are able to
wirelessly communicate with each of the other television receivers 402A-402D. Each
television receiver 402A-402D apgregates data regarding its output of audio/video
content and operating conditions. The data aggregated by the television receiver 402A is

designated herein as first data, whereas the data aggregated by each of television
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receivers 402B-402D is designated as second data, fhird data and fourth data,
respectively.

[0053] The television receiver 402A transmits the first data to the television
recciver 402B, and the television receiver 402A also receives the second data from the
television receiver 402B. Similarly, the television receiver 402A transmits the first data
to the television receiver 402C and receives the third data from the television receiver
402C. If the television receiver 402A communicates with the television receiver 402C
after communicating with the television receiver 402B, then the television receiver 4024
may also transmit the second data to the television receiver 402C in association with the
first data. Thus, the television receiver 402C receives two degrees of data from the
television receiver 402A.

[0054] Similarly, the television receiver 402C may transmit other degrees of data
to the television receiver 402A. For example, the television receiver 402C may have
received the fourth data from the television receiver 402D, and may transmit the fourth
data to the television receiver 402A. Thus, the television receiver 402A receives a first
degree of data (regarding the television receiver 402C) and a second degree of data
(regarding the television receiver 402D). After communicating with the television
receivers 402B and 402C, the television receiver 402A transmits the first data, the second
dala, the third data and the fourth data to the data collection system 406. As described
above, the data collection system 406 utilizes the received data to analyze the output of
audio/video content by each of the television receivers 402A-402D.

[0055] In at least one embodiment, a television receiver 402A-402D méy be
operable to discard or ignore received data which is a specified number of degrees away
from the television receiver 402A. In other embodiments, a television receiver 402A-
402D may not transmit data to other television receivers 402A-402D if the data is of a
specified number of degrees away from the tclevision receiver 402A. For example, the
television receiver 402D may receive fifth data from a television receiver out of the
wircless range of the television receivers 402 A-402C, and may transmit the fourth and
fifth data to the television receiver 402C. From the perspective of the television receiver
402D, the fifth data is of a first degree. From the perspective of the television receiver

402C, the fifth data is of a sccond degrec, and from the perspective of the television
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receiver 402A is of a third degree. In at least one embodiment, the television receiver
402C may be operable to transmit the fourth data to the television receiver 402A, but may
not transmit the fifth data to the television receiver 402A. In other embodiments, the
television receiver 402C may transmit the fifth data to the television receiver 402A, but
the television receiver 402A may not transmit the fifth data to the data collection system
406 because the data is too many degrees away from the transmitting device. It is to be
appreciated that the number of degrees utilized for ignoring data may be selected based
on desired design criteria.

[0056] In the illustrated embodiment, a television receiver 402A-402D may
receive the same sct of data from multiple sources. In at least one embodiment, a
television receiver 402A-402D may be operable to discard a set of data which is of a
higher degree. For example, the television receiver 402A may receive the second data
from the television receiver 402B. The television receiver 402 A may also receive the
second data from the television receiver 402C. Thus, the television receiver 402A may
transmit the directly received second data to the data collection system 406, as it is the
most likely accurate data regarding the television receiver 402B.

[0057} Similarly, the data collection system 406 may receive the same data or
substantially the same data from multiple television receivers 402A-402B. For example,
each of the television receivers 402A-402D may generate, receive and/or store the first
data, the second data, the third data and the fourth data. Further, a plurality of the
television receivers 402A-402B may be communicatively coupled to the data collection
system 406 through the communication network 404. Thus, the data collection system
406 may receive multiple copies of the first data, the second data, the third data and the
fourth data. The copies may be of the same degree (e.g., the television receivers 402A
and 402C may each transmit the second data to the data collection), or of different
degrees (c.g., the television receivers 402 A and 402C may cach transmit the first data to
the data collection system 406). Thus, the data collection system 406 may apply various
rules to determine which co;;y of the duplicate data to utilize for processing purposes.

(0058] In at least one embodiment, the data collection system 406 selects the
copy of the data having the lowest degree. For example, the first data received from the

television receiver 402A is more likely accurate than the first data received from the
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television receiver 402C. In other embodiments, the data collection system 406 compares
each copy of the data to identify anomalies or other indications of tampering. For
example, the first data received from the television receiver 402A may indicate that no
pay-per-view movies have been ordered through the television receiver 402A, whereas
the first data received from the television receiver 402C may indicate that a user of the
television receiver 402A has ordered multiple pay-per-view movies. Thus, it is likely

that a user has tampered with the first data received trom the television receiver 402A,
and the data collection system 406 may select to process the higher degree first data
instead of the lowest degree copy of the first data.

[0059} FIG. S illustrates an embodiment of a satellite broadcast system 500. The
satellite broadcast system 500 includes a transmission network 502, an uplink system
504, a satellite 506, a first satellite antenna 508, a content source 510, a first television
receiver 512, a first display device 514, a second satellite antenna 516, a data collection
systern 518, a second television receiver 520, a second display device 522 a telephone
network 524. Each of these components will be discussed in greater detail below.
Discussion of components common to FIGS. 1-4 is omitted for the sake of brevity.

[0060] Satellite broadcast system 500 includes a content source 510 in signal
communication with an uplink system 504 of a transmission network 502. The content
source 510 provides the uplink system 504 with television programs that are transmitted
to a first television receiver 512. Television programs may be broadcast by the
transmission nctwork 502 to the first television receiver 512, A television program may
be embodied as MPEG-2, MPEG-4 or other digital video signals, analog or baseband
signals, and/or other video data on a channel of the satellite broadcast system 500.

[0061] Satellite broadcast system 500 further comprises a satellite 506 in signal
communication with the uplink system 504. The satellite 506 broadcasts television
programs rcceived from the uplink system 504, The satellite broadcast system 500
further comprises first and second satellite antennas 508 and 516 that receive the
television program broadcast from the sateliite 506. The first satellite antenna 508 is in
signal communication with the first television receiver 512, and provides the first
television receiver 512 with a television program. A broadcast television program is

rcceived by the first television receiver 512 and outputted for presentation on the first
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display device 514. Similarly, the second satellite antenna 516 is in signal

communication with the second television receiver 520, and provides the second

television receiver 520 with a television program. A broadcast television program is

received by the second television receiver 520 and outputted for presentation on the
- second display device 522.

[0062] As described above, the first and second television receivers 512 and 520
exchange information, and the television receiver 512 transmits the information to the
data collection system 518 through the telephone network 524. The data collection
system 518 analyzes the received data to determine information regarding the first and
second television receivers 512 and 520. For example, the data collection system 518
may identify that the television receiver 520 is operating in an unauthorized location.
The data collection system 518 generates a disablement message for transmission to the
second felevision receiver 520 through the transmission network 502. The second
television receiver 520 receives the disablement message and responsively disables the
output of the video content. Thus, a user is no longer able to utilize the second television
receiver 520 in the unauthorized location.

[0063] FIG. O illustrates an embodiment of a process tor communicating
information between multiple television receivers. More particularly, the process of FIG.
6 allows a television receiver to communicate data (o a data collection system indirectly
through another television receiver within wireless range. The process of FIG. 6 may
include other operations not illustrated for the sake of brevity.

[0064] The process includes establishing a wireless connection between a first
television receiver and a second television receiver (operation 602). In at least one
embodiment, the wireless connection is established responsive to discovery requests by
the first or second television receivers. In other embodiments, the television receivers
may have previously communicated, and the wireless connection may be established
responsive to a pre-determined schedule or other event,

[0065] The process further includes exchanging data between the first television
receiver and the second television receiver (operation 604). The first television receiver
may transmit first data to the second television receiver, Similarly, the second television

receiver may transmit second data to the first television receiver. In some embodiments,
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the data exchanged may include information regarding a third television receiver not
involved in the data exchange.

[0066] The process further includes transmitting at least some of the data from the
first t/clcvision receiver to a data collection system (operation 606). The data collection
system utilizes the data to determine information regarding the second television receiver.
In effect, the first television receiver acts as a communication node between the second
television receiver and the data collection system. 'The data collection system may then
perform various analyzation functions, such as generating bills, identifying piracy/fraud,
identifying programming authorized at the location of the second television receiver,
identifying operating problems of the sccond television receiver and the like.

[0067]) Although specific embodiments were described herein, the scope of the
invention is not limited to those specific embodiments. The scope of the invention is

defined by the following claims and any equivalents therein.
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Claims
[ claim:
1. A television receiver comprising;

an input module that receives video content from a content source;

a processor communicatively coupled to the input module that outputs the video

content for presentation on a presentation device,

a wireless interface module communicatively coupled to the processor that:
establishes a wireless connection with a second television receiver;
exchanges first data with the second-television receiver, the first data

including information regarding the second television receiver; and

a network interface module that transmits the first data to a data collection system

through a communication network.

2. The television receiver of claim 1, wherein the processor aggregates second data
regarding the output of the video content and wherein the network interface module

transmits the second data to the data collection system in association with the first data.

3. The television receiver of claim 2, wherein the wireless interface module
transmits the second data to the second television receiver in association with exchanging

the first data.

4, The television receiver of claim 1, wherein the data collection system comprises a
call processing system, and wherein the network interface module comprises a modem

that transmits the first data to the call processing system over a telephone network.
5. The television receiver of claim 1, wherein the network interface module
comprises a broadband connection that transmits the first data to the data collection

system over an internet connection.

6. The television receiver of claim 1, wherein the first data received from the second

television receiver includes second information regarding a third television receiver.
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7. The television receiver of claim 1, wherein the processor detects that the wireless
interface module has been disabled and responsively disables the output of the video

content.

8. A communication network comprising:
a data collection system;

- a first television receiver including a first processor that generates first data
associated with the output of first audio/video content received from a content source;
and

a second television receiver including:

a wireless module that receives the first data from the first television

_receiver;

a second processor communicatively coupled to the wireless module that
generates second data associated with the output of second audio/vidco content
received from the content source; and

a network interface module communicatively coupled to the processor that
transmits the first data and the second data to the data collection system;
the data collection system operable to process the first data and the second data to

analyze the output of the first and second audio/video content by the first and second

television receivers.

9. The communication network of claim 8, wherein the wireless module is
communicatively coupled to a wireless antenna integrated with a satellite antenna, and

whercin the wireless module receives the first data through the wireless antenna.

10. The communication network of claim 8, wherein the data collection system

processes the first data to identify operating problems of the first television receiver.
1. The communication network of claim 8, wherein the data collection system

processes the first data and the second data to determine a location of the first television

receiver.

22



WO 2009/148806 PCT/US2009/044300

12. The communication network of claim 8, wherein the data collection system
processes the first data and the second data to identify programming that the first

television receiver is authorized to output for presentation.

13. The communication network of claim 8, wherein:

the data collection system determines that third data has been received from the
first television receiver, the first and third data being substantially similar;

the data collection system processing the third data in place of the first data to

analyze the output of the first audio/video content by the first television receiver.

14. The communication network of claim 8, further comprising:

a third television receiver that wirelessly transmits third data to the first television
receiver;

the first television receiver transmitting the third data wirelessly to the wireless
module of the sccond television receiver;

the network intertace module transmitting the third data to the data collection
system in association with the first data and the second data;

the data collection sysfem further processing the third data to analyze the output

of third audio/video content by the third television receiver.

15. The communication network of claim 14, whercin the data collection system
receiVes fourth data from the third television receiver, the data collection system

comparing the third data with the fourth data to determine an accuracy of the fourth data.

16. A method for communicating information between multiple telcvision receivers,
the method comprising: _
establishing a wireless connection between a first television receiver and a second
television receiver;
exchanging data between the first television receiver and the sccond television

receiver; and
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transmitting the data from the first television receiver to a data collection system
through a communication network, wherein the data collection system utilizes the data to

determine information regarding the second television receiver.

7. The method of claim 16, wherein exchanging data further comprises:
transmitting first data from the first television receiver to the second television
receiver; and
receiving second data, at the first television receiver, from the second television

receiver.

18.  The method of claim 16, wherein transmitting the data further comprises:
establishing a telephone call between the first television receiver and a call
processing system; and

transmitting the data during the phone call.

19. The method of claim 16, wherein transmitting the data further comprises:
establishing an internet connection between the first television receiver and the
data collection system; and

transmitting the data through the internet connection.

20.  The method of claim 16, wherein exchanging the data further comprises:
receiving information, at the first television receiver, from the second television

receiver, the information regarding a third television receiver.

21.  The method of claim 16, further comprising:
processing the first data, at the data collection system, to generate a bill for a user

of the first television receiver.
22, The method of claim 16, further comprising:

processing the first data, at the data collection system, to identify operating

problems of the first television receiver.
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23. The method of claim 16, further comprising:
processing the first data and the second data, at the data collection system, to

determine a location of the first television receiver.

24, The method of claim 16, further comprising:
processing the first data and the second data, at the data collection system, to
identify programiming that the first television receiver is authorized to output for

presentation. -

25. The method of claim 16, further comprising:
processing the first data, at the data collection system, to identify when the first

television receiver is powered on.
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