wo 2014/140952 A1 [N I 00O R 0 0O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2014/140952 A1l

18 September 2014 (18.09.2014) WIPO I PCT
(51) International Patent Classification: NAMURTHY, Rajaram; IBM Corporation, 2455 South
HO4L 29/06 (2006.01) Road, Poughkeepsie, New York 12601-5400 (US).
(21) International Application Number: (74) Agent: WILLIAMS, Julian; IBM United Kingdom Lim-
PCT/IB2014/058897 ited, Intellectual Property Law, Hursley Park, Winchester
(22) International Filing Date: Hampshire SO21 2JN (GB).
11 February 2014 (11.02.2014) (81) Designated States (unless otherwise indicated, for every
. . kind of national protection available). AE, AG, AL, AM,
(25) Filing Language: English AO, /{T, AU, AZ BA, BB, BG, BH), BN, BR, BW, BY,
(26) Publication Language: English BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(30) Priority Data: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
13/833,798 15 March 2013 (15.03.2013) us KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
(71) Applicant: INTERNATIONAL BUSINESS MA- MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
CHINES CORPORATION [US/US]; New Orchard OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, 54,
Road, Armonk, New York 10504 (US). SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™M,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
(71) Applicants (for MG only): IBM UNITED KINGDOM ZW.
LIMITED [GB/GB]; PO Box 41, North Harbour, North . L
Harbour, Portsmouth Hampshite PO6 3AU (GB). IBM (84) D.e51gnated. States (unle.ss othef"wzse indicated, for every
(CHINA) INVESTMENT COMPANY LIMITED kind of regional protection available): ARIPO (BW, GH,
[CN/CNT; 25/F, Pangu Plaza, No.27, Central North 4th GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
Ring Road, Chaoyang District, Beijing 100101 (CN). UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, T,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
(72) Inventors: DECUSATIS, Casimer; IBM Corporation, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,

M/P P343 Bldg 706-2 WG02, 2455 South Road, Pough-
keepsie, New York 12601-5400 (US). KRISH-

MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: DYNAMIC PORT TYPE DETECTION

(57) Abstract: An aspect includes dynamic
port type detection. A link initialization
frame that includes a protocol identifier is
received at a port of a switch. Based on
successtully decoding the protocol identifi-
er, the port is configured to a mode of op-
eration compatible with the protocol identi-
fier. A table in the switch is updated to
configure one or more other ports of the
switch to the mode of operation compatible
with the protocol identifier. A handshake
response is sent to acknowledge the suc-
cessful decoding of the protocol identifier.
If no handshake response is received at a
server prior to expiration of a wait pulse re-
petition time, the server periodically trans-
mits the link initialization frame with a dit-
ferent protocol identifier for an alternate
mode of operation until the handshake re-
sponse is received or all supported modes
of operation are checked.



WO 2014/140952 A1 W00V A0 0 0 E A A

Published:
—  with international search report (Art. 21(3))



WO 2014/140952 PCT/IB2014/058897

DYNAMIC PORT TYPE DETECTION

BACKGROUND

[0001] The present invention relates to computer networks and, more specifically, to

dynamic port type detection in a computer network.

[0002] Ethernet networks are typically employed in local area networks (LANs) that
include a plurality of network switches. A number of communication protocols have been
developed and continue to evolve to enhance Ethernet network performance for various
environments. For example, an enhancement to Ethernet, called data center bridging (DCB),
converged enhanced Ethernet (CEE) or data center Ethernet (DCE), supports the
convergence of LANs with storage area networks (SANs). Other protocols that can be used
in a data center environment in conjunction with Ethernet include, for instance, Fibre
Channel over Ethernet (FCoE), Internet Wide Area Remote direct memory access Protocol

(1IWARP), Remote direct memory access over Converged Ethernet (RoCE).

[0003] Ports in contemporary network switches can auto-detect link data rates,
assuming predefined protocol capabilities for each port. For example, data rate auto-
detection as used in Ethernet involves determining the highest permitted data rate for the link
and then adjusting port transmission rate accordingly. For data rate auto-detection to work
properly, both ends of the link must recognize a request for maximum data rate capability
and provide a response compatible with a predefined Ethernet protocol (e.g., a
request/response protocol). However, this approach breaks down when multiple protocols
are involved, as data rate auto-detection is typically protocol specific with assumed
predefined protocol capabilities per port. Incorrect port attachments when integrating
multiple protocols may not be detected by contemporary network switches, which can result

in configuration errors that are difficult to isolate.
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SUMMARY

[0004] According to an aspect of the present invention, a method for dynamic port
type detection is provided. A link initialization frame that includes a protocol identifier is
received at a port of a switch. Based on successfully decoding the protocol identifier, the
port is configured to a mode of operation compatible with the protocol identifier. A table in
the switch is updated to configure one or more other ports of the switch to the mode of
operation compatible with the protocol identifier. A handshake response is sent to

acknowledge the successful decoding of the protocol identifier.

[0005] According to another aspect of the present invention, a system for dynamic
port type detection is provided. The system includes a server and a switch, where the switch
includes a port coupled to the server by a link in a network. The switch also includes switch
logic that is configured to perform a method which includes receiving a link initialization
frame at the port of the switch from the server. The link initialization frame includes a
protocol identifier. Based on successfully decoding the protocol identifier, the port is
configured to a mode of operation compatible with the protocol identifier. A table in the
switch is updated to configure one or more other ports of the switch to the mode of operation
compatible with the protocol identifier. A handshake response is sent to acknowledge the

successful decoding of the protocol identifier.

[0006] According to a further aspect of the present invention, a computer program
product for dynamic port type detection is provided. The computer program product
includes a tangible storage medium readable by a processing circuit and storing instructions
for execution by the processing circuit for performing a method. The method includes
receiving a link initialization frame that includes a protocol identifier at a port of a switch.
Based on successfully decoding the protocol identifier, the port is configured to a mode of
operation compatible with the protocol identifier. A table in the switch is updated to
configure one or more other ports of the switch to the mode of operation compatible with the
protocol identifier. A handshake response is sent to acknowledge the successful decoding of

the protocol identifier.
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[0007] According to an additional aspect of the present invention, a computer
program product for dynamic port type detection is provided. The computer program
product includes a tangible storage medium readable by a processing circuit and storing
instructions for execution by the processing circuit for performing a method. The method
includes periodically transmitting a link initialization frame from a server through a link to a
port of a switch upon link initialization. The link initialization frame includes a protocol
identifier. Based on receiving a handshake response at the server, configuration information
is updated at the server indicating that the port of the switch is set to a mode of operation
compatible with the protocol identifier. The mode of operation establishes a highest

permitted data rate for the link.

[0008] Additional features and advantages are realized through the techniques of the
present invention. Other embodiments and aspects of the invention are described in detail
herein and are considered a part of the claimed invention. For a better understanding of the

invention with the advantages and the features, refer to the description and to the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The subject matter which is regarded as the invention is particularly pointed
out and distinctly claimed in the claims at the conclusion of the specification. The foregoing
and other features, and advantages of the invention are apparent from the following detailed

description taken in conjunction with the accompanying drawings in which:

FIG. 1 depicts a block diagram of a system including a network with OpenFlow-capable

switches that may be implemented according to an embodiment;

FIG. 2 depicts a block diagram of an OpenFlow-capable switch according to an

embodiment;

FIG. 3 depicts an example of an OpenFlow flow switching definition that can be used in

embodiments;
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FIG. 4 depicts a block diagram of a system including a network of switches that may be

implemented according to an embodiment;

FIG. 5 depicts a block diagram to implement an initialization protocol for dynamic port type

detection according to embodiments;

FIG. 6 depicts a block diagram of port reset logic according to an embodiment; and

FIGS. 7A and 7B depict a flow diagram of a process for dynamic port type detection

according to embodiments.

DETAILED DESCRIPTION

[0010] Exemplary embodiments relate to dynamic port type detection in computer
network switches. Upon detecting a particular network protocol received at a switch, switch
ports can be initialized or re-initialized in a mode of operation to support the protocol from
multiple possible supported protocols. For example, switch ports can be configured as
Ethernet, Fibre Channel, FCoE, iWarp, RoCE, or other supported protocols on demand.
Dynamic port type detection eliminates the need for a standalone gateway or hub to make
network protocol specific adjustments. Dynamic port type detection may also facilitate

virtualization and dynamic network provisioning.

[0011] In an exemplary embodiment, switches in a network are under the control of a
central software-defined network (SDN) controller. An SDN is a form of network
virtualization in which the control plane is separated from the data plane in the network and
implemented in a software application. This architecture allows network administrators to
have programmable central control of network traffic without requiring physical access to
hardware devices of the network. OpenFlow is an example of an enabler of SDN that gives
access to the forwarding plane of a network switch or router over the network. The central
SDN controller can receive messages from all of the switches in the network and provide

instructions to each switch regarding the creation of virtual queues and the routing of packet
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traffic. The central SDN controller overlooks an entire network and may activate a selection

of switches at a particular moment in time.

[0012] Turning now to FIG. 1, an example of a system 100 including a network 101
that supports OpenFlow will now be described in greater detail. In the example depicted in
FIG. 1, the system 100 is a data center environment including a plurality of servers 102 and
client systems 104 configured to communicate over the network 101 using switches 106 that
are OpenFlow-capable. In exemplary embodiments, the servers 102, also referred as hosts
or host systems, are high-speed processing devices (e.g., mainframe computers, desktop
computers, laptop computers, hand-held devices, embedded computing devices, or the like)
including at least one processing circuit (e.g., a computer processor/CPU) capable of reading
and executing instructions, and handling interactions with various components of the system
100. The servers 102 may be storage system servers configured to access and store large

amounts of data to one or more data storage systems 108.

[0013] The client systems 104 can include a variety of desktop, laptop, general-
purpose computer devices, mobile computing devices, and/or networked devices with
processing circuits and input/output (I/O) interfaces, such as keys/buttons, a touch screen,
audio input, a display device and audio output. The client systems 104 can be linked directly
to one or more of the switches 106 or wirelessly through one or more wireless access points

110.

[0014] The data storage systems 108 refer to any type of computer readable storage
media and may comprise one or more secondary storage elements, e.g., hard disk drive
(HDD), solid-state memory, tape, or a storage subsystem that is internal or external to the
servers 102. Types of data that may be stored in the data storage systems 108 include, for
example, various files and databases. There may be multiple data storage systems 108
utilized by each of the servers 102, which can be distributed in various locations of the

system 100.

[0015] The system 100 also includes a network controller 112 that is a central

software defined network controller configured to make routing decisions within the network
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101. The network controller 112 establishes secure links 103 to configure the switches 106
and establish communication properties of links 105 between the switches 106. For
example, the network controller 112 can configure the switches 106 to control packet routing
paths for data flows between the servers 102 and client systems 104, as well as one or more
firewalls 114 and one or more load balancers 116. The one or more firewalls 114 restrict
access and the flow of network traffic between the network 101 and one or more external
networks 118. The one or more load balancers 116 can distribute workloads across multiple

computers, such as between the servers 102.

[0016] The servers 102, client systems 104, and network controller 112 can include
various computer/communication hardware and software technology known in the art, such
as one or more processing units or circuits, volatile and non-volatile memory including
removable media, power supplies, network interfaces, support circuitry, operating systems,
and the like. Although the network controller 112 is depicted as a separate component, it
will be understood that network configuration functionality can alternatively be implemented

in one or more of the servers 102 or client systems 104 in a standalone or distributed format.

[0017] The network 101 can include a combination of wireless, wired, and/or fiber
optic links. The network 101 as depicted in FIG. 1 represents a simplified example for
purposes of explanation. Embodiments of the network 101 can include numerous switches
106 (e.g., hundreds) with dozens of ports and links per switch 106. The network 101 may
support a variety of known communication standards that allow data to be transmitted
between the servers 102, client systems 104, switches 106, network controller 112,
firewalls(s) 114, and load balancer(s) 116. Communication protocols are typically
implemented in one or more layers, such as a physical layer (layer-1), a link layer (layer-2),
a network layer (layer-3), a transport layer (layer-4), and an application layer (layer-5). In
exemplary embodiments, the network 101 supports OpenFlow as a layer-2 protocol. The
switches 106 can be dedicated OpenFlow switches or OpenFlow-enabled general purpose

switches that also support layer-2 and layer-3 Ethernet.

[0018] FIG. 2 depicts a block diagram of the switch 106 of FIG. 1 that supports
OpenFlow. The switch 106 includes switch logic 202, secure channel 204, protocol support
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205, flow table 206, buffers 208a-208n, and ports 210a-210n. The switch logic 202 may be
implemented in one or more processing circuits, where a computer readable storage medium
is configured to hold instructions for the switch logic 202, as well as various variables and
constants to support operation of the switch 106. The switch logic 202 forwards packets

between the ports 210a-210n as flows defined by the network controller 112 of FIG. 1.

[0019] The secure channel 204 connects the switch 106 to the network controller 112
of FIG. 1. The secure channel 204 allows commands and packets to be communicated
between the network controller 112 and the switch 106 via the OpenFlow protocol. The
secure channel 204 can be implemented in software as executable instructions stored within
the switch 106. Protocol details to establish a protocol definition for an implementation of
OpenFlow and other protocols can be stored in the protocol support 205. The protocol
support 205 may be software that defines one or more supported protocol formats. The
protocol support 205 can be embodied in a computer readable storage medium, for instance,
flash memory, which is configured to hold instructions for execution by the switch logic
202. Implementing the protocol support 205 as software enables updates in the field for new
versions or variations of protocols and can provide OpenFlow as an enhancement to existing

conventional routers or switches.

[0020] The flow table 206 defines supported connection types associated with
particular addresses, virtual local area networks or switch ports. A flow may be defined as
all packets that match a particular header format. Each entry 211 in the flow table 206 can
include one or more rules 212, actions 214, and statistics 216 associated with a particular
flow. The rules 212 define each flow and can be determined by packet headers. The actions
214 define how packets are processed. The statistics 216 track information such as the size
of each flow (e.g., number of bytes), the number of packets for each flow, and time since the
last matching packet of the flow or connection time. Examples of actions include
instructions for forwarding packets of a flow to one or more specific ports 210a-210n (e.g.,
unicast or multicast), encapsulating and forwarding packets of a flow to the network
controller 112 of FIG. 1, and dropping packets of the flow. Entries 211 in the flow table 206
can be added and removed by the network controller 112 of FIG. 1 via the secure channel

204. The network controller 112 of FIG. 1 can pre-populate the entries 211 in the flow table
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206. Additionally, the switch 106 can request creation of an entry 211 from the network
controller 112 upon receiving a flow without a corresponding entry 211 in the flow table

206.

[0021] The buffers 208a-208n provide temporary storage in queues for flows as
packets are sent between the ports 210a-210n. In a lossless configuration, rather than
dropping packets when network congestion is present, the buffers 208a-208n temporarily
store packets until the associated ports 210a-210n and links 105 of FIG. 1 are available.
Each of the buffers 208a-208n may be associated with a particular port, flow, or sub-
network. Each of the buffers 208a-208n is logically separate but need not be physically
independent. Accordingly, when one of the buffers 208a-208n is full, it does not adversely
impact the performance of the other buffers 208a-208n within the switch 106.

[0022] FIG. 3 depicts an example of an OpenFlow flow switching definition 300 that
can be used in embodiments. The OpenFlow flow switching definition 300 is an example
flow header that includes up to eleven tuples or fields; however, not all tuples need to be
defined depending upon particular flows. In the example of FIG. 3, the OpenFlow flow
switching definition 300 includes tuples for identifying an ingress port 302, an Ethernet
destination address 304, an Ethernet source address 306, an Ethernet type 308, a virtual local
area network (VLAN) priority 310, a VLAN identifier 312, an Internet protocol (IP) source
address 314, an IP destination address 316, an IP protocol 318, a transmission control
protocol (TCP) / user datagram protocol (UDP) source port 320, and a TCP/UDP destination
port 322. The Ethernet destination address 304 may represent a layer-2 Ethernet hardware
address or media access control (MAC) address used in legacy switching and routing. The
IP destination address 316 may represent a layer-3 IP address used in legacy switching and
routing. Flow switching can be defined for any combination of tuples in the OpenFlow flow
switching definition 300, with a particular combination of tuples serving as a key. For
example, flows can be defined in a rule 212 of FIG. 2 by exact matching or wildcard

matching for aggregated MAC-subnets, [P-subnets, ports, VLAN identifiers, and the like.

[0023] FIG. 4 depicts a block diagram of a system 400 including a network 401 of

switches 406 that may be implemented according to an embodiment. Similar to the system
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100 of FIG. 1, the system 400 includes a plurality of servers 102 and client systems 104
configured to communicate over links 405 in the network 401 of switches 406. In contrast to
the system 100 of FIG. 1, the switches 406 are not OpenFlow-capable. The client systems
104 can be linked directly to one or more of the switches 406 or wirelessly through one or
more wireless access points 110. Also similar to the system 100 of FIG. 1, the system 400
includes a plurality of data storage systems 108, one or more load balancers 116, and one or

more firewalls 114 to control access to one or more external networks 118.

[0024] Rather than include a separate network controller, such as the network
controller 112 of FIG. 1, control and routing aspects are handled by one or more of the
servers 102, clients 104, or the switches 406. Accordingly, the switches 406 need not
include the secure channel 204 of FIG. 2 when control logic is localized within the switches
406. In exemplary embodiments, switches 106 of FIG. 1 and the switches 406 of FIG. 4
support dynamic port type detection as further described herein.

[0025] FIG. 5 depicts a block diagram to implement an initialization protocol for
dynamic port type detection according to embodiments. A server 502 is coupled by a link
505 to a switch 506. The server 502 is an embodiment of the servers 102 of FIGS. 1 and 4.
The switch 506 is an embodiment that may represent one of the switches 106 of FIG. 1 or
one of the switches 406 of FIG. 4. A network controller 512 may be linked to the switch 506
by a secure link 503 in OpenFlow-capable embodiments, where the network controller 512
is an embodiment of the network controller 112 of FIG. 1. In non-OpenFlow embodiments,
functions of the network controller 512 can be integrated into the server 502 or the switch

506.

[0026] In exemplary embodiments, the server 502 includes mode selection logic 508,
wait pulse repetition time 510, protocol and mode of operation configuration 514, and at
least one port 516. The mode selection logic 508 can be implemented in instructions stored
in a computer readable storage medium for execution by a processing circuit or in hardware
circuitry to send a link initialization frame 518 including a level-one and/or level-two header
520 and a protocol identifier 522 on port 516 across link 505 to port 524 of the switch 506.

The wait pulse repetition time 510 provides a timing function for periodically sending the
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link initialization frame 518 to the switch 506. The protocol and mode of operation
configuration 514 includes protocol formatting information for a number of supported modes
of operation, an identified default mode of operation, maximum data rates per protocol, and
protocol-to-port assignments. Example supported protocols include, but are not limited to,
Ethernet, Fibre Channel, Fibre Channel over Ethernet (FCoE), Internet Wide Area Remote
direct memory access Protocol (iWARP), and Remote direct memory access over Converged

Ethernet (RoCE).

[0027] Similar to the switch 106 of FIG. 2, switch 506 includes switch logic 528,
flow table 530, protocol support 532, and one or more other ports 526a-526n. When
implemented as an OpenFlow switch, the switch 506 also includes a secure channel (not
depicted) for communicating with the network controller 512 on secure link 503. The switch
logic 528 is an embodiment of switch logic 202 of FIG. 2 and can be implemented in
instructions stored in a computer readable storage medium for execution by a processing
circuit or in hardware circuitry. Similarly, the flow table 530 is an embodiment of the flow
table 206 of FIG. 2; the protocol support 532 is an embodiment of the protocol support 205
of FIG. 2; and the ports 524 and 526a-526n are embodiments of the ports 210a-210n of FIG.
2.

[0028] The switch 506 also includes port configuration and reset logic 534. The port
configuration and reset logic 534 can change the configuration of the ports 524 and 526a-
526n based on a requested mode of operation and reset reconfigured ports for the
configuration changes to take effect. Port reset requests can flow internally within the
switch 506 or be received from the server 502 or the network controller 512. When the
switch logic 528 successfully decodes the protocol identifier 522 as identified in protocol
support 532, the port configuration and reset logic 534 can reconfigure the port 524 to a
mode of operation compatible with the protocol identifier 522. The flow table 530 is
updated to configure one or more other ports 526a-526n of the switch 506 to the mode of
operation compatible with the protocol identifier 522. The switch logic 528 sends a
handshake response 536 to acknowledge the successful decoding of the protocol identifier

522.
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[0029] The network controller 512 includes an action table 540 that holds port and
protocol information for the switch 506, as well as rules, actions, and statistics for flows
through the switch 506 and other switches, such as switches 106 of FIG. 1. The network
controller 512 also includes flow control logic 542 that can be implemented in instructions
stored in a computer readable storage medium for execution by a processing circuit or in
hardware circuitry. The network controller 512 can manage updates of the flow table 530 in
the switch 506. Based on the updating of the flow table 530 in the switch 506, the port and
protocol information in the action table 540 of the network controller 512 is updated to

reflect the changes.

[0030] FIG. 6 depicts a block diagram of port reset logic of the port configuration
and reset logic 534 of FIG. 5 according to an embodiment. A port reset circuit 602
interfaces with a port layer-one / layer-two interface 604 to reset one or more of the ports
524, 526a-526n as part of the port configuration/reconfiguration process. The port layer-one
/ layer-two interface 604 configures one or more of the ports 524, 526a-526n at a physical
layer and/or link layer (e.g., MAC configuration). The port reset circuit 602 may include a
one-shot timer 606 and an OR-gate 608 configured to send a reset signal 610 to the port
layer-one / layer-two interface 604. A reset may be performed after mode of operation
adjustments are made, such as a change in data rate. The port layer-one / layer-two interface
604 is configured to receive a link reset signal 612 and send a link disable signal 614. Based
on receiving the link reset signal 612, the port layer-one / layer-two interface 604 sends a
link reset signal 616 to the one-shot timer 606 to flow the reset to the OR-gate 608 and back
to the port layer-one / layer-two interface 604 as reset signal 610, which may be output as
link disable signal 614. The link disable signal 614 can be passed as a port wraparound
signal to one or more other ports, which is detected as port wraparound signal 618 at other
instances of the port configuration and reset logic 534 for other ports of the switch 506. The
port wraparound signal 618 is a second input to the OR-gate 608 that can also result in

sending the reset signal 610 to an associated port layer-one / layer-two interface 604.

[0031] Turning now to FIGS. 7A and 7B, a flow diagram of a process 700 for

dynamic port type detection will be described in an exemplary embodiment. The process
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700 is described in reference to FIGS. 1-6 and can be implemented by the system 100 of
FIG. 1 and/or the system 400 of FIG. 4.

[0032] At block 702, the server 502 is initialized. Initialization can include setting a
default mode of operation for the link 505 at the server 502 upon server initialization, setting
the wait pulse repetition time 510 at the server 502, and setting a number of supported modes
of operation at the server 502. The default mode of operation, a reset value for the wait
pulse repetition time 510, and the number of supported modes of operation can be read from
the protocol and mode of operation configuration 514. A protocol identifier to send as
protocol identifier 522 can be set based on the default mode of operation (e.g., Ethernet)

prior to transmitting the link initialization frame 518.

[0033] At block 704, the mode selection logic 508 periodically transmits the link
initialization frame 518 from the server 502 through the link 505 to the switch 506 upon link
initialization. The link initialization frame 518 may be sent at the physical layer (layer-one)
and/or link layer (layer-two) between ports 516 and 524 such that higher level protocols
(e.g., layer-three and higher) are not used for sending and decoding the link initialization

frame 518.

[0034] At block 706, the switch 506 receives the link initialization frame 518 at port
524 as a level-one or level-two message. At block 708, the switch logic 528 checks the
protocol support 532 to determine whether the protocol identifier 522 maps to a mode of
operation of the switch 506, where the mode of operation is associated with a maximum data

rate.

[0035] At block 710, based on successfully decoding the protocol identifier 522, the
port 524 is configured by the port configuration and reset logic 534 to a mode of operation
compatible with the protocol identifier 522. Configuring the port 524 may include resetting
one or more of the physical layer and the link layer to configure the port of the switch based
on one or more of: receiving a link reset request 612 at the port 524 and sending a link
disable signal 614 from the port 524. The link disable signal 614 may be configured to

wraparound from an output of the port 524 to a port wraparound 618 of a port reset circuit
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602 at one or more other ports 526a-526n. Based on receiving the handshake response 536
at the server 502, the default mode of operation is updated for the link 505 to correspond
with a most recent protocol identifier sent in a most recently acknowledged link initialization

frame.

[0036] At block 712, the flow table 530 in the switch 506 is updated to configure the
one or more other ports 526a-526n of the switch 506 to the mode of operation compatible

with the protocol identifier 522.

[0037] At block 714, the switch logic 528 sends a handshake response 536 to
acknowledge the successful decoding of the protocol identifier 522. Based on updating of
the flow table 530 in the switch 506, the port and protocol information in the action table
540 of the network controller 512 is configured to control the switch 506.

[0038] At block 716, based on receiving the handshake response 536 at the server
502, configuration information in the protocol and mode of operation configuration 514 at
the server 502 is updated to indicate that the port 524 of the switch 506 is set to the mode of
operation compatible with the protocol identifier 522. The mode of operation establishes a

highest permitted data rate for the link 505.

[0039] At block 718, based on failing to receive the handshake response 536 at the
server 502 prior to expiration of the wait pulse repetition time 510, the protocol identifier
522 is changed to a next mode of operation selected from the supported modes of operation
in the protocol and mode of operation configuration 514. The wait pulse repetition time 510

is reset, and the link initialization frame 518 is transmitted.

[0040] At block 720, based on failing to receive the handshake response 536 at the
server 502 prior to expiration of the wait pulse repetition time 510, the process 700 returns to
block 704 until the handshake response 536 is received or all of the number of supported
modes of operation are checked. At block 722, if all of the supported modes of operation are
checked without receiving the handshake response 536, an error condition is declared at the

server 502.



WO 2014/140952 PCT/IB2014/058897
14

[0041] Technical effects include handling initialization of ports to detect and select a
protocol from multiple protocols for a link between a switch and a server. Upon establishing

a protocol for the ports, a highest available data rate can be utilized.

[0042] As will be appreciated by one skilled in the art, aspects of the present
invention may be embodied as a system, method or computer program product.

Accordingly, aspects of the present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including firmware, resident software,
micro-code, etc.) or an embodiment combining software and hardware aspects that may all
generally be referred to herein as a “circuit”, “module” or “system”. Furthermore, aspects of
the present invention may take the form of a computer program product embodied in one or

more computer readable medium(s) having computer readable program code embodied

thereon.

[0043] Any combination of one or more computer readable medium(s) may be
utilized. The computer readable medium may be a computer readable signal medium or a
computer readable storage medium. A computer readable storage medium may be, for
example, but not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, or device, or any suitable combination of the foregoing.
More specific examples (a non-exhaustive list) of the computer readable storage medium
would include the following: an electrical connection having one or more wires, a portable
computer diskette, a hard disk, a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory (EPROM or Flash memory), an
optical fiber, a portable compact disc read-only memory (CD-ROM), an optical storage
device, a magnetic storage device, or any suitable combination of the foregoing. In the
context of this document, a computer readable storage medium may be any tangible and non-
transitory storage medium that can contain, or store a program for use by or in connection

with an instruction execution system, apparatus, or device.

[0044] A computer readable signal medium may include a propagated data signal
with computer readable program code embodied therein, for example, in baseband or as part

of a carrier wave. Such a propagated signal may take any of a variety of forms, including,
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but not limited to, electro-magnetic, optical, or any suitable combination thereof A
computer readable signal medium may be any computer readable medium that is not a
computer readable storage medium and that can communicate, propagate, or transport a
program for use by or in connection with an instruction execution system, apparatus, or

device.

[0045] Program code embodied on a computer readable medium may be transmitted
using any appropriate medium, including but not limited to wireless, wireline, optical fiber

cable, RF, etc., or any suitable combination of the foregoing.

[0046] Computer program code for carrying out operations for aspects of the present
invention may be written in any combination of one or more programming languages,
including an object oriented programming language such as Java, Smalltalk, C++ or the like
and conventional procedural programming languages, such as the "C" programming
language or similar programming languages. The program code may execute entirely on the
user's computer, partly on the user's computer, as a stand-alone software package, partly on
the user's computer and partly on a remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be connected to the user's computer
through any type of network, including a local area network (LAN) or a wide area network
(WAN), or the connection may be made to an external computer (for example, through the

Internet using an Internet Service Provider).

[0047] Aspects of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems) and computer
program products according to embodiments of the invention. It will be understood that
each block of the flowchart illustrations and/or block diagrams, and combinations of blocks
in the flowchart illustrations and/or block diagrams, can be implemented by computer
program instructions. These computer program instructions may be provided to a processor
of a general purpose computer, special purpose computer, or other programmable data
processing apparatus to produce a machine, such that the instructions, which execute via the

processor of the computer or other programmable data processing apparatus, create means



WO 2014/140952 PCT/IB2014/058897
16

for implementing the functions/acts specified in the flowchart and/or block diagram block or

blocks.

[0048] These computer program instructions may also be stored in a computer
readable medium that can direct a computer, other programmable data processing apparatus,
or other devices to function in a particular manner, such that the instructions stored in the
computer readable medium produce an article of manufacture including instructions which

implement the function/act specified in the flowchart and/or block diagram block or blocks.

[0049] The computer program instructions may also be loaded onto a computer,
other programmable data processing apparatus, or other devices to cause a series of
operational steps to be performed on the computer, other programmable apparatus or other
devices to produce a computer implemented process such that the instructions which execute
on the computer or other programmable apparatus provide processes for implementing the

functions/acts specified in the flowchart and/or block diagram block or blocks.

[0050] The flowchart and block diagrams in the Figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and computer
program products according to various embodiments of the present invention. In this regard,
each block in the flowchart or block diagrams may represent a module, segment, or portion
of code, which comprises one or more executable instructions for implementing the specified
logical function(s). It should also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted in the figures. For example,
two blocks shown in succession may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order, depending upon the functionality
involved. It will also be noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams and/or flowchart illustration,
can be implemented by special purpose hardware-based systems that perform the specified

functions or acts, or combinations of special purpose hardware and computer instructions.

[0051] The terminology used herein is for the purpose of describing particular

embodiments only and is not intended to be limiting of the invention. As used herein, the
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2

singular forms “a”, “an” and “the” are intended to include the plural forms as well, unless
the context clearly indicates otherwise. It will be further understood that the terms
“comprises” and/or “comprising”, when used in this specification, specify the presence of
stated features, integers, steps, operations, elements, and/or components, but do not preclude
the presence or addition of one more other features, integers, steps, operations, element

components, and/or groups thereof.

[0052] The corresponding structures, materials, acts, and equivalents of all means or
step plus function elements in the claims below are intended to include any structure,
material, or act for performing the function in combination with other claimed elements as
specifically claimed. The description of the present invention has been presented for
purposes of illustration and description, but is not intended to be exhaustive or limited to the
invention in the form disclosed. Many modifications and variations will be apparent to those
of ordinary skill in the art without departing from the scope of the invention. The
embodiment was chosen and described in order to best explain the principles of the
invention and the practical application, and to enable others of ordinary skill in the art to
understand the invention for various embodiments with various modifications as are suited

to the particular use contemplated.

[0053] The flow diagrams depicted herein are just one example. There may be many
variations to this diagram or the steps (or operations) described therein without departing
from the scope of the invention. For instance, the steps may be performed in a differing
order or steps may be added, deleted or modified. All of these variations are considered a

part of the claimed invention.

[0054] While the preferred embodiment to the invention had been described, it will
be understood that those skilled in the art, both now and in the future, may make various
improvements and enhancements which fall within the scope of the claims which follow.
These claims should be construed to maintain the proper protection for the invention first

described.
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CLAIMS

1. A method for dynamic port type detection, comprising:

receiving a link initialization frame at a port of a switch, the link initialization frame
comprising a protocol identifier; and

based on successfully decoding the protocol identifier:

configuring the port to a mode of operation compatible with the protocol identifier;

updating a table in the switch to configure one or more other ports of the switch to
the mode of operation compatible with the protocol identifier; and

sending a handshake response to acknowledge the successful decoding of the

protocol identifier.

2. The method of claim 1, wherein the link initialization frame is defined at one or more
of a physical layer and a link layer, and the link initialization frame is received at the switch

from a link between the switch and a server.

3. The method of claim 2, further comprising:

resetting one or more of the physical layer and the link layer to configure the port of
the switch based on one or more of’ receiving a link reset request at the port and sending a
link disable signal from the port, wherein the link disable signal is configured to wraparound

from an output of the port to a port reset circuit.

4. The method of claim 1, further comprising:
based on the updating of the table in the switch, updating port and protocol

information in a network controller configured to control the switch.

5. The method of claim 1, further comprising:

periodically transmitting the link initialization frame from a server through a link to
the switch upon link initialization; and

based on receiving the handshake response at the server, updating configuration

information at the server indicating that the port of the switch is set to the mode of operation
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compatible with the protocol identifier, wherein the mode of operation establishes a highest

permitted data rate for the link.

6. The method of claim 5, further comprising:

setting a default mode of operation for the link at the server upon server
initialization;

setting a wait pulse repetition time at the server;

setting a number of supported modes of operation at the server;

setting the protocol identifier to the default mode of operation prior to transmitting
the link initialization frame; and

based on failing to receive the handshake response at the server prior to expiration of
the wait pulse repetition time:

changing the protocol identifier to a next mode of operation selected from the
supported modes of operation;

resetting the wait pulse repetition time;

transmitting the link initialization frame; and

based on failing to receive the handshake response at the server prior to expiration of
the wait pulse repetition time, repeating the changing of the protocol identifier, the resetting
of the wait pulse repetition time, and the transmitting of the link initialization frame until the
handshake response is received or all of the number of supported modes of operation are

checked.

7. The method of claim 6, further comprising:
based on receiving the handshake response at the server, updating the default mode
of operation for the link to correspond with a most recent protocol identifier sent in a most

recently acknowledged link initialization frame.

8. The method of claim 1, wherein the protocol identifier identifies a protocol selected
from: Ethernet, Fibre Channel, Fibre Channel over Ethernet (FCoE), Internet Wide Area
Remote direct memory access Protocol (iWARP), and Remote direct memory access over

Converged Ethernet (RoCE).
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9. A system for dynamic port type detection, comprising:

a server; and

a switch comprising a port coupled to the server by a link in a network, the switch
further comprising switch logic configured to perform a method comprising:

receiving a link initialization frame at the port of the switch from the server, the link
initialization frame comprising a protocol identifier; and

based on successfully decoding the protocol identifier:

configuring the port to a mode of operation compatible with the protocol identifier;

updating a table in the switch to configure one or more other ports of the switch to
the mode of operation compatible with the protocol identifier; and

sending a handshake response to acknowledge the successful decoding of the

protocol identifier.

10.  The system of claim 9, wherein the link initialization frame is defined at one or more
of a physical layer and a link layer, and the switch logic is further configured to reset one or
more of the physical layer and the link layer to configure the port of the switch based on one
or more of’ receiving a link reset request at the port and sending a link disable signal from
the port, wherein the link disable signal is configured to wraparound from an output of the

port to a port reset circuit.

11. The system of claim 9, further comprising:
a network controller configured to control the switch, the network controller updating

port and protocol information based on the updating of the table in the switch.

12. The system of claim 10, wherein the server is configured to perform a method
comprising:

periodically transmitting the link initialization frame from the server through the link
to the switch upon link initialization; and

based on receiving the handshake response at the server, updating configuration
information at the server indicating that the port of the switch is set to the mode of operation
compatible with the protocol identifier, wherein the mode of operation establishes a highest

permitted data rate for the link.
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13.  The system of claim 12, wherein the server is further configured to perform:

setting a default mode of operation for the link at the server upon server
initialization;

setting a wait pulse repetition time at the server;

setting a number of supported modes of operation at the server;

setting the protocol identifier to the default mode of operation prior to transmitting
the link initialization frame; and

based on failing to receive the handshake response at the server prior to expiration of
the wait pulse repetition time:

changing the protocol identifier to a next mode of operation selected from the
supported modes of operation;

resetting the wait pulse repetition time;

transmitting the link initialization frame; and

based on failing to receive the handshake response at the server prior to expiration of
the wait pulse repetition time, repeating the changing of the protocol identifier, the resetting
of the wait pulse repetition time, and the transmitting of the link initialization frame until the
handshake response is received or all of the number of supported modes of operation are
checked.

14. The system of claim 13, wherein the server is further configured to perform:
based on receiving the handshake response at the server, updating the default mode
of operation for the link to correspond with a most recent protocol identifier sent in a most

recently acknowledged link initialization frame.

15. A computer program product for dynamic port type detection, the computer program
product comprising:

a tangible storage medium readable by a processing circuit and storing instructions
for execution by the processing circuit for performing a method comprising:

receiving a link initialization frame at a port of a switch, the link initialization frame
comprising a protocol identifier; and

based on successfully decoding the protocol identifier:

configuring the port to a mode of operation compatible with the protocol identifier;
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updating a table in the switch to configure one or more other ports of the switch to
the mode of operation compatible with the protocol identifier; and
sending a handshake response to acknowledge the successful decoding of the

protocol identifier.

16. The computer program product of claim 15, wherein the link initialization frame is
defined at one or more of a physical layer and a link layer, and the link initialization frame is

received at the switch from a link between the switch and a server.

17. The computer program product of claim 16, further comprising:

resetting one or more of the physical layer and the link layer to configure the port of
the switch based on one or more of’ receiving a link reset request at the port and sending a
link disable signal from the port, wherein the link disable signal is configured to wraparound

from an output of the port to a port reset circuit.

18. A computer program product for dynamic port type detection, the computer program
product comprising:

a tangible storage medium readable by a processing circuit and storing instructions
for execution by the processing circuit for performing a method comprising:

periodically transmitting a link initialization frame from a server through a link to a
port of a switch upon link initialization, the link initialization frame comprising a protocol
identifier; and

based on receiving a handshake response at the server, updating configuration
information at the server indicating that the port of the switch is set to a mode of operation
compatible with the protocol identifier, wherein the mode of operation establishes a highest

permitted data rate for the link.

19. The computer program product of claim 18, further comprising:

setting a default mode of operation for the link at the server upon server
initialization;

setting a wait pulse repetition time at the server;

setting a number of supported modes of operation at the server;
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setting the protocol identifier to the default mode of operation prior to transmitting
the link initialization frame; and

based on failing to receive the handshake response at the server prior to expiration of
the wait pulse repetition time:

changing the protocol identifier to a next mode of operation selected from the
supported modes of operation;

resetting the wait pulse repetition time;

transmitting the link initialization frame; and

based on failing to receive the handshake response at the server prior to expiration of
the wait pulse repetition time, repeating the changing of the protocol identifier, the resetting
of the wait pulse repetition time, and the transmitting of the link initialization frame until the

handshake response is received or all of the number of supported modes of operation are
checked.

20.  The computer program product of claim 19, further comprising:
based on receiving the handshake response at the server, updating the default mode
of operation for the link to correspond with a most recent protocol identifier sent in a most

recently acknowledged link initialization frame.
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