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corresponding to the entity profile. The access requests can be used to form access sequences, which can be evaluated by the machine
learning model. The machine learning model returns an anomaly score that can be compared to a threshold. If the anomaly score exceeds
the threshold, the server can prevent further access to the remote system, for example, by revoking a credential associated with the

requesting entity.
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SYSTEMS AND METHODS TO SECURE APl PLATFORMS

BACKGROUND

00601} As technology continues to advance, organizations such as governments
and businesses have gained the capability to store increasing amounts of data in their
databases. Additionally, such organizations have increasingly relied on the use of
remote systems, accessible by application programming interfaces (APIs) to fulfill their
functions. In many cases, this data include organizations’ most sensitive data, including
forms of personally identifiable information (Pll). In turn, these databases present a
target-rich environment for hackers and other entities who look to gain access and
perform data extraction for personal, financial, or malicious reasons. Likewise, hackers
and other malicious entities may target such remote systems in order to disrupt, disable,

or otherwise prevent organizations from performing their intended funclions.

{0002} Organizations typically have strong external security perimeters and
controls {o repel external attackers. However, an attacker that successfully peneirates
the external security perimeter or a malicious trusted insider are not subject to the same
level of scrutiny. These “internal attacks” are more effective than external attacks
because the attacker is in possession of trusted credentials, securily is relaxed and
securnity triggers can be easily circumvented, and the atiacker may have physical

access {o computer systems.

{00063} In many databases, sensitive data are sometimes encrypted or tokenized.
As such, cryptographic materials {e.g., cryptographic keys) frequently serve as the last
line of defense against data breaches. Exiraclion of cryptographic keys can allow an

attacker to decrypt profected data. As such, attackers frequently try {o find and extract

crypiographic keys.

{0604 Conventional monitoring systems are usually not provided access {o
crypiographic keys, and as such, conventional monitoring system typically cannot
inspect encrypted data flowing through organizational networks. Therefore, attackers

can potentially bypass an organization’s monitoring system by extracting encrypled
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data, targeting a Secret Management System (SeMS) to exiract cryplographic keys,

then performing offline decryption of the stolen data.

f0005] In some cases, attackers may not attempt {o sieal sensitive resources
from organizational databases, and instead may iry to disrupt, damage or misuse
remote systems. For example, an attacker may attempt to access a power plant control

system in order to cause a blackout.

0006} Thus, there is a need fo protect cryptographic keys and other sensitive
resources from being extracted from databases and other systems, as well as generally
protect remote systems from attackers that have successfully breached a security

perimeter.

006071 Embodiments of the invention solve these and cother problems individually

and collectively.

SUMMARY

0008} Embaodiments of the invention are directed o methods and systems for
detecting atlacks on remote systems, such as fraudulent atlempts {o access resources
in a rescurce database. The resource database can store data records, including
sensitive or secret data, such as cryptographic keys, financial account numbers, or

personally identifiable information (Pi).

006097 These methods can be performed by a server that manages and services
access requests to a remote system. This server can be a database server that
manages and services database access requests {in which case the remote system is a
database). Requesting entities (e.q., client computers, applications, or users) can
interface with the server and request access to the remote system via one or more

application programming interfaces (APIs).

00107 Although embodiments of the invention can be employed {o protect any
number of varied remote systems, the discussion and figures below primarily focus on
rescurce databases. As such, the server is frequently referred {0 as a “database
server,” the remote system is frequently referred to as a “database,” and access
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requests are frequently referred to as “dalabase access requests.” it should be
understood that the use of this terminology is in order to clearly describe exemplary
applications and embodiments of the invention. it should further be understood that
embodiments of the invention could be used {o detect and prevent fraudulent access to
any number of other appropriate remote systems, such as power grids, manufacturing

plants, elc.

0011} Database access requests can include requests to read data or records
off the resource database. Database access requests can aiso include database
queries, reguests for information about the requesting entity, and requests for
information about the reguesting entity’s permissions and privileges among others.

0012} in order to detect fraudulent attempts to access resources in the resource
database, the database server can identify the requesting entity and a requesting entity
profile associated with the requesting entity. Each entity that requests dala from the
resource database may have its own requesting entity profile that includes information
about the reguesting entity. These reguesting entity profiles may be stored in an entity
profile database and accessed by the database server. Additionally, each requesting
entity profile may have a corresponding machine leaming model, which may be siored
in a model cache and accessed by the database server, such that each unique

requesting entity has its own corresponding machine learming model.

{0013} These machine learning models accept database access requests or
sequences of database access requests (referred {0 as "access sequences”) as feature
vectors and produce anomaly scores. The anomaly scores can classify database
access requests or access sequences as normal or anomalous. The database server
can compare the anomaly score {0 a predetermined threshold. f the anomaly score
exceeds the predelermined threshold, the database server can prevent the requesting

entity from further accessing the resource database.

{0014} Embodiments of the invention present a number of advantages over
conventional systems. As a first example, the novel use of access sequences (o detect
anomaious behavior aliows embodiments of the invention o accurately detect

fraudulent database access requests. Test resulls for different machine learning
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models (described below with reference to FIGs. 5-7) demonstrate the accuracy of
embodiments of the invention. Further, the use of deep, obfuscated databases
{described below with reference to FIGs 3A-3B) forces attackers to perform additional
reconnaissance, making attackers more susceptible {o detection. Additionally, by
evaluating access requests across APIs, rather than just at a single AP, the database
server can detect additional anomalous behavior, such as frequently jumping from one
APl to another in order to gain access. As a result, embodiments of the invention
provide an improvement {0 the securily of dalabases sioring sensitive data, such as

cryplographic keys or Pil

{0015] One embodiment is direcied to a method comprising: receiving, by a
server, a plurality of access requests from a requesting entity, wherein the plurality of
access requests are received via one or more APIs and are a plurality of requesis o
access a remoie system; determining, by the server, a requesting entily profile
associated with the plurality of access requests; defermining, by the server, a machine
learning model corresponding o the requesting entily profile; generating, by the server,
an access sequence, wherein the access sequence comprises an ordered sequence of
the plurality of access requests, determining, by the server, an anomaly score by
applying the access sequence as an input to the machine learning model; comparing,
by the server, the anomaly score {0 a predeterminead threshold, if the anomaly score is
greater than the predetermined threshold, preventing, by the server, the requesting
entity from accessing the remote system,; and if the anomaly score is less than the
predetermined threshold, allowing, by the server, the requesting entity to access the

remote system.

{0016] Anocther embodiment is directed to a server comprising. a processor; and
a non-transitory computer readable medium comprising code, executable by the

processor, for implementing the above method.

TERMS

{00177 A “server computer” may include a powerful computer or cluster of

computers. For example, the server computer can be a large mainframe, a
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minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled to a web server. The server
computer may comprise one or more computational apparatuses and may use any of a
variety of computing structures, arrangements, and compilations for servicing the

requests from one or more client computers or reguesting entities.

0018} A “memory” may be any suitable device or devices that may store
electronic data. A suitable memory may comprise a non-transitory computer readable
medium that stores instructions that can be executed by a processor to implement a
desired method. Examples of memories may comprise one or more memory chips, disk
drives, efc. Such memories may operate using any suitable electrical, optical, and/for

magnetic mode of operation.

0019} A “processor” may refer o any suitable data computation device or
devices. A processor may comprise one or more microprocessors working together o
accomplish a desired function. The processor may include a CPU that comprises at
least one high-speed data processor adequate to execute program componenis for
executing user and/or system-generated requests. The CPU may be a microprocessor
such as AMD's Athion, Duron and/or Opteron; IBM and/or Motorola's PowerPC; IBM's
and Sony's Cell processor; intel's Celeron, ltanium, Pentium, Xeon, and/or XScale;

and/or the hike processor(s).

{0020} A “resource” can include something that can be provided to an entity. A
resource can be electronic, and may include code, data, or other information that can be
fransmitted between entities electronically, for example, digital representations of music,

cryptographic keys, Pll, medical records, images, video, etc.

{0021} An “identifier” may refer {0 something that uniguely identifies something.
An example of an identifier is a user identifier, which uniquely identifies a user, or a
device identifier, which uniquely identifies a device. An identifier can be a numeric or
alphanumeric sequence, such as a social security number. Further, an identifier may
be used o identify data associated with an identified entity. For example, an identifier
may be used {0 search an entity profile database in order to identify a profile associated

with an entity.
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0022} ‘Entities” can include things with distinct and independent existence. For
example, people, organizations (for example, partnerships, businesses), computers,

and computer networks, among others. An entity can communicate or interact with its
environment in some manner. Further, an entity can operate, interface, or interact with

a computer or computer network during the course of its existence.

0023} An “entity credential” may include something that indicates an entity’s
privileges or entitlement. These privileges may include accessing rescurce databases,
specific records, directories, or other logical elements of those dalabases. A credential
may be data, such as an alphanumeric sequence or sequences that an entity can
present. For example, an entity credential may comprise a username and password, or
an APl key used to access an APl An entily credeniial may be verified by a database
server in order to authenticate an entity and allow the entity to access a resource

database.

{0024} A “requesting entity” can include an entily thai requesis access {0
something, such as a resource or a resource database. For example, a requesting
entity can include a user that requests access o crypiographic keys stored on an
SeMS. A requesting entity can also include the computer that the user operates in

order {0 request access to resources.

[0025] An “entity profile” can include a profile or collection of data about an entily,
such as a reguesting entity. An entity profile can be determined from an access reguest
produced by a requesting entity. For example, an entity profile for a human user could
comprise information including a user identifier (such as a name}, a user's home or
work address, the user's age, the user's acquaintances, efc. An entity profile can
comprise information that can be used (o uniquely identify the entity associated with an
entity profile. Entity profiles can be represented electronically and can be stored in an

entity profile database or other suitable data structure.

[0026] An “application programming interface” (AP} can include a set of
subroutines, protocols, and tools for building application software or interfacing with an
application. For example, an AP! can be used by a dlient computer in order to

communicate with an application running on a server computer. A client computer can

o
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use an APl {o request that a server computer retrieve data from a database coupled to
the server computer and transmit that data o the client computer. An APl may be
identified using an AP identifier, a unigue alphanumeric sequence corresponding to an
APL APls may additionally correspond to different applications, such that one
application {e.g., a fraud detection system system) uses a different AP than another

application {e.g., a transaction processing system).

00277 An “application programming inierface key” (APl key) can include a
cryptographic key used in conjunction with an APl For example, an AP{ can be
configured such that a requesting entity cannot communicate with a database server

unless they provide the correct AP! key.

{0028} A *Secret Management System” (5eMS) may include a database that
manages or otherwise stores secret, sensitive information, or rescurces. An example of
a secret management system is a database that stores one or more cryptographic keys
that may be used to decrypt sensitive information such as Pil. An SeMS may be a
special class of a “resource database,” a dalabase that stores data and other elecironic

resources.

[0029] ‘Personally Identifiable Information” (PH) may include information that can
be used on its own or with other information {o identify, contact, or locate a single
person, or to identify an individual. Personally identifying information may be a target
for identity thieves or hackers, and may be encrypiled or otherwise protecied in a

database. A social security number is an exampie of Pl

{0030} A “database server” may include a server computer that conirols or
manages access to rescurces. A database server may manage database access
requests on behalf of requesting entities. Requesting entifies may interface with the
database server via API calls made at ong or more APis. A database server may
authenticate requesting entities based on entily credentials before granting further
access {0 resources in a resource databases. Further, a database server may evaluale
database access requests or access sequences using machine learning models, in

order o identify malicious or fraudulent requests. A database server may have the
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ability to issue or revoke credentials, or otherwise allow or deny access {0 a resource

database, or resources in the resource database.

0031} A “database layer’ may include a logical element in a dalabase. An
example of a layer is a directory level in g hierarchical database. A direclory is deeper
than its parent direclory and less deep than iis subdirectories. Thus, the depth of a
database layer may refer {o how far “downy” it is in the database. A “deep layer” may

refer to a layer that is deep in a database, such as a layer that is 5 or more layers deep.

0032} An "access request’ may include a request to access a remote system.
This may include systems such as manufacturing or energy control systems, camera or
other surveillance systems, and the like. It may also include requests {0 access
databases or filing systems. An access request may include commands or other
directives associated with the access request. For example, an access reguestto a
computerized gate system may comprise an electronic command or directive to open a

corresponding computerized gate.

0033} A “database access request’ may include a request to access a database.
Examples of database access requests include “read requests” or “database read
requests,” which can be requests to read or retrieve data from a database, “list
requests” or “database list requests,” which can be reguests (o refrieve a list of files,
directories, or logical sections in a database, “entity information reguests,” which ¢an be
requests to retrieve information or data about a particular entity or the enlity’s account
or profile, “entity capability requests,” which can be requests fo retrieve information
about the capabilities or permissions of an entity, such as information regarding which
data records and directories the entity is aliowed {0 access, and “change directory
requests,” which can be requests to move {o a different logical section or directory in the
database. Dalabase access requests may also include data or metadata about the
database access request, such as where the request originated from, a timestamp
corresponding to the request, the API through which the request was made, a credential

of a requesting entity making the request, eic.

(0034} An “access sequence” may include a series or sequence of access

requests. For example, an access sequence comprising four database access requests

8



10

15

20

25

30

WO 2020/005263 PCT/US2018/040124

may comprise g list request, followed by change directory request, followed by a list
request, followed by a read request. Access sequences may be ordered
chronologically, for example, via timestamps corresponding to the database access
requests. An access sequence may be used as a feature vector input to a maching
tearning model, in order for the machine learning mode! {o produce an anomaly score

output, indicating whether the access seguence is normal or anomalous.

0035} An “attack sequence” may include an access sequence produced during
an attack on a remote system or an attempt to extract data from a database. An attack
sequence may have a number of characteristic properties that make it possible {0 tell
the difference between an attack sequence and a legitimate access seguence. For
example, an attack sequence may indicate that a regquesting entity is altempting to

locate a sensitive resource, or otherwise performing reconnaissance.

{0036} The term “machine learning model” may inciude an application of artificial
intelligence that provides systems with the ability to automatically learm and improve
from experience without explicitly being programmed. A machine learning model may
include a set of software routines and parameters that can predict an ouiput of a
process (e.q., identification of an attacker of a computer network, authentication of a
computer, a suitable recommendation based on a user search query, etc.) basedon a
“feature vector.” A structure of the software routines {e.g., number of subroutines and
relation between them) and/or the values of the parameters can be determined in a
fraining process, which can use actual results of the process that is being modeled, e.g.,
the identification of normal or anomalous access sequences. bExamples of machine
tlearning modaels include support vector machines, models that classifies data by
establishing a gap or boundary between inputs of different classifications, as well as
neural networks {i.e., collections of artificial “neurons” that perform functions by

activating in response to inputs).

0037} A “feature vector” can include a set of measureable properties (or
“features”) that represent some object or entity. A feature vector can include collections
of data represented digitally in an array or vector structure. A feature vector can also

include collections of data that can be represented as a mathematical vector, on which

9
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vector operations such as the scalar product can be performed. A feature vector can be
determined or generated from database access requests. A feature vector can be used
as the input to a machine learning modael, such that the machine learning model!
produces some output or classification. A feature vector can comprise one or more
fealures. For example, a feature vector for a human entity can include features such as
age, height, weight, a numerical representation of their relative happiness, elc. Feature
vectors can be represented and stored electronically, in for example, a feature vector
database or feature store. Further, a feature vecior can be normalized, i.e., be made to

have unit length.

{0038] An “anomaly score” may refer {0 a score that indicates how normal or
abnormal something is. For example, an anomaly score can indicate how abnormal a
requesting entity’s behavior is, or how abnormal an access seqguence is. An anomaly
score can be within a defined range, suchas 0 -» 1, -1 -2 1 or 0 - 100. An anomaly
score can be compared against a threshold in order to make a decision. For example if
an anomaly score exceeds a threshold (indicating an anomalous access sequence) a
database server can revoke a requesting entity’s credential, or otherwise prevent a
requesting entity from accessing a resource database.

{0039] A “model cache” can include a database that can siore machine learning
models. Machine learning models can be stored in a model cache in a variety of forms,
such as collections of parameters or other values defining the machine learning model.
Models stored in a model cache may be stored in association with entity profiles, such
that each model in the model cache corresponds to a specific entity profile. Modelsina
model cache may also be stored in association with keywords that communicate some
aspect of the model. For example, a model used {o evaluate entity behavior in
accessing resources may be stored in a model cache in association with the keywords
‘behavior,” “resource access,” and “security.” Database servers can access a model
cache or model caches and retrieve models from the cache, modify models in the
cache, delete models from the cache, or add models to the cache. Additionally,
database servers can modify any associations between models and entity profiles,

keywords, or the like.

10
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BRIEF DESCRIPTION OF THE DRAWINGS

100407 FIG. 1 shows a block diagram of an exemplary database access system

according to some embodiments of the invention.

10041] FIG. 2 shows a block diagram of a database server according to some

embodiments of the invention.

0042] FIG. 3A shows a block diagram of an exemplary “shallow” hierarchical
database.
10043] FIG. 3B shows a block diagram of an exemplary obfuscated “desep”

hierarchical database according to some embodiments of the invention.

[0044] FIG. 4 shows a method of detecting anomalous access (o g database

according to some embodiments of the invention.

[0045] FIG. 5 shows a table of attack sequence detection rates for different

maching learning models, corresponding to a test for a first application service profile.

{0046] FIG. 6 shows a table of attack sequence detection rates for different
machine learning models, corresponding to a test for a second application service

profile.

{00477 FIG. 7 shows a table of attack sequence detection rates for different

machine learning models, corresponding to g test for a privileged user profile.

DETAILED DESCRIPTION

{0048} Embaodiments of the invention are directed to methods and systems for
detecling attacks on remote systems, such as fraudulent attempts {o access resources
in a resource database, such as cryptographic keys and Pil. The figures and
description below primarily focus on preventing fraudulent access to a resource
database, although it should be understood that this is only one exemplary application

of embodiments of the invention, and that other equally valid applications exist.

{00497 For example, a remote system could comprise an automaobile
manufacturing plant control system used to automate the manufacturing of critical

11
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components such as VB engines. An attacker, such as a competing automobile
manufacturer or disgruntied employee may attempt to access the plant control system
in order to disrupt the production or quality of the Vo engines. To this end they may
issue access requests to a server computer via one or more APIs, such as “reduce
cylinder head milling by 15%” in order o decrease the size of milled holes in the
cylinder head, preventing components such as valves, spark plugs, and fuel injectors
from being mounied on the cylinder head at later production stages. The server
computer can use machine learning to identify anomalous access requests and access

sequences in order fo prevent such attacks on remote systems.

{0050} In the case of detecting fraudulent access to resource daiabases, a
database server can be used to control access to resource databases. The database
server can receive database access requests via APls thal requesting entities use to
communicate with the database server. These requesting entifies can include, for
exampie, user computer terminais, or applications that request data from the database
in order to perform their funclions, such as a fraud detection application or a fransaction

fuifilment application.

{0051} The database server can use machine leaming to determine if a
requesting entity is behaving anomalously. Each requesting entity has a corresponding
machine learning model that models the requesting entity’s behavior, i.e., the gualities
of database access requests produced by the requesting entity, or access sequences
derived from those requests. For example, normal behavior for a given entity may
involve interfacing with the database server via a particular AP! and fransmitting a smaill
number of database access requests during normal business hours (e.g., .00 A M. {o
500 P.M). Anomalous behavior, on the other hand, may involve interfacing with the
database server via a number of different APls, and transmitling a large number of

database access requests during unusual times {e.g., 1:00 A M.).

{0052} The machine leaming model produces an anomaly score that indicales
how anomalous the requesting entity’'s behavior is. This anomaly score can be
compared against a predetermined threshoid. If the anomaly score exceeds the

predetermined threshold, the machine learning mode! can prevent the requesting entity

12
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from further access {o the resource database. This may comprise, for example,

revoking a credential associated with the requesting entity.

0053} Anomalous behavior can be indicative of fraud. Particularly, it may
indicate that a credential (such as a username and password or AP} key) corresponding
to a requesting entity has been stolen by an atlacker. However, an attacker is unlikely
{0 be able to extract resources from the rescurce database without deviating from

normal behavior for that requesting entity.

{0054} Further, attackers typicaily do not have complete knowledge of the system
they are breaching. As such, atlackers often perform “reconnaissance,” in which they
attempt {o determine the permissions and privileges of the entity they are
impersonating, as well as identify the location in the resource database of valuable
resources, such as cryptographic keys. As a result, access sequences produced by
attackers typically show evidence of this reconnaissance, including “jlumping” between
APls and long, variable access sequences. This is in contrast to a legitimaie requesting
entity’s access seguence, which will typically be short, consistent, and presented via a
single APL. The machine learning model! can recognize these reconnaissance patterns

and report anomalous behavior.

{0055] Further, some embodiments of the invention involve using an obfuscated
and/or deep resource database. An obfuscated database identifies or labels data
records or directories in such a way that they are difficult to parse. For example, rather
than labelling a directory “secreis,” the directory could be labeled “AZFD.” In a deep
database, valuable resources are stored on deeper database layers or directories. By
obfuscating the database and making the database desper, it is more difficult for
attackers {o locate valuable sensitive resources. This in turn forces atlackers to perform
more reconnaissance, making it easier for them {o be detected using the machine

learning models.

{0056] FIG. 1 shows an exemplary system 100 according {o some embodiments
of the invention. The system 100 comprises resource databases 102 and 104, entity
profile database 106, mode! cache 108, feature siore 110, database servers 112 and
114, APls 116, 118, 120, and 122, and requesiing entities 124 and 126.

13
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00571 Although two resource databases 102 and 104, two database servers 112
and 114, four APIs 116, 118, 120, and 122, and two reguesting entities 124 and 126 are
shown, methods according to embodiments of the invention can be practiced with any
number of resource databases 102 and 104, database servers 112 and 114, APIs 118,
118, 120, and 122, and reguesting entities 124 and 126. FIG. 1 is intended to Hllustrate
an exemplary arrangementi of databases, database servers, ARIs, and requesting
entities according to some embodiments of the invention, and is not intended to be
timiting.

0058} The entities, servers, databases, and APis can communicate with one
another via any appropriale means, including a communications network. Messages
and other communications between the enlities, servers, dalabases and APis may be in
encrypted or unencrypted form. A communications network may be any one and/or the
combination of the following: a direct inferconnection; the Internet; a Local Area Network
(LAN); a Metropolitan Area Network (MAN); an Operating Missions as Nodes on the
Internet (OMNI); a secured custom connection; a Wide Area Network (WAN); a wireless
network {(e.g., employing protocols such as but not limited to a Wireless Application
Protocol (WAP), I-mode, and/or the like); and/or the like. Messages between the
devices and computers may be transmitied using a secure communications protocol
such as, but not limited {o, File Transfer Protocol (FTP); Hypertext transfer Protocol
(HTTP), Secure Hypertext Transfer Protocol (HTTPS), Secure Socket Layer (SSL)

and/or the like.

{0059} Resource databases 102 and 104 can include any appropriate data
structures for storing digital resources, including sensitive digital resources such as
cryptographic keys, financial account numbers, or Pl, among others. Due to the
sensitive nature of thaese digital resources, resource databases 102 and 104 may be
protected by underlying hardware or software security. Resource databases 102 and
104 may store digital resources in encrypted or unencrypted form. Resource databases
102 and 104 may be accessed by database servers 112 and 114 through appropriate
access means, for example, database queries such as SQL gueries. In some

embodiments, resource databases 102 and 104 may be isolated, such that resource
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database 102 can only be accessed by daiabase server 112 and resource database
104 can only be accessed by database server 114, In some embodiments, resource
databases 102 and 104 may be implemented on a standalone computer or server
computer. in other embodiments, rescurce databases 102 and 104 may be

implemented on computer systems that alsc implement database servers 112 and 114,

{0060} Data records in resource databases 102 and 104 may be organized in any
appropriate structure or form. As an exampile, resource databases 102 and 104 could
be relational databases, where data is organized into sets with defining attributes and
represented in tables. As another example, resource databases 102 and 104 can be
hierarchical databases, where data records are organized into a tree-like struciure.
Resource databases 102 and 104 can be organized into different direclories or
database layers, each containing data records and subdireciories or links to deeper
database layers. In some embodiments, resource databases 102 and 104 may
comprise a plurality of layers, and prolected resources may be stored on deep layers of

resource databases 102 and 104.

{0061} In some embodiments, resource databases 102 and 104 may be deep
and/or obfuscated. A deep database comprises more database layers or directories
than a “shallow” database, and sensilive data records are stored in deeper database
layers or database directories. In an obfuscated database, identifiers corresponding to
data records or directories are modified in order to hide information from entities
accessing the database. As an example, rather than naming a directory
‘cryplographic_keys” a directory could be identified by the string “A12D.7 In this way, i
is more difficull for an attacker {o locate valuable resources, increasing the amount of
reconnaissance the atiacker has {o perform and increasing the likelihood that the
attacker is detected. Differences between shallow databases and deep and obfuscated

databases are discussead further below with reference o FIGs 3A-3B.

{0062} Entity profile database 106 may store data records of entity profiles
corresponding to each requesting entity 124 and 126. These data records may include
entity identifiers, such as a name or other alphanumeric sequence associated with each

requesting entity 124 and 126. As examples, g requeasting entity corresponding to a
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human user “John Doe” may have an identifier such as “JDoe,” while a requesting entity
corresponding to a shared computer workstation may have an identifier such as
“DESK_322A7 The data records may include other information about requesting
entities 124 and 126, including locations, IP addresses, associated communication
addresses, such as email addresses or telephone numbers, whether the reguesting
entity is associated with an crganization, whether the requesting entity is human or
machine, etc. In some embodiments, entily profile database 106 may be implemenied
on a standalone computer or server computer. In other embodiments, entity profile
database 106 may be implemented on one or more compuler systems implementing
database servers 112 and 114, Further, data records in entity profile database 108 may
be linked or stored in association with machine learning models stored in model cache
108.

[0063] Model cache 108 can include any appropriate data structure for storing
maching learning models. Model cache 108 may be implemented on a standalone
computer or server computer, or implemented on one or more computer systems that
implement database servers 112 and 114. The machine learning models stored in
model cache 108 may evaluate requesting entity behavior based on database access
requests and request sequences, and oulput an anomaly score that indicates whether
the database access requestis are normal or anomalous. In some embodiments, each
machineg learning mode! may correspond {0 a requesting entity, such that each
requesting entity’s behavior is modeled by a dedicated machine learming model.
Additionally, model cache 108 may store multipie machine learning models
corresponding to each requesting entity, such as a current model and a number of past
models. For example, each month a new machine learning model may be trained for a
requesting entity, and the new machine learning model, along with the prior machine

learning models are all stored in model cache 108.

{0084} Models in model cache 108 may be stored in any appropriate form, such
as a collection of parameters and/or weights (e.g., weights corresponding o a neural
network machine learning modeh). Models in model cache 108 may be indexed by a

corresponding entity identifier, a model identifier, or the “tlype” of machine learning
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model (e.g., recurrent neural network, isclation forest, support vector machine, etc).
Models stored in model cache 108 may be retrieved, trained, and/or used to evaluate
database access requests by database servers 112 and 114. The models may be

irained on labslied feature vectors storad in featurs store 110,

0085} Feature store 110 may be any appropriate data structure for storing
tabeled or uniabeled feature vectors. Feature store 110 may be implemented on a
standalone computer or server computer, or implemented on one or more compuier
systems that implement database servers 112 and 114, The feature veclors in feature
store 110 may comprise database access requestis corresponding to entity profiles. For
example, a feature vector may comprise a query to read data file “secrel_key” on June
14, 2018, 2:53.32 P.M. from requesting entity “AG” originating from AP! “Android-8.”
Feature veciors stored in feature store 110 may have corresponding labels, such as
normai or anomalous. In some cases, feature veciors siored in feature store 110 may
be [abeled with an anomaly score, such as 89/100. A high anomaly score may indicale
that the [abelled feature vector corresponds {o an anomalous database access request.
In some embodiments, feature vectors stored in feature store 110 may correspond {0
access sequences comprising a number of ordered database access requests. The
feature vectors in feature store 110 may be used by database servers 112 and 114 {o
frain machine learning modeis stored in model cache 108. Additionally, database
servers 112 and 114 may write database access requests received from requesting
antities 124 and 126 via APIs 116, 118, 120, and 122 {¢ featlure store 110

{0066} Database servers 112 and 114 are server compuiers that mediate and
control access to resource databases 102 and 104. Database servers 112 and 114
receive database access requests from requesting entifies 124 and 126 via APIs 116,
118, 120, and 122, perform the requests, and then return the results. For example,
requesting entity 124 may want a list of the contents of a directory in resource database
102. Requesting entity 124 may generate a list request and transmit it to database
server 112 via AR 118, Database server 112 may access resource database 102 and
retrieve a list of data records and subdirectories and transmit the list back to requesting

entity 124. Database server 112 may authenticale requesting entities 124 and 126,
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and/or manage or verify credentials corresponding to requesting entities 124 and 126,
such as username-password pairs or AP keys. Database servers 112 and 114 may
maintain credential databases for this purpose. A requesting entity atiempting to
access resource database 102 may need a valid credential in order for it {o

communicate database access reqguests (o database servers 112 and 114.

{0067} Database servers 112 and 114 may protect resource databases 102 and
104 from unauthorized access by enforcing database access restrictions or preventing
requesting entities 124 and 126 from accessing resource databases 102 and 104, For
example, database servers 112 and 114 may enforce permissions or privileges that
define which directories requesting entities 124 and 126 are allowed to access. As
another example, database servers 112 and 114 may revoke credentials corresponding

{0 compromised requesting entities.

[0068] Database servers 112 and 114 may receive resource access requests
from requesting entities 124 and 126 via APis 116, 118, 120, and 122, Database
servers 112 and 114 may verify that credentials presented with the dalabase access
requests are valid. From these resource access requests, database servers 112 and
114 may determine requesting entity profiles and retrieve the requesting entity profiles
from entity profile database 106. The requesting entity profiles may be determined by
querying entity profile database 106 using a requesting entity identifier or a regquesting
entity credential. Database servers 112 and 114 may further determine and retrieve a
machine learning model corresponding to the requesting entity, for example, from model
cache 108.

{00697 Database servers 112 and 114 may generate access sequences
comprising ordered sequences of the database access requesis. The access
sequences may be generated by coliecting the received database access requests and
ordering them based off timestamps corresponding to the database access requesis.
Additionally, database servers 112 and 114 may receive additional database access
requests from the other dalabase servers, which may additionally be included in the

aceess seqguence.
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00707 The access seqguences may be used as inputs to the determined machine
learning model. The machine learning model may produce an anomaly score, which
database servers 112 and 114 may compare to a threshold. If the anomaly score
exceeds the threshold (i.e., the access sequence is likely anomalous, malicious, or
fraudulent), database servers 112 and 114 can prevent the requesting entity from
continuing to access resource databases 102 and 104. Otherwise, database servers
112 and 114 can continue to allow requesting entities 124 and 126 to access resource
databases 102 and 104, and database servers 112 and 114 can continue o perform

database access requests on behalf of requesting entilies 124 and 126.

{0071} Application Programming interfaces (APIs) 116, 118, 120, and 122 may
be used to allow different softlware and hardware components {o interface and
communicate with database servers 112 and 114. These APls 1186, 118, 120, and 122
may allow different requesting entities 124 and 126 to request data from the resource
database. Different APls may correspond to different device operating systems, and
may allow devices of different operating sysiems o communicate with database servers
112 and 114, APis 116, 118, 120, and 122 may be accessed via AP calls, including
database access requests. In order to utilize a particular AP, requesting entities 124
and 126 may need an AP key corresponding to that APl This AP| key may serve as a
credential, indicatling that requesting entities 124 and 126 are authorized {o transmit

database access requests and receive data via APis 116, 118, 120, and 122

{0072} Requesting entities 124 and 126 may comprise entities that attempt to
access resource databases 102 and 104, Reguesting entities 124 and 126 may include
entities such as users, user computers or work stations, shared workstations, remote
server computers, or applications that interface with database servers 112 and 114 via
ARls 116, 118, 120, and 122. Requesting entities 124 and 126 may include legitimate
entities attempling to retrieve resources for legitimate purposes, as well as fraudulent
entities (such as hackers) attempting to retrieve resources for fraudulent purposes.

{0073} FIG. 2 shows a block diagram of an exemplary database server 200
according to some embodiments of the invention. Database server 200 may comprises

a processor 202, a communications interface 204, a credential database 206, and a
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computer readable medium 208. The computer readable medium may comprise a
number of software modules, including a communication module 210, credential module
212, resource access request module 214, entity profile module 218, and machine

tlearning module 218,

0074} Processor 202 may be any suitable processing apparatus or device as
described above. The communications interface 204 may comprise a network interface
that enables the database server to communicate with other computers or systems over

a network such as the Internst.

{0075} Credential database 206 may be a database or other suitable data
repository of requesting entity credentials. Database server 200 may store and manage
requesting entity credentials in credential database 206. These reguesting entity
credentials may comprise, for example, username-password pairs or APl keys used by
requesting entities to access APis and communicate with database server 200,
Database server 200 may verify a received entily credential by accessing credential
database 208 and verifying the existence of a maiching credential. Database server
200 may revoke entity credentials by deleting the corresponding data record in
credeniial database 206 or by flagging or otherwise indicating that the data record

corresponds {0 a revoked credential.

{0076} Communication module 210 may comprise code that causes or enables
the processor 202 to generale messages, reformat messages, and/or otherwise
communicate with other entities, computers and databases. The communication
module 210 may enabile the database server 200 to communicate over a network

according to any appropriate communication protocol, such as TCP, UDP, etc.

{0077} Credential module 212 may comprise code that causes or enables the
processor 202 to receive, process, and verify received entity credentials. Credential
module 212 may include code allowing the database server 200 {o formulate queries for
corresponding credentials in credential database 206, modify data records in credential
database 208 (such as flagging or deleling data records corresponding to revoked
credentials), and additionally may comprise any decision-making logic or code for

determining whether to revoke a credential. For example, upon determination that an
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anomaly score produced by machine learning module 220 is greater than a
predetermined threshold, logic or code in credential module 212 may trigger a routine or
subroutine to revoke a corresponding credential in credential database 206. Credential
module 212 may further comprise code enabling the database server 200 to compare
two credentials (e.g., a stored credential and a credential received from a requesting

entity) to determine if the two credentials match.

0078} Resource access request module 214 may comprise code that causes or
enables the processor 202 to receive, process, and enact resource access requests.
For example, resource access request module 214 may comprise code enabling the
database server 200 {0 access resource databases {e.q., resource databases 102 and
104 from FIG. 1). Resource access module 214 may comprise or otherwise store
cryptographic keys or other resources needed {0 access resource databases and/or
decrypt data records stored in resource databases. Further, resource access moduie
214 may comprise code allowing the database server to implement resource access
requesis, such as code enabling the database server 200 to list the contents of a
directory or database, return a database record, or return information about the
requesting entity or their database access permissions. Resource access request
module 214 may additionally comprise code or logic enabling the processor 202 {0
determine or otherwise verify whether or not to fulfill database access requests, .q.,
determining whether a requesting entity is on a blacklist, whether the requesting entity’s

credential is valid, elc.

{0079} Further, resource access request module 214 may comprise code that
enables the processor 202 to generate access sequences, ordered collections of
database access requests received by database server 200. Generating access
sequences may comprise the database access server 200 evaluating timestamps
associated with the database access requests and sorting the database access
requests by their corresponding timestamp. The resource access module 214 may
corttain code or decision-making logic that aliows processor 202 o determine which
database access requests should be included in a particular access sequence and

which database access requests shouid not be included. For example, in a particular
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access sequence, the database server 200 may include all database access requests
with timestamps within a particular time range, e.g., 60 seconds, and exclude all

database access requests that occur outside that time range.

{0080} Entity profile module 218 may comprise code that enables the processor
202 to determine an entily profile associated with a requesting entity. This may
comprise transmitling a request or query to an entity profile database (such as entity
profile database 106 from FIG. 1) and refrieving a corresponding profile. The guery
may include an identifier, such as an entity identifier or an entity credential. The
identifier or credential may be used by the database server 200 {0 determine the entity
profile in the entity profile database.

0081} Machine learning module 218 may comprise code that enables the
processor 202 to identify, train, and utilize machine learning models in order to identify
anomailous or malicious access sequences. This may include code used by the
database server 200 {o identify a machine learming model corresponding fo the entity
profile and refrieve the machine leaming model from a model cache (such as model
cache 108 from FIG. 1) or any other suitable database. Machine learming module 218
may comprise code that enables the processor 202 {0 generate guery messages used

o query the model cache.

[0082] Additionally, machine leaming module 218 may comprise code enabling
the processor 202 to retrieve feature vectors from a feature store (such as feature siore
110 from FIG. 1). These feature vectors may be paired with corresponding
classifications, and may be used {0 train machine learning models, such as a support

vactor machines or isolation forests.

{0083} Further, machine learmning module 218 may comprise code enabling the
processor 202 to modify, initially process, normalize, or otherwise clean and convert
access seguences into fealure vectors that can be understood and evaluated by the
machine learning model. This may include, for example, filling data or metadata
comprising the database access requests o normalized ranges or other front-end

processing tasks.
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0084} Machine learning module 218 may additionally comprise code enabling
the processor to utitize the retrieved machine learning model to generate an anomaly
score corresponding to the access seguence and compare the anomaly score tc a
predetermined threshold. The anomaly score may correspond to how normal or
anomaious the access sequence and rescurce access requests are. For example, a
score of 100 may correspond to a totally anomalous access sequence, while g score of
0 corresponds to a totally normal access sequence. The predetermined threshold may
be a tolerance level, indicating how tolerant database server 200 is of anomalous
behavior. if the anomaly score is greater than the predetermined threshold, the
processor 202 may enact a subrouting, routine, or other code in machine learning
module 220 in order to prevent a requesting entity from continuing to access or request

data from the resource databases.

{0085] FiGs. 3A-3B illustrate the difference between a conventional shallow
hierarchical database {(database 300 from FIG. 3A), and a deep hierarchical database
that may be emploved in some embodiments of the invention (database 310 from FIG.
3B).

{0086] In the block diagram of shallow database 300 of FIG. 3A, each hox
corresponds {o either a directory or a data record. The ROOT directory, 302, is the
uppermost directory in database 300. Notably, database 300 includes a SECRETS
directory 304 containing two data records corresponding to cryptographic keys, KEY A
306 and KEY B 308. Database 300 comprises two database layers, the root layer 300,
containing data records SYS_CONFIG, LOG, SCV, PIPE, and MFG, along with
SECRETS directory 304, and the SECRETS layer comprising KEY A 306 and KEY B
308. Shaillow database 300 is vuinerable to attackers, as atlackers only need to
penetrate two layers o find the cryptographic keys, Further, because the directories
and data records are labelled in a human readable format, an attacker can quickly
identify the SECRETS directory 304 and retrieve KEY A 306 and KEY B 308.

{0087} FIG. 3B shows an example of a deep, obfuscated database 310 according
o some embodiments of the invention. In FIG. 3B, the identifiers of subdirectories and

data records have been replaced with aliases, identifiers that don't have any clear
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meaning to a human reader. This makes identifying a secrels directory (i.e., 1F22 314)

and cryptographic keys (i.e., BAD1 316 and 452k 318) significantly more difficult for an

attacker who is unfamiliar with the database. Further, the cryptographic keys BAD1 316
and 452E 318 are stored on a deeper layer of database 310 than corresponding KEY A
306 and KEY B 308 are stored on in database 300. This increases the amount of

reconnaissance that an attacker needs to perform to locate the cryptographic keys.

100838} in database 310 of FIG. 3B, there are three layers. The ROOT directory
312 is the upper most directory in database 310, and contains subdireciories A1DE,
B2FD, and 6A77. Subdirectory A1DE contains data records F18B and CE88.
Subdirectory B2FD contains subdirectory 1F22 314 (the secrets direciory) and data
records EE33 and CEAZ. Subdirectory 8A77 contains data record 9BED. Subdirectory
1F22 314 contains cryplographic keys BAD1 316 and 452E 318.

[0089] Typically, a legitimate reguesting entity will be familiar with the structure of
the resource database and the iocation of the needed cryplographic keys. As such, a
legitimate requesting eniity is not impeded by the obfuscated or deep nature of
database 310. A legitimate requesting entity may request a key from database 310 with
a single database access request such as "READ ROOT/B2FD/MF22/BAD1. By
contrast, as stated above, an altacker or malicious requesting entity may not be familiar

with the structure of the resource database, and may need o perform reconnaissance.

{0050] In database 300, reconnaissance is comparatively easy, an attacker
needs o request a list of the contents of the ROOT directory 302, identify SECRETS
directory 304, and read the contents of each data record in SECRETS directory 304,

By comparison, for database 310, an atiacker has to perform considerably more
reconnaissance, listing and jumping between mulliple subdirectories. Additionally,
because the records and direclories arer’t conventionally named, the attacker cannot
determine whether they have found the secrets directory or identify whether a particular
data record corresponds {0 a secrel. This not only improves the security of the system
by making it more difficult for attacker’s 1o find sensitive resources, it also improves the
chance of detecling an attacker. The more reconnaissance the attacker performs, the

more anomalous database access requests the atiacker has to make, causing the
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attacker to reveal themselves to the machine learning models employed by the
database server. Some embodiments of the invention may make use of deep
obfuscated databases like database 310 from FIG. 3B as resource databases {(e.g.,

resource databases 102 and 104 from FIG. 1).

{0081} FIG. 4 shows a method 400 of evaluating rescurce access requesis and
allowing or preventing access to a resource database, performed by a database server,

according to some embodiments of the invention.

10092} At step 5402, a database server (e.g., database server 112 from FIG. 1)
can receive a plurality of database access requests from a requesting entity. These
database access requests can be received via one or more APls, and can include a
plurality of requests to access ong or more resources {e.g., sensitive resources like Pl
financial records or cryptographic keys) in a database {e.g., resource database 102
from FIG. 1).

0083} In some embodiments of the invention, one or more database access
requests of the plurality of database access requests may include an entity credential.
The entily credential may prove that the requesting entity is authorized to access the
database. Examples of entity credentials include usermnames and passwords or API
keys used {0 access the one or more APIs. The database access requesis may
additionally comprise data or metadata, such as a timestamp, an identifier
corresponding o the requesting entily, a location of origin {either geographical or digital,
such as an P address), a sequence number, checksum, source port, destination port,
etc.

{0094} These database access requests may include, for example, reguests to
guery the database (also referred to as database read requests). For a resource
database implemented as a relational database, this may include SQL or SQL-like
statements such as “SELECT ‘keys FROM 'secrets,” a request to retrieve the ‘keys’
records from the ‘secrets’ table. In a hierarchical database, dalabase access requests
may include list requests, such as “Is /secrets,” a request to list the contents of directory
“secrets.” The database server may access the database and return the results to the

requesting entity. For example, if the requesting entity transmits a database access
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request including “is /secrets,” the dalabase server may access the resource database,
retrieve g list of the contents of directory “secrets” (or an error if no such directory

exists), and return the list {o the requesting entity.

f0095] Other examples of database access requests may include “entity
information requests” and “entity capability requests.” An entity information reguest may
include a request to the database server for any information about the requesting entity
or another entity. This may include a name or username associated with the entity, a
title (e.g., administrator, moderator, etc.), the date that g profile associated with the
entity was generated by the database server, or any other information that could be
stored in a profile associated with the reguesting entity.  An “entity capability request”
may include a request {o the database server for information about the capabilities or
permissions associated with the requesting enlity. For example, an entity capability
request may include a request thai determines which directories, database layers, or
records that the requesting entity is allowed or disallowed {o access, whether the

requesting entity can write additional data records {0 the resource dalabase, elc.

{0098] At step 5404, the database server can identify an entity credential
corresponding to the requesting entity. The enlity credential may be included in one or
more of the database access reguests. In some embodiments, the entity credential
{such as an APl key) may be provided {0 the API in order for the requesting entity to
utilize the APl to communicate with the database server. In this case, the database
server may identify the entily credential via the APL The entity credential may be a
usemame and password, unique entity identifier or serial number, or any other
appropriate data that identifies the entity and proves that the entity is authorized or

permitted {0 access the dalabase.

{0087] At step 5408, the database server can determine a requesting entity
profile associated with the plurality of database access requests. The requesting entity
profile may contain information about the requesting entity, such as an identifier (e.¢., a
usemame or serial number), location information (such as a physical address or (P
address), and historical information regarding the requesting entity (e.g., the last time

the requesting entity transmitted g resource access request or otherwise attempted to
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access the database, the duration the entity profile has existed, etc.). The entily profile
may additionally be associated with 8 machine learning mode! corresponding to the
requesting entity. Delermining a reguesting entity profile can comprise the database
server searching an entity profile database (such as entity profile daiabase 106 from
FIG. 1) using the entity credential as a primary or foreign key, or in any suitable

database query.

{0088} Al step 5408, the database server can determine a machine leaming
model! corresponding to the requesting entity profile. The machine learning model may
be a machine lgarning classifier that indicates whether or not the requesting entity’'s
database access requesis or access sequences are normal by producing an anomaly
score. The anomaly score may be a score on a range such as 0-100, 0-1, or any other
appropriate range. The machine learning model may be unigue 1o the requesting entity
and the requesting entity profile. The machine learming model may be trained using
historical database access requests collected by the database server over the course of
the requesting entity profile’s existence. These historical database access requests
may be stored as feature vectors in a feature store (such as feature store 110 from FIG.
1}. The database server may determine the machine learming model by searching or
otherwise querying a model cache (such as model cache 108 from FIG. 1) using a

requesting entity identifier or entity profile identifier.

{0099 Al step 5410, the database server may receive a plurality of additional
database access requests corresponding to the requesting entity from one or more
additional database servers. As depicted in FIG. 1, resource database managemaent
systems may comprise multiple resource databases and mulliple database servers.
Fraudulent requesting entities or aftackers may move or jump between APls and
database servers in order to find the weakest point of entry {0 a resource database. As
such, before the database server receives the plurality of database access requests at
step 5402, the requesting entity may have attempted to access the datgbase via the
one or more additional database servers. These additional database access requests
may be useful to the database server in identifying fraudulent or malicious access {o the

database by the requesting entity.
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101007 The database server may transmit an electronic request message for the
additional database access requests o the one or more additional database servers,
and receive the additional database access requests in one or more electronic response
messages from the one or more additional database servers. In some embodiments,
the database server and one or more additional database servers may belong to the
same local communication network, such as a local area network (LAN). In other
embodiments, the database servers may be remote and may communicate cver a
network such as the Internet.

0101} Alternatively or additionally, the database server and the one or more
additional database servers may maintain a shared access reguest database, memory
pool, or log file containing all database access requests made {0 each database server.
When the database server or the one or more additional database servers raceive a
database access request, it may wrile a record of the database access request {o the
access request database, memory pool, or log file. The database server may receive
the plurality of additional database access requests by retrieving the plurality of
additional database access requests from the shared access request database,
memory pool, or log file.

{0162] The plurality of additional database access requests may comprise
requesis to access one or more resources in additional databases. Like the plurality of
database access requests received in step 5402, the plurality of additional database
access requests can be receive via one or more APls. The plurality of additional
database access requests may include entity credentials, data or metadata (such as a
timestamp, source port, destination port, efc.), among others. The resources in the
additional databases may be the same or similar as resources stored in the database,
such as cryptographic keys, financial records, or Pil. The additional database access
requests may include query requests, read requests, list requests, entity information
requests, and entity capability requests, among others. These requests may be

understood with reference to the description above.

[0103] At step 5412 the database server can generafe an access sequence

comprising the database access requests and additional database access requests.
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The access sequence may comprise a chronologically ordered list of database access
requests and additional database access requests. ACCESS Ssequences may comprise
any number of database access requestis. For example, a shorter access sequence
may comprise two database access reguests, while a longer access sequence may
comprise 100 database access requests. The access sequence may be ordered based
off imestamps in the database access requests and additional database access
requests. The access sequence is a strong indicator of the behavior of the reguesting
entity. As discussed above, legitimate requesting entities will typically produce
database access reguests that comprise a short, concise sequence, with no access
requests beyond what is necessary to exiract the relevant resource from the resource
database. Fraudulent requesting entities or attackers however, typically need o
determine the location of sensitive resources in the resource database before exiracting
them. As aresull, the daiabase access requests produced by attackers are typically
longer and involve more reconnaissance, such as listing the contents of direciories.
Further, attackers are more likely to make access requests across a larger number of
APls or across multiple database servers. Evaluating access sequences rather than
individual database access requesis improves the database server's ability {o detect
fraudulent or malicious aclivity, especially when compared o conventional database

security systems, which do not evaluate access sequences.

{0104} Al step 5414 the database server can apply the access sequence as a
feature vector input {o the identified machine learning model to generate an anomaly
score. As stated above, the identified machine learning model may be a classifier
model uniquely associated with the requesting entity, requesting entity profile, or
requesting entity credential. For exampie, the machine leaming model may be a
support vector machine (SVYM), isolation forest, etc. In some embodiments, the
maching learning model may be a hybrid model or ensemble classifier, comprising a
combination of models that coliectively produce a single classification, using an
ensemble method such as bagging, voting, weighted average, random selection, elc.
The machine learning model may evaluate the access sequence and classify the
access sequence as anomalous or normal. in some embodiments, the classification

may be fuzzy, and may take on any number of values between anomalous and normal
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{e.g., 80% normal, 20% anomalous, etc.). In some embodiments, the anomaly score
may be a normalized value associated with the classifications. For example, a totally
normal access sequence may be assigned an anomaly score of 0, a totally anomalous
aCCess seqguence may be assigned an anomaly score of 100, and an access sequence

that is 50% normal and 50% anomalous may be assigned an anomaly score of 50.

f0105] At step 5416 the database server can compare the anomaly score to a
predetermined threshold. The predetermined threshold indicates the level of
anomaious activity that can be tolerated by the database server. Forexample, a
predetermined threshold of 50 may indicate that database access requests should be
accepted as non-anomalous, provided that the access sequence is less than 50%
anomailous. In a system where anomalous access is more severe (e.g., a secret or top-
secret database), the predetermined threshold may be set al a lower value (e.g., 5) in

order to further improve security.

{0108} At step 5418, the database server can determine whether the anomaly
score exceeds the predeiermined threshold or notl.  If the anomaly score exceeds the
predetermined threshold, process flow proceeds to step 5420. If the anomaly score

does not exceed the predetermined threshold, process flow proceeds {o step 5422

{0107} At step 5420, if the anomaly score is greater than the predetermined
threshold, the database server can prevent the requesting entity from accessing the
database. The dalabase server can maintain a blacklist or whitelist of requesting
entities that are allowed access to the database. Additionally, the requesting entity
profile can contain a field or other value that indicates the requesting entity’s ability to
access the database. The database server can prevent the requesting entity from
accessing the database by modifying the whitelist {g.¢., removing the requesting entity
from the whitelist), medifying the blackiist {e.g., adding the requesting entity to the
blacklist), or modifying the requesting entity profile (e.q., changing a flag or indicator
value that indicates the requesting entity is banned or otherwise prevented from
accessing the database). Alternatively or additionally, the database server can revoke
the entity credential. Revoking the entity credential may involve indicating that the entity
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credential is no longer valid, for example, flagging or removing the entity credential from

an entity credential database.

{0108} Al step 5422 if the anomaly score is less than the predetermined
threshold, the database server can allow the reguesting entity to access the database.
If the anomaly score does not exceed the predetermined threshold, it may indicate that
the requesting entily is a legitimate requesting entity. Allowing the requesting entity to
access the database may comprise continuing to monitor and service database access
requests produced by the requesting entity, as well as communicating the resuits of

those database access requests back to the reguesting entity.

0109} Tests were conducted in detecting attack sequences, the results of which
are described below with reference to FIGs. 5-7. These tests involved evaluating the
performance of eight different machine learning models corresponding to three different
entity profiles. The machine leaming models were tested on their ability o detect
known attack sequences (characterized by attacker reconnaissance and retrieval), and
unknown attack sequences, comprising one million anomalous events for each profile
type. One-class SVM models with an RBF kernel performed the best at delecting attack

sequences overall.

{0110} As stated above, eight different machine learning models were iested.
These machine learning models corresponded {o two different types of machine
learning models: isolation forest; and one-class SVM. Two isolation forest models were
tested corresponding to 200 and 300 samples. Six one-class SVM models were tested,
three using an RBF kernel with gamma of 0.1, 0.3, and 0.9, two using a polynomial

kernel with gamma of 0.1 and 0.3, and one using a sigmoid kermnel with gamma of 0.1,

0111} These eight machine learning models were trained for three entity profiles.
Two entity profiles corresponded to application services. The third entity profile
corresponded to a privileged user (8.¢., a system administrator). These entily profiles
were generated and trained using production data (e.q., recorded database access
requests) from a secret management system. This production data corresponded {0

normal database access requests or access seguences.
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0112} The production data was spiit into training and test sets. For the
application services, 80% of the production daia was used as training data, and the
remaining 20% was used as test data. For the privileged user, 90% of the production

data was used as fraining data, and the remaining 10% was used as test data.

0113} Further, two attack data sels were generated in order to evaluate the
machine learning models. The first attack data sei corresponded to systematic attacks.
This systematic attack data set comprised atiack sequences, sequences of database
access requests that an attacker would perform to detect the location of a secret or
sensitive resource and extract the sensitive resource, these atiack seguences had
characteristic refrieval patterns or attacks, as well as reconnaissance patterns, involving
the altacker attempting {o locale secrets or sensilive resources before exiracling those
secrets or sensitive resources. The goal of the testing procedure was for the machine

learning models {0 detect the attack sequence before extraction occurred.

{0114} The second atlack data set was a set of random noise, corresponding o
unknown future attacks on the resource database. One million access sequences were
generated. Roughly 560,000 access seguences were flagged as “malicious anomalies,”
corresponding to access sequences that pertain 1o retrieving sensitive resources.
440,000 access sequences were flagged as “benign anomalies” corresponding to
unusual, but less risky behavior for an entity.  For the privileged user, the access
sequences for the second attack data set all ook place outside of normal business

hours.

{0115] The first attack data set was combined with the production data test set o
form the “validation sel” and the second attack data set was used as the “test set”
The machine leaming models were {ested on the validation set and test set data and

the following melrics were evaluated:

¢ Validation Accuracy: The percentage of anomalies correctly identified by the

model.

s TFR {True Positive Rate): The number of normal events correctly identified.
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= FPR (False Positive Rate): The number of normal events falsely identified as

anomalies.

¢ FNR (False Negative Rate): The number of anomalous evenis falsely ideniified

as normal events.

o TNR (True Negative Rate). The number of anomalous events correctly identified

as anomalies.

¢ Sequences detected: The number of atlack sequences the model was able to
predict. A success is identified if the model identifies the first "Retrieval” attack or

any “Recon” attacks before the first “Retrieval” attack.

e 1 Anomaly: The F1 score with respect to anomalies. A standard F1 score

showcases how well a model does for normal svents.

0116} The results for application service 1, application service 2, and the

privileged user are shown in FIGs. §-7.

0117] FIG. 5 shows a table summarizing the results for application service 1.
Each model, except for the one-class SVM with sigmoid kernel successfully detected all
attack sequences. Most models performed well, evidenced by high TPR and TNR on
the validation set. The one-class SVYM models with RBF kernels, as well as the both
isolation forest models performed the best. Farticularly the one-class SVM with RBF
kernel and gamma equal to 0.1, which achieved validation accuracy of 88.145%, a TPR
of 98.45%, and a TNR of 100% on the validation data. Isolation forests typically give a
more generalized model with increasing sample size, whereas one-class SVM typically
gives a generalized model with decreasing gamma value. The fact that the best models
were isolation forest with 300 samples and one-class SVM with gamma 0.1 implies that

ihe test data was not gverfit oo much.

0118} FIG. 6 shows a table summarizing the resulis for application service 2.
The models overall performed worse for application service 2 than they did for
application service 1. The isolation forest with 200 samples detected 40% of atlack

sequences, the one-class SVM with a sigmoid kernel detected 60% of altack
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sequences, and all other models detected 100% of attack sequences. Asin FIG. 5, the
one-class SYMs with RBF kernels performed the best. Particularly, the one-class SVYM
with RBF kernel and gamma of 0.1 achieved a TPR of ©1.84% and a TNR of 100% on
the validation data, and a FPR of 99.45% and a TNR of 100% on the test data. In FiGs
5-8, the one-class SVM with polynomial kernel generally performed weli on the
validation sets, but not as well on the test sets, indicating that one-class poly kernel
SVMs may be useful in detecting known atiacks, but not unknown fulure attacks.
Further, the models that performed well on the validation sel had relatively low false
positive rates. The service account shown in FIG. 5 had less than a 6% false positive
rate for almost all models, and the service account shown in FIGG. 8 had less than a 10%
false positive rate for its best models. This implies that these models will be robusi, and

will require less human triaging and diagnostics during production.

01191 FIG. 7 shows a table summarizing the results for the privileged user.
Unlike the application services, the privileged user has more variance in their behavior.
Privileged users can, for example, view other profiles, ook at system statistics, create
accounts, remove permissions, as well as other aclivities. This causes privileged user
behavior to be noisier, despite it reflecting normal behavior for privileged users.
Consequently, it is more difficul! to differentiate between normal access sequences and
attack sequences. Both isolation forest models detected 0% of atlack sequences. The
one-class SVM with RBF kernel and gamma 0.1 detected 40% of attack sequences,
one-class SVMs with RBF kemnels and gammas 0.2 and 0.9 detected 100% of attack
sequences, one class SVYMs with polynomial kernels detected 80% of attack
sequences, and the one-class SVM with sigmoid kernel detected 20% of atftack

seguences.

{01207 Notably, multiple models can be combined in order {o improve overall
performance, parlicularly as some models detect known attacks well, and other models
detect unknown attacks well. For the application services, one-class SVMs with
polynomial kernels can be used to supplement decision making when detecting known
attacks, while a database server can rely on one-class SVYM with REF kernel for other,
urknown attacks.
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0121} Additionally, detection of anomalies for privileged users can be improved
by combining models. For instance, one-class SYM with polynomial kernel and gamma
value 0.3 missed 20% of attack sequences, which were detecied by the one-class SVM
with sigmoid kernel and gamma vaiue 0.1. Combining these two models can improve
the overall detection rate. Additionally, these models can be combined with the one-
class SVM RBF kernel models with gamma values 0.3 and 0.9 to further improve
performance. The one-class SVM RBF kernel model with gamma value 0.9 performed
the best on the test set bul had a 100% false positive rate, whereas the combination
had 89.87% accuracy with a 44% false positive rate. Effeclively, performance (with
respect to validation accuracy) can be improved while still maintaining the best false
positive rate. This combination can be accomplished using a simple voting algorithm,
but different ensembling methods can be used to further improve the accuracy and false

positive rate.

{0122} These experiments demonstrate the strength of entity behavior profiling
using machine learning models. In many cases, attack seguences and malicious
anomalies were detecied with a high degree of accuracy. This demonstrates an
advaniage over conventional database security systems, many of which cannot detect
insider attacks or attackers once they have managed to breach the external security
perimeter. By accurately identifying atlack sequences and anomalous database access
requests, embodiments of the invention can betler protect secret or sensitive

information, such as cryptographic keys or Pl

{0123} Any of the computer systems mentioned herein may utilize any suitable
number of subsystems. In some embodiments, a computer system includes a single
computer apparatus, where the subsystems can be components of the computer

apparatus. In other embodiments, a computer system can include muitiple computer

apparatuses, each being a subsystem, with internal components.

0124} A computer system can include a plurality of the componenis or
subsystems, e.q., connected together by external interface or by an internal interface.
In some embodiments, computer systems, subsystems, or apparatuses can

communicate over a network. In such instances, one computer can be considered a
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client and another computer a server, where each can be part of a same computer
system. A client and a server can each include muitiple systems, subsysiems, or

components.

0125} it should be understood that any of the embodiments of the present
invention can be implemented in the form of control logic using hardware (e.q., an
application specific integrated circuit or field programmable gate array) and/or using
computer software with a generally programmable processor in a modular or integrated
manner. As used herein a processor includes a single-core processor, multi-core
processor on a same integrated chip, or multiple processing uniis on a single circuit
board or networked. Based on the disclosure and {eachings provided herein, a person
of ordinary skill in the art will know and appreciate other ways and/or methods to
implement embodiments of the present invention using hardware and a combination of

hardware and software.

{0126} Any of the software components or functions described in this application
may be implementead as software code o be executed by a processor using any
suitable computer language such as, for exampie, Java, C, C++, C#, Objective-C, Swift,
or scripting language such as Perl or Python using, for example, conventional or object-
oriented technigues. The software code may be stored as a series of instructions or
commands on a computer readable medium for storage and/or transmission, suitable
media include random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a compact
disk (CD} or DVD (digital versatile disk), flash memaory, and the like. The computer

readable medium may be any combination of such storage or transmission devices.

{0127} Such programs may also be encoded and transmitted using carrier signals
adapted for transmission via wired, optical, and/or wirgless networks conforming {o a
variety of protocols, inciuding the Internet. As such, a computer readable medium
according to an embodiment of the present invention may be created using a data
signal encoded with such programs. Computer readable media encoded with the
program code may be packaged with a compatible device or provided separately from

other devices {e.g., via Internet downicad). Any such computer readable medium may
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reside on or within a single computer product {e.g. a hard drive, a CD, or an entire
computer system), and may be present on or within different computer products within a
system or network. A computer system may include a monitor, printer or other suitable

display for providing any of the results mentioned herein to a user.

0128} Any of the methods described herein may be totally or partially performed
with a computer system including one or more processors, which can be configured {o
perform the steps. Thus, embodiments can be involve computer systems configured to
perform the steps of any of the methods described herein, potentially with different
components performing a respective steps or a respective group of steps. Although
presented as numbered steps, steps of methods herein can be performed at a same
time or in a different order. Additionally, portions of these steps may be used with
portions of other steps from other methods. Also, all or portions of a step may be
optional. Additionally, and of the sieps of any of the methods can be performed with

modules, circuits, or other means for performing these sieps.

[0129] The specific details of particular embodiments may be combined in any
suitable manner without departing from the spirit and scope of embodiments of the
invention. However, other embodiments of the invention may be invoive specific
embodiments relating to each individual aspect, or specific combinations of these
individual aspects. The above description of exemplary embodiments of the invention
has been presented for the purpose of illustration and description. it is not intended o
be exhaustive or to imit the invention {o the precise form described, and many
modifications and variations are possible in light of the teaching above. The
embodiments were chosen and described in order {0 best explain the principles of the
invention and its practical applications o thereby enable others skilled in the arl to best
utilize the invention in various embodiments and with various modifications as are suited

o the particular use contemplated.

01307 A recitation of “a”, “an” or "the” is intended 10 mean "one or more” unless
specifically indicated to the contrary. The use of “or’ is intended o mean an “inclusive
or,” and not an “exclusive or’ unless specifically indicated to the contrary.
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0131} All patents, patent applications, publications and description mentioned
herein are incorporated by reference in their entirety for all purposes. None is admitted

to be prior ari.
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WHAT 1S CLAIMED 1S:

1. A method comprising:

receiving, by a server, a plurality of access requests from a requesting
entity, wherein the plurality of access requests are received via one or more APls and
are a plurality of requests to access a remote system,;

determining, by the server, a requesting entily profile associated with the
plurality of access requests;

determining, by the server, a machine learning model corresponding to the
requesting entity profile;

generating, by the server, an access sequence, wherein the access
sequence comprises an ordered sequence of the plurality of access reguests;

determining, by the server, an anomaly score by applying the access
sequence as an input to the machine learning model;

comparing, by the server, the anomaly score {0 a predetermined
threshold;

if the anomaly score is greater than the predetermined threshold,
preventing, by the server, the reguesting entity from accessing the remote system; and

if the anomaly score is less than the predetermined threshold, aliowing, by
the server, the requesting entity to access the remote system.

2. The method of claim 1, wherein the server is a database server, the
remote system is a database, the plurality of access reguests are a plurality of database
access requests to access ong or more resources in the database.

3. The method of claim 2, wherein the database comprises a plurality
of layers and wherein the one or more resources are stored on a deep layer of the

database.

4 The method of claim 2, wherein the plurality of database access
requesis include a credential, wherein the database server determines the requesting
entity profile associaied with the plurality of daiabase access requests using the

credential.
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5. The method of claim 2, wherein preventing the requesting entity
from accessing the database comprises revoking a credential associated with the
requesting entity, wherein the credential grants the requesting entity access to the
database.

8. The method of claim 2, further comprising determining, by the
database server, a plurality of timestamps corresponding to the plurality of database
access requests, wherein the access sequence is ordered based on the plurality of

timestamps.

7. The method of claim 2, wherein the one or more APIs correspond

o one or more different applications that access the database.

8. The method of claim 2, further comprising receiving a plurality of
additional database access requests from one or more additional database servers,
wherein the plurality of additional database access requests are a plurality of additional
requests 1o access one or more resources stored in one or more additional databases,
wherein the access sequence comprises an ordered sequence of the plurality of

database access requests and the plurality of additional dalabase access requests.

8. The method of claim 2, wherein determining, by the database
server, @ machine learning model corresponding to the requesting entity profile
comprises guerying a model cache using the requesting entity profile or a requesting
entity identifier corresponding o the requesting entity profile, the model cache storing a
plurality of machine learning models corresponding to a plurality of entities.

16, The method of claim 2, wherein the plurality of database access

requests include one or more AP identifiers corresponding to the one or more APls.

11, A server comprising:

a processor; and
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a non-transitory computer readable medium coupled to the processor, the
non-transitory computer readable medium comprising code, executable by the
processor, for implementing a method comprising:

receiving a plurality of access requests from a requesting entity,
wherein the plurality of access requests are received via one or more APIs and are a
plurality of requests to access a remote system;

determining a requesting entity profile associated with the plurality
of access requests,

determining a machine learning model corresponding o the
requesting entity profile;

generating an access sequence, wherein the access sequence
comprises an ordered sequence of the plurality of access requests;

determining an anomaly score by applying the access sequence as
an input to the machine learning model,;

comparing the anomaly score o a predeterming threshold,

if the anomaly score is greater than the predetermined threshold,
preventing the requesting entity from accessing the remote system; and

if the anomaly score is less than the predetermined threshold,

allowing the requesting entity to access the remote system.

12. The server of claim 11, wherain the server is a database server, the
remote system is a database, the plurality of access requests are a plurality of database

access requests to access ong or more resources in the database.

13.  The database server of claim 12, wherein the database comprises
a plurality of layers and wherein the one or more resources are stored on a deep layer

of the database.

14. The database server of claim 12, wherein the plurality of database
access requests includes a credential, wherein the database server determines the
requesting entity profile associated with the plurality of database access requests using

the credential.
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16, The dalabase server of claim 12, wherein preventing the requesling
entity from accessing the database comprises revoking a requesting entity credential
associated with the requesting entity, wherein the requesting entity credential grants the

requesting entity access {o the database.

16.  The database server of claim 12, wherein the method further
comprises determining a plurality of timestamps corresponding to the plurality of
database access requests, wherein the access sequence is ordered based on the
plurality of timestamps.

17.  The database server of claim 12, wherein the onea or more APls

correspond to one or more different applications that access the database.

18.  The database server of claim 12, wherein the method further
comprises receiving a plurality of additional database access requests from one or more
additional dalabase servers, wherein the plurality of additional database access
requests are a plurality of additional requests to access one or more resources stored in
one or more additional databases, wherein the access sequence comprises an ordered
sequence of the plurality of database access requests and the plurality of additional
database access requests.

1S, The database server of claim 12, wherein determining @ machine
learning model corresponding to the requesting entity profile comprises guerying a
model cache using the requesting entity profile or a requesting entity identifier
corresponding to the requesting entity profile, the mode! cache storing a plurality of

machine learning models corresponding to a plurality of entities.

20, The database server of claim 12, wherein the plurality of database
access requests include one or more AP! identifiers corresponding to the one or more
APls.
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