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data of the cache line at the controller.
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OPERATING A MEMORY UNIT

Cross-Reference {0 Related Applications

[0001]  This patent application is related to co-pending PCT Patent Application No.
{Attorney Docket No. 83272535) and co-pending PCT Patent Application
No. {Attorney Docket Na. 83273858}, coancurrently fited herewith.

Background

[0002] in modern, high-performance server systems that include complex processors
and large storage devices, memory system reliability is a sericus and growing concern.
It is of critical importance that information in these systems is stored and refrieved
without errors. When errors actually ocour during memory accsss operations, it is also

important that these errors are successiully detected and correcled.

Brief Description of the Drawings

[0003] Figure 1 is a schematic llustration of an example of a system including a

memory controller and a coding module.

[0004] Figure 2 illustrates a schematic representation showing an example of a2

memory module.

{0005]  Figure 3 is a schematic illustration showing an example of a memory modtule

rank.
{0008}  Figure 4 15 a schematic illustration showing an example of a cache line.

[D007]  Figure 5 illustrates a flow chart showing an example of a method for aoperating

a memory unit.

[0008]  Figures 6A and 6B iliustrate a flow chart showing an example of a method for

decoding data recetved from a memory unil.

[0008]  Figures 7A and 7B Hiustrate a flow chart showing an exampie of an alternative

method for operating a memory unit.
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Delailed Description

[0010] A memory protechion mechanism that provides betler efficiency by offering a
two-tier protection scheme that separates out error detection and error carrection
functionality is disclosed. The memaory protection mechanism avoids one or more of the
following: activation of g large number of memory chips during every memory access,
increase in access granularity, and increase in slorage overhead. The memory
protection mechanism activates as few chips as possible on each memory access,
conserves energy, leads to decreased dynamic random access memory (DRAM}

access times, and improves system performance.

{0011]  As described in additional detail balow, the first laver of protection in the
memory protection mechanism is local error detection (LED), an timmediate check that
follows every access aperation {i.e., read or write) to verify data fidelity. To ensure chip-
level detection (required for chipkill-level reliability}, LED information may be maintained
per ¢chip. in other words, LED information may not be associated with each cache ling
{also called a line of data) as a whole, but with every cache line “segment’, the fraction
of the cache line present in a singie chip in a rank of memory. In some examples, a
relatively short checksum {e.g., 1's complement, Fletcher's sums, or other) computed
over a cache line segment may be used as the error detection code and may be
appended to the data. The LED information is attached o the data and a read request

from the memory controller automatically sends the LED along with the data.

[0012] Hf the LED detects an error, the second layer of protection is then applied.

The second layer of protection is the Global Error Correction {GEC), which may be
stored in either the same row as the data segmenis or in a separate row that exclusively
contains GEC information for several data rows. Uniike LED, the memory controlier has

to specifically reguest for GEC dala of a detected failed cache line.

[0013]  As further explained in additional detail below, the memory protection
mechanism comprises a memory module that includes a reduced number of chips {e.g.,
DRAM chips). In one example, a rank of memary includes nine x8 chips and a burst of
eight. Each memory operation may involve a cache line of 64 bytes. In the memory,

data corresponding 1o ohe cache line is spread across all the chips in the rank. LED
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data and GEC data are also distributed among the chips in @ rank. Because the system
proposes a reduced number of chips, it increases the bils stored per chip for a cache
line. Therefore, more redundancy on each chip is needed to protect the data in case of
chip fallure because the failure is hkely to affect maore bils. The required additional
redundancy per chip must be in line with the specific data access granularities and the

burst rate of the system.

{0014} in addition, because of the configuration of the described sysiem, some
failures in the memaory may not be detected. Specifically, this may ccocur when the
system uses simple parity and checksum to detsct and recover from failures. Using
checksumvparity cannot guarantee detection of any arbitrary set of failures across the
data stored in ali chips of the rank. ltis possible that one in 2%n fatlures may go
undetected, where "n" is the number of checksum/parily bits in a single chip of the
memory rank {i.e., in the described implementation they correspond to the LED bils).
Therefare, in memory devices where randon errors are likely, a simple checksum may
not be sufficient fo guarantee error free operations. Although, most errors in DRAM

include specific patterns and relate to a spegific category, new sources of errors may

arise in emerging technologies and may result in silent ervor corruption.

{0015] Therefore, the description proposes systems, methods, and computer
readable media that improve detection and correction of random errors in a rank of
memory and eliminates undetected ermror patterns. In some implementations, the
descriplion proposes a system for operating & memory unil. The system includes a
processor having a mamory controller in communication with the memaory unit. The
memuory controller is to perform an encoding operation {o divide data in a cache line into
a plurality of groups, encode the data in the plurality of groups o generate a plurality of
codewords that include the dala of the cache line, local error detection {(LED) data for
the caches line, and global error correction (GEC) data for the cache line. The encoding
operation is further to generate a first tier of protection for the cache line from a first
portion of the plurality of codewords, where the first tier of protection is stored across a
plurality of chips in the memory and includes LED data for the cache line combined with
the dala of the cache line. The encoding operation is alsc to generate a second tier of

protection for the cache line from a second portion of the plurality of codewords, where

-
Pl
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the second tier of protection is distributed among the plurality of chips and includes the
GEC data for the cache line. The memory controller is also to perform a decoding
operation o determine whether an error exists in the dala of the cache line based on
received information corregponding fo the first fier of protection, decode the data of the

sache line using & decoder, and output the data of the cache line at the controller.

{0016} In other example implementations, the description proposes a method for
operating a memory unit. The method includes encoding a cache line of data from the
memory unit to generate a codeword, where the codeword includes the encoded cache
line, local error detection (LED} information {for the cache line, and global error
correction {(GEC) information for the cache line. The method also includes storing data
associated with the codeword at a plurality of data chips of the memory unif, receiving a
first portion of the codeword corresponding fo the cache line and the LED information at
a controller, determining whether there is an error in the encoded cache line by using
the received first portion of the codeword, receiving a second portion of the codeword
corresponding to the GEC information, and combining the second portion with the first
portion at the controller {o create a received codeword. The method further includes
decoding the received codeword {o retrieve the encoded cache line. Decoding the
received codeword includes erasing, in order, data from the received codeword
carresponding 1o each of the plurality of data chips, and determining whether erased
data associated with a chip includes the error by operating a decoder, wherein the
decoder is an erasure decoder. Decoding the received codeword further includes
decoding the received codeword when the data associated with the chip that includes
the error is erased, recaonstructing data on the received codeword corresponding o the

data on the chip, and outputling the cache line at the controlier.

{00171  In the following detailed description, reference is made to the accompanying
drawings, which form a part hereof, and in which is shown by way of illustration specific
examples in which the disclosed subject matter may be practiced. His {o be understood
that other examples may be ulilized and structural or logical changes may be made
without departing from the scope of the present disclosure. The following detailed
description, therefore, is not to be {aken in a limiting sense, and the scope of the

present disclosure is defined by the appended claims. Also, it is to be understood that

4
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the phraseology and terminology used herein is for the purpase of description and
should not be regarded as limiling. The use of “including,” "comprising” or “having” and
variations thersof herein is meant o encompass the items listed thereafter and
equivalents thereof as well as additional tems. I should alsa be noted that a plurality of
hardware and software based devices, as well as a plurality of different structural

components may be used fo implement the disclosed methods and syslems.

[0018]  Figure 1 is a schematic illustration of an example of a system 100 {e.g.. a
server system, a computer system, etc.) including a processor 101 {e.g., a central
processing unit, etc.}, a memory controller 102, and a coding module 118 for controlling
the encoding/decoding operation of data in the memory during a memory access ©
enable detection and correction of random errors. The processor 101 may be
implemented using any suitable type of processing system where at least one processor
executes computer-readable instructions stared in a memory. In some examples, the
system 100 may include mwore than one processor. The system 100 further includes a
memory unit or module 112 (represented as a rank of dual-in-line memeory module
("DIMM™) in Figure 1) and a system bus {e.g. a high-speed system bus, not shown}. in
gther examples, the system 100 includes additional, fewer, or different components for

carrying out similar functionality described herain.

{00181  The processor 101 and the memory controller 102 communicate with the
other components of the system 100 by transmitting data, address, and conirol signals
over the system bus. In some examples, the system bus includes a data bus, an
address bus, and a control bus {not shown). Each of these buses ¢an be of different
bandwidth.

{0020} The memory controller 102 includes an encoder 108 and a decoder 110.
Alternalively, the encoder 109 and the decoder 110 may be located on the memory
modide 112, 1t is {o be understood that the memory controlier 102 includes other
components that are not shown in the figures. For example, the controller 102 may also
include the following unshown components: a cache, a data selector, an address

selector, buffers, control logic for scheduiing request to memory unils, receiving data

LA
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from memory units, and forwarding the received data or other control signals to the

ather parts of the system.

[0021] The encoder 109 is to encode data written to the memory unit during a
memory access operation with redundancy data or an error detection code o generate
sodewards. During a read operation, the data stored in the memory rank and the
redundancy data (i.e., the codewords} is provided to the memory controiler 102. The
decoder 110 may be used by the memory controller 102 to decode the provided data.
The controller checks the consistency of the cache line delivered from the memory unit.
Thus, by using the decoded data, the memory controller determines whether an error

exists in the transferred data or in one of the chips of the memory storing the data.

{0022} in some examples, the functions of the encoder 109 and the decoder 110
may be implemented through a set of instructions {e.g., via the coding module 118) and
can be executed in software. The coding meodule 118 may be stored in any suitable
configuration of volatile or non-transitory machine-readable sforage media in the
memory controller 102 or eisewhere on the system 100. The machine-readable storage
media are considered to be an article of manufacture or part of an article of
manufacture. An atlicle of manufacture refers {o a manufactured component. Software
stored on the machine-readable storage media and executed by the processor may
include, for example, firmware, applications, program data, filters, rules, program
modules, and other executable instructions. The controller may retrieve from the
machine-readable slorage media and executes, among other things, instructions related

to the control processes and methods described herein.

[0023] The general operation of the system is described in the following paragraphs.
in response to a memory access operation 140 (e.g., read or write}, the system 100 is
to apply local error detection operation 120 and/or global errar correction operation 130
fo detect andior corract an error 104 of a cache line segment 118 of the rank 112 of
memoty. in one example, system 100 is to compute local error detection (LED)
information per cache line segment 119 of data. The cache line segment 119 may be
associated with a rank 112 of memory. The LED information is {o be computed based

on an error detection code. In one example, the system 100 is to generate a glohal
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error carrection (GEQ) information for the cache line segment 119 based on a global
parity. The system 100 is to check data fidelity in response to memory access
operation 140, based on the LED information, to identify a presence of an ervor 104 and
the location of the error 104 among cache line segments 118 of the rank 112, The
system 100 is {o correct the cache line segment 119 having the ervor 104 based on the

GEC information, in response {o dentifying the error 104.

[0024] in some examples, the sysiem 100 may use simple checksums and parity
operations o build a two-layer fault tolerance mechanism, at a level of granularity down
to a segment 118. However, as explained in additional detail below, these simple
checksums and parity operations may not be sufficient to detect all random errors in the
memory and the description proposes an improved coding technique o address this

issue.

[00625] in the described system, the first layer of protection may be local error
detection {LED)} 120, a check (e.g., an immediate check that follows a memory read
operation) to verify data fidelity. The LED 120 can provide chip-level error detection (for
chipkill, i.e., the ability to withstand the failure of an entire DRAM chip}, by distributing
LED information 120 across a plurality of chips in a memeory module. Thus, the LED
information 120 may be associated not only with each cache line as a whole, but with
every cache line “segment,” i.e., the fraction of the line present in a single chip in the

rank.

[0026] Arelatively short checksum {e.g., 1's complement, Fetcher's sums, or other}
may be used as the error detection code, and may be computed over the segment and
appended to the data. The error detection code may be based on other types of error
detection andfor error protection codes, such as cyclic redundancy check {CRC}, Bose,
Ray-Chaudhuri, and Hocguenghem (BCH) codes, and sc on. The layer-1 protection
{LED 120} may not only detect the presence of an error, but alsc pinpoint a location of

the error, i.e., locate the chip or other location information associated with the error 104.

[Da27] if the LED 120 detects an error, the second iayer of protection may be applied
- the Global Error Correction {(GEC) 130, In some examples, the GEC 130 may be

based on a parity, such as an XOR-based giobal parity across the data segments 118

-
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on the data chips in the rank 112 {e.g., N such dats chips). The GEC 130 also may he
based on other error detection and/or error protection codes, such as CRC, BCH, and
pthers. In some examples, the GEC results may be stored in either the same row as
the dala ssgments, or in a separale row thatis to contain GEC information for several
data rows. Data may be reconstructed based on reading out the fault-free segments
and the GEC segment, and location information {e.g., an identification of the failed chip
based on the LED}.

{0028] in some examples, the LED information and GEC infarmation may be
computed over the data words in a single cache line. Thus, when a dirty ine istobe
written back to memory from the processor, there is no need o perform a “read-before-
write,” and both codes can be computed directly, thereby avoiding impacts to write
performance. Furthermore, LED information andior GEC information may be stored n
regular data memory, in view of a commodity memory system that may provide fimited
redundant storage for Error-Correcting Code {(ECC) purposes. An additional readfwrite
operation may be used to access this information along with the processor-requestad
read/write. Storing LED information in the provided storage space within each row may
anable it to be read and written in tandem with the data line. In some exampiles, the
GEC information can be stored in data memory in a separate cache line since it may
only be accessed in the very rare case of an erroneous data read. Appropriate data
mapping can locate this in the same row buffer as the data o increase locality and hit

rates.

{00291 The memuory controller 102 may provide data mapping, LED data/GEC data
computation and verification (t.e., assist with encoding and decoding of the dala from
the memory}, GEC information storage, and perform additional reads if required, efc.
Thus, system 100 may provide full functionality fransparently, without a need fo notify
and/or modify an Operating System {OS) or other computing system components.
Setling apart some data memory to store LED dala/GEC data may be handled through
minor modifications associated with system finmware, e.q., reducing a reported amount
of available memory storage to accommodate the stored LED data/GEC data

transparently from the OS5 and application perspective.

s
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[0030]  Figure 2 is a schematic representation of an example of a memaory module
210, The memoary module 210 may interface with memory controller 202 and can send
data, LED information, and GEC information o the memory controlier 202, Inone
example, the memory module 210 may be a Joint Electron Devices Engineering Council
(JEDEC)-style double data rate {DDRx, where x = 1, 2, 3, ...} memory module, such as
a Synchronous Dynamic Random Access Memory (SDRAM) configured as a dua! in-
line memory module (BIMM)}. Each DIMM may include at least oherank 212, and a
rank 212 may include a plurality of DRAM chips 215. Twe ranks 212 are shown in
Figure 2, each rank 212 including nine chips 216. A rank 212 may be divided into
msitiple hanks 214, each bank distributed across the chips 216 in arank 212 Although
ane bank 214 is shown spanning the chips in the rank, a rank may be divided into, e.g.,
4-16 banks. Each bank 214 may be processing a different memory request. The
portion of each rank 212/bank 214 in a chip 216 is a segment or a sub-bank 218. When
the memory controller 202 issues a request for a cache line, the chips 216 in the rank
212 are activated and each segment 218 contributes & portion of the requested cache

line. Thus, a cache line is striped across multipie chips 216.

[0031} in an example having a data bus width of 64 bits, and a cache line of 64
bytes, the cache line transfer can be realized based on a burst of 8 data transfers. A
chip may be an xN part, e.g., x4, x8, x16, x32, etfc. This represents an intrinsic word
size of each chip 216, which corresponds to the number of data VO pins on the chip.
Thus, an xN chip has a word size of N, where N refers to the number of bits going infout
of the chip on each clock tick. Each segment 219 of a bank 214 may be partitioned into
N arrays 218 (four are shown). Each array 218 can contribute a single bit to the N-bit
fransfer on the data /O pins for that chip 218. An array 218 has several rows and

columns of single-bit DRAM cells.

(0032} in one example, each chip 216 may be used to store data 211, LED
information about 220, and GEC information about 230. Accordingly, each chip 216
may contain a segment 218 of data 211, LED information 220, and GEC information
230. This can provide robust chipkill protection, because each chip can include the data

211, LED data 220, and GEC data 230 for purposes of identifying and correcting errors.

4
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[0033] Figure 3 is a schematic illustration showing an example of a memory module
rank 312, In one example, the rank 312 may include N chips, e.q., nine x8 DRAM chips
316 {chip O ... chip 8}, and a burstiength of 8. In altemate examples, other
numbers/combinations of N chips may be used, at various levels of xN and burst
lengths. The data 311, LED data 320, and GEC data 330 can be distributed throughout
the chips 316 of the rank 312. The rank 312 includes a plurality of adjacent cache lines
A-H each comprised of segments Xo-Xs, where the data 311, LED data 320, and GEC

data 330 are distributed on the chips 316 for each of the adjacent cache lines.

[0034] in one example, LED data 320 can be used to perform an immediate check
following every memory access operation (e.g., read operation) to verify data fidelity.
Additionally, LED data 320 can be used fo identify a location of the failure, at a chip-
granularity within rank 312. As noted above, to ensure such chip-level detection
{required for chipkill}, the LED data 320 can be maintained at the chip level (i.e., at
every cache line “segment,” the fraction of the line present in a single chip 316 in the
rank 312). Cache line A may be divided into segments A0 through A8, with the

associated local error detection codes LAD through LAS.

[0035] Each cache line in the rank 312 may be associated with 64 bytes of dala, or
512 data bits, associated with a data operation, such as a memory access reguest.
Because 512 data bits {one cache {ine)} in total are needed, each chip is to provide 57
bits towards the cache line. For example, an x8 chip with a burst length of 8 supplies 64
bits per access, which are interpreted as 57 bits of data (A0 in Figure 3, for example),
and 7 bits of LED information 320 assoctated with those 57 bits (LAG). The proposed
cading mechanism for computing the LED data is described in additional detail below.
A physical data mapping policy may be used to ensure that LED bits 320 and the data
segments 311 they protect are located on the same chip 316. One bit of memory
appears to remain unused for every 578 bits, since 57 bits of data multiplied by 8 chips
is 513 bits, and only 512 bits are needed {o store the cache line. However, this “surplus
bit" is used as part of the second layer of protection (e.g., GEC), details of which are

described in reference fo Figure 4.

16



WO 2015/016879 PCT/US2013/052922

[0038]  The choice of error correction code for the data 311 and the LED data 320
can depend on an expected failure mode and the specifications of the system. In some
examples, a systematic ervor carrection code may be used, where the input data from
the cache line is embedded in the encoded oulput {i.e., a portion of the encoded word is
obtained by copying the data 311). Altematively, a non-systematic cade may also be

used, where the encoded output deoes not directly copy the input data 311.

[0037] The GEC data 330, also referred o as a Layer 2 Giobal Error Correction
code, is to aid in the recovery of lost data once the LED data 320 (Layer 1 code) detects
an error and indicates a location of the error. The GEC code 330 may be & 57-bit entity,
and may be provided as a column-wise XOR parity of nine cache line segments, each a
57-bit field from the data region. For cache ine A, for example, its GEC data 330 may
be a parity, such as a parity PA that is a XOR of data segments AG, A1, ...  A8. Data
reconstruction from the GEC 330 code may be a non-resource intensive operation {e.g.,
an XOR of the error-free segments and the GEC 330 code), as the erroneous chip 316
can be flagged by the LED data 320.

{0038] Because thers isn't a need for an additional dedicated ECC chip (what s
normally used as an ECC chip on a memory module rank 312 is instead used to store
data + LED 320), the GEC code may be stored in data memory itself, in contrast to
using a dedicated ECC chip. The available memory may be made to appear smaller
than it physically is from the perspective of the operating system, via firmware
modifications or other techniques. The memory controller also may be aware of the
changes to accommodate the LED data 320 and/or GEC data 330, and may map dala
accordingly {stich as mapping to make the LED dala 320 and/or GEC data 330

transparent to the OS5, applications, eic.).

[6038] In order {o provide strong faull-lolerance of one dead chip 318 i nine for
chipkill, and to minimize the number of chips 316 touched on each access, the GEC
code 330 may be placed in the same rank as is corresponding cache line. A specially-
reserved region {lightly shaded GEC data 330 in Figure 3} in 2ach of the nine chips 316
in the rank 312 may be set aside for this purpose. The specially-reservad region may

be a subset of cache lines in every DRAM page {row), althaugh it is shown as a distinct

i
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set of rows in Figwre 3 for clarity. This co-location may ensure thal any reads or wriles
to the GEC 330 information produces a row-buffer hit when made in conjunction with
the read or wiite to the actual data cache lina, thus reducing any polential impacis to

performance.

[0040] Figure 4 is a schematic illustration showing an example of cache line 413
including a surplus bit 436, As noled above, each rank may include a plurality of
adjacent cache lines, where each of the chips in the rank includes GEC information. In
one example, the GEC information 430 may be {aid out in a reserved region across N
chips {e.g., Chip 0...8), for example as cache line A, also illustrated in Figure 3. The
cache line 413 also may include parity 432, tiered parily 434, and surplus bit 436. The
adjacent cache lines (not shown} in the rank aiso have a similar configuration of the

GEC information.

[0041]  Similar to the data bits as shown in Figure 3, the 57-bit GEC data 430 may be
distributed among all N {i.e., nine) chips 41¢ in the rank. For example, the first seven
bits of the PA field (PAG-6} may be siored in the first chip 416 (Chip 0}, the next seven
bits (PA7-13) may be stored in the second chip (Chip 1), and so on. Bits PA48-55 may
be stored on the eighth chip (Chip 7). The last bit, PA5S8 may be stored on the ninth
chip (Chip 8), in the surplus bit 438. The surplus bit 436 may be borrowed from the
Data+LED region of the Nth chip {Chip 8}, as set forth above regarding using only 512

bits of the available 513 bits {57 bits x O chips} {o store the cache line.

{00421 The failure of a chip 416 also resuills in the loss of the corresponding bits in
the GEC 430 information stored in that chip. The GEC code 430 PA #self, therefore, is
protected by an additional parity 432, also referred to as the third tier PPa. PPainthe
flustrated example is a 7-bit field, and is the XOR of the N-1 other 7-bit fields, PAG—§,
PAT-13, ..., PA4S-55. The panty 432 (PPafield} is shown stored on the Nth {ninth) chip
{Chip 8). If an entire chip 416 fails, the GEC 430 is first recovered using the parity 432
combined with uncorrupted GEC segments from the other chips. The chips 416 that are
uncorrupted may be determined based on the LED, which can include an indication of
an error's location. The full GEC 430 is then used to reconstruct the original data in the

cache line.
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[0043] The tiered parity 434 or the remaining 9 bifs of the nine chips 416 {marked
14, for Tier-4, in FIG. 4} may be used to build an error detection code across GEC bits
PAg through PAss, and PPain some situations. Une example is a scenario where there
are two errors present in the bank of chips {e.g., one of the chips has completely failed
and there is an error in the GEC information in another chip). Note that neither exact
error location information nor correction capabilities are required at this stage because
the reliability target is only to detect a second efror, and not necessarily correct it. A
code, therefore, may be built using various permutations of bits from the different chips
to form each of the T4 bits 434.

[0044]  Therefore, in the above-described example implementation, for each memory
access operation involving a 64-byte {512-bit) cache line in a rank with nine x8 chips,
the following bits may be used: 63 bits of LED information, at 7 bils per chip; 57 bits of
GEC parity, spread across the nine chips; 7 bits of third-tier parity, FPy; and O bits of T4
pratection, 1 bit per chip. As noted above, the memory in system 100 includes fewer
chips {e.g., nine) as compared to a conventional memory system. Data, LED, and GEC
corresponding to one cache line ts spread across all the chips inthe rank. itistobe
understood that the described system may include other implementations of the

memoty unit (e.g., nine x16 chips and a burst length of four, et}

[0045]  The reduced number of chips in the described implementation increases the
total bits stored per chip for a single cache line. Consequently, more redundancy on
each chip is needed to protect the dala in case of chip failure because the failure is
likely to affect more bits. The required additonal redundancy per chip must correspond

to the specific data access granularities and the burst rate described above.

[0048] Further, the implementation described ahove proposes using uses simple
panly and checksum o delect and recover from failures. In that situation, not all failures
in the memory may be detected. Using checksumyparity cannot guarantee detection of
any random set of failures across the data stored in all chips of the rank. Htis possible
that one in 2%n failures may go undetected, where *n” is the number of LED or parity bits

in a single chip of the memory rank. Thus, in the above-described example that

o)
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includes nine x8 DRAM chips and each chip provides 57 bits of data and 7 bits of LED,

one in 128 errors is not going to be detected.

[0047]  Therefore, in memory devices where random errars are fikely, simple
checksum is not sufficient to guarantes errof free operations. While in DRAM most
errors manifest as stuck-at-fault — an entire yow or a column or a single bit may get
stuck to either zero or one, and checksum is sufficient to calch these emrors, swilching to
NVRAM creates new sources of errors and can result in silent data corruption. For
example, PCRAM cells tend to drift over time and the rate of driff can vary depending on

the process variation, resulting in random errors in a cache line.

[0048] Therefore, the systems, methods, and computer readable media described
herein propose using novel coding approaches for data stored on a memory unit during
a memary access aperation. The proposed coding approaches detect all single chip
errors in a rank regardiess of the error pattern, and may simultaneously correct a vast

majority of the detected errors.

[0049]  Error correction codes protect data against errors during a memory access
operation. in most cases, the data subject to the memory access operation is encoded
using an error-correcting code prior to storage. The additional information {i e
redundancy} added by the code is used by the memory controller to recover the original
data. I is understood that the present invention is applicable to both systematic
encoders that copy the data into part of the codeword during encoding and siorage, as
well as to non-systematic encoders that do not copy the data into the codeword prior to

encoding. Any one of a number of different codes may be used.

[0050] A code generally includes a set of symbol vectors all of the same length (e g.,
4 bits, 1 byle, 4 bytes, etc.}. These symbol vectors that belong {o a code are called
codewords. In one example, a known way of describing an error correction code is to
show its parity check matrix. This parity check maltrix identifies precisely which vectors

are valid codewords of the code.

{0051}  Figure 5 illustrates a fiow chart showing an exampie of a method 500 for
operating a memory unit {e.g., the memory module 112, 210, elc.) during a memaory

access operation. In one example, the method 500 can be executed by the memory
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controller 102 of the processor 101, In other example, the method 500 can be executed
by a control unit of another processor {not shown) of the system. Various steps
described herein with respect {o the method 500 are capable of being executsd
simultaneously, in parallel, or in an order that differs from the illustrated serial manner of
executtion. The method 500 is also capabile of being executed using additional or fewer
steps than are shown in the ilustrated examples. The method 500 may be executed in
the form of instructions encoded on a non-transifory machine-readable storage medium
executable by a processor 101, in one example, the instructions for the method 500 are

stored in the coding module 118.

{00521  The method 500 begins at step 510, where the memory controller begins to
perform an encading operation that is based on a first memory access request (e.g.,
memoty write). Al siep 518, the controller divides data in a cache line into a plurality of
groups. As noted above, the memaory unit of the system includes nine x8 data chips
and a burst length of eight, where the cache line may include 84 bytes of data. Inons
example, the controller divides the cache line into eight groups, where each group

includes eight bytes of data.

[0053] Neuxt, the controller encodes {e.g., by using the encoder 108} the data in the
pluratity of groups to generate a piurality of codewords, where each caodeword is
distributed among a plurality of chips in the memory unit, and the codewords include the
data of the cache line, local error detection (LED} data for the cache line, and global
arror correction (GEC) data for the cache ling {at step 520}, In one example, code used
by the encoder ts a (10, 8, 3) systematic coce. In other words, the code includes
cadewords of ten symbols each symbol being one byie, the code encodes sight
symbois/bytes of input data, and the codewords have a minimum distance of three
symbols {i.e., any two codewords in the code differ in at least that many symbols).

Thus, the encoder generates eight codewords of length ten symbols and can correct
one byte symbol errors. As explained in additional detail below, the encoder also
generates an additional byte of GEC data {o complete a total of 81 encoded bytes (64
bytes of data, 8 bytes of LED data, and 9 bytes of GEC data). The sight codewords and
GEC are spread across the nine chips in the rank {i.e., they are not stored one

codeword per chip). in other words, each chip stores a portion of each of the
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codewards and GEC. The proposed coding scheme corrects all but g fraction of
approximately1/2* single column error patterns {i.e., all single column error pattermns
with two or fewear error patiemns are corrected), while also simultaneousiy detecting all

such error patterns.

[0054]  Atstep 530, the controller generates a first tier of protection for the cache line
from a first portion of the plurality of codewords, where the first tier of protection is
stored across the plurality of chips on the memory and includes LED data for the cache
line combined with the data of the cache line. in one example, each of the generated
codewords includes eight bytes of data and two bytes of redundancy. The first nine
bytes of each codeword {that correspond {o eight bytes of data and one byte of LED
data) are copied to the nine different chips of the memory rank to define the first tier of
protection. For example, each of the nine chips stores coded data byles plus one LED
byte for each of the eight codewords {i.e., the codewords are distributed among all
chips). As noted earlier, after the memory access operation {e.g., a memory read
aperation), the controller receives the requested cache line together with the LED data
to determine whether an error exists in the data. This configuration of the first layer of
protection applies when the system uses a systematic code. When non-systematic

code is used, the data in the first layer of protections is only implicitly included.

[0055]  Next, the controller generates a second tier of protection for the cache line
from a second portion of the plurality of codewords {at step 540). The second tier of
protection is distributed among the plurality of chips in the memaory and includes the
GEC data for the cache line. For example, the controlier uses the last {i.e., tenth) byte
from each of the eight codewords and stores each of these bytes on corresponding nine
chips tn the memory unit as GEC data. Thus, eight GEC bytes are stored on the first
eight chips of the rank. A simple parity of the eight tenth byies from the codewords is
computed and stored in the ninth chip to complete the second fier of protection {i.e., the

GEC data).

[0056]  Atstep 550 the controller performs a decoding operation based on a memory
access operation (e.g., read request). tis to be understood that the decoding operation

may not automatically follow the encoding of the data but may be based ina
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subsequent read request from the memaory controller. The decoding operation
determines whether an error exists in the data of the cache line based on received
infarmation corresponding lo the first tier of protection. During the decoding operation,
the conirolier decodes the data of the cache line using a decoder (al step 560}, The
method of decoding the data in the cache line is described in more detail below in
relation to Figures 8A and 6B. After decoding the data, the controller cutputs the data

of the cache fne.

[0057]  As noted above, the encoder may be a systematic encader and the input daia
from the cache line may be embedded in the encoded input without being manipulated

by the encoder. On the other hand, the encoder may be a non-systematic encoder, and
the input data from the cache line may be manipulated prior {o encoding and storage by

the encoder.

[0058]  Figures 6A and 6B iflustrate a flow chart showing an example of a method for
decoding data received from a memory unit. in one example, the method 800 can be
executed by the memory controlier 102 of the processor 101. Various steps described
herein with respect to the method 600 are capable of being executed simultansously, in
paraiiel, or in an order that differs from the illustrated serial manner of execution. The
method 600 may be executed in the form of instructions encoded on a non-transifory
machine-readable siorage medium executable by a processor 101. In one example, the

instructions for the method 800 are stored in the coding module.

[0058] The method 800 begins at step 610, where the controller retrieves information
corresponding to the first layer of protection from the plurality of codewords. in one
example, based on a read reques!, the contioller receives information that corresponds
to the first layer of protection and includes the encoded cache line {(which may be
erroneous) and the LED associated with the cache line. With respect to the
implementation described above, the information that corresponds to the first layer of
protection may be 72 bytes — 64 bytes of data and 8 bytes of LED information. The
controller then computes a plurality of parity checks for the information corresponding to

the first layer of protection {at step 820). In one example, the controlier computes nine
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panties with respect to the {10, 8, 3} code based on the eight byles of cache line dats

stored across the nine chips of the rank of memory.

[0080] At step B30, the controller campares the plurality of parity checks with the
LED data from the plurality of codewords (i.e., the ninth byie from the codeword). The
sontroller determines whether an error exisls in the dala of the cache line {at step 635).
For example, if all computed parities and the bytes of LED data malteh, the contrailer
determines that there is no error in the transmitted cache iine. in that case, at step 840,
the controller sends the cache line data received from the memaory as output {i.e., when

the cache line was coded with a systematic code).

[0061]  If at least one of the parity checks fails, the controlier determines that there is
an error in the recetved cache line {i.e., a chip failure). When an error exists in the data
of the cache line, the controlier refrieves GEC data from the plurality of chips of the
memory unit (at step 645). In one example, when the GEU is refrieved from the
memory, the byles from the first tier of protestion {data + LED) and the first eight bytes
of GEC are arranged into an 8x10 array of bytes, where the GEC bytes correspond to
the tenth column of the array. Each of the eight rows of the 8x10 array includes the data
bytes plus ane LED byte from the codewords. In addition, each of the eight GEC bytes
is aligned with the corresponding row of data/LED for which i serves as a second parity
byte. The created 8x10 array corresponds to the data from the eight codewards of ten
bytes generated by the encoder. The ninth GEC byte is part of and is refrieved with the
GEC data but is not put into the aray. It is used to check f there is an error in the GEC
data and then, during decoding, the ninth byte of GEC is used {o correct one of first

eight GEC byies if there is an error.

{0082}  The controller then applies a standard one error carrecting decoder for the
{10, 8, 3} code to sach row in the 8x10 aray, where decoding decisions are made
based on the following steps. Al step 650, the controlier determines whether there is an
error in the GEC data. YWhen there is a chip failure, errors may exist not only in the data
stored in the segment of the chip but also in the GEC data stored in the chip.

Therefore, there may be a row in the created 8x10 array that may have two bytes in

error. in one example, the controller uses the ninth parity byte of GEC data from the
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memaoty to determine whether an error exists in the first eight byles of GEC dala
retrieved by the confroller. When the controller identifies that there is no errorin the
eight bytes of GEC dats, the controller may determine that there is only one error per
row of the 8x10 array. Then, the controller uses a row-by-row decoder {e.g., one error
corracting decoder for the sorresponding code used to encode the rows) to decade
each row of the 8x10 array of the data of the cache line to corredt the error in the data of

the cache line and to output corrected data of the cache line {at step 660).

[0083]  With continued reference to Figure 6B, when the controller determines that
the GEC data includes an error, potentially one row in the 8x10 array may have fwo
errors. in that case, the controller continues to operate the above row-by-row decoder
on each row of the 8x10 array as a preliminary decoder in order {o decode the encoded
cache line {at step 670). The controller then determines the outcome of this decoder in
order to proceed with the overall decoding operation (at step §75). The controller may
determine whether the row-by-row decoder made at least two symbol corrections in
information correspending with the data from one of the chips {at step 877). in other
words, the controlier evaluates the 8x10 array during the decoding process to determine
if a column {e.g., a column with index “A"} in the array (where the data in the column
corresponds to the data from a chip of the memory) contains at least two symbol error
corrections {i.e., each symbol is equivalent to one byte of data). For example, the
controller compares the input to the row-by-row decoder with the cutput of the row-by-
row decoder. If the coniroller determines that the decoder made at least two symbol
corrections in information corresponding with the data from one of the columns/chips,
the controller reconstructs the GEC data associated with the chip with at least twe
symbol corrections {at step 679). For example, in the 3x10 array, the controller corrects
the byte of GEC data (e.g., byte "A”) by using a parity of the eight remaining GEC dala
bytes and replaces the failed GEC byle in row "A” with the corrected byte. The
controfler then moves to step 695 to decode the data of the cache line and oulputs the

data of the cache line.

[0064] The controller may determine whether the row-by-row decoder made exactly
one symbol correction in information corresponding with data from any of the chips {at

step 681). In other words, the controller evaluates the 8x10 array during the decoding
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process to determine if any of the first eight columns in the array contains exactly one
error correction. In one example, the one correction may have beendue to a
miscorrection because they were two bytes of error in a row - one due to the chip
affecting the data/LEC data and another to the GEC data. Again, the controller
sompares the input to the decoder with the output of the decoder. | the controller
determines that the row-by-row decoder made exactly one symbol correction in
information corresponding with data from any of the chips, the controller identifies the
index “A” of the row containing the one correction. At step 683, the controller
reconstructs the GEC data associated with the row with exactly one symbuol correction.
Then, at step 685, the contraller decodes the data of the cache line and autputs the

data of the cache line.

{0065] In addition, while camrying out the row-by-row decoding, at step 685, the
cantroller may determine a decoding failure at a particular row {e.g., row "A”}. That
means that the error detection code detected more than one error {e.g., efror in LED
and GEC) and that the column error occurred in column "A” In that case, the controlier
may implement step 687 1o reconstruct the GEC data as described above with respect
to step 683. The controlier may them move to step 695 to decode the data of the cache
line and o output the data of the cache line. Alternatively, the controlier may detect two
symbo! corrections in two different columns and rows (at step 690). in that case, the

controller may declare a decoding failure {(at step 692}

[0066]  Therefore, under any single column error pattem the above decoder abways
detects the error and declares a failure only in some fraction of the cases when the
GEC data contains an efror and there are precisely two other byte errors in the column,
with ane of these errors having the same column and row indices. The fraction of

column pattermns with this property, for a given column, is no more than 5/2%%

{0067] Figure ¢/ illustrates a flow chart showing an exampie of an allernative method
700 for operating a memory unit during a memory access operation. In one example,
the method 700 can be executed by the memory controller 102 of the processor 101.
Various sieps described herein with respect to the method 700 are capable of being

executed simultaneocusly, in parallel, or in an order that differs from the illustrated serial
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manner of execution. The method 700 may be executad in the form of instruclions
encoded on a non-transitory machine-readable storage medium execulable by a
praocessor 101. In one exampie, the instructions for the method 700 are stored in the

coding modula.

[0068]  The method 700 begins at step 710, where the controlier encodes {e.g.. by
using an encoder) a cache line of data from the memory unit o generate a codeword.
The encaded cache line includes 64 bytes of data and the memory unit includes nine X8
data chips and a burst length of eight. In one example, the code used by the encader is
a {81, 64, 18) systematic, maximum distance separable {(MDS) code (e.g., Reed-
Solomon code, etc.}. Thus, the proposed code inciudes a codeword of 81 symbois,
each symbol being one byte, the code encodes 64 bytes of input data, and the
codewaords have a minimum distance of 18 symbols. The following paragraphs are
described with respect to using a systematic code. lt is to be understood that a non-

systematic code may also be used.

[0088] Next, the controller stores data associated with the codeword at a plurality of
data chips of the memory unit {at step 720). During encoding, the encoder encodes the
64 bytes of data with 17 bytes of redundancy. In one exampie, the 64 coded bytes of
data are stored in the first eight chips in the memory, the eight bytes of LED redundancy
data are stored on the ninth chip, and the nine bytes of redundancy become the GEC
data and are each siored on one of the corresponding nine chips. The encoded data
bytes and the LED data create a first tier of protection for the cache line and the GEC
data creates a second tier of protection for the cache line. Therefore, the generated
cadeword includes the encoded cache line, local error detection (LED)} information for

the cache line, and global error correction (GEC) information for the cache line.

[6070] In one example, encoding may be carried out by a standard encoder {e.g.,
standard systematic Read-Solomon encoder}. Thus, the encoder generates a 81 byte
long codeword, which when decoded {e.g., by using a burst-error list decoding
technique}, is capable of detecting all single chip error patterns and correcling all but a

1/2% fraction of single column/ichip error patlerns.
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[0071] Basedon a memory read request, at step 730, the confrolier receives a first
portion of the codeword from the memory unit, where the received first portion
cotresponds o the cache line and the LED information. Nexi, the controller determines
whether there is an error in the encoded cache iine by using the received first portion of
the codeword (740). In one example, the controller compudes eight parnty checks based
an the encoded data and compares the eight parity checks to the LED information
associated with the cache line. if all computed parity checks and the bytes of LED data
match, the controller determines that there is no error in the transmitted cache line and
sends the systematic cache line data as oulput {i.e , without retrisving the GEC data
from the memary). Alternatively, if at least ane of the parity checks fails, the controller

determines that there is error in the received cache line.

{0072]  If the controller determines that the received cache line includes an error, the
cantroller recetves a second portion of the codeword corresponding to the GEC
information from the memory unit {at step 750). The controller combines the second
portion with the first portion at the controfler to create a received codeword. Next, at
step 760, the controlier decodes the received codewaord {a refrieve the encoded cache
line {e.g., by operating a decoder to correct the error and o decode/correct the encoded
information). In that situation, using a standard decoding to decodeicorrect is not
sufficient, because the error may indicate there may be up to nine bytes of error in a
chip and the controller needs 18 byles of redundancy to correct these errars. in the

described implementation, only 17 bytes of redundancy are generated.

{0073] In one example, when the controlier determines that an error exists in the
caded cache line, the coniroiler aranges the received codeword into a Ox9 array of
bytes, wherte the nine columns correspond to the nine chips in the memory. Therefore,
the decoding operation is run on the entire 81 bvies of the received codeword (data.
LED, and GEC). In one example, the first eight rows of the array include the encoded
cache line data and the LED data and the ninth row includes the GEC data. Atstep
765, the controller erases, in order, data from the received codeword carresponding to
each of the plurality of data chips. In other words, the controlier erases in a sequence

each of the columns of the 9x8 array.
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[0074]  After a column is erased, the controller determines whether erased data
associated with a chip includes the error by operating a decoder {at step 770). In some
examples, the decoder is 3 slandard Reed Solomon code erasure decoder. In other
waords, the controller {i.e., using the decoder) determines whether the erased column
sorresponding to a specific chip in the memory includes the error {i.e., identifies the had
chip}. For example, after each column is erased, the controlier applies a standard
Reed Solomon code erasure decoder or the controller attempts to solve a system of
equations over a Galois field (28) obtained by treating the erased locations as unknowns
and by using the equations arising from the 17 parity checks. Thus, there are nine
unknowns and 17 equations. in one example, standard linear algebraic methods over
finite fields can be used either to obtain a solution to the equations or to establish that
no solution exists. When the controller identifies that the Reed Solomon code erasure
decoder has failed or that no solution o the equations exist, that means that the erased
column was error free and the decoder cannot properly decode the information from the
array because another column includes errors. Then, the controller moves o erasing

the next column in the array.

[0075]  On the other hand, when the controlier identifies that the standard Reed
Solomon erasure decoder succeeds or a solution o the eguations exists, the
cotresponding decoded erased column or the corresponding solution is considered fo
be a tentalive correction to the erased column and is added 1o a list. The controller then
proceeds {o erase the remaining columns in the array. If no other successful erasure
decoding occurs or no other solution to the equations is found, the controller determines
that the previously identified column corresponds {o the failed chip and decodes the
codeword. If, however, the controller finds another erased column that leads o
successiul erasure decoding or to a solution of the equations, a decoding failure is
declared. Thus, at step 780, the controller decodes the received codeword when the
data associated with the chip that includes the error is erased {i.e., the data in the
column associated with the failed chip is erased). Decoding of the received codeword
also includes reconstructing the data on the received codeword corresponding to the
data on the falled chip. For example, during the decoding operation, the controller first

reconstructs the data on the column that corresponds to the failed chip and then

2

Lid



WO 2015/016879 PCT/US2013/052922

decodes the entire codeword. I the case of a sysiematic code, additional decoding s
unnecessary as the cache line data is part of the reconstructed codeword. At step 780,

the controlier oulputs the decoded cache fine at the controllier.

[0078]  As noted above, in some exampies, the encoder and decoder described with
respect to method 700 may be non-systematic. In that situation, encoding may be done
by using any encoder for above-identified code parameters. The confrolier may siore
the generated first 72 bytes (coded cache {ine + LED} in the data chips to create the first
tier of protection and the nine hytes of GEC data among all the chips as described
above with respect to method 700. During a memory read operation, the confrolier
may receive the first tier of protection {72 byies of data + LED} and nine erasures {i.e.,
the unread nine GEC bytes are marked as erasures ). The controller may use a
standard decoder {e.g., Reed-Solomon} {o correct the nine erasures. if the decoding
succeeds, then an error free condition may be declared and the decoded data is sent as
the decoded cache line. If decading fails, an error is detected and the controller may
retrieve the GEC dala from the memory. Then, decoding may proceed as described
with respect to method 700. If this second round of decoding is successiul, the
decoded data corresponding to the erased-column trial that succeeded is sent as the

decoded cache line.
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CLAIMS

1. A system for operating a memory unit, the system comprising:
a processor having a memory contraller in communication with the memaory unit,
the memory controlier to:
perform an encoding operation to

divide data in a cache line into a plurality of groups,

encade, with an encoder of the controller, the data in the plurality of
groups fo generate a plurality of codewords, where each codeword is distributed amonyg
a piurality of chips in the memory unit, and the codewords include the data aof the cache
line, local error detection (LED} data for the cache line, and giobal error comrrection
{GEC) data for the cache line,

generate a first tier of protection for the cache line from a fust
portion of the plurality of codewords, where the first tier of protection is stored across
the plurality of chips and includes LED data for the cache line combined with the data of
the cache line,

generate a second tier of protection for the cache line from a
second portion of the plurality of codewords, where the second tier of protection is
distributed among the plurality of chips and includes the GEC data for the cache ling;
and

perform a decoding operation o

determine whether an error exists in the data of the cache line
based on received information corresponding to the first tier of protection,

decode the data of the cache line using a decoder, and

output the data of the cache line at the controller.

2. The system of claim 1, wherein the memory controller is o

retrieve information coresponding to the first layer tier of protection generated
from the plurality of codawords;

compute a plurality of parity checks for the information corresponding to the first

tier of protection;

2]
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compare the plurality of parity checks with the LED data from the plurality of
codewords to determine whether an srror exists in the dala of the cache line;

retrieve GEC data from the plurality of chips of the memory unit when an error
exists in the data of the cache line;

determing whether there is anerror in the GEC data; and

decode the data of the cache line when the GEC data does not include an error
to correct the error in the data of the cache line and fo ouiput correclted data of the

cache line.

3. The system of claim 2, wherein the memory controller is to

operate the decoder when the GEC data includes an error, where the decoder is
a row-by-row decoder,

determine whether the decoder made at least two symbol corrections In
information corresponding with the data from one of the chips;

reconstruct the GEC data associated with the chip with at least two symbol
corrections;

determine whether the decoder made exactly one symbol correclion in
information corresponding with data from any of the chips;

reconstiuct the GEC dala associated with a row with exactly one symbaol
cotrection: and

decade the data of the cache line and output data of the cache line.

4. The system of claim 1, whereof the cache line includes 64 bytes, each of
the plurality of groups with data from the cache line includes eight bytes, and the

memory unit includes nine xB8 data chips and a burst length of eight.

5. The system of claim 1, wherein a code used by the encoder includes
codewords of ten symbols, each symbol being one byte, the code encodes eight bytes

of data, and the codewords have a minimum distance of three symbols.



WO 2015/016879 PCT/US2013/052922

=

8. A method for operating a memory unit, the method comprising:

encoding, with an encoder of a controlier, dala from a cache line divided in a
plurality of groups;

generating, with the controller, a plurality of codewords that include the dats of
the cache line, first local error detection (LED) data for the cache line, and global error
correction ({GEC) data for the cache ling;

storing, with the controller, the LED data for the cache line combined with the
data of the cache line across a plurality of chips in the memory unit to create a first tier
of protection for the cache line, where the LED data and the data of the cache line are
retrieved from a first portion of the codewotrcs;

storing, with the controller, the GEC data for the cache line across the plurality of
chips fo create a second tier of protection for the cache line, where the LED data is
retrieved from a second portion of the codewords;

receiving, at the controller, information corresponding o the first tier of protection;

determining, with the controller, whether an error exists in the data of the cache

line;

decoding, with a decoder, the data of the cache line, and

putputting. with the confroller, the data of the cache line at the controller.

7. The method of claim 6, wherein decoding the data of the cache line further
comprises:

computing a plurality of parity checks for the information corresponding o the
first tier of protection;

comparing the plurality of parity checks with the LED data from the plurality of
codewords to determine whether an error exisis in the data of the cache lina;

retrieving GEC data from the plurality of chips of the memory unit when an error
exists in the data of the cache ling;

determining whether there is an error in the GEC data;

decoding the data of the cache line when the GEC data does not include an

error; and
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outputling corrected data of the cache line.

8. The method of claim 8, further comprising:

operating the decoder when the GEC data includes an error, where the decoder
is 8 row-by-row decoder;

identifying at least two symbo! corrections in information coresponding with the
data from one of the chips;

correcting the GEC data associated with the chip with at least two symbol
cotrections;

identifying exactly one symbol correction in information correspanding with data
from any of the chips;

correcting the GEC data associated with a row with exaclly one symbaol
catrection: and

decoding the data of the cache line and outputting data of the cache line.

a. The method of claim 8, whersin the encoder uses a code that includes
codewords of ten symbols, each symbol being one byte, the code encodes eight bytes

of data, and the codewords have a minimum distance of three symbols.

10. The method of claim 8, wherein the groups with data from the cache are
eight, each of the plurality of groups with data from the cache line includes eight byies,

the memaory unit includes nine x3 data chips and a burst jength of eight.

11. A method for operating a memory unit, the method comprising:

encoding, with an encoder, a cache line of data from the memory unit to generale
a codewaord, where the codeword includes the enecnded cache line, loecal arror detection
(LED) information for the cache line, and global error correction {GEC) information for
the cache line;

storing data associated with the codeword at a plurality of data chips of the

memaory unit;

28
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receiving a first portion of the codeword corresponding fo the cache line and the
LED information at a conirolier;
determining, with the controller, wheter there is an error in the encoded cache
line by using the received first portion of the codeword;
receiving a second portion of the codeword corresponding to the CGEC
information and combining the second porton with the first portion at the controller to
create a received codeword; and
decoding the received codeword fo retrieve the encoded cache line, where
decoding the received codeword includes:
aerasing, in order, data from the received codeword corresponding to each
of the plurality of data chips,
determining whether erased data associated with a chip includes the error
by operating a decoder, wherein the decoder is an erasure decoder,
decoding the received codeword when the data associated with the chip
that includes the error is erased, wherein decoding of the received codeword
inciudes reconstructing data on the received codeword cofrasponding o the dala
on the chip, and

cutputting the cache line at the controller.

12.  The method of claim 11, whereaf the cache hine includes 64 bytes of data,

and wherein the memory unit includes nine x8 data chips and a burst length of sight.

13.  The method of claim 11, wherein a code used by the encoder is a
maximum distance separable code, and wherein the code includes codewords of 81
symbols, each symbol being one byte, the code encodes 64 bwvies of dats, and the

codewords have a minimum distance of 18 symbols.

14, The method of claims 13, wherein the codeword includes 64 bytes of
encoded data, eight bytes of LED, and nine bytes of GEC.
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18, The method of claim 14, whersin detenmining whether there is an error in
the encoded cache line includes computing eight parity checks based on the sncoded

data and comparing the eight parity checks to the LED information.
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