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Description

The invention relates to contactless smart cards, in
particular electronic identification cards or passports,

comprising a security logo.

The invention is independent from the size of the smart card,
and may be applied equally to conventional smart cards and to
other secure documents provided with a contactless card
electronic module so that, in order to simplify the
presentation, the same term “contactless smart cards” will
refer equally to smart cards in a conventional format
(according to the ISO 7816-1 standard) and to security
documents having a different format, but also being provided
with an electronic module of the type normally used in

contactless smart cards.

PRIOR ART:

A plurality of types of secure cards or documents comprising

an electronic chip are already known in the prior art.

Identity cards in contact smart card format are thus known in
which the electronic module is inserted, i.e. fastened in a
cavity of the card body, so that the electrical contacts of
the module remain accessible on the surface to allow the
connection to a contact card reader. This type of identity
card poses the problem of possible access to the contacts, or
of pure and simple replacement of the electronic module, for

identity fraud purposes.

Obviously, it would be desirable to provide contact identity
smart cards with a security graphic covering the upper face of
the card and allowing cases of fraud to be detected, but a
security graphic of this type is not easy to produce in the
zone of the electronic module since the conductivity of the

contacts risks being compromised.
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In order to partially solve this problem, document DE 196 25
466 Cl1 has described a contact chip card, the contacts of
which are themselves provided with a graphic, in particular a
specific colour different from the wusual gold or silver
colour. For this purpose, the contacts are coated with a metal
dispersion layer containing aluminium-based colour particles.
However, the contacts remain electrically accessible, thus
allowing cases of fraud by attacking the circuit of the chip
through the chip card contacts. Furthermore, the contacts and
the module remain physically equally accessible, thus making
it conceivable for the electronic module to be removed or

replaced.

From US 6 259 035 Bl, a contact chip card is also known in
which it has been sought to make the electronic module and the
metal contacts as discreet as possible in their appearance by
colouring the contacts themselves and ensuring that the
graphic of the surface of the module is an extension of the
graphic of the card body. Obviously, this method is reserved
for contact cards and cannot be suitable for contactless cards
such as those used for the manufacture of contactless identity

cards.

An opposite approach has also been followed in US 5 552 574,
which describes, on the contrary, the manner of providing the
surface of the contacts of a contactless chip card with a

security etching, produced using a laser beam.

It follows from the preceding examples that the problem of
security markings has been tackled for contact cards, either
by means of guilloches or other graphics produced on the card
body, or by a graphical modification of the metal contacts of
the module, in the form of colours or laser etching produced

directly on the contacts.

The wuse of contactless chip cards in security or identity
applications is furthermore known, and these cards tend to be

widely used in these applications due to their greater ease of
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use.

In contactless cards, an electronic system, comprising a chip
connected to an antenna, 1is most often produced separately in
the form of an insert which is then laminated between external
protective layers. The electronic system is then protected
against direct access by contact, but it nevertheless remains
possible to detach the different layers and fraudulently
replace the insert, or even to retrieve it in order to produce

a counterfeit contactless identity card.

Another disadvantage of contactless cards produced on the
basis of an 1insert interposed between external protective
layers relates to their production method. In fact, the insert
is the most expensive part of the card, and it may be damaged
during the lamination with the external layers, thus causing
the production output of this type of card to fall and the

unit cost to increase.

It would therefore be preferable to use more reliable and more
efficient production methods, such as the conventional
insertion method used for contact cards, consisting in placing
a contact module in a cavity of the card. However, as seen
previously, this method as such offers low security since the
cards produced in this way are particularly exposed to fraud
consisting in extracting the module from the card, this being
particularly contra-indicated for cards or document intended

for identity-checking applications.

Moreover, some cards are produced according to dual
communication interface technology, comprising both a
contactless electronic system inserted on the card body and
furthermore provided with contacts for communication with a
contact card reader. This type of card potentially combines
the security vulnerabilities of +the two types of card

previously described.

From document D1 = WO 2001/008397 Al, a security document 1is
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known including a substrate on which a film provided with a
unique visual element, such as a hologram, is deposited, and
an integrated circuit disposed between the substrate and the
film. Taking account of the fact that this involves a security
document such as a banknote and not a chip card, it 1is
essential that the thickness of the document is kept as small
as possible. For this purpose, the integrated circuit is
disposed in a cavity of the substrate and therefore the visual
element can extend very little, or not at all, beyond the
plane of the substrate. This document does not describe the
manner in which the wvisual element produces a document-

securing effect.

From document D2 = WO 2008/015363 Al, a security structure 1is
known for a secure document, comprising a substrate, an
electronic device carried by the substrate, and at least one
security element and/or decorative element carried by the
substrate. When a plurality of security elements coexist on
the same substrate, they are disposed in relation to one
another without being superimposed on one another. There is
therefore no possibility of the wvisual effects generated by
the different security elements being superimposed on one
another or interacting visually to strengthen the security of

the document.

OBJECT OF THE INVENTION:

One object of the present invention is consequently to propose
a contactless card structure capable of overcoming the
aforementioned disadvantages of smart identity —cards or

identity documents.

In particular, one object of the present invention is to
propose a contactless smart card intended for identity-
checking applications, which is simple to produce with high
outputs, comparable to the production outputs of contact
cards, while being compatible with security graphics such as

security logos or holograms.
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Another object of the invention is to propose a smart card
having a wvery high reliability and longevity during its
utilisation, in the region of five to ten vyears, while
enabling a high production output and low cost, along the

lines of simple cards with contact operation.

For this purpose, the subject-matter of the invention is a

contactless smart card as defined in the claims.

According to one very simple Dbasic embodiment, a first
graphical security element simply consists of a graphical
pattern produced on the visible face of the contactless

electronic module.

This graphical pattern consists of zones that protrude and
zones that are recessed relative to the surface of the module
and/or of zones of different colour from the rest of the
surface of the electronic module. This graphical pattern can
be obtained in various ways, in particular by screen printing
or chemical etching, in the manner of the production of metal

contacts produced in a known manner for contact card modules.

So as to offer increased security or resistance in respect of
physical attacks on the module, this first graphical security
element 1is surmounted by at least one transparent protective
layer, particularly polycarbonate, disposed above the card
body, so as to cover the visible face of the contactless

electronic module and its graphical security pattern.

In order to further increase the security of the product and
its resistance to fraud and counterfeit, the transparent or
translucent protective layer comprises, on one of its faces or
in its thickness, a second graphical security element that is
complementary to the graphical security element of the surface
of the electronic module so as to form therewith a composite
security element through superposition of the two individual

security elements.
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The invention thus provides that the two graphical security
elements can be two distinct and complementary parts of one
image or logo, in such a way that only the exact superposition
of the two graphical security elements allows the complete

image or logo to be reconstructed.

In this way, it is evident that the elimination of the upper
protective layer would cause the second graphical security
element to disappear, which could be detected immediately,

since the logo or equivalent would no longer be complete.

In one useful variant of this embodiment, the second graphical
element comprises a hologram, having a pattern that 1is
complementary to the security graphic of the surface of the
electronic module, in such a way that the superposition of the
security graphic and the hologram cause an unfalsifiable

security logo to appear.

The surface of the hologram or more generally of at least one
of the graphical elements is advantageously larger than the
visible area of the module and is securely fastened to the
surface of the module, so as to make it easier to detect

fraudulent extraction of one of the graphical elements.

In order to further increase resistance or highlighting of
physical attacks on the contactless smart card, the
transparent protective layer 1is extended beyond the upper
surface of the card and is produced in the form of a layer of
encapsulating material surrounding the card body in its

entirety over all its surface.

Obviously, the hologram technique is not reserved for the
transparent protective layer or the encapsulating layer, but
the graphical security element of +the surface of the
electronic module may also or independently comprise a
hologram representing a security pattern and disposed above

the visible face of the module so that access to the module
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requires the destruction of the hologram.

The variants above may be produced regardless of the
contactless communication structure of the card, i.e., for
example, the communication antenna may be directly located on
the electronic module or in the card body, and it may also be
complemented by a second antenna serving as an electromagnetic

flux amplifier in relation to the first antenna.

Thus, in a first variant, the card body comprises a plurality
of layers of material, of plastic material or even paper, and
the antenna is produced between two adjacent layers of the
card body and comprises contact pads disposed at the bottom of
the <cavity in the card body and connected to connection

terminals of the electronic module.

According to a different wvariant, the antenna is produced on
the electronic module itself and is connected to the
electronic chip of the latter, so that the module coated with
its graphical security element may simply be placed and

fastened in the cavity of the card body.

However, the card may also comprise a second antenna produced
in the card body and placed facing the antenna of the module,
so as to amplify the electromagnetic flux collected by the

antenna of the module.

Obviously, the invention extends to all smart cards comprising

a card body and an innovative module as described above.

Other characteristics and advantages of the invention will
become evident from a reading of the detailed description and

from the attached drawings, in which:

- Figure 1 shows a perspective view and sectional view of a
contactless smart card provided with an electronic module, the
visible surface of which comprises a graphical security

element according to the invention;
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- Figure 2 shows a view gsimilar to that shown in Figure 1,
but in which the smart card comprises a large antenna
integrated into the card body and connected to electrical

contacts of the chip of the electronic module;

- Figure 3 shows a view similar to that shown in Figure 2,
but in which the second antenna is not connected to the chip

of the electronic module;

- Figure 4 shows a view similar to that shown in Figures 1
to 3, but in which the graphical security element of the
surface of the electronic module is covered by a transparent

protective layer;

- Figure 5 shows the elements of an electronic module
capable of c¢reating a security image by superposition of

layers;

- Figure 6 shows a perspective view and sectional view of
the superposition of layers according to Figure 5c, in which
the transparent protective layer comprises a second graphical
security element complementary to that of the surface of the

electronic module;

- Figure 7 shows a view similar to those shown in Figures 1
to 3, 1in which a transparent encapsulating layer covers the

entirety of the smart card;

- Figure 8 shows a view similar to that shown in Figure o,
in which a transparent encapsulating layer covers the entirety

of the smart card.

Reference is made to Figure 1. This figure shows a perspective
view and sectional view of a zone of a contactless smart card
1, in the vicinity of the electronic module 3 of the smart
card, on the understanding that the zone shown may also

correspond to a part of a secure document having a format
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different from that of a smart card, such as, for example, an
electronic passport or identity card, and including an

electronic module having contactless operation.

In a known manner, the electronic module 3 1is mounted in a
cavity 5 of the card body 7. A chip 9 fastened to the face of
the module opposite its visible face is shown schematically.
The chip 9 is electrically connected to the terminals of an
antenna 11 produced on the module and intended to provide
contactless communication with an external reader (not shown).
The electronic module 3 is fastened in the cavity 5 by means
of an adhesive 13. The electronic chip 9 is protected by a
drop of encapsulating resin 15. During the assembly of the
smart card, the module is placed facing the cavity 5 disposed
in the card body. The module is placed in the cavity as shown
in Figure 1, the turns of the antenna 11 coming into contact
with the adhesive 13. A step of pressing on the upper face of
the module then takes place to provide a good-quality adhesion

of the module in the cavity.

The chip 9 and the turns of the antenna 11 are fastened onto a
carrier layer 17 of dielectric material, which is in turn
surmounted by the visible face 19 of the electronic module 3

when the latter is placed in the cavity 5 of the card body.

According to the invention, this wvisible layer 19, the surface
of which is flush with the surface of the card body, comprises
one or more graphical security elements 21, capable of
protecting the electronic module and the contactless card
against fraud attempts. For this purpose, this visible layer
19, which is, in particular, produced from metal in the same
way as the well-known contacts of contactless smart cards,
comprises graphical patterns, produced by wvarious techniques
known per se, such as etching or printing, and capable of
identifying the smart identity card or its bearer, or in any
event making a fraudulent copy of the identity card more
difficult.
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Thus, whereas in the case of contact cards, the surface of the
module comprises electrical contacts of more or less uniform
and standardised shape and size, the contactless card
according to the invention comprises graphical elements
produced with similar technologies known per se, but with a
different shape and function, i.e. the security marking of the
modules of the contactless cards. It must be noted that a
marking of this type is not in itself required to perform the
communication function of the smart card with an external
reader, but, due to its difficulty of being copied, it
performs a new security function in its application to a

contactless card.

Obviously, the size and shape of the graphical security
elements 21 may be of any type, as well as their manner of
implementation, insofar as they achieve the desired security

objective.

Insofar as the graphical security elements 21 do not interfere
with the contactless communication function of the smart card,
this communication structure may be produced in a variety of

forms.

Figure 2 thus shows a variant in which, in order to increase
the communication range of the contactless smart card, an
antenna 23 larger than the antenna 11 shown in Figure 1 has
been disposed between layers of the card body 7, instead of
the antenna 11 of the module, and this antenna 23 is connected
to appropriate terminals of the electronic chip via connection
pads 25.

A different implementation wvariant is shown in Figure 3, in
which the second antenna 27 is electrically insulated from the
antenna 23 by an insulating layer 27. The antenna 23 is thus
likely to resonate with the antenna 11 of the module, and then
serves as an electromagnetic amplifier with regard to signals
that must be exchanged between the electronic chip 9 and an

external contactless reader.
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According to an even more useful wvariant of the invention,
shown schematically in Figure 4, the visible layer 19 of the
electronic module comprises first graphical security elements
21, and this visible layer 19 is surmounted by at least one
transparent or at least translucent protective layer 29,
disposed above the card body, so as to cover the visible face
19 of the electronic module and its first graphical security
elements 21. A material that is sufficiently resistant to
prevent 1its separation from the rest of the card, and
sufficiently durable to ensure the longevity required by
identity card applications, typically from 5 to 10 years, will
be chosen for the protective layer 29. One possible choice
will be to produce the protective layer from polycarbonate or

equivalent.

As shown schematically in Figure 5b, the protective layer 29
itself preferably comprises second graphical security elements
31, 1ideally complementary to the first graphical security
elements 21 disposed on the visible face 19 of the module, so
that their superposition forms a composite image or a complete
security logo (21, 31) obtained by superposition of the images

of the first and second graphical security elements (21, 31).

The two graphical security elements (21, 31) are thus ideally
two distinct parts of the same composite image or of a logo,
so that only the superposition of the two graphical security
elements allows the complete image or logo or to Dbe
reconstructed. Conversely, the removal of or damage to the
upper protective layer 29 would immediately result in the
detection of the fact that the contactless smart card has been
modified and can no longer be accepted by the card application

management authorities.

Obviously, in order to avoid accidental damage to the second
graphical security elements 31, it 1is preferable for these
elements to be produced either on the face of the layer 29

which is in close contact with the external face of the layer
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19, or 1in the thickness of the 1layer 29, as shown in

perspective in Figure 6.

In one advantageous variant of the invention, said first
and/or second graphical elements 21, 31 comprises holograms.
The hologram 31 thus has a pattern that is complementary to
the security graphic or to the hologram 21 of the surface of
the electronic module, so that the superposition of the
security graphic and the hologram, or of the two holograms,

causes an unfalsifiable security logo to appear.

The surface of at least one of the graphical elements (21, 31)
is preferably larger than the visible surface 19 of the module
and is securely fastened to the surface of the module, so as
to make it easier to detect a fraudulent extraction of one of

the graphical elements (21, 31).

As shown in Figure 7, the transparent protective layer 19
provided with graphical security elements 21 can protrude
beyond the surface of the smart card and can be produced in
the form of a layer of encapsulating material 33 that
surrounds the card body in its entirety over all its surface,
thus rendering any separation of the layers of the smart card

impossible without visible damage.

An encapsulating layer 33 of this type may obviously also be
envisaged in the case where the card comprises an additional
protective layer 29 provided with second graphical security

means 31, as shown in Figure 8.

ADVANTAGES:

The invention achieves the defined objects and proposes a
smart card using a contactless electronic module, comprising
graphical security elements allowing resistance to physical
attacks on the contactless cards to Dbe substantially
increased, ©particularly, but not exclusively, for Dbearer

identity-checking applications, such as contactless identity
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cards and contactless passports.

In reality, the graphical security elements 21 being produced
on the surface of the electronic module, this module becomes
particularly simple to use by manufacturers not specialising
in contactless cards. In fact, it suffices to place the
already secured contactless module in the cavity of a card
body, by using very conventional insertion methods already
well-known in the field of contact cards, resulting in a
significant gain in the rate of production, a significant
increase in production outputs and reliability and

correlatively a reduction in the unit cost.

It thus becomes possible to apply this technology for the
production of modules with a security logo to obtain smart
cards intended for field applications that are very demanding
or have a very long utilisation period, such as, for example,
application to electronic passports or identity cards for
which the government offices generally require a guarantee of

good performance and effective operation for ten years.
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Patentkrav

1. Kontaktlgst chipkort (1), der omfatter en kortblok (7) og
et elektronisk modul (3) udstyret med en elektronisk chip (9),
der er forbundet til terminalerne pad en antenne (11), idet det
elektroniske modul (3) er placeret i et hulrum (5), som er
tilvejebragt i1 kortblokken, og idet den synlige overflade (19)
af det elektroniske modul (3) omfatter mindst et forste
grafisk sikkerhedselement (21), der er understillet mindst et
gennemsigtigt beskyttelseslag (29), som er placeret oven over
kortblokken saledes, at den synlige overflade (19) af det
elektroniske modul dazkkes og beskyttes, hvilket forste grafisk
sikkerhedselement (21) udggres af et grafisk megnster, der
omfatter omrader med forgget tykkelse og omrader, som er
forsenkede i forhold til overfladen af det elektroniske modul,
og/eller af omrader i1 en farve, der er forskellig fra resten
af overfladen af det elektroniske modul, hvilke omrader med
forgget tykkelse og forsankede omradder og/eller omrader 1 en
forskellig farve danner en sikkerhedsmerkning for det
elektroniske modul, der er Dberegnet til at Dbeskytte det
elektroniske modul og det kontaktlgse kort mod forsgg pa svig
ved udtagning af det grafiske sikkerhedselement (21),
kendetegnet ved, at det gennemsigtige beskyttelseslag (29)
omfatter mindst et yderligere grafisk sikkerhedselement (31),
der supplerer det fogrste grafiske sikkerhedselement (21),
saledes at det dermed danner et sammensat sikkerhedselement
(21,31) ved sammenlagning af de to sikkerhedselementer (21 ;
31).

2. Chipkort ifelge krav 1, kendetegnet wved, at de to
grafiske sikkerhedselementer (21,31) er to sa&rskilte dele af
et billede eller et logo, saledes at sammenlagningen af de to
grafiske sikkerhedselementer (21,31) gpr det muligt at

gendanne det samlede billede eller logo.

3. Chipkort ifwlge krav 2, kendetegnet ved, at overfladen af
mindst det ene af de grafiske elementer (21,31) er stgrre end

modulets synlige overflade og er fastgjort til modulets
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overflade, saledes at en svigagtig udtagning af det ene af de

grafiske elementer (21,31) bliver lettere at se.

4. Chipkort ifglge krav 3, kendetegnet ved, at de yderligere
(31) grafiske elementer udggres af hologrammer og omfatter
supplerende mgnstre, saledes at sammenlaegningen af
sikkerhedsgrafikken og hologrammet eller sammenlagningen af de
to hologrammer far et logo med en sikkerhed, der ikke kan

forfalskes, til at blive synligt.

5. Chipkort ifglge krav 1, kendetegnet ved, at det
gennemsigtige beskyttelseslag (29) udfgres i form af et lag af
indkapslingsmateriale (33), der omslutter den samlede kortblok

over hele dens overflade.

6. Chipkort ifglge et hvilket som helst af de foregaende
krav, kendetegnet ved, at kortblokken (7) omfatter flere lag
af materiale, samt ved, at kommunikationsantennen (11) udfgres
mellem to tilstgdende lag af kortblokken 0g omfatter
kontaktsteder, der er tilvejebragt i bunden af hulrummet i
kortblokken, og som er forbundet til forbindelsesklemmer i det

elektroniske modul.

7. Chipkort if@glge et hvilket som helst af kravene 1 til 6,
kendetegnet ved, at kommunikationsantennen (11) er udfgrt pa
selve det elektroniske modul (3) og er forbundet til dets chip
(9), sdledes at modulet (3) overtrukket med sit grafiske
sikkerhedselement (21) blot kan overfgres til og fastsettes i
kortblokkens hulrum (5).

8. Chipkort ifglge krav 7, kendetegnet ved, at det omfatter
en yderligere antenne (23), der er udfgrt i kortblokken, og
som er placeret over for modulets antenne (11), saledes at den
elektromagnetiske flux, der modtages af modulets antenne,

forsterkes.
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