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ENCRYPTION FOR TRANSACTIONS IN A MEMORY FABRIC

BACKGROUND

[0001] Communication protocols exist to provide standard formats for
exchanging messages between computers, devices, circuits, etc. In the
memory domain, a memory protocol is often used to communication information
between memory and a memory controller or other electronic circuits. For
example, Double Data Rate (DDR) is a protocol for synchronous dynamic
random-access memory (SDRAM). The DDR protocol allows data to be
transferred from memory to another electronic circuit on both the rise and fall of
a clock cycle. According to the DDR protocol, the data may be transferred from

memory using parallel lanes of a data bus.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Features of the present disclosure are illustrated by way of
example and not limited in the following figure(s), in which like numerals indicate

like elements, in which:

[0003] FIG. 1 shows a block diagram of a memory fabric, according to an

example of the present disclosure;

[0004] FIG. 2 shows a packet of a memory fabric protocol, according to

an example of the present disclosure;

[0005] FIG. 3 shows a flow chart of a method to facilitate memory
address encryption for transactions, according to an example of the present

disclosure;

[0006] FIG. 4 shows a flow chart of a method to facilitate pattern analysis
protection and memory address encryption for transactions, according to an

example of the present disclosure;

[0007] FIG. 5 shows a flow chart of a key management system,

according to an example of the present disclosure;

[0008] FIG. 6 shows a flow chart of a method to distribute keys to
electronic circuits according to a memory fabric protocol of an example of the

present disclosure; and

[0009] FIG. 7 shows a schematic representation of an electronic circuit
that is connectable to a memory fabric, according to an example of the present

disclosure.
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DETAILED DESCRIPTION

[0010] For simplicity and illustrative purposes, the present disclosure is
described by referring mainly to an example thereof. In the following
description, numerous specific details are set forth in order to provide a
thorough understanding of the present disclosure. It will be readily apparent
however, that the present disclosure may be practiced without limitation to these
specific details. In other instances, some methods and structures have not
been described in detail so as not to unnecessarily obscure the present
disclosure. As used herein, the terms “a@” and “an” are intended to denote at
least one of a particular element, the term “includes” means includes but not
limited to, the term “including” means including but not limited to, and the term

“‘based on” means based at least in part on.

[0011] Disclosed herein are examples to facilitate memory address
encryption for transactions between integrated or discrete electronic circuits of a
memory fabric. In one example, the memory fabric is a physical layer topology
with electronic circuits that pass data to each other through interconnecting
communication channels (e.g., links). Routing on the interconnecting
communication channels is performed according to a memory fabric protocol.
The memory fabric may be inside of a device such as a mobile device and used
to communicate information between electronic circuits inside of the device. A
transaction, for instance, includes a data packet with multiple protocol fields that
specify an operation and may include an optional payload for exchange
between a source electronic circuit and a destination electronic circuit. The
electronic circuits of the memory fabric may include processors, memory,
memory controllers, input/output (I/O) controllers, storage controllers, field-
programmable gate arrays (FPGAs), digital signal processors (DSPs), graphics
processing units (GPUs), or any circuit in a computer system. According to the
disclosed examples, the transactions may be secured using cryptographic
methods for data integrity, data confidentiality, and key management. The

memory fabric, as described above, may be internal to a chip or may extend
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chip-to-chip interconnections. A memory fabric protocol is a communication

protocol specifying rules or standards for communicating in the memory fabric.

[0012] Specifically, the disclosed examples create a separation of
ciphered data to prevent redundant encryptions of the same data. By way of
example, a memory controller of an electronic circuit may provide both data-in-
transit encryption and data integrity for a header of a transaction, while deferring
data-at-rest encryption for a payload of the transaction to an end-user. Thus,
generally speaking, the disclosed examples may provide data confidentiality
and data integrity for transactions while eliminating redundant encryptions of
payloads to decrease power consumption and heat generation in the memory

fabric.

[0013] Transactions of the disclosed examples may be secured using
cryptographic methods for data confidentiality, data integrity, and key
management. Data confidentiality refers to placing a limit or restriction on
accesses by a third-party to sensitive data in a transaction. Data integrity refers
to assuring the accuracy and consistency of a transaction. That is, the
transaction is protected against modification in an unauthorized or undetected
manner by a third party. Key management refers to the distribution of keys to
electronic circuits in the memory fabric. Data-at-rest refers to inactive data that
is stored physically in a digital form (e.g., databases, data warehouses,
spreadsheets, archives, tapes, off-site backups, mobile devices etc.). Data-in-
use refers to active data that is stored in a non-persistent digital state (e.g., in
computer random access memory (RAM), computer processing unit (CPU)

caches, or CPU registers).

[0014] According to an example of the present disclosure, memory
address confidentiality and data integrity may be provided to a transaction
between electronic circuits of a memory fabric. In this example, an electronic
circuit in the memory fabric may obtain a transaction integrity key and a
transaction encryption key. The transaction integrity key and the transaction
encryption key are data that can be used to produce a cipher. A truncated key-

hashed message authentication code (HMAC) (e.g., 64-bit) may be computed
4
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by the electronic circuit using the transaction integrity key. A hash function, for
instance, may be implemented on a concatenation of an address value (e.g.,
64-bit) and a payload of the transaction. The electronic circuit may then encrypt
a concatenation of the address value and the truncated HMAC using the
transaction encryption key to determine a ciphertext (e.g., 128-bit). The
ciphertext may be split into an encrypted address (e.g., 64-bit) and an encrypted
HMAC (e.g., 64-bit). In this regard, an address field of the transaction may be
replaced with the encrypted address and the encrypted HMAC may be placed in
a next header field of the transaction according to a memory fabric protocol of

the disclosed examples.

[0015] According to another example of the present disclosure, data
pattern analysis protection may be provided in addition to memory address
confidentiality and data integrity for the transaction. That is, data patterns in the
ciphertext may be obscured to prevent a third-party from discerning the
ciphertext. In this example, an electronic circuit in the memory fabric may
obtain a transaction integrity key and a transaction encryption key. The
electronic circuit may encrypt a counter value (e.g., 128-bit) from the transaction
using the transaction encryption key and then truncate the encrypted counter
value (e.g., 64-bit). An exclusive-or operation may be applied to the truncated
encrypted counter value and an address value (e.g., 64-bit) from the transaction
to compute an address ciphertext (e.g., 64-bit). The address ciphertext may
then be used as an input to a key-hashed message authentication code
(HMAC) function or a message authentication code (MAC) function. For
example, a truncated MAC or HMAC (e.g., 64-bit) may be computed using the
transaction integrity key on a concatenation of the address ciphertext and a
payload of the transaction. The truncated MAC or HMAC (e.g., 64-bit), for
example, may be computed by applying the transaction integrity key and the
concatenation of the address ciphertext and the payload as inputs to an HMAC
or MAC function. In an example, standard MAC or HMAC functions may be
used. RFC 2104 is a standard promulgated by the Internet Engineering Task
Force (IETF) describing an HMAC function that may be used. An address field

5
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of the transaction may be replaced with the address ciphertext and the
truncated MAC may be placed in a next header field of the transaction

according to a memory fabric protocol of the disclosed examples.

[0016] The examples disclosed herein may be implemented according to
a scalable and extensible memory fabric protocol that interconnects numerous
electronic circuits at high data transfer rates. The disclosed memory fabric
protocol operates on physical layer communications and does not operate on
layer 3 of the Open Systems Interconnection (OSI) protocol stack (e.g.,
Transmission Control Protocol (TCP)/Internet Protocol (IP); TCP/IP). For
example, the disclosed memory fabric protocol may include an abstract physical
layer interface to support multiple physical layers, thus allowing the disclosed
memory fabric protocol to be tailored to market needs independent of devices

(e.g., network interface controller (NIC)) or operating systems.

[0017] The disclosed memory fabric protocol may be a serial protocol to
provide high-bandwidth in the communication channels of the memory fabric
and enhance the scalability of the electronic circuits of the memory fabric. In
other words, the serial memory fabric protocol may provide scalability of
bandwidth, as it is easier to add more communication channels to scale the
bandwidth.

[0018] The improved scalability and extensibility of the disclosed memory
fabric protocol, however, may expose an electronic circuit to malicious or
compromised electronic circuits in the distributed memory fabric. Accordingly,
examples of the present disclosure use cryptography to safeguard the integrity
and confidentiality of transactions between electronic circuits. In particular, the
disclosed examples provide cryptographic security for a high-performance,
scalable and extensible memory fabric protocol with small minimum-size
packets.

That is, the disclosed examples provide authentication and access control in a
memory fabric protocol where minimal overhead space (e.g., 8 bytes) is allotted

for security of transmissions.
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[0019] In contrast to the disclosed memory fabric protocol, software layer
security protocols, such as TCP/IP security, operate over slower network
technologies and tolerate more latency, more cost, more overhead and more
complexity. For example, the minimum overhead for a Transport Layer
Security/Secure Sockets Layer (TLS/SSL) packet is 90 bytes per packet, which
is about a 6% overhead, given 1500 byte packets. According to an example,
the minimum size of a packet for the disclosed memory fabric protocol may be
as low as 24 bytes. Accordingly, minimal bytes may be allocated in the packet
for security. As a result, the disclosed memory fabric protocol provides lower-
overhead and lower-cost to maximize the scalability and extensibility of

electronic circuits.

[0020] With reference to FIG. 1, there is shown a block diagram of a
memory fabric 100, according to an example of the present disclosure. It
should be understood that the memory fabric 100 may include additional
components and that one or more of the components described herein may be
removed and/or modified without departing from a scope of the memory fabric
100.

[0021] The memory fabric 100 is depicted by way of example as including
electronic circuits such as a processor 102, a memory controller 104, volatile
memory 106a-f, non-volatiie memory 108a-b, a storage controller 110, a
graphical processor unit (GPU) 112, a field-programmable gate array (FPGA)
114, and a digital signal processor (DSP) 116. Each electronic circuit may
include one or more physical interfaces to communicate with another physical
interface via a link 105 (i.e., communication channel) between two electronic

circuits.

[0022] According to an example, a link 105 may include at least one
transmitter lane and one receiver lane and may be either symmetric or
asymmetric. A link includes a physical medium for transmitting signals. A
symmetric link is a link where the number of transmitter lanes is equal to the
number of receiver lanes. Conversely, an asymmetric link is a link where the

number of transmitter lanes is not equal to the number of receiver lanes.
7
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Depending upon the underlying physical layer capabilities, the number of
transmitter and receiver lanes may be statically provisioned or dynamically
adjusted on a per-link basis. Additional capacity and performance scaling can
be achieved through the use of integrated or discrete switches. As a result, a
variety of topologies may be constructed from simple daisy chains to star to 3D-
Torus to increase aggregate performance and optionally improve resiliency of

the memory fabric.

[0023] The processor 102, which may be a microprocessor, a micro-
controller, an application specific integrated circuit (ASIC), or the like, is to
perform various processing functions in the memory fabric 100. For example,
the processor may perform the function of securing transactions between the
electronic circuits of a memory fabric 100. The memory controller 104 is an
electronic circuit that manages the flow of data (e.g., high-level transactions
such as reads, writes, etc.) going to and from the memory 106a-f. The memory
controller 104 may be a separate electronic circuit or may be integrated into the
die of the processor 102. The memory 106a-f may include static RAM (SRAM),
dynamic RAM (DRAM), or the like. Moreover, each of the memory 106a-f may
include a separate media controller to service the high-level transactions and

perform media-specific services and management.

[0024] The processor 102, memory controller 104, and memory 106a-f
may be coupled by links to the non-volatile memory 108a-b, the storage
controller 110, the GPU 112, the FPGA 114, and the DSP 116. The non-volatile
memory 108a-b may include read-only memory (ROM), flash memory, magnetic
computer storage devices, and the like. The storage controller 110, for
instance, may communicate with a hard disk or disk drive. The GPU 112 may
manipulate and alter memory 106a-f to accelerate the creation of images in a
frame buffer intended for output to a display. The FPGA 114, for example, is an
electronic circuit that may be programmed after manufacturing. Lastly, the DSP
116 may be used to measure, filter and/or compress continuous real-world

analog signals. These electronic circuits (e.g., the non-volatile memory 108a-b,
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the GPU 112, the FPGA 114, and the DSP 116) may access the memory 106a-f

through the memory controller 104 of the memory fabric 100.

[0025] As noted above, the protocol for the memory fabric 100 may be
optimized to support memory semantic communications using a scalable
packetized transport with scalable and power-proportional link, physical layers,
and underlying memory media access. That is, each market segment may
require one or more market-specific physical layers to be supported. According
to an example, the memory fabric protocol includes an abstract physical layer
interface to support multiple physical layers and media. As a result, the physical
layers may evolve or be replaced without disrupting or waiting for the entire
ecosystem to move in lock-step. The abstract physical layer may include the
media access control sublayer, physical coding sublayer, and physical medium
attachment sublayer. The electronic circuits of the memory fabric 100 may

implement the abstract physical layer to facilitate interoperable communications.

[0026] With reference to FIG. 2, there is shown an example of a packet
200 of the memory fabric protocol of the present disclosure. The packet 200,
for instance, may include a Next Header field that carries security information
(e.g., SMH) to enable electronic circuits of the memory fabric to authenticate
that a transaction was transmitted by an authorized source and was not

tampered with during transit.

[0027] It should be understood that the packet 200 may include additional
protocol fields and that one or more of the protocol fields described herein may
be removed and/or modified without departing from a scope of the packet 200.
The packet 200 is depicted as including the protocol fields shown in TABLE 1
below.

[0028] TABLE 1

Field Name Size (Bits) | Description
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Access Keys Variable | Indicates restricted or unrestricted access to
(e.g., 16) | targeted resources.

Transaction-Specific | Variable | May have different meanings for different
transactions.

Next Header 1 Indicates if a 64-bit next header field follows the

Present (N) initial 64-bits of protocol header.

Operation Code 5 Indicates an operation type as well as an

(OpCode) operation payload size (if present).

OpClass (OCL) Variable | Indicates an operation class.

(e.g., 4)

OpClass Present (O) 1 Indicates whether the OCL field is present. The
presence of the OCL may indicate the presence
of the access key field presence.

Length (Len) 6 Indicates the encoded transaction length in 64-
bit multiples.

Destination 11 Identifies a destination electronic circuit.

Component |dentifier

(DCID)

Virtual Channel (VC) 3 Identifies a virtual channel for the transaction.

Transaction Type 2 Indicates the type of the transaction (e.g., link-

(TT) local, unicast end-to-end transaction, multicast
end-to-end, etc.).

Address 64 Indicates a unique identifier to access or target

an electronic circuit’'s resources (e.g., memory).

10
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Payload Variable | Transaction-specific payload.
End-to-End Cyclic 24 Data Integrity Field
Redundancy Check
(ECRC)
Priority (Pri) 3 Differentiates transaction processing within the

receiving electronic circuit by, for instance,

determining the transaction execution order.

Operation Flags 6 Various operation flags.
(OFlags)
Tag 20 Associates a request with a response or

acknowledgement.

Source Component 11 Identifies a source electronic circuit.
Identifier (SCID)

[0029] According to an example, the Next Header field may be included in
the packet 200 to allow multiple semantics to be attached based on solution
needs. For instance, the Next Header may be a security message header
(SMH) that includes a 64-bit HMAC. In this example, the Next Header enables
electronic circuits to authenticate that the transaction was transmitted by an
authorized source and was not tampered with during transit. The presence of
the Next Header does not impact transaction relay and if an electronic circuit
does not support the configured meaning, the Next Header may be ignored
upon receipt. That is, the electronic circuit may locate the subsequent payload

or protocol fields even if it does not support the Next Header.

[0030] With reference to FIG. 3, there is shown a flow chart of a method
300 to facilitate memory address encryption for transactions according to a

memory fabric protocol of an example of the present disclosure. The method

11




WO 2016/068942 PCT/US2014/063174

300 may be implemented, for example, by one of the electronic circuits depicted
in FIG. 1.

[0031] At block 310, an electronic circuit in the memory fabric may obtain
a transaction integrity key (TIK) and a transaction encryption key (TEK).
According to one example, the TIK and TEK may be received from a key
distribution server as further discussed below with reference to FIGS. 5 and 6.
According to another example, the TIK and TEK may be provided by to the

electronic circuit during manufacture.

[0032] At block 320, the electronic circuit may compute a truncated
message authentication code (MAC), such as a key-hashed message
authentication code (HMAC), using the TIK. According to an example, a hash
function may be applied to a concatenation of an address value (addr) and a
payload of a transaction (e.g., HMAC(TIK, addr + payload)). The HMAC may
then be truncated to fit the 64-bits allocated to the Next Header field of the

transaction according to the disclosed memory fabric protocol.

[0033] At block 330, the electronic circuit may then encrypt a
concatenation of the address value (e.g., 64-bits) and the truncated HMAC
(e.g., 64-bits) using the TEK to determine a ciphertext (e.g., 128-bit). According
to an example, the plaintext of the address value and the truncated HMAC may
be encrypted using an electronic codebook (ECB) encryption mode since the
address value and the truncated HMAC may both be 64-bits each (e.g., addr +
HMAC = ECB_encrypt(TEK, addr + HMAC)).

[0034] At block 340, the ciphertext (e.g., 128-bit) may be split into an
encrypted address (e.g., 64-bit) and an encrypted HMAC (e.g., 64-bit). In this
regard, for example, an address field of the transaction may be replaced with
the encrypted address and the encrypted HMAC may be placed in the Next
Header field of the transaction, as shown in block 350.

[0035] According to an example, the electronic circuit may also decrypt
and verify an HMAC of a received transaction. For instance, the electronic

circuit may receive a transaction from another electronic circuit in the memory

12
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fabric and decrypt a concatenation of the encrypted address and the encrypted
HMAC using the TIK (e.g., addr + HMAC = ECB_decrypt(TEK, addr + HMAC)).
The electronic circuit may then, for example, verify the integrity of the decrypted
HMAC using the TIK.

[0036] With reference to FIG. 4, there is shown a flow chart of a method
400 to facilitate pattern analysis protection and memory address encryption for
transactions according to a memory fabric protocol of an example of the present
disclosure. That is, the method 400 may further obscure data patterns in the
ciphertext to prevent a third-party from discerning the ciphertext. The method
400 may be implemented, for example, by one of the electronic circuits depicted
in FIG. 1.

[0037] At block 410, an electronic circuit in the memory fabric may obtain
a transaction integrity key (TIK) and a transaction encryption key (TEK).
According to an example, the TIK and TEK may be received from a key
distribution server as further discussed below with reference to FIGS. 5 and 6.
According to another example, the TIK and TEK may be provided by to the

electronic circuit during manufacture.

[0038] In block 420, the electronic circuit may encrypt a counter value
from a transaction using the TEK. The counter value may be taken from a field
in the transaction, which may be a packet field. The counter value, for instance,
may be 128-bits and may be included in a tag field in a footer of the transaction.
Alternatively, a random number (e.g., nonce) may be encrypted using the TEK.
The encrypted counter value or random number may then be truncated to the
first 64-bits from the 128-bits for example, as shown in block 430.

[0039] At block 440, the electronic circuit may compute an exclusive-or
operation on the truncated encrypted counter value and a 64-bit address value
(addr) from the transaction to determine an address ciphertext. The address
ciphertext, for instance, may be 64-bits in length. According to an example, a

counter (CTR) mode of encryption may be used to determine the address

13
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ciphertext (addr_ciph) of the transaction (e.g., addr_ciph = CTR_encrypt(TEK,
counter, addr) = CTR_encrypt(TEK, counter) XOR addr).

[0040] At block 450, the electronic circuit may compute a truncated
message authentication code (MAC) using the TIK on a concatenation of the
address ciphertext and a payload of the transaction. According to an example,
the truncated MAC may be 64-bits and may be a keyed-hash message
authentication code (HMAC) (e.g, HMAC(TIK, ciph_addr + payload). As a
result, therefore, an address field of the transaction may be replaced with the
address ciphertext and the truncated MAC or HMAC may be placed in the Next

Header field of the transaction.

[0041] According to an example, the electronic circuit may also decrypt
and verify a MAC or HMAC of a received transaction. For instance, the
electronic circuit may receive a transaction from another electronic circuit in the
memory fabric and verifying a MAC or HMAC of the received transaction using
the TIK. The electronic circuit may then encrypt a counter value (or an
encrypted nonce) of the received transaction using the TEK and compute an
exclusive-or operation on the encrypted counter value and an address
ciphertext to determine the address value for the received transaction (e.qg..
addr = CTR_encrypt(TEK, counter, addr_cipher) = decrypt(TEK, counter) XOR
addr_cipher).

[0042] FIG. 5 shows a block diagram of a key management system 500,
according to an example of the present disclosure. The key management
system 500 according to the memory fabric protocol may include a source
electronic circuit 510, a destination electronic circuit 520, a key distribution

server 530, and intervening electronic circuits 540.

[0043] According to an example, cryptographic keys are managed by a
centralized third-party key distribution server 530. Each electrical circuit in the
memory fabric 100 (source electronic circuit 510, destination electronic circuit
520, and key distribution server 530) may have a unique identifier and a

public/private key pair. The public/private key pair, for example, may be

14
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generated during manufacture of the respective electronic circuits. A key may
be cryptographically bound with the unique identifier. For example, the public

key may directly serve as the identifier for the respective electronic circuit.

[0044] An electrical circuit in the memory fabric 100 may be assigned to
be the key distribution server 530. Each transaction according to the memory
fabric protocol may include the source electronic circuit 510, intervening
electronic circuits 540, and a destination electronic circuit 520 (or multiple
destination electronic circuits). Accordingly, during the operation of the memory
fabric protocol, if the source electronic circuit 510 and the destination electronic
circuit 520 have not yet established a shared TIK, the key distribution server by
530 may distribute the TIK to the source electronic circuit 510 and the
destination electronic circuit 520 using the key management method described
below in FIG. 6.

[0045] According to an example, an asymmetric key belonging to the
source electronic circuit 510 or the destination electronic circuit 520 may be an
encryption/decryption key pair, and the asymmetric key belonging to a key
distribution server 530 may be a digital signature/signature verification key pair.
The key distribution server 530 may have an authentic copy of both the source
electronic circuit's public key and destination electronic circuit's public key.
Additionally, both the source electronic circuit 510 and the destination electronic
circuit 530 may have an authentic copy of the key distribution server's public
key. According to an example, a key certification service may provide authentic
copies of the public keys to the respective electronic circuits as discussed
above. Alternatively, during a first computer boot sequence, each electronic
circuit may register their identifier and public key with the key distribution server
530 assuming that the communication channel between the key distribution
server 530 and the source electronic circuit 510 or destination electronic circuit
520 is safe.

[0046] With reference to FIG. 6, there is shown a flow chart of a method
600 to distribute keys to electronic circuits according to a memory fabric

protocol of example of the present disclosure. The method 600 may be
15
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implemented, for example, by one of the electronic circuits depicted in FIG. 1.
The method 600 allows the key distribution server 530 to generate and
distribute a TK to the source electronic circuit 510 and to one or more

destination electronic circuits.

[0047] At block 610, the key distribution server 530 may generate a TK,
TIK and/or TEK from scratch. Alternatively, the key distribution server 530 may
derive a TIK and a TEK from a TK using a master key with a key derivation
function (KDF).

[0048] At block 620, the key distribution server 530 may distribute the TK,
TIK, and/or the TEK to the source electronic circuit 510 and destination
electronic circuit 520 using a combined encryption and signature algorithm. For
example, the key distribution server (KDS) 530 may encrypt a plaintext under
the receiver's public key (e.g., source electronic circuit (SEC) 510 or the
destination electronic circuit (DEC) 520) and sign the ciphertext under the key

distribution server’s private key.

[0049] Accordingly, the key distribution server 530 may then transmit the
encrypted and signed TIK to the source electronic circuit 510 (e.g.,
sig_KDS(enc_SEC(TK, t1), t2)) and to the destination electronic circuit 520
(e.g., sig_KDS(enc_DEC(TK, t1), t2), where t1 and t2 denote optional tests such
as a time value, sequence value or nonce, which may be used against replay

attacks.

[0050] Thus, the source electronic circuit 510 or the destination electronic
circuit 520 may receive the encrypted and signed TK, TIK, and/or TEK from the
key distribution server 530. If the source electronic circuit 510 or the destination
electronic circuit 520 receives a TK, the source electronic circuit 510 or the
destination electronic circuit 520 may derive a TIK and TEK from the TK using a
key derivation function (e.g., TIK = KDF(TK, “Integrity”) and TEK = KDF(TK,
“Encryption”), where “Integrity” and “Encryption” represent distinct salt values).
In order to maintain the security level for encryption and MAC using the derived

keys, the TK should have sufficient entropy. For example, the length of TK may
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be longer than the length of max (TIK, TEK). The source electronic circuit 510
or the destination electronic circuit 520 may then verify the integrity of the
received TK, TIK, and/or TEK using an authentic copy of a public digital
verification key of the key distribution server 530, and decrypt the received TK,
TIK, and/or TEK using a private decryption key of the respective electronic

circuit.

[0051] At block 630, the key distribution server 530 may certify the source
electronic circuit 510 and destination electronic circuit 520. According to an
example, the key distribution server 530 may introduce the source electronic
circuit 510 and destination electronic circuit 520 by including their identifiers
along with the distributed TIK. For instance, the key distribution server may
transmit the TK to the source electronic circuit 510 as sig_KDS(enc_SEC(DEC,
TK, t1), t2) and to the destination electronic circuit 520 as
sig_KDS(enc_DEC(SEC, TK, t1), t2).

[0052] While FIGS. 5 and 6 show key management and subsequent
communication between a pair of electronic circuits, the method 600 may be
used for a larger number of communicating peers. In the case in which the
source electronic circuit 510 communicates with multiple destination electronic
circuits, the source electronic circuit 510 and the multiple destination electronic
circuits may belong to a group that all share the same TIK. Alternatively, the
source electronic circuit 510 and the multiple destination electronic circuits may
be partitioned into several subgroups, each of the subgroups sharing a single
TIK.

[0053] Some or all of the operations set forth in the methods 300, 400,
and 600 may be contained as utilities, programs, or subprograms, in any
desired computer accessible medium. In addition, the methods 300, 400, and
600 may be embodied by computer programs, which may exist in a variety of
forms both active and inactive. For example, they may exist as machine
readable instructions, including source code, object code, executable code or
other formats. Any of the above may be embodied on a non-transitory

computer readable storage medium.
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[0054] Examples of non-transitory computer readable storage media
include conventional computer system RAM, ROM, EPROM, EEPROM, and
magnetic or optical disks or tapes. It is therefore to be understood that any
electronic device capable of executing the above-described functions may

perform those functions enumerated above.

[0055] Turning now to FIG. 7, a schematic representation of an electronic
circuit 700 of the memory fabric is shown according to an example of the
present disclosure. Examples of the electronic circuit 700 may include a central
processor, memory controller, GPU, etc. that can send and receive secure
transactions in the memory fabric shown in FIG. 1. The electronic circuit 700
may be employed to perform various functions of methods 300, 400, and 600 as
depicted in FIGS. 3, 4 and 6 according to an example implementation. The
electronic circuit 700 may include a hardware controller 702, a local memory
708, and a memory fabric interface 710. Each of these components may be

operatively coupled to a link 712.

[0056] The local memory 708 may be a computer readable medium that
stores machine readable instructions which are executable by the hardware
controller 702 to perform the various functions of methods 300, 400, and 600 as
depicted in FIGS. 3, 4 and 6. For example, the local memory 708 may store a
transaction module 712 that is executable by the hardware controller 702 to
obtain a transaction integrity key and a transaction encryption key. The local
memory 708 may also store an encryption module 714 that is executable by the
hardware controller 702 to encrypt an arbitrary number using the transaction
encryption key, wherein the encrypted arbitrary number is truncated in length,
and to calculate an exclusive-or operation on the encrypted arbitrary number
and an address value from the transaction to determine an address ciphertext.
Further, the local memory 708 may store an authentication module 716 that is
executable by the hardware controller 702 to calculate a truncated keyed-hash
message authentication code (HMAC) using the transaction integrity key on a

concatenation of the address ciphertext and a payload of the transaction. The
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transaction may be transmitted via the memory fabric interface 710, which

connects the electronic circuit 700 to a memory fabric.

[0057] What has been described and illustrated herein are examples of
the disclosure along with some variations. The terms, descriptions and figures
used herein are set forth by way of illustration only and are not meant as
limitations. Many variations are possible within the scope of the disclosure,
which is intended to be defined by the following claims -- and their equivalents --
in which all terms are meant in their broadest reasonable sense unless

otherwise indicated.
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CLAIMS

What is claimed is:

1. A method to facilitate memory address encryption for transactions

between electronic circuits in a memory fabric, comprising:

obtaining, at an electronic circuit in the memory fabric, a transaction

integrity key and a transaction encryption key;

encrypting a counter value from a transaction using the transaction

encryption key;
truncating the encrypted counter value;

computing an exclusive-or operation on the truncated encrypted counter
value and an address value from the transaction to determine an address

ciphertext; and

computing a truncated message authentication code (MAC) using the
transaction integrity key on a concatenation of the address ciphertext and a

payload of the transaction.

2. The method of claim 1, comprising:

replacing an address field of the transaction with the address ciphertext;

and

placing the truncated MAC in a next header field of the transaction.

3. The method of claim 1, wherein the counter value is 128-bit and the
truncated encrypted counter value is a first 64-bits of the encrypted counter

value.

4. The method of claim 1, wherein the address value is 64-bits and the

20



WO 2016/068942 PCT/US2014/063174

truncated MAC is 64-bits.

5. The method of claim 1, wherein the truncated MAC is keyed-hash

message authentication code (HMAC).

6. The method of claim 1, comprising:

receiving a transaction from another electronic circuit in the memory

fabric;

verifying a MAC of the received transaction using the transaction integrity

key;

encrypting a counter value of the received transaction using the

transaction encryption key; and

computing an exclusive-or operation on the encrypted counter value and
an address ciphertext to determine the address value for the received

transaction.

7. The method of claim 1, wherein obtaining the transaction integrity key
and the transaction encryption key comprises receiving the transaction integrity
key and the transaction encryption key from a key distribution server in the

memory fabric.

8. A method to facilitate memory address encryption for transactions

between electronic circuits in a memory fabric, comprising:

obtaining, at an electronic circuit in the memory fabric, a transaction

integrity key and a transaction encryption key;

computing a truncated message authentication code (MAC) using the
transaction integrity key, wherein a hash function is applied to a concatenation

of an address value and a payload of a transaction;
21



WO 2016/068942 PCT/US2014/063174

encrypting a concatenation of the address value and the truncated MAC

using the transaction encryption key to determine a ciphertext;

splitting the ciphertext into an encrypted address and an encrypted MAC,;
and

placing the encrypted address in an address field of the transaction and

the encrypted MAC in a next header field of the transaction.

9. The method of claim 8, wherein to compute a truncated MAC, wherein
computing the truncated MAC comprises computing a 64-bit key-hashed

message authentication code (HMAC).

10.  The method of claim 8, wherein splitting the ciphertext comprises splitting
the ciphertext into a 64-bit encrypted address and a 64-bit encrypted MAC.

11. The method of claim 8, comprising:

receiving a transaction from another electronic circuit in the memory

fabric;

decrypting a concatenation of the encrypted address and the encrypted

MAC using the transaction encryption key; and

verify the integrity of the decrypted MAC using the transaction integrity
key.

12.  An electronic circuit connectable to a memory fabric, the electronic circuit

comprising:
a hardware controller; and
a local memory storing machine readable instructions, executable by the

hardware controller, including:
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a transaction module to obtain a transaction integrity key and a

transaction encryption key;

an encryption module to encrypt an arbitrary number using the
transaction encryption key, wherein the encrypted arbitrary number is
truncated in length, and calculate an exclusive-or operation on the
encrypted arbitrary number and an address value from the transaction to

determine an address ciphertext; and

an authentication module to calculate a truncated keyed-hash
message authentication code (HMAC) using the transaction integrity key
on a concatenation of the address ciphertext and a payload of the

transaction.

13. The electronic circuit of claim 12, comprising machine readable

instructions that are executable by the hardware controller to:

replace an address field of the transaction with the address ciphertext;

and

place the truncated HMAC in a next header field of the transaction.

14. The electronic circuit of claim 12, comprising machine readable

instructions that are executable by the hardware controller to:
receive a transaction from another electronic circuit in the memory fabric;

verify a HMAC of the received transaction using the transaction integrity
key;
encrypt an arbitrary number of the received transaction using the

transaction encryption key; and

compute an exclusive-or operation on the encrypted arbitrary number
and an address ciphertext to determine the address value for the received

transaction.

23



WO 2016/068942 PCT/US2014/063174

15.  The electronic circuit of claim 12, wherein to obtain the transaction
integrity key and the transaction encryption key, the machine readable
instructions are executable by the hardware controller to obtain the transaction
integrity key and the transaction encryption key from a key distribution server in

the memory fabric.
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300

Obtain a transaction integrity key and a transaction
encryption key at an electronic circuit in the memory fabric
310

l

Compute a truncated key-hashed message authentication
code (HMAC) using the transaction integrity key, wherein a
hash function is implemented on a concatenation of an
address value and a payload of a transaction
320
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|
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620
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