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<?xml version="1.0" encoding="UTF-8" ?>

<CIAServiceGroup>

<CIAService name="WebGalleryService" type="Synthesize"
GUID="4f1d0d:fbee5bda43:-7ff2">

|

<URI>class:WebGalleryService.jar:com.canon.cre.cia.services.webgall

ery.WebGalleryService</URI>
- <Description>
<Icon type="mime" format="image/png">iVBOR... gmCC</Icon>
<Info lang="en" name="Web Gallery">This Service creates a web gallery
from a series of images</Info>
<Info lang="fr"
name="Galerie Web">Ce service crée un galerie web d'une serie
d'images</Info>
</Description>
- <Inputs>
<Input id="image" type="mime" format="image/jpeg" muitiple="true"
required="true" />
</Inputs>
- <Qutputs>
<Qutput id="html" type="mime" format="text/html" multiple="true" />

<Qutput id="fullImage" type="mime" format="image/jpeg" multiple="true"

/>
<Qutput id="thumbImage" type="mime" format="image/jpeg"
multiple="true" />
</Outputs>
- <Parameters>
<Parameter id="title" type="simple" format="string" />
<Parameter id="thumbsPerRow" type="simple” format="int" />
<Parameter id="thumbWidth" type="simple" format="int" />
<Parameter id="thumbHeight" type="simple" format="int" />
<Parameter id="webFileName" type="simple" format="string" />
<Parameter id="webImagesDirectory" type="simple" format="string" />
<Parameter id="webThumbPrefix" type="simple" format="string" />
</Parameters>
< /CIAService>
- <CIAUIService name="WebGalleryUI" type="SynthesizeUI"
GUID="4f1d0d:fbee5bda43:-7ff1">
<Service name="WebGalleryService" />
<UILanguage name="java" />
</CIAUIService>
</CIAServiceGroup>
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<?xml version="1.0" encoding="UTF-8" ?>
- <!__
UTF-8 Chars: 00D
_—— ’

1

1

- <CIATask name="SendOCR">

<Device name="iR" />

<Qutput uri="address" id="address" type="simple" format="string" />

<Description>

<Info lang="en" name="AddressBook" />
</Description>

<Description id="email">

<Icon uri="scan.png” />

<Info lang="en" name="Scanned Document">Scan a document and sends
via email</Info>

<Info lang="fr"
name="Email ie document">Scanner un document et envoyer par email</Info>
</Description>

<Description id="scan">

<Icon uri="email.png” />

<Info lang="en" name="Email Document">Scan a document and sends via
email</Info>

<Info lang="fr" name="Email le document">Scanner un document et envoyer
par email</Info>

</Description>

<Service id="address" name="OpenAddressBook" type="ContactOutput”>
<Qutput id="address" required="true" multiple="true”
targetServiceID="service0" targetlnputiID="address" />
</Service>
<Service id="service2" name="ScannerService" type="Scanner">
<Parameter id="resolution™ type="simple" format="int">300</Parameter>
<QOutput id="image" required="true" multiple="true"
targetServicelD="convert" targetinputID="inputData" />
<Qutput id="image" required="true" multiple="true"
targetServicelD="servicel" targetInputID="image" />
</Service>

: <Service id="convert" name="ConvertToPDFService" type="Convert">

<Input id="inputData" required="true" multiple="false" />

<Qutput id="outputData" required="true" multiple="true"
targetServicelD="service0" targetInputIiD="attachments" />
<fService>

- <Service id="service0" name="EmailService" type="Email">

<Parameter Id="subject" type="simple" format="string">Document from
o%fullname% </Parameter:>
<Input id="subject" required="false" multiple="false" />
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<Input id="body" required="false" multiple="false" />

<Input id="address" required="true" multiple="true" />

<Input id="attachments" required="false" multiple="true" />
</Service> ' '

- <Service id="servicel" name="0OcrService" type="0Ocr">

<Input id="image" required="true" multiple="true" />
<Output id="text" required="true" multiple="true"

targetServiceID="service0" targetInputiID="body" />
</Service>

= <UI name="0OCREmailUI">

<Service id="service0" />

<Service id="servicel" />

<Service id="convert" />
</UI>

- <UI name="AddressBookUI">

<Service id="address" />

</UI>

</CIATask>
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1.Title of Invention
APPARATUS FOR AND A METHOD OFO FACILITATING THE CARRYING OUT OF A TASK

2.Field of the Invention

This invention relates to apparatus for and a method of facilitating the carryin
g out of a task. In particular, this invention relates to apparatus for and a m
ethod of facilitating the carrying out of a task by a processor-controlled machi
ne in a distributed system or network in which a number of processor-controlled

machines such as personal computers, servers, digital cameras, photocopiers and

the like have or have access to services that may be required for the carrying o
ut of a task.

3.Background
In order to complete a complex task on a network, a user may have to make use of
several different applications to perform different operations. Thus, for exa
mple, if a user wishes to email a copy of a paper document so that the recipient
can subsequently edit the document using a word processing application, then, ge
nerally, the user will need to use a scanner application to convert the paper do
cument into electronic form, then use an optical character recognition applicati
on to convert the electronic data into electronic character data and then use an
emailing application to email the final electronic document to the desired reci
pient.

A task-based approach to such complex operations simplifies the number of indivi
dual operations that a user has to perform. |In a task-based approach, a control
ler forming part of the network (for example a server with which the user®s proc
essor-controlled machine can communicate or the user®s processor-controlled mach
ine itself) identifies the task to be carried out from data provided by the user
and then either selects a predefined task consisting of the required services or
assembles a new task consisting of the required services. Thereafter, the user
simply needs to provide user input data when prompted by the controller to enab
le the carrying out of the task.

Thus, in the example given above, where the user advises the controller that he

wishes to email a hard copy document in editable form, then the controller will

either access a predetermined task for carrying out that sequence of steps or wi
Il assemble a new task to carry out that predetermined sequence of steps. 1In ei
ther case, the task in this example will consist of a set of services including

a scanning service, an optical character recognition service and an emailing ser
vice.

The number of tasks that can be carried out is limited by the services that the
controller can access and, although a controller may be able to access services
remotely over the network, it is difficult if not impossible for a controller to
access services that are only coupled to the network via other controllers.

4 .Detailed Description of Invention
In one aspect, the present invention provides a controller or apparatus for enab
ling the carrying out of task, wherein the apparatus is connectable to a network
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and comprises a service discover operable to discover services over the network
, a task manager operable to control the carrying out of tasks using services ac
cessible by the apparatus and a service publisher for publishing descriptions of
services accessible to or discovered by the apparatus so that other controllers
coupled to the network can see the services published by the controller even th
ough at least some of those services may be connected to the network only via th
e controller.

In one aspect, the present invention provides a controller for facilitating a ca
rrying out of a task, wherein the controller is connectable to a network and loo
ks to other controllers like a service thereby allowing other controllers to dis
cover and access the services via that controller.

This enables a controller to access services that it may not be able to see dire
ctly and as a result allows more or more flexible tasks to be offered to the use
r.

In an embodiment, a controller is configured to enable the list of services that

are passed on to another controller to be subject to security restrictions. For

example,the controller may be configured to restrict the list of services that a

re passed on to another controller on the basis of the identity of the user that
is trying to access them and/or on security restrictions that are placed on the
service by the at least one controller in the route from the location of actual
service to the requesting controller.

A controller may be configured to provide different security restrictions depend
ent upon whether the user is local to the controller or whether a service is bei
ng requested by a remote controller.

A controller may be configured to increment a hop count each time a description

of a service is passed to that controller so that, for example, where a controll
er receives the same service description more than once, the controller can dete
rmine the most direct route to the actual location of that service.

A controller may be configured to add descriptions of services that have been di
scovered more than once to a cache so that, if a route to a particular service f
ails, then that same service may be tried again via a different route.

In an embodiment, the services available for the carrying out of a task will gen
erally include input services, output services, and processing services. In add
ition, the available services may include user interface services. This avoids
the possibility of the services available to a user being restricted by the user
interface of the device via which the user accesses the controller. Rather, by
providing the user interfaces as services, then the user interface required by
a task or indeed user interfaces required by different services within a task ca
n be loaded on to the user®s device as and when required so that dedicated user
interfaces can be provided for different services within a task. This has the a
dvantage that the user interface presented to the user is not cluttered with inf
ormation which is particularly important where the size of the display on the us
er"s device is relatively small. In addition, providing the user interfaces as
services enables user interfaces for existing services and tasks to be updated a
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s and when required.

Different protocols may be required for discovering different services. 1In an e
mbodiment, the services use a common APl (application programming interface) and
the service discoverer is configured with a plug-in architecture so that the se
rvice discoverer has one or more plug-in service discovery modules, each of whic
h is designed to discover services that use a particular protocol or protocols.
For example, one service discovery plug-in module may be designed to discover W
eb services, another service discovery plug-in module may be designed to discove
r JINI services and another service discovery plug-in module may be designed to
discover local services, that is services directly connected to the controller.
The use of a plug-in architecture means that a controller can be upgraded or up
dated when new protocols come into use simply by adding a plug-in configured to
operate with that protocol. Thus, when a new protocol becomes popular, it can e
asily be supported and deployed without changing the rest of the controller. In
addition, controllers of smaller devices (such as digital cameras) can just use
the plug-in or plug-ins that they require. The use of such plug-ins and a comm
on APl for services means that a service which uses a protocol for which a plug-
in has already been developed can be used straight away without any further adap
tation and, if a new protocol is developed or used, then only one plug-in needs
to be developed to handle services using that protocol.

In a task based system, some services may require certain parameters to be set b
y a user. However, a user may not always know the best value for a parameter.
Therefore, it is often desirable for a default parameter to be set.

In an embodiment, default parameters are provided on different levels. Thus, a
service may itself have a default parameter and this default parameter may be ov
erridden by a default task parameter, so that when a particular service is runni
ng in a particular task, the default parameter is appropriate to that task. Thu
s, for example, a scanning service may have its own default scanning resolution

parameter which, for example, represents an average resolution while a task to s
can and email a photograph may have a different resolution default parameter tha
t overrides the service default parameter so that, when scanning a photograph fo
r emailing, the scanner scans at a relatively low resolution to reduce the size

of the image file while where the scanning services is used in a task in which a
document is to be subject to optical character recognition, for example the abo
ve task to scan and email in editable form a hard copy document, then the task m
ay define a high resolution default scanning parameter to enable accurate optica
I character recognition. |In addition, a user interface service may enable a use
r to change or customize the service level default parameter or the task level d
efault parameter in accordance with their requirements.

The device at which a user commences a task may not necessarily be the best devi
ce to enable completion of the entire task. Thus, for example, in the case of t
he above task to scan and email in editable form a hard copy document, the user
may wish to use a networked photocopier to perform the scanning but then move to
a personal computer to enable access to a keyboard to enter information. |In ad
dition, some services may require more processing power than other services and
it may speed up completion of a task if a high processing power service is compl
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eted by a device having a lot of processing capacity, for example it may be more
efficient for a particular service to be carried out by a networked personal co
mputer rather than a networked digital camera.

In an embodiment, a task is designed so that it can be stored in an incomplete f
orm and transfer to another, for example more powerful, controller to enable com
pletion of the next portion of the task. In an embodiment, the current state of
a task and the data associated with i1t is stored in a data structure known as a
context, for example an XML based context, which can be passed between controll
ers allowing a user to access the task from different client devices. This mean
s that a user can commence a task at one client device and move to another that
may be more suitable for continuation of the task with, in each case, the contro
Iler controlling the coordination and processing of the task so as to enable the
task state to be stored for later retrieval or passed to another controller for
continued processing.

Referring now to the drawings, Figure 1 shows a functional block diagram of a ne
twork system 1 embodying the invention.

The network system 1 comprises a number of controllers 10 in the form of persona
I computers, servers, other processor device or the like each connected to one o
r more client devices 20 by which a user can input instructions and/or data for
instructing the controller to carry out a task using services accessible by the
controller. As shown in Figure 1, a controller 10 may have local services 30.
In addition, services 32 may be directly connected to the network N and services
31 may be directly connected to a client device 20.

The controllers 10 may be directly coupled to the network N or via one or more o
ther controllers 10. In the example shown in Figure 1, three controllers 10 are
directly coupled to the network and a further controller 10a is indirectly coup
led to the network via another one of the controllers. It will, of course, be a
ppreciated that the actual network configuration will depend upon the particular
circumstances and that, for example, fewer or more than three controllers may b
e directly coupled to the network. Also, the network may comprise further contr
ollers 10a that are only coupled to the network indirectly via another controlle
r. In addition, the network system may also include further controllers that are
coupled to the network via two or more other controllers.

Although not shown in Figure 1, each client device 20 may incorporate or be inte
grated with a controller 10. In addition, a client device 20 may communicate wit
h a controller 10 via the network N.

The client devices 20 are processor-controlled machines provided with network co
nnectivity and each having at least one user interface device for enabling a use
r to interface with the client device. Examples of client devices are networkab
le devices such as personal computers, photocopiers, facsimile machines, digital
cameras, scanners and other items of office equipment where the network is inte
nded for use in an office environment.

It will, of course, be appreciated that the network may be intended for use in o
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ther than an office environment. Thus, for example, where the network is in a h
ome environment, then the client devices may include personal computers and othe
r networkable processor-controlled machines such as, for example, televisions, v
ideo recorders, DVD players, and other processor-controlled machines or items of
equipment that may be found within the home. Similarly, the network system may
be used in an industrial environment where one or more of the client devices ma
y comprise processor-controlled manufacturing plant or machine tools.

The network N may comprise one or more different types of network. For example,
the network N may comprise at least one of a local area network 11 (LAN), a wid
e area network (WAN), an intranet and the Internet.

Figure 1 illustrates the main functional components of one of the controllers 10
It will be appreciated that each of the other controllers 10 and 10a has the
same main functional components.

As shown in Figure 1, a controller 10 has an operations controller 11 that contr
ols overall operation of the controller and a task manager or task resolution mo
dule 14 for controlling or managing the carrying out of tasks. |In addition, eac
h controller 10 has a service discoverer 12 for discovering both local services

30 and services on the network N and a service publisher 13 that, as will be des
cribed below, is configured to make services discovered by the controller 10 dis
coverable by other controllers 10. That is, the service publisher 13 is configu
red to advertise or republish discovered services so that they are accessible by
other controllers 10 over the network N.

The operations controller 11 is also configured to communicate with the client d
evice or devices 20 connected to the controller 10 and to communicate with the s
ervices required during the carrying out of a task and to coordinate the operati
on of the next step in a task as requested by the task manager 14. In addition

the operations controller 11 is configured to pass on calls made to services pub
lished by the service publisher 13, that is services that are not directly avail
able to that controller 10.

The task manager 14 is configured to determine which task(s) can be run using th
e currently available client device(s) 20 and services and to determine the next
action required, for example whether data is required from a user or whether a

service should be run.

The task manager 14 is, in this embodiment, configured as a separate module so t
hat it can be swapped in and out easily so that a controller 10 has a task manag
er that is appropriate to the client device 20, and to enable easy modification
of the system.

As mentioned above, each of the controllers 10 may have access to a number of lo
cal services 30. In addition, each of the client devices 20 may have direct acc
ess to one or more services 31 and one or more services 32 may be directly coupl
ed to the network N to enable access by all of the controllers 10.

The services 30, 31 and 32 are stored in appropriate memory. The services 30 ma
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y be stored in a central data storage of the network system 1 while the services
30 and 31 may be stored in any appropriate memory available at the controller 1

0 or client device 20, for example a mass storage device such as a hard disc dri

ve in the case of a computer, or on a memory card in the case of a client device
such as a digital camera.

Generally speaking in this embodiment there are four types of services:

1) input services that provide input data to a task, an example being a scanning
service;

2) output services that output data from a task such as, for example, printing s
ervices and email services;

3) processing services that perform a process on or modify input data such as, f
or example, image manipulation services, optical character recognition services
and so on; and

4) user interface services that provide user interfaces for loading onto client
devices.

A service may itself consist of a set of sub-services so that, for example, an a
ddress book service may consist of the sub-services "open address book"™ and "sav
e address book™ plus also possibly an address book user interface sub-service.

Each service uses the same common APl (Application Programming Interface) which
implements four methods:

Get description
Get status
Run service

A w N B

Get user interface(s)

The common APl therefore enables a controller 10 to discover services and to obt
ain their description and status and, when the task manager 14 indicates that a
service is required, to get the associated user interface or interfaces and to r
un the service.

Figure 2a shows a very diagrammatic representation 100 of a service description.
The service description includes the following components:

1. Service name

1D

Type

Inputs

Outputs

Parameters

Capabilities

~N o o B~ W DN

The service description optionally also includes a classification component.

The service name is unique to the service so that if, for example, there is more
than one controller 10 or client device 20 on the network N that runs the same
service, they will be allocated the same service name while the ID is unique to



(35) JP 2006-72988 A 2006.3.16

the particular service and controller or client device that actually runs that s
ervice and may be in the form of a serial number or other unique code.

The type component defines the type of service and is descriptive of the operati
on or procedure that the service performs such as scan, email, OCR, print, image
manipulation, and so on.

The optional classification component represents a lower level description of th
e service and identifies features available via that service. Thus, for example
, In a case of a service of the type "image manipulation"”, the classification wi
Il specify the particular nature of the image manipulation provided by the servi
ce, examples of possible classifications for an image manipulation service are:
re-size, red eye removal, rotate, make panorama and so on.

The input component defines the type or types of data that can be passed to the

service and the format or formats required for that data while the output compon
ent defines the data type or types that the service provides and the format or f
ormats that that output data has.

The parameter component comprises a value or values that can be passed to the se
rvice and that affect(s) what the service does with data. The service descripti
on may contain a default value for one or more parameters. An example of a para
meter for a print service would be, for example, a value for the number of copie
S.

The capability component provides a description of what the service is capable o
f. Thus, for example, the capability component may define the maximum resolutio
n in dots per inch of a scanning or printing service.

Each input, output and parameter has an ID that describes the nature of the data
(for example image or document), a type which identifies the family that the da
ta belongs to and a format that identifies the exact format that the data takes.
Thus, for example, if the type is "MIME" then the format may be image/png or a
pplication/word whereas if the type is "simple"™ then the format may be "string"
or "int".

In addition, inputs, outputs and parameters may specify a constraint or limit on
those properties, for a maximum size of input data or a maximum or minimum reso
lution may be specified.

The service description thus provides a controller 10 with the information neces
sary to determine whether the service is suitable for and can carry out an opera
tion required for a particular task.

Figure 2 shows a more detailed functional block diagram of one example of a cont
roller 10.

As shown in Figure 2, the service discoverer 12 comprises a service discovery ma
nager 15 configured to receive a number of plug-ins 16 (three in the example sho
wn). Each of the plug-ins 16 is configured to enable discovery of services oper
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ating in accordance with certain protocols. The plug-ins 16 may comprise, as sh
own, a plug-in configured to discover Web services, for example operating in acc
ordance with the UDDI (Universal Description Discovery and Integration) protocol
and the SOAP (Simple Object Access Protocol) communications protocol, a plug-in
configured to discover JINI services and a plug-in configured to discover local
services. Figure 2 shows the local plug-in 16 having discovered a local servic
e 30. The fact that the services use or implement a common APl is illustrated d
iagrammatically in Figure 2 by using a block 19 to represent the common API.

The use of a plug-in architecture means that, as new discovery systems and proto
cols are developed, new plug-ins 16 can be designed to enable discovery of servi
ces using those protocols. In addition, a controller 10 need only use those plu
g-ins required by the client(s) 20 with which it communicates. Thus, for exampl
e, if a controller 10 is only communicating with a dedicated processor-controlle
d machine such as a digital camera, then only those plug-ins commensurate with t
he services that a digital camera can use may be provided.

In addition to the plug-in architecture, the services useable by the network sys
tem are all configured to use the same common API. The use of a common APl enab
les a new service to be used straight away, provided that a plug-in exists for t
he protocol(s) required by that service.

As shown in Figure 2, the operations controller 11 maintains a services cache 17

in which the service descriptions of discovered services are held. In addition
, the service publisher 13 stores a services list 18 containing the service desc
riptions of all of the services that have been discovered by the controller 10.
The service publisher 13 is also configured to communicate with the network N a
nd the directly connected client device(s) 20 using the common APl (again repres
ented diagrammatically by a block 19) so that the other controllers 10 on the ne
twork N and the connected client device(s) 20 can see the controller as a servic
e.

The controllers 10 may be implemented by programming computing apparatus such as
a personal computer or server or other processor device. Figure 3 shows a funct
ional block diagram of one example of computing apparatus 50 that may be program
med by program instructions to provide a controller 10.

As shown in Figure 3, the computing apparatus 50 comprises a processor 500 with

associated memory 51 in the form of ROM and/or RAM and a mass storage device 52
such as a hard disk drive. The computing apparatus also comprises a removable m
edium device 53 for receiving a removable medium 54 such as, for example, a CDRO
M, DVD, floppy disk or the like. In addition, the computing apparatus comprises

a number of user interface devices 56. As shown these include a pointing devic
e 56a such as a mouse, a keyboard 56b, a microphone 56c¢c, a loudspeaker 56d, a di
splay 56e and a printer 56f. The computing apparatus also comprises one or more

communications devices 57 such as a network card and/or a MODEM for enabling co
mmunication over the network N and one or more input/output interface(s) 58 for

enabling communication with external devices such as the client device 20 and th
e services 30 directly linked to the controller 10.
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The computing apparatus is programmed by at least one of:

program instructions pre-stored in the memory 51 or in the mass storage device 5
2;

program instructions provided as a signal via a communications device 57 or an 1
/0 interface 58.

program instructions downloaded from a removable medium 54 received via the remo
vable medium device 53 or from a portable data storage device connectable to the
computing apparatus via an 1/0 interface such as a USB port; and

program instructions directly entered by the user using the keyboard 56b.

Figure 3 shows the computing apparatus as having been programmed so that the mem
ory 51 contains a service discovery manager module 5la for implementing the serv
ice discovery manager 15, plug-in modules 51b for implementing the plug-ins 16,
an operations controller module 51c for implementing the operations controller 1
1, a task manager module 51d for implementing the task manager 14 and, a service
publisher module 51e for implementing the service publisher 13.

It will be appreciated the client devices 20 will, being processor controlled ma
chines, also have a processor with associated memory, 1/0 interfaces and some fo
rm of user interface device(s) which, in the case of a personal computer, will b
e similar to that shown in Figure 3 and in the case of a digital camera will be
more limited generally consisting of a small display and a user control that ena
bles selection of items from a displayed menu.

The manner in which a controller 10 enables the carrying out of a task based on
a number of services will now be described.

A task consists of one or more services, depending upon the particular task. Co
mmon tasks or tasks that have been or are likely to frequently used may be store
d by the task manager 14. Other tasks may be assembled by the task manager 14 f
rom available services in accordance with input information received from the us
er.

In order for a task to bhe carried out it has, of course, first to be initiated b
y a user. In order to facilitate this, a client device 20 may be provided with
a basic task user interface that prompts the user with a question such as:

What do you want to do?

and may present the user with a number of options defining currently available t
asks. The nature of the tasks available will generally depend upon the particul
ar client device. As an example, if the client device is a networked photocopie
r, then task options may include:

Scan
Scan and email
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Scan, OCR and email

As another possibility, the basic task user interface may enable the user to def
ine a task by selecting options from a displayed menu, for example if the user w
ishes to scan a hard copy document and email it in editable form the user may se
lect displayed options "scan", "optical character recognition”, and "email"™ from
a menu.

Figure 4 is a flowchart illustrating steps carried out by the task manager.

As set out above, the controller 10 stores the description for discovered servic
es. At S1 in Figure 4, the task manager 14 determines from the available discov
ered services, the client device and the user which tasks are available to that
client device and user.

Then, at S2, the task manager causes the client device 20 to present the user wi
th a list of tasks/options available to that user, one example of an available t
ask may be "scan a hard copy document, perform optical character recognition and
then email the document in an editable form™.

When, at S3, the user selects a task from the list presented to him at the clien
t device then, at S4, the task manager identifies a first service required by th
e task by checking the type components of the stored service descriptions to det
ermine which of the type components match the tasks requirements and, of those,
which services have input, output, capability and classification parameters acce
ptable for the task.

It is possible that more than one service may match the requirement. |If so, the
n at S4, the task manager selects one of those matching services in accordance w
ith predetermined criteria as will be described below.

Once a service has been selected for the first procedure or step of the task the
n, at S5, the task manager 14 determines whether user input is required and, if
so, causes the client device to present the appropriate user interface to the us
er to get the required user input at S6.

IT the answer at S5 is no or if user input has already been obtained at step S6
then, at S7, the task manager requests the operations controller 11 to cause the
required service to be run.

Then, at S8, the task manager checks to see whether the task has been completed,
that is whether the task involves a further procedure that requires another ser
vice.

IT the task manager determines that the task involves a further procedure that r
equires another service then steps S4 to S7 are repeated and at S8 the task mana
ger again checks whether there are further procedures that require services to b
e run in order for the task to be completed. The procedure ends once the task m
anager determines at S8 that there are no further procedures requiring services

to be run.
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Figure 5 shows steps carried out when a service is discovered.

When the operations controller 11 starts the service discoverer 12 it registers
a Discovery Listener with the service discovery manager 15. When the service di
scoverer 12 locates a plug-in 16, it starts the plug-in 16 and then registers th
e service discovery manager 15 with the plug-in 16. When a service 30,31,32 is
discovered by a plug-in 16, the plug-in 16 notifies the service discovery manage
r 15 which notifies the operations controller 11.

Upon discovery of a new service then, at S11 in Figure 5, the operations control
ler 11 receives the service description, updates route information associated wi
th the service description (for example by adding its controller network address
to route address and by adding one to a hop count, where a "hop" is a step or p
assage from one controller to the next on the network) and, having stored the se
rvice description with its associated route information in its service cache 17,
passes the service description with its associated route information to the ser
vice publisher 13 for storage in the services list 18. As another possibility,
the hop count may be updated by the service publisher 13.

Because the service publisher 13 of each controller 10 republishes (that is make
s accessible to other controllers on the network N) discovered services by using
or implementing the common APl 19, the same service may be discovered by a cont
roller 10 via a number of different routes. |In the event that a service is disc
overed more than once, then the service description is still added to the servic
e cache 17 step S12 so that, if a subsequent request to run that service fails,

the operations controller 11 can try and access the service via the other route

or one of the other routes.

Figure 6 shows a flowchart for illustrating operations carried out by the operat
ions controller 11 when the task manager 14 issues a request for a service to be
run at S20. Thus, at S21, the operations controller 11 implements the run serv
ice method of the service description of the selected service at S21 to cause th
e service to be run. |If the service is not a local service, then the controller
10 causes the request for the service to be run to be passed on to the controll
er from which the service was discovered and, if that controller is not the cont
roller that actually runs that particular service, that controller will, in turn
, pass the request for the service to be run on to the controller from which it
discovered the service and so on until the request for the service to be run rea
ches the controller that actually runs that particular service. The controller
that actually runs that particular service will then invoke the service and retu
rn the results to the requesting controller 10.

If, at S22, the request for a service to run fails, for example because one or m

ore of the network addresses along the route path is inoperable or the service
s currently busy, then at S23, the operations controller 11 determines whether t
here is another route for the same service and, if so, selects that other route
at S24 and repeats steps S21 to S23.

If the answer at S23 is no, that is the service has failed and there is no other



(40) JP 2006-72988 A 2006.3.16

route that has not yet been explored, then at S25, the operations controller ch
ecks whether there is another acceptable service and, if so, selects that other
service at step S26 and repeats steps S21 to S26.

Where more than one service is available for carrying out a particular procedure
, then as set out at S4 in Figure 4, one of the services may be selected on the
basis of predetermined criteria. These criteria may include at least one of:

1. the number of hops required to reach the controller that runs the service, on
the grounds that this may determine the reliability of the service and the time
taken to access the service;

a rating system;
required processing time;

2
3
4. current status of the service;
5. costs;

6. quality;

7. recommendations from users on the system.

One or more of the above preferences may be determined by information input by t
he user via an appropriate user interface.

In addition to the above, dependent upon the client device or devices 20 that th
e controller 10 services, the controller 10 may be specialised so that it filter
s through only particular services. This may be achieved by selection of the pl
ug-ins so that only services complying with particular protocols are discovered

or may be achieved by the operations controller 11 filtering through only servic
es whose service descriptions match certain requirements. For example where the
client device is a digital camera, then the controller 10 may be configured to

filter through only services that are applicable to a digital camera so excludin
g, for example, word processing services.

The operations controller 11 may also have security settings that determine whet
her or not a service will be passed on to a requesting controller. Figure 7 sho
ws a flowchart illustrating one way in which this may be implemented. Thus, whe
n at S30, a controller 10 receives a service discovery request, that request wil
I be accompanied by data that identifies the requesting controller and may also

identify the requesting user.

At S31, the operations controller 11 determines whether the security rating for
the requesting controller or task manager and/or user enables them to have acces
s to the requested service and, if not, advises the requesting service discovere
r 12 that the service is not available.

An operations controller 11 may have different security ratings for local and re
mote users.

In the event that the operations controller 11 determines that the requesting co
ntroller and/or user has/have an appropriate security rating, then at S33, the o
perations controller checks whether the service is a republished service and, if
not, causes the service to be run at S34. If, however, the service is a republ
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ished service then at S35, the operations controller passes the request for the

service on to the controller from which the service was discovered. That contro
Iler then repeats the procedure shown in Figure 7 so that the request is passed

from controller to controller until it reaches the controller that runs the requ
ested service.

As shown in Figure 7, the controller is arranged to check the security rating be
fore determining whether or not a service is a republished service. This enable
s each controller to have its own security ratings for remote services. As anot
her possibility, steps S33 and S31 may be reversed so that the operations contro
Iler 11 first checks whether the service is a republished service and, if so, pa
sses the request onto the controller from which the service was discovered witho
ut checking the security ratings. This would mean that whether or not a particu
lar controller and/or user is given access to a service will be determined solel
y by the controller that initially discovered that service.

Figure 4 illustrates one way of carrying out a task. Figure 8 illustrates anoth
er way in which a task may be carried out once the user has selected a task or

has indicated what they require of the task for example scan a hard copy documen
t, perform optical character recognition and then email the document in an edita
ble form.

As set out above, the controller 10 stores the descriptions for discovered servi
ces.

At S40 in Figure 8 the task manager 14 requests the operations controller 11 to
identify from the description stored in the service cache 17 a service or servic
es matching the requirements for a first procedure or step of the task.

The task manager 11 then checks the type components of the stored service descri
ptions to determine if any of the type components match the task manager®s requi
rements and, if so, determines whether the input, output, capability and classif
ication parameters in that service description are acceptable for the task in ha
nd.

If, at S41, the operations controller 11 reports that no appropriate services ha
ve been identified, then at S42, the task manager 14 requests the operations con
troller 11 to instruct the service discovered 12 to locate a service.

Moe than one service may match the task requirements. Accordingly, at S43, the
task manager 14 determines whether more than one service has been identified and
, 1T so, selects on of the services on the basis of predetermined criteria as wi
Il be discussed below.

Once a service has been selected for the first procedure or step of the task the
n, at S44, the task manager 14 determines whether the task involves a further pr
ocedure that requires another service and, if the answer is yes, repeats steps S
40 to S43.

Once services have been discovered for all of the procedures required to complet
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e the task then at S45 the task manager 14 determines the next action or procedu
re required by the task and requests the operations controller 11 to act accordi
ngly. Thus, if the task manager determines at S45 that user input is required a
nd that this does not include a new user interface then the task manager request
s the operations controller to communicate with the client device 20 to prompt t
he user to input the necessary data. Otherwise the task manager determines the

next action required is for a service to be run, then the task manager requests

the operations controller 11 to cause the required service to be run. The requi
red service may in some cases include a sub-service such as a user interface ser
vice and in those cases the operations controller 11 will first download the req
uired user interface to the client device 20.

Step S45 is repeated until the task manager determines at S46 that the task has
been completed, that is all of the services required to complete the task have b
een run.

As described above, each of the controllers republishes discovered services usin
g or implementing the common APl so that, as far as other controllers are concer
ned, each controller also looks like a service. The services available may incl
ude input services, output services, processing services and user interface serv
ices. The provision of user interfaces as services means that the user interfac
e can be loaded onto the client device and run as and when required so that dedi
cated user input services can be provided for particular services and, in additi
on, the user interface for a particular client device may be easily updated and/
or modified.

As described above, a service may include default parameters for the operation p
rovided by this service. For example, where the service is a scanning service,
then a default scanning resolution may be defined. Similarly, where the service
is a printing service, then a default printing characteristic such as black and
white, one-sided and so on may be defined. In some tasks, specific parameters
may be required of a service. Thus, for example, in the case of a task to scan
and then email in editable form a hard copy document, the optical character reco
gnition software may require a scanning resolution higher than the normal defaul
t scanning resolution of the scanning services. In order to cope with such occu
rrences, the task manager 14 may be configured to provide the task itself with o
ne or more default parameters and the task may be configured such that the task
default parameters override service parameters. Taking as an example, the task
mentioned above, this would enable the task manager 14 to define for the task a
default scanning resolution parameter higher than the default resolution scannin
g parameter of the scanning service. |In contrast, where the task to scan and em
ail a photograph the task manager 14 may define a low resolution scanning parame
ter that overrides the scanning services default parameter so that an image file
that is not too large, that is appropriate for emailing, is produced by the sca
nning service. In addition, a user interface service for a task or a service wi
thin a task may enable a user to change or customize the service level default p
arameter or the task level default parameter in accordance with the particular u
sers requirements.

As so far described above, once a task has been defined and the necessary servic
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es assembled, the operations controller 11 and the task manager 14 of the contro
Iler 10 at which the task originated coordinate carrying out of the task with th
e services required by the task being run by the controllers which initially dis
covered those services.

This may, however not necessarily always be convenient for a user, whose local c
ontroller may change as he moves to different physical locations serviced by the
network. In addition, certain client devices may be more convenient when carry
ing out certain services within a task. Thus, for example, in the case of the a
bove task to scan and email in editable form a hard copy document, the user may
wish to use a networked photocopier to perform the scanning because this is quic
k than using a scanner attached to a personal computer but may then wish to move
to a personal computer to enable access to a keyboard to enter an email message
In addition, some services may require more processing power than other servi
ces and it may speed up completion of a task if a high processing power service
is completed by a device having a lot of processing capacity, for example it may
be more efficient for a particular service to be carried out by a networked per
sonal computer rather than a networked digital camera, where both of those devic
es run the same or a similar service.

In an embodiment, the task manager 14 is configured to provide a task so that th
e task can be stored in an incomplete form and transferred to another, for examp
le more powerful, controller to enable completion of the next part of a task.

In an embodiment, the task manager 14 stores the current state of a task and the
data associated in a context which can be passed between controllers allowing a
user to access the task from different client devices. This means that a user
can commence a task at one client device and then move to another that may be mo
re suitable for continuation of the task with, in each case, the controller loca
I to the user®s current client device controlling the coordination and processin
g of a task so as to enable the task data to be stored for later retrieval or pa
ssed to another controller for continued processing.

In an embodiment, the services and tasks are defined using XML (Extensible Mark-
up Language) and the task is stored in a context enabling parts of the task to b
e passed between controllers.

Appendix 1 illustrates an example of a service description for a web gallery ser
vice which creates a web gallery from a series of images. The ellipsis indicate
omitted data. As can be seen from Appendix 1, the name of the service is "web
gallery"” and the service is of the type "synthesize". This service description
defines a required input, a number of outputs and a number of parameters. As ca
n be seen, the input has an ID "image" and must be of a type MIME in the JPEG fo
rmat while an output of ID "HTML"™ must be of type MIME in the HTML format and th
e output of ID "fullimage™ and "thumbimage”™ must be of type MIME and in the JPEG
format. The parameters in this example are title, thumbs per row, thumb width,
thumb height, web file name, web images directory and web thumb prefix all of t
ype "simple™ with the title, web file name, web images directory and web thumb p
refix being of "string"” format and the remaining parameters being of "int" or in

teger format.
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Appendix 2 illustrates an example of a task description. |In this example, the p
urpose of the task is to scan a document and send it via email and the task name
is "Send OCR". As can be seen from Appendix 2, the task consists of address bo

ok, scanner, PDF conversion, email and OCR services with the respective service
IDs "address'"™, "service 2", "convert", "service 0" and "service 1". In addition
, the task includes a user interface service of name "OCR email Ul" that is to b
e downloaded to the client device when the services of ID "service 0", "service
1" and "convert" are being run.

When this task is implemented by a task manager, the task manager 14 first reque
sts the operations controller 11 to cause the address book user interface servic
e to be run to cause the address book user interface to be downloaded the client
device to enable the user to select the name and address of the intended recipi
ent of the email. Once the name and address of the intended recipient have been
selected or entered by the user, then the task manager 14 requests the operatio
n controller 11 to cause the scanner service to run. The scanner service enable
s a hard copy document placed on a scanner by the user to be scanned at a defaul
t resolution, in this example 300 DPI, and to provide output data with an ID "im
age" for input into the "convert" service. The scanner service does not require
a user interface to run as the parameters required for the scanning, e.g. scan
resolution are supplied by the task defaults. Once the task manager determines
that the scanner service has provided the output data, then the task manager 14
requests the operations controller 11 to cause the user interface service "OCR E
mail UI"™ to be run and downloaded to the client device to enable input of the da
ta required from the user for the remaining services. Once the task manager 14
has determined that the user has input the necessary information, in this case w
hether the user wants to send an OCRed version of the document to the email reci
pient, and/or send it in a PDF file which has been converted from the image, the

n the task manager 14 requests the operations controller 11 to run either the "c
onvert" service, or the "OCR"™ service, or both. Once the task manager 14 determ
ines that the "convert™ and "OCR"™ services have completed their operations, if r
equired, then the task manager 14 requests the operations controller 11 to cause
the email service to run so as to enable the document to be emailed to the inte

nded recipient.

As will be appreciated from Appendix 2 the operations controller 11 and task man
ager 14 coordinate carrying out of the task so that each service is called as an
d when required and provides output data for a target service with a given targe
t service ID and target input ID.

The service discoverer 12 may discover services only upon instruction by the ope
rations controller. As another possibility, the service discoverer 12 may be co
nfigured to check continually for new services on the system and to alert the op
erations controller 11 whenever new services are discovered. This would have th
e advantage that all services discoverable on the network would be immediately a
vailable to the task manager. However, where the network provides a large numbe
r of services, then this would require significant memory capacity to retain the
descriptions of all of these services and may not be desirable where the contro
Iler has limited resources. Of course, one or more of the controllers on the ne
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twork may be configured to discover services only upon request while one or more

others of the controllers on the network may be configured continually to disco
ver services, dependent upon the capabilities and requirements of the controller
S.

In the described example, the user interfaces with the system via a single clien
t device. As set out above, it may in some circumstances be desirable for the t
ask to be portable within the network system. This may be achieved by storing t
he task in a data structure known as a context, for example an XML-based context
which can be transferred to another controller or client device that may even u
se a different operating system and language without the requirement for transla
tion of the context.

Thus, although not shown in Appendix 2, the task manager 14 may configure the ta
sk so as to enable the history of the task and the data associated with the curr
ent status of the task to be stored in an XML context so that once a service has
run, the task may be stored with the data resulting from the running of that se
rvice so that it can, if required by the user, then be transferred to another co
ntroller or client device that can control the carrying out of the next service.
In the embodiments described above, the service discoverer uses a plug-in archit
ecture. Although this has advantages for the reasons set out above, the service
discoverer 12 may also be implemented as a dedicated service discoverer capable
of discovering only services operating with certain protocols. Similarly, in t
he embodiments described above, the task manager is implemented as a module whic
h can be replaced or upgraded as required. Although this has advantages as set
out above, it should also be possible to integrate the task manager within the o
perations controller, although this would make upgrading or replacing of the tas
k manager more difficult.
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APPENDIX 1

EXAMPLE SERVICE DESCRIPTION
<?xml version="1.0" encoding="UTF-8" ?>
- <CIAServiceGroup>
- <CIAService name="WebGalleryService” type="Synthesize"
GUID="4f1d0d:fbee5bdad43:-7ff2">

<URI>class:WebGalleryService.jar:com.canon.cre.cia.services.webgall
ery.WebGalleryService</URI>
—- <Description>
<Icon type="mime" format="image/png">iVBOR... QmCC</Icon>
<Info lang="en" name="Web Gallery">This Service creates a web gallery
from a series of images</Info>
<Info lang="fr"
name="Galerie Web">Ce service crée un galerie web d'une serie
d'images</Info>
</Description>
- <Inputs>
<Input id="image" type="mime" format="image/jpeg" multiple="true"
required="true" />
</Inputs>
- <Qutputs>
<Output id="html" type="mime" format="text/html" multiple="true" />
<Output id="fullImage” type="mime" format="image/jpeg" multiple="true"
/>
<Output id="thumbImage" type="mime" format="image/jpeg"
multiple="true" />
</Outputs>
- <Parameters>
<Parameter id="title" type="simple" format="string" />
<Parameter id="thumbsPerRow" type="simple" format="int" />
<Parameter id="thumbWidth" type="simple" format="int" />
<Parameter id="thumbHeight" type="simple" format="int" />
<Parameter id="webFileName" type="simple" format="string" />
<Parameter id="webImagesDirectory" type="simple" format="string" />
<Parameter id="webThumbPrefix" type="simple" format="string" />
</Parameters>
</CIAService>
- <CIAUIService name="Web®GalleryUI" type="SynthesizeUI"
GUID="4f1d0d:fbee5bda43:-7ff1">
<Service name="WebGalleryService" />
<UILanguage name="java" />
< /CIAUIService>
</CIAServiceGroup>

—
L T e T s T e T e T e T e T e T e R T T e T e T e O e Y e T e T e T e T e, O e T e T e T e T e O e T e T e T e R T T T e T e T e T e T e T e R e B e I s |
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APPENDIX 2

EXAMPLE TASK DESCRIPTION

<?xml version="1.0" encoding="UTF-8" ?>

- <l

UTEF-8 Chars: ]
-—>

<CIATask name="SendOCR">

<Device name="iR" />

<Qutput uri="address" id="address" type="simple" format="string" />

<Description>

<Info lang="en" name="AddressBook" />
</Description>

<Description id="email">

<Icon uri="scan.png” />

<Info lang="en" name="Scanned Document”’>Scan a document and sends
via email</Info>

<Info lang="fr"
name="Email le document">Scanner un document et envoyer par email</Info>
</Description>

<Description id="scan">

<Icon uri="email.png" />

<Info lang="en" name="Email Document">Scan a document and sends via
email</Info>

<Info lang="fr" name="Email le document">Scanner un document et envoyer
par email</Info>

</Description>

<Service id="address" name="0penAddressBook" type="ContactOutput">
<Qutput id="address" required="true" multiple="true"
targetServicelD="service0" targetInputID="address" />
</Service>
<Service id="service2" name="ScannerService" type="Scanner">
<Parameter id="resolution” type="simple" format="int">300</Parameter>
<Output id="image" required="true" multiple="true"
targetServiceID="convert” targetInputlD="inputData" />
<Qutput id="image" required="true” multiple="true"
targetServicelD="servicel" targetInputID="image" />
</Service>
<Service id="convert” name="ConvertToPDFService" type="Convert">
<Input id="inputData" required="true" multiple="false" />
<Qutput id="outputData" required="true" multiple="true"
targetServiceID="service0" targetInputlD="attachments" />
</Service>

- <Service id="service0" name="EmailService" type="Email">

<Parameter id="subject” type="simple" format="string">Document from
% fullname%% </Parameter>
<Input id="subject" required="false" multiple="false" />
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<Input id="body" required="false" multiple="false" />
<Input id="address" required="true" multiple="true" />
<Input id="attachments" required="false" multiple="true" />
</Service>
- <Service id="servicel" name="0QcrService" type="0cr">
<Input id="image" required="true" multiple="true" />
<Qutput id="text" required="true" multiple="true"
targetServicelD="serviceQ" targetlnputlD="body" />
</Service>
- <UI name="0CREmailUI">
<Service id="service0" />
<Service id="servicel" />
<Service id="convert" />
<fUl>
- <UI name="AddressBookUI">
<Service id="address" />
</UI>
</CIATask>

L T e T e T e T e T e T e T e B e T e B e B T e T e T e T e T e B e |

O

5. Brief Description of the Drawings

Figure 1 shows a functional block diagram of a network system including a contr
oller embodying the present invention for facilitating the carrying out of a tas
ks

Figure 2 shows a more detailed functional block diagram of a controller embodyi
ng the present invention;

Figure 2a shows a very diagrammatic representation of a service description;

Figure 3 shows a functional block diagram of one example of computing apparatus
configured to provide the controller shown in Figures 1 and 2;

Figure 4 shows a flowchart for illustrating one way in which a task manager of
the controller shown in Figures 1 and 2 can manage the carrying out of a task;

Figure 5 shows a flowchart for illustrating operation of the controller to disc
over a new service;

Figure 6 shows a flowchart for illustrating operation of the controller to acce
SS a service;

Figure 7 shows a flowchart for illustrating operation of the controller in resp
onse to a request for a service; and

Figure 8 shows a flowchart illustrating another way in which the task manager c
an manage the carrying out of a task.

1. Apparatus connectable to a network for enabling the carrying out of task for
a user, the apparatus comprising:
a service discoverer operable to discover services at locations on the network;
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a task manager operable to control the carrying out of tasks using services disc
overed by the service discoverer;

a operations controller operable to control operations related to services; and

a service publisher operable, as a result of a discovery of a service by the ser
vice discoverer, to make that service discoverable by other apparatus connected

to the network, wherein the service discoverer is arranged to discover services

that use different protocols, and has a plug-in architecture.

2. Apparatus according to claim 1, wherein the operations controller is operable
to receive requests for the running of services, to determine whether the reque
sted service is a service local to the apparatus that the operations controller
can run and, if not, to pass the request for the running of the service onto the
location on the network at which the service discoverer discovered the service.

3. Apparatus according to claim 2, wherein the operations controller is configur
ed to receive requests for the running of services from the task manager and fro
m other apparatus connected to the network.

4. Apparatus according to claim 2 or 3, wherein the operations controller is ope
rable to determine whether or not a request for a service to be run can be execu
ted or passed onto to the location on the network at which the service discovere
r discovered the service in accordance with at least one security rating associa
ted with the at least one of the user and the requesting apparatus or task manag
er.

5. Apparatus according to claim 4, wherein the operations controller is configur
ed to use different security ratings for requests from the task manager and requ
ests from other apparatus for a service to be run.

6. Apparatus according to claim 4, wherein the operations controller is configur
ed to implement different security restrictions depending upon whether the user
is local to the apparatus or whether a service is being requested by another app
aratus.

7. Apparatus according to any of the preceding claims, wherein the service publi
sher is configured to store a list of service descriptions each defining a funct
ion or functions implemented by the corresponding service.

8. Apparatus according to any of claims 1 to 6, wherein the operations controlle
r is configured to receive and store for services discovered by the service disc
overer service descriptions with each service description defining a function or
functions implemented by the corresponding service.

9. Apparatus according to claim 7 or 8, wherein the service publisher is configu
red to store a list of the service descriptions discovered by the service discov
erer.

10. Apparatus according to any of claims 7 to 9, wherein each stored service des
cription includes at least a service name, a description of the function of the
service, and input, output and parameter data required by the service.
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11. Apparatus according to any preceding claim, wherein the task manager is oper
able to select a service from a number of different discovered services that can
perform the same function on the basis of predetermined criteria.

12. Apparatus according to any of claims 1 to 10, wherein the task manager is op
erable to select a service from a number of different discovered services that c
an perform the same function on the basis of at least one of the following crite
ria: an indication of the location on the network of the service; a rating syste
m; a required processing time; a current status of the services; a service runni
ng cost; a service quality; and a user recommendation.

13. Apparatus according to any preceding claim, wherein, in the event that the s
ame service is discovered more than once by the service discoverer by different
routes over the network, the operations controller is operable to store informat
ion related to each of the routes to the service to enable the operations contro
Iler to access the service by a different route.

14. Apparatus according to claim 13, wherein the operations controller is operab
le to select another route to a service in the event that the same service is di
scovered more than once by the service discoverer by different routes over the n
etwork and a request via one of the routes to run the service fails.

15. Apparatus according to any preceding claim, wherein, upon discovery of a ser
vice, the apparatus is operable to increment a hop count associated with that se
rvice and indicating the number of steps from one apparatus to another over the
network to the location of the service.

16. Apparatus according to any of claims 7 to 10, wherein, upon discovery of a s
ervice, the apparatus is operable to increment a hop count indicating the number
of steps from one apparatus to another over the network to the location of the
service, wherein the service descriptions are associated with route information
that indicates the route taken over the network from the service location to the
apparatus and wherein the event that the service discoverer discovers a service
more than once, the operations controller is operable to select a route on the

basis of the associated hop count.

17. Apparatus according to any preceding claim, wherein the service discoverer c
omprises service discovery modules and a service discovery manager operable to m
anage said modules.

18. Apparatus according to claim 17, wherein one service discovery module is con

figured to discover Web services, another service discovery module is configured
to discover JINI services and another service discovery module is configured to
discover local services.

19. Apparatus according to any of the preceding claims, wherein the task manager
is configured to provide a task so that the task can be stored in an incomplete
form and transferred to another apparatus.
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20. Apparatus according to claim 19, wherein the task manager is configured to s
tore a current state of a task and data associated with the task in a context, f
or example an XML context, which can be passed between apparatus.

21. Apparatus according to any of the preceding claims, wherein the operation co
ntroller 11 is operable to filter out services that cannot be used by a client d
evice or client devices coupled to the apparatus.

22. Apparatus according to any preceding claim in combination with at least one
client device via which a user can interface with the apparatus.

23. Apparatus according to any preceding claim in combination with storage means
storing at least one service.

24_. A network system apparatus comprising a plurality of apparatus in accordance
with any of claims 1 to 20, at least one client device associated with each app
aratus, and a plurality of service storage means storing services, at least some
of the apparatus being directly connectable to the network and at least one app
aratus being connectable to the network via another apparatus and at least some
of the service storage means being connected to the network only via an apparatu
s in accordance with any of claims 1 to 20.

25. Apparatus according to any preceding claim, wherein the services have a comm
on application programming interface.

26. Apparatus according to claim 23, 24 or 25, wherein the services include inpu
t services, output services, and processing services.

27. Apparatus according to claim 23, 24 or 25, wherein the services include inpu
t services, output services, processing services and user interface services.

28. Apparatus according to any of claims 23 to 27, wherein at least some service
s have subsidiary services.

29. Apparatus according to any of claims 23 to 28, wherein at least some service
s have default values for parameters and the task manager is configured to enabl
e a default value to be provided for a task that overrides a service default val
ue.

30. Apparatus according to claim 27, wherein at least one of some services and s
ome tasks have default values for at least one parameter and at least one user i
nterface service is configured to enable a user to specify a value for a paramet
er that overrides the default value.

31. A method of enabling the carrying out of task for a user, the method compris
ing apparatus carrying out the steps of:

discovering services at locations on the network by using a plug-in architectur
e to discover services that use different protocols;

controlling the carrying out of tasks using discovered services; and

as a result of the said discovery making discovered services discoverable by ot
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her apparatus connected to the network.

32. A method according to claim 31, further comprising the apparatus carrying ou
t the steps of receiving requests for the running of services, determining wheth
er the requested service is a service local to the apparatus that can be run and
, 1T not, passing the request for the running of the service onto the location o
n the network at which the service was discovered.

33. A method according to claim 31 wherein requests for the running of services
are received from a task manager of the apparatus and from other apparatus conne
cted to the network.

34. A method according to claim 32 or 33, further comprising the apparatus carry
ing out the steps of determining, in accordance with at least one security ratin
g associated with the at least one of the user and the requesting apparatus or t
ask manager, whether or not a request for a service to be run can be executed or
passed onto to the location on the network at which the service was discovered.

35. A method according to claim 34, wherein different security ratings are used
for requests from a task manager of the apparatus and requests from other appara
tus for a service to be run.

36. A method according to claim 34, wherein different security restrictions are
implemented depending upon whether the user is local to the apparatus or whether
a service is being requested by another apparatus.

37. A method according to any of claims 31 to 36, further comprising the apparat
us storing a list of service descriptions each defining a function or functions
implemented by the corresponding service.

38. A method according to any of claims 31 to 36, further comprising the apparat
us receiving and storing for discovered services service descriptions with each
service description defining a function or functions implemented by the correspo
nding service.

39. A method according to claims 37 or 38, wherein each stored service descripti
on includes at least a service name, a description of the function of the servic
e, and input, output and parameter data required by the service.

40. A method according to any of claims 31 to 39, wherein the apparatus selects
a service from a number of different discovered services that can perform the sa
me function on the basis of predetermined criteria.

41. A method according to any of claims 31 to 39, wherein the apparatus selects

a service from a number of different discovered services that can perform the sa
me function on the basis of at least one of the following criteria: an indicatio
n of the location on the network of the service; a rating system; a required pro
cessing time; a current status of the services; a service running cost; a servic
e quality; and a user recommendation.
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42. A method according to any of claims 31 to 39, wherein, in the event that the
same service is discovered more than once by different routes over the network,
the apparatus stores information related to each of the routes to the service t

0 enable the service to be accessed by a different route.

43. A method according to claim 42, wherein the apparatus selects another route
to a service in the event that the same service is discovered more than once by
different routes over the network and a request via one of the routes to run the
service fails.

44_ A method according to any of claims 31 to 43, wherein, upon discovery of a s
ervice, the apparatus increments a hop count indicating the number of steps from
one apparatus to another over the network to the location of the service.

45. A method according to any of claims 37 to 39, wherein, upon discovery of a s
ervice, the apparatus increments a hop count indicating the number of steps from
one apparatus to another over the network to the location of the service, where
in the service descriptions are associated with route information that indicates
the route taken over the network from the service location to the apparatus and
wherein, in the event that a service is discovered more than once, the apparatu
s selects a route on the basis of the associated hop count.

46. A method according to any of claims 31 to 45, wherein the apparatus comprise
s service discovery modules and the method further comprises managing said modul
es.

47_. A method according to claim 46, wherein one service discovery module discove
rs Web services, another service discovery module discovers JINI services and an
other service discovery module discovers local services.

48. A method according to any of claims 31 to 47, wherein the apparatus configur
es a task so that the task can be stored in an incomplete form and transferred t
o another apparatus.

49. A method according to claim 48, wherein the apparatus stores a current state
of a task and data associated with the task in a context, for example an XML co
ntext, which can be passed between apparatus.

50. A method according to any of claims 31 to 49, wherein the services have a co
mmon application programming interface (API).

51. A method according to any of claims 31 to 50, wherein the services include i
nput services, output services, and processing services.

52. A method according to any of claims 31 to 51, wherein the services include i
nput services, output services, processing services and user interface services.

53. A method according to any of claims 31 to 52, wherein at least some services
have subsidiary services.
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54. A method according to any of claims 31 to 53 wherein at least some services
have default values for parameters and the apparatus enables a default value to
be provided for a task that overrides a service default value.

55. A method according to claim 52, wherein at least one of some services and so
me tasks have default values for at least one parameter and at least one user in
terface service enables a user to specify a value for a parameter that overrides
the default value.

56. A method according to any of claims 31 to 55, further comprising the apparat
us filtering out services that cannot be used by a client device or client devic
es coupled to the controller.

57. A computer program product comprising program instructions for programming a
processor to carry out a method in accordance with any of claims 31 to 56.

58. A storage medium storing program instructions for programming a processor to
carry out a method in accordance with any of claims 31 to 56.

59. Apparatus connectable to a network for enabling the carrying out of task for
a user, the apparatus comprising:
a service discoverer operable to discover services at locations on the network;
a task manager operable to control the carrying out of tasks using services disc
overed by the service discoverer;
an operations controller operable to control operations related to services; and
a service publisher operable, as a result of a discovery of a service by the ser
vice discoverer, to make that service discoverable by other apparatus connected
to the network, wherein the service discoverer comprises a number of service dis
covery plug-in modules and a service discovery manager for managing the modules,
with the different service discovery plug-in modules being arranged to discover
services that use different protocols.
1. Abstract
In a network system, a client device is connected to the network via a controlle
r that enables a user of the client device to carry out a task using one or more
services available on the network.The controller (10) has a service discoverer
(12) that discovers services at locations on the network (N) and a task manager
(14) that controls the carrying out of tasks using services discovered by the se
rvice discoverer (12). The controller (10) also has a service publisher (13) th
at, as a result of the discovery of a service by the service discoverer (12) mak
es that service discoverable by other controllers (10) connected to the network,
thereby allowing those other controllers to discover and access that service or
services via that controller.
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