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1
Security System for Preventing Unauthorized Copying of Digital Data

Description
Technical Field

The present invention relates generally to digital media security devices and
more specifically, to a digital media security device utilizing hardware and software
applications to provide redundant security means to prevent the unauthorized
reproduction of software programs, CD’s, DVD’s, MP3’s and other like media that are

subject to piracy.
Disclosure of the Invention

A primary object of the present invention is to provide a method and apparatus

for preventing unauthorized reproductions of digital data.

Another object of the present invention is to provide a method and apparatus for
preventing unauthorized reproductions of digital data wherein blank discs such as ‘
CD’s, DVD’s and the like are manufactured with unique readable codes embedded

therein.

Yet another object of the present invention is to provide a method and apparatus
for preventing unauthorized reproductions of digital data wherein a plurality of security

points are integrated with the data to be protected prior to reproduction.

Still another object of the present invention is to provide a method and
apparatus for preventing unauthorized reproductions of digital data wherein each
security point contains the security code equal to the embedded code and the address
(specific location) of the embedded security code in the security area in relation to the

starting point of the data area on the disc.
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Yet another object of the present invention is to provide a method and apparatus
for preventing unauthorized reproductions of digital data wherein the user end standard
copy head reaches a security point and reads security code and the address of the

embedded security code.

Still yet another object of the present invention is to provide a method and
apparatus for preventing unauthorized reproductions of digital data wherein during
installation the user end copying device uses a security code reader head in the disc
drive to read the embedded security code at the address provided by the security point,
the copying device will stop installation if the exact embedded security code is not

located at the specific address in the security area as indicated by the security point.

Yet another object of the present invention is to provide a method and apparatus

for preventing unauthorized reproductions of digital data that is simple and easy to use.
Still yet another object of the present invention is to provide a method and

apparatus for preventing unauthorized reproductions of digital data that is inexpensive

to manufacture and operate.

Brief Description of the Drawings

In order that the invention may be more fully understood, it will now be

described, by way of example, with reference to the accompanying drawing in which:

FIGURE 1 is a block diagram of the present invention during the manufacturing

stage;
FIGURE 2 is a top view of secure data discs of the present invention;

FIGURE 3 is an illustrative view of the present invention;
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FIGURE 4 is a flow chart of the present invention during the manufacturing

stage; and

FIGURE 5 is a flow chart of the present invention during the end user stage.
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The reference numerals utilized in the drawing figures are defined as

Security System for Preventing the Unauthorized Copying of Digital Data
digital data disc
embedded security code
security area of disc
copying device

security software program
security point

security code

address of 14

data

standard copy head
security code reader head
secure data

data area of 12

start point of 32

Detailed Description of the Preferred Embodiment

FIGURE 1 is a block diagram of the present invention 10 during the

manufacturing stage. The data 25 is fed into the manufacturers copy device 16 as is the

security software program 19 that is unique to the data 25 to be protected and the

embedded security code 14 on the disc 12. The security program 19 uses a security

reader head to read the embedded code 14 on the disc 12 and check to ensure that the

proper embedded code 14 and data 25 are present. Once verified, the security program
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19 will analyze the address (the location of the embedded code 14 relative to the start

point of data area on the disc 12) and inserts the security code equal to embedded code
14 and the embedded code address into the security point 20. The security program 19
may insert any number of security points 20 into the data 25 thereby resulting in secure

data 31 to be burned through said standard copy head to the disc 12.

FIGURE 2 is a top view of secure digital data discs 12 of the present invention.
The embedded security code 14 is randomly disposed in the security area 13 of the
disc 12 during manufacture. The security point 20 contains the security code 22 equal
to the embedded code 14 and the embedded code address 24 relative to the starting
point 34 of the data area 32. Each embedded code address 24 relative to the start point
34 of the data area 32 provides each disc 12 with it’s own unique fingerprint due to the
random placement of the embedded code 14 in the code area during manufacture as
demonstrated by the variation between disc A and disc B thereby making it impossible

to copy the secure data from one disc to the other.

FIGURE 3 is an illustrative view of the present invention 10. Shown is the
digital data disc 12 in the copying device 16 wherein the standard copy head 28 is used
on the manufacturer side to write data and on the user end to read the data and the
information provided in each security point in the data area 32 of the disc 12. The
security code reader head 30 serves to read the embedded security code 14 at the

specified address in the security area 15 of the disc 12.

FIGURE 4 is a flow chart of the present invention 10 during the manufacturing
stage. The present invention 10 starts with blank discs that have an embedded security
code thereon that is specific for the program or data that is to be protected. The
encoded disc is then placed in the copy device and the data to be protected is loaded
onto the copying device. The security program of the present invention is installed
onto the copying device. The security program analyzes the data that is to be copied
and the embedded code to verify that they are compatible with one another and with the
security program and upon verification notes the embedded code address in the security

area. The security program inserts the security code equal to the embedded code and
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it’s address into a security point. The security program creates the secure copy by

integrating as many security points in the data as is required. Each security point
contains the security code equal to the embedded code and the address of the embedded
code. Once all of the required security points are verified the secure data may then be

copied to disc.

FIGURE 5 is a flow chart of the present invention 10 during the end user stage.

When the disc is loaded on the user end, the user end copying device downloads the
primary file to operate the data. The copying device continues downloading until the
standard copy head reaches a security point. The copying device will then read the
security code and embedded code address contained in the security point and then
compare it with the embedded code at that address. A security reader head is provided
specifically to read the embedded security code. If the address provided by the security
point is wrong, the security reader head will not find the embedded code and loading
will be discontinued. If the address is correct the security reader head will read the
embedded code. Any differentiation between the embedded code and the security code
provided by the security point will cause the copying device to discontinue the
download and send an error message to the user. If the information provided by the
security point corresponds to the embedded code, the download will continue. This
procedure is repeated each time the standard copy head reaches a security point. Once
verification is successful at each security point the installation can be completed and a

message sent to the user informing them thereof.
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CLAIMS

1. A security system for preventing the unauthorized copying of digital data
comprising:

a) ablank digital data disc manufactured with a security area having an
embedded security code randomly located therein, thereby establishing an embedded
code address relative to the start point of the data area on said disc;

b) original digital data to be copied to the disc wherein each set of data to be
copied has it’s own unique corresponding embedded security code address on the discs
it is to be copied to;

¢) acopying device on the manufacturing end for copying said original data
to said disc, said copying device including a standard copy head to write the data and a
security reader head to read the embedded security code on said disc;

d) a data specific security software program to be loaded into said copying
device for creating and integrating security points into said data, wherein said security
program is designed to work specifically with a particular set of data and its
corresponding embedded security code;

e) acopying device including a standard copy head on the user end for
copying said data from said disc; and

f)  means disposed within said user end copying device for reading said

embedded security code.

2. A security system for preventing the unauthorized copying of digital data as

recited in claim 1, wherein said digital data disc is a compact disc.

3. A security system for preventing the unauthorized copying of digital data as

recited in claim 1, wherein said digital data disc is a digital video disc.

4. A security system for preventing the unauthorized copying of digital data as

recited in claim 1, wherein said digital data is video.

5. A security system for preventing the unauthorized copying of digital data as
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recited in claim 1, wherein said digital data is MP3.

6. A security system for preventing the unauthorized copying of digital data as

recited in claim 1, wherein said digital data is a software program.

7. A security system for preventing the unauthorized copying of digital data as

recited in claim 1, wherein said manufacturer copying device is a computer.

8. A security system for preventing the unauthorized copying of digital data as
recited in claim 1, wherein the protected digital data discs are manufactured by:

a) inserting said blank disc with embedded security code into the
manufacturers copying device;

b) feeding said original digital data into said copying device;

¢) installing said data specific securify software program onto said copying
device;

d) having the security program analyze the original digital data to be
protected and the embedded security code.

e) analyzing the address of the embedded code for inclusion in said security

point.

9. A security system for preventing the unauthorized copying of digital data as
recited in claim 8, wherein any deviation between said security program, said data and
said embedded security code will deny verification and require the operator to repeat

the procedure from the beginning.

10. A security system for preventing the unauthorized copying of digital data as
recited in claim 8, wherein verification of compatibility between said security program,
said data and said embedded security code will allow said security program to proceed
to create a final secure copy of the data by integrating a pre-selected quantity of

security points into said data.
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11. A security system for preventing the unauthorized copying of digital data as
recited in claim 9, wherein said security program checks the data to verify that all

required security points are inserted into said data.

12. A security system for preventing the unauthorized copying of digital data as
recited in claim 11, wherein failure to verify the presence of all required security points
"in said data causes the security program to continue the security point integration

process.

13. A security system for preventing the unauthorized copying of digital data as
recited in claim 11, wherein verification of a secure copy of said data containing all of
the required security points results in the commencement of burning said secure data

onto said disc.

14. A security system for preventing the unauthorized copying of digital data as
recited in claim 1, wherein each said security point includes the security code that
should be equal to the embedded code on said disc and the address of said embedded

security code relative to the start of the data area.

15. A security system for preventing the unauthorized copying of digital data as

recited in claim 1, wherein said end user copy device is a computer.

16. A security system for preventing the unauthorized copying of digital data as

recited in claim 1, wherein said end user copy device is a CD writer.

17. A security system for preventing the unauthorized copying of digital data as

recited in claim 1, wherein said end user copy device is a DVD writer.

18. A security system for preventing the unauthorized copying of digital data as
recited in claim 1, wherein said reader means in said end user copying device includes

a security reader head which is an additional reader head exclusively for reading said
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embedded security code.

19. A security system for preventing the unauthorized copying of digital data as
recited in claim 1, wherein the end user initiates the download of said secure data by
inserting the disc into said end user copying device and the primary file will be
downloaded to operate the data and the data will continue to download until a security

point is reached.

20. A security system for preventing the unauthorized copying of digital data as
recited in claim 19, wherein said end user copying device retrieves said security code

and its address from said security point via said standard copy head.

21. A security system for preventing the unauthorized copying of digital data as
recited in claim 20, wherein said end user copying device compares said security code
retrieved from said security point with said embedded security code by using said
standard copy head to read said security code and said embedded code address and
using said security reader head to read said embedded security code at the address

contained in said security point.

22. A security system for preventing the unauthorized copying of digital data as
recited in claim 21, wherein the download will cease if no embedded security code is

found at said address.

23. A security system for preventing the unauthorized copying of digital data as
recited in claim 21, wherein the download will cease if the embedded security code

does not match the security code provided by said security point.

24. A security system for preventing the unauthorized copying of digital data as
recited in claim 21, wherein the download will continue if the exact security code and
address retrieved from said security point matches those of said embedded security

code.
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25. A security system for preventing the unauthorized copying of digital data as

recited in claim 24, wherein the aforementioned verification process will be repeated
each time a security point is reached, if every present security point is successfully
verified, the download will be complete.

26. A security system for preventing the unauthorized copying of digital data as
recited in claim 1, wherein the random placement of the address of said embedded code
relative to the starting point of the data area of said disc provides each disc with a

unique fingerprint that cannot be duplicated.
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FIRST STEP IN MAKING ORIGINAL COPY
OF DISC WITH EMBEDDED CODE

1]

PUT ENCODED DISC INTO THE
COPYING DEVICE.

l

FEED DATA TO BE PROTECTED ONTO
COPYING DEVICE.

INSTALL TO THE COPYING DEVICE THE
SECURITY SOFTWARE THAT IS
PROGRAMMED SPECIFICALLY TO WORK
WITH THE SPECIFIED DATA TO BE
PROTECTED AND THE EMBEDDED CODE
ON THE DISC.

!

THE SECURITY PROGRAM WILL ANALYZE TO
ENSURE THAT THE DATA AND THE EMBEDDED

CODE CORRESPOND WITH THE SECURITY
PROGRAM.

PCT/IB2005/001872

WITH THE SECURITY,
SOFTWARE

THE SECURITY PROGRAM WILL ANALYZE THE DATA AND
THE ADDRESS (LOCATION) OF THE EMBEDDED CODE
RELATIVE TO STARTING POINT OF THE DATA AREA ON THE
DISC AND WILL CREATE A SECURITY POINT CONTAINING A
SECURITY CODE EQUAL TO THE EMBEDDED CODE AND
THE EMBEDDED CODE ADDRESS IN THE SECURITY AREA,

l

THE SECURITY PROGRAM WILL CREATE A FINAL
SECURE COPY OF DATA ON THE COPYING DEVICE
BY INTEGRATING ONE OR MORE SECURITY POINTS

INTO THE STORED DATA AS PRESELECTED BY THE
USER.

NO ARE ALL REQUIRED

FIG. 4

SECURITY POINTS
INTEGRATED WITHI

THE DATA?

THE SECURE DATA IS BURNED ONTO
THE ENCODED DISC.

YES
BURN ANOTHER

COPY?
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PROCESSING THE SECURE DATA

INSERT DISC IN COPY DEVICE

COPYING DEVICE DOWNLOADS PRIMARY FILE
TO OPERATE DATA.

COPYING DEVICE WILL CONTINUE TO
DOWNLOAD THE REST OF THE DATA UNTIL
IT REACHES A SECURITY POINT.

DID

YOU REACH
SECURITY

POINT?

NO

COPYING DEVICE WILL READ THE SECURITY
CODE AND OBTAIN THE ADDRESS OF THE
EMBEDDED CODE IN SECURITY POINT TO

CHECK THAT ADDRESS FOR THE EMBEDDED
CODE IN THE SECURITY AREA.

THE COPYING DEVICE WILL COMPARE BETWEE
THE EMBEDDED CODE AND THE CODE IN THE
S

ECURITY POINT.

SEND ERROR
MESSAGE

[sTop )

IS DATA
DOWNLOAD

SEND MESSAGE
TO END
INSTALLATION

NO
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