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(57) ABSTRACT 

A probabilistic classifier is used to classify data items in a 
data stream. The probabilistic classifier is trained, and an 
initial classification threshold is set, using unique training 
and evaluation data sets (i.e., data sets that do not contain 
duplicate data items). Unique data sets are used for training 
and in setting the initial classification threshold so as to 
prevent the classifier from being improperly biased as a 
result of similarity rates in the training and evaluation data 
sets that do not reflect similarity rates encountered during 
operation. During operation, information regarding the 
actual similarity rates of data items in the data stream is 
obtained and used to adjust the classification threshold such 
that misclassification costs are minimized given the actual 
similarity rates. 
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CLASSIFIERTUNING BASED ON DATA 
SMILARITIES 

CLAIM OF PRIORITY 

0001. This application is a divisional of U.S. patent 
application Ser. No. 10/740,821, filed Dec. 22, 2003 which 
claims priority to U.S. Provisional Patent Application Ser. 
No. 60/442,124, filed on Jan. 24, 2003, the entire contents of 
each are hereby incorporated by reference. 

TECHNICAL FIELD 

0002 This description relates to classifiers. 

BACKGROUND 

0003. With the advent of the Internet and a decline in 
computer prices, many people are communicating with one 
another through computers interconnected by networks. A 
number of different communications mediums have been 
developed to facilitate such communications between com 
puter users. A prolific communication medium is electronic 
mail (e-mail). 
0004 Email participants seem to receive an ever increas 
ing number of mass, unsolicited, commercial e-mailings 
(colloquially known as e-mail spam or spam e-mail). Spam 
e-mail is akin to junk mail sent through the postal service. 
However, because spam e-mail requires neither paper nor 
postage, the costs incurred by the sender of spam e-mail are 
quite low when compared to the costs incurred by conven 
tional junk mail senders. Consequently, e-mail users now 
receive a significant amount of spam e-mail on a daily basis. 
0005 Spam e-mail impacts both e-mail users and e-mail 
providers. For e-mail users, spam e-mail can be disruptive, 
annoying, and time consuming. For e-mail and network 
service providers, spam e-mail represents tangible costs in 
terms of storage and bandwidth usage, which costs are not 
negligible due to the large number of spam e-mails being 
Sent. 

SUMMARY 

0006. In one aspect, a data item classifier is set up by 
accessing data items of known classification; removing 
substantially similar items from the data items to identify 
unique data items; and configuring the data item classifier, 
based on the unique data items, for future classification of at 
least one data item of unknown class. The configuring 
results in the data item classifier being capable of determin 
ing a measure that a data item of unknown class belongs to 
a particular class. 
0007 Implementations of this aspect may include one or 
more of the following features. For example, accessing the 
data items may include accessing a set of training data items; 
removing Substantially similar items may include removing 
Substantially similar items from the set of training data items 
to obtain a set of unique training data items; and configuring 
the data item classifier may include training a scoring 
classifier to develop a classification model based on the set 
of unique training data items, wherein the classification 
model enables the scoring classifier to determine a measure 
for at least one data item of unknown classification. 

0008 Training the scoring classifier may include analyz 
ing the set of unique training data items to identify in features 
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in the set of unique training data items and forming an 
n-by-m feature matrix. M is equal to the number of unique 
training data items in the set of unique training data items 
Such that each row of the n-by-m feature matrix corresponds 
to one of the training data items in the set of training data 
items and entries in each row of the n-by-m feature matrix 
indicate which of the n features a corresponding training 
data item contains. Training the scoring classifier also may 
include reducing the n-by-m feature matrix to a N-by-m 
reduced feature matrix, where N is less than n; inputting 
each row of the N-by-m reduced feature matrix, along with 
the known classification of the training data item corre 
sponding to the input row, into the scoring classifier Such 
that the scoring classifier develops the classification model. 
0009. Accessing the data items may include accessing a 
set of evaluation data items. Removing Substantially similar 
items may include removing Substantially similar items from 
the set of evaluation data items to obtain a set of unique 
evaluation data items. Configuring the data item classifier 
may include determining and setting the classification 
threshold based on the set of unique evaluation data items. 
0010 Determining and setting the classification threshold 
may include obtaining feature data for at least one of the 
unique evaluation data items by determining whether the 
evaluation data item has a predefined set of features; input 
ting the feature data into the scoring classifier to obtain a 
classification output for the evaluation data item; determin 
ing a threshold value that reduces misclassification costs 
based on the classification output for the at least one 
evaluation data item and the known classification of the at 
least one evaluation data item; and setting the initial value of 
the classification threshold to the determined threshold 
value. Determining a threshold value that reduces misclas 
sification costs may include determining a threshold value 
that minimizes misclassification costs. 

0011. The data items may be e-mails, such that, after 
configuration, the data item classifier may be used to filter 
out spam e-mail in a set of received e-mails of unknown 
classification. 

0012. The misclassification costs may depend on varying 
costs of misclassifying Subcategories of non-spam e-mail as 
spam e-mail. 
0013 In another aspect, a classification threshold of a 
data item classifier is adjusted based on received data items. 
The data item classifier classifies an incoming data item as 
a member of a particular class when a comparison of a 
classification output for the incoming data item to the 
classification threshold indicates the data item belongs to the 
particular class. To adjust the classification threshold, the 
similarity rate for unique data items in the received data 
items is determined. A threshold value for the classification 
threshold that reduces misclassification costs based on, at 
least in part, the similarity rate for unique data items in the 
received data items is determined; and the classification 
threshold is set to the threshold value. 

0014 Implementations of this aspect may include one or 
more of the following features. For example, for at least one 
received data item, a classification output indicative of 
whether or not the data item belongs to the particular class 
may be obtained. The threshold value for the classification 
threshold that reduces misclassification costs may be deter 
mined also based on, at least in part, the classification output 
of the at least one data item. 
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0015. Obtaining a classification output for the at least one 
data item may include obtaining feature data for the data 
item by determining whether the data item has a predefined 
set of features; inputting the feature data into a probabilistic 
classifier to obtain a probability measure; and producing a 
classification output based on the probability measure. 
0016 A class indication for the at least one data item may 
be received; and the value for the classification threshold 
that reduces misclassification costs may be determined also 
based on, at least in part, the class indication of the at least 
one data item. 

0017 Determining a value for the classification threshold 
may include determining a value that minimizes: 

cost(x, y). P(x, y) F(x) =SI) 

where v represents a particular similarity rate, P(x,v) is the 
probability that the particular data item X occurs given the 
particular similarity rate V, P(six,v) is the probability that the 
data item X is the particular class given the particular 
similarity rate V, P(x,v) is the probability the particular data 
item X is not the particular class given the particular simi 
larity rate V. F(x)=S is equal to one when an e-mail X is 
classified as a member of the particular class, Zero other 
wise, F(x)=l is equal to one when an e-mail X is not 
classified as a member of the particular class, Zero other 
wise, and cost (X, V) represents an assigned cost of misclas 
Sifying data items that are not members of the particular 
class as members of the particular class. 
0018 Determining a threshold value that reduces mis 
classification costs may include determining a threshold 
value that minimizes misclassification costs. The data items 
may be e-mails and the particular class is spam, Such that the 
data item classifier is used to filter out spam e-mail in a set 
of received e-mails of unknown classification. The misclas 
sification costs may depend on varying costs of misclassi 
fying Subcategories of non-spam e-mail as spam e-mail. 

0019. In another aspect, an e-mail classifier determines 
whether at least one received e-mail should be classified as 
spam. The e-mail classifier includes a feature analyzer, a 
scoring classifier, a threshold comparator, a grouper, and a 
threshold selector. The feature analyzer obtains feature data 
for the e-mail by determining whether the e-mail has a 
predefined set of features. The scoring classifier provides a 
classification output indicative of whether or not the e-mail 
is spam based on the feature data, wherein the scoring 
classifier is trained using a set of unique training e-mails. 
The threshold comparator compares the classification output 
to a classification threshold and the e-mail is classified as 
spam when the comparison of the classification output to the 
classification threshold indicates the e-mail is spam. The 
grouper periodically determines the similarity rate for 
unique e-mails in the set of received e-mails. The threshold 
selector selects and sets a value for the classification thresh 
old. The threshold selector selects and sets an initial value 
for the classification threshold that reduces misclassification 
costs based on a unique set of evaluation e-mails and the 
threshold selector selects and sets a new value for the 
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classification threshold that reduces costs based at least on 
the similarity rates determined by the duplicate detector. 
0020 Implementations of this aspect may include one or 
more of the following features. For example, the threshold 
selector may select and set a new value for the classification 
threshold also based on a classification output for at least one 
e-mail in the set of received e-mails. The threshold selector 
also may select and set a new value for the classification 
threshold based on a class indication for the at least one 
e-mail. 

0021. In another aspect, an e-mail server includes a 
e-mail classifier and a mail handler. The e-mail classifier has 
a classification threshold that is adjusted according to simi 
larity rates of unique e-mails received in an incoming e-mail 
stream. The e-mail classifier is configured to classify e-mails 
in an incoming e-mail stream as spam or legitimate based on 
a comparison of a classification output to a classification 
threshold, where the classification output is indicative of 
whether the incoming e-mail is spam. The mail handler 
handles an e-mail based on the class given to the e-mail by 
the e-mail classifier. 

0022. The e-mail classifier may include a feature ana 
lyZer, a scoring classifier, a threshold comparator, a grouper, 
and a threshold selector. The feature analyzer obtains feature 
data for the e-mail by determining whether the e-mail has a 
predefined set of features. The scoring classifier provides a 
classification output indicative of whether or not the e-mail 
is spam based on the feature data, wherein the scoring 
classifier is trained using a set of unique training e-mails. 
The threshold comparator compares the classification output 
to a classification threshold and the e-mail is classified as 
spam when the comparison of the classification output to the 
classification threshold indicates the e-mail is spam. The 
grouper periodically determines the similarity rate for 
unique e-mails in the set of received e-mails. The threshold 
selector selects and sets a value for the classification thresh 
old. The threshold selector selects and sets an initial value 
for the classification threshold that reduces misclassification 
costs based on a unique set of evaluation e-mails and the 
threshold selector selects and sets a new value for the 
classification threshold that reduces costs based at least on 
the similarity rates determined by the duplicate detector. The 
threshold selector may select and set a new value for the 
classification threshold also based on a classification output 
for at least one e-mail in the set of received e-mails. The 
threshold selector also may select and set a new value for the 
classification threshold based on a class indication for the at 
least one e-mail. 

0023 Implementations of the described techniques may 
include hardware, a method or process, or computer soft 
ware on a computer-accessible medium. 
0024. The details of one or more implementations are set 
forth in the accompanying drawings and the description 
below. Other features will be apparent from the description 
and drawings, and from the claims. 

DESCRIPTION OF DRAWINGS 

0025 FIG. 1 illustrates an exemplary networked com 
puting environment that Supports e-mail communications 
and in which spam filtering may be performed. 
0026 FIG. 2 is a high-level functional block diagram of 
an e-mail server program that may execute on an e-mail 
server to provide large-scale spam filtering. 
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0027 FIG. 3 is a functional block diagram of a proba 
bilistic e-mail classifier. 

0028 FIGS. 4A and 4B collectively provide a flow chart 
illustrating the process by which the probabilistic e-mail 
classifier of FIG. 3 is trained. 

0029 FIG. 5 is a flow chart illustrating a process by 
which the initial classification threshold of the probabilistic 
e-mail classifier of FIG. 3 is set. 

0030 FIG. 6 is a flow chart illustrating the process by 
which the probabilistic e-mail classifier of FIG. 3 classifies 
incoming e-mail. 
0031 FIG. 7 is a flow chart illustrating the process by 
which the classification threshold of the probabilistic clas 
sifier of FIG. 3 is adjusted during operation. 

DETAILED DESCRIPTION 

0032. In general, a classifier is used to classify data items 
of unknown classification in a data stream. The classifier 
classifies a data item by determining a measure indicative of 
a degree of correlation between the data item and a particular 
class, producing a classification output based on the mea 
Sure, and comparing the classification output to a classifi 
cation threshold. 

0033. However, before the classifier is used to classify 
unknown data items, the classifier is configured—typically 
in at least the two following phases. In the first phase, the 
classifier is trained using a set of unique training data items 
(i.e., a data set that does not contain Substantially similar 
data items) of known classification, enabling the classifier to 
determine a measure for unknown data items. In the second 
phase, an initial classification threshold is set. Similar to the 
training in the first phase, the initial classification threshold 
is determined using a set of unique evaluation data items of 
known classification, such that misclassifications costs are 
reduced with respect to the set of unique evaluation data 
items. 

0034 Unique data sets are used in each phase to prevent 
the classifier from being improperly biased. The classifica 
tion threshold of the classifier may be biased when the 
classifier is configured using training and evaluation sets that 
have similarity rates (i.e., rate at which Substantially similar 
emails are encountered) that do not reflect similarity rates 
encountered when the classifier is used to classify unknown 
data items in a data stream. Using properly chosen unique 
sets of data items helps to remove such bias. Then, when the 
classifier is used to classify unknown items, information 
regarding the actual similarity rates of data items in the data 
stream is obtained and used to adjust the classification 
threshold such that misclassification costs are reduced given 
the actual similarity rates. 
0035. The adjustment of the classification threshold to 
reduce misclassification costs can be performed using the 
information regarding actual similarity rate regardless of 
whether the classifier has been trained using unique data 
items. 

0036) The description that follows primarily describes an 
application of these techniques to e-mail spam filtering. 
However, the techniques may be used for spam filtering in 
other messaging mediums, both text and non-text (e.g., 
images). For example, these techniques may be used for 
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filtering spam sent using instant messaging, short messaging 
services (SMS), or Usenet group messaging. 

0037 Moreover, these techniques may be applied to other 
classification problems in which the similarity rate in the 
training and/or evaluation data is not likely to reflect the 
similarity rate experienced when classifying unknown data 
items, but in which information about the similarity rate 
during operation can be obtained. 

0038 FIG. 1 illustrates an exemplary networked com 
puting environment 100 that Supports e-mail communica 
tions and in which spam filtering may be performed. Com 
puter users are distributed geographically and communicate 
using client systems 110a and 110b. Client systems 110a and 
110b are connected to ISP networks 120a and 120b, respec 
tively. While illustrated as ISP networks, networks 120a or 
120b may be any network, e.g., a corporate network. Clients 
110a and 110b may be connected to the respective ISP 
networks 120a and 120b through various communication 
mediums, such as a modem connected to a telephone line 
(using, for example, serial line internet protocol (SLIP) or 
point-to-point protocol (PPP)) or a direct network connec 
tion (using, for example, transmission control protocol/ 
internet protocol (TCP/IP)), a wireless Metropolitan Net 
work, or a corporate local area network (LAN). E-mail 
servers 130a and 130b also are connected to ISP networks 
120a and 120b, respectively. ISP networks 120a and 120b 
are connected to a global network 140, e.g. the Internet, such 
that a device on one ISP network can communicate with a 
device on the other ISP network. For simplicity, only two 
ISP networks, 120a and 120b, have been illustrated as being 
connected to Internet 140. However, there may be a great 
number of such ISP networks connected to Internet 140. 
Likewise, each ISP network may have many e-mail servers 
and many client systems connected to the ISP network. 

0.039 Each of the client systems 110a and 110b and 
e-mail servers 130a and 130b may be implemented using, 
for example, a general-purpose computer capable of 
responding to and executing instructions in a defined man 
ner, a personal computer, a special-purpose computer, a 
workstation, a server, a device, a component, or other 
equipment or some combination thereof capable of respond 
ing to and executing instructions. Client systems 110a and 
110b and e-mail servers 130a and 130b may receive instruc 
tions from, for example, a software application, a program, 
a piece of code, a device, a computer, a computer system, or 
a combination thereof, which independently or collectively 
direct operations. These instructions may take the form of 
one or more communications programs that facilitate com 
munications between the users of client systems 110a and 
110b. Such communications programs may include, for 
example, e-mail programs, IM programs, file transfer pro 
tocol (FTP) programs, or voice-over-IP (VoIP) programs. 
The instructions may be embodied permanently or tempo 
rarily in any type of machine, component, equipment, Stor 
age medium, or propagated signal that is capable of being 
delivered to a client system 110a and 110b or the e-mail 
servers 130a and 130b. 

0040. Each client system 110a and 110b and e-mail 
server 130a and 130b includes a communications interface 
(not shown) used by the communications programs to send 
communications. The communications may include audio 
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data, video data, general binary data, or text data (e.g., data 
encoded in American Standard Code for Information Inter 
change (ASCII) format). 
0041) Examples of ISP networks 120a and 120b include 
Wide Area Networks (WANs), Local Area Networks 
(LANs), analog or digital wired and wireless telephone 
networks (e.g., a Public Switched Telephone Network 
(PSTN), an Integrated Services Digital Network (ISDN), or 
a Digital Subscriber Line (xDSL)), or any other wired or 
wireless network. Networks 120a and 120b may include 
multiple networks or subnetworks, each of which may 
include, for example, a wired or wireless data pathway. 

0042 E-mail server 130a or 130b may handle e-mail for 
many thousands of (if not more) e-mail users connected to 
ISP network 110a or 110b. E-mail server 130a or 130b may 
handle e-mail for a single e-mail domain (e.g., aol.com) or 
for multiple e-mail domains. E-mail server 130a or 130b 
may be composed of multiple, interconnected computers 
working together to provide e-mail service for e-mail users 
of ISP network 110a or 130b. 

0043. An e-mail user, such as a user of client system 110a 
or 110b may have one or more e-mail accounts on e-mail 
server 130a or 130b. Each account corresponds to an e-mail 
address. Each account may have one or more folders in 
which e-mail is stored. E-mail sent to one of the e-mail 
user's e-mail addresses is routed to e-mail server 130a or 
130b and placed in the account that corresponds to the 
e-mail address to which the e-mail was sent. The e-mail user 
then uses, for example, an e-mail client program executing 
on client system 110a or 110b to retrieve the e-mail from 
e-mail server 130a or 130b and view the e-mail. 

0044) The e-mail client program may be, for example, a 
stand-alone e-mail application Such as Microsoft Outlook or 
an e-mail client application that is integrated with an ISPs 
client for accessing the ISP's network, such as America 
Online (AOL) Mail, which is part of the AOL client. The 
e-mail client program also may be, for example, a web 
browser that accesses web-based e-mail services. 

0045. The e-mail client programs executing on client 
systems 110a and 110b also may allow one of the users to 
send e-mail to an e-mail address. For example, the e-mail 
client program executing on client system 110a allows the 
e-mail user of client system 110a (the sending user) to 
compose an e-mail message and address it to a recipient 
address, Such as an e-mail address of the user of client 
system 110b. When the sending user indicates that an e-mail 
is to be sent to the recipient address, the e-mail client 
program executing on client system 110a communicates 
with e-mail server 130a to handle the transmission of the 
e-mail to the recipient address. For an e-mail addressed to an 
e-mail user of client system 110b, for example, e-mail server 
130a sends the e-mail to e-mail server 130b. E-mail server 
130b receives the e-mail and places it in the account that 
corresponds to the recipient address. The user of client 
system 110b then may retrieve the e-mail from e-mail server 
130b, as described above. 

0046. In an e-mail environment such as that shown, a 
spammer typically uses an e-mail client or server program to 
send similar spam e-mails to hundreds, if not millions, of 
e-mail recipients. For example, a spammer may target hun 
dreds of recipient e-mail addresses serviced by e-mail server 
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130b on ISP network 120b. The spammer may maintain the 
list of targeted recipient addresses as a distribution list. The 
spammer may use the e-mail program to compose a spam 
e-mail and instruct the e-mail client program to use the 
distribution list to send the spam e-mail to the recipient 
addresses. The e-mail then is sent to e-mail server 130b for 
delivery to the recipient addresses. Thus, in addition to 
receiving legitimate e-mails (i.e., non-spam e-mails), e-mail 
server 130b also may receive large quantities of spam 
e-mail, particularly when many spammers target e-mail 
addresses serviced by e-mail server 130b. 
0047 FIG. 2 is a high-level functional block diagram of 
an e-mail server program 230 that may execute on an e-mail 
server, such as e-mail server 130a or 130b, to provide 
large-scale spam filtering. E-mail server program 230 
includes a probabilistic e-mail classifier 232 and a mail 
handler 234. During operation, the incoming e-mail arriving 
at e-mail server program 230 passes through probabilistic 
e-mail classifier 232. E-mail classifier 232 classifies incom 
ing e-mail by making a determination of whether or not a 
particular e-mail passing through classifier 232 is spam or 
legitimate e-mail (i.e., non-spam e-mail) and labeling the 
e-mail accordingly (i.e., as spam or legitimate). E-mail 
classifier 232 forwards the e-mail to mail handler 234 and 
mail handler 234 handles the e-mail in a manner that 
depends on the policies set by the e-mail service provider. 
For example, mail handler 234 may delete e-mails marked 
as spam, while delivering e-mails marked as legitimate to an 
"inbox” folder of the corresponding e-mail account. Alter 
natively, e-mail labeled as spam may be delivered, to a 
"spam' folder or otherwise, instead of being deleted. The 
labeled mail may be handled in other ways depending on the 
policies set by the e-mail service provider. 

0048. As a probabilistic classifier, e-mail classifier 232 
makes the determination of whether or not an e-mail is spam 
by analyzing the e-mail to determine a confidence level or 
probability measure that the e-mail is spam, and comparing 
the probability measure to a threshold. If the probability 
measure is above a certain threshold, the e-mail is labeled as 
Spam. 

0049. Because classifier 232 is a probabilistic classifier, 
there is the chance that a spam e-mail will be misclassified 
as legitimate and that legitimate e-mail will be classified as 
spam. There are generally costs associated with Such mis 
classifications. For the e-mail service provider, misclassify 
ing spam e-mail as legitimate results in additional storage 
costs, which might become fairly Substantial. In addition, 
failure to adequately block spam may result in dissatisfied 
customers, which may result in the customers abandoning 
the service. The cost of misclassifying spam as legitimate, 
however, may generally be considered nominal when com 
pared to the cost of misclassifying legitimate e-mail as spam, 
particularly when the policy is to delete or otherwise block 
the delivery of spam e-mail to the e-mail user. Losing an 
important e-mail may mean more to a customer than mere 
annoyance. Cost, therefore, may take into account factors 
other than just monetary terms. 

0050. In addition to a variation in misclassification costs 
between misclassifying spam e-mail as legitimate e-mail and 
misclassifying legitimate e-mail as spam e-mail, there may 
be a variation in the costs of misclassifying different cat 
egories of legitimate e-mail as spam. For instance, misclas 
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Sifying personal e-mails may incur higher costs than mis 
classifying work related e-mails. Similarly, misclassifying 
work related e-mails might incur higher costs than misclas 
Sifying e-commerce related e-mails, such as order or ship 
ping confirmations. 
0051. Before classifier 232 is used to classify incoming 
e-mail, classifier 232 is trained and the threshold is set to 
minimize such misclassification costs. Classifier 232 is 
trained using a training set of e-mail to develop an internal 
model that allows classifier 232 to determine a probability 
measure for unknown e-mail. Evaluation e-mail then is used 
to set the initial classification threshold of classifier 232 such 
that misclassification costs are minimized. In some imple 
mentations, misclassification costs also may be taken into 
account during classifier training. In these implementations, 
evaluation e-mail is used in the same manner to set the initial 
threshold, but the resulting threshold may differ because 
different probability measures will occur as a result of the 
difference between training in a manner that includes mis 
classification costs versus one that does not include misclas 
sification costs. 

0.052 Before training and setting the initial threshold, 
substantially similar e-mails are removed from both the 
training set and the evaluation set to prevent the classifier 
232 from being improperly biased based on a rate or quantity 
of substantially similar e-mails in the training and evaluation 
sets that do not reflect the rate or quantity that would occur 
during classification. E-mail systems tend to be used by any 
given spammer to send the same or similar spam e-mail to 
a large number of recipients during a relatively short period 
of time. While the content of each e-mail is essentially the 
same, it normally varies to a degree. For example, mass 
e-mailings often are personalized by addressing the recipient 
user by their first/last name, or by including in the e-mail 
message body the recipient user's account number or Zip 
code. 

0053 Also, spammers may purposefully randomize their 
e-mails so as to foil conventional spam detection schemes, 
Such as those based on matching exact textual strings in the 
e-mail. Usually, the core of the e-mail remains the same, 
with random or neutral text added, often confusing Such 
“exact-match' spam filters. For instance, the extra text may 
be inserted in such a way that it is not immediately visible 
to the users (e.g., when the font has the same color as the 
background). Other randomization strategies of spammers 
include: appending random character strings to the Subject 
line of the e-mail, changing the order of paragraphs, or 
randomizing the non-alphanumeric content. Moreover, 
spammers are likely to send large numbers of Substantially 
similar e-mails, which may include the slight and purpose 
fully introduced variations mentioned above and which, 
therefore, are not truly identical. One characteristic of spam 
e-mail is that essentially the same content tends to be sent in 
high Volume. As a result, a measure of the number of 
Substantially similar copies of a particular e-mail in an 
e-mail stream provides a good indicator of whether that 
e-mail is spam or not. 

0054 The training and evaluation sets, however, may not 
be representative of the actual duplication rate of e-mails 
examined during classification, due in part to a likelihood of 
a sample selection bias in the training and evaluation sets. 
For instance, personal e-mails may be hard to obtain because 
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of privacy concerns, while spam and bulk mail may be easily 
obtained for training and initial threshold setting. In this 
case, the same e-mail may be duplicated a number of times 
in the collected Sample, but the similarity rate or message 
multiplicity may not reflect the actual similarity rate that will 
occur during classification. In addition, the similarity rate 
may change during classification simply because of spam 
mers changing their e-mail and/or the rate at which they are 
sending e-mails. 

0055 Such an inaccurate reflection of the actual similar 
ity rates on the part of the training and evaluation e-mails 
may improperly bias a classifier during training (both 
through feature selection and in developing a classification 
model) and when setting the initial classification threshold. 
This potentially improper bias of classifier 232 is avoided by 
removing Substantially similar e-mails from the training and 
evaluation sets and by adjusting the classifier threshold 
periodically or otherwise to account for the actual similarity 
rates of incoming e-mails. 

0056. Thus, over a period of time, the duplication rate of 
incoming e-mails is determined for the arriving e-mails. This 
empirical information, information about the class of some 
of the e-mails in the incoming stream (e.g., obtained from 
user complaints), and the classification outputs for the 
incoming e-mails during the period are used to adjust the 
threshold. Consequently, the classification threshold is 
adjusted during operation to account for the actual similarity 
rate of e-mails in the incoming stream. 
0057 FIG. 3 is a functional block diagram of one imple 
mentation of probabilistic e-mail classifier 232. E-mail 
classifier 232 includes a grouper 320, a feature analyzer 330, 
a feature reducer 340, a probabilistic classifier 350, a thresh 
old selector 360, a threshold comparator 370, and a mail 
labeler 380. The various components of e-mail classifier 232 
generally function and cooperate during three phases: train 
ing, optimization, and classification. To simplify an under 
standing of the operation of e-mail classifier 232 during each 
phase, the data flow between the various e-mail classifier 
232 components is shown separately for each phase. A 
non-broken line is shown for data flow during the training 
phase, a line broken at regular intervals (i.e., dotted) indi 
cates data flow during the initial threshold setting phase, and 
a broken line with alternating long and short dashed lines 
indicates the data flow during classification. 
0058 Referring to FIG. 4A, in general, during the train 
ing phase (i.e., when a classification model is developed) 
(400) a set of t e-mails (the “training e-mails”) having a 
known classification (i.e. known as spam or legitimate) are 
accessed (410) and used to train classifier 232. To train 
classifier 232, substantially similar e-mails are removed 
from the set of t training e-mails to obtain a reduced set of 
m unique training e-mails (420). Each e-mail in the unique 
set of m training e-mails then is analyzed to obtain the n 
features (described further below) of the unique set of 
training e-mails (430) and to forman n-by-m feature matrix 
(440). Referring to FIG. 4B, feature selection is performed 
to select N features of the n feature set, where NCn (450), 
and the n-by-m feature matrix is reduced accordingly to an 
N-by-m reduced feature matrix (460). The N-by-m reduced 
feature matrix is used along with the known classification of 
the unique training e-mails to obtain an internal classifica 
tion model (470). 
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0059 More particularly, and with reference to the unbro 
ken reference flowpath of FIG. 3, at set of training e-mails 
310a is input into classifier 232 and applied to grouper 320. 
Grouper 320 detects substantially similar e-mails in the tset 
of training e-mails 310a, groups the detected duplicate 
e-mails, and selects a representative e-mail from within each 
group of Substantially similar e-mails to form a reduced set 
of munique training e-mails (410 and 420). 

0060 Grouper 320 may be implemented using known or 
future techniques for detecting Substantially similar or dupli 
cate documents that may or may not match exactly. For 
example, grouper 320 may be implemented using the 
I-Match approach, described in Chowdhury et al., “Collec 
tion Statistics For Fast Duplicate Document Detection, 
ACM Transactions on Information Systems, 2002): 171-191, 
2002. The I-Match approach produces a single hash repre 
sentation of a document and guarantees that a single docu 
ment will map to one and only one cluster, while still 
providing for non-exact matching. Each document is 
reduced to a feature vector and term collection statistics are 
used to produce a binary feature selection-filtering agent. 
The filtered feature vector then is hashed to a single value for 
all documents that produced the identical filtered feature 
vector, thus producing an efficient mechanism for duplicate 
detection. 

0061. Other similarity detection approaches may be used. 
In general, current similarity or duplication detection tech 
niques can be roughly classed as similarity-based techniques 
or fingerprint-based techniques. In similarity-based tech 
niques, two documents are considered identical if their 
distance (according to a measure Such as the cosine distance) 
falls below a certain threshold. Some similarity-based tech 
niques are described in C. Buckley et al., The Smart/Empire 
Tipster IR System, in TIPSTER Phase III Proceedings, 
Morgan Kaufmann, 2000; T. C. Hoad & J. Zobel, Methods 
of Identifying Versioned and Plagarised Documents, Journal 
of the American Society for Information Science and Tech 
nology, 2002; and M. Sanderson, Duplicate Detection in the 
Reuters Collection, Tech. Report TR-1997-5, Department of 
Computing Science, University of Glasgow, 1997. In fin 
gerprint-based techniques, two documents are considered 
identical if their projections onto a set of attributes results 
are the same. Some fingerprint-based techniques are 
described in S. Brin et al., Copy Detection Mechanisms for 
Digital Documents, in Proceedings of SIGMOD., 1995, pp. 
398-409; N. Heintze, Scalable Document Fingerprinting, in 
1996 USENIX Workshop on Electronic Commerce, Novem 
ber 1996; and Broder, On the Resemblance and Containment 
of Documents, SEQS: Sequences 91, 1998. 

0062) The set of munidue training e-mails are passed to 
feature analyzer 330 (430). During training, feature analyzer 
330 analyzes the m set of unique training e-mails to deter 
mine in features of the set of munique training e-mails (the 
“feature set). The feature set may be composed of text and 
non-text features. Text features generally include the text in 
the bodies and subject lines of the e-mails. Non-text features 
may include various other attributes of the e-mails, such as 
formatting attributes (e.g., all caps), address attributes (e.g., 
multiple addressees or from a specific e-mail address), or 
other features of an e-mail message Such as whether there is 
an attachment or image, audio or video features embedded 
in the e-mail. 
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0063) Feature analyzer 330 includes a text analyzer 330b 
and a non-text analyzer 330a. During training, text analyzer 
330b identifies text features of each e-mail message in the 
set of m unique training e-mails. Text analyzer 330b may 
tokenize each e-mail to determine the text features. A token 
is a textual component in the body or subject line and, for 
example, may be defined as letters separated from another 
set of letters by whitespace or punctuation. Text analyzer 
330b keeps track of tokens and e-mails within which the 
tokens occur. 

0064. Non-text analyzer 330a determines whether each 
non-text feature is present in each e-mail. The exact non-text 
features for which each e-mail is analyzed typically is a 
matter of design and empirical judgment. For each non-text 
feature, a binary value is generated, indicating whether the 
feature is present or not. 
0065 Feature analyzer 330 creates a sparse n-by-m fea 
ture matrix (where n is the total number of text and non-text 
features) from the results of text analyzer 330b and non-text 
analyzer 330a (440). Each entry in the matrix is a binary 
value that indicates whether the n" feature is present in the 
m" e-mail. 

0066. The n-by-m feature matrix is provided to feature 
reducer 340, reduces the n-by-m feature matrix to a sparse 
N-by-m reduced feature matrix (where N is less than n), 
using, for example, mutual information (450 and 460). In 
other words, feature reducer 340 selects a reduced set of the 
in features (the “reduced feature set') and reduces the size of 
the feature matrix accordingly. Techniques other than mutual 
information may be used, alternatively or additionally, to 
implement Such feature selection. For example, document 
frequency thresholding, information gain, term strength, or 
X may be used. In addition, some implementations may 
forego feature selection/reduction and use the n element 
feature set, i.e., use all of the features from the set of m 
unique training e-mails. 

0067. The N selected features are communicated to fea 
ture analyzer 330 (460), which analyzes the incoming 
e-mails during the initial threshold setting phase and the 
classification phase for the N selected features instead of all 
of the features in the incoming e-mails. 
0068 The N-by-m reduced feature matrix is input into 
classifier 350. Each row of the N-by-m reduced feature 
matrix corresponds to one of the unique training e-mails and 
contains data indicating which of the N selected features are 
present in the corresponding training e-mail. Each row of the 
reduced feature matrix is applied to classifier 350. As each 
row is applied to classifier 350, the known classification of 
the training e-mail to which the row corresponds also is 
input. 

0069. In response to the N-by-m reduced feature matrix 
and corresponding classifications, probabilistic classifier 
350 builds an internal classification model that is used to 
evaluate future e-mails with unknown classification (i.e., 
non-training e-mails) (470). Classifier 350 may be imple 
mented using known probabilistic or other classification 
techniques. For example, classifier 350 may be a support 
vector machine (SVM), a Naive Bayesian classifier, or a 
limited dependence Bayesian classifier. Classifier 350 also 
may be implemented using well-known techniques that 
account for misclassification costs when constructing the 
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internal model. For example, A. Kolcz and J. Alspector, 
SVM-based Filtering of E-mail Spam with Content-specific 
Misclassification Costs, ICDM-2001 Workshop on Text 
Mining (TextDM-2001), November 2001 provides a discus 
sion of some techniques for training a probabilistic classifier 
in a manner that accounts for misclassification costs. 

0070. Once classifier 350 is trained, the classification 
threshold is initially set using an optimization phase. Refer 
ring to FIG. 5, in general, during the optimization phase 
(500) a set of e evaluation e-mails (the “evaluation e-mails) 
310b having a known classification (i.e. are known to either 
be spam or legitimate) is accessed (510) and used to set the 
initial classification threshold of classifier 232. To set the 
initial classification threshold, Substantially similar e-mails 
are removed from the set of e evaluation e-mails to obtain a 
reduced set of o unique evaluation e-mails (520). Each 
e-mail in the o set of unique evaluation e-mails then is 
analyzed to determine whether or not it contains the N 
features of the reduced feature set (530). This data is used to 
obtain a probability measure for the e-mail and a classifi 
cation output is produced from the probability measure 
(540). The classification output for each e-mail in the 
reduced set of evaluation e-mails is used along with the 
known classification of each e-mail in the set to obtain an 
initial threshold value that minimizes the misclassification 
costs (550). The classification threshold then is initially set 
to this value (560). 

0071. In particular, and with reference to the dotted line 
of FIG. 3, during the initial threshold setting phase, the set 
ofe evaluation e-mails 310b is input into classifier 232 and 
applied to grouper 320 (510). Grouper 320 determines 
groups of Substantially similar e-mails in the set of e 
evaluation e-mails 310b and selects an e-mail from each 
group to form a reduced set of o unique evaluation e-mails 
(520). 

0072 Each e-mail in the o set of evaluation e-mails is 
input to feature analyzer 330 (530). For each e-mail, feature 
analyzer 330 determines whether or not the e-mail has the N 
features of the reduced feature set (determined at 450 in 
FIG. 4B) and constructs an N element feature vector. Each 
entry in the N element feature vector is a binary value that 
indicates whether the N" feature is present in the e-mail. 
0073. The N element feature vector for each evaluation 
e-mail is input into classifier 350, which applies the internal 
model to the feature vector to obtain a probability measure 
that the corresponding e-mail is spam (540). A classification 
output is produced from this probability measure. The 
classification output, for example, may be the probability 
measure itself or a linear or non-linear Scaled version of the 
probability measure. The classification output is input to 
threshold selector 360, along with the corresponding, known 
classification of the e-mail. 

0074. Once a classification output for each e-mail in the 
reduced set of evaluation e-mails has been obtained and 
input to threshold selector 360, along with the corresponding 
classification, threshold selector 360 determines the initial 
threshold (550). Conceptually, threshold selector constructs 
a Receiver Operating Characteristic (ROC) curve from the 
classification output and classifications and chooses an oper 
ating point on the ROC curve that minimizes misclassifica 
tion costs. 
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0075. The misclassification costs of a given classifier F 
with respect to a set of unique e-mails can be expressed in 
one exemplary representation as: 

where the false-positive rate (FP) is: 

xel 
FP = * 

ls, 

and the false-negative rate (FN) is: 

FN = xes 
lu 

and where L-S/E E is an evaluation set of e-mail, E is the 
set of unique e-mails in set E. S. is the spam e-mail Subset 
of E, and l is the legitimate e-mail Subset of E. F(x)=s 
is equal to one when the classifier returns spam as the class, 
Zero otherwise. F(x)=l is equal to one when the classifier 
classifies an e-mail as legitimate, Zero otherwise. The cost of 
misclassifying a spam e-mail as legitimate is assumed to be 
one, while cost represents the assigned cost of misclassify 
ing legitimate e-mail as spam e-mail. The exact value of this 
parameter is chosen as a matter of design. For example, a 
value of 1000 may be chosen. As described further below, 
Some implementations may use values of cost that depend 
on a legitimate e-mail's Subcategory. 
0076) The relationship between FP and FN for a given 
classifier is known as the Receiver Operating Characteristic. 
Different choices of the classification threshold for a clas 
sifier result in different points along the classifier's ROC 
curve. Threshold selector 360 uses the classification outputs 
and known classifications to determine the threshold value 
that sets the operation of classifier 232 at a point on the 
classifier's ROC curve that minimizes L. i.e. the misclas 
sification costs. For example, threshold selector 360 may 
evaluate L, for a number of different threshold values and 
choose the one that minimizes L. 
0.077 Once threshold selector 360 determines the initial 
threshold value that minimizes the misclassification costs, 
the threshold value is input to threshold comparator 370 and 
used as an initial classification threshold (560). Threshold 
comparator 370 uses this threshold during classification to 
make a decision as to whether an e-mail is spam or not. 
0078. Once an initial classification threshold is set, clas 
sifier 232 is placed in operation to classify incoming e-mail. 
Referring to FIG. 6, in general, during classification (600) 
each e-mail in the incoming e-mail stream is analyzed to 
determine whether or not it contains the N features of the 
reduced feature set (610). This data is used to obtain a 
probability measure and classification output for the e-mail 
(620). The e-mail is classified by comparing the classifica 
tion output to the classification threshold and labeling the 
e-mail accordingly. The precise comparison scheme is a 
matter of choice. As one example, if the classification output 
is equal to or above the classification threshold (630), the 
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e-mail is labeled as spam (640). If the classification output 
is below the classification threshold, the e-mail is labeled as 
legitimate (650). 
0079 The incoming e-mail stream also is evaluated to 
periodically determine the similarity rates of the unique 
e-mails in the incoming e-mail stream (710). At the end of 
each period, the similarity rates, the classification output of 
each e-mail during the period, and information about the 
class (e.g., obtained from user complaints) of some of the 
e-mails in the incoming stream, are used to determine a new 
threshold value that minimizes the misclassification costs, 
given the similarity rate of the e-mails during the period 
(720). The classification threshold then is set to this new 
threshold value (730). Thus, during operation, the classifi 
cation threshold of classifier 232 is continually adjusted 
based on information regarding the similarity rate of e-mails 
in the e-mail stream. 

0080. In particular, and with reference to the long-and 
short dashed reference line of FIG. 3, during the classifi 
cation phase, incoming e-mails of unknown class 310c are 
input into classifier 232 as they arrive at the e-mail server 
(710). As an incoming e-mail arrives, the e-mail is input to 
grouper 320 to determine if it is substantially similar to an 
earlier e-mail. During a given period, grouper 320 tracks the 
number of substantially similar e-mails that occur for each 
unique e-mail received during the period. Alternatively, 
depending on the techniques used to implement grouper 
320, a copy of each e-mail may be stored by grouper 320. At 
the end of a period, grouper 320 may use the set of stored 
e-mail to determine the number of substantially similar 
e-mails that occurred for each unique e-mail in the set (and, 
consequently, during the period). 
0081. After being processed by grouper 320, an incoming 
e-mail (whether a duplicate or not) is input to feature 
analyzer 330. Feature analyzer 330 determines whether or 
not the incoming e-mail has the N features of the reduced 
feature set and constructs an N element feature vector (610). 
0082 The N element feature vector is input into classifier 
350, which applies the internal classification model to the 
feature vector to obtain a probability measure that the e-mail 
is spam (620) and to produce a classification output. The 
classification output is input to threshold selector 360 and 
threshold comparator 370. 
0083. Threshold comparator 370 applies the comparison 
scheme (630) and produces an output accordingly. The 
output of threshold comparator 370 is applied to mail labeler 
380. 

0084. The incoming e-mail also is input to mail labeler 
380. When the output of threshold comparator 370 indicates 
the classification output is equal to or greater than the 
classification threshold, mail labeler 380 labels the incoming 
e-mail as spam (640). When the output of threshold com 
parator 370 indicates the classification output is less than the 
classification threshold, mail labeler 380 labels the incoming 
e-mail as legitimate (650). The labeled e-mail then is output 
by mail labeler 380 and sent to mail handler 234. 
0085 Periodically during the classification phase, the 
classification threshold is tuned so as to minimize misclas 
sification costs given the similarity rates in the incoming 
e-mails (720). As described above, grouper 320 determines 
the number of substantially similar e-mails that occurred for 
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each unique incoming e-mail during a period. This infor 
mation is provided to threshold comparator 370. 

0086. In addition to information on the number of sub 
stantially similar e-mails, class labels for the unique e-mails 
received during the period may be provided to threshold 
selector 360. These class labels are determined during 
operation, for example, from customer complaints or reports 
of spam e-mail to the e-mail service provider. It is highly 
likely that at least Some customers will report high-volume 
spam e-mails to the e-mail service provider. Thus, a class 
label of spam is provided to threshold selector 360 for those 
unique e-mails during the period that have previously been 
reported as spam. The other unique e-mails are considered 
legitimate. 

0087. Threshold selector 360 then uses the classification 
outputs of all e-mail evaluated during the period, the number 
of Substantially similar e-mails for each unique e-mail 
during the period, and the Supplied class labels to determine 
a new threshold that minimizes the misclassification costs 
given the known number of Substantially similar e-mails 
present in the e-mail stream. 

0088. The misclassification costs of a given classifier F 
with respect to a set of e-mails containing Substantially 
similar copies can be expressed in an exemplary implemen 
tation as: 

where: 

cost(x, y). P(x, y) F(x) =S) 

0089. The parameter V represents the similarity rate. 
Spam is represented by S, while legitimate is represented by 
1. P(x,v) is the probability that the particular e-mail X occurs 
given the particular similarity rate V. P(six,v) is the prob 
ability that the e-mail X is spam given the particular simi 
larity rate V. P(x,v) is the probability the particular e-mail 
X is legitimate given the particular similarity rate V.F(x)=s 
is equal to one when an e-mail X is classified as spam, Zero 
otherwise. F(x)=l is equal to one when an e-mail X is 
classified as legitimate, Zero otherwise. The cost of misclas 
Sifying a spam e-mail as legitimate is assumed to be one, 
while cost (X, V) represents the assigned cost of misclassify 
ing legitimate e-mail as spam e-mail (e.g., 1000). As 
described above with respect to the optimization phase, the 
exact value of this parameter is chosen as a matter of design 
or policy. 

0090 Threshold selector 360 estimates the parameters of 
L(v) for the period from the number of substantially similar 
e-mails for each unique e-mail during the period and the 
supplied class labels. Threshold selector 360 uses the param 
eter estimates and the classification outputs of all e-mail 
evaluated during the period to determine the classification 
threshold value that minimizes L(V) (and consequently L). 
i.e. the misclassification costs. When evaluating L(v) to 
determine the minimizing threshold value, as a practical 
matter and to improve the statistical validity, the evaluation 
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may be done for whole (possibly large) ranges of V rather 
than carrying it out for every possible value of V. The new 
threshold value then is provided to threshold comparator 370 
for use as the classification threshold to classify incoming 
e-mail during the next period (730). 

0.091 While described as classifying e-mail as either 
spam or legitimate, e-mail classifier 232 may be designed to 
classify e-mail into more than just those two classes. For 
instance, e-mail classifier may be designed and trained to 
classify e-mail not only as legitimate, but to further classify 
legitimate e-mail into one of a plurality of Subcategories of 
legitimate e-mail. As an example, legitimate mail may have 
the following Subcategories: personal, business related, 
e-commerce related, mailing list, and promotional. Personal 
e-mails are those that are exchanged between friends and 
family. Business related e-mails are generally those that are 
exchanged between co-workers or current and/or potential 
business partners. E-commerce related e-mails are those that 
are related to online purchases, such as registration, order, or 
shipment confirmations. Mailing list e-mails are those that 
relate to e-mail discussion groups to which users may 
subscribe. Promotional e-mail are the commercial e-mails 
that users have agreed to receive as part of Some agreement, 
Such as to view certain content on a web site. 

0092. In addition, whether or not e-mail classifier 232 is 
specifically designed to classify legitimate e-mail into Sub 
categories, classifier 232 may be designed to take into 
account the varying misclassification costs of misclassifying 
e-mail in a given Subcategory of legitimate e-mail as spam. 
For instance, misclassifying a personal e-mail as spam 
typically is considered more costly than misclassifying a 
business related message as spam. But it may be considered 
more costly to misclassify a business related e-mail as spam 
than misclassifying a promotional e-mail as spam. These 
varying misclassification costs may be taken into account 
both during training and when setting the classification 
threshold. 

0093 Training a classifier to develop a classification 
model that takes into account Such varying misclassification 
costs generally is known and described in A. Kolcz, and J. 
Alspector, “SVM-based Filtering of E-mail Spam with Con 
tent-specific Misclassification Costs. ICDM-2001 Work 
shop on Text Mining (Text DM-2001), November 2001. 

0094. When setting the initial threshold, such varying 
costs can be taken into account by setting: 

COSt E X. P(cat i, x)C(S. cat) 
Coit 

where P(catl,x) is the probability that a particular legitimate 
e-mail X belongs to the Subcategory cat (e.g., personal, 
business related, e-commerce related, mailing list, or pro 
motional) and C(s.cat) is the cost of misclassifying a legiti 
mate e-mail belonging to the Subcategory cat as spam. 

0.095 Similarly, when the threshold is adjusted during 
operation, Such varying costs can be taken into account by 
Setting: 
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cost(x, y) = X. P(cat i, x, y)COS, cat) 
Cot 

where P(catl.x,v) is the probability that a particular legiti 
mate e-mail X belongs to the Subcategory cat given the 
duplication rate V and C(s.cat) is the cost of misclassifying 
a legitimate e-mail belonging to the Subcategory catas spam. 
0096. The following is an exemplary list of subcategories 
cat and an exemplary cost C(s.cat) that may be used: 

Subcategory cat Misclassification Cost C(s, cat) 

Personal 1OOO 
Business Related 500 
E-commerce related 1OO 
Mailing List Related 50 
Promotional 25 

0097. The techniques described above are not limited to 
any particular hardware or software configuration. Rather, 
they may be implemented using hardware, Software, or a 
combination of both. The methods and processes described 
may be implemented as computer programs that are 
executed on programmable computers comprising at least 
one processor and at least one data storage system. The 
programs may be implemented in a high-level programming 
language and may also be implemented in assembly or other 
lower level languages, if desired. 
0098. Any such program will typically be stored on a 
computer-usable storage medium or device (e.g., CD-Rom, 
RAM, or magnetic disk). When read into the processor of 
the computer and executed, the instructions of the program 
cause the programmable computer to carry out the various 
operations described above. 
0099. A number of implementations have been described. 
Nevertheless, it will be understood that various modifica 
tions may be made. For example, instead of using thresholds 
(whether set initially or during operation) that fully mini 
mize the misclassification costs (i.e., reduce the misclassi 
fication cost to the minimized cost level), a threshold could 
instead be chosen that reduces the misclassification costs to 
a predetermined level above the minimized cost level. Also, 
while the classification threshold has been described as 
being periodically adjusted during operation, in other imple 
mentations the threshold may be adjusted aperiodically. 
Alternatively, in other implementations, the threshold may 
be adjusted only a set number of times (e.g., once) during 
operation. Further, the threshold may be adjusted before or 
after the classification phase. As another example, a number 
of places in the foregoing description described an action as 
performed on each e-mail in a set or each e-mail in an e-mail 
stream; however, the performance of the actions on each 
e-mail is not required. 
0100. As yet another example, the foregoing description 
has described an e-mail classifier that labels mail for han 
dling by a mail handler. However, in Some implementations, 
it may not be necessary to label e-mail at all. For instance, 
the e-mail classifier may be designed to handle the e-mail 
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appropriately based on the comparison of the classification 
output to the classification threshold. Alternatively the 
e-mail may be marked with the classification output and the 
mail handler may handle the e-mail differently based on the 
particular value of the classification output. In other imple 
mentations, it may not be necessary to label all classes of 
e-mail. For example, the mail handler may be designed to 
only act on certain classes of e-mail and just deliver non 
labeled e-mail. Thus, only e-mail in certain classes would 
need to be labeled. 

0101 Also, while a binary feature representation is 
described, one of skill in the art will appreciate that other 
types of representations may be used. For example, a term 
frequency-inverse document frequency (tf-idf) representa 
tion or a term frequency (tf) representation may be used. 
Also, for non-text features, non-binary representations may 
additionally or alternatively be used. For example, if video 
or audio data is included, the features may include, respec 
tively, color intensity or audio level. In this case, the color 
intensity or audio level features may be stored in a repre 
sentation that indicates their levels, not just whether they 
exist or not (i.e., their analog values may be stored and 
used). 
0102 As another example, while classifier 350 has been 
described as a probabilistic classifier, in general, the classi 
fiers 350 may be implemented using any techniques 
(whether probabilistic or deterministic) that develop a spam 
score (i.e., a score that is indicative of whether an e-mail is 
likely to be spam or not) or other class score for classifying 
or otherwise handling an e-mail. Such classifiers are gener 
ally referred to herein as scoring classifiers. 
0103). Further, while an implementation that adjusts a 
classification threshold value has been shown, other imple 
mentations may adjust the classification output to achieve 
the same affect as adjusting the classification threshold, as 
will be apparent to one of skill in the art. Thus, in other 
implementations, instead of threshold selector, a classifica 
tion output tuning function may be used to adjust the 
algorithm for producing classification outputs from the spam 
or other class score (e.g., the probability measure) to obtain 
the same effect as a change in the classification threshold 
value. To do so, the classification output tuning function may 
evaluate a number of algorithm adjustments and choose the 
one that results in minimum misclassification costs. Because 
these two techniques obtain the same result, generally terms 
such as “determining a threshold value for the classification 
threshold that reduces misclassification costs”; “setting the 
classification threshold to the threshold value'; and “select 
and set a value for the classification threshold' should be 
understood as encompassing both techniques. 
0104. Accordingly, implementations other than those 
specifically described are within the scope of the following 
claims. 

What is claimed is: 
1. A method for adjusting a classification threshold of a 

data item classifier based on received data items, wherein the 
data item classifier classifies an incoming data item as a 
member of a particular class when a comparison of a 
classification output for the incoming data item to the 
classification threshold indicates the data item belongs to the 
particular class, the method comprising: 
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determining the similarity rate for unique data items in the 
received data items; 

determining a threshold value for the classification thresh 
old that reduces misclassification costs based on, at 
least in part, the similarity rate for unique data items in 
the received data items; and 

setting the classification threshold to the threshold value. 
2. The method of claim 1 further comprising: 
for at least one received data item, obtaining a classifi 

cation output indicative of whether or not the data item 
belongs to the particular class; and 

wherein the threshold value for the classification thresh 
old that reduces misclassification costs is determined 
also based on, at least in part, the classification output 
of the at least one data item. 

3. The method of claim 2 wherein obtaining a classifica 
tion output for the at least one data item comprises: 

obtaining feature data for the data item by determining 
whether the data item has a predefined set of features; 

inputting the feature data into a probabilistic classifier to 
obtain a probability measure; and 

producing a classification output based on the probability 
CaSUC. 

4. The method of claim 1 further comprising: 

receiving a class indication for the at least one data item; 
and 

wherein the value for the classification threshold that 
reduces misclassification costs is determined also based 
on, at least in part, the class indication of the at least one 
data item. 

5. The method of claim 4 wherein determining a value for 
the classification threshold comprises: 

determining a value that minimizes: 

cost(x, y). P(x, y) F(x) =S) 

where v represents a particular similarity rate, P(x,v) is the 
probability that the particular data item X occurs given 
the particular similarity rate V, P(six,v) is the probability 
that the data item X is the particular class given the 
particular similarity rate V, P(x,v) is the probability the 
particular data item X is not the particular class given 
the particular similarity rate V. F(x)=s) is equal to one 
when an e-mail X is classified as a member of the 
particular class, Zero otherwise, F(x)=l is equal to one 
when an e-mail X is not classified as a member of the 
particular class, Zero otherwise, and cost (X, V) repre 
sents an assigned cost of misclassifying data items that 
are not members of the particular class as members of 
the particular class. 

6. The method of claim 1 wherein determining a threshold 
value that reduces misclassification costs comprises deter 
mining a threshold value that minimizes misclassification 
COStS. 
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7. The method of claim 1 wherein the data items are 
e-mails and the particular class is spam, Such that the data 
item classifier is used to filter out spam e-mail in a set of 
received e-mails of unknown classification. 

8. The method of claim 7 wherein the misclassification 
costs depend on varying costs of misclassifying Subcatego 
ries of non-spam e-mail as spam e-mail. 

9. A computer-usable medium having a computer pro 
gram embodied thereon for adjusting a classification thresh 
old of a data item classifier based on received data items, 
wherein the data item classifier classifies an incoming data 
item as a member of a particular class when a comparison of 
a classification output for the incoming data item to the 
classification threshold indicates the data item belongs to the 
particular class, the computer program comprising instruc 
tions for causing a computer to perform the following 
operations: 

determine the similarity rate for unique data items in the 
received data items; 

determine a threshold value for the classification thresh 
old that reduces misclassification costs based on, at 
least in part, the similarity rate for unique data items in 
the received data items; and 

set the classification threshold to the threshold value. 
10. The computer-usable medium of claim 9 wherein the 

computer program further comprises instructions for caus 
ing a computer to perform the following operations: 

for at least one received data item, obtain a classification 
output indicative of whether or not the data item 
belongs to the particular class; and 

wherein the threshold value for the classification thresh 
old that reduces misclassification costs is determined 
also based on, at least in part, the classification output 
of the at least one data item. 

11. The computer-usable medium of claim 10 wherein, to 
obtain a classification output for the at least one data item, 
the computer program comprises instructions for causing a 
computer to: 

obtain feature data for the data item by determining 
whether the data item has a predefined set of features; 

input the feature data into a probabilistic classifier to 
obtain a probability measure; and 

produce a classification output based on the probability 
CaSU. 

12. The computer-usable medium of claim 9 wherein the 
computer program further comprises instructions for caus 
ing a computer to perform the following operations: 
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receive a class indication for the at least one data item; 
and 

wherein the value for the classification threshold that 
reduces misclassification costs is determined also based 
on, at least in part, the class indication of the at least one 
data item. 

13. The computer-usable medium of claim 12 wherein, to 
determine a value for the classification threshold, the com 
puter program comprises instructions for causing a computer 
tO: 

determine a value that minimizes: 

cost(x, y). P(x, y) F(x) =S) 

where v represents a particular similarity rate, P(x,v) is the 
probability that the particular data item X occurs given 
the particular similarity rate V, P(six,v) is the probability 
that the data item X is the particular class given the 
particular similarity rate V, P(x,v) is the probability the 
particular data item X is not the particular class given 
the particular similarity rate V. F(x)=s) is equal to one 
when an e-mail X is classified as a member of the 
particular class, Zero otherwise, F(x)=l is equal to one 
when an e-mail X is not classified as a member of the 
particular class, Zero otherwise, and cost (X, V) repre 
sents an assigned cost of misclassifying data items that 
are not members of the particular class as members of 
the particular class. 

14. The computer-usable medium of claim 9 wherein, to 
determine a threshold value that reduces misclassification 
costs, the computer program comprises instructions for 
causing a computer to determine a threshold value that 
minimizes misclassification costs. 

15. The computer-usable medium of claim 9 wherein the 
data items are e-mails and the particular class is spam, Such 
that the data item classifier is used to filter out spam e-mail 
in a set of received e-mails of unknown classification. 

16. The computer-usable medium of claim 15 wherein the 
misclassification costs depend on varying costs of misclas 
Sifying Subcategories of non-spam e-mail as spam e-mail. 


