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(57) Abstract: Systems and methods are disclosed for provid-
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RISK AWARE DOMAIN NAME SERVICE

BACKGROUND
[0001]  When a user device requests a website and/or web service, the user device and
any applications running thereon may request a domain address, such as a an internet
protoced (1P} address, corresponding to & domain name from one or more entities, such as
a domain name server providing domain name service (ONS) The DNS may resobve &
domain address, such as a numerical address, from a domain name provided to the domain
name server to enable users to use plain text domaim nane identifiers when using internet
services, such as viewing worldwide web (www) pages. To reduce the number of requests
to domain name servers, the domain name resoiation process may cache or store a domain
name and associated domain address for a predoternuned period of time. The
predetermined period of time is indicated in the DNS response to a user device as a thoe (o
five (TTL) value. Therefore the wser device may cache a domain name association, such as
i memory of the user device for a time corresponding o the TTL value, as incorporated

m the DNS response.

BRIEF DESCRIPTION OF THE DRAWINGS
[0002]  The detailed description s set forth with reference to the acconmpanying
figures. In the figures, the left-most digit(s) of a reference number rdentifies the figure in
which the reference number first appears.  The wse of the same veference numbers n
different figures mdicates similar or identical items; however, various emboediments may
utilize elements and/or components other than those iHustrated i the figures.
[0003]  FIG. | illustrates an example architecture for providing risk aware domain
name service, i accordance with embodiments of the disclosure.
[0004]  FIG. 2 ilhwsstrates a flow diagram representing an example method for providing
nsk aware dommin name service responses, i accordance with embodiments of the
disclosure,
[0085]  FIG 3 sthustrates another flow diagram representing an example method for
generating and fransmitting a zoue file for controlling risk aware domain name service, n

accordance with embodiments of the disclosure.
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{0086]  FIG. 4 illustrates o flow dingram representing an example method for
generating and transmitiing a zone file for controlling risk aware domain mame sorvice
based on 2 domam name service avaulability metric, in agcordance with embodiments of
the disclosure,

{0007]  FIG 3 dhaeirates a flow diagram representing an example method for setting a
threshold level associated with a particular domain name server to execowte risk aveare

domain name service, in accordance with embodiments of the disclosure.

DETAILED DESCRIPTION

Overview

[0008]  Embodiments of the present disclosure sve divected to, among other things, a
domain name service (DNS), particolarty nisk aware DNS.

[0009]  User devices, such as laptop computers, smart phonges, electronic readers, and
the like, ave often used by users to access websites or web services served by one or more
of a variety of website servers. Bach of these website servers may have a unigue nemerical
address assoctated therewith to receive commnunications via one or more networks to the
website servers. In other words, the networks and the elements on the networks, such as
routers and hubs, may use numerical addresses associated with website servers to
appropriately roule communigations to the websio servers, A usey may oenter
alphamueueric  domain  name, such  as, for example, www.domainl.com or
wivw. domainZ.org, on lusther user device to atcess a particular website andior web
service. Respousive to recciving the domain name, the user device and/or an application,
sach as a web browser rumning thercon, may transmit a DNS request. The DNS request
may indicate the domain namc entered by the user on the vser device and the application
ranning thereon. The DNS request may be in the form of one or move data packet(s) that
may fether mclede headers andior extenstons, which may mclude conmmunications
protocol based overhead andfor sransnussion integrity cheeks, such as parity bits andfor
cyclic redundancy checks (CRCs). The DNS request wmay be transmitted to a domain name
server that may receive the DNS request and generate a DNS response based at least in
part on the recotved DNS request. The DNS response may incorporate therein a domain
address associated with the domain name entered by the user on the vser device. The NS

response may further incorporate a time fo hve (TTL) value therein. The TTL may be
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assoctated with how long the DNS requesting user device may cache the association
between the domain name-and the domain address. The DNS response may be in the form
of one or more data packei(s} that may further include headers and/or exiensions, which
may mnclude conwmunications protocel based overbead andior transmission integnity
checks, sach as parity bits andfor CRCUs. The one or more data packet(s) of the DNS
response may be tranamitied via one or more networks connecting the DNS servers and
the user device:

{0018]  In oncé aspect, there miay be multiple domain addresses associated with a
domain name. For example, a particidar website associated with a particelar domain name
may be sorved from nndtiple webstte servers. In this case, when a user device and an
application or operating system rumung thereon provides a DNS request to a DNS server,
the DINS server may provide a DNS response that may direct the aser device to be served
by any one of the website servers associated with the requested domain name.
Furthermore, when the DNS response 18 generated by the DNS server, there may be a
DNS response, the vser device may store the DNS name association to DNS address
focally on the user device, such as on a lecal DNS cache that can be aceessed by a DNS
resolver of the operating system of the user device andfor other applications running on
the user device.

{0011}  The DNS servers may, in some cases, divect the DNS association o expire
relatively quickly by providing DNS responses with relatively low TTL values, such as
one nunute or less. It will be appreciated that in this case, the user device may have to
request a DNS resolution yelatively frequently when attempting o access a particular
wehsite andéor constituent web page(s). Therefore, the DNS server mav have the
opportunity 1o relatively frequently direct the user device to ong of one or move website
servers hased on g vanety of factors; such as, for example, relative utilization of website
servers associated with a particdar domain name. In one aspect, by having a relatively
short TTL, the user device may be dirceted to a website scrver associated with a requested
domain name that may be relatively effective iy sorving the aser device at that time.
However, in the case of relatively short TTL values, the user device 15 required to provide
a DNS request relatively frequently. I the DNS server beeomes slow or unresponsive,

then there may be a relatively greater latency and/or fatlure in the user device resolving the
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domain name address. In certain embodiments, there may be various types of DNS
servers. For example, there may be reoursive amdior caching DNS servers and
authorifative DNS servers, In these cmbodiments, the authoritative DNS servers may
receive NS requests from either the user devices ov the recursive and/or caclung DNS
SEFVErS,

[0612]  The DINS servers may recctve a zone file that may indicate the TTL value to
provide for a particidar domam name and/or domain address. In certain embodiments of
the discloswre, the DNS servers may receive a time series of zone files that may update the
TTis on a pericdic basis, such as hourly. In cortain other embodiments of the disclosure,
the DNS servers may moctve 3 zone file when one of a domain address andior 2 TTL
value asscciated with @ particular domaity address 5 0 be updated In yor other
embodintents, the DINS servers may recetve zone files both on a perfodic basis, as well ag
when one of & domain address andfor a TTL value associated with a particular domain
address 15 to be updated. The zone file may be provided to the DNS setvers from one or
more DNS management servers, The DNS management servers may penerate the zone file
based on a varely of metrics associated wath the DNS servers, including, for example,
DNS server availability, Therefore the DNS management servers may monifor mefrics
associated with the performance of the one or more DNS servers and based thereon,
determine a TTL value to associate with the one or more DNS servers. It will be
appreciated that in cortain embodiments of the disclosure, the DNS servers may reegivean
indication of risk aware TTL value(s) fom the DNS managoment servers ina formy andfor
format other than a zone file.

{0013}  In certan embodiments, the DNS management servers may detect and/or
identify that a particular DNS server metrie is indicating that the DNS server is being
overfaxed or otherwise indicating the potential of failing to provide 3 relatively rehiable
DNS. In this case, the DNS management servers may gencrate 8 rone file with a TTL
value that is relatively high andfor higher than the previous TTL value associated with that
DINS server and the particular domain address. By doiag so, the DNS server may provide a
wreater TTL value in DNS responses, resulong in fewer DNS requests. In other wordg, if
user devices cache a particular domain name and domain address for a Jonger period of
time, then the DNS server may receive a lower frequency of DNS requests. If a DNS

server is in a condition where it is receiving a high volume of DNS requests, by increasing
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the TTL, the voluroe of DNS requests may be reduced. Therefore, when DNS reguests ave
particulardy high, resdting v a greater visk of a DNS server failing o provide DNS, an
moerease i the TTL may result in a reduced rvisk in faling to provide DNS by the DNS
SErver,

[0614] It will be appreciated that i cortain sifuations, a DNS server may be attacked,
sach as by mabicious entitics. Such attacks may constinge transmitting a relatively high
volume of DNS requests to overwhelm a particalar DNS server and cause the DNS server
to be unable to provide DNS. When such an attack is launched, having a high level of
DINS requests from user devices, along with malicious attack DNS requests, may farther
ovenwhelm the DNS servers. Dhving these times, i may be advantagoous 1o reduce the
number and/or frequency of DNS resolutions requested of a DNS server. In embodiments
of the disclosure, the DNS resolutions requested from a DNS server may be reduced
during tmes when there s an ndication that a particular DNS server is challenged in
providing DNS resohution services.

{0015}  In certain ombodiments of the disclosure, the DNS management servers may
repeatedly andior periodically check the performiance of one or wore DNS servers and,
based at least in part on the performance of the DNS servers, may modily the TTL
associated with DNS resolution of one or more domain addresses. The performance of the
DNES server may be ascertatned, for example, by delermining the percentage of DNS
requests that are resolved within a predeterniined period of time and comparing that
percentage to a particular threshold. As a non-limiting example, the predetermined period
of timie may he approximmtely 1 second and the threshold percentage may be
approximately 85%. In other words, forthis example, 31 93% or fower DNS fequests arg
observed to not be resolved within 1 second of receiving the DNS request, then the DNS
management servers may effectuate a change i the TTL associated with particular
domain addresses and/or domain names to increase the general robustness of the DNS
mfrastractore. Continemyg with the example, the DNS management servers may gencrate
one or more zone files associated with one or more domain addresses and associated
domain wames, where the zone files change a8 TTL valuwe assoviated with the dorsain
addresses from g first value o a second value, The first TTL value may be a valoe that i
used when the BDNS metrics are indicative of § relatively low vigk of DNS failwe, and the

second TTL value may be a valuc that may be used when there is an indication of a
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relatively higher risk of DNS resolution fathure. For examople, the first TTL value may be 1
minge, and the second TTL value may be 15 minutes. As sach, the risk of DNS fathwe is
constdered and, based on this consideration, the DNS management server may effectuate a
change in the TTL associated with particular domain addresses andfor dorain names,
[0616] Iy cortain embodiments of the disclosure, the DNS managerent servers may be
configured to identify when a heightened risk of DNS resohstion fathee 1s no longer
present. A reduced probability of DNS resolution failure nway be ascertained by the BNS
management servers recerving and cousidering sy vaniety of metrics associated with &
percentage of fatled DNS resohstions to DNS requests. As another example, the DNS
management servers niay consider NS response latency associated with o particular DNS
server. When the DINS management server determines, based on one or miore metrics
assoctated with one or more DNS servers, that the risk of DNS fathere i3 relagyvely low, the
DNS management server may mitiate a decrease in the TTL associated with a particular
domain address andior domain nmame. In certain embodiments, the DNS management
server may gencrate a zone file that indicates a reduced TTL thereon and may travsmit the
zone file to the one or more DNS servers. By doing so, the DNS servers may provide DNS
and an associated DNS response with relatively low TTL values. Accordingly, the user
device and the DNS resolvers associated with the user devices may cache the DNS
associations between a domain name and & domain address for a relatively shorier pertod
of tumi.

[0017}  The DNS management servers gy also be configured to wdentify metrics
associated with the performance of one or more DNS servers and may be configuwred o
further store the moetrics associated with the performance of the one or more DNS servers
on a DNS database. This data may be used to track DNS resolution performance of one ov
more DINS servers or ofone oy moie domain addresses and/or domain names over a period
of time. In certain embodiments, the IINS performance data may further be used by the
DINS management servers to determine threshold values associated with one or more DNS
metrics that indicate when 1o effectuate 8 change in the TTL provided by the DNS servers
assoctated with a particular donwain address andfor dommn name to 1mprove the rehiabitity
of the DNS, I other words, the DNS management servers may be configored to evaluate

historical data related to DNS performance metrics and any excursions associated with
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DNS resolution and determine threshold values associated with the metvics that may
ndicate & relatively high ikeliiood of DNS resolution faithaes,

j0018] While the discussion herein focuses on the DNS management servers
deternuning a TTL value, such as a risk aware TTL value, it will be appreciated that the
methods and functions discussed may be performed by other entities associated with the
DNS resolution process, mehiding the DNS servers themselves. Indeed, the DNS TTL
control fumctions may be performed by more than one entity or by the cooperation of two
or more entities, such as the DNS management servers and the DNS servers,

{0019}  This brief introduction, inchuding section titles and corresponding senumaries,
is provided for the reader’s convenience and is not intended to limit the scope of the
claimms nor the preceding sections.  Furthermiore, the technigues described above and
below may be implemented in a mumber of ways and in 2 number of contexts. Several
example implementations and contexts are provided with reference to the following
figures, as deseribed below i move detail. However, the following implementations and

contexts are but a fow of many.

Hlustrative Arcchitecture

{0028}  FIG. 1 depicts an Hlustrative systerm or architeeture 100 in which techniques for
providing risk aware domain name service (ONS} ¥s provided. The nisk aware DNS may
be performed when one or more users 102 interact with at least one user device 104(1)-(N)
(collectively, user devices 104} to request access to one or more websites andfor web
services provided by one or more website servers 110{1)-(N) {collectively, website servers
F10) via networkgs) 108, The architechue 100 wmay also include one.or more domain name
service (DNS) servers  T4O(D-AN) {colicetively, DNS servers 1400, Further, the
arclutecture 100 may inclade one or more DNS management servers 130 (referred
heremnafter as DNS management servers 150} communicatively coupled to the DNS
servers 140 via the networks 108,

j0021]  The users 102 may be mdividuals or other entitics, such as corporations, non~
profit orgamizations, for-profit orgamzations, government organizations, public sector
organizations, or any of the aforementioned entities located in this cowntry or foreign
couniries. The user devices 14 may be any one of suitable devices that may be configured

to aceess the website servers 110 via the network 108 The user device 104 may include,
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but is not limited to, 3 personal coraputer, a desktop computer, a notebook compuier, a
laptop compater, a personal digital assistant, an clectronic book {ehook} reader, a tablet
computing devicr, 3 pad computing device, a smart phone, or combinations thereof. The
user deviges 104 oy include ong of mere user inpuf nterfiaces to accept user M2 nput.
The user devices 104 may further Tnclude one or more network interfaces for accessing the
network 108, The vser devices 104 may yet further include one or more user output
witerfaces, such as a display, a touch seositive display, a speaket, a haptic output, or the
tike. The one or more user mutput Interfaces on the wser device 104 may be used by the
user 102 to interact with a website 116 andfor web service served by the website servers
11} In other words, the user device 104 may be able to render g website andor other web
service served by the website servers 1O, For example, the user devices 104 may be
configored to ngy instractions, such as a oser application 109, stoved on one or more
memories 7 of the user device 114, on one or more processors 106 of the user devices
104 to display one or more websites 116 andfor web services on the display of the user
devices 104, In some cases, the user devices 104 may be “telligent devices™ that may
cxecute one or more programs and user apphcations 109 locally on a processor. In other
cases, the user devices 104 nay be “dumb termimals” confizuwred fo primartly execute
software, programs, or user applications 109 related to serving, displaying, or otherwise
rendering mformation or content provided from sources external to the user device 104,
such as from the webstie servers 110, Indeed, the architecture 100 may include both
“mtelligent devices” and “dumb terminals™

{0022}  In certain aspects, the webshies 116, with constituent web papes andfor web
services provided by the website servers 113, may be services that have the website
servers 110 provide website 116 contents respomsive to the user device 104 andior
applications 109 nuning therecon reqoesting the website 116 from the website servers 10,
The processors 106 of the user dévice 104 hiay run the Gser application 109 and may
attempt 1o sccess avebsite 116 served by a particalar website server 1) by ideatifymg an
sdentifier, suchias a domatn address, such as an internet protocol (1P) address, associated
with the particular website server 1HE The domain address may be used by the user doviee
104 to transmit a request for content and property route the request via the network 108 to
the destination website server 110, The request for content may inclade an indication of an

address, such as an IP address associated with the user device 104, so that the website may
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be able to transmit website 116 content via the network 108 to the user device 104, In
cortain embodiments, the wser device 104 and the processors 106 thereon may be able te
acquire the domain address of a website server 110 from which website 116 content 15
desired by the user 102 of the user device 104 from the DNS servers 140,

[0623] Iy one aspect, the user 102 of the user device 104 may provide the user device

and the application, such as a web browser, a domain name. The domain name may be any

variety of website identifiers, such as wwwdonamin-loonm or www domain-dedy,
assoctated with a particular website 116 content desired by the user 102, Responsive to
receiving the domain name, the user application H39 in conjunction with the processors
106 may bo configured to identify the domain address, such as an IP address or DNS
resource record tvpe, associated with the domain name provided by the user 102, To
deterntine the domain address, the user application 109 may first request the dowmain
address from an operating systern ruming on the processors 106 of the user device 104
The operating syster and/or a DINS resobver associated with the operating svstem may
access a local DNS cache of the user deviee 104, such as a IINS cache stored in memory
107, From the local DNS cache, the processors 106 niay attempt to ascertain a domain
address, such as an IP address or DNS resource record type, associated with the requested
domain name. If the domain address cannot be ascertained from the local DNS cache, then
the processors 106 of the user device 104 may be configured to geverate and transmit a
DNS request message via the network 108 to one of the DNS servers 140, to reguest the
domain address associated with the requested domain name. The processors 106 of the
user device 104 may finther be configured to receive a DNS response message frony the
DINS server 140 that comtains at least the domain address, such as an 1P addvess or DNS
resource record type, associated with the requested domain name. The received DNS
response may be in the form of one or more data packets transmitted via the notwork 108,
In cortain embodiments, the NS response may further inchide a TTL value. The
processors 106 of the user deviee 104 may be configured to extract the dommn address
and the TTL value from the DNS response. The processors 106 may further be configured
to save the domaim name o domain address association in the local DNS ¢ache, such as m
memory 107 of the user device 104, The user device 104 may use the domain address as
received via the DNS respomse from the DNS server 140 to access the user 102 deswed

websitte 116 vig the network 10§,
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{0024]  The websites 116 andfor web services offered by the website servers 110 may
inclode any varicty of suftable websiies andfor web services. The websites 116 andéor web
services may include, but are not limited fo, social networking services and/or accounts,
clectronic mail {email) services andfor accounts, online retailing andfor purchasing
accounts, online media downloading and/or streaming services, online access to financial
products, online access to remote control products, or combinations thercof. Some
examples of social networking services andfor accounis may include Twitter®,
Facchook®, MySpace®, Linkedindt, Bebo®), Goaglhe+®, Orkut®, RenRen®, or the like.
Some examples of email services and/or accounts may include yahoo.com®, gmatl com®,
hotmailecom®, or the Bke Some examples of enline retailing andéor purchasing accounts
may include accounts at internet domains mcluding amazonmcomd®, ebay.comd,
crajgstist.com®, wabnart.com® or the like, Some examples of online wmedia downloading
andfor streaming services may include services from internet domaing  inclading
amazon.comd®, thmes,com®, notflix com®, hudu.com®, or the hke. Some examples of
online access o fmancial products or services may nclude sceure online access to credi
card accoumts, banking accounts, bill payvment accounts, biller accounts, mortgage
accounts, debt accounts, debit card accounis, prepaid card accounts, or the like Sonwe
examples of online access to remote control products nway melude remote aceess to home
security systems, home appliances, intelligent meters, cellular telephone and/or smart
phone accounts, automobiles, or the like. 1t will further be appreciated that in certain
embodiments, the website servers 110 may provide unique access and/or unique content to
cach of the users 102 that access websites 116 and/or web services served by the website
servers 110 To render the unigue aceess andfor unique content to each user 102 of the
web pages and/or web services provided by the website servers 110, the website servers
110 may require authentication credentials, such as a login and a password, from a user
102 15 wigquely dentify the usér and aceess the reguested website 116

{0025]  The networks 108 may include any one or a combination of different types of
suttable commumnications networks, such as cable networks, the Internet, wirsless
networks, cellular networks, and other private and/or public networks. Furthermore the
networks 108 may include any variety of medium over which network waffic iy carried
mehuding, but not hmited to, coaxial cable, twisted wire pair, optical fiber, hybrd fiber

eoaxial (HFQ), microwave tervestrial transceivers, radio frequency communications,
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satellite communications, or combinations thergof. While the lustrated exavople
represents (he users 102 -accessing @ website 116 andfor web service over the actworks
108, the described techniques may equally apply to instances where the users 102 interact
with the website servers 110 vig the one or more user devices 104 over a fandline phong,
vig a kiosk; or i any other mamser, I is also noted that the described tecluigues may

apply to other clicnt/server arrangements (e.g

o, set-top boxes, ete), a5 well av o non-
chent/server avrangoments (e.g., focally stored software applications, efe.).

{0026]  The DNS servers 140 may include one or muore processors and ong or morg
memories with programs and/or applications stored thereon. The processors may be
configured to execute the programs andfor applications stored on the memory to provide a
variety of services, including DNS resolution, The DNS servers 140 may be configured to
receive a DNS request front a user device 14 or from another DNS server 140 via the
network. 198 or other suitable communicative chamaels. In some ¢ases, an suthoritative
DNS server [40 may recetve a DNS request for DNS resohation frm a recursive DNS
server, In other cases, the DNS server 140 may receive the DNS request directly from the
user device 104, The DNS server 140 mony further be configured to extract from the DNS
request, a domain name that is requested by a user 102 of the user device 104, The DNS
server may further be configured te extract a domain address of the requesting user device
104 from the DNS request. The DNS server 140 may be able to identify a domain address
based at least wn part on the domain name requested by the user 102 via the user’s user
device H4. The identification may entail looking up the domamn address, such as an IP
address or DNS resowrce record type, from a look-up table containing associations of
vartous IP addresses with various domain names. The look-up table may bestored in the
memory of the DNS server 140 or any other suitable location, such as a remote database or
& remote server,

{06271 The DNS server 140 may further be configred to generate 8 DNS response
based at least in part on the identificd domain address associated with the requested
domain name as requested by the user 102 on theuser device 104, The DNS response may
inchude oue or more of a domain address, such as an IP address or DNS resowree record
type, and an assoctated TTL value, The doman address and the TTL value may be

identified from a look-up table or other association between domain names and domain
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addresses. The DNS response may be iu the form of one or more data packets that may be
transmited via the notwork 108 froim the DNS servers 140 to theuser device 104,

[0028] In cerfain embodiments, the domain addrosses andfor the TTL values
associated with a particular domain name may be specified in a zone file provided te the
DNS server 140, In certain embodiments, the zone file may be provided to the DNS server
140 by the DNS management servers 150, The zone file may be m the form of one or
more data packets that may be received via the network 108 by the DNS servers 140
Therefore, the DNS servers 140 roay be configured o receive one or more Zove files via
the network 10X and fo extract domam name fo domain address asseciations and TTL
vatues therefrom. The identification of the associations and the TTL values may ental
parsing the one or more data packets that comprise the zong file. In cortain cases, the DNS
servers 140 may receive new zone files periodically, such as every 5 minutes. In other
cases, the DNS servers 140 may receive zone files in an asvnchronogs manner, soch ag
whet one of either or both the domain name o domain address association or the TTL
values are to be updated for g particular DNS server 140 and/for a particular domain name,
In certatn other embodimems, the DNS servers 140 and the one or more progessors
thereon may be configured to provide risk aware TTL values for DNS responses. Indeed,
the functions and processes that may be execwted by the DNS management servers 150 to
determine risk aware TTL values may be performed, in certain embodiments, at the DNS
servers 140,

{00291  In onc ilhstrative configuwation, the DNS management servers 150 may
include one or more processors 160, one or more inputioutput (70} device(s) 162, one or
more storage drivers 164, one or more network tnterfaces{s) 166, and 3 memory 170, The
VO device(s) or user intorface(s) 162 may include any suitable VO device, such as a
keyboard, a mouse, a pen, a voice mput device, a touch input device, a display, speakers, a
printer, etc. The one or more storage device drivers 164 may enable communications with
one or more external storage devices andfor databases, such as-a PNS database 180, as
ilustrated. The network intorfaces(s) 166 allow  commumication with stored databases,
other computing devices or servers, user terminals, and/or other devices on the networks
T8,

[0038] The memory 170 may store program insttuctions that are loadable and

cxecutable on the processor(s) 160, as well as data generated or received during the
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exceution of these programs.  Depending on the configuration and type of DNS
management servers 136, the momory 170 may be volatde {such as random access
memory (RAMY andfor non-volatile (such ss read-only momory {ROM), flash memory,
ete )

[0631]  Tunung to the contents of the memory 170 iy more doetail, the memory 170
may inchede an operating system 172, a DNS metric module 174, a DINS zone file medale
176, andior a DNS data management module 178 Each of the modules and/or software
may provide functionality for the DNS management servers 150, when executed by the
processors 160, The modules anddor the software may or may not correspond o physical
iocations and/or addresses in the memory 170, In other words, the contents of cach of the
modules may not be segregated from each other and may, in fact, be stored in at least
partially interleaved positions on the memory 170,

{00321  The operating systom 172 may have one or more operating svstems stored
thercon. The processors 160 may be confipured to access and executc ong or more
operating systems stored in the operating system 172 o operate the system functions of
the DINS management servers 136, System functions, as managed by the operating system
172 may include memory management, procossor resource management, dover
management, application software management, system configuration, and the like. The
operating system 172 may be any varicty of suitable operating systems. inclading, but not
fimited to, MicrosoftR Windows®R, Microsoft® Windows® Server®, Linux, Apple® OS§-
X, or the like,

{0033]  The DNS metrie module 174 nay have stored thereon instructions andfor
programs, that when executed by the processors 160, may enable the DNS management
seryers 180 1o assess metrics associated with the DINS servers 146, The DNS management
servers 150 may poll metrics from the DNS servers 140 andior passively receive the
metrics. In cevtain embodiments, the DNS management servers 150 and the processors
160 thercon may repeatedly send DNS requests to the DNS servers 140 to determuing the
percentage of DNS requests that are being resolved and those that are fatling. A greater
percentage of fathure of DNS resolution may indicate heavy loading of the DNS servers
140 andfor possibly a signature of malicious activity, sach as a demal of service attack. In
the same or othar embodiments, the DNS management servers 130 may also wdentify the

latency associated with the resolution of a DINS request. In this case, a relatively longer
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S iatency in NS resolution may indicate a relatively greater loading of the DNS servers
140 or a possibility of malicious activity, The DNS metrc modide 174, therefore, may
contamn instructions that may be exgouted by the processors 160 fo send one or more DNS
reguests to the DNS servers 140 and neasure moctrics associated with resulting resolutions,
Alternatively, the DNS management servers 150 nay retrieve andfor receive DNS

¥ resolution based metrics frony the DNS servers 140 In other words, the DNS servers 140
may mamiain metries asseciated with DNS resolution provided by that DNS server 140
focally on the DNS server 140, The DNS management servers 150 may be configured to
recetve those metrics from the DNS servers T4 pertodically or based on requesting those
metrics.

15 [0034]  The DNS zone file modale 176 may have stored thercon instructions andfor
programs; that when executed by the processors 160, miay enable the DNS management
servers 150 to generate andfor transmit a zone file. The zone file may be in the form of one
or more data packets that may be transitted via the network 108, The zone file miay be
transmitted by the DNS management servers 150 to cach of the individual DNS servars

200 BO(H-(NY. In cortain embodiments, the DNS management servers 150 may penerate the
zone file based on availability of particular website servers 110, In the same or further
cmbodiments, the DNS managenient servers 130 may generate the zone file based at least
i part on DNS metrics assoctated with one or more-of the DNS servers 140, Furthermore,

the zone files generated by the processors 160 executing mstractions in the DNS zone file

T
(¥ <1

modale 176 may associate a particular domain name with a particalar domain address,
such as an IP address or DNS resource record type. The zone file may further specify a
TTL value gssociated with the domain name to domain address association,

[0035] In cortwin embodiments, the nstructions and/or programming stored in the
DNS zone file module 176, when exceuted by the processors 168, may enable the DNS
30 management servers 1580 to determine an appropriate domain name to domain address
association. In cortain cases, a particular domain name and associated website content may
bo sarved by a single website server 110 and, therefore, the domain name to domain
address association may be fixed or unchanged over time. However, in other cases, a
particular domain name and associated website content may be served by more than one

webstte server 110, where cach website server 110 may have a unigue domsamm address,

i
O

such as an IP address or DNS resource record tvpe, assoctated therewith. In this case, the

14



WO 2014/039656 PCT/US2013/058229

§  zone file may direct the DNS servers 140 to direet a user device 104 to a particular website
server 1 1€ assoviated with a particular domam name and website. The determination of
the partivalar website server 110 may be based at feast i part on which of the website
servers 11} are most available for serving the websites associated with the requested
domain name In other words, if one of the websiie servers 110 associated with the

10 requested website shows mdications of instability or indications of fathwe to serve the
associated requested websites, the zone files gencrated by the processors 160 may melude
a website server 110 other than the unstable website server 110,
{0036]  The zone file may also be hased at least in part on the meirics associated with
the ong or mwore DNS servers 146, The processors 166, based on instructions stored in the

I8 DNS zone file module 176, may be able to determine if there s a relatively high nsk of
DNS faihure. If it is determined by the processors 160 that there i a relatively high risk of
DNS failure, the processors 160 may be configured to generate a zone file with a relatively
high TTL value, such as about 13 mitntes or morg. 'On the other hand, #f the processors
160 determine that there is a relatively low tisk of DNS failure, then the processors 160

20 may be configured to generate a zone file with a relatively low TTL value, such as about
minute.
[0037]  The processors 160, by executing instructions and/or programs stored in the
DS data management module 178 may be configured to receive DNS related metries and
store andior manage those metrics in mentory 17() andfor the DNS database 18(. In other

25 words, the processors 160 may be configured to receive the DNS metric data, such as DNS
fatlure percentage or DNS lateney, associated with one or move DNS servers 140 and may
organize and store the NS metries to the memory 170 and/or the DNS database 180,
[0038] The DNS data management module 178 may further contain instructions
and/or programs that enable the processors 160 of the DNS management servers 130 to

M consider historical DNS metric data to deternune threshold levels associated with those
DNS metrics. In other words, the processors 160 may be configured to compare historical
DNS data as stored in the DNS database 184 to cstablish and/or modify threshold values at
which TTL values should be changed via generation of new zone files. Forexample, 1¥ the

processors 160, based on an analysis of historical DNS metric data determine that a
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particutar level of a particelar DNS mictric indicates 3 refatively lugh probability of DNS

resolution failure, then the processors 160 may set that panticudar level as a threshold level
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for deternuning that TTL values should be moditied. Indeed, the processors 1680 of the
DNS management servers 150 may be eomigured o detenmine and continuously monitor
threshold values assoctated with a varicty of DNS metrics andéor a varicty of DNS servers
140,

[0639]  The processors 160, while executing the instructions andfor programs stored in
the DNS data management modale 178, may be further configured o receive andfor
analvze mdications of DNS resolution fatlures associated with one or more DNS servers
140, In some cases, the processors 160 may receive indications of severe DNS failure,
such as if a DNS server 140 becomes moperative or fails to resolve DNS requests above a
predetermined threshold percentage: The pracessors 168 may then be able to consider the
DNS failure information and use that mformation to analyze DNS metric data leading up
to a failure event to ascertain metric data tat may indicate an impending andfor 3 likely
DNS fathwe, In cortain embodiments, the DNS mewde dwesholds associated with
identifving a relatively high probability of DNS fuilure may be continwously andior
periodically updated. These threshold values may be considered by the instructions andfor
programs stored 1 the DNS zone file module 176 to determine what TTL values to supply
i zone files supplied to the DNS servers 140,

{00406} It will be appreciated that there may be overlap in the functionality of the
nsiraeiions stored in the DNS metric module 174, the DNS zone file module 176, and the
DNS data management module 178, In fact, the functions of the three aforementioned
modules 174, 176, 178 may mteract and cooperate seamlessly under the framework of the
DNS management servers 150, Tndeed, each of the functions desenbed for any of the
modules 174, 176, 178 may be stored inany module 174, 176, 178 i accordance 'with
certain embodiments of the disclosure. Fuarther, in cortam smbodiments, there may be one
single module that includes the instructions, progranss, andfor applications described
within the DNS metrie module 174, the DNS zone file module 176, and the DNS data
management modale 178,

j0041]  The DNS database 180 may include removable storage andéor non-removable
storage. The DNS database 130 may melade, but is not hmited to, magnetic storage,
optical disks, andfor tape storage. The disk drives and their associated computer-readable
media may provide non-volatile storage of computer-readable instructions, data struchres,

program madules, and other data for the computing devices. In some implementations, the
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S memory 170 may include nwltiple difforent types of mamory, such as stanic random
avcess memory (SRAM), dysammic random aceess momory (DRAM), anddor ROM.
j0042]  The memory 170 andior the DNS datbase 180, both removable and non-
removable, are all examples of computer-readable storage media. For example, computer-
readable storage media may include volatile and non-volatile, removable and non-
10 removable media implemented in any method or technology for storage of information
such as computer-readable mstructions, data structures, program modules, andfor other

data.

Hlustrative Processes

15 {0043] The website servers 110 may be accessed by a user 102 via a respective
comresponding uscr device 104 to regaest website 116 content. The user 102 may provide a
domain name on the wer device 1M with which the website 116 may be associated. The
user device 104 may next résolve & domtain address, such as 1P address or DNS resource
record type, assoctated with the domain name to communicate with the appropriate

2 website server 110 via the network 108, The process of resolving the network address may
wmvolve the wser device 104 conmmunicating with a DNS server 140 1o ascenain the
domain address. The user device 14 may provide a DNS request to the DNS servers 140,
The DS request may inchude the domain name for which a domain address 15 destred,
The DNS request may further include the 1P address of the user deviee 104 or of a

2% requesting recursive DNS server, which may be used by the DNS server 140 to
gommunicate a DNS tesponse back to the user device 104 or recwrsive DINS server. The
DNS response may include a resolution of the domain address, such as an 1P address or
DINS resource record type, as well as a TTL value that indicates how long the user device
104 may cache or save the association between the domain name and the domain address

30 locally on the nser device 104, Entbodiments of the disclosure provide for the DNS servers
140 to provide a TTL value in the DNS response to the user device 104 that may be based
at feast in part on risk associated with DNS failure and/or metrics associated with DNS
resotution. In the same or additional embodiments, the TTL values may be incrcased fora
DNS server 140 when there is an indication of clevated risk of DNS failure from that DNS

35 server 140,
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5 {0044]  Refoming now to FIG. 2, an exanple method 200 for providing a risk aware
DIND response to a user device 104 is ithetrated. The method 200 may be implomented by
the DNS servers 140, At Block 202, a zone file may be received. The zone file may
include one or more associations between domain names and domain addresses, such as P
addresses. The zone file may further include one or more TTL values that indicate how

10 long the associations between the domain names and the domain addresses should be
cached on a user device HM. The DNS server 140 may store the information received via
the zoue file, For example, the DINS server 140 may update a look~-up table that provides
domain nameto domain address mformation, aswell as associated TTL information based
at least i part on the received zone file.

15 {0045]  The zone file may be received from the DNS management servers 150, In ong
aspect, imstructions and/or programs stored i the memory 170 of the DNS management
servers 150 may be exconted by the processors 160 of the DNS management servers 150
to generate the zone file. The zone file may be gencrated by the DNS management servers
150 based at least 1n part on metrics associated with the one or more DNSservers TG In

2 certain embodiments, the zone file associated with a particutar DNS server 140(1)-(N)
may be based it DNS metrics associated with that particular seever, The received zone
file may be in the form of one or more data packets configured to be transnutied via the
networks 8, The one or more data packets may include header information, such as
routing information, transnussion protocol information, destination information, or the

25 hke The one or more data packets may further include extension information, such as
parity cheek bir(s), CRC bit(s), or other fransmission quahity check iuformation.

{6046]  h will be appreciated that at block 202, the DNS server 140 may receive
multipie zone files. In certain embodiments, the DNS server 140 may store and use the
fatest zone file. In other words, whenever a new zone file is received by the DNS server

3 144 the information contamed therein may be used to update and/or replace pre-existing
information sssocated with domain name associations and/or TTL values. Therefore, the
DNS sorvers 140 may have a look-up table of domain name to domain address
associations along with TTL values that may be updated based at least i pact on the most

recently received zone file.

Sad
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10047} At block 204, a DNS request associated with a user device may be recetved. In

certain embodiments, the DNS request may be received from a particutar user device 104
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or from another DNS server 140, For example, an authoritative DNS server may receive 8
DNS reguest form a recursive DNS server. The DNS request may inchule a domain name
or an indication thercof. This domam name may be the domain name that 1s requested by
the user 102 on histher user deviee 104, For example, the user 102 may bave provided the
domain name to the user application 109, such ag a web browser, running on the ager
device 104, Based on the doroain name provided by the user 102 on the user device 14,
the user device 104 and associated processors 106 may atfenipt o resolve a domain
address locally. This attempt may be by ageessing a local DNS cache stored in the
memory 107 of the user device 104, I the user device HM fails o resolve the DNS locally,
then the user device 104 may generate the DNS request and transmit the DNS request to
the DNS scrver 140 via the network 108, In this case, the DNS request may be transmitted
to either an avthoritative DNS server or a recwrsive DINS server, If the DNS request from
the user device 104 is sent fo a recursive DNS server, but cannot be resolved by the
recursive DNS sorver, thow the regursive DNS server miay subscguently provide a related
DNS request to an authoritative DNS server, In addition to the domain name, the DNS
request may further include the network address, such as an IP address, of the requesting
uwser device 1M, This address may be incotporated in the DNS request so that the DNS
server T4 s ultimately able fo comnmmicate back to the wser duvice 14 using the
provided user device address. The recetved DNS request may be i the form of one or
more data packets configured to be transmitied via the networks 108, The one or more
data packets may inclade header mformation, such as routing mformation, transmission
protocol information, destination information, or the like. The one or more data packets
may further include extension information, such as party check bi(s), CRC bit(s), or other
transmission gaality check information.

{00481 At block 206, the TTL value associated with the domain name for which DNS
rosolution is requested may be deteroined based &t feast in part on the received zong file.
In one aspect, the deternmnation may be made by wsing a look-up table stored in the
merrory of the DNS server 140 that s updated based at least in part on the received zone
file. The TTL values may be extracted from the zone file by any variety of mechanisms
mchuding, for example, parsing the one or more data packets of the zone file to extract the

relevant mformation.
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{0049] At block 208, a DNS response incorporating the TTL value may be generated.
The gencrated response may have a domain addioss, such as an 1P address or DNS
resonrce record type, that 15 associated with the domain name from the DNS request. The
DNS response may further include a TTL value to direct the user device 104 on how long
to cache or store the domain name to domain address association. The generated DNS
response may be in the form of one or more data packets configured fo be transmitted via
the networks 108, The one or more data packets may include header information, such as
routing information, transmission protocol information, destination information, or the
{tke. The onc or more data packets may farther molude extension information, such as
parity check bu(s), URC bitls), or other transmisston guality check information, In this
case, the routing mformation may include the network address, such as the 1P addvess,
associated with the user device 104 from which the DNS request was receitved at block
202 At block 21, the generated DNS response moay be transmitied to the user device 104
The transmission may be via the network 108 using the user device address that may have
been trausmitted as part of the DNS request from the user device 1.

[0656] It should be noted that the method 200 may be modified in various ways in
accovdance with cerfain embodiments of the disclosure. For example, one or more
operations of the method 200 gy be eliminated or executed out of order in other
embodaments. of the discloswre.  Additionally, other operations may be added t© the
method 200 in accordance with other embodiments of the disclosure. In particular, any of
the processes of blocks 202, 204, and 206 may be executed m any appropriate order. For
example, the zone file, 1 certain embodiments, may be teceived after recetving the DNS
TEQuest.

[0051]  Reforring now to FIG. 3, an example method 300 of providing the zone file to
the DNS server s illustrated. The method 300 may be performed by the DNS management
servers 1586 andfor the processors 160 and software associated therewith. In certain other
cmbodiments, the method 300 may be performed by the DNS servers 140, At block 302,
ong or more metrics associated with a DNS server may be received. These metrics may be
any variety of meties including, but not hoted to, DNS server availability, DNS server
resolution percentage, DNS request frequency, DNS server processor usage, and/or DNS

resolution latency. Fowill be appreciated that there may be any variety of DNS metrics that
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& may be recetved by the DNS management servers 150, either directly from the DNS server
14 or from another entity.
J0032]  In certain embodiments, the DNS server 140 may track metrics associated with
server availability, The tracking may be a time series of data where cach data point may
H indicate an gvailability of the DNS server 140 at a pareular point in time. The DNS
server 140 may m certaim cases store the DNS-related metnics m menory locally on the
DNS server 1O, In certain embodiments, the DNS server 140 may periodically transmit
server 140 may transmit DNS metrics data to the DNS management servers 136 only
15 when the DNS management servers 130 poll the DNS servers 140 for the data,
{0033]  In certain embodiments, the DNS management server 130 may collect the DNS
metrics associated with a particular DNS server 140, For example, the collection may
involve the DNS management servers 150 periodieally transmitting a DNS request to the
DNS servers 140, The DNS management servers 1530 may receive one or more DNS
20 responses to the one or more DNS requests and may determine from those DNS responses
any vartety of DNS metrics associated with a particular DNS server 140, For exanple, the
DNS manaporoent servers 150 may be able to ascortan DNS gvailability, BNS Tateney,
and/or DNS resohstion failure from the received DNS responses, It will be appreciated that
the DNS management servers 150 may be able to tally how many DNS requests have not
25 been resolved from a collection of DNS requests and from that data determine DNS
resolution fathure levels andfor percentages. Additionally, the DNS management servers
136 may measwre the amount of fime hHebween sending & DNS réquest and receiving 3
DINS response and may determing DNS fatency therefrom,
J00S4] At block 304, the DNS management servers 130 may idennify one or more
30  threshold levels corresponding to the one or more metrics. These threshold levels may be
predetermined and fixed in certain embodiments. In other embodiments, the threshold
levels corresponding to the one or more metrics may be dynamically and/or periodically
determined by the DNS management servers 1500 by yet other embodiments, the threshold

levels may be provided to the DNS management servers 150 from ome or more other
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entities, for example, via the network 108, Regardless of the source of the threshold levels

corresponding to the one or more metrics, the DNS management servers 150 may be able
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& 1o identify the metric to which the thveshold levels comespond in any varicty of ways,
mchding the use of vnigue dentifiers associated with the threshold valoes. bn some cases,
there may be a single threshold value assoeiated with a particular metric for a particelar
DINSG server 140, For example, a threshold value of 93% may be associated with a DNS
server avatlabibily metric. In other cases, there may be more than oue threshold value

10 associated with a particelar metric associated with a particelar DNS server 1L For
example, threshold values of 75% and 93% may be associated wath a DNS server
avatlabilgy metrie.

[0055] At block 306, & TTL valuc may be determined based at least in part on
comparing the one or more metrics to the one or more threshold levels. In other words, the

18 TTL value may depend ona value of @ DNS metric in relation to ong or more threshold
values associated with that metric. As a non-limiting example, consider that there are two
threshold fevels assoviated with DNS Jatency. If a latency value s veceived at block 302
and the two threshold values are identified at block 304, then at block 306 the DNS
management servers 150 may be able to determing a TTL value. The DNS managenient

20 servers 150 may determine a first TTL value, if the latency value is less than both of the
threshold values. The DNS management servers 150 may determine a second TTL value,
if the latency value is between the two threshold values, and the DNS management servers
150 may determine a third TTL value, if the Iatency value is greater than both of the

threshold values: It will be appreciated that i the Iatoney valoe s low, then there is a

T
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reduced risk of DNS resohution failure. Accordingly. in the case of the cxample and n
certam embodiments, the first TTL valug may be less than the sccond TTL vahie, and the
thid TTL value nay be greater than the sccond TTL value. Non-limiting examples of
first, second, and third TTL valees may be sbout 1 mimute, 15 minutes, and 30 ninotes.

j0056] It will be appreciated that in certain cases the TTL value may be determined
30 hased on more than one type of metric and associated threshold values. For example, the
TTi values may be determined based on both DNS latency metrics and DNS fathive levels
associated with 8 particular DNS sarver 140, In contain cmbodiments; the TTL value
selected may be the TTL value corresponding 1o the highest TTL valae determined from

any of the DNS metrics available. In other embodiments, the TTL values may be

G
s

determined i a wvariety of other ways, such as selecting the lowest TTL value as
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determined from any of the DNS metrics considered or taking an average of TTL values
determined from cach of the DNS metries considered.

J0057] At block 308, a zone file may be generated based at least m part on the
determined TTL wvalue. As discussed above, the zone file may include at least onc
association of a domain name to a domain address, such as an IP address or DNS resouree
record type. The zone file may further include the TTL values as determined 11 block 306
The zone file may be in the form of one or more data packets that may be configared to be
parsed by the receiving DNS server 140 {o extract mformation, such as the TTL values. At
block 31, the generated zone file may be provided to the DNS server {400 In one aspect,
the zone file may be ransmitted via the network 108 from the DNS management servers
150 1o the DNS server 140, It will be appreciated that the zone file may be provided to the
DNS server 144 at a predetermined time and/or frequency. Alematively, the zone file may
be provided to the DNS server 140 when the DNS management server 150 detects a
change i o pwhic over a corresponding threshold value. In this case, the DNS
managenent server 150 may provide a change in the TTL value at the DNS server 140 at
an unscheduled tme in response to a change in the risk assessment assoctated with DNS
resolution for the particular DNS server 140,

j0058] It will be appreciated that in certain embodiments, the risk aware TTL values
may be communicated withont incorporation ina zone file, Indeed, in these embodiments,
the DNS management server 130 may provide the DNS servers 140 with an mdication of
the TTL value that should be used for particelar DNS resolution processes. In yet other
embodiments, where the aforementioned processes are conducted at the DNS server 140
rather than at the DNS management servers 130, the TTL walues may be updated at the
DINS servers 140 without the generation of zone files.

j0039] 1t should be noted that the method 300 may be moditfied in various ways in
accordmwee with certain erobodiments of the disclosure. For example, one or more
operations of the methed 300 may be ¢liminated or executed out of order in other
embodiments of the disclosure, Additionally, other operations may be added to the method
300 i accordance with other embodimentis of the disclosure.

{0666}  Referring now to FIG. 4, an example method 400 for providing a zone file to a
DNS server based at least in part on an availability metric is illustrated. The method 400

may be tmplemented by the DNS management servers 150 and may be a parpadar
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implementation of the example method 300 for providing a zone file to a DNS server 140
As weith method 300 of FIG. 3, method 400 may altematively be performed by the DNS
server 140 in certain cmbodiments of the disclosure. At block 402, availability metric data
associated with a DNS server may be received, This avatlability metric may be 3
percentage of DNS requests that are being fulfilled within a pargenlar period of time. For
example, the availability metric may indicate the percentage of DNS requests that are
fulfilled with about 1 second of recoiving the DNS request. This metrie data may be
reccived by the DNS management servers 150 directly from the DNS servers or may be
colleeted andfor measwred by the DNS management servers 150,

j0061] At block 404, a threshold vahie corresponding to the reccived availability
metric may be identified. This threshold value may be a fixed predetermined value
provided to the DNS management servers 150, Altermatively, the threshold value may be
deterntined by the DNS management servers 150 or provided o the DNS management
servers 150 from a fhied party.

{0062} At block 406, it may be determined if the availability metric 1s greater than the
threshold level, IF the avatlability metii¢ 1§ greater than the treshold level, thern, at block
408, a TTL value may be set at a first set pount. I however, the availability metric is not
greater than the threshold level, then, at block 414, the TTL, value may be set at a sccond
set point, The second set point of the TTL mav be g value that is greater than the frst sed
point. Indecd, a greater availability mctric may mdicate a lesser risk of DNS resolution
failure and may, therefore, warrant a smaller TTL value, Similarly, a lower availability
metrie value may indicate a higher nisk of DNS resolution fathwe and may, therefore,
warrant a larger TTL value, As discussed above, a relatively farger TTL value may resalt
in a relatively reduced DNS request load on a particular DNS server 140, Conversely, a
refatively smaller TTL value may result in a relatively increased DNS request load on a
particular DNS sevver 140, Accordingly, the DNS load request on g particular DNS server
140 may be modulated based on controlling the TTL value associated with the NS server
140 and/or a particalar domain name resolution. Indeed, the TTL value may be modudated
at blocks 406, 408, and 410 respomsive twyan indication of risk of DNS fubhwe of the DNS
server 140,

[0063]  Once the TTL value has been identified, at block 412, the zone file may be

gencrated based at least in pant on the determined TTL value. As described above, the

24



WO 2014/039656 PCT/US2013/058229

& zong file may indicate associations bepween one or more domain names and domain
addresses, such as an IP address or DNS resawce record type. The zone file may fuviher
indicate the TTL value sclected at blocks 408 and 410.{7] At block 414, the zone file may
be provided to the DNS server 140, In ong aspeet, one or more data packets of the zone
file may be ransnntted via the network 108 from the DNS managerent servers 150 to the

10 DNS cervers 1440
j0064] Referring now to FIG. 5, an example method 300 for identifving threshold
vittues assoviated with a partcular DNS metrie s tustrated. The method 506 may be
performed by the DNS management servers 13 In certain embodiments, the method 300
may be performed by the DNS server 140 or a combination of tho DNS server 148 and the

15 DNS management server 150, At block 502, historical data associated with at least one
DNS server may be accessed. This historical data may be accessed by the provessors 160
of the DNS managenient servers 150 front the DNS databage 180, Alternatively, this data
may be received by the DNS management servers 150 from another entity, such as 3
remote database, In one aspect, the historical data may include a time senies of one or

20 move DNS metrics associated with a corresponding DNS server 140, For example, DNS
fateney data and DNS availability data over about 8 two-month time frame may be
accessed by the DNS management servers 130, Additionally, the historical data may
mchude indications of DNS failure, and these indications of DNS fatture may include

indications of time and severity of the fathures: These failare events may be one or moe of

T
(¥ <1

a DINS sorver 140 coasing to provide DNS for a period of time or the DNS server 140
providing DNS resolution of incoming DNS requests under a predetermined threshold
percentage. Indeed, a DNS fathure event may indicate a relatively high fatlure of DNS
resohution. Such a failure ovent may result in a relatively high percentage of wsers 102 not
being able to acoess websites 116 that they desire to view on their user deviegs {04,

36 [0065] At block 504, the historical daa assoclated with the at least one DNS server
may be analvzed. In one aspect, the analysis may entail levels of various DNS metrics
icading up to PNS failure cvents. These levels of the DNS metics may provide gaidance
with respect to where 1 set threshold levels that may indicate g relatteely high probability

of future DNS fatture ovents. Fuarthermore, the analysis at block 504 may indicate

G
s

iistances when the one or more DNS servers 140 may have been subject o malicious

activities, such as a denial of service attack,; where the DNS server 140 may have been
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nundated with DNS requests to cause a DNS fatlure ovent. At-block 3406, the analysis
performed at block 304 may be used to ideniafy threshold levels associated with the one or
mote metrics associated with the at loast one DNS server 1401
j0066] 1t should be noted that in certain embodiments, the threshold levels may be set
at the DINS servers 140 and the deternunation of the TTL levels may be performed at the
DNS managemoent servers 150, Tn other embodiments, the threshold levels may be set at
the DNS management servers 150 and the determination of the TTL levels 'may be
performed at the DNS servers 140
[0067] It should be noted that the methed 3 may be modified in various ways in
accordance with certain embodiments of the disclosure. For example, one or more
operations of the method 300 may be clininated or executed ouwt of order n other
cmbodiments of the disclosure. Additionatly, other operations may be added o the method
300 in accordance with other embodimenis of the disclosure.
{0068]  Vwious cmbodiments of the discloswre can be deseribed i view of the
following clauses:
1 A system, comprising:
at least one memory that stores computer-cxecutable mstructions;
at lcast obe processor configured to access the at least obe miemory, wherein the at
feast pre processor & configured 0 execute the computer-cxecitable mstroctions o
receive @ domain name service (DNS) availability metric associated with a
NS server;
wdentify a threshold value cotresponding to the veceived DNS avarlability
metric;
determine a time o hive (TTL) value based at least in part on comparing the
DINS availabifity metrie to the corresponding threshold valug,
generate a zone file based at least i part on the determiined TTL value; and

transmit the zone file to the DNS server,
2 The systery of clause 1, wherein receiving the BNS avatlability metric comprises at

least one of: (1) recetving the DNS availability metric from the DNS server; (i) polling the

DS server for the DNS availability data; or (iiiy measuring the DNS availabifity data.
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3 The system of clause 1, wherety the theeshold value is based at least in part on

hstorical DNS avatlability metvic dada assoctated with one or more DNS sorvers.

4, The system of clause 1, wherein the threshold value s based at least i part on

mformation about one or more DNS fatlure events.

3. The system of clause 1, wherem deteramning the TTL value further comprises
setting the TTL value to a first set point if the DNS availability metric is greater than the
corresponding threshold value and setting the TTL valoe ©0 8 second set point if the DNS

metrie 1s Jess than the corresponding threshold vahe

& The system of clause §, wheretn the first set point value 1s fess than the second set

point value.

7. The system of clagse 1, wherein the zone file further comprises an associgtion of a

domain name to an internet protocol (1P) address or NS resource record type.

8. A method, conmprising:
receiving, by a dormmin name service (DNS) server comprising at least one
mrocessor, a zone file incloding at east an mdication of a time to Bve (TTL) value;
receiving, by the DNS server, a DNS request from a user devicg;
creating, by the DNS server, 3 DNS response comprising domain name
resolation and the TTL value based av feast o part on the zove fle and-the DNS
request; and
transmitting, by the DNS server, the DNS response to the user device,
wherzi the TTL value is based at least in part on one or more DNS metrics

associated with the DNS server.

@, The method of clause 8, wherein the zone file further comuprises an association
between a domain name and an internet protocol (JP) address or DNS resource record

type.
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5 ML The method of clause 8, whcrein the DNS request comprises at least an indication

of a domain name.

11 The nwethod of clause 10, whergin the domant resolution comprises associating an
1P address or DNS resource record type to the indication of the domain name.

10
12, The method of clause 8, wherein the DNS request conprises an P address

associated with the user deviee or a caching DNS server,

13, The method of clause §, wherein the one or more DNS metrics comprises at feast
13 ong of (1) DNS server availability; (i1} porcentage of DNS resolution fatture; (i) DNS
resohution latency; (iv) number of DNS requests received; {v) DNS server processor

usage: (vi) DNS server resources; or {vii} network avalability.

14, The method of clause 8, wherein the TTL value is further based at least in pari on

20 one or more threshold values corresponding to the DNS metrics.

15, At least one computer-readable mediem comprsing  computer-cxcestable
mstructions that, when executed by one or more procossors, execnte a method comprising:

receiving oneor more domain name service (DNS) metries associated with a DNS

28 server;
identifying respective threshold values corresponding to the received one or more
metries;
determining a time to live (FTL) value based at loast i part on comparing the ong
or more metries to the roespective corresponding threshold valuey;
30 and
trasmitting an indication of the TTL value.
6. The at least one conputer-rendable medium of clause 15, wherein the one or more
DNS metrics comprises at least one of! (1) DNS server avinlability; () percentage of DNS
35 resolotion fatlure; () DNS resolation latency; (iv) munber of TINS requests received; (v)

DINS server processor usage; (vi) TINS server resources; or {vil) netwaork availability.

28
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17, The at least one computer-readable medium of chusse 15, wherein the threshold
valugs corresponding to the one or more metrics are based at feast m part on histerical

NS netric data associated with one o more DS servers.

10 18. The at least one computer-readable medium of clause 15, wherein the threshold
values: corresponding to the one or more metrics are based at least in part on information

about.one or more DNS failure ovents.

19 The at least one compater-readable medium of clmse 15, wherein deternuning the
15 TTL value further comprises sctting the TTL value to one of either: (1) a first set pomt if ag
least one of the one or more metrics is greater than its corresponding respective threshold
value; or (it} a second set pont if the one or more metrics ave less than their corresponding

respective fhreshold value,
20 2. The at least one computer-readable medium of clause 19, wherein the one or more
niotrics 1s @ NS latency and the first sei point value is greater than the sceond set point

vahue,

21, The at least one computer-readable mednom of clause 15, wherein transmitting an

P2
L

indication of the TTL valuwe comprises generating a zone file based at least in part on the

determined TTL value.

22, The at least one compuwter-readable median of clause 21, whersin the zone file
further comprises an association of a domain name to an internet protocol (1P address o

30 DNS resource reemd fype.

[0069]  Embodiments may be provided as a compuicr program prodaect including a
non-transitory machine-readable storage medium having stored thereon instructions {in
compressed or uncompressed form) that may be used to program a computer (ov other
3% clectronic device} to perform processes or wmethods described heretn. The machine-

readable storage medium may include, but is not hmited to, hard drives, Hloppy disketies,
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optical disks, CD-ROMz, DVDs, read-only memories (ROMs), random access memaorics
(RAMs), EPROMs, EEPROMs, flash memory, magnetic or oplical cards, selid-state
memoty dovices, or other types of media/machine-readable mediom sudtable for storing
clectromie instructions,  Further, embodiments may alse be provided as a computer
program product incloding a transitory machine-readable signal (i compressed or
uncompressed form), Examples of machine-readable signals, whether modulated using &
carrier or not, include, but are not limited to, signals that a computer system or machine
hosting or running a computer program can be configured to acvess, including signals
downloaded through the Intermet or other networks. For example, the distribution of
software may be an Internet download.

j0070]  Although embodiments have been deseribed in language specific to structural
featwres andior methodological acts, it 18 1o be wnderstood that the disclosure is not
necessarily himited to the specific features or acts desoribed. Rather, the speaific feanges
and acts are discloged as illastrative forms of mmplementing the embodiments, Conditional

o

language, such as, among others, “oun,” “eould)” “might,” or “may,” unless specifically
stated otherwise, or otherwise understood within the context as used, is generally mtended
to convey that cortain embodinients could include, while other embodiments do not
include, certain foatures, clements, andfor steps.  Thus, such conditional language is not
generally intended to ireply that features, clements, and/or steps are in any way required
for one or more cobodiments or that one er more embodiments necessarily inchude logic
for deciding, with or without user input or prompting, whether these features, clements,

and/or steps are included or are to be performed i any particular cobodiment.
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5 CLAIMS

THAT WHICH IS CLAIMED:

i. A system, comprising:
at least one memory that stores computer-executable instructions;
at least one processor configured 1o access the at least one memnory, wherem the at

10 least one processor is configured to execute the computer-executable instructions to:
receive a domatn name serviee (DNS) availability metric associated with a

D3NS server:

wdentify a threshold value corresponding to the received DNS availability

metie;
13 deternuine a time to live {TTL) value based at least hu part on companng the
DINS avatlabitity metric to the corresponding threshold vahee;
generate a zone file based at feast i part on the determined TTL value; and
transoit the zone file o the DNS server.

B IS The system of claim 1, wherein receiving the DNS availability metvic comprises at
least one off (1) receiving the DNS availability metric from the DNS server; () polling the
DNS server for the DNS availability data; or (1) measuring the DNS avatlability data.

3. The system of claim 1, wherein the threshold value 13 based at least m part on

28 historical DNS availability metric data associated with one or more DNS servers.

4. The system of clatm 1, wherein the threshold value is based at feast in part on
mformation about one or more DNS fatlure events.

30 & The system of claim 1, wherein derernuning the TTL value further comprises
setting the TTL value to a first set point 1f the DNS availability metric 1s greater than the
corresponding threshold value and setting the TTL value to a second set point if the DNS
mettic is loss than the corresponding threshold value,

35 6 The system of claim 5, wherein the fivst set point value 15 ess tha the second set

point value.
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b}
7. The system of clain 1, wherein the zone file futher comprises an association of a
domam name toan miernet protocol (1P} address or NS resource tecord type.
& A mecthod, comprising;
16 receiving, by a domain name service {DNS) server comprising at least one
processor, a zone file mcluding at least an indication of a thme & hive (TTL) value;
receiving, by the DNS server, a DNS request from g user devieg;
creating, by the DNS server, @ DNS response comprising dorsain name
resolation and the TTL value based at least in part on the zone file and the DNS
15 reguest; and
travsmitting, by the DNS server, the DNS response to the user device,
wherein the TTL value is based at least in pavt on one or more DNS metrics
associated with the DNS server.

RIS The method of clatm 8, wherein the zone file further comprises an association
betwesn a domain name and su o itemet protocol (IP) address or DNS resource reeopd
type.

1. The mothod of clai &, wherein the BINS request comprises at least an indication

28 ofadomaim name.

11, The mothod of clatm 10, wherein the domain resolution comprises associating an

IP address or DNS resowee record type to-the indication of the domain name.

30 120 The method of claim 8, wherem the DNS request comywises an IP address

associated with the user device or @ caching DNS server.

13, The method of clabn 8, whercin the one or more DNS meirics compriscs at Teast

one of (1) DNS server avatlability; (1) percentage of DNS resolution fnlure; (11} DNS

ik
L

resofation latency; (3v) monber of DNS requests received; (v) DNS server processor

usage; (vi) DNS server resowrces; of (vil) notwork avatlability,

"
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14, The method of clanm 8, wherein the TTL valoe s further based ot east in past on

one-or more threshold vahues corresponding to the DNS metrics.

Lo
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