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DESCRIPTION

Field of the invention

[0001] The present disclosure relates to a mobile phone application for diabetes care that
allows persons with diabetes to activate and use a medical feature of the application using data
received from a healthcare professional.

Background and related art

[0002] Persons with diabetes have difficulty regulating blood glucose levels in their bodies. As
a consequence, many of these persons carry specialized electronic meters, called blood
glucose meters, which allow them to periodically measure their glucose levels and take
appropriate action such as administering insulin using an insulin pump. These persons may
also carry with them a portable communication device, such as a mobile phone, a personal
digital assistant, a tablet, or a similar mobile device. People often rely on their portable
communication devices as primary means for planning, scheduling, and communicating with
others. As a result, most portable communication devices are equipped with sophisticated
software which provides user-friendly means for viewing and inputting data.

[0003] Persons with diabetes may wish to view and analyze results of a blood glucose
measurement obtained from their glucose meter on their portable communication device.
Additionally, these persons may wish to transmit the results to a healthcare professional using
the portable communication device. Further, these persons may wish to receive bolus advice
instruction from the healthcare professional on the portable communication device in order to
manage administration of insulin. Accordingly, it is desirable to develop a diabetes
management application that runs on a portable communication device and that allows
persons with diabetes to transmit blood glucose measures to a healthcare professional and
receive bolus advice instruction from the healthcare professional.

This section provides background information related to the present disclosure which is not
necessarily prior art.

[0004] Patent application US 20121232520 A1 (SLOAN MARK K [US] ET AL) (2012-09-13)
describes methods, systems and devices for detecting an analyte sample, determining an
analyte concentration associated with the detected analyte sample, and storing the determined
analyte concentration and a time associated with the determined analyte concentration. The
application further describes methods, systems and devices for retrieving two or more stored
analyte concentrations and determining an adjusted dose level based at least in part on a
current dose level and data associated with the two or more retrieved analyte concentrations.
For example, adjustments to dosage levels of long acting insulin may be provided to assist in
the management of diabetes and related conditions.
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International patent application WO 2009/071188 A1 (2009-06-11) describes a system and
method for selectively configuring features and functions of a consolidated software application
for particular end users.

Summary

[0005] This application claims the benefit of U.S. Provisional Application No. 61/816,564 filed
April 26, 2013.

[0006] In one aspect the invention relates to a treatment apparatus comprising an apparatus
for administering a drug to a mammal, a glucose-meter and a mobile device and relates to a
method for activating a medical feature of an diabetes management application executed on a
mobile device and on a glucose meter as specified in the independent claims. Embodiments of
the invention are given in the dependent claims.

[0007] The mobile device is connected to a server via a network. The mobile device hosts an
application program that comprises one or more medical features, i.e., modular pieces of
program logic. The application program is configured to execute the following steps:

* receiving (i) an activation code to activate one of the medical features of the application
program and (ii) one or more parameters associated with a prescription, wherein the
activation code includes an identifier that identifies one of the medical features that is to
be activated;

e transmitting, by the application program, the activation code via the network from the
mobile device to the server;

e receiving, by the application program, an authorization code from the server, wherein
the authorization code indicates a validity of the activation code; the authorization code
may be received in response to the transmission of the activation code to the server;

e activating, by the application program, the one indicated medical feature using the
activation code, the activation being performed in response to the activation code being
valid;

o configuring, by the application program, the activated medical feature using at least one
of the one or more parameters associated with the prescription; and

e generating, using the activated medical feature, data based on the one or more
parameters associated with the prescription, the generated data being indicative of how
the drug shall be administered,;

o outputting the generated data via a user interface of the mobile device and/or sending
the generated data to the apparatus for administering the drug.

[0008] A 'feature' as used herein is a piece of program logic installed on the mobile device.
The piece of program logic may be based on software, firmware, hardware or any combination
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thereof. For example, a feature may be a function or a module the application program
receiving the activation code or of another application program executed on the mobile device
and interoperatively coupled to said application program. For example, the medical feature
may be a piece of program logic causing the mobile device to display medical data, e.g.
medical treatment advice, dosage information, diagnostic information or the like. Alternatively
or in addition, the piece of program logic in activated state may be operable to cause the
mobile device to send control data to a medical device such as a glucose-meter or insulin
pump for controlling execution of said medical device and/or to receive measurement data
from a medical device.

[0009] According to embodiments, the medical feature is a physician-prescribable feature, i.e.
piece of program logic that shall be executed only in case the patient using the application
program has received a prescription for the function provided by said program logic from a
medical professional such as a physician. Using an activation code for physician-prescribable
features may be advantageous as it may be possible to create and communicate the
prescription fully automatically to a patient and in some embodiments even to fully
automatically administer the drug in accordance with the parameters of the prescription to the
patient.

[0010] In some embodiments, the application program is a diabetes management application.
The user of the mobile device may be the owner or user of a medical device such as a glucose
meter or an insulin pump.

[0011] Said features may be advantageous as a highly secure apparatus is provided that is
operable to ease the application of prescribed drugs, in particular to make the selection and/or
administration of the appropriate dosage more save. Outputting the generated data via a user
interface of the mobile device, e.g. displaying the data on a screen of the mobile device, may
enable a user to manually use an apparatus for administering the drug in accordance with the
output data. In addition, or alternatively, said apparatus for administering the drug may
comprise an interface to automatically receive the generated data and to automatically select
and output an amount of the drug specified in the generated data and/or to automatically
administer the drug. The administration of the drug may comprise administering the drug e.g.
orally, intravenously and/or by simply selecting and outputting, a calculated amount of the drug
to the patient to enable the patient to manually administer the drug.

[0012] Said features may be advantageous as they allow a doctor or any other kind of medical
professional to automatically or semi-automatically and specifically control if a patient should
have access to a particular feature of the application program running on the mobile device.
This may increase the safety of using various diagnostic or treatment devices in the biomedical
sector and may reduce the risk associated with displaying diagnostic data or treatment data to
the patient who may react on said information inadequately. For example, a feature of the
program could relate to displaying some treatment advice or diagnostic data to a patient, i.e.,
to the user of the mobile device. Said displayed data may induce a medical layperson e.g..to
apply a recommended and displayed insulin dosage immediately. However, the patient may
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apply the insulin bolus without observing hygiene standards. By activating the feature by
means of an activation code, it is possible to provide a patient with a medical device or
application program that is deactivated at first, and that may be activated later. The activation
may be performed e.g. by a health professional after having explained in detail to the patient
how a particular medical device should be handled and what kind of hygiene measures should
be taken. It may also be possible that some features are activated after the patient has
participated in a training course for using said feature of the application program and/or in a
training course for using a medical device exchanging data with said feature.

[0013] Thus, the safety of providing complex medical information and medical devices to
patients may be increased.

[0014] In a further aspect, the invention may allow a decoupling of the physical provisioning of
a medical device and/or medical software from the moment of enabling a user, i.e., a medical
layperson, to actually use said device or software. This may be advantageous in particular for
complex devices and software modules comprising a plurality of different functions which may
be selectively and sequentially activated. Thus, it is possible to selectively activate functions of
a medical device and/or medical software that can safely be assumed to be manageable by
the user both cognitively as well as practically. Other features may be activated later after the
patient has participated in a training course or has been instructed by the doctor.

[0015] According to embodiments the generated data comprises one or more of:

* bolus dosage data, the bolus dosage data being indicative of the amount of the drug to
be administered;

* atreatment scheme for administering the drug;

e an indication of one or more time moments for administering the drug;

e a warning message not to administer the drug;

* a human-readable advice how to use the apparatus for administering the drug.

[0016] According to embodiments the generated data sent to the apparatus for administering
the drug comprises:

e configuration data, wherein the apparatus for administering the drug is configured such
that it administers the drug in an amount, in a composition and/or at a time as specified
in said configuration data; and/or

e command data, wherein the apparatus for administering the drug is configured such that
it administers the drug immediately upon receipt of the command data, wherein the drug
is administered in an amount as specified in said command data.

For example, the control data may trigger an insulin pump to apply insulin to a patient's body,
or may trigger a glucose meter to puncture the skin of a patient for obtaining blood, or the
control data may trigger a calibration or cleansing of the measuring device, may trigger the
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processing of a test strip, or the like. The measuring device and/or the apparatus for
administering the drug may only in the paired state be enabled to receive and process control
data from the activated feature of the application program and/or to return measurement data
selectively to the activated feature of the application program.

[0017] According to embodiments the apparatus for administering the drug comprises a
processor and an interface for exchanging data with the application program. The interface is
configured to pair the apparatus for administering the drug to the application program. In a
paired state the apparatus for administering the drug and the application program are
connected via a data communication connection. The pairing is such that only in the paired
state the one medical feature of the application program, if successfully activated, is configured
to send the generated data being indicative of how the drug shall be administered to the
apparatus for administering the drug.

[0018] The connection established after pairing between the application program and the
apparatus for administering the drug may be a WiFi connection, a Bluetooth connection, a
cable connection, or any other suitable data transfer connection. Preferable, the connection is
secured by a cryptographic protocol, e.g. SSH and/or TLS. If the pairing was executed
successfully, the apparatus for administering the drug and the application program are in a
paired state. Otherwise, both objects are not in the paired state.

[0019] According to embodiments the apparatus for administering the drug is an insulin pump
and the drug is insulin.

[0020] According to embodiments the treatment apparatus further comprises a medical
measurement-device. The measurement device comprises a processor and an interface for
exchanging data with the application program. The interface is configured to pair the
measurement device to the application program. In a paired state the measurement device
and the application program are connected via a data communication connection. The pairing
is such that only in the paired state the one medical feature of the application program, if
successfully activated, is configured to receive measurement data from said measurement
device and use said measurement data as input for the generating of the data being indicative
of how the drug shall be administered. According to embodiments, the connection established
after pairing between the application program and the measurement device may be a WiFi
connection, a Bluetooth connection, a cable connection, or any other suitable data transfer
connection. Preferable, the connection is secured by a cryptographic protocol, e.g. SSH and/or
TLS.

[0021] According to embodiments, the data being indicative of how the drug shall be
administered is generated by using parameters specified in the prescription in combination with
measurement data gathered from the mammal by a medical measuring device as input. This
may be advantageous, because a particularly accurate, reliable, individualized and safe
method of determining a drug dosage that is best for an individual patient at a given time is
provided. For example, the measurement data may indicate a current glucose level, and the
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prescription may comprise a blood glucose level range considered as optimal or healthy. By
considering the current glucose level of a patient (which may vary considerably in the run of a
day) as well as said "desired" blood glucose range, the amount of insulin necessary to shift the
current glucose level in the appropriate concentration range may be facilitated. Thus, the
apparatus may allow adapting a particular drug dosage specified in a prescription to the
dynamically varying metabolomic state of a patient, thereby preventing an administering of too
much or too little of the drug.

[0022] According to embodiments the measurement-device is a glucose-meter and the
measurement data comprises a glucose level of the mammal.

[0023] According to embodiments the treatment apparatus further comprises a server that is
configured to:

* generate the activation code;

o provide the generated activation code directly or indirectly to the application program
running on the mobile device;

» store a copy of the generated activation code as a reference value;

e receive the activation code from the application program via the network;

» check if the received activation code is valid, the checking comprising comparing the
received activation code with the stored reference value;

e in case the received activation code is valid, returning the authentication code to the
application program.

[0024] For example, an 'activation code' may be an alphanumeric character string.

[0025] In a further aspect, a method for activating a medical feature of an application program
executed on a mobile device is provided. The method comprises receiving, by the application
program, (i) an activation code to activate a feature of the application program and (ii) one or
more parameters associated with a prescription, where the activation code includes an
identifier that identifies the feature to be activated. The method further comprises transmitting,
by the application program, the activation code via a network from the mobile device to a
server; and receiving, by the application program, an authorization code from the server,
where the authorization code indicates a validity of the activation code. The method further
comprises activating, by the application program, the feature using the activation code, the
activation being performed in response to the activation code being valid. The method further
comprises configuring, by the application program, the activated feature using at least one of
the one or more parameters associated with the prescription. The method further comprises
generating, using the activated feature, data based on the one or more parameters associated
with the prescription.

[0026] In a further aspect, a method for activating a bolus advisor feature of an application
program executed on a mobile device is provided. The method comprises receiving, by the
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application program, (i) an activation code to activate the bolus advisor feature of the
application program and (ii) one or more parameters associated with a prescription, where the
activation code includes an identifier that identifies the bolus advisor feature to be activated.
The method further comprises transmitting, by the application program, the activation code via
a network from the mobile device to a server; and receiving, by the application program, an
authorization code from the server, where the authorization code indicates a validity of the
activation code. The method further comprises activating, by the application program, the
bolus advisor feature using the activation code, the activation being performed in response to
the activation code being valid. The method further comprises configuring, by the application
program, the activated bolus advisor feature using at least one of the one or more parameters
associated with the prescription. The method further comprises generating, using the activated
bolus advisor feature, bolus dosage data based on the one or more parameters associated
with the prescription.

[0027] A 'bolus advisor feature' as used herein is a piece of program logic operable to
calculate and output a bolus via a user interface, e.g. a display or speaker of the mobile device
or via a printer connected to the mobile device. A 'bolus' is a single dose for administration of a
particular drug, medication or other substance. The function may take several parameter
values as input, e.g. physiological parameters of the patient such as gender, age, metabolite
concentration in the blood or urine or the like for calculating the bolus that is outputted.

[0028] In yet another embodiment, a method for activating a medical feature, e.g. a bolus
advisor feature, of an application program executed on a mobile device comprises receiving,
by a healthcare professional, an activation code from a server to activate the medical feature
of the application program, where the activation code includes (i) a country code of a country
where the activation code is to be used, (ii) an identifier that identifies the medical feature to be
activated, and (iii) an alphanumeric string. The method further comprises receiving, by the
application program, (i) the activation code and (ii) one or more parameters associated with a
prescription from the healthcare professional; and transmitting, by the application program, the
activation code via a network from the mobile device to the server. The method further
comprises receiving, by the application program, an authorization code from the server, where
the authorization code indicates whether the activation code is valid. The method further
comprises activating, by the application program, the medical feature using the activation code,
the activation being performed in response to the activation code being valid. The method
further comprises configuring, by the application program, the activated medical feature using
at least one of the one or more parameters associated with the prescription. The method
further comprises generating, using the activated medical feature, data that is indicative of how
the drug shall be administered based on the one or more parameters associated with the
prescription. For example, said generated data may be bolus dosage data.

[0029] In a further aspect, the disclosure relates to a mobile device of a user. The device
comprises a processor and a storage medium. The storage medium comprises computer-
interpretable instructions which encode an application program configured to perform a
method for activating a medical feature of an application program according to any one of the
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embodiments described herein.

Further areas of applicability of the present disclosure will become apparent from the detailed
description, the claims and the drawings. The detailed description and specific examples are
intended for purposes of illustration only and are not intended to limit the scope of the
disclosure.

Brief description of the drawings

[0030] In the following embodiments of the invention are explained in greater detail, by way of
example only, making reference to the drawings in which:

Figure 1
is a diagram depicting a handheld glucose meter in data communication with a diabetes
management application residing on a mobile phone;

Figure 2
is a block diagram of an exemplary hardware arrangement for the glucose meter;

Figure 3
is a sequence diagram illustrating an exemplary sequence for taking a blood glucose
measure using the glucose meter,;

Figure 4
is a flowchart illustrating an exemplary technique for transmitting blood glucose
measures individually from the glucose meter;

Figure 5
is a flowchart illustrating an exemplary technique for processing glucose measures
received by the diabetes management application; and

Figure 6
shows a screenshot of a mobile phone application for diabetes care including a bolus
advisor.

Figure 7
is a flowchart illustrating an exemplary technique for activating a bolus advisor on a
mobile phone application for diabetes care.

Figure 8
is a flowchart of a method for activating a medical feature of an application program
executed on a mobile device.

Figure 9
shows a table of parameters (settings) associated with a prescription used to setup an
activated feature of an application program executed on a mobile device.

[0031] The drawings described herein are, for illustrative purposes only, of selected
embodiments and not all possible implementations, and are not intended to limit the scope of
the present disclosure. Corresponding reference numerals indicate corresponding parts
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throughout the several views of the drawings.

Detailed description

[0032] Figure 1 depicts an exemplary handheld glucose meter 12 in data communication via a
wireless data link with a diabetes management application 14. The glucose meter 12 is
configured to receive a sample of blood from a patient and determine a blood glucose
measure for the patient from the blood sample. One or more blood glucose measures may in
turn be transmitted over the wireless data link to the diabetes management application 14 for
further processing. In an exemplary embodiment, the diabetes management application 14
resides on a mobile phone 16. In other embodiments, the diabetes management application 14
may be native to a remote server 18 with its user interface presented on the mobile phone 16.

[0033] The mobile phone 16 may be a handheld computing device arranged to include a
hardware layer, an operating system layer, an application layer, and a user interface layer. For
example, the hardware layer includes a processor and memory. The operating system layer
includes an operating system. The operating system is a set of instructions stored in memory
and executed by the processor. For example only, the operating system may include Android
OS, i0S, or any other suitable mobile phone or tablet operating system. The application layer
includes at least one software application, for example the diabetes management application
14. The user interface layer includes a user input device, such as a keyboard or a touch
screen interface, and a display screen.

[0034] In some embodiments, data is transferred to and from the glucose meter 12 using the
Bluetooth wireless technology standard (e.g., low energy feature of Bluetooth 4.0) although
other types of communication transports are contemplated by this disclosure. For example
only, data may be transferred to and from the glucose meter 12 using a WiFi network
connection or a physical cable connection. In some embodiments, the glucose meter 12 is
physically connected to a personal computer (PC). The glucose meter 12 transfers data over
the physical connection and is stored in memory within the PC. The PC may be configured to
transmit data received from the glucose meter 12 to another computing device, such as the
mobile phone 16. In another embodiment, the PC may be configured to transmit data received
from the glucose meter 12 to the remote server 18. The mobile phone 16 may then
communicate with the remote server 18. For example, the remote server 18 may transmit data
to the mobile phone 16. The mobile phone 16 stores the received data. The diabetes
management application 14 may process the data stored within the mobile phone 16.

[0035] In other embodiments, the mobile phone 16 may communicate the one or more
glucose measures to the remote server 18. For example, the mobile phone 16 may be
configured to determine whether to communicate the one or more glucose measures to the
remote server 18. Upon receiving the one or more glucose measures from the meter 12, the
mobile phone 16 determines whether to communicate the one or more glucose measures to
the remote server 18. In some embodiments, the mobile phone 16 is configured to
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automatically communicate the one or more glucose measures to the remote server 18.

[0036] In yet another embodiment, the mobile phone 16 is configured to determine whether
the remote server 18 has sent a glucose measure request to the mobile phone 16. When the
mobile phone 16 determines the remote server 18 has sent a glucose measure request to the
mobile phone 16, the mobile phone 16 communicates the one or more glucose measures to
the remote server 18. The glucose measure request may be a signal communicated over a
wireless network to the mobile phone 16.

[0037] The remote server 18 stores the one or more glucose measures in memory within the
remote server 18. The remote server 18 may perform further processing on the one or more
glucose measures. For example, the remote server 18 associates the one or more glucose
measures with other data relevant to the patient such as patient name, patient age, the date
and time the one or more glucose measures were collected, patient measurement history, and
any other relevant data. The remote server 18 is configured to allow remote access to data
stored within the remote server 18. For example, a physician of the patient may access the
one or more glucose measures stored on the remote server 18 in order to treat the patient. It
is understood that while only the one or more glucose measures is discussed, the principles
described herein also apply to any patient data received by the glucose meter 12.

[0038] In some embodiments, the diabetes management application 14 includes a bolus
calculator. For example, the diabetes management application 14 may receive the one or
more glucose measures from the glucose meter 12. The diabetes management application 14
determines a bolus calculation based on the one or more glucose measures. Further
discussions of the bolus calculator can be found in the commonly assigned U.S. Pat. App. No.
13/593,593, filed August 24, 2012.

[0039] Figure 2 depicts an exemplary hardware arrangement for the glucose meter 12. The
glucose meter 12 is comprised generally of a measurement module 22, a processing
subsystem 23, and a communication subsystem 24. Each of these components is further
described below. While the primary components are discussed herein, it is understood that
other components (e.g., batteries) may be needed for the overall operation of the meter 12.

[0040] The measurement module 22 cooperatively interacts with a test strip inserted into a
strip port 21 to determine a glucose measure from the sample of blood on the test strip. The
measurement module 22 may include calibration information for the test strips being read by
the meter 12. As used herein, the term module may refer to, be part of, or include an
application Specific Integrated Circuit (ASIC); an electronic circuit; a combinational logic circuit;
a field programmable gate array (FPGA);, a processor (shared, dedicated, or group) that
executes code; other suitable components that provide the described functionality; or a
combination of some or all of the above. The term module may further include memory that
stores code executed by the processor, where code, as used above, may include software,
firmware, and/or microcode, and may refer to programs, routines, functions, classes, and/or
objects. The processing subsystem 23 is configured to receive the glucose measures from the
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measurement module 22 which may in turn be stored in memory by the processing subsystem
23. Glucose measures may also be displayed by the processing subsystem 23 on a display 25.
The user can interact with the meter 12 using various user interface components, such as
buttons, switches, a speaker, a microphone, a USB port, etc. Each of these components is
interfaced with the processing subsystem 23. In an exemplary embodiment, the processing
subsystem 23 includes a microprocessor 26 and one or more volatile and/or non-volatile
memories 27 although other implementations are envisioned for the processing subsystem 23.
The processing subsystem 23 is also interfaced with the communication subsystem 24. In an
exemplary embodiment, the communication subsystem 24 includes a wireless transceiver 28.
The wireless transceiver 28 operates to communicate the glucose measures and other data
wirelessly via a data link to a remote device physically separated from the meter 12. The
communication subsystem 24 can also include an antenna, a microcontroller, voltage and
power control circuits, and a flash memory device. Although a few primary components of the
meter 12 are discussed herein, it is readily understood that other components (e.g., power
source) may be needed to implement the meter 12. The glucose measure and/or the
calibration information may be used according to embodiments as measurement data that is
used as input by the activated feature for generating the data being indicative of how the drug
shall be administered.

[0041] Figure 3 depicts an exemplary sequence for taking a blood glucose measure using the
blood glucose meter 12. The user may insert a test strip at 31 into a port of the glucose meter
12. Insertion of the test strip prompts the glucose meter 12 to power on. The user may
alternatively power on the glucose meter 12 using an on/off button. In this case, the glucose
meter 12 will prompt the user to insert a test strip. The user may also power on the glucose
meter 12 without inserting a test strip into the meter. In any of these cases, the glucose meter
12 may perform a quality check on the test strip inserted into the meter 12. Once the quality
check has been completed, the meter 12 is ready to perform a test.

[0042] To begin a test, the user is prompted at 32 for a sample of blood. In response to the
prompt, the user provides a blood sample at 33 using the test strip, where the test strip
includes a reaction site that receives the blood sample from the patient. Upon receipt of the
blood sample, the glucose meter 12 will proceed to analyze the blood sample in a manner
readily known in the art. Before doing so, the glucose meter 12 may acknowledge the
sufficiency of the blood as indicated at 34.

During the analysis, a blood glucose measure is obtained from the blood sample. The blood
glucose measure will be displayed to the user and stored on the glucose meter 12 as indicated
at 35. Stored glucose measures may be uploaded subsequently from the glucose meter 12 in
a batch manner to a physician's computer.

[0043] Figure 4 shows that rather than sending blood glucose measures in a batch manner,
the glucose meter 12 may be configured to transmit blood glucose measures individually. The
blood glucose measures may be transmitted, for example to a mobile phone, such as the
mobile phone 16, or some other portable computing device carried by the user. Because the
mobile phone 16 is typically in close proximity to the user, it may be used as a data collector for
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the patient's blood glucose measures. The diabetes management application 14 residing on
the mobile phone 16 can then be used for data analysis as well as other sophisticated diabetes
management functions. Consequently, the processing power and memory available on the
glucose meter 12 can be streamlined, thereby reducing the cost of the glucose meter 12.

[0044] Upon determining a blood glucose measure, the blood glucose measure is first tagged
at 42 with identifying information. Identifying information may include but is not limited to a
timestamp for when the measure was taken, a serial number for the meter 12, and other
information pertaining to the test strip. Each blood glucose measure is also tagged with a
unique sequence number assigned by the glucose meter 12. In one embodiment, a counter is
incremented each time a glucose measure is taken and the value of the counter is assigned to
the blood glucose measure. The sequence number may be used to retrieve missing data from
the glucose meter 12 as is further described below. Once tagged, the blood glucose measure
is stored at 43 in a memory of the glucose meter 12 and displayed to the user at 44 on a
display of the glucose meter 12.

[0045] Next, the glucose meter 12 determines at 45 whether it is paired via a wireless data link
with another device, such as the mobile phone 16. The current blood glucose measure is
transmitted at 46 to the mobile phone 16 when the glucose meter 12 is paired to the mobile
phone 16. The glucose meter 12 may be configured to automatically transmit the blood
glucose measure to the mobile phone 16. Alternatively, the person with diabetes may operate
the glucose meter 12 manually to transmit the blood glucose measure to the mobile phone 16.
While reference is made throughout this disclosure to a message being sent with a single
glucose measure, it is envisioned that in some embodiments the message transmitted by the
glucose meter 12 can contain one or more glucose measures.

[0046] In one embodiment, the blood glucose measure is transmitted automatically and
without user intervention. For example, after taking a glucose measure, the glucose measure
is transmitted automatically after a predefined timeout period (e.g., five seconds) without
receiving any input from the user. In another embodiment, the blood glucose measure is
transmitted automatically in response to the user navigating away from the measurement
result screen. In a similar manner, the blood glucose measure may be transmitted
automatically in response to the meter 12 being powered down by the user. It is envisioned
that the mobile phone 16 and/or the diabetes management application 14 is authenticated with
the glucose meter 12 during the pairing process.

[0047] The glucose meter 12 may also receive a request for missing glucose measures at 47
from the diabetes management application 14. In one embodiment, the request identifies any
missing glucose measures by its sequence number as will be further described below. In
response to receiving a request, the glucose meter 12 will transmit the missing glucose
measures at 49 to the diabetes management application 14. It is to be understood that only the
relevant steps are discussed in relation to Figure 4 and that other software-implemented
instructions may be needed to transmit data from the glucose meter 12. In an exemplary
embodiment, the method described above is implemented by a user interface module residing
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on the glucose meter 12.

[0048] Figure 5 depicts an exemplary method for processing glucose measures received by
the diabetes management application 14 residing on the mobile phone 16. In the exemplary
embodiment, glucose measures are transmitted individually to the diabetes management
application 14 as described in relation to Figure 4. It is envisioned that other techniques for
transmitting the glucose measure to the diabetes management application 14 are
contemplated by this disclosure. For example, the glucose meter 12 may transmit the glucose
measures via a WiFi connection, a Bluetooth connection, a cable connection, or any other
suitable data transfer connections and/or protocols.

[0049] Upon receiving a glucose measure at 71, a sequence number associated with the
glucose measure is first determined by the diabetes management application 14. A unique
sequence number is assigned by the glucose meter 12 to each glucose measure as described
above. Thus, the sequence number associated with the glucose measure can be extracted at
72 from the data packet or message received from the glucose meter 12. In some
embodiments, a series of glucose measures previously received from the glucose meter 12,
along with their associated sequence numbers, may be stored in a memory device contained
in or coupled to the mobile device and thus be accessible to the diabetes management
application 14. In other embodiments, only the most recently received glucose measure and its
sequence number is stored by the diabetes management application 14. In either case, the
stored glucose measure(s) along with associated sequence number(s) are retrieved from
memory.

[0050] A comparison is made at 74 between the sequence number extracted from the present
glucose measure and the sequence numbers of the stored glucose measures. A request for
missing glucose measures is transmitted by the diabetes management application 14 to the
glucose meter 12 at 76 when an omission in the sequence is detected. For example, a request
for missing glucose measures is transmitted when the extracted sequence number is 84 and
the highest stored sequence number is either 81 or 82. Conversely, a request is not
transmitted when the extracted sequence number is 84 and the highest stored sequence
number is 83. Because this comparison is made for each glucose measure received by the
diabetes management application 14, a comparison of the extracted sequence number only
needs to be made to the highest stored sequence number. In other embodiments, the diabetes
management application 14 may analyze the series of glucose measures for omitted measures
and send a request for each glucose measure missing from the series of glucose measures.
The request for missing glucose measures can be transmitted in accordance with the protocol
described in relation to Figure 1.

[0051] Said features may be advantageous as they may allow a user to continuously and
centrally collect a complete series of glucose measures on his mobile device even in case
some of the glucose measures were performed in the absence of the mobile device, e.g. in the
absence of a mobile phone. In praxis, there exist multiple situations when a glucose
measurement is taken but the mobile device may not be available: the mobile phone may have
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run out of power, the patient may be located in a building or plane where the use of a mobile
phone is forbidden or the patient may simply have forgotten to carry his mobile phone with him.
The patient may forget to transfer the glucose level measurement data to his mobile phone
later, resulting in a fragmentary documentation of his glucose level and thus to a lower quality
of the collected data that forms the basis for subsequent diagnoses and bolus calculations. By
automatically assigning a sequence number by the glucose meter in combination to the above
described evaluation of the sequence numbers for completeness, missing measurement
values may be automatically transferred to the mobile device of the patient later, thereby
ensuring a complete and continuous documentation of the measured glucose level of the
patient.

[0052] At 77 the diabetes management application 14 processes the glucose measures. For
example, the diabetes management application may correlate the most recently received
glucose measure with previously received glucose measures. The diabetes management
application 14 may then generate a graphical representation of the glucose measures. The
diabetes management application 14 displays the graphical representation on a screen of the
mobile phone 16. The diabetes management application 14 may receive a request to transmit
the glucose measure(s) to a remote location, such as the remote server 18.

[0053] At 78 the diabetes management application 14 determines whether a request was
received to transmit the glucose measure(s) to the remote server 18. When the diabetes
management application 14 determines that a request was received, the diabetes
management application 14 transmits the glucose measure(s) to the remote server 18.
Transmitting the glucose measure(s) may include packaging the glucose measure(s) in a
packet configured to be received and interpreted by the remote server 18 at 79. In another
embodiment, the diabetes management application 14 automatically transmits the glucose
measure(s) to the remote server 16 upon receiving the glucose measure(s) from the meter 12.

[0054] Figure 6 shows a screenshot of the diabetes management application 14 according to
the present disclosure including a bolus advisor that is downloaded on the mobile phone 16 as
part of the application but not activated due to medical safety concerns. To address the
medical safety concerns, the person with diabetes must receive guidance from a healthcare
professional prior to receiving an activation code to activate the bolus advisor. The person with
diabetes enters the activation code received from the healthcare professional into the
application to gain access to the bolus advisor. The activation key concept disclosed herein
with reference to the bolus advisor feature of the application can also be applied to other
medical features of the application such as a carbohydrate counter and insulin pump control,
for example.

[0055] To obtain the activation key, the person with diabetes may send an email message or
SMS to a healthcare professional using the mobile phone 16. The email message or the SMS
may include information specific to the mobile phone 16. The information specific to the mobile
phone may be used to generate an activation key specifically for the mobile phone 16.
Alternatively, the healthcare professional may provide the activation key to the person with



DK/EP 2989574 T3

diabetes in person.

[0056] The healthcare professional may have an application that generates the activation key
with constraints such as a time limitation for using the activation key that is provided to the
person with diabetes. The person with diabetes uses the activation key to activate the bolus
advisor and then enters a bolus advice parameter provided by the healthcare professional into
the diabetes management application 14. The diabetes management application 14 then
calculates bolus. Based on the calculated bolus, an insulin pump, which communicates with the
mobile phone 16 via the diabetes management application 14, administers insulin to the
person with diabetes. Typically, bolus calculators require a prescription. Use of a written
prescription, however, may create an administrative burden to the healthcare professional and
may inconvenience the person with diabetes since such a requirement would erode the
usefulness and flexibility offered by the diabetes management application 14, which is typically
downloaded from an app store to the mobile phone 16. Instead, the healthcare professional
transmits to the person with diabetes an activation key to activate the bolus advice feature and
the necessary parameters for the bolus advice feature. The person with diabetes enters the
bolus activation key into the diabetes management application 14 on the mobile phone 14 and
then accesses the bolus advice feature of the diabetes management application 14.

[0057] The person with diabetes can activate the bolus advice feature of the diabetes
management application 14 using a simple setup provided by the diabetes management
application 14. The setup may include inputting information such as bG target range, meal rise,
insulin to carbs ratio, insulin to bG (sensitivity) ratio, and maximum bolus. Other parameters
may use default values. The diabetes management application 14 may use two separate
screens to allow the person with diabetes to enter the activation code and to input the
information into the simple setup. The diabetes management application 14 can enable or
disable the need for the activation key to activate the bolus advisor feature to meet the needs
of various countries.

The diabetes management application 14 may run on a variety of mobile devices such as
Android-based phone, iPhones, and/or Windows phones. The diabetes management
application 14 can run on smartphones, tablets, as well as other portable computing devices.
The diabetes management application 14 can support core functionality (data entry, reminders,
structured tests, and simple reporting) when disconnected from the cellular network and the
Internet. When network access is available, the diabetes management application 14 can allow
data sharing with healthcare professionals and caregivers via the mobile device
communication system or a web account data sharing system. The diabetes management
application 14 can also support connectivity to a Bluetooth Low Energy (BLE) bG Meter and
other bG meters via BLE/BT transport.

[0058] The purpose of the diabetes management application 14 is to make it easier for
patients to provide reliable health information to their caregivers and healthcare professionals
for the purpose of helping the patient improve their ability to manage their diabetes. The
diabetes management application 14 is intended for use by individual persons with diabetes.
The diabetes management application 14 can support entry, transfer, storage, display, and
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analysis of blood glucose data and other related health indicators. As people generally have
their mobile devices with them all the time, the diabetes management application 14
application can provide persons with diabetes an always-available and easy-to-use way to log
and share their health information.

[0059] The diabetes management application 14 can support data sharing by means of SMS
and MMS messages, by email delivery of reports, and by data upload to a web-based diabetes
management system. These options can make patient data available to the patient's
caregivers and healthcare professionals, improving their ability to help the patient manage their
diabetes.

[0060] The diabetes management application 14 can support a plurality of languages. The
diabetes management application 14 can support additional structured test protocols,
integration of a food database, and transfer of data from other BT/BLE-enabled health devices
such as blood pressure cuffs, weight scales, and so on.

While the code of the diabetes management application 14 may differ to the extent that it can
support different mobile devices running different operating systems, the diabetes
management application 14 provides a common platform for diabetes management in at least
the following senses: The diabetes management application 14 allows easy addition of new
languages, includes clean separation of core logic from user interface functions, includes clean
separation of core logic from data access mechanisms, and supports addition of new features.

[0061] The user interface of the diabetes management application 14 can be delivered both by
the diabetes management application 14 and by content hosted on a web-based diabetes
management system. The diabetes management application 14 can include external system
interfaces to: export and import of data and settings from the web-based diabetes
management system; receive data from supported BT/BLE Meter; email, MMS, and SMS text
messaging (when available); backup and restore data from via email; export XML file to the
web-based diabetes management system; and 3rd party data analytics service.

[0062] Figure 7 is a flowchart illustrating an exemplary technique for activating a bolus advisor
feature on a mobile phone application for diabetes care. At 102, the person with diabetes
downloads an application such as the diabetes management application 14 on a mobile device
such as the mobile phone 16. The application includes among other things a bolus advisor. In
addition, the application may include other medical features such as a carbohydrate counter
and insulin pump control. The teachings of the present disclosure, while disclosed with
reference to the bolus advisor feature, can also be applied to other medical features such as
the carbohydrate counter, the insulin pump control, and so on.

[0063] At 104, the person with diabetes may communicate with a blood glucose meter and/or
an insulin pump using the application and the mobile device. For example, the person with
diabetes may perform a blood glucose test using the blood glucose meter and may gather data
related to the blood glucose test from the blood glucose meter using the application and the
mobile device. In addition, the person with diabetes may control and/or test the blood glucose
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meter and/or the insulin pump using the application and the mobile device.

[0064] At 106, the person with diabetes may decide whether to access the bolus advisor in the
application. If accessing the bolus advisor is unnecessary, the person with diabetes may
continue to use the application and the mobile device to communicate with the blood glucose
meter and/or the insulin pump as described above. In addition, the person with diabetes may
continue to use the application and the mobile device to communicate with the healthcare
professional. If, however, the person with diabetes needs to access the bolus advisor in the
application, the person with diabetes may send an email message or SMS to a healthcare
professional at 108. The email message or the SMS may include specific information of the
mobile device. For example, the specific information of the mobile device may include but is
not limited to a serial number of the mobile device, an identifier associated with a processor
(e.g., CPU ID), or an identifier associated with a communication device (e.g., a MAC address),
and so on. In addition, the email message or the SMS may include data gathered by the
application and the mobile device from the blood glucose meter and/or the insulin pump.

[0065] At 110, the person with diabetes may receive from the healthcare professional an email
message or SMS that includes an activation key generated by the healthcare professional
based on the specific information of the mobile device. In addition, the email message or SMS
may include a bolus advice parameter generated by the healthcare professional based on the
data from the blood glucose meter sent by the person with diabetes. For example, the bolus
advice parameter may include but is not limited to one or more of bG target range, meal rise,
insulin to carbs ratio, insulin to bG (sensitivity) ratio, and maximum bolus. The email message
or SMS may also include diagnostic and/or calibration information for the blood glucose meter
and/or the insulin pump.

[0066] At 112, the person with diabetes may enter the activation key into the application to
activate the bolus advisor. In addition, the person with diabetes may enter the bolus advice
parameter into the bolus advisor feature of the application to calculate new bolus. At 114, the
application in the mobile device may communicate the new bolus to the insulin pump using the
mobile device. Subsequently, the insulin pump may administer the new bolus to the person
with diabetes.

[0067] In some implementations, the healthcare professional may include the bolus advice
parameter in the activation key itself so that the person with diabetes has to enter only the
activation key into the application, and on entering the activation key, the bolus advisor
automatically configures itself based on the bolus advice parameter included in the activation
key. This can ensure that the person with diabetes cannot alter the bolus advice parameter.
Additionally, each time the bolus advice needs to be changed, the person with diabetes will be
required to request and acquire a new activation key. The bolus advice parameter and the
bolus calculated based on the bolus advice parameter will remain valid and in effect for the
duration for which the activation key remains valid or until a new activation key is obtained,
whichever occurs first.
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[0068] In some implementations, the application may verify whether the activation key received
is in fact from a trusted source. For example, the verification may be performed using a
hashing algorithm included in the application. The healthcare professional may encrypt the
activation key using the same hashing algorithm used by the application. For example, the
activation key may be generated by hashing identifying information (e.g., name, patient ID, and
so on) of the person with diabetes, an identifier associated with the mobile device received via
email or SMS message from the person with diabetes, etc.

[0069] The application uses the hashing algorithm to decrypt the activation key when entered
by the person with diabetes. The hashing algorithm in the application compares the decryption
result to the identifying information entered into the application by the person with diabetes
and/or the identifier associated with the mobile device. If the decryption result matches the
identifying information of the person with diabetes and/or the identifier associated with the
mobile device, the application determines that the activation key is received from a trusted
source, and the application grants access to the bolus advisor. If the decryption result does not
match the identifying information of the person with diabetes and/or the identifier associated
with the mobile device, the application determines that the activation key is not received from a
trusted source, and the application does not grant access to the bolus advisor.

[0070] Figure 8 is a flowchart of a method 200 for activating a medical feature of an application
program executed on a mobile device. The application program is downloaded by a patient
(e.g., a person with diabetes) on the mobile device. The application program includes one or
more features that require a prescription from a healthcare professional (e.g., a physician) to
activate and use the feature. For example, the feature may include a bolus advisor feature.

At 202, the physician may obtain an activation code to activate the feature. For example, the
physician may log into a server that generates and distributes activation codes. The physician
may request an activation code to activate a feature of the application program used by a
patient. The server may verify the credentials of the physician and provide the activation code
to the physician. For example, the server may provide the activation code in a printed form or
electronically (e.g., via an email).

[0071] Each activation code may be unique (i.e., different) and may not be repeated. Each
activation code may include an identifier that identifies the feature to be activated, a country
code of the country where the activation code is to be used, and an alphanumeric string. For
example, the identifier may include one numeral, the country code may include two characters,
and the alphanumeric string may include four characters. The activation code may have an
expiration date. For example, if the prescribing physician requires the person with diabetes to
return in six months to evaluate and modify the bolus advice parameters, the activation could
have a time limit where it stops working after the set time. In other words, the activation code
can remain valid for a predetermined time period and can expire at an end of the
predetermined time period.

[0072] The physician may then provide the activation code and one or more parameters
associated with the prescription to the patient (e.g., via an SMS, an email, or a telephone call).
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The parameters are used to control treatment of the patient through the feature of the
application program and are therefore prescribed by the physician.

[0073] Some of the parameters may be paired (i.e., tied) to the activation code and may be
used to setup the feature once activated.

"Setting up a feature" by means of one or more parameters as used herein means that the
parameters are used to configure the feature upon activation of the feature. Parameters being
"paired with the activation code" are parameters that are communicated to the application
program as part of the activation code or which are communicated together with the activation
code or are otherwise linked or stored in association with a particular activation code.

Other parameters may be used by the feature subsequent to the activation and setup
procedure to generate dosage data. For example, said parameters may be used as input for
generating the data being indicative of how the drug shall be administered.

For example, Figure 9 shows a table that includes settings (i.e., parameters used for setting up
the feature) that the physician may be required to prescribe to a patient with diabetes. The
parameters listed under Basic Settings are used in the basic setup of the bolus advisor feature
of the application program. These parameters may be paired (i.e., tied) to the activation code,
for example, and may be received by the application program 14 together with the activation
code. The parameters listed under Additional Settings can be adjusted using a Settings/Advisor
menu of the feature or the application program.

At 204, the application program receives the activation code and one or more parameters
associated with the prescription from the physician. At 206, the application program transmits
the activation code from the mobile device to the server via a network for validation. At 208, the
server may verify one or more of the following in order to determine whether the activation
code is valid. For example, the server may verify whether the activation code is received from
the application program authorized to use the activation code and not from any other
unauthorized application program. The server may verify whether the activation code is to be
used in the country where the application program is being used. The server may verify
whether the activation code has been used before. The server may verify whether the
activation code has been disabled or deleted as a result of being lost or stolen.

If one or more of the above is verified, the server may determine that the activation code is
valid and generate an authorization code. The authorization code may include the country
code indicating the country in which the activation code is to be used, the identifier that
identifies the feature to be activated using the activation code, the activation code, a status
indicator indicating whether the activation code is valid, and a time stamp indicating the date
and time when the activation code is validated.

[0074] In some implementations, the authorization code may include the activation code, a
time stamp including the date and time when the activation code is validated, the identifier of
the feature to be activated using the activation code, and an authorization indicating that the
activation code is valid. The authorization may include an encrypted string obtained by
concatenating the time stamp, the identifier, and the country code, followed by performing
hashing and encryption functions. Additional or other security mechanisms may be used to
ensure security and integrity of the activation code. The server may return the authorization
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code to the application program via the network.

[0075] An example of an activation code may be "EPIMcnMZ7283hlasi7d8w", wherein:

« the first and second position comprising characters "EP" may act as feature identifier,

¢ the third and fourth position comprising characters "IM" may act as identifier of a country
in which the patient and the physician reside,

« the fifth and all following positions "cnMZ7283hla..." may be a random string or a
random number created by the server.

[0076] For example, a physician may register at the server once. Then, in order to activate a
medical feature of the application program of one of his or her patients, the physician may
authenticate at the server and trigger the generation of an activation code comprising a new
random string; for example, the physician may select one out of a plurality of features provided
by the application program from a drop-down list of a GUI generated by the server. Said
selection determines the feature-ID encoded in the first and second position of the activation
code to be generated. The generated activation code is stored as reference value by the
server. A copy of the generated activation code is returned to the physician, e.g. via an e-mail
or by immediately displaying the generated activation code to the physician via a GUI. The
physician may examine the patient and instruct the patient how to use bolus information or how
to use a particular medical device. Afterwards, the physician may forward the copy of the
activation code to the patient, e.g. by e-mail or by means of a print-out. The patient may enter
the received activation code into the application program on his mobile device.

[0077] In other embodiments, the generated activation code is sent directly from the server to
the application program running on the user's mobile device. The generated activation code
may be sent via a network such as the internet. For example, the user may register at the
server and immediately receive an activation code for some basic functionalities of the
application program. Said basic functionalities may relate to managing address data and/or
medical data already stored on the server or on the mobile device of the user.

[0078] According to embodiments, the generated activation code comprises a start and/or an
end time, wherein the start time indicates the start time of validity of the activation code and the
end time indicates when the generated activation code expires and will be considered as
invalid by the server. The start time may be a current time of creating the activation code by
the server or the time of receiving a request from the physician to generate the activation code.
The start and end time may be taken by means of a timestamp functionality provided by an
operating system of the server, e.g. Unix OS.

[0079] According to embodiments, the application program and the server establish an
SSL/TLS tunnel.

[0080] The application program may be operable to access the following parameters:



DK/EP 2989574 T3

activation code, feature-ID, prescription parameters and further optional parameters. The
parameters may have been received e.g. as user-input from a user via a GUI or may have
been received via a network interface.

The application program may execute the following steps for creating and sending the
activation request:

o The application program determines a current time;

* The application program generates a concatenated value CV1: CV1= concat(activation-
code+prescription-parameter(s)+feature-ID+currentTime) ;

» the application program generates a hash value HV1 by: HV1=hash(CV1).

e The application program is operable to access a private signature key pKap- stored in a
storage medium of the mobile device; the application program signs the hash value HV1
by using said private key:

HV1SIG=signWithpKap(HV1); the corresponding public key pubKap (which forms an
asymmetric cryptographic key pair together with pKapy may be transferred to the server,

e.g. directly or by means of a key server; HV1SIG may have assigned a certificate;

e The application sends an activation request to the server; the activation request
comprises the following data values: activation-code+prescription-parameter(s)+feature-
ID+currentTime+HV1SIG. Thus, the activation request comprises - among other
parameters - the activation code that is sent to the server.

[0081] Server receives the activation request from the application program running on the
mobile device and executes the following steps:

» Verifying the signature of HV1SIG using public key pubKap by decrypting HV1SIG; the

result value of said decryption step is referred to as HV1'

e calculating a hash value HV2 from the parameters (activation-code+prescription-
parameter(s)+feature-ID+currentTime+HV1SIG) it received.

« comparing the decrypted HV1SIG (which is HV1) with HV2

e executing a signature check of the received HV1SIG by means of a certificate chain
checking; this may allow the server to ensure that the activation code was received from
a trusted application program, not by a software application of unknown origin which
might calculate bolus information wrongly;

« If HV1 and HV2 are identical and if the signature of HV1SIG is valid, the server returns
an authentication code to the application program; the authentication code or the
message comprising the authentication code may comprise the feature-ID; otherwise,
the server returns an error message to the application program.

[0082] If the application program receives the authentication code, the server activates the
feature identified by the feature-ID. If the application program receives the error message, it
may display the error message on the screen of the mobile device.
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[0083] In the above example, the currentTime may be used as a NONCE (i.e., "number used
only once"). Using a NONCE for calculating the hash value HV1 may make the method more
robust against that attacker resending that valid message ("replay attacks"), and also make it a
bit more complicated to derive the private key after observing a plurality of them.

[0084] The transfer of the activation code and the authentication code or the error message
may be executed via the secure communication channel, e.g. by means of the SSH or SSL
protocol.

[0085] The server and the application program may share the same concatenation function
and the same hash algorithm. This may ensure that the hash values HSV1 and HSV2 may
match and may be used as an anchor of trust between the server and the application program.
This anchor of trust may be used to ensure that sensitive measurement data is transmitted
from the application program to the server only in case both entities recognize each other as
trustworthy: only in case the HSV1/HSV2 values match, the server will send an authentication
code to the application program for activating the feature. This may ensure that the
authentication code is not sent to an application program that was not thoroughly tested or that
is from unknown origin. This may allow to prevent activation of features of an application
program that may calculate bolus information wrongly, and thus might be a health risk for the
patient.

[0086] The server will compare the received activation code with the stored reference value
and will check if the activation code has meanwhile been invalidated, e.g. because the code
has been reported to have been stolen. If the comparison with the reference value and the
checking returns that the activation code is valid, the server will return an authentication code
that automatically activates the feature identified by the feature identifier 'EP'. The server may
comprise some checking logic when evaluating the activation code, whereby said checking
logic is country-specific. This may be advantageous as some countries may forbid the
activation of some features under any circumstances while other countries may allow activation
of said feature without any legal restrictions.

[0087] The server compares the received activation code with the stored reference value and
checks if the received activation code is invalid, e.g. because the code has been reported as
having been stolen. If the comparison with the reference value and the checking returns that
the activation code is valid, the server will return an authentication code that automatically
activates the feature identified by the feature identifier 'EP'. Said features may be
advantageous as said checking may be executed whenever a user tries to access and use a
particular feature of the application program. The server-side checking involving a comparison
of the activation code with a "blacklist" of codes reported as having been stolen increases the
security as it is possible to deactivate an activation code also after its issuance.

[0088] The server may comprise some checking logic when evaluating the activation code,
whereby said checking logic may be country-specific. This may be advantageous as some
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countries may forbid the activation of some features under any circumstances while other
countries may allow activation of said feature without any legal restrictions.

[0089] In case the server determines that the received activation code is valid, the server will
send an authentication code to the application program. In some embodiments, the
authentication code is signed by the first private key, and the signed authentication code is
returned together with a certificate that enables the application program to verify the validity of
said certificate by means of a certificate chain analysis. Said features may be advantageous as
they may enable the application program to make sure that the authorization code is received
from a trustworthy server.

[0090] At 210, the application program checks whether the authorization code received from
the server indicates that the activation code is valid.

[0091] At 212, if the authorization code indicates that the activation code is valid, the
application program activates the feature using the activation code. At 214, the application
program uses some of the parameters associated with the activation code, which are received
with the activation code from the physician, to perform an initial setup or configuration of the
activated feature. At 216, the activated feature generates dosage data according to the
prescription using other parameters received with the activation code from the physician.

[0092] Following are examples of parameters that may be tied to the activation code and that
may be used to perform an initial setup or configuration of the bolus advisor feature: a target
range, which includes acceptable upper and lower blood glucose levels when fasting or before
a meal; meal rise, which accommodates an expected rise in blood glucose levels in response
to food intake; a carb ratio, which is an amount of insulin necessary to account for a specified
amount of carbohydrates; an insulin sensitivity, which is an amount of insulin necessary to
lower blood glucose levels by a specified amount; and a maximum bolus, which is a maximum
amount of insulin to be delivered at one time.

[0093] Following are examples of additional parameters that may be used to generate bolus
dosage data: a snack size, which defines a threshold of carbohydrates above which a meal
rise is triggered; an offset time, which is a length of time after a bolus is administered until a
reduction in blood glucose levels begins; an acting time, which is a length of time insulin is
expected to be effective at lowering blood glucose levels; insulin increment, which a unit or a
fraction of a unit of insulin; and hypo, which is a setting (i.e., a blood glucose concentration
threshold) below which blood glucose levels are considered hypoglycemic.

The foregoing description of the embodiments has been provided for purposes of illustration
and description. It is not intended to be exhaustive or to limit the disclosure. Individual
elements or features of a particular embodiment are generally not limited to that particular
embodiment, but, where applicable, are interchangeable and can be used in a selected
embodiment, even if not specifically shown or described. The same may also be varied in
many ways. Such variations are not to be regarded as a departure from the disclosure, and all
such modifications are intended to be included within the scope of the disclosure.
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[0094] The techniques described herein may be implemented by one or more computer
programs executed by one or more processors. The computer programs include processor-
executable instructions that are stored on a non-transitory tangible computer readable
medium. The computer programs may also include stored data. Nonlimiting examples of the
non-transitory tangible computer readable medium are non-volatile memory, magnetic storage,
and optical storage.

[0095] Some portions of the above description present the techniques described herein in
terms of algorithms and symbolic representations of operations on information. These
algorithmic descriptions and representations are the means used by those skilled in the data
processing arts to most effectively convey the substance of their work to others skilled in the
art. These operations, while described functionally or logically, are understood to be
implemented by computer programs. Furthermore, it has also proven convenient at times to
refer to these arrangements of operations as modules or by functional names, without loss of
generality.

[0096] Unless specifically stated otherwise as apparent from the above discussion, it is
appreciated that throughout the description, discussions utilizing terms such as "processing" or
"computing" or "calculating" or "determining" or "displaying" or the like, refer to the action and
processes of a computer system, or similar electronic computing device, that manipulates and
transforms data represented as physical (electronic) quantities within the computer system
memories or registers or other such information storage, transmission or display devices.

[0097] Certain aspects of the described techniques include process steps and instructions
described herein in the form of an algorithm. It should be noted that the described process
steps and instructions could be embodied in software, firmware or hardware, and when
embodied in software, could be downloaded to reside on and be operated from different
platforms used by real time network operating systems. The present disclosure also relates to
an apparatus for performing the operations herein. This apparatus may be specially
constructed for the required purposes, or it may comprise a general-purpose computer
selectively activated or reconfigured by a computer program stored on a computer readable
medium that can be accessed by the computer. Such a computer program may be stored in a
tangible computer readable storage medium, such as, but is not limited to, any type of disk
including floppy disks, optical disks, CD-ROMs, magnetic-optical disks, read-only memories
(ROMs), random access memories (RAMs), EPROMs, EEPROMs, magnetic or optical cards,
application specific integrated circuits (ASICs), or any type of media suitable for storing
electronic instructions, and each coupled to a computer system bus. Furthermore, the
computers referred to in the specification may include a single processor or may be
architectures employing multiple processor designs for increased computing capability.
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Patentkrav

1. Behandlingsapparat omfattende:
- en blodsukkermaler (12);
- et apparat til administrering af et laegemiddel til et pattedyr; og
- en mobil indretning (16);

hvor den mobile indretning er forbundet til en server (18) via et netvaerk; hvor
den mobile indretning har en diabeteskontrolapplikation (14); hvor
diabeteskontrolapplikationen omfatter én eller flere medicinske indretninger, hvor
en medicinsk indretning er et stykke af et programlogik der forérsager den mobile
indretning at vise medicinske data;

hvor applikationsprogrammet er konfigureret til at eksekvere fglgende trin:

- modtage (i) en aktiveringskode til at aktivere en af de medicinske
indretninger af diabeteskontrolapplikationen og (ii) én eller flere parametre
associeret med en ordinering, hvor aktiveringskoden indgives af en person
med diabetes i diabeteskontrolapplikationen og omfatter en indentifikator
der identificerer en af de medicinske indretninger der skal aktiveres;

- sende, med diabeteskontrolapplikationen, aktiveringskoden via netvasrket

fra den mobile indretning til serveren (18);

- modtage, med diabeteskontrolapplikationen, en autorisationskode fra

serveren, hvor autorisationskoden angiver en validitet af aktiveringskoden;

- aktivere, med diabeteskontrolapplikationen (14), den ene indikerede
medicinske indretning under anvendelse af aktiveringskoden, aktiveringen

udfgres som svar pa at aktiveringskoden er valid;

- konfigurere, med diabeteskontrolapplikationen, den aktiverede
medicinske indretning under anvendelse af mindst én af den ene eller flere

parametre associeret med ordineringen; og
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- generere, under anvendelse af den medicinske anvendelse, data baseret
pa den ene eller flere parametre hvordan associeret med ordineringen, det

genererede data er indikation for hvor laegemidlet skal administreres;
- sende det genererede data til apparatet til administrering af laegemidlet;

- hvor blodsukkermaleren omfatter en processor og en brugerflade til
udveksling af data med diabeteskontrolapplikationen (14), brugerfladen er

konfigureret til at parre bloksukkermaleren til diabeteskontrolapplikationen;

- hvor i en parret tilstand blodsukkermaleren og
diabeteskontrolapplikationen (14) er forbundet via en datakommunikation
forbindelse; og hvorved parringen er saledes at kun i den parrede tilstand
er den ene medicinske anvendelse af diabeteskontrolapplikationen, hvis
succesfuld aktiveret, konfigureret til at modtage maledata fra
blodsukkermaleren og anvende dette maledata som input for genereringen
af dataet der er indikation for hvordan laagemidlet skal administreres,

maledataet omfattende et sukkerniveau for pattedyret;

- hvor blodsukkermaleren er konfigureret til at tildele et unikt sekvens til
hver blodsukkermaling, til at maerke hver sukkermaling med et tidsstempel
og et serienummer for sukkermaleren, til at sende hver blodsukkermaling
individuelt til den mobile indretning, til at lagre blodsukkermalingerne i en
hukommelse med sukkermaéleren og til at vise til brugeren pa en skarm

med sukkermaleren; og

- hvor diabeteskontrolapplikationen er konfigureret til at bestemme, under
modtagelse af en sukkermaling, et sekvensnummer associeret med den
modtagne sukkermaling; til at sammenligne det bestemte sekvensnummer
med sekvensnumrene af en serie af sukkermalinger tidligere modtaget fra
sukkermaleren (12); og til at sende en anmodning om manglende
sukkermalinger til sukkermaleren nar en udeladelse i sekvensen

detekteres; og

- hvor sukkermaleren er konfigureret til at modtage en anmodning om
manglende sikkermalinger fra diabeteskontrolapplikationen, anmodningen
identificerer hvilke som helst manglende sukkermalinger med dets



DK/EP 2989574 T3

3

sekvensnummer, og til at sende, som svar pa at modtage denne

anmodning, de manglende sukkermalinger til diabeteskontrolapplikationen.

2. Behandlingsapparatet ifglge krav 1, hvor det genererede data omfatter én eller
5 flere af:

- bolus-doseringsdata, bolus-doseringsdataet er indikation for maengden af

la2agemiddel der skal administreres;

- et behandlingsskema til administrering af laagemidlet;

- en indikation af ét eller flere tidspunkter til administrering af lzegemidlet;
10 - en advarselsbesked om ikke at administrere laagemidlet;

- en menneske-lasbar rad om hvordan apparatet anvendes til

administrering af laagemidlet.

3. Behandlingsapparatet ifglge et hvilket som helst af de foregdende krav, hvor
15 det genererede data sendt til apparatet til administrering af laagemidlet omfatter:

- konfigurationsdata, hvor apparatet til administrering af laagemidlet er
konfigureret sdledes at det administrerer laegemidlet i en maengde, i en
sammensatning og ved en tid som specificeret i dette konfigurationsdata;

og/eller

20 - kommandodata, hvor apparatet til administrering af laegemidlet er
konfigureret saledes at det administrerer leegemidlet umiddelbart efter
modtagelse af kommandodataet, hvor laegemidlet administreres i en

mangde som specificeret i kommandodataet.

25 4. Behandlingsapparatet ifglge et hvilket som helst af de foregaende krav,

- hvor apparatet til administrering af laegemidlet omfatter en processor og
en brugerflade til udveksling af data med diabeteskontrolapplikationen; og
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- hvor brugerfladen er konfigureret til at parre apparatet til administrering

af laegemidlet til diabeteskontrolapplikationen (14);

- hvor i en parret tilstand apparatet til administrering af laagemidlet og
diabeteskontrolapplikationen (14) er forbundet via en

datakommunikationsforbindelse; og

- hvorved parringen er sdledes at kun i den parrede tilstand er den ene
medicinske anvendelse af diabeteskontrolapplikationen, hvis succesfuldt
aktiveret, konfigureret til at sende det genererede data som er indikation
for hvordan lzegemidlet skal administreres til apparatet til administrering af

laegemidlet.

5. Behandlingsapparatet ifglge et hvilket som helst af de foregdende krav, hvor
apparatet til administrering af laegemidlet er en insulinpumpe og hvor laagemidlet

er insulin.

6. Behandlingsapparatet ifglge et hvilket som helst af de foregdende krav,
yderligere omfattende:

- en server;
hvor serveren er konfigureret til at:
- generere aktiveringskoden;

- tilvejebringe den genererede aktiveringskode direkte eller indirekte til

diabeteskontrolapplikationen (14) der kgrer pa den mobile indretning;
- lagre en kopi af den genererede aktiveringskode som en referenceveerdi;

- modtage aktiveringskoden fra diabeteskontrolapplikationen via

netveerket;

- tjekke om den modtagne aktiveringskode er valid, tjekningen omfattende
sammenligning af den modtagne aktiveringskode med den lagrede

referenceveerdi;
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- i tilfzeldet at den modtagne aktiveringskode er valid, returnere

autentifikationskoden til diabeteskontrolapplikationen (14).

7. Fremgangsmade til at aktivere en medicinsk indretning af en

5 diabeteskontrolapplikation (14) udfgrt pa en mobil indretning (16) og pa en

10

15

20

25

sukkermaler, hvilken fremgangsmade omfatter:

- modtage, med diabeteskontrolapplikationen, (i) en aktiveringskode til at
aktivere den medicinske indretning af diabeteskontrolapplikationen og (ii)
én eller flere parametre associeret med en ordinering, hvor
aktiveringskoden er indgivet af en person med diabetes i
diabeteskontrolapplikationen og omfatter en indentifikator der identificerer
den medicinske indretning der skal aktiveres;

- sende, med diabeteskontrolapplikationen, aktiveringskoden via et

netvaerk fra den mobile indretning til en server (18);

- modtage, med diabeteskontrolapplikationen, en autorisationskode fra
serveren, hvor autorisationskoden indikerer en validitet af

aktiveringskoden;

- aktivere, med diabeteskontrolapplikationen (14), den medicinske
indretning under anvendelse af aktiveringskoden, aktiveringen udfgres som
svar pa at aktiveringskoden er valid, den medicinske indretning er et
stykke af programlogik der forérsager den mobile indretning at vise
medicinske data;

- konfigurere, med diabeteskontrolapplikationen, den aktiverede
medicinske indretning under anvendelse af mindst én af den ene eller flere

parametre associeret med ordineringen;

- generere, under anvendelse af den medicinske anvendelse, data baseret
pa den ene eller flere parametre associeret med ordineringen, hvor det
genererede data er indikativt for hvordan et laegemiddel skal administreres

til et pattedyr med et apparat til administrering af laagemidlet;
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- sende det genererede data til apparatet til administrering af laegemidlet;

- parring, med en brugerflade med sukkermaleren, blodsukkermaleren med
diabeteskontrolapplikationen (14), hvor i en parret tilstand
blodsukkermaleren og diabeteskontrolapplikationen (14) er forbundet via
en datakommunikationsforbindelse og hvorved parringen er sdledes at kun
i den parrede tilstand er den ene medicinske indretning af
diabeteskontrolapplikationen, hvis succesfuldt aktiveret, er konfigureret til
at modtage maledata fra blodsukkermdleren og anvende dette maledata
som input for genereringen af dataet der er indikation for hvordan
laegemidlet skal administreres, maledataet omfattende et sukkerniveau af
pattedyret;

- tildele, med sukkermaleren, et unikt sekvenstal til hver blodsukkermaling
og maerke hver sukkermaling med et tidsstempel og et serienummer for

sukkermaleren;

- sende, med sukkermaleren, hver blodsukkermaling individuelt til den

mobile indretning;

- lagre, med sukkermaleren, blodsukkermalingerne i en hukommelse med

sukkermaleren; og

- vise, med sukkermaleren, sukkermalingerne til brugeren pé en skaerm

med sukkermaleren;

- bestemme, med diabeteskontrolapplikationen, under modtagelse af en
sukkermaling, et sekvensnummer associeret med den modtagne

sukkermaling;

- sammenligne, med diabeteskontrolapplikationen, det bestemte
sekvensnummer med sekvensnumrene af en serie af sukkermalinger

tidligere modtaget fra sukkermaleren;

- sende en anmodning om manglende sukkermalinger til sukkermaleren

nar en udeladelse i sekvensen detekteres; og
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- modtage, med sukkermaleren, en anmodning om manglende
sukkermalinger fra diabeteskontrolapplikationen, anmodningen identificerer

hvilke som helst manglende sukkermalinger med dets sekvensnummer; og

- sende, med blodsukkermaleren som svar pa at modtage denne

anmodning, de manglende sukkermalinger til diabeteskontrolapplikationen.

8. Fremgangsmade ifglge krav 7, hvor det genererede data omfatter én eller flere

- bolus-doseringsdata, bolus-doseringsdataet er en indikation for maengden

af laagemiddel der skal administreres;

et behandlingsskema til administrering af lzegemidlet;

en indikation af ét eller flere tidspunkter til administrering af laagemidlet;

en advarselsbesked om ikke at administrere laagemidlet;

et menneske-lasbart rad om hvordan apparatet anvendes til

administrering af laagemidlet.

9. Fremgangsmaden ifglge et hvilket som helst af kravene 7-8,

- hvor det genererede data sendt til apparatet til administrering af
lazgemidlet omfatter konfigurationsdata, hvilken fremgangsmade omfatter
at konfigurere apparatet til administrering af laegemidlet saledes at det er
konfigureret til at administrere lzegemidlet i en mangde, i en
sammensatning og ved en tid som specificeret i dette konfigurationsdata;

og/eller

- hvor det genererede data sendt til apparatet til administrering af
lazgemidlet omfatter kommandodata, hvor fremgangsmaden yderligere
omfatter udlgsning, med den sendte kommandodata, af apparatet til
administrering af laegemidlet til omgaende at administrere laagemidlet efter
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modtagelse af kommandodataet, hvorved laegemidlet administreres i en

mangde som specificeret i kommandodataet.

10. Fremgangsmaden ifglge et hvilket som helst af kravene 7-9, yderligere

5 omfattende at

- diabeteskontrolapplikationen initierer en parring mellem apparatet til
administrering af laagemidlet og diabeteskontrolapplikationen (14), hvor i
en parret tilstand apparatet til administrering af laagemidlet og
diabeteskontrolapplikationen (14) er forbundet via en

10 datkommunikationsforbindelse; hvorved parringen er sdledes at kun i den
parrede tilstand er den ene medicinske anvendelse af
diabeteskontrolapplikationen, hvis succesfuldt aktiveret, konfigureret til at
sende det genererede data som er en indikation af hvordan lzegemidlet skal

administreres til apparatet til administrering af laegemidlet.

15
11. Fremgangsmaden ifglge et hvilket som helst af kravene 7-10, yderligere
omfattende: at

- diabeteskontrolapplikationen initierer en parring mellem maleindretningen
og diabeteskontrolapplikationen (14), hvor i en parret tilstand

20 maleindretningen og diabeteskontrolapplikationen (14) er forbundet via en
datakommunikationsforbindelse; og hvorved parringen er saledes at kun i
den parrede tilstand er den ene medicinske indretning af
diabeteskontrolapplikationen, hvis succesfuldt aktiveret, konfigureret til at
modtage maledata fra maleindretningen og anvende dette méledata som

25 input for genereringen af dataet der er indikation for hvordan laegemidlet

skal administreres.

12. Fremgangsmaden ifglge et hvilket som helst af kravene 7-11, hvor
autorisationskoden indikerer at aktiveringskoden er valid som svar pa bekraeftelse

af: at

30 - aktiveringskoden er modtaget fra diabeteskontrolapplikationen og ikke fra
hvilken som helst anden diabeteskontrolanvendelse;
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- aktiveringskoden er til brug i et geografisk omrade hvor
diabeteskontrolapplikationen anvendes, hvor det geografiske omrade er,

for eksempel, et land;
- aktiveringskoden ikke er blevet anvendt fgr; og

- aktiveringskoden ikke er blevet ubrugbar som et resultat af at vaere tabt

eller stjalet.

13. Fremgangsmaden ifglge et hvilket som helst af kravene 7-12, hvor
fremgangsmaden er implementeret i et behandlingsapparat ifglge et hvilket som

helst af kravene 1-6.

14. Fremgangsmaden ifglge et hvilket som helst af kravene 7-13, hvor

autorisationskoden omfatter fglgende:
- en landekode der indikerer et land hvor aktiveringskoden skal anvendes;
- identifikatoren der identificerer den medicinske indretning;
- aktiveringskoden;
- status der indikerer hvorvidt aktiveringskoden er valid; og

- et tidsstempel der indikerer dato og tid nar aktiveringskoden er valideret.

15. Fremgangsmaden ifglge et hvilket som helst af kravene 7-14, hvor
aktiveringskoden omfatter en alfanummerisk streng forudfastsat med en
landekode og identifikatoren der identificerer den medicinske indretning.

16. Fremgangsmaden ifglge et hvilket som helst af kravene 7-15, hvor
aktiveringskoden er valid i en forudbestemt tidsperiode og udlgber ved en ende af

den forudbestemte tidsperiode.
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17. Fremgangsmaden ifglge et hvilket som helst af kravene 7-16, hvor den ene
eller flere parametre associeret med ordineringen omfatter et saet af parametre
der er parret med aktiveringskoden og som er anvendt til at opsaette den
aktiverede medicinske indretning af diabeteskontrolapplikationen.

18. Fremgangsmaden ifglge et hvilket som helst af kravene 7-17, hvor:
- den medicinske indretning er en laege-ordinerbar indretning; eller

- den medicinske indretning er en bolus-advisor-indretning og de
genererede data er bolus-doseringsdata, hvor en 'bolus advisor feature' er
et stykke af et programlogik operabel til at beregne og outputte en bolus

via en brugerflade.

19. Fremgangsmaden ifglge et hvilket som helst af de foregdende krav 7-18, hvor
den alfanummeriske streng omfatter fire alffanummeriske karakterer, hvor
landekoden omfatter to karakterer, og hvor identifikatoren omfatter et tal.

20. Fremgangsmaden ifglge et hvilket som helst af kravene 7-19, hvor saettet af

parametre omfatter:

- et malomrade, der omfatter acceptable gvre og nedre blodsukkerniveauer

ved faste eller fgr et maltid;

- maltidsstigning, der akkomoderer en forventet stigning i

blodsukkerniveauer som respons pa madindtag;

- et carb-forhold, der er en mangde af insulin ngdvendig til at daekke for

en specificeret mangde carbohydrater;

- en insulinfglsomhed, der er en mangde af insulin ngdvendig til at saenke

blodsukkerniveauer med en specificeret maengde; og

- en maksimumbolus, der er en maksimummeaengde insulin der skal

levereres pa én gang.
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21. Fremgangsmaden ifglge et hvilket som helst af kravene 7-20, hvor den ene
eller flere parametre associeret med ordineringen omfatter et szt af parametre
der ikke er parret med aktiveringskoden og som er anvendt til at generere bolus-
doseringsdata, og hvor saettet af parametre omfatter én eller flere af falgende:

- en snackstgrrelse, der definerer en taerskelvaerdi af carbohydrater over
hvilken en maltidsstigning udlgses;

- en offsettid, der er en tidslaengde efter en bolus er administreret indtil en

reduktion i blodsukkerniveauer begynder;

- en virkningstid, der er en tidslaengde hvor insulin forventes at vaere

effektivt til at ssenke bloksukkerniveauer;
- insulininkrement, der er enhed eller en fraktion af en enhed af insulin; og

- hypo, der er en indstilling under hvilken under blodsukkerniveauerne
betragtes som hypoglykamiske.

22. Fremgangsmaden ifglge et hvilket som helst af kravene 7-21, hvilken
fremgangsmade omfatter at:

- modtage, af en sundhedsprofessionel, en aktiveringskode fra en server
(18) for at aktivere den medicinske indretning af
diabeteskontrolapplikationen, hvor aktiveringskoden omfatter (i) en
landekode eller et land hvor aktiveringskoden skal anvendes, (ii) en
indentifikator der identificerer den medicinske indretning til at blive

aktiveret, og (iii) en alfanummerisk streng;

- hvor diabeteskontrolapplikationen (14) modtager (i) aktiveringskoden og
(i) én eller flere parametre associeret med en ordinering fra den

sundhedsprofessionelle.
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Basic Settings Defauit
1. Target Range 3.9-6.1 mmol/L
2. Meal Rise 3.9 mmol/L
3, Carb Ratio 1U: g
4, Insulin Sensitivity 1U:__ mmolL
5. Max Bolus 25U

Additional Settings

6. Snack Size O0g

7..Bolus Insulin Name

Generic Bolus (Rapid-acting)

8. Offset Time 1 hour

9. Acting Time 4 hours

10. Insulin Increment (iv
Related Settings

11. Hypo 3.9 mmol/L
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