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CONTENT ITEM TYPE DETERMINATION AND SELECTION

BACKGROUND

[3601] This specification relates to mformation presentation.

{0082] Resources that include conlent can be provided over the Internet to various user
5 devices. Many of these resources fnclude content item environments in whic

additional content can be displayed. Typically the content of the resource 1s provided

by a publisher, while the content items displayed in the content item environments are

provided by third parties. For example, a web page can mclude slots in which

sponsored content items, such as advertisements, can be presented. These slots can be

160 defined in the web page or defined for presentation with a web page, for example,
along with search results or other content provided by the publisher.

J3383] There are different types of content item environments that can be used to
display third-party content items in 4 resource provided by a publisher. Two such
environments are script environments and in-lne frame environments, or “iFrame”

15 environments. In script enviromments, the content of the content itern environment slot
are also considered to be part of the content of the resource, and thus the content is
determined to belong to the domain of publisher that served the resource. In iframe
environments, however, the content of the content item environment sot, if it is
determined to belong to the domain of another entity, such as an advertisement server,

20 are not considered to be part of the content of the resource.

{3804 The type of content item environment used by a publisher may be of interest to
advertisers and/or advertisement management systems that serve such advertiseraents
on behalf of the advertisers. In particular, same-doraain enviromuenis can
programmatically communicate, but such communications are not readily facilitated

25 between cross-domain content itern environments. Some serving features for particelar
advertisernents may require access 1o the content of the resource, and thus serving these
particular advertisements in iFrame environments may lead to sup-optimal
performance. Likewise, advertisers serving expandable advertisements may desire to
un such advertisements only in script environments to minimize non-expansion

30 TMpression raics.
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SUMMARY
{0805] To general, one aspect of the subject matter described in this specification can be
ernbedied in methods that foclude the actions of: for each of a plurality of content ttem
requests for a content ilem, each content item request received from a user device and
specifying a resource address and content item environment identifier of a content item
cavironment in & resource that is addressed by the resource address: receiving content
iem data specifying a content item selected to fulfill the content item request, the data
including an impression identifier that uniquely identifies an impression for which the
content itom was sclecied, appending to the content item data a reporting instructions
that causes a user device o determune a conlent iem environment type of the content
ttem environment and generate a reporting message specitying the content item
environment type, wherein the content item environment type determined is one of at
feast two different content itern environment types; and sending the content item data
specifying a content item and the reporting mnstruetion to the user device that generated
the content item request Other embodiments of this aspect include corresponding
systems, apparatus, and computer program products.
[0806] Particular embodiments of the subject matter deseribed in this specification can
be implemented so as to reahize one or more of the following advantages. The process
aliows for determining content item environment types for content item environment
and resource combinations so that a content itern environment of a particular type is
less likely to be patred with a content item that is not to be served for content item
environments of the particular type. This leads to a reduction in processing errors and
reporting errors resulting from irmproper pairings of content iterns with content item
environments of the particular type. By adding the reporting instructions to only 2
subset of all content Hems served, the process ensures that sufficient data are gathered
to build models without unnecessarily increasing trafiic between client devices and the
content iter server.
[3687] The details of one or more implementations of the subject matter deseribed in
this specification are set forth in the accompanying drawings and the description below.
Other featares, aspects, and advantages of the subject matter will become apparent from

the description, the drawings, and the claims.



WO 2014/066355 PCT/US2013/066127

BRIEF BESCRIPTION OF THE DRAWINGS
[0808] Fig. 1 s a block diagram of an example envivonment for delivering content.
[0809] Fig. 2 depicts a browser window displaying a sponsored content item.

0010] Fie. 3 is a flow diagram of an example process for modifying content item tags
o facs o o o

i

with a reporting instruction, and processing the resulfing reporting messages received.
10811 Fig. 4 is 2 flow diagram of an example process for determining a content item
environment type for a content item request and fltering content iterns in response 1o
the determination.

{0812 Fig. 5 is a block diagram of an example computer system that can be used {o
10 toplement the methods, systems and processes described in this disclosure.

[0813] Like reference numbers and designations in the various drawings indicate like

elements.

DETAILED DESCRIPTION
Qverview
15 [0814] The subject matter of this application provides detection of content item
environment types for content tem environments in resources, the modeling of the
same, and the selection of content items for content item environmenis based on the
modeling. One example implementation is described in the context of an advertising
exchange. In the case of advertisements served over an exchange, a content sponsor is
20 typically an advertiser that uses one or more vendors, each of which places
advertisernents for advertisers through an exchange.
{0815] A content ifern management sysier, such as an advertising exchange in the
case of advertisements, adds reporting instructions to advertisernent content items that
are served for a subset of advertisement content item requests. Each request includes,
25 for each content itern environment, a content item environment identifier that identifies
the content ttem environment, and an address of the resource. The content item
identifier may be a slot identifier in a particular resource. For example, three different
content item slots in a particular resource may be identified by threc scparate numeric
identificrs that are cach unigue with respect to the particular resource. The address data
30 may be the resource URL, which includes the domain and host name of a computer
device hosting the resource, a path, and the name of the resource. The reporting

mstructions are used to determine, at the user device, the content item environment type
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of the content itern environmient, and to generate a reporting message that reports the
determined enviromment type. Two such example types are script types and iFrame
types.

i0016] Reporting messages are received from the user devices that execute the
reporting instructions they receive. The messages are aggregated, and a model for cach
resource address and content item environment identifier is created. Thereaficr, when a
content itern request for a modeled resource address and content itern identifier parr is
received, the model receives the resource address and content item identifier as input
and provides a predicted content item environment type as output.

{3617 For each content ttem environment, if the model returns a successlud prediction
for the content item environmment type, the content iterm management system uses the
returned type to filter content items that arc eligible for selection for the particular
content itern environment. For example, if there two are different content item
environment types, and the first type is returned from the model for a particular
request, then the system prechudes the selection of content iterns that are specified to be
rendered in content item environmenis of only the second type {or to not be rendered in
content 1tem environments of the first type).

[0818] If, however, the model does not return a successtul prediction (e.g., a null
prediction value or, aliernatively, returns a predicied content item environment type
with a confidence measure that does not meet a threshold) for a particular content item
environment and resource pair, then the content itern management system precludes
selection of any content item that are specified to be rendered in only a particular subset
of the environment types {or to not be rendered in any particuiar type of content item
environments).

{8819 These features and other features are deseribed in more detail below.

Example Envivonment

{0020] Fig. | is a block diagram of an example environment 100 for delivering content,
The example environment 100 inchudes a content management and delivery system 110
for sclecting and providing content to user devices. The example environment 160
meludes a network 102, such as wide area network (WAN), the Internet, or a
combination thereof. The network 102 connects publisher 104, user devices 106,

content sponsors 108 {e.g., advertisers that use vendors to serve advertisements},
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vendors 109, and the content management and delivery system 110, The example
environment 100 may foclude many thousands of publishers 104, user devices 106,
content sponsors 108,

[0821] A publisher 104 typically manages a website that includes one or more

i

resources 105 associated with a domain name and hosted by one or more servers. An

example website is a collection of web pages formatted in hypertext markup language

{(HTML) that can contain text, images, multimedia content, and programming elements,

such as scripts. Each publisher 104 4s an entity that controls, manages and/or owns the

website.

10 [0822] A resource 105 can be any data that can be provided over the network 102, A
resource 105 can be identified by a resource address that is associated with the resource
165, Resources inchide HTML pages, images, video, and news feed sources, to name
only a few. The resources can include content, such as words, phrases, images, video
and sounds, that may mclude embedded information (such as meta-information

15 hyperhnks} and/or embedded instructions (such as scripts). In some implementations,
the resources 105 can include sponsored content provided by the content sponsors 108
and that can be rendered in specific locations in the resource. For example, the
resources 105 can include an advertiserment, a deal or a special offer sponsored by a
content sponsor 108,

20 {0023] A user device 106 is an electronic device that is under control of a user and is
capable of requesting and receiving resources over the network 102, Example user
devices 106 mclude personal compulters, televisions with one or more processors
embedded therein or coupled thereto, set top boxes, mobile cormmmunication devices
{e.z., smartphones), tablet computers, e-readers, laptop coraputers, personal digital

25  assistants (PDA), and other devices that can send and receive data over the network
102, A user device 106 typically includes one or more user applications, such as a web
browser, to facilitate the sending and receiving of data over the network 102,

[3624] A user device 106 can request resources 105 from a publisher 104, In tumn, data
representing the resource 105 can be provided to the user device 106 for presentation

30 by the user device 106. The data representing the resource 1035 can also include data

speciiying a portion of the resource or a portion of a user display, such as a presentation

focation of a pop-up window or a slot of a third-party content site or web page, in

which content can be presented. These specified portions of the resource or user
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display are referred to as slots (e.g., content item slots, or, in the case of advertisement
content items, advertisement shots).
{0825] When a resource 105 is requested by 4 user device 106 and the resource

mchudes a content item slot in which a content item of a sponsor is to be rendered, the

i

content management system | 10 receives a request for a content item. The request for

the content item can include the content tem eovironment identifier and the address of

the resource.

[0826] The content management and delivery system 110 can select from the eligible

content items that are to be provided to the vser device 106 based at least in part, for

10 example, on resulis of an auction selection process 122, The content management and
delivery system 110 must first determine which content items are eligible to participate
in the auction. One cligibility factor is an environment type. In particular, content
items should only he cligible for an auction if the content itern environment of the web
page resource is of a type for which the content item is specified to be rendered in, or s

15 of the type for which the content item is not to be precluded from being rendered m.
For exaraple, some content item may be specified as only being allowed to be rendered
n seript environments, while other some content Hem may be specified as only being
allowed to be rendered n iFrame environments. Finally, some content items may not
bie specified to have any enviromment type resirictions.

20 {8027 Sclection of eligible content items from a set of content items is based in part on
a model 124 that predicts a content iter type from a resouwrce address and content item
identifier input. From these eligible content items, one or more content items are
selected for rendering in the content itern environments. The sclected content items are
then provided to the user device for rendering in the respective content item

25 environment slois.

{0828] In sifuations in which the systems discussed here collect personal information
about users, or may make use of personal information, the users may be provided with
an opportunity to control whether programs or features collect vser mformation {e.g.,
information aboul a user’s social network, social actions or activities, profession, a

30 user’s preferences, or a user’s current location), or fo control whether and/or how to

receive content from the content server that may be more relevant to the user. In

addition, certain data may be treated in one or more ways before it 1s stored or used, so

that personally identifiabie imformation is removed. For example, a user’s identity may
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be treated so that no personally identifiable information can be determined for the user,
or a user’s geographic location may be generahized where location information is
obtained {such as to a city, Z1P code, or state level}, so that a particular location of a

user cannot be deterrmined. Thas, the user may have control over how mformation is

i

collected about the user and used by a content server,

Model Generation

[0829%] The content management and deliver system [ 10 determines content item
environment types for resource address and content item identifier pairs by building a

10 maintaining a model 124, To gather the data necessary 1o build and roaitain the model
124, the system 1 10 includes, n a subset of content ttems provided in response to
requests, reporting instructions that cause 2 user device to determinge a content item
cavironment type of the content ttem cnvironment. The reporting fastructions then
cause the user device to provide a reporting message to the content manageroent and

15 deliver system 110, which stores the reporting messages in reporting log data 126
{0838] The generation of the reporting message is graphically depicted in Fig. 2,
which depicts a browser window 200 displaymg a sponsored content item. For
example, the resource can mehude specific publisher content 202 that is authored by the
publisher. Additionally, resource includes a content item slot 205 in which a content

20 item from a third party can be rendered. The content management and delivery system
110 can provide the third-party content tem (e.g., advertisernents, ete.) from a pool of
available content items.
{0831] The content iter slot 205 is a content item enviromment of a particular type.
The reporting instructions, executing at the client device, detormine the content tem

25  environment type, and provide the reporting message <rMessage> {o content
management and delivery system 110,
10832] Any appropriate reporting message format may be used, as long as the reporting
message can result in the association of the resource address, the content item
identifier, and the detected content tem environment type. One example reporting

30 message format is a URL request. For example, the reporting message that is generated
may be a resource locator that specifics a reporting address, and includes query
parameters that include an impression identifier that wmiquely identifies the tmpression,

and the environment type. The impression identifier and environment types may be
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included as query parameters. To illustrate, for two environment types of “seript” and

“iFrame,” the respective URL requests are:

hitp://Ad.exampleReportingURL net/ MimplD="1D"&env="script"; and

i

hitp://Ad.exampleReportingURL net/?implD="1D"&env="iFrame"

[3633]  Aniropression identifier is used to reconcile reporting messages with
advertisement requests logs stored at the content management and deliver system 110.
From these reconciled logs the modeling process 128 generates a model that determines

10 acontent ttem environment type based on a resource address and content item identifier
mput pair.
{0834] The modcling generation process 128 is described in particular with reference to
Fig. 3, which 1s a flow diagraro of an example process 300 for modifying content ftem
tags with a reporting instruction, and processing the resulting reporting messages

15 recetved. The process 300 can be implemented in a data processing apparatus of one or
more computers. Reference is also made to Fig. 1, which depicis data {lows for both
the model generation and selection of content items using the generated model.
00351 As shown in Fig. 1, auser device 106 requests a resource 184 from a publisher
104, as indicated by data flow element 1. The resource mcludes a content item

20 environment in which a content ftem is to be displayed. The user device 106 reguesis a
content itern from the content management and delivery system 110, as indicated by
data flow element 2. This process 1s repeated for muoltiple user devices and multiple

ublishers, resuliing in multiple content item requests. Each request received from a

user device specifics a resource address and content item environment identifier of a

25 content item envirowment in a resource that is addressed by the resource address.
§0836] For cach of a plurality of content item requests, the process 300 receives data
specifying a countent itom selected to fulfill an impression request (302). The content
iem is selected by use of the selection process 122, as indicated by the data flow
clement 3. The selection process 122 references the model 124, using the resource

30 address and the content item environment identifier as input. If the modei has
sufficient data, a successful prediction of the environment type is returned. I the
model does not have sufficient data or the model is determined to be inaccurate for the

resource address and environment identifier patr, an unsuccessiul prediction is returned.
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A model may not have suificient data for a resource and content item environment
wdentificr pair if, for example, the resource is a newly published resource. An
unsuccessiul prediction may be, {or example, an indeterminate prediction, a prediction
that does not have a high confidence value in the event type Hkebihood, or a prediction
for which the event type likelihood is below a threshold, such as 8096, As described
above, the selection process uses the prediction result to filter content iferns for
selection.

[0837] For a subset of the requests, e.g., 5% or less, the process 300 appends to the
content itom data a reporting instructions that causes a user device to determinge a
content item environment type of the content 1tem environment and report the
determined type to a content item server (304). For example, in the case in which the
environments include iFrames and script environment, the instructions may be the

following:

ry |
var h = window.top.location.href]
repott{"script environment™}

/f Can access top window -- §s tag.
} catch{e} {

repori(“iframoe environment”)

// Cannot access top window -- iframe tag.
2
B
{B038] The try-catch senipt inchudes two blocks, the try block and the catch block, The
try block contains the code to be run, and the catch block contains the code to be
executed 1f an error occurs. The code 1o the try block “varh =

b
X

window.iop.Jocation.hive{” perforros an operation that accesses, from the conient item
environment, resource data belonging to the domain of the publisher of the resource.
{0039} If the environment is an iFrame environment, then the domain of the iFrame
belongs to the content ftem server 110, which is different from the domain of the
publisher. As used in this specification, a content item environment “belongs” to 4
particular domain when it has admimnstrative authority for that domain. For example, in
the browser environment, the web page 200 belongs to the domain on the publisher,
while the content item environments 203, if an iFrame, belongs to the domaim of the

content server.
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[0848] Same-domain content item environments can progranuanatically coromunicate,
but such comrnunications are not readily facilitated between cross-domain content item
environments. This realizes a cross-site seripting securily measure that makes 1t more

difficult for a publisher or an intervening third party to fmplement abusive processes

i

{c.g., spamming, false impression reporting) within the content ifem environments,

10841] Thus, if the environment is an iFrame environment type, the operation “var h =

window.top locationhref” will result in an exception. Should the exception occur, the

try block exits and the catch block executes, indicating a determination that the
environment is an iFrame environment. The catch block includes an instruction

10 “report{“ifraroe environment”)” that reports to the content management and delivery
system 110 that the environment is an iFrame environment.  As described above, the
mstruction can be an HTTP request to a reporting URL, or, afternatively, can be any
appropriate reporting instruction.

{0042] Conversely, it the content item environment 15 a script environment, then the

15 environment belongs to the domain of the publisher, and the operation “var h =
window.top.location.href” will not result in an exception. The try block then executes
the instruction “repori(“seript environment”),” indicating a deterroination that the
environment is a script environment type. The catch block does not execute because no
exception occurs,

20 3043] For each of the requests, the process 300 sends the content item data and the
reporting instruction to specifying a content item to the user device that generated the
content item request (306). For example, in Fig. 1, the data flow element 4 represents
the subset of the content item with the reporting instraction. Furthermore, for cach of
the requests, the process 300 stores an fmpression record that specifies the trapression

25 identiticr, the resource address and the content item environment identifier (308). The
impression record is stored in the reporting log data 126, for example.

{0044} For cach of the subset of requests, the process 300 receives from the user
device a reporting message including an impression identifier and a specified content
ilem environment type (318). For example, the process 3060 receives various reporting

30 URL requests, one from each user device that renders a content item with the added

reporting instructions, as indicated by the data flow element 5. Each of the URL

requests inclodes of query parameter specifying the impression identifier, and the

cnvironment type.
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[0845] The process 300 determines, from the impression records and the reporting
messages, the impression records that correspond fo the received reporting messages
(312). Accordingly, the impression identifier is used to associate a resource address

and content item identifier pair with a determined environment type.

i

0846] The process 300 generates, from the impression records that correspond to the
received reporting messages, a model that determines a content item enviromment type
based on a resource address and content item identificr nput patr (314). As shown in
Fig. 1, the modeling process 124 generates and updates the model 124, as indicated by
data flow ¢lement 6, The model can, for example, be based on environment iype
10 results for each resource address and URL pair.
[0847] In some implementations, the reporting instruction is configared to inclade the
content itern environment type, the resource address and the content item environment
identifier. In these implementations, the process 300 necd not access the impression
records, as all the information needed to create the models 15 fncluded in the reporting
18 records.
[0848] In some implementations, the model 124 is created by aggregating messages for
each resource address and content stem environment identifier pair. The percentage of
environment types is then determined from the aggregated messages. For example, for
a particular resource address and content item identifier pair, the content environment
20 types received may indicate that 95% of all requests have been for an iFrame
environment, and 3% for a seript enviromment. Accordingly, the model will return a
prediction that the environment is 95% likely to be an iFrame environment.
{33491 In some implementations, the model 124 is time weighted to discount earlier
messages. This results in changes to an environment type in a resource being reflected
25 i the model more quickly than if all reporting messages are equally weighted for a

time period. A varicty of appropriate weighting schemes can be used.

Content Hem Selection Based Op Envivonment Tvpe

[0050] After the model 124 15 built, the system utihizes the model to select content

30 ilems responsive to content Hem requests. One such example process is described with
respect to Fig. 4, which is a flow diagram of an example process 400 for determining a
content iem environment type for a content item request and filtering content tems in

response to the determination.



WO 2014/066355 PCT/US2013/066127

i

10

20

30

12

[{0851] The process 400 receives a content item request received from a user device
specifying a resource address and content item environmoent identifier of a content ftem
environent i a resource that is addressed by the resource address (402).

[0882] The process 400 determines a content tem environment type based on URL
and environment identifier (404). For example, the selection process 122 references the
model 124, using the resource address and the content item environment identifier as
input. The model will retum a predicted content item environment type successfully, or
may return an unsuccessiud prediction. To illustrate, assume there are two content item
environment types for which the model makes predictions — a first type {e.g., a script
type) and a second type (e.g., an iFrame type).

[0883] If the environment type is a first type, then the process 400 precludes selection
of content iterns that are specified to not be rendered in content item environments of
the second content item environroent fype (406). For example, i the environment type
is a seript type, then content items that are specified to be rendered in iFrame
environments only, or to not be rendered in script environments, are precluded from
being selected to respond to the request,

[0854] If the environment type is a second type, then the process 400 precluded
selection of content ttems that are specified to not be rendered in content item
environments of the first content item environment type (408). For example, if the
cavironment type 1s an iFrame type, then content tems that are specified to be vendered
n seript environments only, or to not be rendered i iFrame covironments, are
preciuded from being selected to respond to the request.

[0855] If the environment type is unsuccessful, then the process 400 preciudes
sclection of content Hems that are specified to not be rendered n any of one or more
content item environment types {410). For example, only content items that do not
have a specified environment type in which to be rendered (o1 to not be rendered) are
selected from to respond to the request. Content iteros that do have a specified
environment type in which to be rendered (ot to not be rendered) are precluded from
selection.

{3356} For a subset of the content items that are eventually selected after execution of
the process, the system 110 may include the reporting instructions with the content

ttem, as described in the process 300, By domg so, the system 110 continually
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maintains the model for previously modeled resource identificr and environment

identificr pairs.

Additional Reportine And Processing Fealures

i

{0857] In the examples described above, two different types of content item
cnvironments are used to describe the features of the determination and selection
processes. However, the systern can be configured to detect additional environment
types and/or tag types. The reporting instractions described above can include
additional instructions that access DOM elements that include the request code used by
10 the client device to generate the request, and determine from the request code particular
{ag types, the particular content flem calls (o be made at that content item delivery
system 110 (e.g., image only, text only, only images served through streaming

protocols), all of which may be reported and modeled.

15 Additional Iimplementation Details

[0858] FIG. 5 is a block diagram of computing devices 600, 650 that may be used to
toplement the systems and moethods deseribed i this document, as either a client or as
a server or plurality of servers. Computing device 600 is intended o represent various
forms of digital computers, such as laptops, desktops, workstations, personal digital

20 assistants, servers, blade servers, mainframes, and other appropriate computers.
Computing device 600 is further mtended to represent various typically non-mobile
devices, such as televisions or other electromic devices with one or more processers
crabedded therein or attached thereto. Computing device 650 is intended to represent
various forms of mobile devices, such as personal digital assistants, cellular telephones,

25 smartphones, and other similar computing devices. The components shown here, their
connections and relationships, and thetr functions, arc meant to be exemplary only, and
are not meant to imit oplementations of the mventions described and/or claimed in
this document.
[08539%] Computing device 600 mcludes a processor 602, memory 604, a storage device

30 606, a high-speed interface 608 connecting to memory 604 and high-speed cxpansion
ports 610, and a low speed interface 612 connecting to low speed bus 614 and storage
device 606. Each of the components 602, 604, 606, 608, 610, and 612, are

mterconnected using various busses, and may be mounted on a conunon motherboard
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or in other manners as appropriate. The processor 602 can process instructions for
execution within the computing device 600, including instructions stored n the
memory 604 or on the storage device 506 to display graphical information for a GUl on
an external input/output device, such as display 616 coupled to high speed interface
608. In other implementations, multiple processors and/or multiple buses may be used,
as appropriate, along with multiple memories and types of memory. Also, nultiple
computing devices 600 may be conmected, with cach device providing portions of the
necessary operations {(e.g., as a server banlk, a group of blade servers, or a multi-
ProCessor system),
{0860] The roemory 604 stores information within the computing device 600. In one
mplementation, the memory 604 is a computer-readable mediom. In one
implerentation, the memory 604 is a volatile memory unit or units. In ancther
fopleraentation, the oemory 604 is a non-volatile memory unit or units.

[3661] The storage device 606 is capabie of providing mass storage for the computing
device 600. In onc implementation, the storage device 606 is a computer-readable
medivm. In various different implementations, the storage device 606 may be a floppy
disk device, & hard disk device, an optical disk device, or a tape device, a flash memory
or other similar solid state memory device, or an array of devices, inchuding devices in
a storage arca nctwork or other configurations. In one implementation, s computer
program product is tangibly embodied 1o an information carrier. The computer
program product contains instructions that, when executed, perform one or more
methods, such as those described above, The information carrier is a computer- or
machine-readable medium, such as the memory 604, the storage device 606, or
memory on processor 602,

[0862] The high speed controller 608 manages bandwidth-intensive operations for the
computing device 600, while the low speed controller 612 manages lower bandwidth-
fotensive operations. Such allocation of dutics 1s exemplary only. In one
mmplernentation, the high-speed controller 608 15 coupled to mermory 604, display 616
(e.g., through a graphics processor or accelerator), and to high-speed expansion ports
619, which may accept various expansion cards (not shown}. In the implementation,
low-speed controller 612 is coupled to storage device 606 and low-speed expansion
port 614, The low-speed expansion port, which may include various communication

ports {e.g., USH, Bhuetnoth, Ethernet, wireless Ethernet) may be coupled io one or
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more input/output devices, such as a keyboard, s pointing device, a scanner, or a
networking device such as a switch or router, e.g., through a network adapter.
{0863] The computing device 600 may be implemented in a number of different forms,

as shown in the figure, For example, it may be implemented as a standard server 620,

i

or multiple times in a group of such servers. It may also be implemented as part of

rack server systern 624, fn addition, it may be tmplemented in a personal computer

such as a laptop computer 622. Aliernatively, components from computing device 600

may be combined with other components in a mobile device (not shown), such as

device 650. Each of such devices may contain one or more of computing device 600,

10 650, and an entire system may be made up of nuiltiple computing deviees 600, 650
communicating with cach other.

10064] Computing device 650 includes a processor 652, memory 664, an input/output
device such as a display 654, a communication mterface 666, and a transceiver 668,
among other compounents. The device 650 may also be provided with a storage device,

15 such as a microdrive or other device, to provide additional storage. Each of the
components 651, 652, 664, 654, 666, and 668, are interconnected using various buses,
and several of the components may be mounted on 4 common motherboard or in other
manners as appropriate.

{0865] The processor 652 can process instructions for execution within the computing

20 device 650, including instructions stored in the memory 664. The processor may also
melude separate analog and digital processors. The processor may provide, for
example, for coordination of the other components of the device 630, such as control of
user interfaces, applications run by device 650, and wircless communication by device
650.

25 [0866] Processor 652 may communicate with a user through control interface 658 and
display interface 656 coupled to a display 654. The display 654 may be, for exanple, a
TET LCD display or an OLED display, or other appropriate display technology. The
display interface 656 may comprise appropriate cirauitry for driving the display 654 to
present graphical and other information to a user. The control interface 658 may

30 receive commands front a user and convert them for submission to the processor 652,

In addition, an external interface 662 may be provided in communication with

processor 652, so as to enable near area comnmunication of device 650 with other

devices. External interface 662 may provide, for example, for wired communication
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{e.g., via a docking procedure} or for wircless commumnication (e.g., via Bluetooth or
other such technologies).
{0867] The roemory 664 stores information within the computing device 650. In one

mplementation, the memory 664 is a computer-readable mediom. In one

i

implerentation, the memory 664 is a volatile memory unit or units. In ancther

fpleraentation, the memory 664 s a non-volatile memory unit or unifs. Hxpansion

memory 674 may also be provided and connected to device 630 through expansion
interface 672, which may include, for example, a SIMM card interface. Such
expansion memory 674 may provide cxtra storage space for device 650, or may also

10 store applications or other information for device 650, Specifically, expansion memory
674 may include instractions to carry out or supplement the processes described above,
and may include secure information also. Thus, for example, expansion memory 674
may be provide as a security module for device 650, and may be programamed with
mstractions that permit secure use of device 656, In addition, sceure applications may

15 be provided via the SIMM cards, along with additional information, such as placing
identifying information on the SIMM card in a non-hackable manner.

{0868] The roemory may melude for example, flash memory and/or MRAM memory,
as discussed below. In one implementation, a computer program prodact is tangibly
embedied in an information carrier. The computer program product contains

20 instructions that, when executed, perform one or more methods, such as those described
above. The mformation carrier is & computer- or machine-readable medium, such as
the memory 664, expansion memory 674, or memory on processor 652.

0369 Device 650 may communicate wirelessly through communication interface 666,
which may include digital signal processing circuitry where necessary.

25 Commnunication interface 666 may provide for communications under various modes or
protocols, such as GSM veice calls, SMS, EMS, or MMS messaging, CBMA, TDMA,
PDC, WCDMA, CDMA2000, or GPRS, among others, Such communication may
oceur, for example, through radio-frequency transceiver 668. In addition, short-range
communication may occur, such as using a Bluctooth, Wili, or other such transceiver

30 (notshown). In addition, GPS receiver module 670 may provide additional wireless

data to device 650, which may be used as appropriate by apphications running on device

630,
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{03781 Device 650 may also communicate audibly using audio codec 660, which may
receive spoken information from a user and convert it to usable digital mformation.
Audio codec 660 may hikewise generate audible sound for a user, such as through a
speaker, e.g., in a handset of device 650. Such sound may inchide sound from voice
ielephone calls, may include recorded sound (e.g., voice messages, music files, etc.)
and may alse melude sound generated by applications operating on device 650,

{3671] The computing device 650 may be implemented 1o a number of different forms,
as shown in the figare. For example, it may be implemented as a celhular telephone
680, It may alse be implemented as part of a smartphone 682, personal digital
assistant, or other similar mobile device.

[0872] Various implementations of the systems and techniques described here can be
realized in digital electronic circuitry, integrated circuiiry, specially designed ASICs
{apphication specific integrated circuits), computer hardware, firmware, software,
and/or combmations thereot. These various implementations can include
implementation in one or more computer programs that are executable and/or
interpretable on a programmabie system mncluding at least one programmabic
processor, which may be special or general purpose, coupled to receive data and
mstructions from, and (o transmit data and instractions to, a storage svstem, at least one
input device, and at least one ocutput device,

10873] These computer programs (also known as prograras, software, software
applications or code) inchude machine instructions for a progranumable processor, and
can be implemented in a high-level procedural and/or object-oriented programming
language, and/or in asscmibly/machine language. As used herein, the terms “machine-

ELI

readable medium” “corputer-readable medium™ refers fo any computer program
product, apparatus and/or device {e.g., magnetic discs, optical disks, memory,
Programmable Logic Devices {PLDs)} used to provide maching instractions and/or data
1o a programnable processor, inchiding a machine-readable medium that receives
machine mstructions as a machine-readable signal. The term “machine-readable
signal” refers to any signal used to provide machine fnstructions and/or data to a
progranmmable processor. A machine-readable medium or a computer-readable
medium does not include a transitory signal.

{00741 To provide for interaction with a user, the systems and technigues described

here can be iroplemenied on a computer having a display device (e.g., a CRT {cathode
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ray tube) or LUD (liquid crystal display) monitor} for displaying information to the user
and a keyboard and a peinting device (e.g., 4 mouse or a trackball} by which the user
can provide mput to the computer. Other kinds of devices can be used to provide for

mteraction with a user as well; for example, feedback provided to the user can be any

i

form of sensory feedback {e.g., visual feedback, auditory feedback, or tactile feedback);

and input from the user can be received n any form, including acoustic, speech, or

tactile nput.

[0875] The systems and technigues described here can be implemented in a computing

system that includes a back end component {¢.g., as a data server), or that includes a

10 piddieware component (e.g., an application server), or that includes a front end
component {e.g2., a client computer having a graphical user interface or a2 Web browser
through which a user can interact with an implementation of the systems and
technigues deseribed here), or any combination of such back end, muddieware, or front
end components. The components of the systern can be jnterconnected by any form or

15 medivm of digital data communication {(e.g., a communication network}. Examples of
commnnication networks inchude a local area network (“LAN™), a wide area network
{(“WAN"}, and the Internet.
[3876] The compuling system can include chents and servers. A client and server are
generally remote from cach other and typically interact through a communication

20 network. The relationship of client and server arises by virtue of cormoputer programs
unming on the respective computers and having a chent-server relationship to each
other.
{0877] While this specification contains many specific implementation details, these
should not be construed as Hraitations on the scope of any inventions or of what may be

25 claimed, but rather as deseriptions of {eatures specific to particular implementations of
particular inventions. Certain features that are described in this specification in the
context of separate troplementations can also be implemented in combination in a
single implementation. Conversely, various features that are described in the context of
a single implementation can also be implemented in multiple implementations

30 scparately or in any suitable subcombination. Moreover, although features may be

described above as acting in certain combinations and even initially claimed as such,

one or more features from a claimed combination can in some cases be excised {from
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the combination, and the claimed combination may be directed 1o a subcombination or
variation of a subcombination.

{0678] Simularly, while operations are depicted i the drawings 1n a particular order,
this should not be understood as requiring that such operations be performed in the
particular order shown or in sequential order, or that all illustrated operations be
performed, to achieve desivable results. In certain circumstances, roultitasking and
parailel processing may be advantageous. Moreover, the separation of various system
components in the implementations described above should not be understood as
requiring such separation in afl implementations, and it should be understood that the
described program coroponents and systems can generally be mtegrated together in a
single software product or packaged into multiple sofiware products.

{0879] Thus, particular implementations of the subject matier have been described.
Other troplementations are within the scope of the following clatms. To some cases, the
actions recited in the claims can be performed i a different order and still achieve
destrable results. In addition, the processes depicted 1 the accompanying figures do
not necessarily require the particular order shown, or sequential order, to achicve
desirable results. fo certain implementations, multitasking and parallel processing moay
be advantageous.

{008¢] What is claimed is:
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CLAIMS
1. A computer-implemented method implernented in a content item serving

system, comprising:
for cach of a phurality of content item requests for a condent item, cach content
ttem request received from a user device and specifying a resource address and content
ttem environment identifier of a content item environment in a resource that is
addressed by the resource address:

receiving content itern data specifying a content ttern selected to fulfill
the content item request, the data including an impression identifier that uniquely
identifies an impression for which the content item was selected;

appending to the content fiem data a reporting instructions that causes a
user device to defermoine a content item environment type of the content itera
environment and generate a reporting message specifying the content item environment
type, wherein the content item environment type determined is one of at feast two
different content itern environment types; and

sending the content itemn data specifying a content itern and the reporting

instraction to the user device that generated the content ilem request.

2. The method of claim 1, wherein the content item is an advertisement.
3. The method of claim 2, further comprising:

o~

for each content item request, storing an tmpression record that specifies the
irapression identifier and the content item identifier;

receiving from user devices and at the data processing apparatus reporiing
messages, cach reporting message including an impression identifier and a specified
content item environment {ype;

determining, from the tropression records and the reportting messages, the
impression records that correspond to the received reporting messages:; and

generating, from the impression records that correspond to the recetved
reporting messages, a mode] that determines a content ftem environment type based on

a resource address and content fiem identifier input pair.
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4, The method of claim 3, further comprising:

for cach of an additional plurality of content item requests for a content item,
each content iem request received from a user device and specifying a resource address
and content item environment identifier of a content item environment in a resource
that iz addressed by the resource address, determining from the model, based on the
resource address and content itern identifier of the content item request, a predicted
content itern environment type of the content itern environment identified by the

content item identifier;

&

or each content item request for which the predicted content item environment

[

type 1s of a first content item environment type, precluding selection of content items
that are specified to not be rendered in content item environments of the first content
item environment type; and

for cach countent ttem request for which the predicied content item environment
type 15 of a second content itern enviromment type, precluding selection of content items
that are specified to not be rendered in the content item environments of the second

content item environment type,

5. The method of claim 4, further comprising:
for cach countent ttem request for which the predicied content item environment
type 18 indeterminate, precluding selection of content 1tems that are specified to not be

rendered in any of one or more conlent item environment Lypes.

6. The method of claim 4, wherein:

the content item environment types include script types and iFrame types;

content ttern environments of the script type are rendered in the resource and
belong to the doroain of a publisher of the resource;

content item environments of the iFrame type are rendered in an iFrame in the
resource and belong to the domain of the content item serving syster; and

the domain of the content tiem serving systern is difforent from the domain of

the publisher.
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7. The method of claim 6, wherein the reporting instructions that causes a user
device to determine a content itern environment type of the content ifern environment
comprise instructions that cause the user device to perform operations comprising:
performing an access operation that accesses, from the content item
environment, resource data belonging to the domain of the publisher of the resource;
determining whether an error resulting from the access operation occurs;
when an error resulting from the access operation occurs, determining that the
content item environment type is an iFrame type; and

when an error resulling from the operation does not occur, determining that the

f=3

content item environment Lype 18 4 script type.

&. The method of claim 2, further comprising:

recetving from user devices and at the data processing apparatus reporting
messages, each reporting message including a resource address, a content item
identifier, and a specified content iter environment type; and

generating, from the reporting roessages, a model that determines a content 1tem

environment type based on a resource address and content ilem identifier input pair.

9. The method of claim &, further comprising:
for each of an additional plurality of content ttem requests for a content ilem,
cach content item request received from a user device and specifying a resource address
and content item environment identifier of a content itern environment 1o a resource
that 13 addressed by the resource address, determining from the model, based on the
resource address and content iterm identifier of the content item request, 2 predicted
content itern environment type of the content ftern environment identified by the
content itern 1dentifier;
for each content item request for which the predicted content ilem environment
type is of & first conteni item envivonment type, prechuding selection of content items
that are specified to not be rendered in content item environroents of the first content
ttem environment type; and

for each content item request for which the predicted content item environment
type is of a second content item envitonment type, prechuding selection of content items
that are specified to not be rendered in the content item environments of the second

content item environment type.
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10. The method of claim 2, wherein:

the content itern enviroument types mclude script types and iFrame types;

comntent item environments of the seript type are rendered in the resource and
belong to the domain of a publisher of the resource;

content item environments of the iFrame type are rendered in an iFrame in the
resource and belong to the domain of the content item serving system; and

the domain of the content item serving system is different from the domain of

the publisher,

i1 The method of claim 1{, wherein the reporting instractions that causes a user
device to determine a content item environment type of the content item environment
comprise instructions that cause the user device to perform operations conywising:
performing an access operation that accesses, from the content item
environment, resource data belonging to the domain of the publisher of the resource;
determining whether an error resulting from the access operation acours;
when an ervor resulting from the access operation occurs, deternuning that the
content item enviromment type is an iFrame type; and
when an error resulting from the operation does not accur, determining that the

content itern environment Lype i8 a script type.
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12, A system, comprising:
a data processing apparatus; and
a computer memory apparatus in data communication with the data processing
apparatus and storing instructions executable by the data processing apparatus and that
upon such execution cause the data processing apparatus to perform operations
comprising:
for each of a phurality of content item requests {or a content item, each content
ilem request received from a user device and specifying a resource address and conlent
item environment identificr of a content item environment in a resource that is
addressed by the resource address:
receiving content item data specifying a content item selected to fulfill
the content item request, the data including an impression identifier that uniguely
identifies an tropression for which the content item was selected;
appending to the content item data a reporting instructions that causes a
user device 1o determine a content item environment type of the content item
environment and generate a reporting message specifying the content ilem cavironment
type, wherein the content item environment type determined is one of at least two
different content Hem environment types; and
sending the content item data specifying a content e and the reporting

fostruction to the user device that generated the content item request.

13. The system of claim 12, wherein the content item is an advertisement.
14, The system of claim 13, the operations further comprising:

for each countent ttem request, storing an tmpression record that specifies the
mmpression identifier and the content itern 1dentifier;

recetving from user devices and at the data processing apparatus reporting
messages, each reporting message including an irapression identifier and a specified
content item environment type;

determining, from the impression records and the reporting messages, the
impression records that correspond to the received reporting messages; and

gencrating, from the impression records that correspond to the received
reporting messages, a model that deterroines a content itern environment type based on

a resource address and content it identifier input pair.
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15. The system of claim 14, the operations further comprising:

for cach of an additional plurality of content item requests for a content item,
each content iem request received from a user device and specifying a resource address
and content item environment identifier of a content item environment in a resource
that iz addressed by the resource address, determining from the model, based on the
resource address and content itern identifier of the content item request, a predicted
content itern environment type of the content itern envivonment identified by the

content item identifier;

Py

or each content item request for which the predicted content ifem environment
type 1s of a first content item environment type, precluding selection of content items
that are specified to not be rendered in content item environments of the first content

item environment type; and

=

cach content ttem request for which the predicted content item environment
type 18 of a second content itern enviromment type, precluding selection of content ftems
that are specified to not be rendered in the content item environments of the second

content item environment type,

16, The system of claim 13, the operations further comprising:

or cach content e request for which the predicted content item environment

=t

type 18 indeterminate, precluding selection of content 1tems that are specified to not be

rendered in any of one or more conlent item environment Lypes.

17. The system of claim 15, wherein:
the content item environment types include script types and iFrame types;
content ttern environments of the script type are rendered in the resource and
belong to the doroain of a publisher of the resource;
content item environments of the iFrame type are rendered in an iFrame in the
resource and belong to the domain of the content ifem serving syster; and
the domain of the content tiem serving systern is difforent from the domain of

the publisher.
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I8. The Systemn of claim 17, wherein the reporting instructions that causes a user
device to determine a content itern environment type of the content ifern environment
comprise instructions that cause the user device to perform operations comprising:
performing an access operation that accesses, from the content item
environment, resource data belonging to the domain of the publisher of the resource;
determining whether an error resulting from the access operation occurs;
when an ervor resulting from the access operation ocours, determining that the
content item environment type is an iFrame type; and
when an error resulling from the operation does not occur, determining that the

content item environment Lype 18 4 script type.

19, The system of claim 13, the operations further comprising:

recetving from user devices and at the data processing apparatus reporting
messages, each reporting message including a resource address, a content item
identifier, and a specified content iter environment type; and

generating, from the reporting messages, a model that determines a content 1tem

environment type based on a resource address and content ilem identifier input pair.

26. The system of claim 19, the operations further comprising:
for each of an additional phurahity of content item requests for a content ilem,
cach content iem request received from a user device and specifying a resource address
and content item environment identifier of a content itern environment 1o a resource
that 13 addressed by the resource address, determining from the model, based on the
resource address and content iterm identifier of the content item request, 2 predicted
content itern environment type of the content ftern environment identified by the
content itern 1dentifier;
for each content item request for which the predicted content ilem environment
type is of a first conteni item envivonment type, precluding selection of content items
that are specified to not be rendered in content item environroents of the first content
ttem environment type; and

for each content item request for which the predicted content item environment
type is of a second content item envitonment fype, prechuding selection of content items
that are specified to not be rendered in the content item environments of the second

content item environment type.
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21. The system of claim 20, whercin:

the content itern enviroument types mclude script types and iFrame types;

comntent item environments of the seript type are rendered in the resource and
belong to the domain of a publisher of the resource;

content item environments of the iFrame type are rendered in an iFrame in the
resource and belong to the domain of the content item serving system; and

the domain of the content item serving system is different from the domain of

the publisher,

22. The system of claim 21, wherein the reporting instructions that causes a user
device to determine a content item environment type of the content item environment
comprise instructions that cause the user device to perform operations conywising:
performing an access operation that accesses, from the content item
environment, resource data belonging to the domain of the publisher of the resource;
determining whether an error resulting from the access operation acours;
when an ervor resulting from the access operation occurs, deternmuning that the
content item enviromment type is an iFrame type; and
when an error resulting from the operation does not scour, determining that the

content itern environment Lype i8 a script type.
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23, A computer memory apparatus storing instructions executable by a data
processing apparatus and that upon such execution cause the data processing apparatus
to perform operations comprising:
for each of a plurality of content em requests for a content item, cach content

item request received from a user device and specifying a resource address and content
item environuent identifier of a content item environment in a resource that is
addressed by the resource address:

receiving content item data specifying a content item selected to fulfill
the content itera request, the data including an impression identifier that uniquely
wdentifics an impression for which the content stem was selected;

appending to the content ttem data a reporting instructions that causes a
user device to determine a content item environment type of the content item
cavironment and generate a reporting roessage specifying the content flem environment
type, wheren the content itemn environment type determined is one of at least two
different content item environment types; and

sending the content item data specifying a content item and the reporting

mstruetion to the user device that gencrated the content item request.
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For each of a plurality of content item requests, receive data
specifying a content item selected to fulfill an impression reguest

For each of a subset of the requests, append o the content item
data a reporting instruction that causes a user device fo determing
a content itern environment type of the content item environment
and report the determined type o a content item server

306

For each of the requests, send the content item data and the
reporting instruction to the user device that generated the content
item request

For each of the requests, store an impression record that spacifies
the impression identifier, the resource address and the content
itlem environment identifier

For each of the requests, receive from the user device a reporting
message including an impression identifier and a specified
content item environment fype

N2

Determine, from the impression records and the reporting
messages, the impression records that correspond to the received
reporting messages

Generate from the impression records that correspond fo the
received reporting messages, a model that determines a content
item environment type based on a resource address and content

item identifier input pair

FIG. 3

PCT/US2013/066127



WO 2014/066355 PCT/US2013/066127
4/5

Receive a content item request received from a user device
spesifying a resource address and content item environment
identifier of a content Hem environment in a resource thatis
addressed by the resource address

408
404 j

4002‘

5 4086

Preciude selection of content
items that are specified to not be
rendered in content item
environments of the first content
item environment type

Content
itern environment
type based on URL
and environment
identifier

Preclude selection of content
items that are specified to not
be rendered in content item
environmentis of the second
conterd Hem environment type

Second

Unsuccessful

Preciude selection of content items that 410
are specified to not be rendered in any
of ong or more content item
environment types

FIG. 4
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