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(57) ABSTRACT 

A system and method that facilitates the configuration and 
control of components of a radio frequency identification 
(RFID) system, taking into account how the RFID system 
components are associated with one or more physical loca 
tions within an environment in which the RFID system is 
deployed. The RFID system can be controlled by obtaining a 
representation of the physical space. Next, at least one region 
of interest is specified in the representation of the physical 
space. An interrogation Zone is then specified in the represen 
tation of the physical space, in which the interrogation Zone 
corresponds to the data reader. Next, at least one overlap 
region of the interrogation Zone and the region of interest is 
specified. Information is then stored, including the represen 
tation, and the interest region, the interrogation Zone, and/or 
the overlap region. Operation of the data reader is controlled 
as a function of the stored information. 
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Obtain a representation of a physical space 
corresponding to a facility in which the RFID 
system components are to be deployed. 

702 

Specify a plurality of regions within the 
representation of the physical space. 

704 

Specify a location of each antenna within the representation 
of the physical space so that at least a portion of at least one 
of the plurality of regions is within the RF interrogation zone 

associated with the respective antenna. 
7O6 

Compile information derived from the plurality of specified regions and 
the specified location of each antenna within the representation of the 
physical space, for use by the real-time controller in controlling the RF 
transmitter for interrogating at least one RFID tag, and in controlling the 
RF receiver for receiving RFID tag data generated by the RFID tag in 

response to being interrogated by the RF transmitter. 
708 

Fig. 7 
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CONFIGURATION MANAGEMENT SYSTEM 
AND METHOD FOR USE IN AN RFID 

SYSTEM.INCLUDING AMULTIPLCITY OF 
RFID READERS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation application of 
prior U.S. patent application Ser. No. 1 1/581,788 filed Oct. 
16, 2006 entitled CONFIGURATION MANAGEMENT 
SYSTEMAND METHOD FOR USE IN AN RFID SYS 
TEM INCLUDING A MULTIPLICITY OF RFID READ 
ERS, which claims benefit of U.S. Provisional Patent Appli 
cation No. 60/727,453 filed Oct. 17, 2005 entitled 
CONFIGURATION MANAGEMENT SYSTEM AND 
METHOD FOR USE IN AN RFID SYSTEM.INCLUDING 
A MULTIPLICITY OF RFID READERS. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH ORDEVELOPMENT 

0002. Not applicable 

BACKGROUND OF THE INVENTION 

0003. The present invention relates generally to radio fre 
quency identification (RFID) systems, and more specifically 
to a system and method of managing the configuration and 
control of components of an RFID system, taking into 
account how the RFID system components are associated 
with one or more physical locations within an environment in 
which the RFID system is deployed. 
0004. In recent years, radio frequency identification 
(RFID) systems have been employed in an ever increasing 
range of applications. For example, RFID systems have been 
employed in Supply chain management applications to iden 
tify and track merchandise throughout manufacture, ware 
house storage, transportation, distribution, and retail sale. 
RFID systems have also been used in security applications to 
identify and track personnel for controlling access to 
restricted areas of buildings and plant facilities, thereby pro 
hibiting access to such areas by individuals without the 
required authorization. Accordingly, RFID systems have 
been employed in a number of diverse applications to facili 
tate the identification and tracking of merchandise, personnel, 
and other items and/or individuals that need to be reliably 
monitored and/or controlled within a particular environment. 
0005. A conventional RFID system typically comprises at 
least one RFID reader including at least one RF interrogator 
and at least one RF receiver, at least one controller or host 
computer, and at least one RFID transponder or tag. For 
example, when Such a system is deployed in a manufacturing 
environment, one or more RFID tags may be attached to 
selected items of manufacture or equipment, and one or more 
RFID readers may be employed to interrogate the RFID tags 
as the tagged items pass predefined points on the manufac 
turing floor. Each of the RFID tags may include a memory for 
storing information provided to it by one of the RF interro 
gators. In addition, one or more of the RFID tags may include 
an integrated transducer or environmental sensor, which may 
be employed to acquire data relating to the temperature, pres 
sure, and/or humidity level of the ambient environment. 
RFID tags generally belong to one of the following class 
categories: identity tags for holding user data (class 1), Secure 
tags (class 2), battery assisted tags containing real time sen 
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sors (class 3), and fully battery-operated transceiver-based 
tags providing interactivity with other similar tags within the 
RFID system. Because they do not contain a power source, 
RFID tags belonging to classes 1-2 are called passive tags. 
Such passive tags typically receive energizing power from an 
impinging RF field generated by an RF interrogator. 
0006. In a typical mode of operation within an exemplary 
manufacturing environment, the RF interrogator transmits an 
RF signal in the direction of an RFID tag, which responds to 
the transmitted signal by generating another RF signal con 
taining information stored on the tag. For example, Such 
information may identify the item to which the RFID tag is 
attached, and may possibly contain other data acquired during 
the manufacture of the item. As described above, if the RFID 
tag includes an environmental sensor, then the tag may also 
provide data relating to the temperature, pressure, humidity 
level, etc., of the ambient environment. The RF receiver 
receives the RF data signal transmitted by the RFID tag, and 
provides the tag data to the controller or host computer for 
Subsequent processing and decision making based upon the 
data. In this typical operating mode, the RFID reader can be 
configured as a peripheral connected to a serial port of the 
controller or host computer. 
0007 More recently, RFID readers have been developed 
that are capable of being connected via one or more commu 
nications networks to enterprise computer resources running 
one or more RFID-enabled client software applications. Such 
RFID readers have been employed in complex systems 
including a multiplicity of readers connected via a number of 
communications networks to one or more host computers, 
which may be part of an enterprise network server. For 
example, Such host computers may be configured to run client 
applications for processing tag data to control access to build 
ing and plant facilities, to control the movement of personnel 
and/or property within a predefined area, to control the opera 
tion of lighting, heating, ventilation, and/or air conditioning 
facilities, and to perform numerous other diverse functions. In 
addition, networks of RFID readers and other RFID system 
components can be operated as distributed sensor networks 
configured to acquire information from multiple points 
within the system environment, and to combine the acquired 
information for use in Subsequent decision making to achieve 
a specified business purpose. 
0008. Whether implemented as computer peripherals or 
networked devices, conventional RFID readers generally col 
lect data from RFID tags like optical barcode readers collect 
data from barcode labels. However, whereas an optical bar 
code reader typically requires a direct line of sight to a bar 
code label to read the data imprinted on the label, the RF 
signals generated by the typical RFID reader can penetrate 
through and/or diffract around objects obstructing an RFID 
tag from the RF field of view of the reader, thereby allowing 
the reader to access data from a tag that, for example, might be 
buried beneath one or more boxes of material. In addition, the 
conventional RFID reader can typically operate on and dis 
tinguish between multiple RFID tags within the reader's field 
of view. 

0009. However, conventional RFID systems like those 
described above have drawbacks. For example, when a con 
ventional RFID system including multiple RFID readers is 
configured to operate within a distributed sensor network, 
two of the RFID readers may be disposed at points that are far 
enough apart so that the RF fields generated by the respective 
readers do not cover the same physical space. Within Such a 
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distributed sensor network, a tagged item carried by a con 
veyor belt or a vehicle may first pass through the RF field of 
view of one of the RFID readers, and then pass through the RF 
field of view of the other reader. Based upon the locations of 
the respective readers within the system environment, and the 
times when the RFID readers detect the tagged item passing 
through their respective fields of view, the RFID system can 
determine the direction of travel of the tagged item. 
0010. The operation of such a conventional RFID system 
can be problematic, however, because various factors such as 
multi-path propagation, RFID tag orientation, shadowing by 
an obstruction, etc., may prohibit the two RFID readers from 
Successfully interrogating the tagged item at particular angles 
of interrogation. For example, if the RFID readers are placed 
too close together within the system environment, then the 
order in which the readers detect the tagged item within their 
respective fields of view may vary, thereby making it difficult 
to determine reliably the direction of travel of the tagged item. 
Further, one of the RFID readers may fail to detect the tagged 
item altogether, thereby making it virtually impossible to 
determine the item's direction of travel. Moreover, interfer 
ence between the two RFID readers may prohibit the readers 
from Successfully interrogating the tagged item. Such reader 
to-reader interference may also prevent the two RFID readers 
from occupying the same frequency channel in the same time 
slot within a particular RF domain, resulting in significant 
degradation in the efficiency of the distributed sensor net 
work. 

0011. In addition, conventional RFID systems are often 
configured such that the various system components, for 
example, the RF interrogators, the RF receivers, and/or the 
RFID readers, are provided with designations without main 
taining any meaningful associations between the system 
components and actual physical locations within the system 
environment. For example, RF interrogators, RF receivers, 
and/or RFID readers may be provided with names indicating 
their intended placement and function (e.g., shipping or 
receiving) within the system environment. However, in con 
ventional RFID system configurations, there is no easy way 
of tying the named system components to the physical loca 
tions corresponding to those functions indicated by the 
named designations. For example, if one of the named system 
components is moved from one physical location to another 
physical location within the system environment, then the 
name of that system component typically moves with the 
component, causing the component to remain within the same 
functional grouping (i.e., shipping or receiving) in which it 
was originally configured. Conventional RFID system con 
figurations are generally incapable of incorporating any for 
mal understanding of how groups of system components 
relate to the physical space in which they are employed. 
0012. Further complications can result if a system compo 
nent (e.g., an RF interrogator, an RF receiver, and/oran RFID 
reader) can be used to perform more than one function. For 
example, there may be an overlap of the interrogation Zones 
corresponding to two groups of RFID system components 
configured to perform shipping and receiving functions, 
respectively. However, conventional RFID systems typically 
provide no way of unambiguously distinguishing between the 
interrogation Zones corresponding to the shipping functions, 
and the interrogation Zones corresponding to the receiving 
functions. As a result, when one of the system components 
can be used for both shipping and receiving, it is difficult to 
determine whether interrogations performed by that compo 
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nent are associated with the shipping or receiving functions, 
especially when the component interrogates tagged items 
located within the overlapping region of the two interrogation 
Zones. Not only may one or more components of the conven 
tional RFID system be used to perform multiple functions, 
but they may also be associated with more than one physical 
location within the system environment. This often occurs 
when RFID system components are mobile. However, as 
discussed above, in conventional RFID systems, there is no 
easy way of tying the system components to the physical 
locations within the system environment, whether those loca 
tions are permanent or merely temporary. 
0013. It would therefore be desirable to have a system and 
method of managing the configuration and control of com 
ponents of an RFID System that maintains specified associa 
tions between the system components and actual physical 
locations within an environment in which the RFID system is 
deployed. Such a system and method would allow the asso 
ciations between the system components and the physical 
locations to be specified in a dynamic fashion based primarily 
upon how the various components are employed within the 
system environment. Such a system and method would also 
allow logical and physical relationships between the system 
components and the physical locations to be determined in 
accordance with how the components and locations are asso 
ciated with one another. 
0014. It would also be desirable to have a system and 
method of visualizing (1) the placement of RFID system 
components within the RFID system environment with ref 
erence to actual physical locations within the environment, 
(2) the RF coverage areas associated with the various system 
components disposed at those physical locations, and/or (3) 
the regions within the system environment in which system 
components with similar properties are located. Such a sys 
tem and method would allow properties to be assigned to both 
the system components and the physical locations, while 
providing a better understanding of how the components and 
locations exist within the system environment, leading to 
more cooperative information gathering among the various 
system components and more meaningful decision making 
based upon the acquired information. 

BRIEF SUMMARY OF THE INVENTION 

0015. In accordance with the present invention, a system 
and method is provided that manages the configuration and 
control of components of a radio frequency identification 
(RFID) system, taking into account how the RFID system 
components are associated with one or more physical loca 
tions within an environment in which the RFID system is 
deployed. The presently disclosed system and method allows 
the associations between the system components and the 
physical locations to be specified in a dynamic fashion based 
primarily upon how the various components are used within 
the system environment. The presently disclosed system and 
method also allows logical and physical relationships 
between the system components and the physical locations to 
be determined in accordance with how the components and 
locations are associated with one another. In addition, by 
permitting properties to be assigned to both the system com 
ponents and the physical locations, while presenting an 
enhanced visual representation of how the components and 
locations exist within the system environment, the presently 
disclosed system and method provides for more cooperative 
information gathering among the various system compo 
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nents, and more meaningful decision making based upon the 
acquired information, thereby allowing the business purpose 
of the RFID system to be more easily attained. 
0016. In one embodiment, the presently disclosed system 
and method is configured to operate in conjunction with an 
RFID system architecture that includes a plurality of RFID 
transponders or tags, a plurality of RFID readers, at least one 
host computer running at least one client software applica 
tion, and at least one mid-level controller/processor in com 
munication with the plurality of RFID readers and the host 
computer. Within the RFID system architecture, each of the 
RFID readers includes an RF interrogator and an RF receiver, 
which may reside in separate units or may be integrated into 
a single component or device. The mid-level controller/pro 
cessor is operative to schedule, parameterize, and coordinate 
RF transmissions generated by the respective RFID readers, 
to receive tag data from the RFID readers, and to provide raw 
tag data, processed tag data, RFID reader location informa 
tion, event information, and/or system status notifications to 
the host computer. In addition, the mid-level controller/pro 
cessor is operative to exchange RFID reader control signaling 
with both the host computer and the RFID readers to provide 
coordinated control of the multiple readers. By employing the 
presently disclosed system and method to manage the con 
figuration and control of the RFID readers via the mid-level 
controller/processor, enhanced RFID tag management func 
tions, higher RFID tag read throughput, improved RF spec 
trum management, and increased cooperation among the 
various system components can be achieved. 
0017. The present invention can be embodied in a client 
Software application running on a host computer communi 
cably coupled to the mid-level controller/processor. While 
running the client Software application embodying the 
present invention, the host computer has access to a configu 
ration database within the mid-level controller/processor, 
which stores information relating to RFID reader locations 
within the system environment, RFID reader types, location 
benchmark tags disposed throughout the environment, 
reader-to-reader interference and interactions, and/or any 
other Suitable system configuration information. In addition, 
the client Software application embodying the present inven 
tion may be configured to allow a human operator (the “user') 
to enter information specifying the associations between the 
components of the RFID system and the physical locations 
within the system environment via a graphical user interface 
(GUI) displayed on a display monitor of the host computer. 
The client Software application processes the information 
specifying the associations to generate configuration data, 
which serve as input to signal transmission/time scheduling 
algorithms executed by the mid-level controller/processor for 
controlling the various components of the RFID system. 
0018. In one mode of operation, the RFID system is con 
trolled by obtaining a representation of the physical space. 
Next, at least one region of interest is specified in the repre 
sentation of the physical space. An interrogation Zone is then 
specified in the representation of the physical space, in which 
the interrogation Zone corresponds to the data reader. Next, at 
least one overlap region of the interrogation Zone and the 
region of interest is specified. Information is then stored 
including the representation, and the interest region, the inter 
rogation Zone, and/or the overlap region. The operation of the 
data reader is controlled as a function of the stored informa 
tion. 
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0019. In another mode of operation, the user enters the 
information specifying the associations between the system 
components and the physical locations within the system 
environment via the graphical user interface, which provides 
visual representations of configuration data generated there 
from from three different but inter-related views, namely, a 
facility view, an RF coverage view, and a location view. The 
three different views of the configuration data can be used to 
generate abstract representations of the configuration data 
Suitable for displaying and editing on the graphical user inter 
face. For example, in the event the RFID system is deployed 
in a manufacturing environment, the user may import a CAD 
drawing representing the manufacturing facility layout, or 
may manually draw the facility layout using the graphical 
user interface, to provide a facility view of the manufacturing 
environment. The facility view serves as a reference plane for 
placement and orientation of antennas associated with the 
RFID readers, for placement of location benchmark tags, and 
for specifying physical locations of interest within the system 
environment. Location benchmark tags are defined herein as 
RFID tags temporarily or permanently attached to a known 
physical part of the system environment. For example, a 
location benchmark tag may be embedded in a floor or in a 
wall, or attached to a pillar, a shelf, a conveyor belt, or a 
vehicle. Because the user specifies their actual physical loca 
tions within the system environment on the facility view, 
these RFID tags may be employed as location benchmarks 
during Subsequent control of the RFID system components. 
In addition, the user may assign properties to the reader 
antennas and the physical locations via the facility view of the 
system environment. For example, the reader antenna prop 
erties may include the antenna position, orientation, eleva 
tion, azimuth, and transmit power, and the sensitivity, range, 
and propagation paths of RFID tags within the RF interroga 
tion Zone of the antenna. Each antenna position may be indi 
cated using 2 or 3-dimensional coordinates. Further, the prop 
erties associated with the physical locations may include the 
name of the location, a description of the location, an RFID 
tag filter specification for that location, the location priority 
(low, medium, or high), the tag pace through that location 
(slow, medium, or fast), the tag range within that location 
(short, medium, or long), and an indication of the tag flux in 
that location. 

0020. As described above, the facility view serves as a 
reference plane for placing and orienting the antennas asso 
ciated with the RFID readers. After each antenna is placed 
and oriented on the facility view of the RFID system environ 
ment, the client software application, referred to herein as the 
“processing tool, automatically computes an estimate of the 
size and shape of the RF interrogation Zone of each antenna 
based upon the antenna pattern and transmit power, the RFID 
tag sensitivity and propagation paths, and the expected types 
of interference, and displays representations of the interroga 
tion Zones of the antennas on the facility view via the graphi 
cal user interface, thereby providing the RF coverage view of 
the system environment. 
0021 Next, the user may import a CAD drawing repre 
sentation of at least one set of physical locations of logical or 
business interest within the system environment, or may 
manually draw each set of physical locations of interest using 
the graphical user interface, to provide a location view of the 
system environment. For example, exemplary physical loca 
tions of interest within the system environment may be des 
ignated according to their functions within the environment, 
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e.g., shipping, receiving, outgoing, incoming, long term Stor 
age, active shelves, re-packing, etc. Each set of physical loca 
tions is referred to herein as a physical perspective. For 
example, the user may have a particular interest in the RFID 
tags moving into and out of these specified physical locations, 
and/or whether or not RFID tags may be currently found 
within these locations. The physical locations specified by the 
user in the location view may take the form of 2-dimensional 
(e.g., polygonal) or 3-dimensional (e.g., polyhedral) geo 
metrical shapes, and may intersect with, overlap, or be wholly 
contained within one or more of the other specified locations. 
0022. Using the graphical user interface, the user may 
generate a composite of the facility view, the RF coverage 
view, and the location view to obtain a visual understanding 
of how the system components and the physical locations 
exist within the system environment, and how the compo 
nents and locations are associated with one another. For 
example, the user may employ the composite of the multiple 
views to visualize the associations between the RF interroga 
tion Zones of the antennas and the specified physical locations 
within the system environment. The RF interrogation Zones 
indicate those areas within the system environment where 
RFID tags are likely to be detected by an RF receiver, and the 
specified physical locations are indicative of the information 
required by the user, e.g., information relating to shipping, 
receiving, etc. The overlapping regions of the RF interroga 
tion Zones and the specified physical locations, as shown in 
the composite of the facility, coverage, and location views, 
indicate those areas within the system environment in which 
RFID tag interrogations by an RF interrogator will likely 
provide information pertinent to the user's requirements. 
Because interrogations of RFID tags outside of the overlap 
ping regions of the interrogation Zones and the physical loca 
tions are unlikely to provide pertinent user information, inter 
rogations of tags in those areas can be limited or avoided 
altogether to increase the efficiency of the RFID system. 
0023. By allowing information to be entered regarding 
associations between components of an RFID System and 
specified physical locations within an environment in which 
the RFID system is deployed, providing a visual indication of 
the resulting configuration data from a facility view, an RF 
coverage view, and a location view of the data, and permitting 
properties to be assigned to the system components and 
physical locations with a visual understanding of how the 
components and locations exist within the system environ 
ment, the presently disclosed system and method provides for 
more cooperative information gathering among the various 
system components, and more meaningful decision making 
based upon the acquired information, thereby allowing the 
business purpose of the RFID system to be more easily 
attained. 
0024. Other features, functions, and aspects of the inven 
tion will be evident from the Detailed Description of the 
Invention that follows. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0025. The invention will be more fully understood with 
reference to the following Detailed Description of the Inven 
tion in conjunction with the drawings of which: 
0026 FIG. 1 is a block diagram of an RFID system archi 
tecture in which a system for managing the configuration and 
control of RFID system components may be employed, 
according to the present invention; 
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0027 FIG. 2 is a screen shot depicting an imported or 
manually drawn layout of a facility view of configuration data 
employed by the system of FIG. 1; 
0028 FIG.3 is a screen shot depicting antenna placements 
and orientations and associated RF interrogation Zones within 
an RF coverage view of the configuration data employed by 
the system of FIG. 1; 
0029 FIG. 4 is a screen shot depicting a number of speci 
fied physical locations within a location view of the configu 
ration data employed by the system of FIG. 1; 
0030 FIG. 5 is a screen shot depicting a composite of the 
facility view of FIG. 2, the RF coverage view of FIG. 3, and 
the location view of FIG. 4; 
0031 FIG. 6 is a perspective view of a number of incident 
planes useful for visualizing 3-dimensional placements of 
antennas, physical locations, and projections of RF coverage 
in the composite view of FIG. 5; and 
0032 FIG. 7 is a methodofoperating the system of FIG. 1 
for managing the configuration and control of multiple RFID 
system components. 

DETAILED DESCRIPTION OF THE INVENTION 

0033. The entire disclosures of U.S. patent application 
Ser. No. 1 1/581,788 filed Oct. 16, 2006 entitled CONFIGU 
RATION MANAGEMENT SYSTEMAND METHOD FOR 
USE IN AN RFID SYSTEM.INCLUDING AMULTIPLIC 
ITY OF RFID READERS, and U.S. Provisional Patent 
Application No. 60/727,453 filed Oct. 17, 2005 entitled 
CONFIGURATION MANAGEMENT SYSTEM AND 
METHOD FOR USE IN AN RFID SYSTEM.INCLUDING 
A MULTIPLICITY OF RFID READERS, are hereby incor 
porated by reference herein. 
0034. A system and method is provided that manages the 
configuration and control of components of a radio frequency 
identification (RFID) system, taking into account how the 
RFID system components are associated with one or more 
physical locations within an environment in which the RFID 
system is deployed. The presently disclosed system allows 
associations between the system components and the physi 
cal locations to be specified in a dynamic fashion based pri 
marily upon how the various components are used within the 
system environment. In addition, the presently disclosed sys 
tem allows logical and physical relationships between the 
system components and the physical locations to be deter 
mined in accordance with how the components and locations 
are associated with one another. By permitting properties to 
be assigned to both the system components and the physical 
locations, while presenting an enhanced visual representation 
of how the components and locations exist within the system 
environment, the disclosed system and method provides for 
more cooperative information gathering among the various 
system components, and more meaningful decision making 
based upon the acquired information, thereby allowing the 
business purpose of the RFID system to be more easily 
attained. 
0035 FIG. 1 is an illustrative embodiment of an RFID 
system architecture 100 in which a system for managing the 
configuration and control of RFID system components may 
be employed, in accordance with the present invention. In the 
illustrated embodiment, the RFID system architecture 100 
comprises a plurality of RFID transponders or tags 110.1- 
110.t, a plurality of RFID readers 106.1-106.r including a 
plurality of associated antennas 108.1-108s, at least one host 
computer 102.1-102.p running one or more client software 
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applications, and at least one mid-level controller/processor 
104.1-104.4 in communication with the RFID readers 106.1- 
106.r and the host computers 102.1-102.p. Each mid-level 
controller/processor 104.1-104.4 is operative to schedule, 
parameterize, and coordinate RF transmissions generated by 
the respective readers 106.1-106.r, to receive tag data from 
the respective RFID readers 106.1-106.r, and to provide raw 
tag data, processed tag data, RFID reader location informa 
tion, event information, and/or system status notifications to 
the host computers 102.1-102.p. Each mid-level controller/ 
processor 104.1-104.9 is also operative to exchange RFID 
reader control signaling with the host computers 102.1-102.p 
and/or the RFID readers 106.1-106.r, thereby providing coor 
dinated control of the multiple readers. Each of the RFID 
readers 106.1-106.r can be assigned to one or more of the 
mid-level controller/processors 104.1-104.9 based upon a 
number of considerations, including but not limited to com 
putation and memory consumption load-balancing, co-inter 
rogating reader balancing, overall network traffic due to co 
interrogating mid-level controller/processors, and/or 
required redundancy and backup operation. 
0036. It should be appreciated that the functions necessary 

to implement the various components of the RFID system 
architecture 100 may be embodied in whole or in part using 
hardware or software or some suitable combination thereof 
using microprocessors, microcontrollers, digital signal pro 
cessors, programmable logic arrays, data storage devices, 
embedded memory, ROM, RAM, FLASH memory, or any 
other suitable types of hardware and/or software. It is further 
appreciated that although the functionality of the RFID sys 
tem architecture 100 is illustrated in FIG. 1 as being imple 
mented within the respective system components listed 
above, the system functions may alternatively be imple 
mented in any other Suitable arrangement of components and 
in any other suitable form. For example, the RFID system 
architecture 100 may include multiple instances of each type 
of system component operating in a coordinated manner to 
deliver the required application services. 
0037 Moreover, it should be understood that each of the 
RFID readers 106.1-106.r includes an RF interrogator com 
ponent and an RF receiver component, and that the RF inter 
rogator and the RF receiver may reside in separate units or 
may be integrated into a single component or device. Further, 
when used to refer to functions associated with RFID tag 
interrogation, the term “reader should be understood to cor 
respond to a component or device that solely performs that 
function or is integrated with a component or device that also 
performs functions associated with RF reception. Similarly, 
when used to refer to functions associated with RF reception, 
the term “reader' should be understood to correspond to a 
component or device that solely performs that function or is 
integrated with a component or device that also performs 
functions associated with RFID tag interrogation. 
0038. In the presently disclosed embodiment, the various 
components of the RFID system architecture 100 including 
the RFID readers 106.1-106.r, the host computers 102.1-102. 
p, and the mid-level controller/processors 104.1-104.9 are 
configured to communicate with each other over a network 
infrastructure, which may include Switches, routers, bridges, 
hubs, media converters, and/or any other suitable types of 
network components. Further, the various components of the 
RFID system architecture 100 and the network infrastructure 
can be interconnected by communications links comprising 
Ethernet links, serial links, fiber links, ring links, wireless 
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links, WAN links, and/or any other suitable type of commu 
nications links, depending on the connectivity requirements 
and the characteristics of the RFID system environment. The 
RFID system architecture 100 of FIG. 1 is described in further 
detail in co-pending U.S. patent application Ser. No. 1 1/194, 
145 filed Jul. 29, 2005 entitled INTERFERENCE MONI 
TORING IN AN RFID SYSTEM and assigned to the same 
assignee of the present invention, the entire disclosure of 
which is incorporated herein by reference. 
0039. The presently disclosed system for managing the 
configuration and control of RFID System components can be 
embodied in a client Software application running on one of 
the host computers 102.1-102.p (e.g., the host computer 102. 
1) communicably coupled to the mid-level controller/proces 
sors 104.1-104.g. While running the client software applica 
tion embodying the present invention, the host computer 
102.1 has access to configuration databases within the mid 
level controller/processors 104.1-104.g., storing information 
relating to RFID reader locations within the system environ 
ment, RFID reader types, location benchmark tags disposed 
throughout the environment, reader-to-reader interference 
and interactions, and/or any other Suitable system configura 
tion information. The client software application embodying 
the present invention, referred to herein as the “processing 
tool, may be configured to allow a human operator (the 
“user') to enter information specifying associations between 
the components of the RFID system architecture 100 and the 
physical locations within the system environment via a 
graphical user interface (GUI) displayed on a display monitor 
of the host computer 102.1, or via any other suitable mecha 
nism for entering Such information. The processing tool pro 
cesses the information specifying the component and location 
associations to generate configuration data, which serve as 
input to signal transmission/time scheduling algorithms 
executed by the mid-level controller/processors 104.1-104.g 
for controlling the various RFID system components. 
0040. It is noted that at least some of the information 
specifying the associations between the RFID system com 
ponents and the physical locations within the system environ 
ment may be collected by the RFID system components 
themselves. For example, each of the mid-level controller/ 
processors 104.1-104.9 may be configured to exercise proto 
cols necessary to discover new RFID readers/antennas and 
new RFID tags and infrastructure devices within the system 
environment, to perform automatic configuration and filling 
of data tables, and to perform automatic measurements of 
component or device properties, workflow properties, trigger 
input settings, and tag flow and Statistics. In addition, the 
mid-level controller/processors 104.1-104.9 and the RFID 
readers 106.1-106.r and their associated antennas 108.1- 
108.S may be configured to employ location benchmark tags 
disposed throughout the system environment to make deter 
minations of system configuration and placement parameters, 
and to employ integrated transducers or environmental sen 
sors incorporated into at least some of the RFID tags 110.1- 
110.t to determine the nature of the physical surroundings and 
to make measurements corresponding thereto. 
0041. In the presently disclosed embodiment, the graphi 
cal user interface provides visual representations of the con 
figuration data generated from the associations between the 
RFID system components and the physical locations within 
the system environment from three different but inter-related 
views, namely, a facility view, an RF coverage view, and a 
location view. FIG. 2 depicts a screen shot showing an exem 
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plary facility view screen 200, which may be accessed via the 
processing tool. As shown in FIG. 2, the facility view screen 
200 provides a graphical representation of the facility layout 
of the environment in which the RFID system is deployed, 
including a number of partitions or walls such as a wall 204. 
and a number of passageways or doorways such as a doorway 
206. The facility view screen 200 also provides indications of 
a distance scale 202 and a coordinate system X,Y,Z. For 
example, the user may import a CAD drawing representing 
the facility layout, or may manually draw the facility layout 
using the graphical user interface, to generate the facility view 
of the RFID system environment. The facility view serves as 
a reference plane for placement and orientation of antennas 
associated with the RFID readers 106.1-106.r, for placement 
of location benchmark tags Such as a location benchmark tag 
208, and for specifying physical locations of interest within 
the system environment. 
0042. For example, the user may select the RFID readers 
and associated antennas to be used within the facility from a 
predefined list of modeled readers and antennas. Alterna 
tively, the user may create new RFID reader templates and 
specify custom properties for the readers and their associated 
antennas. For example, the properties related to the antennas 
108.1-108s may include the antenna position, orientation, 
elevation, azimuth, and transmit power, and the sensitivity, 
range, and propagation paths of the RFID tags 110.1-110.t 
within the RF interrogation Zones of the respective antennas. 
An RF interrogation Zone of an antenna associated with an 
RFID reader is defined herein as the physical space within 
which the RFID reader can successfully perform RF interro 
gations of tags. Location benchmark tags are defined herein 
as RFID tags temporarily or permanently attached to known 
physical parts of the RFID system environment. For example, 
the location benchmark tag 208 may be embedded in a floor of 
the facility. Alternatively, one or more location benchmark 
tags may be embedded in a partition or a wall, and/or attached 
to a pillar, a shelf, a conveyor belt, or a vehicle. Because the 
user specifies their actual physical locations within the sys 
tem environment on the facility view screen 200, these tags 
may be employed as location benchmarks during Subsequent 
control of the RFID system components. 
0043. In addition, the user may specify properties associ 
ated with the facility Such as authentication requirements and 
passwords for user authentication, authentication require 
ments and passwords for the RFID readers 106.1-106.r for 
use in authenticating these components with the mid-level 
controller/processors 104.1-104.9, and authentication 
requirements and passwords for the mid-level controller/pro 
cessors 104.1-104.4 for use in authenticating these compo 
nents with network servers and/or other network devices, and 
service authorization of the RFID readers 106.1-106.rand the 
mid-level controller/processors 104.1-104.9 for certain ser 
Vice Subscriptions. The user may also specify authentication 
properties for the RFID tags 110.1-110.t, for example, for 
those RFID tags configured to perform security handshakes. 
It is noted that Such authentication may include access-colli 
sion lockout, whereby only a single authorized system com 
ponent can write information at one time. 
0044) For example, the facility view screen 200 may 
employ a 2-dimensional coordinate system X,Y to provide a 
planar view of the facility. It should be appreciated, however, 
that the facility view screen 200 may alternatively employ a 
3-dimensional coordinate system X,Y,Z to provide a volu 
metric view of the facility. In still another embodiment, the 
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facility view may be composed of multiple 2-dimensional 
slices to provide a "sliced-planar view of the facility. Such a 
sliced-planar view is defined herein as a view of samples of 
3-dimensional space formed by Stacking multiple planes to 
create the third dimension. 

0045. As further described above, each of the RFID read 
ers 106.1-106.r is assigned to one or more of the mid-level 
controller/processors 104.1-104.g. Within the RFID system 
architecture 100 (see FIG. 1), the mid-level controller/pro 
cessors 104.1-104.4 are not configured to transmit RF signals 
for interrogating the RFID tags 110.1-110.t. Instead, the mid 
level controller/processors 104.1-104.4 are configured to 
control, monitor, and receive tag data from the RFID readers 
106.1-106.r, which perform the actual tag interrogations. For 
this reason, the user does not normally place representations 
of the mid-level controller/processors 104.1-104.9 on the 
facility view screen 200. The user may specify properties of 
the mid-level controller/processors 104.1-104.9 via the pro 
cessing tool, however, including failover instructions, data 
base management settings, tag access control lists to be 
downloaded to the RFID readers 106.1-106.r, network prop 
erties, and services configurations and time protocol configu 
rations (e.g., Network Time Protocol, NTP) that may run on 
the respective mid-level controller/processor to establish time 
synchronization with and among the RFID readers 106.1- 
106. 

0046 FIG. 3 depicts a screen shot showing an exemplary 
RF coverage view screen 300, which may be accessed via the 
processing tool. As shown in FIG. 3, the RF coverage view 
screen 300 employs the facility view (see also FIG. 2) as the 
reference plane for placing and orienting antennas 308.1- 
308.8 associated with the RFID readers 106.1-106.r via the 
graphical user interface. After each of the antennas 308.1- 
308.8 is placed and oriented with reference to the facility view 
of the RFID system environment, the processing tool auto 
matically computes an estimate of the size and shape of the 
RF interrogation Zone of each antenna based upon, e.g., the 
antenna pattern and transmit power, the tag sensitivity and 
propagation paths, and the expected types of interference. For 
example, the processing tool may compute estimates of the 
size and shape of RF interrogation Zones 309.1-309.8 asso 
ciated with the antennas 308.1-308.8, respectively, as 
depicted on the RF coverage view screen 300. The processing 
tool then causes representations of the RF interrogation Zones 
309.1-309.8 to be displayed on the display monitor of the host 
computer 102.1. 
0047. Each of the RF interrogation zones 309.1-309.8 cor 
responds to a unique read point within the facility, in which 
each read point is specified by an antenna ID and a transmit 
power level. Each read point can therefore be transformed 
into a new read point by simply changing the transmit power 
of the corresponding antenna. In the presently disclosed 
embodiment, the RF coverage fields of the RF interrogation 
Zones 309.1 and 309.3-3.09.8 are represented by sideways 
beams emanating from the respective antennas 308.1 and 
308.3-308.8 in the X-Y plane. Further, the RF coverage field 
of the RF interrogation Zone309.2 is represented by an oval or 
Substantially circular beam emanating from the antenna 
3.08.2 along the Z-axis (perpendicular to the drawing sheet), 
indicating that the beam is pointing away from or toward the 
user viewing the RF coverage view screen 300. It is noted that 
an RFID tag may be limited in range by the level of the 
energizing beam generated by an RFID reader. Such RFID 
tags are referred to herein as being “energizing field limited'. 
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An RFID tag may also be limited in range by the level of the 
return backscatter relative to the level of interference at an 
RFID reader. Such RFID tags are referred to herein as being 
“backscatter limited'. The processing tool may take into 
account whether RFID tags are energizing field limited or 
backscatter limited when determining the sizes and shapes of 
the projections of the RF interrogation zones 309.1-309.8. 
0048. In one embodiment, the antennas 308.1-308.8 are 
fixed-location antennas, and are placed on the reference plane 
of the facility view in locations and orientations correspond 
ing to the locations and orientations of the actual antennas 
within the facility (see FIG. 3). It is noted that it is normally 
not necessary to place representations of the RFID readers 
associated with the antennas 308.1-308.8 on the reference 
plane of the facility view. Instead, the user typically specifies 
the type of each RFID reader employed, so that the control 
interface, reader capabilities, and available services are 
known to the processing tool, thereby allowing the RFID 
reader resources to be properly managed. For example, each 
of the RFID readers may drive a single integrated antenna, or 
may drive multiple antennas. In an alternative embodiment, 
Smart antennas may be employed having an integrated RFID 
reader or reader chip. 
0049. As described above, the user may select the RFID 
readers and antennas to be used within the facility from a 
predefined list of modeled readers and antennas. There are 
several different types of RFID readers and antennas that can 
be modeled, but each RFID reader typically has a set of 
specific antenna manufacturers and part numbers that are 
approved for use with that reader. For example, the antenna 
gain and the antenna pattern may be modeled using an equa 
tion that estimates the RF field for that antenna, thereby 
allowing the field strength to be estimated at different angles. 
These field strength estimates may be used to estimate pos 
sible interactions among the multiple RFID readers. The 
antenna pattern may be obtained empirically from lab mea 
Surements or dynamically from field measurements, and an 
indication of the antenna pattern may be provided to the 
processing tool via the graphical user interface. Alternatively, 
the antenna pattern may be obtained from a data sheet. The 
location of each of the antennas 308.1-308.8 on the reference 
plane of the facility view may be indicated using 2-dimen 
sional coordinates X,Y or 3-dimensional coordinates X,Y,Z. 
The 2 or 3-dimensional field strength estimates of the anten 
nas 308.1-308.8 may therefore be calculated using the X,Y,Z 
coordinates or some Subset thereof, three pointing angles of 
the antennas 308.1-308.8 or some subset thereof, and the RF 
parameter settings (e.g., the power setting, antenna orienta 
tion, etc.) of the associated RFID readers. 
0050. It is noted that the patternassociated with each of the 
antennas 308.1-308.8 has a degree of directionality. Specifi 
cally, the bore-sight of each antenna corresponds to the direc 
tion of the center of the gain pattern for that antenna in all 
directions. The direction in which an antenna is pointed may 
be described with reference to the azimuth and elevation 
angle of the bore-sight vector, or the twist of the antenna about 
the bore-sight vector with respect to the normal orientation of 
the antenna. 

0051. As described above, the antennas 308.1-308.8 may 
be placed and oriented with reference to the facility view of 
the RFID system environment at specified locations indicated 
by 2 or 3-dimensional coordinates. As shown in FIG. 3, the 
locations of the antennas 308.1-308.8 are indicated on the 
planar RF coverage view screen 300 by the 2-dimensional 
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coordinates X,Y. It is noted, however, that the third dimen 
sional coordinate Z may also be specified, representing the 
height of an antenna from the floor of the facility, or from any 
other suitable reference plane. The actual X, Y, and/or Z 
coordinates indicating the antenna locations are employed by 
the processing tool for performing internal calculations, and 
are not typically displayed on the RF coverage view screen 
3OO. 

0.052 For example, multiple antennas such as the antennas 
308.1-308.8 may be designated on a hyperlink list, and the 
user may drag and drop selected ones of the antennas 308.1- 
308.8 as objects on the reference plane of the facility view. 
The X,Y coordinates of the locations of these antenna objects 
are then automatically determined by the processing tool 
based upon where the objects are placed on the reference 
plane. Next, the user may employ a pull-down window to 
specify the third dimensional coordinate Z of the antenna 
location. The user may then specify the orientations or point 
ing angles of the antennas 308.1-308.8 via the graphical user 
interface by conceptually grabbing an antenna icon and rotat 
ing the antenna bore-sight so that the antenna points in a 
desired direction within the facility. Next, the user may 
specify the antenna elevation angle and twist, for example, via 
a pull-down window. In one embodiment, the processing tool 
may automatically determine the location of an incident plane 
relative to the location of an associated antenna, indicating 
where RFID tags of interest are expected to be located with 
respect to that antenna, as discussed below. In addition, the 
processing tool may be configured to take into account the RF 
penetration difficulty of interrogating RFID tags when deter 
mining the RF parameter settings of the RFID readers. 
0053 Although the locations of the antennas 308.1-308.8 
are indicated on the RF coverage view screen 300 with refer 
ence to a planar view of the facility, it should be appreciated 
that the facility view may be configured using multiple planar 
views, thereby allowing placement and orientation of the 
antennas 308.1-308.8 at specified heights above the facility 
floor. In an alternative embodiment, a fully 3-dimensional 
view of the facility may be provided to allow substantially 
arbitrary antenna placements and orientations, and calcula 
tions of volumetric interactions with reference to the 3-di 
mensional coordinates X, Y, Z. 
0054 FIG. 4 depicts a screen shot showing an exemplary 
location view screen 400, which may be accessed via the 
processing tool. As shown in FIG.4, the location view screen 
400 employs the facility view (see also FIG. 2) as the refer 
ence plane for indicating a plurality of physical locations 402. 
404, 406 within the facility. For example, the user may import 
a CAD drawing representation of the set of physical locations 
402, 404, 406, or may manually draw each of the physical 
locations 402, 404, 406 using the graphical user interface. 
Each of the physical locations 402, 404, 406 corresponds to 
an area or a boundary of logical and/or business interest 
within the facility. In the presently disclosed embodiment, 
each of the physical locations 402,404, 406 is designated by 
the user according to its function, i.e., shipping 402, receiving 
404, and put-away 406. For example, the user may have 
particular interests in RFID tags moving into and out of these 
areas. It is noted that the physical locations included in the set 
of physical locations 402, 404, 406 may take the form of 
2-dimensional (e.g., polygonal) or 3-dimensional (e.g., poly 
hedral) geometrical shapes, and may intersect, overlap, or be 
wholly contained within one or more of the other specified 
locations, possibly resulting in multiple sets of properties and 
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requirements within the intersecting or overlapping regions. 
The user may employ the designations of the physical loca 
tions 402,404, 406 to specify how tag reads are to be reported 
within the facility by the processing tool. 
0055. It is noted that the user may define one or more sets 
of physical locations within a facility, in which each of the 
sets of physical locations is referred to herein as a “location 
perspective'. Like the individual physical locations, the loca 
tion perspectives may intersect, overlap, or be wholly con 
tained within one or more other location perspectives, possi 
bly resulting in multiple sets of properties and requirements 
within the intersecting or overlapping spaces. In addition, the 
user may specify properties of the physical locations and the 
location perspectives, including the name of the location, a 
description of the location, a tag filter specification for that 
location, the location priority (low, medium, or high), the tag 
pace through that location (slow, medium, or fast), the tag 
range within that location (short, medium, or long), and an 
indication of the tag flux within that location. 
0056 FIG. 5 depicts a screen shot showing an exemplary 
composite view screen 500, which may be accessed via the 
processing tool. As shown in FIG. 5, the composite view 
screen 500 employs the facility view (see also FIG. 2) as the 
reference plane for providing a composite view of the RF 
interrogation Zones 309.1-309.8 and the physical locations 
402, 404, 406. The processing tool automatically associates 
the RF interrogation zones 309.1-309.8 and the physical loca 
tions 402, 404, 406 based upon perimeter boundaries, sur 
faces, and/or volumetric overlaps of the respective interroga 
tion Zones and physical locations (see, e.g., an overlap space 
502 formed by the overlap of the RF interrogation Zone309.1 
and the physical space 402, an overlap space 504 formed by 
the overlap of the RF interrogation Zone 309.2 and the physi 
cal space 402, and an overlap space 506 formed by the overlap 
of the RF interrogation Zone 309.2 and the physical space 
404). The RF interrogation zones 309.1-309.8 indicate those 
areas within the facility in which RFID tags are likely to be 
read by the RFID readers 106.1-106.r, and the physical loca 
tions 402,404, 406 indicate those areas within the facility in 
which the user (or an automated application acting as a user 
proxy) likely has an interest in obtaining information. 
Accordingly, tag data acquired by the RFID system from tag 
interrogations occurring within the spaces defined by the 
overlap of the RF interrogation zones 309.1-309.8 and the 
physical locations 402, 404, 406 generally constitute perti 
nent user data. 

0057. It is noted that the multiple RFID readers and their 
associated antennas can generate overlapping RF interroga 
tion Zones, which are 3-dimensional spatial Volumes referred 
to herein as “overlap segments' (see, e.g., an overlap segment 
508 formed by the overlap of the RF interrogation Zones 
309.7-309.8). The size and shape of these overlap segments 
can be adjusted by adjusting the transmit power of the asso 
ciated antennas. Further, tag data and other associated infor 
mation acquired by the RFID readers from tag interrogations 
occurring within these overlap segments can be combined to 
estimate the locations of the RFID tags. For example, if a 
given overlap segment is not required to determine whether 
an interrogated tag is inside or outside of a particular physical 
location, then that overlap segment may be removed from the 
RF interrogation requirements provided to one or more of the 
mid-level controller/processors 104.1-104.g. Overlap seg 
ments may be depicted with reference to a planar facility 
view, multiple planar facility views, or a fully 3-dimensional 
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facility view. In addition, RF interference Zones within the 
facility may be depicted in a manner similar to the overlap 
segments. Such interference Zones may be pre-calculated 
based upon specific RF equations, known and/or measured 
RF parameters associated with the RFID readers, RFID tags, 
and RF channels, and/or RF parameters associated with loca 
tion benchmark tags placed within the facility for purposes of 
measuring environmental data and/or for self-location of an 
RFID reader. 

0.058 As discussed above, via the composite view screen 
500 (see FIG. 5), the user may obtain a visual understanding 
of how the RFID system components such as the antennas 
308.1-308.8 and the physical locations 402, 404, 406 exist 
within the facility, and how the RF interrogation Zones 309. 
1-309.8 and the physical locations 402,404, 406 are associ 
ated with one another. The RF interrogation zones 309.1- 
3.09.8 indicate those areas within the facility where RFID tags 
are likely to be detected by an RFID reader, and the specified 
physical locations 402,404, 406 are indicative of the types of 
information required by the user or one or more automated 
applications running on the host computers 102.1-102.p. In 
the presently disclosed embodiment, the types of information 
required by the user or application include information relat 
ing to shipping, receiving, and put-away functions, which 
correspond to the physical locations 402, 404, and 406, 
respectively. The spaces defined by the overlapping regions of 
the RF interrogation Zones and the physical locations (e.g., 
the overlap spaces 502, 504, 506, 508) indicate those areas 
within the facility in which tag interrogations by one or more 
of the RFID readers 106.1-106.r will generally provide infor 
mation pertinent to the user's or application's requirements. 
In one embodiment, the tag data acquired by the RFID readers 
106.1-106.r from tag interrogations are compiled into data 
files by the respective readers, and then transmitted to the 
mid-level controller/processors 104.1-104.9, which translate 
the tag data into the business information, physical event 
information, and/or any other Suitable information required 
by the user or application. Because interrogations of tags 
outside of the overlapping regions of the interrogation Zones 
and the physical locations are unlikely to provide Such perti 
nent information, interrogations of tags within those areas can 
be limited or avoided altogether to increase the efficiency of 
the RFID system. 
0059. Having described the above illustrative embodi 
ments, other alternative embodiments or variations may be 
made. For example, the physical locations or location per 
spectives specified within a facility of interest may have a 
number of Static or dynamic relationships involving, for 
example, property inheritance, tag observations, and/or tran 
sitions between locations. In addition, the associations 
between the RF interrogation Zones and the physical loca 
tions within the facility may extend across multiple mid-level 
controller/processors. The commissioning of RFID readers 
and mid-level controller/processors within the facility may 
therefore involve specifying which RFID readers are con 
trolled by which mid-level controller/processors, both as pri 
mary agents and as backup agents. Certain facility services 
may also be shared among the mid-level controller/proces 
sors. Moreover, the placement of the RFID system compo 
nents and the physical locations, and the specification of the 
properties relating to the components and locations, can be 
made to apply to multiple representations of the facility lay 
Out. 
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0060. In addition, each mid-level controller/processor 
within the RFID system can be configured to send, to one or 
more host computers, indications of the status of the RFID 
readers, sample tag data, and/or data statistics such as logs of 
collections of events and their chronology for real-time 
debugging, testing, and/or verification of the RFID system 
operation. Further, each mid-level controller/processor can 
be configured to compare current facility configurations (e.g., 
the RFID system component and physical location place 
ments and their corresponding properties) with stored con 
figurations, to perform block replications so that common 
operations need not be repeatedly described in detail, to 
update incrementally information files relating to the current 
facility configuration, and to perform diagnostics to deter 
mine whether or not unusable facility configurations have 
been specified. 
0061. In addition, it was described that the antennas 308. 
1-308.8 associated with the RFID readers 106.1-106.r are 
fixed-location reader antennas. It should be appreciated, how 
ever, that RFID readers can be mobile. Such mobile RFID 
readers can be specified within the RFID system by indicating 
their physical platforms, for example, whether they are hand 
held, forklift mounted, etc. Further, the antennas associated 
with the mobile readers may be oriented in a manner similar 
to the antennas associated with the fixed readers. The mobile 
RFID readers may also be used in conjunction with fixed 
location benchmark tags disposed throughout a facility to 
determine their respective locations within the facility. 
0062 Specifically, the processing tool can be configured 
to associate the RF interrogation Zones of the antennas of 
mobile RFID readers with the physical locations within the 
facility using a number of techniques, which are referred to 
herein as the “candidate path” technique, the “translation 
technique, and the 'sample space' technique. The candidate 
path technique allows the user, using a CAD drawing of the 
facility or any other suitable representation of the facility, to 
specify at least one path that the mobile RFID reader may take 
as it traverses the facility. The processing tool then causes at 
least one RF coverage trail to be displayed in the RF coverage 
view, corresponding to the RF interrogation Zone of the 
mobile reader. The processing tool also causes the overlap 
coverage of the mobile RF interrogation Zones, the location 
benchmark tags, and the physical locations to be displayed in 
the composite of the facility view, the RF coverage view, and 
the location view. 

0063. The translation technique is operative to translate 
the in-place coverage Zone of the mobile RFID reader with 
reference to the location benchmark tags and specified physi 
cal locations to indicate the inverse coverage of the mobile 
reader, which is defined herein as the Zone in which the 
mobile reader must be located to interrogate RFID tags. The 
associations of the RF interrogation Zones and the physical 
locations may include known location information Such as the 
locations of the location benchmark tags and previously inter 
rogated RFID tags to determine the location of the mobile 
reader. The sample space technique allows the user to select 
specific mobile reader locations of interest to create samples 
of the mobile reader path of mobility, in which the samples 
become pseudo-fixed reader locations that can change over 
time. The orientation of the mobile reader may then be deter 
mined by interrogating the location benchmark tags disposed 
at the known locations, and/or by analyzing reader-to-reader 
transmissions. 
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0064. In addition, it was described that the RF interroga 
tion Zone of each antenna associated with an RFID reader 
corresponds to a unique read point within the facility of 
interest, in which the read point is specified by the antenna ID 
and the corresponding transmit power. A set of read points, 
referred to herein as a connected reader set (CRS), can be 
formed, in which each read point has an RF interrogation 
Zone that overlaps the interrogation Zone of at least one other 
read point in the set. For example, if the RF interrogation Zone 
of a read point “A” overlaps the interrogation Zone of a read 
point “B”, and the RF interrogation Zone of the read point B 
overlaps the interrogation Zone of a read point “C”, then a 
connected reader set including the read points A,B,C is 
formed, whether or not the RF interrogation Zones of the read 
points A and C overlap. A connected reader set can therefore 
be formed in which all of the RF interrogation Zones of the 
respective read points overlap, or in which each RF interro 
gation Zone overlaps only one other interrogation Zone, con 
ceptually forming a chain of overlapping interrogation Zones. 
A given facility can include one or more connected reader 
SetS. 

0065. It is noted that the overlap and non-overlap of RF 
interrogation Zones of a number of logical RFID readers can 
be used to generate a set of connected graphs, in which each 
logical reader is represented by a node in one of the graphs. A 
logical reader is defined herein by the identify of a physical 
RFID reader, and the set of RF parameters that were in effect 
at the time a reported tag interrogation was collected by that 
physical reader. A logical reader therefore has an associated 
RF interrogation Zone. Within the set of connected graphs, 
there is an edge between node 'i' and node 'i' if the RF 
coverage area of the logical reader at node i overlaps the RF 
coverage area of the logical reader at nodej. With reference to 
a set of connected graphs, a connected reader set is formed by 
a set of nodes having a path between them comprising one or 
more edges. By definition, a connected reader set cannot be 
connected to another connected reader set. A logical reader, 
or a node corresponding to a logical reader in a connected 
graph, can therefore be a part of only one connected reader 
set. An index can be formed including all possible combina 
tions of unique tag interrogation results that a given con 
nected reader set can generate. Further, for each of the indices 
in the index, a probability distribution can be generated indi 
cating the most likely location of an interrogated tag with 
reference to the physical locations of interest within the facil 
ity. 
0066. In addition, when multiple RFID readers perform 
tag interrogations within the same physical space, it can be 
expected that an RFID tag will sometimes detect similar 
power levels from a number of readers. In this case, the 
multiple readers can be time multiplexed, because RFID tags 
are broadband and are typically incapable of discriminating 
based upon frequency by tuning to one of the readers. The 
processing tool can be configured to pre-calculate when Such 
a situation is expected to occur for each read point based upon 
the antenna placements and orientations within the facility. 
Further, one or more of the mid-level controller/processors 
may employ this information when scheduling interrogations 
of the RFID tags. 
0067. In addition, each RFID reader can be configured to 
include inputs for one or more external proximity detectors, 
e.g., photoelectric (electric eye) detectors. For example, when 
a proximity detector is triggered, an RFID reader may be 
notified of the trigger event via the proximity detector input, 
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and may then senda request to transmit to one of the mid-level 
controller/processors, thereby allowing RF transmissions to 
be scheduled, parameterized, and coordinated with one or 
more of the other RFID readers. The logical connections of 
Such triggers to read points can be conveyed to the mid-level 
controller/processor via the processing tool. The triggers may 
also be rules-based. For example, the rules associated with 
Such rules-based triggers may be based upon one or more of 
the following: 
0068 (1) A state change at one or more physical devices 
within the facility, including sensors, actuators, RFID read 
ers, RFID tags, and/or tag data processing components. For 
example, such a state change may be detected via an electric 
eye trigger, an RFID reader receiving data from an RFID tag 
that matches a predefined pattern, movement of a specific tag 
or tag group from one location to another location, etc. 
0069 (2) A network event. For example, a packet may be 
received over the network having a header or content that 
matches a predefined pattern. 
0070 (3) A logical condition. For example, a condition 
may be satisfied relating to the processing of a predetermined 
business rule, e.g., all RFID tags contained in a list of tags 
have been received at a dock door within the facility. 
0071 (4) A temporal condition. For example, a tag inter 
rogation or tag data processing function may be scheduled 
periodically or at a predetermined time. 
0072 (5) An application interface. For example, a notifi 
cation of a predetermined event (e.g., a pallet has been 
received) may be sent over an application interface (e.g., 
Application Level Event, Java API, etc.). 
0073. In addition, it was described that the processing tool 
can be configured to pre-calculate interference Zones based 
upon specific RF equations, known and/or measured RF 
parameters associated with the RFID readers, RFID tags, and 
RF channels, and/or RF parameters associated with location 
benchmark tags. It is noted that the RF signal level, generated 
by a first RFID reader, impinging on a physical space within 
the facility can be determined by computing the directional 
signal levels corresponding to other RFID readers pointing at 
the RF field of view of the first reader, and determining 
whether or not the ratio of RF signal levels is close enough to 
cause a reader-to-tag interference problem. Such reader-to 
tag interference can result when RF signals from two or more 
co-interrogating RFID readers impinge on an RFID tag or 
tags within the interrogation Zones of the respective readers. 
Reader-to-tag interference can render the RFID tags inca 
pable of correctly interpreting any of the reader signals. Such 
RFID reader conflicts potentially existing within a facility 
due to Such interference can be tabulated, and reader groups 
can be formed in which each group member cannot be trans 
mitting or “on” at the same time as other members of the 
group. Overlapping reader groups can be handled by cross 
group checking. For example, if an RFID reader is a member 
of more than one group, then one or more cross-reference 
tables can be generated and used to determine whether or not 
that reader can be turned on based upon whether or not 
another reader in one of the groups that reader belongs to is 
also turned on. 
0074. In addition, it was described that the processing tool 
may automatically specify the location of an incident plane 
relative to the location of an antenna associated with an RFID 
reader. FIG. 6 depicts a plurality of incident planes P1-P5, 
which can be used to visualize 3-dimensional placements of 
antennas A1-A6, physical locations L1-L4, and projections 
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C1, C2, C3, etc. of RF coverage. As shown in FIG. 6, the 
antennas A1 and A4 are oriented so that they point in the 
upward direction (e.g., away from the facility floor along the 
Z-axis), the antenna A2 is oriented so that it points in the 
downward direction (e.g., toward the facility floor along the 
Z-axis), and the antennas A3, A5, and A6 are oriented so that 
they point in the westward horizontal direction (e.g., parallel 
to the facility floor and the X-Y plane). Each of the incident 
planes P1-P5 depicted in FIG. 6 is a horizontal plane. Further, 
each incident plane P1-P5 corresponds to at least one bound 
ary of the physical locations L1-L4, however, not all of the 
boundaries of the physical locations L1-L4 necessarily cor 
respond to an incident plane. For example, the incident plane 
P1 corresponds to the upper boundaries of the 3-dimensional 
Volumetric physical locations L1 and L2, the incident plane 
P2 corresponds to the lower boundaries of the physical loca 
tions L1 and L2, the incident plane P3 corresponds to the 
lower boundary of the 3-dimensional volumetric physical 
location L3, the incident plane P4 corresponds to the upper 
boundary of the physical location L3, and the incident plane 
P5 corresponds to the 2-dimensional planar physical location 
L4. As shown in FIG. 6, each of the incident planes P1-P5 
includes the RF coverage projection of one or more of the 
antennas A1-A6. For example, the incident plane P1 includes 
the projected coverages C1, C3 of the antennas A1, A3, 
respectively, and the incident plane P2 includes the projected 
coverages C2, C3 of the antennas A2, A3, respectively. 
Because the projected coverages C2-C3 overlap on the inci 
dent plane P2, a connected readerset is formed with respect to 
that incident plane, including the read points A2-A3. It is 
noted that each incident plane may contain one or more con 
nected reader sets, each of which is conceptually 2-dimen 
sional in nature. Each connected reader set may therefore be 
regarded as residing on an incident plane. As further shown in 
FIG. 6, the RF coverage of the antenna A4 is projected onto 
the incident planes P3-P5, the RF coverage of the antenna A5 
is projected onto the incident plane P5, and the RF coverage 
of the antenna A6 is projected onto the incident plane P4. 
0075. A method of operating the presently disclosed sys 
tem for managing the configuration and control of RFID 
system components is described below with reference to FIG. 
7. As described above, the RFID system components include 
at least one RFID tag, at least one RF transmitter, at least one 
RF receiver, and at least one real-time controller for control 
ling the RF transmitter and the RF receiver, which have at 
least one antenna associated therewith. Each antenna has an 
associated RF interrogation Zone. As depicted in step 702, a 
representation of a physical space is obtained. The represen 
tation of the physical space corresponds to a facility in which 
the RFID system components are to be deployed. Next, a 
plurality of regions within the representation of the physical 
space is specified, as depicted in step 704. A location of each 
antenna within the representation of the physical space is then 
specified, as depicted in step 706. The location of each 
antenna is specified so that at least a portion of at least one of 
the plurality of regions is within the RF interrogation Zone 
associated with the respective antenna. Finally, information 
derived from the plurality of specified regions and the speci 
fied location of each antenna within the representation of the 
physical space is compiled, as depicted in step 708. The 
compiled information is Subsequently used by the real-time 
controller in controlling the RF transmitter for interrogating 
at least one RFID tag disposed within the facility in which the 
RFID system components are deployed, and in controlling 
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the RF receiver for receiving RFID tag data generated by the 
RFID tag in response to being interrogated by the RF trans 
mitter. 
0076. It will further be appreciated by those of ordinary 
skill in the art that modifications to and variations of the 
above-described configuration management system and 
method may be made without departing from the inventive 
concepts disclosed herein. Accordingly, the invention should 
not be viewed as limited except as by the scope and spirit of 
the appended claims. 

What is claimed is: 
1. A computer-implemented method of controlling an 

RFID data acquisition system, the data acquisition system 
including at least one data reader located in a physical space, 
the method comprising the steps of 

obtaining a representation of the physical space; 
specifying at least one region of interest in the representa 

tion of the physical space; 
specifying an interrogation Zone in the representation of 

the physical space, the interrogation Zone corresponding 
to the at least one data reader, 

specifying at least one overlap region of the interrogation 
Zone and the at least one region of interest; 

storing information including: the representation, and one 
or more of the at least one interest region, the at least one 
interrogation Zone, and the at least one overlap region; 
and 

controlling operation of the at least one data reader as a 
function of at least the stored information. 

2. The method of claim 1, further comprising the step of: 
specifying a location in the representation of the at least 
one data reader. 

3. The method of claim 1, wherein the step of specifying an 
interrogation Zone in the representation comprises: 

processing a model of the at least one data reader. 
4. The method of claim3, wherein the step of specifying an 

interrogation Zone comprises the step of determining the 
interrogation Zone as a function of the model corresponding 
to the at least one data reader and a location of the at least one 
data reader within the representation. 

5. The method of claim 4, wherein the step of specifying an 
interrogation Zone comprises the step of determining the 
interrogation Zone as a function of an orientation of the at 
least one data reader within the representation. 

6. The method of claim 1, wherein the step of specifying an 
interrogation Zone comprises the step of determining the 
interrogation Zone as a function of one or more of a location 
and an orientation of the at least one data reader in the repre 
sentation. 

7. The method of claim 1, wherein the step of specifying 
the interrogation Zone comprises the step of determining the 
interrogation Zone as a function of one or more of: 

an antenna pattern associated with the at least one data 
reader, 

transmit power of the at least one data reader; 
operating characteristics of at least one RFID tag: 
a signal propagation path in the physical space; and 
signal interference in the physical space. 
8. The method of claim 1, wherein the step of specifying 

the interrogation Zone comprises the step of determining the 
interrogation Zone as a function of a type of RFID tag to be 
used. 
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9. The method of claim 1, wherein the step of specifying 
the interrogation Zone in the representation comprises the 
step of determining the interrogation Zone as a function of: 

a first coverage Zone in the physical space produced by an 
RF transmitter; and 

a second coverage Zone in the physical space associated 
with an RF receiver. 

10. The method of claim 1, wherein the step of controlling 
operation of the at least one data reader further comprises the 
step of setting the at least one data reader to provide an 
interrogation Zone that creates a first overlap region with only 
one selected region of interest. 

11. A computer system for generating information for use 
in configuration and control of an RFID data acquisition 
system, said RFID data acquisition system including at least 
one data reader located in a physical space, said computer 
system comprising: 

at least one memory; and 
at least one processor operative to execute at least one 

computer program out of said at least one memory, said 
computer program being operative: 
to obtain a representation of the physical space; 
to specify at least one region of interest in the represen 

tation of the physical space; 
to specify an interrogation Zone in the representation of 

the physical space corresponding to the at least one 
data reader, 

to specify at least one overlap region of the interrogation 
Zone and the at least one region of interest; 

to store information including: the representation, and 
one or more of the at least one region of interest, the 
interrogation Zone, and the at least one overlap region; 
and 

to control operation of the at least one data reader as a 
function of at least the stored information. 

12. The computer system of claim 11, wherein said com 
puter program is further operative to: 

specify a location in the representation of the at least one 
data reader. 

13. The computer system of claim 11, wherein said com 
puter program is operative to specify an interrogation Zone in 
the representation by processing a model of the at least one 
data reader. 

14. The computer system of claim 13, wherein said com 
puter program is operative to specify an interrogation Zone by 
determining the interrogation Zone as a function of the model 
of the at least one data reader and a location of the at least one 
data reader within the representation. 

15. The computer system of claim 14, wherein said com 
puter program is further operative to determine the interroga 
tion Zone as a function of an orientation of the at least one data 
reader within the representation. 

16. The computer system of claim 11, wherein said com 
puter program is operative to specify an interrogation Zone by 
determining the interrogation Zone as a function of one or 
more of: a location and an orientation of the at least one data 
reader in the representation. 

17. The computer system of claim 11, wherein said com 
puter program is operative to specify the interrogation Zone 
by determining the interrogation Zone as a function of one or 
more of: 
an antenna pattern associated with the at least one data 

reader, 
transmit power of the at least one data reader; 
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operating characteristics of at least one RFID tag: a first coverage Zone in the physical space produced by an 
a signal propagation path in the physical space; and RF transmitter; and 
signal interference in the physical space. a second coverage Zone in the physical space associated 
18. The computer system of claim 11, wherein said com- with an RF receiver. 

puter program is operative to specify the interrogation Zone 20. The computer system of claim 11, wherein said com 
by determining the interrogation Zone as a function of a type puter program is operative to control operation of the at least 
of RFID tag to be used. one data reader by setting the at least one data reader to 

19. The computer system of claim 11, wherein said com- provide an interrogation Zone that creates a first overlap 
puter program is operative to specify the interrogation Zone in region with only one selected region of interest. 
the representation by determining the interrogation Zone as a 
function of ck 


