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(57) ABSTRACT

The invention is directed to a method of transmitting data
information and control information each having a source
address and a destination address, from a server, having a
server address, to a client, having a client address. The
method comprises the steps of transmitting the control
information from the server to the client via a network proxy
that has a network proxy address, and transmitting the data
information from the server to the client not via the network
proxy. This system has the advantage that, on one hand, the
data information is transmitted directly and therefore with-
out any additional delay due to the network proxy, so that the
throughput of the data information is maintained. In par-
ticular, a video stream can be sent over the network under
real-time conditions. Additionally and on the other hand, the
invention provides the advantages achievable by using a
network proxy. In particular, the functions offered by a
network proxy may still be available in connection with a
continuous media service. For example the server providing
the media stream may change over time without the client
noticing the change. This allows e.g. load-balancing during
stream transmission without perturbation at the client side.
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METHOD, NETWORK AND NETWORK PROXY
FOR TRANSMITTING INFORMATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 10/324,376, filed Dec. 19, 2002, which
claims benefit of priority of European Patent Application
Number 02004632.2, filed Feb. 28, 2002, the disclosures of
which are hereby incorporated by reference.

FIELD OF THE INVENTION

[0002] The invention relates to a method of transmitting
information, in particular continuous media, from a server to
a client.

TECHNICAL FIELD AND BACKGROUND OF
THE INVENTION

[0003] Tt is known to transmit information within a com-
puter network via a so-called network proxy. A network
proxy is an entity which is located within the computer
network between a client system and a server system. The
purpose of the network proxy is to perform specific tasks
within the computer network, e.g. load-balancing by for-
warding packets to the least loaded server system, or secu-
rity checking by allowing access only to authenticated users,
or caching or the like.

[0004] The network proxy may be software-implemented
in an application layer or other layer of the computer
network. As well, the network proxy may be hardware-
realized in a forwarding device itself. In particular in the first
case, the throughput of packets is decreased and perturbed so
that a continuous media service like a video stream suffers
from jitter if transmitted across a software-based network
proxy. Therefore, such continuous media cannot be trans-
mitted via a software-based network proxy without degra-
dation of the data stream. Hardware solutions are more
efficient but are less easily altered.

[0005] According to one aspect of the present invention
there is provided a method for transmitting data information
and control information from a server to a client.

[0006] According to another aspect of the invention a
network comprising a client, a server, and a network proxy
is provided wherein the server is set up for transmitting to
the client data information and control information, wherein
the control information is transmitted from the server to the
client via the network proxy, and the data information is
transmitted from the server to the client not via the network
Proxy.

[0007] According to another aspect of the invention a
network proxy is provided being adapted to receive from the
server the control information, the network proxy being
furthermore adapted to control a network address translator
that is adapted to receive from the server data information,
wherein the controlling of the network address translator has
the effect that the data information is transmitted to the client
not via the network proxy.

SUMMARY OF THE INVENTION

[0008] The invention is directed to a method of transmit-
ting data information and control information each contain-

Apr. 3, 2008

ing a source address and a destination address, from a server,
having a server address, to a client, having a client address.
The method comprises the steps of transmitting the control
information from the server to the client via a network proxy
that has a network proxy address, and transmitting the data
information from the server to the client not via the network
Proxy.

[0009] The invention is furthermore directed to a network
comprising a client, having a client address, a server, having
a server address, and a network proxy, having a network
proxy address, said server being set up for transmitting to
said client data information and control information, each
containing a source address and a destination address,
wherein said control information is transmitted from said
server to said client via said network proxy, and said data
information is transmitted from said server to said client not
via said network proxy.

[0010] Furthermore the invention is directed to a network
proxy being connected to a client, having a client address,
and to a server, having a server address, said network proxy
being adapted to receive from said server control informa-
tion, containing a source address and a destination address,
and said network proxy being furthermore adapted to control
a network address translator that is adapted to receive from
said server data information, also containing a source
address and a destination address, wherein said controlling
of said network address translator effectuates that said data
information is transmitted to said client not via said network

proxy.
DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1a shows a client and a server within a
computer network exchanging control information.

[0012] FIG. 15 shows a client and a server within a
computer network exchanging data information.

[0013] All the figures are for sake of clarity not shown in
real dimensions, nor are the relations between the dimen-
sions shown in a realistic scale.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

[0014] A continuous media service like the service of
transmitting a video stream or a voice stream comprises two
different types of information, i.e. data information D and
control information C. These two types of information are
exchanged between a client 2 and a server 3, that are
connected to each other via a computer network that com-
prises a network proxy 1. The computer network might be
the Internet or a part of it.

[0015] The data information D comprises the content of
the video stream, whereas the control information C e.g.
comprises messages like “start”, “stop”, “alter the encoding
rate” or the like. Different transport protocols can be used for
transmitting the data information D and the control infor-
mation C. For example with the so-called Real Time Stream-
ing Protocol (RTSP), the Real Time Protocol/User Datagram
Protocol (RTP/UDP) can be used for the data information D
and the Transmission Control Protocol (TCP) can be used
for the control information C. Also, any other kind of
protocol separating the transmission of data information D
and control information C may be used.
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[0016] As shown in FIG. 1a, the control information C is
passed from the client 2 via the network proxy 1 to the server
3 and vice versa. The network proxy 1 is here based on RTSP
and is implemented in the application layer. The data infor-
mation D is not transported via this network proxy 1, also
referred to as RTSP proxy.

[0017] As shown in FIG. 15, the data information D is
instead transmitted directly from the server 3 to the client 2
under the control of a network address translator 4 (NAT).
For that purpose, the server 3 sends the stream of packets of
the data information D to the NAT 4. The NAT 4 receives
these data packets and translates the destination address such
that it is that of the client 2. Then, the NAT 4 sends the data
packets to the client 2. The NAT 4 is controlled by the
network proxy 1.

[0018] Furthermore, RTSP control messages are transmit-
ted between the server 3, the client 2 and the network proxy
1.

[0019] Due to the use of the NAT 4 and due to the control
of the NAT 4 by the network proxy 1, the client 2 and the
server 3 have the impression that all information, i.e. the
data information D and the control information C, are passed
via the network proxy 1. In other words, the client 2 and the
server 3 do not become aware of the fact that the data
information D is transmitted directly between the client 2
and the server 3. This means that from the perspective of the
server 3 and of the client 2, the signaling, data processing
and transmission and controlling is identical to the case if the
data information D and the control information C were
transmitted over the network proxy 1.

[0020] An advantage of the described method and arrange-
ment is the possibility to use known protocols without any
modification at the client or the server. Furthermore, by
providing a dual hardware and software proxy 1, the server
3 can be replaced during an actual transmission of a video
stream without the client 1 being informed about that, e.g. in
a case of overload.

[0021] Tt is now assumed that a server software is present
on the server 3 for transmitting the data information D over
the network, and that a client software is present on the client
2 for playing the data information D to a user. The player
software sends a setup message to the network proxy 1 via
a first TCP connection between the client 2 and the proxy 1.
This setup message comprises as transmission information a
Uniform Resource Locator (URL) of a video stream and a
number of one or several UDP ports in which the player
software is prepared to receive the data information D of the
video stream.

[0022] The network proxy 1 forwards the setup message to
the server 3 which is addressed by the URL via a second
TCP connection. The client 2, therefore, views the network
proxy 1 as a server and the server 3 views the network proxy
1 as a client.

[0023] Furthermore, in response to the setup message, the
network proxy 1 configures the NAT 4 such that the address
sections of all data packets received by the NAT 4 from the
server 3 are translated and thereby the packets are sent by the
NAT 4 to the UDP ports of the client 2. The distinction
between the control information C and the data information
D is possible by utilizing the different port number and/or
protocol difference of the packets. This means that packets
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arriving at the NAT 4 and being identifiable as control
information will be directed through to the network proxy 1
whereas those packets that arrive at the NAT 4 that are
identifiable as data information D will be subjected to
address translation and bypass the network proxy 1, being
transmitted directly to the client 2.

[0024] For starting the transmission of the video stream, a
“play” message is sent by the client 2 to the server 3. During
transmission of the data packets, each data packet sent by the
server 3 towards the client 2 is altered such that it appears
to the client 2 to have been sent by the network proxy 1. In
particular, the source address and the destination address of
that data packet are changed, and the packet header check-
sum is recalculated.

[0025] The data packets arriving at the NAT 4 from the
server 3 will bear the server address as source address and
the network proxy address as destination address. This is
altered in the NAT 4 such that the new destination address
is the client address and the new source address is the
network proxy address.

[0026] For finishing the transmission of the video stream,
a corresponding “down” message is sent by the client 2 to
the network proxy 1 upon which the network proxy 1 will
remove the network address translation settings from the
NAT 4. That has the effect that any future communication,
regardless of the type of information that is being
exchanged, between the client 2 and the server 3 is per-
formed again via the network proxy 1 unless a new NAT
setting is established.

[0027] For a realization of the above described, both, the
control information C and the data information D are both
directed from the server 3 towards the network proxy, using
as destination address the network proxy address. The
information reaches the NAT 4 and therein is split up into
that information that is to be directed towards the client 2 via
the network proxy I, and that information that bypasses the
network proxy 1 and hence is sent directly to the client 2, not
using the network proxy 1. The address translation therein
effectuates that at the server 3 as well as at the client 2 the
addresses are present as if the network proxy 1 were also
used for the data information D. The NAT 4 hence provides
a switch for the data information D and the control infor-
mation C. The switch can be operated using the used
protocol, since typically a different protocol is used for the
data information D than for the control information C.
Additionally or alternatively the port number carried in the
packets can be used, since typically for the control infor-
mation C a different port number is used than for the data
information D. The decision on which criterion to switch is
communicated to the NAT 4 by the network proxy 1. The
network proxy 1 again receives such information from the
server 3.

[0028] The above method was described for a unidirec-
tional information flow, but of course it is also applicable for
an information flow from the client 2 to the server 3, and also
for bi-directional continuous media flows such as video
conferencing. This means that of course any data packet sent
by the client 2 towards the server 3 is then translated by the
NAT 4 in the inverse manner.

[0029] Hence a method is provided of transmitting infor-
mation, e.g. over a computer network, under continuation of
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the functionality of the network proxy 1. The information
can e.g. be a continuous media stream. The control infor-
mation C is transmitted between the server 3 and the client
2 via the network proxy 1, whereas the data information D
of the continuous media is transmitted from the server 3 to
the client 2, bypassing the proxy 1.

[0030] The invention has the advantage that, on one hand,
the data information D, i.e. the content of the continuous
media, is transmitted directly and therefore without any
additional delay due to the network proxy 1, so that the
throughput of the data information D is maintained to
establish a continuous media service. In particular, a video
stream can be sent over the network under real-time condi-
tions. Additionally and on the other hand, the invention
provides the advantages achievable by using a network
proxy 1. In particular, the functions offered by a network
proxy 1 may still be available in connection with the
continuous media service. For example the server providing
the media stream may change over time without the client
noticing the change. This allows e.g. load-balancing during
stream transmission without perturbation at the client side.

[0031] In an advantageous embodiment of the invention,
the addresses relating to the transmission of the data infor-
mation D between the server 3 and the client 2 are translated
such that at the side of the server 3 and also at the side of the
client 2, the transmission parameters are practically identical
to as they would be if the data information D were also
transmitted via the network proxy 1. As a result, at the client
2 and the server 3 there is no notion of the fact that the data
information D, i.e. the contents of the continuous media, is
transmitted directly from the server 3 to the client 2. The
transmission scheme is hence transparent to the client 2 and
the server 3.

[0032] This transparency can be preferably achieved by
using the network address translator for translating
addresses of the information. The network address translator
therefore comprises translation information that provides for
an address translation of the data information D. The control
information C does not need such translation since it is
anyway addressed to be transmitted via the network proxy 1.
The network address translator comprises a switch, respec-
tively switching functionality that recognizes whether the
arriving information is data information D or control infor-
mation C, and only provides for a translation of the address
of the data information D. The translation information can
be introduced into the network address translator by the
network proxy 1. The network proxy 1 can itself receive the
translation information or derive it from information that it
receives from the server 3 or from the client 2. Thereby the
server 3 and/or the client 2 can control the translation step.

[0033] Tt is advantageous if the translation of the addresses
is controlled by the network proxy 1 because thereby the
network proxy 1 is able to control the transmission of the
control information C as well as of the data information D
between the server 3 and the client 2.

[0034] Setting the destination address of the control infor-
mation C to be the same as the destination address of the data
information D has the advantage that all such information is
perceivable as if it were handled by the same entity, in
particular the network proxy 1.

[0035] Tt is of further advantage to translate or provide
control information C for translating the destination address
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of the data information D to be the client address. This
means that e.g. the server 3 can provide the controlling of the
network address translation via the network proxy 1, by
sending the corresponding address translation information,
such as the protocols used, or the ports used.

[0036] Translating or providing control information C for
translating the source address of the data information D to be
the network proxy address has the advantage that the iden-
tical source addresses provide a transparency of the proxy-
bypassing method also from the receiver side, i.e. the client

[0037] When the control information C and the data
information D are transmitted under use of different proto-
cols, in the Real Time Protocol/User Datagram Protocol
RTP/UDP for the data information D and the Transmission
Control Protocol TCP for the control information C, this
difference is advantageously usable for differentiating
between the data information D and the control information
C. This differentiation can be used for deciding which
information to transmit via the network proxy 1 and which
information to not send via the network proxy 1.

[0038] The network address translator 4 is a preferred
embodiment for translating the destination address of the
data information D to be the client address and/or translating
the source address of the data information D to be the
network proxy address, the network address translator 4
preferably being controllable by the network proxy 1.

[0039] The present invention can be realized in hardware,
software, or a combination of these. Also, it can be imple-
mented in a centralized fashion on one single computer
system, or in a distributed fashion where different elements
are spread across several interconnected computers or com-
puter systems, whereby any kind of a computer system—or
other apparatus adapted for carrying out the methods
described herein—is suited. A typical combination of hard-
ware and software could be a general purpose computer
system with a computer program that, when being loaded
and executed, controls the computer system such that it
carries out the methods described herein. The present inven-
tion can also be embedded in a computer program product,
which comprises all the features enabling the implementa-
tion of the methods described herein, and which—when
loaded in a computer system—is able to carry out these
methods.

[0040] Computer program means or computer program in
the present context mean any expression, in any language,
code or notation, of a set of instructions intended to cause a
system having an information processing capability to per-
form a particular function either directly or after either or
both of the following a) conversion to another language,
code or notation; b) reproduction in a different material
form.

[0041] Any disclosed embodiment may be combined with
one or several of the other embodiments shown and/or
described. This is also possible for one or more features of
the embodiments. A person skilled in the art can modify the
shown arrangements in many ways without departing from
the scope of the invention.

1. A method for transmitting data information and control
information, each containing a source address and a desti-
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nation address, from a server, having a server address, to a
client, having a client address, the method comprising

transmitting said control information from said server to
said client via a network proxy that has a network proxy
address, and

transmitting said data information from said server to said
client so as to bypass said network proxy,

wherein the steps of transmitting said control information
and transmitting said data information are transparent
to said server and to said client, such that said server
and said client have an impression that both the steps of
transmitting said control information and transmitting
said data information occur via said network proxy.

2. The method of claim 1, further comprising the step of
setting the destination address of the control information to
be the same as the destination address of the data informa-
tion.

3. The method of claim 1, further comprising the step of
one of translating the destination address of the data infor-
mation to be the client address and providing control infor-
mation for translating the destination address of the data
information to be the client address.

4. The method of claim 1, further comprising the step of
one of translating the source address of the data information
to be the network proxy address and providing control
information for translating the source address of the data
information to be the network proxy address.

5. The method of claim 3, further comprising the step of
controlling the address translation via the network proxy.

6. The method of claim 1, further comprising the step of
transmitting the control information and the data informa-
tion under use of different protocols, the Real Time Protocol/
User Datagram Protocol (RTP/UDP) for the data informa-
tion and the Transmission Control Protocol (TCP) for the
control information.

7. A network comprising a client, having a client address,
a server, having a server address, and a network proxy,
having a network proxy address, said server being set up for
transmitting data information and control information to said
client, said data information and control information con-
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taining a source address and a destination address, wherein
said control information is transmittable from said server to
said client via said network proxy, and said data information
is transmittable from said server to said client so as to bypass
said network proxy, and wherein said control information
and said data information are transmittable in a manner that
is transparent to said server and to said client, such that said
server and said client have an impression that both said
control information and said data information are transmit-
table via said network proxy.

8. The network of claim 7, further comprising a network
address translator for translating the destination address of
the data information to be the client address and translating
the source address of the data information to be the network
proxy address, said network address translator preferably
being controllable by the network proxy.

9. A network proxy being connected to a client, having a
client address, and to a server, having a server address, said
network proxy being adapted to receive from said server
control information, containing a source address and a
destination address, and said network proxy being further-
more adapted to control a network address translator that is
adapted to receive from said server data information, also
containing a source address and a destination address,
wherein by means of said controlling of said network
address translator said data information is transmittable to
said client so as to bypass said network proxy, and wherein
said control information and said data information are
transmittable in a manner that is transparent to said server
and to said client, such that said server and said client have
an impression that both said control information and said
data information are transmittable via said network proxy.

10. The network proxy of claim 9, wherein said network
address translator is adapted to translate the destination
address of the data information to be the client address and
the source address of the data information to be the network
proxy address.

11. A computer program product comprising program
code means stored on a computer-readable medium for
performing a method according to claim 1.
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