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L — P FRAT Z IR T & 57k, R4S

T2 — AL BRASPAT L MBI Fie %, B S VOIF BEE RS LR T — s A4
AL H A2 5 2 M AL CRMEN SRR, ERE T Iidhr & e, i e
PR AT S B 2 A A s DA

HI TSR 57— AL BEAR W . T 22 PR BRI AR AL $R &, PAT 2 A A7 Gk #s H I 2 e W IR AL K
(G

2. WIBUREESR 1 prik 7715, B W T ik 2 G fe 2, IR Tk 2 4
AP P I 2 AR At

3. QIBCRIESR 2 Frik i 771, e i B T rid 22 SR A R A i B0 I P ik 22 4 A7 ik
PN L YIRS AT T % AR A A T 2 4

4. WRURESR 3 Pk (7779, 2o pivid & e WA AL AT B 7 28 4 2 Tl ik 22 42 4]
aEAL A BB R AL B o

5. WIBUREESR 1 prik 7715, G AEPAT T ik L 0t 2 s, T2 2k
EDR /N A T

6. WIBUFIESR 1 BTk 1735, A4 R A58 A PR AR 2 BT I AT A2
o

7. M TPIT L EBEAIRIR S RS, A4

AR, T N IR 2

FNIF R B S L RR r — A sl R O e S S uam A LRI O &
BEANZERPIRES,

FEBLE T PTIRbR S5, B L AR A R 2 2 A7 fili i s LU

THURIAT Z A7 it s TP R 2 I At s A&

S AR PEES, FEIRAE T P 2 A A I I AT A R TR B A P
FRAR AL — AL B IR 2 AT AT

8. WIBUAESR 7 ik RS, A 22BN ARy, (EPUT T BTk % a1ttt
BAF G IHRIAT -

9. — B TPAT LRI NSR 2B %, A I

I S A B AR AT Z MBI AR 2, BV I EAR S R BT — B
ZAHAMAL B C LS 5 2 em AR DLl NEAPIRE, EE T i br S n, #
LA B % A A I s AR

I H SR AP PAT L A7 5 P I % TR R

10. QBN K 9 BTk 19 BEe% , o rb BTk R R s e WIan AL A 52 21 24 A A A 4 10
BEAE

M L g = 1 a7 as U T B ke E

UL QBN SR 9 i i) Be 4%, Jerb Brid M) 1t 2 — A B AT L e AF il A h 1K 20 42
IR AT R B AL

FI T8 IR i AR s 45 22 AR AL P, LU 2R — Ab LA PAT & A it P I L )
SR PAT B

12. QIBCRIEESR 9 Arik i) B2, bt ds
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AT TR EMEVIIRLIESRIREMTE

[0001] A HHiE & PCT [ f3 B = 24 PCT/US03,/08762. [ 5 B H 24 2003 4E 3 A 20 H .
[ [ 58 i 5 4 03811454 2. 84 “H THAT Z MG 2 I R G 7R 10 i 1) 7

FHIE

ARG
[0002] A WA 5 MM AL B A8 R 4, SRR U, 3 S n] DLAE W] {5 s e B s AT
RIPAL BEAS R Gt

B=EA

[0003]  FEAHE B AR VT SEAL B SRAT RTINS 55 R I E e dfizh 7 “nlE
B A AL B A BT T o TX P 1 AR AR IR A A BEOR P i R I A
PR BGE A o P AN A AR AL NZS G o A AT T ANREAS 24 1K) 3 55 5 A A AT D)
K o I A8 5 0 A R v e B 0 SR B MAE R ARAT B A AR R T 5
ReFBt . R, ARIEH BRI BT AR (B, & 05 e S AU g 2R A
e ) ARAERERBUNITE I PR A

[0004] LA HI R ARG 0] LUF A — 58 e Bl 5 P o 3 J7 R SIS SR AH X 13
B, (ELR R AN ST VR R T b nl S8 B i 3 R Ge AN o 3N s BR ) T
X EIRAE RG] .

B =135 RH

[0005] A B A LSt 8] 1 7 =Xk Ut B 1), i AS A ABR 52 19 75 2ok U BH T, B B AR I
(17 B P A it S R AL A, Fe

[ooo6] & | AELERUALTEAS R G AT s 0 P S IR B IR B

[0007] ] 2 A2 AR A A B — AN S 75 28 0 L b o 4 PR AT A R 2 AR AR B R R 45 1 R
GURBEE .

[0008] ] 3 R AKHE AR BH— > St 7 28 i B 1 P S Bl R IR B T 1

[0009] ] 4A AR AR BH— AN Sl 46, 18 A TSR 3 102 A A IR B 17 ) M A
HRRG =R,

[0010] ] 4B 2 AKI AR B oy — Sl 7 48, 1 A T SRR 3 22 A AR IR BE 1 7 491 Pk Ak 2R
wERGREE,

[0011] P& 5 RAKIEA K I 7 — Ll n &, & & T3 FEE 3 22 ARATFFREE 7~ 9] PR b 2
wARGTREE,

[0012] & 6 RAKYE AR BH— > St 7 28 3R 04 AT 11T IR 2 1]

[0013] & 7 AR A B — AN S 77 S8 R 3 L e R R K R P

LN
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[0014]  "FTHMUEAHEIR T 7ERAL BEAR R WG A0 AT (5 B A IR BE IR R o 78 1 Tl 3 B
W, R T A HE PR AR AR R B, IR T 22 ELAR G Y, ) A e SR B A B I
ARVBGAF AT, UURERAEAETT o SR, ARG AN G0 REFEAR, WA FiR BAR4H 5 ]
DLSEHEA R B o R OUT A T AERA R B, WA VRN R R 8 il S5 18 1 P e B
AR A TP A o ZRZAR ST AL R U BH ) A 0888 88 1 AN 53 I 8 H i L R Bt
REAE SCILE MM ThEEE o AR W2 DUBMAC LSS R AL U A FF . AR, DA E AR B3 1
T AT DL S AR & B, 9 W25 5 A BRSSO B T L
[0015]  HRAES B 1, B A T s A AEAL BEES R 40 P AT I — Do Bl 3R . 1 1 A
FT s R A Z PSR CHERIET ) o ATE R R IsAT I, B PE R 4 150 1K/ MRl fRe 4L
SERAE AT A 7 AT B e W P2 HAERAA TRBOF (ring) F
0) W, B el 2. EH 152, 154 F1 156 HAT B T 1R 2 IR AL, SR L FRABUA =
(3) Wo ANFEBCRAZEELLEERIE RS 150 FIN ] 152, 154, 156 43 X S A R REBUEA B
ARV 1 R R E R AT, IR TR R E R S 150 1. A
1M1, SEFR BT ERET SR T R AV SEER . 52 mix A )@ R R AR 1T R4 150
IR (ARIBATHIECE ), BIER S 150 v LR 2 8T CHr RIS RN T ) o
[Py gesis, DURBRVER SR 150 tn] DAL S AR ()t il H P A2 3R RG T R & F 4
MK BhAE ) s, HAERS 160 7] L2l #E R4, 4] WiMicrosoft® Windows® ,
Linux 5{Solaris® ,5¢ # 7] LA Hog 38 2 sk S AT 3R1G IR E R Fe . W FH B 1E &
S 1847 BOETEISAT I R ARSI B A FRAS & OB 1 o
[0016]  HRAEZ75 I 2, & rh Bl s 4 AKHE A I BH — AN Sk 75 58 1R 28 oR 451 1 W] {3 Bl A 8K
PRSI VE R GE A 2000 K] 2 BSLiE 7 S8, (b BEAR 202 AL 3 212 AbFH AR 222
ARTE L b FE 2 CRIER ) R M Sk . R H B St 7 &, IE WA [F
AT RE SR ITI I T nT LLAR AL, Ab 328 B0t m] LA R o fERESe sl 7y S, nf LA E—A
SRZ A YA RS FIEAT ) B AE AT R FE (thread) BR“IZHHARTEAS” SR 2 ik L 4b B
o
[0017]  AbFEHS 202,212,222 W] DLAL 5 HE 26 L Y o 2K B2 5 0/ DL SRR 2 A B 5 A
foltn, AR FEAS 202 W DAL B 22 %N (SENTER) 124 204 LS REHAT & ] SENTER 54, frid
G IVIGA A iS4 . AbFEES 202 thn] DU & Bl B2 5 206 LIS RE R G0 E 2k 230
T LRSI R, SRR I SENTER B 1E 75 73 A IS 77 6 7h, 85 7 41 240 B it 6 2h
RETT LAy FL 25 AL TR 2% N IR L 8%, 6T T2 AL PR T =, 7T AR HEAE AN b AR I b s it
TET, TR BEH B MR DIFEIX LA FEAE A S 2k E ki . LN REEL A TR B
BT LIS N R G e A Es O EAE M. W R o an b BERE 202, 212, 222 BLE A
240 A5 AR B 3 B St 7 48 B I8 3R o, e AT AT DUR R AT BRI R IR T S o R
LB BRI # T LA B PR fE M RS E . T H &N BB LA vrd s
I AZAE AR RS B, ) I R AT & Bl B R AT 2% 278 il i VL H R ey B KA Ry &
F 224484, W DABR il 75 I SO AR RT3 AR o 28 i 4 2 25 134T T 1) R
[0018]  i4b, AbBEZS 202 W] LLALE A A7 fifi A 208 LIS R I E . fE— A 50
Ti S, Z AR 208 T] LAY 202 (1) NI R IR AT s, BOT R T I B 1T . 1E
THMRSEIE T S, AR 208 W] LU T AT AT . B ALTRAS, I WAL BEAE 212 Fikb
5
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HE2E 222, 0] DIALFE SENTER 2245 214, 224 S 2l B2 4 216, 226 DL K 2 &7t 2% 218,
228,

[0019]  “USF 47 WL SO — 4 F B R 4, AT S R4t 2% DL B G IE B — A 2
AKREFEZE AT IEATRIN / it (1/0) #4E. SR A A O] DAL & AR A B — Xt
O BB EAEZ A G, BAEATESS . 7R 2 Sty 2 rh, 5 i 41 240 T DAL HE SCRE
TEREZSAN 1/0 BRAE I B BRFZ 5, DU RRAL LSS 202, 212 AT 222, fE— ALy &b, S A
4 240 7] LA SVF 24748 DT 250-262 FNT A5 ] UL IR 248 1%, TR 248 A& e R4k
Ab PR V4% 15 ] DA IR A7 A BT 250-262 ({45 iME B o 15 A 4 240 w] IALHE ¥ 4% U 132
#5247, Tl B AT DL AT BAE LM 1/0 V2 347t TUI 250-262 ¥ BT ide & 7 1 EH 847 it e
{FHL (DMA) o 7ERE—SIili 7y S, T 4% U I 24 247 W] LLAL & R rsldi 48 Bk vy il 75 221
HAISME B e Sy Erh, WA U7 22 45 247 0] LU MRATAE B 4% 17 1] T 26 248
P ERE R A L b E A R EEN, IF ERE Ra kb, EH e
Wi 7 2R, AE A e U5 ) ThEETT LLZE S F 20 240 (KA. 78 534S 77 &b, 5 A 41 240 13
REIET] LATE— B AN BE R4S A B

[0020] 44L& F SENTER $4E, o5 Fi 40 240 7] LL Y 4N FEE [ T A 201 B2 5 242
RIEFRG N 230 DT RN E . XL AR B PR R e n] D RE A0k T
(key) ZFA/F 2% 244 [N BAL RS AL FEAS 202, 212 BY 222, B Ao V7 o 4b 7 25 202, 212 B¢
222 A5 & FHITY ALL-JOINED #R& 274, S EIZ5E 242 (B INRAfE ] DL 2 S AbFE 3
R B B0 AR “EXTSTS” 24745 272 P LU SAR 2 AN BEES 23— R Sl BiE sl Ik
{EAE“ JOINS 727 /745 272 o EXISTS 547 #% 272 F JOINS ZFA74% 272 ¥ P A 10 5 [A] P mT LA
F R 352 € H ) ALL-JOINED bri&, DAR/R R4 N AT AL BEAR A S 5w A N T2
[0021] W57 40 240 W RASCHRE 1/0 R4 b RARHE 1/0 #4E, Frik 1/0 S detol i s il 4
1 (PCT) I B4 1 (AGP) VBELAH HRAT B4k (USB) K5 14:%% (LPC) SR BT Hg 2R A
1/0 Sk (KnH) . 00 290 W] LLATRAE S 4] 240 Skrid 276 &, Frid 276 &5 —4
REANTEIE 74 (PCR) 278,279, fE— NS 7 S, #2170 290 W] DL ik & 50 n
TRz A FIEGRAYT LPC M4k (51440 (LPC) 2 LS, PRy /R 0 w) 1997 4F 12 H 29
HEMEITAR 1. 0) o bl ze 4 b (38 am iy — AN SE R ) 2 B A AT S 1A DURTARAF 197 8
SKFHEE S AR IE 276 WHPEF B ELE B 74y (PCR) 278 1B HAR. FE—ANSEiti 7 &,
Frid 276 B LA & & H 22 RE, fE— NS0l 7 Sb, n LA 5 S AL (TPV) 281, 1%
BEHLAE 2001 4F 12 A 1 H i TCPA HURIARA N 1. 1la BRI EIFEF S H0E (TCPA) = E
T A TT (FEAS BB AC I AN www. trustedpe. com AJ733] ) o

[0022]  TERGIAEE 200 Y2 BIPIAS TRAT 53 A2 22 A B N LI #8757 (SVMM) 282 B Al
LRYEWAZRAS (SINIT-AC) 280 b, SVMM 282 Bt n] IMRAFEE R AL B & KA RAT
2R b, OF HARYE TR B sh sk IR e A g . fE— S0 7 &9, £ 2 e R shid fiz
T, SYMM 282 n] AR Bl Bl 2 il B — AN B AN E il LT 250-262, A AN FE 2 5, n] LA
RN LIS, Hodr SYMM 282 W] LIVE R 2 40 P B imr R B IE SR IE 4T, Wl DL Sk fu i/ sl 4
TE B B BN N IR E R BN B U7 i FE L R R B

[0023] 224 Nk PR 75 B IR R e )/ ] R L a7 B AR S e (1 S T, - ELAH S mT RA T A8
HIAS FH AR B, o B IR A B e (R PR AT R ABR VR TS 1. 7E— A3t &b, Jd

6
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LRI (SINIT) AARS ] PAHATIX 265 7E . 1X B e = A R4, (HIX LEg{E A R B
filt M PR E TR —ANBhER] BB BRX & R R 7R RGN E DSBS 7 S AT AL 48, LA
PR PTIR L B SRR IE A 2 IS . fE— N SER T Srh, — A BRI 7 LLUE, 5
41 240 FRAL A7 it i w45 B E A SRV BRE A AN R 2R G0 0 2t HEH A7 DL 1T 250262
WIAHRIA B . 58 AN ERT LR BB W4 U 0] DL 3R 248 M &y 248 247, LURY
SVMM 282 47 fit I B4 5 ULAS H 1R A0 A7k DT THT AN 52 AR AR BRAR W 24 T30 58 =N 3E T L2 it
SEFIICSR SVMM 282 BEHR I B 4y, I HIL RGBS HlfL s . KB “IdRk (register) ” 2T
1 SVMM282 15T 5 25 N 5 A7 % » 9 W\ PCR278 BN PCR279. AT T XA Je
FIENAE, I ERI RS 7 n] LU A SYMM282 A {5 &

[0024]  ALIEES BN A 4L HIE R AT DAAE A SINTT ARG . Ak, AT LA AT SINIT ARA5 Sk 7
Bt A4l 240 B2 48 8. N T 3B SINIT ACHE, 26— AN S5 22 7P, AT & 50 1 i 25 504
FH A SINTT ARSI R, 2B il — RN “H 2 O{E . — Sl A R— > 160 A2 {E
KAE N E , RGBT AN 7 b AR RIS A RS (private key) X
AT NS, DB BT854 . 21 SINIT AR S5 AH N B 2 4R — I, iX AN A 7T LA
FRA SINIT #2405 (SINIT-AC) 280, 41T ik, SINIT-AC 280 [KJ#% VIR LLLE J5 [ 46iE o
[0025]  SINIT-AC 280 1] AMRAFIE RA B w KA B4 LB (RAFE [ 2 A
o I BRI SR E RS s B R e A E . E— NS R FE A % A A B i R R
SINIT-AC 280 W] LAFE BB 52 il 247 BT 250-262 LUK % SINIT-AC {7l 5 8 #5 Ul o
[0026] LA I 4R AL BELAS I] LA UG 22 TG A0 I 2, - ELIR T o] DURERR A 146 12 45 Ab 21
P (ILP) o FEASZHER] H, ALTHES 202 4 ILP, R R4 R 2k 230 LT AL TR 28 BEf% 5 Ky
ILP, JhI, SINIT-AC280 f7fifi 3F B 4% DBk SYMM282 {71t BF B 45 VLA ANHE ALK =TT (E 1,
N T HEIRRZ AN, FAMAAFEZS B DMA ¥ 4% 1] LS /7 4k T 250-262.

[0027]  ARJ5, ILP (AbFES 202) $AT & HTE4 . A& HFa4 T DIFR A 22 2% N\ (SENTER)
$54, I H AT LLH SENTER 2% 204 S #5 . SENTER F5-4 ({4047 AT LUE TLP (AbFHEE 202) 75 %
Gk 230 bk ATE B E, R B G I8 R S B E S A7 AH S K IR [R) (] »  SENTER
BAT UG 2 )5, iIX e & B B 267 82—, BRI SENTER BUS MESSAGE 7E &%t 5 2k 230 L) #% . b
T ILP Z AR IG5 45 L BHLAS W] DARR A i N 45 AL BEES (RLP) , & AT) A PN =B B i =44 i
W SENTERBUS MESSAGE. {EASSEiifirf, RLP GFEALBEES 212 FIALFES 222, RLP #4404 H
LR MRTERE, (E RGN 230 L% RLP #iA (ACK) &R B2 B, RS NSRRIk E .
WAZTEE, TLP AE R4 R4 230 FRIZET HCHK ACK W E .

[0028] i 4H 240 W] LIALE — X 247 2%, RI“EXISTS” 54788 270 F1“ JOINS” 25 47 2% 272,
XA A7 AR A] DL SRAG 5 TLP FFTA RLP IFAE 1 24 i i SENTER BUSMESSAGE. fE—AM5K
77 e, T AR B AR AL FEAS BT AT AT AT RGeS e 45 4 “ 17 5N EXISTS 4785 270
(KIAH AT, 5 2 240 1] DIARER B IR IE RGN BT E B E B4 AL PR A (R 0 fEAS S
T, RARLE 230 EREAFS LS IRIRTB (Field), Pk 7B Ao & @ Ab H 45
FRIRTT . A5 SEHE 7 2, 3X 2 P AL BB bR R R RN PR AL FE 28 N T F AT 26 e
IR RT3, anRAEALFEAS 222 FHATHILRFRE RS B4 230 Fo|E R4 H:
55, WER 20 240 AR 1% 355 T KIIX A AR AL BEASFRRAT, JF HAE “ 17 5 N EXISTS %47
#5270 WIAHN AL B 2860 224 3 sl it BRI IR], AL 2 AR 222 EEIBAN [F]— S FEAE RS 2
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230 FRIEE H ORI ACKAE BN, 5 h 4 240 1 R I AR IRAT, 3 HAE“ 175 A JOINS FF
1745 272 WIAHNALE 288, (FEIE 2 BYSEHtif h, 4 TiF 2R3 3 Bs o Al
BANPATERRE . 767 HNEHE T b, W BEALBEZS v LS RE 2 AN ERFE, RS2 FE 2 AN 12 e Ab 2
#5o ) 2 JOINS ZFA74% 272 I 25 55 EXISTS Z5 47 4% 270 B A UTECIN, W18 Fr 40 240 W] BAT
‘B ALL-JOINED A5k 246, iZbr & KR T AL FEAS L2005 24 b i 5 7 SENTER BUS MESSAGE.

[0020]  7F 55—t/ &7, #F ALL-JOINED f5 7& 246 ¥ # 2 J5 , EXISTS 2547 %% 270 F1 JOINS
AT 272 W UUAREA ) T2 4. 7E ALL-JOINED bRk 246 W B 2 Ja B3I W 5 Bl 4
VEGE AR, O 4 240 W CAGREE IR §2 FF LA AR AT JOINS /748 272 IS 268 . 7EIX 4
(6], WIS 4 240 TEATART I fige OB R AL BE S v e IR S 286 2555, T P i b B 25 AN 2 4 T 7E
JOINS ZF A7 4% 272 N BT 2 161, WISEs A 21 240 W] DB X AN IZ F AL B3 AN ANl i cL 22« I
M. XA AR A S NS L2 AR, H I nT ge R BT (22
) o FEIXFERIIE LT, O 41 240 AT DUIE 24w 5 DA XA Bk & AR FRE 2 25 22 Ak
TE— LT 2, 5 4] 240 T DAFERRAE I DL T ol RAR B AL 7R85 — AN &£,
fE ACK BERiH B WIS 2 BN FS, Bl G RHEG ARG L L LS TR
BEAE 5, AT DASEIR AL “ W 2”7 Ab 324G o FEACSL i /7 225, 7F ALL-JOINED b5 246 %
BZE, WA 4 240 W2 R FRAS VAL B S A T I EE 5, WS4
240 7] LAF AR CIX AN AR AL PRAR AN FNAT i L2 “ HHI” WE T, F HoRT ReAAER B -

[0030] % Afi SENTER BUS MESSAGE 2 J&, ILP ( AbFELZS 202) #if] ALL-JOINED brik 246 LA
RIRITA b BT I IR S O 28 F S AT ACK & Y AT 7 i A o 2 SR MR W B A A 246,
JUMSEIRAE AT RET o AF TLP 800 2N B e 7 i a5 02 I 28 T LUME R B A7 . Al ik
i, RGenl R IR EERAE R AL. AR TEOL T, B RG] BEA R EHEAT , (HZ R
Bl 513 2Ry (i fRA R AR S 5, e A3 BB AL ) « 7EIE
YE, TEHLIN (8] 2 J5 , ALL-JOINED bRk 246 4 v &, Jf H. TLP W] A R BT A7 e a2 iR Ak #L 25
L N ERRR A

[0031] 4 ALL-JOINED briki 246 # e 'E i, Ay 7 50 E RN Bl f5 $AAT L7 7E SINIT-AC280 Py 1)
SINITALHS, TLP (AbFE2E 202) T LA SINIT-AC 280 #% DRI 284 8 N2 A7 1 2% 208,
PE—ASEHE T T, XA AT A 208 T RLAE TLP (RbFEAT 202) 1) N i 2247 7 » R IF
T ABAET. O 284 KR 5N NI AE (public key) , AT N A5
7E SINIT-AC 280 by AT 2544, IF HOCHE S 284 SRR I 2025 44 A LG IE STNTT
A, FE—ASLil 7 =, <8k T 284 W] BE O {RAFAEAL FEAS P, BVF1E g SENTER 124 204
(1) —3B 53 o 455 —SEH 7 S, QBT 284 ] IARAFAE S Fr 4 240 (1 R 0B~ T A7 7% 244
W, Z5A7 A% 244 t TLP SEHR. 7R —SEHE 7 P, AR BRAs w2 O 1 4B 7 3 748 244
A] DLSEBRORATF KB - 284 (RN i 5L, Jorp oG B 284 AR S5 7E SINIT-AC 280 Hith Py,
FER ST IXA S T b, TLP B 725 17 8% 244 P B 2, vF 820 T R AAE SINIT-AC
280 P IR BE T 284 SRR N2 HL4 (hash) , 3 H. B 503X 9 A4 B2 LR AR BT R AL (1) 5 B =7
284 FEHHSEAE I

[0032]  #AJ5, SINIT-AC ¥ WUAI A EH#E VUR] LR 22 A7 it 208 NAFAE . TIdAH A H#
DU B8 4E SINIT-AC 2 UL N IBUF-454, TLP BAE W] LLEGIE SINIT-AC 4% Dl Frid fihd
AR B B SR A6 P DL a0 BB VR R S XA SR AR A UL, W) SINIT-AC #4

8
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DUFIE AL (1) SINIT ARG AT LA & 15 11

[0033]  £8 {54255 () RLP (AL PR 212, AhTH 2% 222) [ R 4Rk 230 LU SOK SRk 22
SRR 4 240, TLP BRAE W] LR AR 55— & H S 26 &, Bl SENTERCONTINUE  MESSAGE .,
R PR AR, 8 4 SINTT-AC B IR I i B8 5 AN 22 hrid 276 WIKPE G EUE 77
{725 272 0, TLP IRAE AT LLId Sk SINIT-AC BEERME— S 4. B AT I Hl A5 1B 25 (R A7 AE
ILP 224 A7 it #% 208 NI {5 SINIT AQHS#% DL, TLP XJ I SENTER $i5 4 AT IRAE W] A28 11
A{E SINIT ARAGAR 5 7T ABAT & 1 R G F B B sl 4, I HAK IR L3R “id 37 e X, m]
LLic s SVMM A7 B B 4% DL

[0034] W] LLfz BEJLAh 75 2 56 Ble SYMM A7t B B % DL IE %o E— NS 20, 1847 4E
TLP L [#) SENTER 84415 H 1) SINIT-AC $5 55 N 22 4 4rid 276 P PCR 278 F. BJ5
FT {7 SINIT ARBE AT LA P57 H )77 A B P SVMM AR 225 A Al — PCR 278 B2 A= bRic 276 1A 1)
73— PCR 279 h. WIS SVMM £ 5 A [Rl— PCR 278 v, 22445 ic 276 AHT{E (SVMM 4
B FELIRM A (SINIT 548 ) , I3F HAt g5 RS [H PCR278. FE2E—IX (WIUhtk ) % PCR278
175 N5 B il 75 SENTER $8 -4 X 28510 7y S8, S5 fa A ] UE RAFAER (root of
trust) .

[0035]  — H A5 SINIT AU D& &5 e AT, FF H O 4 SYMM ¥ B4 47 id % 7E PCR 1Y,
SINIT ARG H AT LR TLP AT # hAL 8 45 SYMM. 78 8L () S 77 227, TLP AT BT 1)
SVMM $5-4-3RAE R SVMM 1) B AIAAAL B RE o 75— AN &, TLP W] DA %) RLP JOIN
MESSAGE & ] S 461 BRIZ L A RLP, TEIRAEPAT 1) SYMM #5 DL IR & T, A 564> RLP A
PAE . MRYE AT DX AU A W RT3 e TR IR AE, A RIS AT EE R E B
T

[0036]  FRAEZ75 I 3, & Hh B s A AKHE A I BH — AN Sk 75 52 1R 7 18] M T A B2 A A 34
5o FER 3 S 7 22, W DARI I g8 ml {5 BAE R 5 A, JF HonT AR SN R LR S |
[FIB$AAT o SVMM350 R IEREHE A vF sk ibok B — N ek Z A AE R EERE RS 340 FIERT{E MY
FH 310-330 FGHRELE IR 380 FE DTl » 76 BR3P, “HEnlfE” AR b e BIRERIER
el N IEAEAT R ANu, (R AH BAE L BORE K /N R 22 RE AR 1S AT S 01 5 3 IEAE 42 B K
BATARAFA YIS bR, 3 BAFAE T e AT B s s e A okh5 . 78 ORI sl 77 S, A
AIE ARG A2 FHAE A AL T DL B (1 i 4524 2R RN FH 2 R

[0037]  SVMM350 th ] ik+ekh R vFekpy ok B — e MR B 2% 0T 360 Fil—4
B2 AN E R 370 BN R BE YR 380 M BBV Ml. m] DARR ] B nfE B A% R T
360 FHHIAE N 370 R/NRT S REME, A B TEEL B 58 B AT BE ) T {5 N
370 W] LUAEAE 22 BT A u] SAT AT SRS R 7 B RE sk I RE L. (R 0E, W& Y A 370
A LLSE S A B P41, B3 mT DU AR N R A a0 Java F2 7.

[0038]  FHAELLR FR 4 TR R BURF B HERE R4 340 BUR% LRI 360 IEH SATHITE S
SRRV LARE SVMM350 443, Jf L nT e Pl e i 4> Rvrskdbdi. 1E A SE i, 46 AL
SEE T ZE T, A SVMM350 FE4F T A7 i T 28 HHIRAE R & 340 B L FEIT 360 1EH HAT
(1) Kb S 25 TUTH R 482, XK DR AE & B M FANLE [ 22 A1 i i 37 SRAN TR 122 SR o502 D T RE
B o

[0039]  HRAEZ:7%5 [ 4A, P s A& A T 3R B 3 1 A IR TR 345 R 48 400

9




CN 101833632 B OB B 7/10 Fi

f—ANSEJE )7 %2, CPU A 410.CPU B 414.CPU C 418 il CPU D 422 w] LA B B bt i sl 3%
PR LI R IR WHAT o A5 —ANSEHETT S, XA B D0 i sl 46 v i mT LU B 2
[¥] SENTER 1245 204, X48L RS A LISCRIEH B4l BE RS M 420 LR AT, R4t
B 420 A DAE X LA IR AE S sh 2 M B R e id 2 [F b . fE— DS =, B
SN S R AT T DL H L S, T 2 R B A 206, R, 5 4 430 AT LA
FALTF- 0 4l 420, 3 BT LIS R BIR R G 028 420 B i9& . PE A B as 0 s ]
DIRR R B AR St 7 S S A8k o 75— NS 7 S, /b8 7T L2 Intel ® Pentium® ¢
FITHALEE RS o 28 PCT A2k 446, k3 nl e £e4h, 28 B USB442, SERkda il 25 FL % (IDE) 2k
(KREZR ), DEIFENLR G R (SCST) B4 (CRER ), BUETHE 1/0 84, 5741 430
A DL K B WA B, B0 [ @ A 444 ST B Bh I 448 [ 58 B 444 s 3
WAy 448 W] LSRR HEHT LR REC IR Bh % - CD-ROM, DVD-ROM. (N7, 8k 2 H e X
IR EAT N2 -

[0040]  7EE 4A 52 7 &, PUASAbFESE CPU A 410, CPU B 414, CPU C 418 1 CPU D
422 E7R A VYA BB St . FEILE SEHE T S, AT B E VT LUA R SEBr b, 3
RN DU AR — e DAL TR S F IR AT R S R AT SR sk B . A
JEE WS OLT , XL R AV 2 I I B AL B2 R IE . O T B — R ki e i
HZ V)AL FEAR A 2 AN TEAL RS E I ZRFE TR A, RIS E A HEEE” 7] DL SRR
— AP BEAL PR BAE — B AN PRAL PR R R R . PR, — AN PR R AL PR AT LA
WA SR — A LR, 2 28 FE B2 1% O AR FRER ] AU 2 2 AN AL P

[0041]  E—ANSEJETT S, O 41 430 5 250dk i LPC 2k 450 14 . ki) LPC S 26 450
AT DA A 4] 430 H 2z bRl 454 R, B ANSEE T R, bRid 454 ] DUALEE AT
SUECE GBS (TCPA) VAEIK) TPMAT L,

[0042]  FRAEZ:7%5 ] 4B, B Fros il G T 3R 3 B2 AR 7S — T B AR R 4t
490 (K52 J7 %o S AA (RS2 7 ZATH], CPU A 410 F1 CPU B 414 I &G4 A 402
A] DUERE R 41 428, 1 CPU C 418 FICPU D 422 [l R ML B 404 W] LLERERIN A4
428, {EH e EH, UL L RZ B 5 — S E 9, ] A
S Rk, THIEATTU SR THALHEERZALLA 102 MRS LLZLB 404 EK
RAG, RARR A 402 FI RS S 2k BA04 W] DUAHIX e Kb P 258 7 5 5y 22 4 AR5 1] R) e 0 3 2
[0 fE— NS0T 2, & HS 2l B R A ] DL HH K S Re, a0 1) 2 (1) 8 2 S IB 5
206.

[0043]  FE—ASLHET S, R4 428 NP RAE R A 102 FIRALL B 404 LK
AT, WRERGLL A 402 FRIZRRVESCE RS, 1541 128 f1iX
MR (IEUE ) RITERZ S B 404 F, RZ IR,

[0044]  FER[EMRAISERE T P, DA 428 LR REL A 402 FIRAGKBLL B 404 HVEM
ST RG. LRGSR AN 402 ERATKAETE HESH B RN TZ8 2 LA BEas, 28
Ikl fERGEEE B 404 FRAKEREHBZH B RN TZ84 AR . 5 R
GrIAEE A 402 BT IATAT 2 AR A7t o AT BOERERI R Z A 402 (AL BRAR U7 ], 1
R B 404 FRAEBEAS AT DA EAEAE R E WA . A T U RS A 402 L1 CPUA
410 F1 CPU B 414 FENZHAEAT 2 ORI IAF A%, R L B 404 ERALTESS CPU C 418 Fl
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CPU D 422 AT EAT H C Y SENTER b #2, A2 — P id RAE RIS, IZI % H T
HERG L A02 F IR PEES T IR BT .

[0045]  IRAEZ | b, R AR I oy —SEHi 77 58, 185 T 37 3 122 AT B 1)
N PR BEER R 4L 500 (R Bl . S5 AA BISERE T RANE, B ALEEAS (B CPU A
510) A AL FERLALR A Thie (9 Wnts v 212 8 593) , Bk 5 v 41 D RE ST, 4 1t , A7 it 458
T TR RN ¥ 24 U N AR ThRE . UL, IX 260 AL T RE R VP AP At e (I nfrfigds A 502) H
BRI RS . e LD RERT CLOR B AE ML )85 4 530 e fERGEEL 520 BT
PLRAT & R GIH

[0046]  HEANALEERS AT DA U M) I 12 B HL e A FEAR AT A 2%, SR, 5 0T AL FE 35 A B A7
i 25 I DT ] AH B, IX 2897 i) W] B AH 2418 o 7646 SENTER R 2 A7, 3K 41 7] LA SINIT-AC566
T SVMMBT4 115 DU [ 2 B 544 B N AHIAE fitids 504, T i SINIT-AC556 #5 UL SVMM572
PE UL, fE—ANSEiti7 b, W DL B A7 B 28 504, PRA S 8 4 TLP (R AbPRES B4 1), 76
K] 5 S2fsl , 3X 4 CPU B514. 1] b4, SINIT-AC566 Fi SVMMG74 [114% DU T] LUK #E % # 3)
He (4EILP) A Efrndsth, HE ILP514 Refe s IS Leq P fitids . Wl 2 P&
FOIRAREE, CPU B ILP 514 Jid &AW SENTER 454 af 2 5 AN i, IF H HA RIS
RRREATR DL i Eg AR 2 Arik, 15541 530 7] LIAI A BXISTS Z47%% 576, JOINS
Z7 477 580 I ALL-JOINED #r & 584, LU & Py 1 Ab PR 2 15 O 48 4 Ml AV, T SENTER BUS
MESSAGE, 3 HARIXAME B R 2545 ILP, ILP(CPU B 514) 1] LAFF/RHE SINIT-AC556 [KIAF B 5T
B $5 DL R 22 4H 564 1945 U — 8 N 22 247 iti%s 560, {E SINIT-AC556 ffiiAFfid %5, ILP
T CAGRSEEAT SVMM A7k B B9 5 DL AR ie o

[0047]  IRAEZ ] 6, RARIRIE AN K W] — AN STt 7 S 1S AR VR I 2618 . 18] 6 R INF 456
INGEB NI TE R G IR I AR ERT 3R, LA K 2 T8 TR RS e %
AR A AR SKIK, FEITR) 610, AT 8 2 A7 3 H & i) SINIT-AC280 F1 SVMM282 #% 1]
FH TR Ji5 () SENTER $84 o ZEASEJia] H , R AH SINIT-AC280 #% DUAT SVMM282 #% D1k
—ANERZ A DU 250-262 H o ARG IEPE— M ACEEARVE Ny TLP, 7 A SE 451 Hh 2 A 2 25
202, TLP 7EIA] 612 A7 SENTER $54. 7ER[A] 614, TLP [¥) SENTER 54 & A SENTER BUS
MESSAGE616., 2R, 7EI 8] 628 Bk N “ZEF5 .0 bR & IR 2 |, TLP ZEI 7] 618 KA E A
£ ¥ SENTER ACK 608,

[0048] %A RLP, 7l anab 4% 222, @ L 7E RN [R] 620 HA[A]5¢ B4 T F 2>k Wi i SENTER BUS
MESSAGE 616, 4R )5, RLP &R AT T 1) SENTER ACK 622, 3R J5 ik NAR A 634, Horp s 2545 SENTER
CONTINUE MESSAGE.

[0049] %574 240 FE RN TR) 624 V5 JOINS 24798 272 DL AE R4 M4k 230 Fi5E
[¥) SENTER ACK 15 B 4 JOINS Z5{7#% 272 M A EXISTS /785 270 [P AR VCECHT, o
Jr 4 240 £EINHA] 626 1 5E ALL-JOINED b5k 246,

[0050]  7F b 34 [R), ILP 7E % i) ALL-JOINED 45 & 246 W o] LR FEE MR MR & T 34
ALL-JOINED ¥Rk 246 # %5, 7 H ILP 52 ALL-JOINED Frik 246 27T [A] 630 ¥ & 1, 4R
Jii » ILP AT LLYE R [A] 632 H 8] & A SENTER CONTINUEMESSAGE. 4 SENTER CONTINUE MESSAGE
FERT 8] 636 7E RGL 2k 230 LARRRET, RLP W] DLBE N “SEFE NN PR ZS . B a0, KA 222
[*) RLP 721N 7] 5] 35 638 HATANE N “S8 6 AN BPIRZS o
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[0051]  — H %A SENTER CONTINUE MESSAGE, ILP T-2 ( ZEI 8] &4 640 Py ) Al LLE
B 2H 240 (RSB 572 244 T SINIT-AC HIHE DU & 122 A7 i 5% 208, LUK
BT IR 22 4% DURT SINIT-AC #5 Vo 755 — S5 3P, X8t 35 A7 4 244 W] LA A1)
T2, L A H UL S AE SINIT-AC N HAa & E—. W L4551 2 irik, — HEIE
SINIT-AC [{1#% U1, ILP T2 Bt n] ATE 2 A7 i 208 PN SEFRPAT SINIT-AC {145 Ul .

[0052]  SINIT-AC{EZZAA7fiti#s 208 PN I¥5 DU EAHAT 2 ), ‘e bl fi (IN[a) &3 640 #1))
HIAIE HAC % SYMM A7 BE B 35 DL, SYMM (8% DUIE SRAE 22 Ahrid 276 ) PCR278 W2 )i
SVMM [RIAF fit B B 45 DUA B FFURTAT o« BEB, 2E IEAEREAT (9B 1) JEL 4 650 HATR], SVMM $/F 2k
SEAE ILP .

[0053]  ILP SVMM 8 1E s 4] E A S0l 2 — R AE R G B4k 230 bR AT § 4 1) RLPJOIN
MESSAGES. — ™SI Jiti {5 s /& Ab P 2% 222 (1) JOIN MESSAGE 644, XM B ] LIS 171k o
WAL E  PEIAALE b RLP ARBEZS 222 W DUIN A iC 3 1 SYMM A7 il B BE 45 UL PR AT . Al ik
FEdb, TLP SVMM #2415 1] B LR 4EAF B 2o A B0 S AE 5 A Lk AF i A W I FIE A B rp, — 5
3 JOIN MESSAGE, RLP gt AT IR A7 B B[P & I T af i ik . R BIALFE AR 222 (1) JOTN
MESSAGE Jf H.fi € & et 2 fi5 , 7E I 1R] A 1 646 J[R], RLP AbBEAS 222 BkE: 25X A7
B IE HMAB IS0 SYMM 766 B BE 42 UL HAT

[0054]  ZEFTA RLP CL& INABIC R IK) SYMMAF G T B 35 DL 2 )5, 2 B VEAE AR 4
HLARSE 200 gk,

[0055] IRAEZH W 7, RKoRMKYE A R W] — ALt 77 R A H B B (process
block) HIUIEEl. A TIHERE, B 7 RFEos T AR MER) RLP (R B, 78 H g S
J7 &, W] UAZEAE LA i N 2 55 A 328

[0056]  JLFE 700 M FEHR 710 FF4f, XN, 245 Ab 445 52 il g FH 2K b B 5 1€ SENTER 454
AT U5 IR B SINIT-AC A1 SVMM BB o FEIXANSE ], 42 R b 712 o, TLP 45 SINIT-AC Al
SVMM AR08 MK 25 B A7 i 28 I 2R B BT i 2s I o AE RISt 7 R, (LA 48 Ab HE 25 ]
DLIXAEA, A U2 TLP. andEid FEd 714 v i, i@ i 44T SENTER $i54, AbF48 ik TLP,
ek Fi e 716 o, ILPSENTER #5471t #2716 & A SENTER BUS MESSAGE. #XJ&, ILP 7
A FEE 718 HHE e A B ) SENTER ACK yH B IZZ S 2. B #E b 720 FioR, ILP T
NSRS, S50 Fr gl e He ALL-JOINED 17

[0057]  {EFFAN RLP 7Eik 2 770 a2 ic B SENTER BUS MESSAGE 2 )&, ‘& LY T 5 A 1 45
FCREFE AT ARG EEFEE 772 R A6 °E B O SENTER ACK. 4n | FEbe 774 iR,
AN RLP T2 8k N2 AR A, 2645 M TLP 35K ¥ SENTERCONTINUE MESSAGE.

[0058] U3 SENTER ACK {5 BT, it F 2l e JOINS 5725 WIKAH A . 24 JOINS
17250 N 2555 T EXTSTS A7 25 I PN 280, o5 F 41 52 ALL-JOINED ki, 25 TLP KIE(E 5 LA
M F W L FE e 720 kST .

[0059]  — HYE YES %42 b B AW #28e 720, TLP F2mtfE FEEL 722 kA SENTER
CONTINUE MESSAGE. 3X#5%:/~ RLP AIAfE 5 LA AW I R 774 4REL3EAT o A i
776 i, SR G AN RLP E N AN SRR, 2645 SENTER JOIN MESSAGE.

[0060]  [RIM, TLP fEIEFE R 724 rh4 8 7 4 2850 SINIT-AC fAB SR # DI AN 'E H 21
YRGS T2 2HAT . ILP e R 726 P {d FH Brd A FHEIE SINIT-AC (K] 22 &> A7t
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R UL, ARG HATE . SINIT-AC FIPAT 1] AT R G0 L B R SVMM #% DL, 48 5 i 5%
SVMM 43, 552 Ji5 ZE L FE B 728 HH FFRAFAT SYMM. 1 K 2E L FRBR 728 T AT IRIENE 19— 4% »
ILP SINIT AQRE AT DAECE A7 fifs A F0C 2L ) e 28 1y ] DT R 248 TNV 28 1j ] 3@ 45 247, LR
P SYMM 282 A7 fit 5 B4 5 ULAS FH PRI L8 47 s 0 1) AN 52 HE AL R T 45 B0, i bk 754
FT7R o

[0061]  TLP 7E SVMM & il T~ 46 3AT 5, 7RI FEdk 730 1, TLP 2554 RLP &2 ST
SENTER JOIN MESSAGE. &% SENTER JOIN MESSAGE 2 )&, ILP B JS7Etfabe 732 dFfiG
SVMM #:4E

[0062]  SENTER JOIN MESSAGE (4 &4~ RLP W25 YES BRATES -t AW FE bk 776 3£
NIEAPIRAS, HAEEFEE 780 A HF4f SVMM #4E. SENTER JOIN MESSAGE 7] LA {5 SVMM
AN G RLP ZE NN SYMM BRI [ 12N 1 5 73 3. WA, TLP SVMM ARAS AT DA IE 24 (1)
RLP N SILRERAA BN (HIAI7ES W ), RLP — H 33 SENTER JOIN MESSAGE
A HT A e

[0063]  EAR AR SL il 7 RAFEW N A b HESs (2B BN ) , H V4
HEAR, IXHFER Z AL EE 2SR/ B2 AR R DU AN 1 5 BT T #5318 LU R it &=
Fetk, FTid B4 S 2 N BB AN R AR L EH k. (EERFEEBIRKN A
g ] REA R ) S 7 AT LR R — ML B . AERESRE LR, — M BEAL T A T DL
ZANEEFE, T AT CLELTE 2 AR AL RS (PRI B P (9 TLP 1 RLP) o 2R, 7EIL e Ol
T DM A ERAS AD BEAS FRERFE R R, AR T A T b B EOR o 78 IR T, 7]
CAYEA RLP SR, JIT I 22 4 b B4 AR AT AR A FH A A LR 28 77 2 e 6 27 B B ER S\ 28
P AT RetE .

[0064]  TERTIR VLA, O 275 AR BH R 7R 9 P S 75 S X kAT 1 ik 2R, 248
AT LA AR S BH IEAT A Tl 8 5O AR A4 T AN Mo 25 PR T OR35S~ P 2 R 1 AR e B 568 119 A
FIFE L o PRI D BH A5 0B B AR 9 2 14 T A2 B P 1 o
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T\ 152
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CILP) (RLP) (RLP)
202 212 222
S
200 SRR AL TE 25 214 ALTR R
204 ~1-|SENTERIBHE | | |SENTERB4E[ 2241| SENTERIZ 48
_ ' 216
206 Mummnma| | |asnemal e ~NEsHaEE
= 218 grirs
208 N RETFEE RETFIER Y 508 (| REFIEHE
s N 1
Ry R
280 R
f .
BEIHBIZE
Ty o
gk XRFEEE e 26
| B 244 e |
| | E
~282 ALL ek 2 250
; e e BEN
) N O = 48 6]
22 a5 | | 247 | | ngm.m
ol s R
MERF |
[TEXTSTSR AR |
286)\-D 270 |
JOINSEF 77 5%
/ 272 ,
288 -\'D : (= t=in - |~ 218
E2 > N 279
Iy | 200 | {owl 218
284 | 240 28
e 2
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i
T | FIfR
|
|
ma— |
o 330 | AR
=320 |
\310 270
| l
o /R
AR | o | ’F B
J
________ | 360
SVMM
)
350
it N
Bk
_3._
380
K 3
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RLP ILP RLP RLP |
GPU A CPU B CPU C CPU D
462 -} .AC L 460
464 TRRF
410 414 418 422
l Rifntk l L J ~
420
' 433 |
@11%%% UEsEn 43:6 S AGP
v 432 | BliZ4E
472/‘ SVMM S
EXISIS "’476
456/._,;gg% JoT} ~ 480 *
o AL Fic
origol | LPO MR} 471
484 T &5 { PCR| '
450 _ 454
458 T J
478 (X¥2F) 142 410
( | ERE A< USB
. >
EX1STS [0101100011010}~476 446 C o
| 430 —) PCI
JOINS m10110,00011010}"-’480 :
482 BRI ABHEN
444
A AC svmm\ I
400 3 )
466 474

b 4A
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RLP [LP RLP RLP
- CPU A CPU B cPU ¢ GPU D
462M AC 460
464 HXRF
410 414 418 422
RgiRtk A l l RBERE B
Gt - ' 2 L‘S
402 404 '
wmE | B\ 436
— | a&n | |——< AaP
477 /T{SVMM 4§2 (0] 1248
‘ . ERISTS 476
456 a KEY J0INs I~ 480. "
it F I iy
484 A5 . cr|  LEMP
450 454
> fm 0L B
458 / )
(8= 470
478 F
| Rotag:! 442
- I
EXISTS [ ‘ |
STS [07071100011010) 476 446 ol
JOINS [070 '1,';’0"0’“‘@0‘01 oigp480 L. 328 I’
48 EEHA AR
W el v
A _,_‘ 448
} ) '
W 466 474
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RLP ILP RLP RLP
T g Trhines (G
A B C D
572 R
5567 1A _
502¢ 504 508 | 508
592 L 596 598
HATEE[~593  TERETE-595 [ AEE 507 r*’%gamﬁ&
CPU A CPUB |~514 cPUC | 5991 cpuD
562 _4~"AC | 1560 -
S T 518 522
)] ' T — 3
542 = 570
USB Sommboerd #rid | PCRp
AGP S——— 576 _ -
536 [BET 150 Y NTeW 554
el LPG ’\ ]
584 ~'taet [KeY(~558 550
CkREEE) ,
wpam | 9 PCI
A B o aumemnn 5
500 530 J
| EZ& ABHEN
544 7
lr\ SV(MM 548
ol )
566 574
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ILP o FreR RLP
710 / Fi& '
L_D o T\ 700
| mEINIT-8v
27 znsvim
&
214 - PUTSENTERIES
t 3
EASENTER | = )b 45
716 A - —_— = = = = = = e BERIT N
BUS MSG 770
E_ Y !
| %&IESENTER
1187 ackiEg P ommeons e - - ’iAfK%;“;ER N
750 ~ FES —— 772
—-:b\vv #
AIRERN o | BIEALL_JOINED
ETB? - b ¢
720 ~ 752 7 ' i
2 .
4 1% SENTER, : S BRRENE
722~  CONT MSG —— — =P = - = > CONT? ,
T N e 774
IREBRFFASINIT- TR
128_|ACBANBRETR -
B3
| EERRRAT
7269 “sINIT-AG
j 4
WiE. 2R | _ _ | EEREHE -+
728 iB{TSINIT-AC | HEx g
s 754 2 ‘ el
KIASENTER | _ . o2 s
730-| JOIN MSGS. - JOIN?
. DIN 176
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. SVMMIZ{E
A\
780
K 7

21



