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(57) ABSTRACT 
Systems and methods for accepting relationship indications 
based on interaction among entities, where each relationship 
indication specifies that a respective pair of the entities may 
be related. A single entity record may be constructed that 
indicates all the linked entities that have been identified as 
being related to the entity. The entities may include an indi 
vidual, a set of individuals, a communication terminal, a 
plurality of communication terminals, an organization, an 
e-mail address, a Web-site, a bank account and a home 
address. An analytics operation may performed, such as iden 
tifying a shortest sequence of interrelated entities that relate a 
first entity with a second entity, and acting upon the identified 
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SYSTEMS AND METHODS FOR 
LARGE-SCALE LINKANALYSS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of, and claims the 
benefit of priority to, U.S. patent application Ser. No. 12/888, 
445 filed Sep. 23, 2010, the disclosure of which is incorpo 
rated herein by reference in its entirety. 

FIELD OF THE DISCLOSURE 

0002 The present disclosure relates generally to data 
analysis, and particularly to storage and processing of rela 
tionship-related information. 

BACKGROUND OF THE DISCLOSURE 

0003 Various techniques for analyzing and extracting 
useful information from communication traffic are known in 
the art. Some analysis techniques process communication 
traffic in order to identify and characterize relationships 
between users. 

SUMMARY OF THE DISCLOSURE 

0004 An embodiment that is described herein provides a 
method, including: 
0005 accepting a plurality of relationship indications 
based on interaction among entities, each relationship indi 
cation specifying that a respective pair of the entities are 
related; 
0006 using a link processor, identifying for each entity 
among a group of the entities, based on the relationship indi 
cations, one or more linked entities that are related to the 
entity, and constructing for each entity in the group, a single 
entity record that indicates all the linked entities that have 
been identified as being related to the respective entity; 
0007 storing in a memory multiple single-entity records, 
each single-entity record corresponding respectively to only 
one of the entities in the group; and 
0008 identifying one or more of the entities as targets-of 
interest. 
0009. In some embodiments, the interaction includes 
communication among the entities over a communication 
network. In an embodiment, the entities include at least one 
entity type selected from a group of types consisting of an 
individual, a set of individuals, a communication terminal, a 
plurality of communication terminals, an organization, an 
e-mail address, a Web-site, a bank account and a home 
address. In a disclosed embodiment, constructing the single 
entity record includes storing in the single entity record 
respective attributes, which characterize respective relation 
ships between the linked entities and the entity. The attributes 
may indicate respective confidence levels of the relationships. 
0010. In some embodiments, the method includes using 
the link processor to perform an analytics operation with 
respect to the entities. An analytics operation may include 
querying at least one of the entity records Stored in the 
memory. 
0011. In an embodiment, storing the entity records 
includes storing at least a portion of the entity records in an 
in-memory data structure residing in Random Access 
Memory (RAM), and performing the analytics operation 
includes querying the in-memory data structure. Storing the 
entity records may include storing another portion of the 
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entity records on a magnetic storage device. Performing the 
analytics operation may include querying at least a first entity 
record stored in the in-memory data structure and at least a 
second entity record stored on the magnetic storage device. 
0012. In another embodiment, performing the analytics 
operation includes querying at least one of the entity records 
stored in the memory, identifying a shortest sequence of inter 
related entities that relate a first entity with a second entity, 
and acting upon the identified sequence. Additionally or alter 
natively, one or more of the entities are identified as targets 
of-interest, and the analytics operation is performed with 
respect to the targets-of-interest. In some embodiments, per 
forming the analytics operation includes querying the entity 
records with a query formulated in a graph query language. 
0013 There is additionally provided, in accordance with 
an embodiment that is described herein, apparatus, including: 
0014 a memory; and 
00.15 a link processor, which is configured to accept a 
plurality of relationship indications based on interaction 
among entities, each relationship indication specifying that a 
respective pair of the entities are related, to identify for each 
entity among a group of the entities, based on the relationship 
indications, one or more linked entities that are related to the 
entity, to construct for each entity in the group a single-entity 
record that indicates all the linked entities that have been 
identified as being related to the respective entity, to store in 
the memory multiple single-entity records, each single-entity 
record corresponding respectively to only one of the entities 
in the group, and to identify one or more of the entities as 
targets-of-interest. 
0016. The present disclosure will be more fully under 
stood from the following detailed description of the embodi 
ments thereof, taken together with the drawings in which: 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 FIG. 1 is a block diagram that schematically illus 
trates a system for large-scale link analysis, in accordance 
with an embodiment of the present disclosure; 
0018 FIG. 2 is a diagram showing a relationship graph, in 
accordance with an embodiment of the present disclosure; 
0019 FIG. 3 is a diagram that schematically illustrates a 
data structure for efficient storage of relationship informa 
tion, in accordance with an embodiment of the present dis 
closure; and 
0020 FIG. 4 is a flow chart that schematically illustrates a 
method for large-scale link analysis, in accordance with an 
embodiment of the present disclosure. 

DETAILED DESCRIPTION OF EMBODIMENTS 

Overview 

0021. Some data analytics applications identify relation 
ships among communication network users, and act upon the 
identified relationships. For example, a fraud detection sys 
tem may identify a fraudulent user by discovering that this 
user interacts with other users who are already known as 
Suspects. Changes in relationships (e.g., appearance of a new 
relationship, or a strengthening or weakening relationship) 
may also provide meaningful information. Relationships can 
be identified and characterized, for example, by analyzing 
communication sessions (e.g., phone conversations) held 
between the network users. 
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0022. In many practical cases, identifying and acting upon 
relationships involves storage and processing of large Vol 
umes of data. Tracking relationships among users of a large 
cellular network, for example, may require processing of 
billions of Call Detail Records (CDRs) and keeping track of 
relationships among millions of users. It is possible in prin 
ciple to represent a set of relationships by a matrix whose 
dimensions are on the order of the number of users, or as a list 
of user pairs. These naive data structures, however, are inef 
ficient to store and query, and quickly become impractical as 
the number of users and relationships grows. In some practi 
cal applications, the storage space and processing time dic 
tated by these data structures limit the achievable system 
performance. 
0023 Embodiments that are described herein provide 
methods and systems for efficient storage and processing of 
relationship-related data. In some embodiments, a link analy 
sis system stores and acts upon relationships among entities 
(e.g., individuals, groups of individuals or even entire orga 
nizations). For each entity, the system constructs a single 
record, which indicates the entities that are related to (i.e., 
have a relationship with) this entity. In addition to indicating 
the related entities, a given record may also hold various 
attributes that characterize the relationships of the related 
entities with the entity in question. 
0024. When using the disclosed techniques, each entity is 
represented by a single record, and therefore the number of 
records is on the order of the number of entities. The average 
record size is on the order of the average number of relation 
ships per entity, which does not change considerably when 
the number of entities grows. As such, the data structure is 
highly scalable and is particularly Suitable for large-scale 
applications having large numbers of entities. 
0025. The methods and systems described herein are 
highly efficient in terms of memory requirements. In some 
embodiments, the Small memory space required by the dis 
closed data structures makes them Suitable for in-memory 
storage (i.e., in Random Access Memory (RAM) rather than 
on disk). As a result, the data structure can be queried at high 
speed, and complex queries can be performed at a reasonable 
run time. In addition to storage efficiency, the data structures 
described herein lend themselves to efficient execution of 
analytics operations, since they enable determining the entire 
set of entities that are related to a given entity in a single query. 
This capability is a powerful building block, which can be 
used to construct and execute complex analytics operations 
with high efficiency. Several example operations are 
described herein. 

System Description 

0026 FIG. 1 is a block diagram that schematically illus 
trates a system 20 for large-scale link analysis, in accordance 
with an embodiment of the present disclosure. System 20 
identifies and acts upon relationships between users of a 
communication network 24. Systems of this sort can be 
deployed in various applications. Such as fraud detection, 
anti-money laundering and crime investigation. Other usage 
examples comprise, for example, Web-page ranking schemes 
in search engines (e.g., schemes in which each Web-page is 
ranked based on the ranks of pages that point to it). In the 
present example, network 24 comprises a cellular network, 
and the figure shows four users denoted A... D. Alternatively, 
network 24 may comprise any other Suitable wire-line or 
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wireless communication network. The network typically 
serves a large number of users. 
0027. Although the embodiments described herein refer 
mainly to communication between communication network 
users, the disclosed techniques can be applied to various other 
kinds of relationships and interactions among entities, e.g., 
bank transactions, ownerships, kinship and other indications. 
0028 System 20 comprises a network interface 28, which 
receives from network 24 information regarding communi 
cation sessions held between the users. In the present 
example, interface 28 receives Call Detail Records (CDRs) 
produced in network 24, although any other type of informa 
tion can also be used (for example e-mail communication or 
bank transfer records). System 20 further comprises a link 
processor 32, which carries out the methods described herein. 
In particular, processor 32 processes the CDRs so as to iden 
tify relationships between users, and stores the identified 
relationships in records and data structures that are described 
in detail below. 
0029. Typically, link processor 32 comprises a general 
purpose processor, which is programmed in Software to carry 
out the functions described herein. The software may be 
downloaded to the processor in electronic form, over a net 
work, for example, or it may, alternatively or additionally, be 
provided and/or stored on tangible media, such as magnetic, 
optical, or electronic memory. 
0030 Typically, processor 32 produces records that repre 
sent the relationships between entities. These records are 
Sometimes referred to herein as entity records. In some 
embodiments, the processor stores at least some of the 
records in an in-memory database 36. Database 36 stores the 
records in Solid state memory, such as Random Access 
Memory (RAM), thus providing fast access time to the 
records. Additionally or alternatively, processor 32 may store 
at least some of the records in a static database 40. Database 
40 typically comprises a magnetic storage device. Such as a 
Hard Disk Drive (HDD). In comparison with database 36, 
database 40 typically provides considerably larger storage 
space but has a slower access time. In some embodiments, 
storage of the records is partitioned between the two data 
bases, such as by storing dynamic and/or recent information 
in the in-memory database, and static and/or older informa 
tion in static database 40. Processor 32 may transfer records 
between databases 36 and 40 as desired, for example on a 
periodic basis. 
0031 System 20 interacts with an operator 46 using an 
operator terminal 44. In particular, system 20 presents output 
to the operator using an output device Such as a display 48, 
and accepts user input using an input device 52 Such as a 
keyboard or mouse. 
0032. The system configuration shown in FIG. 1 is an 
example configuration, which is shown purely for the sake of 
conceptual clarity. In alternative embodiments, any other 
Suitable configuration can also be used. For example, the 
system may comprise only an in-memory database or only a 
static database. The functions of system 20 may be integrated 
with various other analytics functions. 

Efficient Representation of Relationship Information 
0033. In some embodiments, link processor 32 of system 
20 analyzes the CDRs received from network 24, so as to 
produce a set of relationship indications. Each relationship 
indication specifies a relationship between two entities. An 
entity may comprise, for example, an individual (e.g., a net 
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work user), a group of individuals, a communication terminal 
(e.g., a cellular phone or a computer), a group of terminals or 
even an entire organization. Other types of entities may com 
prise, for example, e-mail addresses, Web-sites, bank 
accounts or home addresses. Each relationship specifies that 
a given pair of entities is related. Typically, two entities (e.g., 
individuals) are regarded as related if the CDRs indicate that 
they have communicated with one another. 
0034 Processor 32 may apply any suitable technique and 
any suitable criteria for converting the information received 
from network 24 into a set of relationships. Various tech 
niques for identifying relationships are known in the art, and 
any such technique can be used by processor 32. Example 
techniques are described, for example, by Svenson et al., in 
“Social Network Analysis and Information Fusion for Anti 
Terrorism.” Proceedings of the Conference on Civil and Mili 
tary Readiness (CIMI), Enkoping, Sweden, May 16-18, 
2006, by Pan, in “Effective and Efficient Methodologies for 
Social Network Analysis.” PhD Thesis submitted to Virginia 
Polytechnic Institute and State University, Dec. 11, 2007, and 
by Coffman et al., in “Graph-Based Technologies for Intelli 
gence Analysis. Communications of the ACM (CACM), vol 
ume 47, issue 3, March 2004, pages 45-47, which are all 
incorporated herein by reference. 
0035. In alternative embodiments, processor 32 does not 
generate the relationship indications, but rather receives them 
from another processor or system. 
0036 Generally, relationships may be symmetric (i.e., if 
entity A is related to entity B then B is necessarily related to 
A) or asymmetric. A relationship may be defined between 
entities of the same type (e.g., between two individuals) or 
between entities of different types (e.g., between an indi 
vidual and a group of individuals). In some embodiments, 
processor 32 may assign each relationship one or more 
attributes. For example, a relationship may be assigned a 
strength or confidence level. In an example embodiment, 
entities that communicate frequently may be regarded by 
processor 32 as having a strong relationship, whereas entities 
that communicated only once or twice may be regarded as 
having a weak relationship. As another example, when ana 
lyzing bank transactions, the amount of money transferred 
between two entities may indicate the strength of the relation 
ship. Additionally or alternatively, relationships may be 
assigned any other Suitable attributes. 
0037. The set of relationship indications can be repre 
sented by a graph, in which nodes represententities and edges 
represent relationships. 
0038 FIG. 2 is a diagram showing a relationship graph 54, 
in accordance with an embodiment of the present disclosure. 
Graph 54 comprises nodes 56 and edges 58. Each node 56 
represents an entity (e.g., a network user or user group). An 
edge 58 between two nodes corresponds to a relationship 
indication, i.e., specifies a relationship between the corre 
sponding entities. In the present example, the relationships 
are symmetric, and the graph edges are therefore not directed. 
The example of FIG. 2 shows a simple graph representing 
only five entities and six relationships for the sake of clarity. 
In practice, however, relationship graphs in real-life applica 
tions may comprise many millions of entities (nodes) and 
relationships (edges). For example, a small cellular operator 
may have over two million subscribers, and over twenty mil 
lion CDRs per day. A bank may have over 500,000 accounts, 
and over two million transactions per day. 
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0039. In some embodiments, processor 32 accepts a rela 
tionship graph as input. Alternatively, processor 32 may pro 
duce a relationship graph based on CDRs or other informa 
tion received from network 24. 

0040 Processor 32 stores the relationship information in a 
data structure, which lends itself to efficient storage and sub 
sequent processing. In some embodiments, processor 32 con 
structs and stores a single record for each entity, referred to as 
an entity record. The record of a given entity indicates the 
entities that are related to the given entity. The entities (nodes) 
related to a given entity (node) are also referred to as linked 
entities (linked nodes). A given record is typically retrievable 
in a single read operation. 
0041 FIG. 3 is a diagram that schematically illustrates a 
data structure 60 for efficient storage of relationship informa 
tion, in accordance with an embodiment of the present dis 
closure. Data structure 60 comprises multiple records 64. 
Each entity record 64 corresponds to a respective node 68 in 
graph 54. In other words, each entity is represented by a single 
respective record 64 in data structure 60. Each record 64 
indicates one or more linked nodes 72 that are linked to the 
corresponding node 68. 
0042. For example, a data structure representing the rela 
tionship graph of FIG. 2 would comprise the following five 
entity records: 

A -> B, E 
B -> A, C 
C -> B, D, E 
D-e C, E 
E -> A, C, D 

0043. In some embodiments, each linked node 72 may 
comprise one or more attributes 76, which characterize the 
relationship in question. The attributes may indicate, for 
example, the strength or confidence level of the relationship. 
Attributes may comprise, for example, the number of times 
the two entities have communicated, the total time duration of 
the communication, the amount of money that was trans 
ferred between two accounts, the days on which the commu 
nication took place, or any other Suitable attribute. 
0044. In some embodiments, certain nodes 68 in data 
structure 60 may also be assigned one or more attributes, 
which characterize the node and are not necessarily related to 
any specific relationship. For example, an attribute may mark 
whether or not the node is considered a target. 
0045. The data structure of FIG. 3 enables storing large 
numbers of relationships among a large number of entities in 
a relatively small memory space, in comparison with known 
schemes. In many cases, data structure 60 is Small enough to 
fit in Random Access Memory (RAM). Thus, in some 
embodiments, processor 32 stores data structure 60 in in 
memory database 36. Since the in-memory database offers 
fast access time, storing entity records in-memory enables 
processor 32 to carry out complex analytics operations over 
the data structure at high speed. 
0046. In alternative embodiments, processor 32 stores part 
of data structure 60 in in-memory database 36, and another 
part in static database 40. For example, the processor may 
store new and recently-modified records in the in-memory 
database, and static or old records in the static database. In 
these embodiments, analytics operations may involve access 
ing the in-memory database, the static database, or both. 
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0047. In addition to storage efficiency, the format of data 
structure 60 lends itself to efficient execution of analytics 
operations. In particular, data structure 60 enables processor 
32 to retrieve the entire set of entities that are related to an 
entity-of-interest in a single read operation by querying the 
single record representing the entity-of-interest. This capa 
bility is a powerful building block, which can be used to 
construct and execute complex analytics operations with high 
efficiency. 
0048 For example, in many cases certain entities do not 
have a direct relationship, but are related indirectly via a 
sequence of (one or more) interrelated entities. In FIG. 2, for 
example, entity B is not directly related to entity D, but it is 
indirectly related to it via entity C. In other cases, two entities 
may be indirectly related via a two of two or more entities. 
The length of the shortest sequence between two entities is 
sometimes referred to as the “relationship distance' between 
the entities. The distance can equivalently be viewed as the 
number of nodes along the shortest path between the entities 
in the relationship graph. 
0049 Various kinds of analytics operations are concerned 
with the distances between entities. Some operations are ini 
tiated by operator 46. Other operations are carried out auto 
matically by processor 32, Such as operations that trigger a 
notification or alert upon meeting a certain condition defined 
over the distances. For example, operator 46 may request 
processor 32 to find the distance between a pair of entities or 
the shortest distance between a certain entity and a group of 
target entities. As another example, for a given entity, an 
analytics operation may identify the targets whose distance to 
the given entity does not exceed a certain value. The identity 
of the entities along the shortest path may also be of interest, 
and may be provided as output. 
0050 Calculating relationship distances between entities 
typically involves traversing the relationship graph (e.g., 
graph 54 of FIG. 2). In real-life cases, the relationship graph 
may comprise many millions of nodes and edges, and travers 
ing it may be extremely computationally-intensive. In some 
embodiments, processor traverses the relationship graph by 
executing a sequence of queries to data structure 60. Each 
query returns the entire set of nodes that are linked to the 
queried node. This sort of query considerably increases the 
efficiency and speed of traversing the graph. Efficiency and 
speed are particularly improved when data structure 60 (or at 
least a considerable portion of the data structure) is stored in 
in-memory database 36. In some embodiments, operator 46 
may query data structure 60 by formulating a query using a 
graph query language. When the relationships are represented 
by a relationship graph, a query of this sort typically returns a 
Sub-graph that matches the query. An example graph query 
language called GOQL is described by Sheng et al., in “A 
Graph Query Language and Its Query Processing.” Proceed 
ings of the IEEE 15" International Conference on Data Engi 
neering (ICDE), Sydney, Australia, Mar. 23-26, 1999, pages 
572-581, which is incorporated herein by reference. Alterna 
tively, any other Suitable graph query language can also be 
used. 

0051 FIG. 4 is a flow chart that schematically illustrates a 
method for large-scale link analysis, in accordance with an 
embodiment of the present disclosure. The method begins 
with system 20 receiving, via interface 28, CDRs from com 
munication network 24, at an input step 80. Link processor 32 
produces a set of relationship indications between entities 
(e.g., constructs a relationship graph) from the information 
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conveyed in the CDRs, at a relationship definition step 84. (As 
noted above, processor 32 may alternatively accept the rela 
tionship indications, e.g., in graph format or otherwise, from 
another system or processor.) 
0.052 For each entity (graph node), processor 32 produces 
a single entity record, at a record generation step. The record 
of a certain entity indicates the entities that are linked (re 
lated) to the entity in question. The processor stores the 
records in in-memory database 36, at a storage step 92. In 
Some embodiments, the processor occasionally transfers 
static or relatively old records to static database 40. 
0053 Processor 32 performs analytics operations on the 
stored entity records, at an operation step 96. Some example 
operations have been described above. For Some operations, 
operator 46 provides input (e.g., queries) using input device 
52 of terminal 44. Outputs of the operations (e.g., answers to 
queries) can be displayed to the operator using display 48. 
0054. In some embodiments, the process of FIG. 4 contin 
ues in a real-time manner. In these embodiments, system 20 
continues to receive CDRs, and to update the relationship 
graph and entity records accordingly. 
0055 Although the embodiments described herein mainly 
address efficient storage and processing of relationship infor 
mation gathered from communication networks, the prin 
ciples of the present disclosure can also be used for fraud 
investigation, anti-money laundering investigation, crime 
investigation, as well as web-page ranking. Generally, the 
relationship indications used by the disclosed techniques may 
be derived from any suitable kind of interaction among enti 
ties, not necessarily related to communication sessions. 
0056. It will thus be appreciated that the embodiments 
described above are cited by way of example, and that the 
present disclosure is not limited to what has been particularly 
shown and described hereinabove. Rather, the scope of the 
present disclosure includes both combinations and Sub-com 
binations of the various features described hereinabove, as 
well as variations and modifications thereof which would 
occur to persons skilled in the art upon reading the foregoing 
description and which are not disclosed in the prior art. 
What is claimed is: 
1. A method, comprising: 
accepting a plurality of relationship indications based on 

interaction among entities, each relationship indication 
specifying that a respective pair of the entities are 
related; 

using a link processor, identifying for each entity among a 
group of the entities, based on the relationship indica 
tions, one or more linked entities that are related to the 
entity, and constructing for each entity in the group, a 
single-entity record that indicates all the linked entities 
that have been identified as being related to the respec 
tive entity; 

storing in a memory multiple single-entity records, each 
single-entity record corresponding respectively to only 
one of the entities in the group; and 

identifying one or more of the entities as targets-of-inter 
eSt. 

2. The method according to claim 1, wherein the interac 
tion comprises communication among the entities over a 
communication network. 

3. The method according to claim 1, wherein the entities 
comprise at least one entity type selected from a group of 
types consisting of an individual, a set of individuals, a com 
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munication terminal, a plurality of communication terminals, 
an organization, an e-mail address, a Web-site, a bank account 
and a home address. 

4. The method according to claim 1, wherein constructing 
the single-entity record comprises storing in the single-entity 
record respective attributes, which characterize respective 
relationships between the linked entities and the entity. 

5. The method according to claim 4, wherein the attributes 
indicate respective confidence levels of the relationships. 

6. The method according to claim 1, wherein storing the 
entity records comprises storing at least a portion of the entity 
records in an in-memory data structure residing in Random 
Access Memory (RAM), and wherein the method further 
comprises using the link processor to perform an analytics 
operation with respect to the entities, wherein the analytics 
operation comprises querying at least one of the entity 
records stored in the in-memory data structure. 

7. The method according to claim 6, wherein storing the 
entity records comprises storing another portion of the entity 
records on a magnetic storage device. 

8. The method according to claim 7, wherein performing 
the analytics operation comprises querying at least a first 
entity record stored in the in-memory data structure and at 
least a second entity record stored on the magnetic storage 
device. 

9. The method according to claim 1, wherein the method 
further comprises using the link processor to perform an 
analytics operation with respect to the entities, wherein the 
analytics operation comprises querying at least one of the 
entity records stored in the memory, identifying a shortest 
sequence of interrelated entities that relate a first entity with a 
second entity, and acting upon the identified sequence. 

10. The method according to claim 1, wherein the method 
further comprises using the link processor to perform an 
analytics operation with respect to the entities, wherein the 
analytics operation comprises querying the entity records 
with a query formulated in a graph query language. 

11. The method according to claim 1, wherein the method 
further comprises using the link processor to perform an 
analytics operation with respect to the targets-of-interest, 
wherein the analytics operation comprises querying at least 
one of the entity records stored in the memory. 

12. Apparatus, comprising: 
a memory; and 
a link processor, which is configured to accepta plurality of 

relationship indications based on interaction among 
entities, each relationship indication specifying that a 
respective pair of the entities are related, to identify for 
each entity among a group of the entities, based on the 
relationship indications, one or more linked entities that 
are related to the entity, to construct for each entity in the 
group a single-entity record that indicates all the linked 
entities that have been identified as being related to the 
respective entity, to store in the memory multiple single 
entity records, each single-entity record corresponding 
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respectively to only one of the entities in the group, and 
to identify one or more of the entities as targets-of 
interest. 

13. The apparatus according to claim 12, wherein the inter 
action comprises communication among the entities over a 
communication network. 

14. The apparatus according to claim 12, wherein the enti 
ties comprise at least one entity type selected from a group of 
types consisting of an individual, a set of individuals, a com 
munication terminal, a plurality of communication terminals, 
an organization, an e-mail address, a Web-site, a bank account 
and a home address. 

15. The apparatus according to claim 12, wherein the link 
processor is configured to store in the single-entity record 
respective attributes, which characterize respective relation 
ships between the linked entities and the entity. 

16. The apparatus according to claim 15, wherein the 
attributes indicate respective confidence levels of the relation 
ships. 

17. The apparatus according to claim 12, wherein the 
memory comprises at least a Random Access Memory 
(RAM), and wherein the link processor is configured to store 
at least a portion of the entity records in an in-memory data 
structure residing in the RAM, and to perform an analytics 
operation with respect to the entities, wherein the analytics 
operation comprises querying at least one of the entity 
records stored in the in-memory data structure. 

18. The apparatus according to claim 17, wherein the 
memory further comprises a magnetic storage device, and 
wherein the link processor is configured to store another 
portion of the entity records on the magnetic storage device. 

19. The apparatus according to claim 18, wherein the link 
processor is configured to perform the analytics operation by 
querying at least a first entity record stored in the in-memory 
data structure and at least a second entity record Stored on the 
magnetic storage device. 

20. The apparatus according to claim 12, wherein the link 
processor is configured to perform an analytics operation 
with respect to the entities, wherein the analytics operation 
comprises querying at least one of the entity records stored in 
the memory, identifying a shortest sequence of interrelated 
entities that relate a first entity with a secondentity, and acting 
upon the identified sequence. 

21. The apparatus according to claim 12, wherein the link 
processor is configured to accept a query formulated in a 
graph query language, and to perform an analytics operation 
with respect to the entities, wherein the analytics operation 
comprises querying the entity records with the query. 

22. The apparatus according to claim 12, wherein the link 
processor is configured to perform an analytics operation 
with respect to the targets-of-interest, wherein the analytics 
operation comprises querying at least one of the entity 
records stored in the memory. 
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