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RELIABLE PACKET MONITORING METHODS 
AND APPARATUS FOR HIGH SPEED NETWORKS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001) This application is a Continuation-in-Part (CIP) of 
U.S. patent application Ser. No. 10/222,307 filed Aug. 15, 
2002. 

BACKGROUND OF THE INVENTION 

0002 This invention relates generally to data transfer 
through a network and, more particularly, to the monitoring 
of data passing through the Internet. 
0003. At least some known protocol analyzers and packet 
capturing programs have been around as long as there have 
been networks and protocols to monitor. These known tools 
provide the ability to capture and Save network data with a 
wide range of capabilities. 
0004 For example, one such program “tcpdump' avail 
able from the Lawrence Berkeley National Laboratory 
(http://ee.lbl.gov/) allows for the capture and storage of TCP 
packets. These known tools work well for monitoring data at 
low bandwidth rates, but the performance of these programs 
is limited because they execute in Software. Post processing 
is required with these tools in order to reconstruct TCP data 
StreamS. 

0005 Accordingly, it would be desirable to provide a 
Solution to data monitoring that is implementable at high 
bandwidth rates. 

BRIEF DESCRIPTION OF THE INVENTION 

0006. In one aspect, a method for controlling traffic on a 
network is provided. The method includes monitoring a data 
Stream, determining a particular byte offset within the moni 
tored stream at which to block flow of the stream, and 
blocking flow of the data stream at the determined byte 
offset. 

0007. In another aspect, a method for controlling traffic 
on a network is provided. The method includes monitoring 
a data Stream for a first predetermined condition, blocking 
flow of the data Steam upon a detection of the first prede 
termined condition, and re-enabling flow of the blocked 
Stream. 

0008. In yet another aspect, a method for controlling 
traffic on a network is provided. The method includes 
monitoring a TCP data Stream for a predetermined condi 
tion, and generating and transmitting a TCP FIN packet for 
the monitored data Stream upon a detection of the predeter 
mined condition for the purpose of terminating the TCP data 
Stream. 

0009. In still another aspect, a method for controlling 
traffic on a network is provided. The method includes 
monitoring TCP traffic in band through a Switch using a 
plurality of content Scanning engines. 

0010. In one aspect, a method for controlling traffic on a 
network is provided. The method includes content Scanning 
a plurality of TCP packets to detect a content match that 
spans multiple packets. 
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0011. In another aspect, a method for controlling traffic 
on a network is provided. The method includes monitoring 
a plurality of flows through the network wherein per flow 
memory usage is matched to a burst width of a memory 
module used to monitor a flow. 

0012. In one aspect, a method for controlling traffic on a 
network is provided. The method includes monitoring a 
plurality of flows through the network wherein an overlap 
ping retransmission is handled using a data enabled Signal 
and a valid bytes vector. 
0013 In one aspect, a method for controlling traffic on a 
network is provided. The method includes monitoring a 
plurality of data flows Simultaneously, assigning a maximum 
idle period of time for each monitored flow, and stopping 
monitoring a flow which is idle for at least the assigned 
period of time. 
0014. In still another aspect, a method for controlling 
traffic on a network is provided. The method includes 
monitoring a plurality of data flows Simultaneously, main 
taining a period of idle time for each monitored flow, and 
Stopping monitoring the flow having a longest period of idle 
time. 

0015. In one aspect, a method for controlling traffic on a 
network is provided. The method includes monitoring a 
plurality of existing data flows Simultaneously wherein each 
existing flow has a hash table entry, receiving a new flow to 
be monitored, wherein the new flow hashes to the hash table 
entry of an existing flow causing a hash table collision, and 
Stopping monitoring of the existing flow whose hash table 
entry the new flow collided with. 
0016. In another aspect, A Field Programmable Gate 
Array (FPGA) is configured to monitor a plurality of data 
flows using a hash table to Store State information regarding 
each flow, resolve hash table collisions according to a first 
algorithm Stored on the FPGA, receive a Second algorithm 
at the FPGA to resolve hash table collisions, the second 
algorithm different from the first algorithm, and use the 
received Second algorithm to resolve hash table collisions 
occurring Subsequent the receipt of the Second algorithm. 
0017. In one aspect, an apparatus for controlling traffic on 
a network is provided. The apparatus includes at least one 
input port, at least one output port, and at least one logic 
device operationally coupled to the input port and the output 
port. The logic device is configured to monitor a data Stream, 
determine a particular byte offset within the monitored 
stream at which to block flow of the stream, and block flow 
of the data stream at the determined byte offset. 
0018. In one aspect, an apparatus for controlling traffic on 
a network is provided. The apparatus includes at least one 
input port, at least one output port, and at least one logic 
device operationally coupled to the input port and the output 
port. The logic device is configured to monitor a data Stream 
for a first predetermined condition, block flow of the data 
Steam upon a detection of the first predetermined condition, 
and re-enable flow of the blocked stream. 

0019. In one aspect, an apparatus for controlling traffic on 
a network is provided. The apparatus includes at least one 
input port, at least one output port, and at least one logic 
device operationally coupled to the input port and the output 
port. The logic device is configured to monitor a TCP data 



US 2004/0049596 A1 

Stream for a predetermined condition, and generate and 
transmit a TCP FIN packet for the monitored data stream 
upon a detection of the predetermined condition for the 
purpose of terminating the TCP data Stream. 
0020. In one aspect, an apparatus for controlling traffic on 
a network is provided. The apparatus includes at least one 
input port, at least one output port, and at least one logic 
device operationally coupled to the input port and the output 
port. The logic device is configured to monitor a TCP data 
Stream from a first device directed toward a Second device 
for a predetermined condition, and manipulate the TCP data 
Stream Such that the Second device receives data different 
than that sent from the first device. 

0021. In one aspect, an apparatus for controlling traffic on 
a network is provided. The apparatus includes at least one 
input port, at least one output port, and at least one logic 
device operationally coupled to the input port and the output 
port. The logic device is configured to monitor TCP traffic in 
band using a plurality of content Scanning engines. 
0022. In one aspect, an apparatus for controlling traffic on 
a network is provided. The apparatus includes at least one 
input port, at least one output port, and at least one logic 
device operationally coupled to the input port and the output 
port. The logic device is configured to Scan a plurality of 
TCP packets to detect a content match that spans multiple 
packets. 
0023. In one aspect, an apparatus for controlling traffic on 
a network is provided. The apparatus includes at least one 
input port, at least one output port, and at least one logic 
device operationally coupled to the input port and the output 
port. The logic device is configured to monitor a plurality of 
flows through the network wherein per flow memory usage 
is matched to a burst width of a memory module used to 
monitor a flow. 

0024. In one aspect, an apparatus for controlling traffic on 
a network is provided. The apparatus includes at least one 
input port, at least one output port, and at least one logic 
device operationally coupled to the input port and the output 
port. The logic device is configured to monitor a plurality of 
flows through the network wherein an overlapping retrans 
mission is handled using a data enabled Signal and a valid 
bytes vector. 
0.025 In one aspect, an apparatus for controlling traffic on 
a network is provided. The apparatus includes at least one 
input port, at least one output port, and at least one logic 
device operationally coupled to the input port and the output 
port. The logic device is configured to monitor a plurality of 
data flows Simultaneously, assign a maximum idle period of 
time for each monitored flow, and Stop monitoring a flow 
which is idle for at least the assigned period of time. 
0026. In one aspect, an apparatus for controlling traffic on 
a network is provided. The apparatus includes at least one 
input port, at least one output port, and at least one logic 
device operationally coupled to the input port and the output 
port. The logic device is configured to monitor a plurality of 
data flows Simultaneously, maintain a period of idle time for 
each monitored flow, and Stop monitoring the flow having a 
longest period of idle time. 
0027. In one aspect, an apparatus for controlling traffic on 
a network is provided. The apparatus includes at least one 
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input port, at least one output port, and at least one logic 
device operationally coupled to the input port and the output 
port. The logic device is configured to monitor a plurality of 
existing data flows Simultaneously wherein each existing 
flow has a hash table entry, receive a new flow to be 
monitored, wherein the new flow hashes to the hash table 
entry of an existing flow causing a hash table collision, and 
Stop monitoring of the existing flow whose hash table entry 
the new flow collided with. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0028 FIG. 1 is a high level view of the data flow through 
an embodiment of a TCP-Splitter. 
0029 FIG. 2 is a low-level view of data flow through an 
embodiment of a TCP-splitter. 
0030 FIG. 3 is a perspective view of a Field-program 
mable Port Extender (FPX) module. 
0031 FIG. 4 is a schematic view of the FPX module 
shown in FIG. 3. 

0032 FIG. 5 illustrates a plurality of workstations con 
nected to a remote client across the Internet through a node 
including a TCP-Splitter coupled to a monitoring client 
application. 
0033 FIG. 6 illustrates a plurality of TCP-Splitter imple 
mented FPX modules, as shown in FIGS. 3 and 4, in series 
between a programming device and a endpoint device 
forming a network. 
0034 FIG. 7 illustrates that monitoring systems are 
implemented as either in-band or out-of-band Solutions. 
0035 FIG. 8 illustrates a system that focuses on an 
in-band type of Solution where network data is routed into 
and back out of the monitoring application. 
0036) 
flow. 

FIG. 9 illustrates a layout on an entry stored for a 

0037 FIG. 10 illustrates a content-scanning engine com 
bined with the TCP-Splitter shown in FIG. 1. 
0038 FIG. 11 illustrates an overall throughput of the 
content Scanner increases by putting four Scanning engines 
in parallel and processing four flows concurrently. 
0039 FIG. 12 illustrates that frames are buffered the 
event that there is congestion in a TCP Protocol Processing 
engine. 

0040 
0041 FIG. 14 illustrates an example of an overlapping 
retransmission and controlling Signals. 

FIG. 13 illustrates three packet Sequencing issues. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0042 FIG. 1 is a high level view of the data flow through 
an embodiment of a TCP-Splitter 10. A plurality of Internet 
Protocol (IP) frames 12 enter into TCP-Splitter 10 from a 
Source device 14 and frames 12 are addressed to a destina 
tion device 16. IP frames 12 each include an IP header 18 
and a TCP frame including a TCP header and a data packet. 
The TCP header is removed, the packet is classified to 
retrieve Flow State, and then the packet is Sent as a byte 
Stream to a client application 20. An IP frame including the 
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embedded TCP frame is also sent to destination device 16. 
Accordingly, the splitting of the TCP frame from the IP 
frame is transparent to devices 14 and 16. In one embodi 
ment, client application 20 counts how many bits are being 
transferred in a TCP exchange. Additionally, client applica 
tion 20 is provided with TCP header information and/or IP 
header information, and in one embodiment, the header 
information is used to bill a user on a bit transferred basis. 
In another embodiment, client application 20 has access to 
reference data and, in real time, compares the byte Stream of 
TCP transferred data provided to client application 20 with 
the reference data to provide a content matching Such as for 
example but not limited content matching as described in 
co-pending patent application Ser. No. 10/152,532 and Ser. 
No. 10/037,543, which are hereby incorporated herein in 
their entireties. In one embodiment, upon finding a particular 
match with a predefined reference data, TCP-splitter 10 
stops all data flow from a particular IP address, all data flow 
to a particular IP address, and/or all data flow through 
TCP-splitter 10. In other embodiments, client application 20 
monitors data through TCP-Splitter for security purposes, 
for keyword detection, for data protection, for copyright 
protection, and/or for watermark detection (and/or other 
types of embedded digital signatures). In one embodiment, 
a delay is utilized Such that the data is analyzed as described 
above before an IP frame including the removed TCP frame 
is sent to the destination device. Accordingly, TCP-Splitter 
10 allows for actions to be taken in real time processing. In 
other words, TCP-Splitter 10 allows for arbitrary actions to 
be taken by the client application before the IP frame is sent 
to the destination device. These actions include delaying 
transmission of the IP frame and Stopping transmission of 
the IP frame. Additionally, in some placements, IP frames 12 
can be wrapped with other protocol wrapperS Such as an 
ATM Adaptation Layer 5 (AAL5) frame wrapper 22 and an 
Asynchronous transmission mode (ATM) Cell wrapper 24. 
0043 TCP-Splitter 10 is not implemented in software, 
rather TCP-Splitter 10 is implemented with combinational 
logic and finite State machines in a logic device. AS used 
herein a logic device refers to an Application Specific IC 
(ASIC) and/or a Field Programmable Gate Array (FPGA), 
and excludes processors. In the FPGA prototype, TCP 
Splitter 10 processes packets at line rates exceeding 3 
gigabits per Second (Gbps) and is capable of monitoring 256 
k TCP flows simultaneously. However, TCP-Splitter 10 is 
not limited in the number of simultaneous TCP flows 
TCP-Splitter 10 is capable of monitoring and while 256 k 
flows was implemented in the prototype built, additional 
flows can easily be monitored by increasing the amount of 
memory utilized. Additionally, TCP-splitter 10 delivers a 
consistent byte stream for each TCP flow to client applica 
tion 20. As explained in greater detail below, TCP-splitter 10 
processes data in real time, provides client application 20 the 
TCP packets in order, and eliminates the need for large 
reassembly buffers. Additionally, by providing the TCP 
content in order, TCP-Splitter facilitates keeping a minimal 
amount of State. 

0044 FIG. 2 is a low level view of data flow through an 
embodiment of a TCP-splitter 30 illustrating a TCP input 
section 32 and a TCP output sections 34. Input section 32 
includes a Flow classifier 36, a Checksum Engine 38, an 
Input State Machine 40, a Control First In-First Out (FIFO) 
buffer 42, a Frame FIFO buffer 44, and an Output State 
Machine 46. TCP output section 34, includes a Packet 
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Routing engine 48 operationally coupled to a Client Appli 
cation 50 and an IP output stack 52. 
0045. In use, data is delivered to an input stack 54 
operationally coupled to TCP input section 32. Flow Clas 
sifier 36, Checksum Engine 38, Input State Machine 40, 
Control FIFO 42, and Frame FIFO 44 all process IP packet 
data received from the IP protocol wrapper. Output State 
Machine 46 is responsible for clocking data out of the 
control and frame FIFOs 42 and 44, and into output section 
34. The input interface signals to TCP-Input section 32 are 
as follows: 

0046) IN 1 bit clock 
0047. IN 1 bit reset 
0048 IN 32 bit data word 
0049) IN 1 bit data enable 
0050 IN 1 bit start of frame 
0051 IN 1 bit end of frame 
0.052 IN 1 bit start of IP payload 

0053 IP frames are clocked into input section 32 thirty 
two data bits at a time. AS data words are clocked in, the data 
is processed by Input State Machine 40 and buffered for one 
clock cycle. Input State Machine 40 examines the content of 
the data along with the control Signals in order to determine 
the next State. 

0054) The output of Input State Machine 40 is the current 
State and the corresponding data and control signals for that 
state. This data is clocked into Flow Classifier 36, Checksum 
Engine 38, and Frame FIFO 44. 
0055 Flow Classifier 44 performs TCP/IP flow classifi 
cation, Verifies the Sequence number, and maintains State 
information for this flow. Output signals of Flow Classifier 
44 are (1) a 1 bit indication of whether or not this is a TCP 
packet, (2) a variable length flow identifier (currently eigh 
teen bits), (3) a 1 bit indication of whether of not this is a 
new TCP flow, (4) a 1 bit indication of whether or not this 
packet should be forwarded, (5) a 1 bit indication of whether 
the Sequence number was correct, and (6) a 1 bit indication 
of the end of a TCP flow. 

0056 Checksum Engine 38 verifies the TCP checksum 
located in the TCP header of the packet. The output of the 
checksum engine is a 1-bit indication whether of not the 
checksum was successfully verified. Frame FIFO 44 stores 
the IP packet while Checksum Engine 38 and Flow Classi 
fier 36 are operating on the packet. Frame FIFO 44 also 
stores a 1 bit indication of the presence of TCP data, a 1 bit 
indication of the start of frame, a 1 bit indication of the end 
of frame, a 1 bit indication of the start of the IP packet 
payload, a 1 bit indication of whether or not there is valid 
TCP data, and a 2 bit indication of the number of valid bytes 
in the data word. The packet is Stored So that the checksum 
and flow classifier results can be delivered to the outbound 
Section 34 along with the Start of the packet. 
0057. Once the flow has been classified and the TCP 
checksum has been computed, information about the current 
frame is written to Control FIFO 42. This data includes the 
checksum result (pass or fail), a flow identifier (currently 18 
bits), an indication of whether or not this information is the 
start of a new flow, an indication of whether or not the 
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Sequence number matched the expected Sequence number, a 
Signal to indicate whether or not the frame should be 
forwarded, and a 1 bit indication of whether or not this is the 
end of a flow. Control FIFO 42 facilitates holding state 
information of Smaller frames while preceding larger frames 
are still being clocked out of Frame FIFO 44 for outbound 
processing. 
0.058 Output State Machine 46 is responsible for clock 
ing data out of the Control and Frame FIFOs 42 and 44, and 
into output section 34 of TCP-Splitter 30. Upon detecting a 
non-empty Control FIFO 42, output state machine 46 starts 
clocking the next IP frame out of Frame FIFO 44. This frame 
data along with the control signals from Control FIFO 42 
exit TCP-Input section 32 and enter TCP-Output section 34. 
0059) TCP-Splitter 30 uses a flow classifier that can 
operate at high Speed and has minimal hardware complexity. 
In an exemplary embodiment a flow table with a 256 k 
element array contained in a low latency Static RAM chip is 
used. Each entry in the table contains thirty-three bits of 
state information. An eighteen-bit hash of the source IP 
address, the destination IP address, the source TCP port, and 
the destination TCP port are used as the index into the flow 
table. The detection of a TCP FIN flag signals the end of a 
TCP flow and the hash table entry for that particular flow is 
cleared. Other classifiers can be used to identify traffic flows 
for TCP-Splitter 30. For example, SWITCHGEN (as 
described in “Pattern Matching in Reconfigurable Logic for 
Packet Classification”, Association for Computing Machin 
ery, International Conference on Compilers, Architectures 
and Synthesis for Embedded Systems (ACM Cases), 2001, 
A. Johnson and K. Mackenzie) is a tool which transforms 
packet classification into reconfigurable hardware based 
circuit design and can be used with TCP-splitter 30. A 
Recursive Flow Classification (RFC) algorithm can also be 
used with TCP-Splitter and is another high performance 
classification technique that optimizes rules by removing 
redundancy. The design of TCP-Splitter 30 does not impose 
any restrictions on the flow classification technique utilized 
and can be used with any flow classifier. 
0060. In an exemplary embodiment, output-processing 
section 34 of TCP-Splitter 30 is responsible for determining 
how a packet should be processed. The input interface 
Signals to output Section 34 are as follows: 

0061 IN 1 bit clock 
0062 IN 1 bit reset 
0063) IN 32 bit data word 
0064. IN 1 bit data enable 
0065 IN 1 bit start of frame 
0.066 IN 1 bit end of frame 
0067 
0068) 
0069 
0070) 
0.071) 
0072) 
0073) 

IN 1 bit start of IP payload 
IN 1 bit TCP data enable 

IN 2 bit number of valid data bytes 
IN 1 bit TCP protocol indication 
IN 1 bit checksum passed 
IN 18 bit flow identifier 

IN 1 bit new flow indication 
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0074 IN 1 bit forward frame indication 
0075) 
0076) 
0077 

0078. There are three possible choices for packet routing. 
Packets can be (1) passed on to the outbound IP stack only, 
(2) passed both to the outbound IP stack and to client 
application 50, or (3) discarded (dropped). The rules for 
processing packets are as follows: 

0079 All non-TCP packets (i.e., classified as non 
TCP) are sent to the outbound IP stack. 

0080 All TCP packets with invalid checksums (i.e., 
classified as invalid TCP checksum) are dropped. 

IN 1 bit correct sequence number 
IN 1 bit data is valid 

IN 1 bit end of flow 

0081 All TCP packets with sequence numbers less 
than the current expected Sequence number (i.e., clas 
sified as sequence number less than expected) are sent 
to the outbound IP stack. 

0082 All TCP packets with sequence numbers greater 
than the current expected Sequence number (i.e., clas 
sified as sequence number greater than expected) are 
dropped (i.e., discarded and not sent to either client 
application 50 or the outbound IP stack). 

0083) All TCP synchronization (TCP-SYN) packets 
are sent to the outbound IP stack. 

0084 All other packets (classified as else) are for 
warded both to the outbound IP stack and client appli 
cation 50. Note that when the TCP packet has a 
Sequence number equal to expected and has a valid 
checksum, then that packet is classified as else and Sent 
to the outbound IP Stack as well as to client application 
50. 

0085. A client interface (not shown) is between client 
application 50 and TCP output section 34. The client inter 
face provides a hardware interface for application circuits. 
Only data that is valid, checkSummed, and in-sequence for 
each specific flow is passed to client application 50. This 
allows the client to Solely process the consistent Stream of 
bytes from the TCP connection. All of the packet's protocol 
headers are clocked into client application 50 along with a 
Start-of-header Signal So that the client can extract informa 
tion from these headers. This eliminates the need to store 
header information, but Still allows the client access to this 
data. Client application 50 does not sit in the network data 
path and therefore does not induce any delay into the packets 
traversing the network Switch. This allows the client appli 
cation to have arbitrary complexity without affecting the 
throughput rate of TCP-splitter 30. The client interface 
contains the following Signals: 

0086 IN 1 bit clock 
0087. IN 1 bit reset 
0088. IN 32 bit data word 
0089 IN 1 bit data enable 
0090) 
0091) 
0092) 

IN 1 bit start of frame 

IN 1 bit end of frame 

IN 1 bit start of IP payload 
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0093) 
0094) 
O095 
0096) 
O097 
0098) 

0099 Client application 50 can generate a flow control 
signal that will stop the delivery of cells. In one embodi 
ment, this signal is not processed by TCP-Splitter 30, but is 
passed on to the IPWrapper driving the ingreSS of IP packets. 
In another embodiment, this signal is processed by TCP 
Splitter 30. 
0100. In the embodiment where TCP-Splitter 30 does not 
process the flow control Signals, there is a delay in the 
cessation of the flow of data words into client application 50 
while the flow control Signal is being processed by the lower 
protocol layers. Since TCP-Splitter 30 does not act upon the 
flow control signal, data continues to flow until all buffers of 
TCP-Splitter 30 are empty. Client application 50 is config 
ured to either handle data at line rates or is capable of 
buffering 1500 bytes worth of data after the flow control 
Signal is asserted. 

IN 1 bit TCP data enable 

IN 2 bit number of valid data bytes 
IN 18 bit flow identifier 

IN 1 bit new flow indication 

IN 1 bit end of flow 

OUT 1 bit flow control 

0101 Because Transmission Control Protocol/Internet 
Protocol (TCP/IP) is the most commonly used protocol on 
the Internet, it is utilized by nearly all applications that 
require reliable data communications on a network. These 
applications include Web browsers, FTP, Telnet, Secure 
Shell, and many other applications. High-Speed network 
switches currently operate at OC-48 (2.5 Gb/s) line rates, 
while faster OC-192 (10 Gb/s) and OC-768 (40 Gb/s) 
networks will likely be implemented in the near future. New 
types of networking equipment require the ability to monitor 
and interrogate the data contained in packets flowing 
through this equipment. TCP-Splitter 30 provides an easily 
implementable Solution for monitoring at these increased 
bandwidths. 

0102) In one embodiment, and as explained in greater 
detail below, TCP-Splitter 30 provides a reconfigurable 
hardware solution which provides for the monitoring of 
TCP/IP flows in high speed active networking equipment. 
The reconfigurable hardware Solution is implemented using 
Very High Speed Integrated Circuit (VHSIC) Hard-ware 
Description Language (VHDL) for use in ASICs or Field 
Programmable Gate Arrays (FPGAs). The collection of 
VHDL code that implements this TCP/IP monitoring func 
tion is also called TCP-Splitter in addition to the hardware 
itself (i.e., 10 and 30). This name stems from the concept that 
the TCP flow is being split into two directions. One copy of 
each network data packet is forwarded on toward the des 
tination host. Another copy is passed to a client application 
monitoring TCP/IP flows. In an alternative embodiment, the 
copy that is passed to the client application is rewrapped 
with an IP wrapper to form an IP frame that is forwarded to 
the destination host. In order to provide for the reliable 
delivery of a stream of data into a client application, a TCP 
connection only needs to be established that transits through 
the device monitoring the data. The bulk of the work for 
guaranteed delivery is managed by the TCP endpoints, not 
by the logic on the network hardware. This eliminates the 
need for a complex protocol Stack within the reconfigurable 
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hardware because the retransmission logic remains at the 
connection endpoints, not in the active network Switch. 
0.103 TCP-Splitter 30 is a lightweight, high performance 
circuit that contains a simple client interface that can moni 
tor a nearly unlimited number of TCP/IP flows simulta 
neously. The need for reassembly buffers is eliminated 
because all frames for a particular flow transit the network 
ing equipment in order. Because there is no guarantee that 
TCP frames will traverse the network in order, Some action 
will have to take place when packets are out of order. AS 
explained above, by actively dropping out of order packets, 
a TCP byte Stream is generated for the client application 
without requiring reassembly buffers. If a missing packet is 
detected, Subsequent packets are actively dropped until the 
missing packet is retransmitted. This ensures in-order packet 
flow through the Switch. Therefore a monitoring device 
always has an accumulated in order content Stream before a 
destination device accumulates the in order content Stream. 

0104. This feature forces the TCP connections into a 
Go-Back-N Sliding window mode when a packet is dropped 
upstream of the monitoring node (e.g., the node where 
TCP-Splitter is positioned). The Go-Back-N retransmission 
policy is widely used on machines throughout the Internet. 
Many implementations of TCP, including that of Windows 
98, FreeBSD 4.1, and Linux 2.4, use the Go-Back-N retrans 
mission logic. The benefit on the throughput is dependent on 
the specific TCP implementations being utilized at the 
endpoints. In instances where the receiving TCP Stack is 
performing Go-Back-N sliding window behavior, the active 
dropping of frames may improve overall network through 
put by eliminating packets that will be discarded by the 
receiver. 

0105 Typically, TCP-Splitter 30 is placed in the network 
where all packets of monitored flows will pass. All packets 
associated with a TCP/IP connection being monitored then 
passes through the networking node where monitoring is 
taking place. It would otherwise be impossible to provide a 
client application with a consistent TCP byte stream from a 
connection if the Switch performing the monitoring only 
processed a fraction of the TCP packets. In general, this 
requirement is true at the edge routers but not true for 
interior nodes of the Internet. This Strategic placement of 
TCP-Splitter can be easily accomplished in private networks 
where the network has been designed to pass traffic in a 
certain manner. 

0106 FIG. 3 is a perspective view and FIG. 4 is a 
schematic view of a Field-programmable Port Extender 
(FPX) module 60 configured to implement a TCP-Splitter as 
described above. Module 60 includes a Network Interface 
Device (NID) 62 operationally coupled to a Reprogram 
mable Application Device (RAD) 64. NID 62 is configured 
to program and/or reprogram RAD 64. Module 60 also 
includes a plurality of memories including a Static RAM 66, 
a Synchronous DRAM 68, and a PROM 70 operationally 
coupled to at least one of NID 62 and RAD 64. In an 
exemplary embodiment, NID 62 includes a FPGA such as a 
XCV600E FPGA commercially available from Xilinx, San 
Jose Calif., and RAD 64 includes a FPGA Such as a 
XCV2000E FPGA also available from Xilinx. 

0107. In use, module 60 monitors network traffic and 
Send TCP data Streams to a client application in order. 
Because module 60 implements the TCP-Splitter in a FPGA, 
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upon receipt of FPGA programming data the TCP-Splitter 
can reprogram itself and Send the FPGA programming data 
to other TCP-splitters in a flow path between a sending 
device and a destination device. Additionally, module 60 can 
reprogram the router to process the traffic flow differently 
than before. Also, because the data is passed along to other 
TCP-Splitters, the overall QoS of a network is quickly and 
easily changeable. In other words, QoS policies, as known 
in the art, are easily and quickly changed in networks 
including a TCP-Splitter as herein described. Accordingly, 
the reprogrammed router prioritizes network traffic based on 
the flow. Additionally, the TCP-Splitter can include a plu 
rality of reprogrammable circuits Such as FPGAS and can 
monitor the TCP flows for different things substantially 
Simultaneously. For example, one flow contains data in order 
for a client application to count bits, while another flow 
contains data in order for another client application to 
perform content matching, while another flow contains data 
for reprogramming an FPGA. Also, a plurality of FPGAs 
can be coupled to each other Such that upon receipt by at 
least one of an ASIC and a FPGA of FPGA programming 
data, the ASIC or FPGA receiving the data uses the data to 
reprogram the FPGAs. 

0108 FIG. 5 illustrates a plurality of workstations 80 
connected to a remote client 82 across the Internet 84 
through a node 86 including a TCP-Splitter (not shown in 
FIG. 4) coupled to a Monitoring client application 88. All 
traffic from remote client 82 or any other device on the 
Internet 84 to or from workstations 80 passes through node 
86 and is monitored with the TCP-Splitter coupled to client 
application 88. 

0109 FIG. 6 illustrates a plurality of TCP-Splitter imple 
mented FPX modules 60 (Shown in FIGS. 3 and 4) in series 
between a programming device 90 and an endpoint device 
92 forming a network 94. 

0110. In use, programming device 90 transmits program 
ming data via a stream-oriented protocol using the Internet 
Protocol (IP) to send the data to endpoint device 92. Each 
FPX module 60 receives a plurality of IP frames addressed 
to endpoint device 92, removes the embedded stream 
oriented protocol frame from the IP frame, and provides a 
client application the removed Stream-oriented protocol 
frame. Each FPX module 60 sends an IP frame including the 
removed protocol frame back onto network 92. Accordingly, 
with one transmission Stream made from programming 
device 90 to endpoint device 92, a plurality of intermediate 
devices (modules 60) receive programming data either to 
reprogram themselves (modules 60) or to reprogram any 
attached devices. Because the programming data is split 
(i.e., sent to the client application and sent back on network 
94 addressed to endpoint device 92), TCP-Splitter imparts 
the ability to easily and quickly reconfigure a network of any 
size. AS used herein, a Stream-oriented protocol refers to all 
protocols that Send data as a Stream of packets Such as TCP 
as opposed to non-Stream-oriented protocols Such as UDP 
where a single packet contains the entire message. 

0111. The above described TCP-Splitter is a circuit 
design which Supports the monitoring of TCP data Streams. 
A consistent byte Stream of data is delivered to a client 
application for every TCP data flow that passes through the 
circuit. The TCP-Splitter accomplishes this task by tracking 
the TCP sequence number along with the current flow state. 
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Selected out-of-order packets are dropped in order to pro 
vide the client application with the full TCP data stream 
without requiring large Stream reassembly buffers. The 
dropping of packets to maintain an ordered flow of packets 
through the network has the potential to adversely affect the 
overall throughput of the network. However, an analysis of 
out-of-Sequence packets in Tier-1 IP backbones has found 
that approximately 95% of all TCP packets were detected in 
proper Sequence. Network induced packet reordering 
accounted for a Small fraction of out-of-Sequence packets, 
with the majority resulting from retransmissions due to data 
loss. Greater than 86% of all TCP flows observed contained 
no out-of-Sequence packets. 
0112 The first implementation of the above described 
TCP-Splitter stored 33 bits of state information for each 
active flow in the network. By utilizing a low latency SRAM 
module, 256 k simultaneous flows were supported. The 
TCP-Splitter circuit utilized 32bit wide data path of the FPX 
card and could operate at 100 MHz. At that clock rate, a 
maximum throughput of 3.2 Gbps was Supported. 
0113 Monitoring systems are implemented as either in 
band or out-of-band solutions. The two basic types are 
illustrated in FIG. 7. Out-of-band solutions are always 
passive Systems. For example, a cable splitter, network tap, 
or other content duplicating mechanism is employed to 
deliver a copy of the network traffic to monitoring System. 
Since the monitor processes a copy of the true network 
traffic, it has no means by which to alter the network content 
and is therefore always a passive Solution. In contrast, 
in-band network monitoring Systems are positioned within 
the data path of the network. Traffic is processed and 
forwarded on toward end Systems. In-band Solutions could 
be configured to alter the content of the network by either 
inserting, dropping, or modifying network traffic. The fol 
lowing System is developed as an in-band monitoring device 
in order to provide a flexible platform upon with either 
passive or active extensible networking Solutions can be 
developed. 

0114. The above described TCP-Splitter design was more 
closely aligned to the out-of-band type of monitoring Solu 
tion. Network data was duplicated and a copy was passed to 
the monitoring application. FIG. 8 illustrates a system 100 
that focuses on an in-band type of Solution where network 
data is routed into and back out of the monitoring applica 
tion. Developing a monitoring Solution in this manner 
allows one to block selected flows, unblock previously 
blocked flows, and alter flow specific data as the data 
traverses through the monitoring system 100. Blocking 
flows allows system 100 to prevent data (ie. a virus) from 
reaching its intended destination. The unblocking of flows 
allows one to block the transmission of data (ie. confidential 
or copyrighted material) until an authorizing authority has 
granted permission for the blocked content to be delivered to 
the end user Selectively. The altering of data is useful in 
removing a virus that has attached itself to normal (proper) 
data transiting the network. In this manner, a virus attached 
to a web page or email can be removed from the network 
without preventing the user from receiving the desired 
content. An example of an authorizing authority includes a 
Regional Transaction Processor (RTP) (not shown) as 
described in co-pending application Ser. No. 10/037,593. 
The RTP includes various hardware and software compo 
nents (not shown) that allow the RTP to communicate with 
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System 100, facilitate and process transactions, and Store the 
related information Securely over the Internet. A remote 
access server (not shown) can receive content match infor 
mation directly from content owners via communication 
lines connected to the content owners' servers (not shown). 
ADB server (not shown) and storage System (not shown) 
Store the content match information. A Central Storage and 
Backup System (CSBS) (not shown) backs up and stores 
data from one of more RTPs. The CSBS receives data from 
the RTPs through a router (not shown), a firewall (not 
shown), and an enterprise Switch (not shown) to back-up 
onto a plurality of Storage Systems (not shown). A DataBase 
(DB) server (not shown) date stamps and logs all informa 
tion received. 

0115 The RTP that processes transactions based on mes 
sages from a workstation (not shown) and/or system 100. An 
accounting server (not shown) receives and processes trans 
actions using data in the DB Server, a remote acceSS Server 
(not shown), and an external billing System (not shown) to 
facilitate transactions at the WorkStation. 

0116. The RTP has access to a tax lookup table (not 
shown) stored on the DB server or the storage system. The 
tax table can be used to determine the amount of Sales tax 
rates to add to the price of delivering content through the 
system 100 or other retail transactions made by a user at the 
WorkStation. An identifier for the WorkStation and an iden 
tifier for the corresponding system 100 can be used to 
determine which tax tables or tax rate formula to use to 
determine the amount of State and/or local Sales tax to charge 
for a transaction. 

0117) System 100 and the RTP also can use public/private 
key encryption/decryption technology to decrypt encrypted 
data packets for content matching, and then re-encrypt the 
data packet and forward it to the WorkStation. Alternatively, 
content match information can be provided to identify the 
content of a data packet in encrypted format, thereby elimi 
nating the need to decrypt the data packet. 
0118. The content provider also can supply or indicate 
transaction instructions to be used in the RTP when the 
system 100 finds a content match in a data packet. For 
example, if the user is required to pay for the content before 
receiving it, the RTP transmits a transaction prompt to the 
user's workStation (not shown) informing the user of the 
price to be paid for the content, and allowing the user to 
accept or decline the purchase. AS another example, the RTP 
can transmit a prompt to inform the user that content 
infected with a virus is attempting to be transmitted from or 
received to the user's WorkStation, and that transmission or 
reception of the virus is being halted. AS another example, 
the RTP can transmit a prompt to inform the user that content 
Subject to Security control is attempting to be transmitted 
from or received to the user's WorkStation, and that trans 
mission or reception of the confidential content is being 
halted. As a further example, the RTP can tally statistics 
regarding transmission of designated content for purposes 
Such as rating the popularity of the content. 
0119 System 100 performs content match searches for 
content unique to application(s) being performed by various 
entities Such as content providers, busineSS organizations, 
and/or government organizations. The applications can 
handle various Situations based on the content, Such as 
collecting payment for the authorized use of copyrighted 
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content, preventing outgoing transmission of confidential 
material, preventing incoming receipt of material previously 
designated as unwanted by the recipient, and preventing the 
transmission of files containing viruses. 

0120) The content matches can include logic to search for 
particular watermarks or fingerprints to identify copyright 
content based on content match information from the con 
tent providers. The content matches also can include logic to 
understand one or more hashing functions. 
0121 System 100 includes a hardware circuit which is 
capable of reassembling TCP/IP data flows into their respec 
tive byte Streams at multi-gigabit line rates. A large per-flow 
State Store maintains 64 bytes of State information for 
millions of active TCP flows concurrently. Additional logic 
provides Support for flow blocking, unblocking and Stream 
modification features. System 100 enables a new generation 
of network services to operate within the core of the Internet. 
0.122 System 100 includes a plurality of content scanner 
engines 102. Each content-Scanning engine 102 is a hard 
ware module that is capable of Scanning the payload of 
packets for a set of regular expressions as described by J. 
Moscola, J. Lockwood, R. P. Loui, and M. Pachos in 
Implementation of a Content-Scanning Module for an Inter 
net Firewall IEEE Symposium on Field-Programmable Cus 
tom Computing Machines (FCCM), Napa, Calif., USA, 
April 2003 and co-pending U.S. patent application Ser. No. 
10/152,532. 

0123 Regular expressions are well-known tools for 
defining conditional Strings. A regular expression may match 
Several different Strings. By incorporating various regular 
expression operators in a pattern definition, Such a pattern 
definition may encompass a plurality of different Strings. For 
example, the regular expression operator “..*” means “any 
number of any characters”. Thus, the regular expression 
“c. *t' defines a data pattern that encompasses StringS Such as 
“cat”, “coat”, “Chevrolet', and “cold is the opposite of hot'. 
Another example of a regular expression operator is “*” 
which means “Zero or more of the preceding expression'. 
Thus, the regular expression “ab' defines a data pattern that 
encompasses StringS Such as “ab”, “aab', and "aaab', but not 
“acb” or “aacb”. Further, the regular expression "(ab)*c” 
encompasses strings such as “abc”, “ababc”, “abababc', but 
not “abac” or “abdc'. Further still, regular expression opera 
tors can be combined for additional flexibility in defining 
patterns. For example, the regular expression "(ab)*c. Z” 
would encompass StringS Such as the alphabet “abcdefghi 
klmnopdrstuvwxy”, “ababcz”, “ababcqsrz’, and “abcz”, but 
not “abacz”, “ababc' or “ababacxvhgfjz”. 
0.124 AS regular expressions are well-known in the art, it 
is unnecessary to list all possible regular expression opera 
tors (for example, there is also an OR operator “” which for 
“(ab)” means any string having “a” or “b”) and combina 
tions of regular expression operators. What is to be under 
stood from the background material described above is that 
regular expressions provide a powerful tool for defining a 
data pattern that encompasses Strings of interest to a user of 
system 100. 
0.125 To accomplish the scanning of the payload of 
packets for a Set of regular expressions, each content 
Scanning engine 102 employs a set of Deterministic Finite 
Automata (DFAS), each Searching in parallel for one of the 
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targeted regular expressions. Upon matching the content of 
a network data packet with any of these regular expressions, 
content-scanner 102 has the ability to either allow the data 
to pass or to drop the packet. Content-Scanning engine 102 
also has the ability to generate an alert message that can be 
Sent to a log Server when a match is detected in a packet. In 
an exemplary embodiment, the alert message contains the 
Source and destination addresses of the matching packet 
along with a list of regular expressions that were found in the 
packet. 

0.126 The TCP based content scanning engine integrates 
and extends the capabilities of the above described TCP 
Splitter and Content-Scanning Engine 102. As illustrated in 
FIG. 8, data flow is from the left to the right. IP packets are 
passed into a TCP Protocol Processing Engine 104 from 
lower layer protocol processing engines contained within a 
network switch. An input packet buffer 106 provides an 
amount of packet buffering when there are downstream 
processing delays. TCP Protocol Processing Engine 104 
validates packets and classifies them as part of a flow. 
Packets along with the associated flow State information are 
passed onto a Packet Routing module where the packets are 
routed either to Content Scanning Engines 102 or a Flow 
Blocking module 108. Multiple Content Scanning Engines 
102 evaluate regular expressions against the TCP data 
Stream. Packets returning from Content Scanning Engines 
102 are passed to Flow Blocking module 108 where appli 
cation Specific State information is Stored and flow blocking 
is enforced. Packets that are not blocked are passed back to 
the network Switch which forwards them on toward their end 
destination. 

0127. To enable a quick access for storing and retrieving 
State information, a hash table is used in one embodiment. 
However, whenever a hash table is used, hash table colli 
Sions can occur. 

0128 Gracefully handling hash table collisions is a dif 
ficult problem for real-time network systems. An efficient 
method for dealing with hash collisions is to have the new 
flow age out the previous flow whenever a collision occurs. 
In other words when a new flow hashes to the same value as 
a previous flow, the monitoring of the previous flow is 
Stopped and the new flow is monitored. This type of action 
leads to the incomplete scanning of TCP flows because the 
context Scanning engine will loose the context information 
of the previous flow when it encounters a new flow with the 
Same flow identifier. To ensure all flows are properly moni 
tored, a linked list of flow state records can be chained off 
of the appropriate hash entry. The advantage to this approach 
is that all flows that encounter hash collisions in the State 
store can be fully monitored. The major drawback to this 
approach is that the time required to traverse a linked list of 
hash bucket entries could be excessive. The delay caused in 
retrieving flow State information can adversely affect the 
throughput of the System and lead to data loSS. Another 
drawback of linked entries in the State Store is the need to 
perform buffer management operations. This induces addi 
tional processing overhead into a System which is operating 
in a time critical environment. A State Store Manager 110 
overcomes this problem by limiting the length of the chain 
to a constant number of entries. 

0129. A hashing algorithm which produces an even dis 
tribution acroSS all hash buckets is important to the overall 
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efficiency of the circuit. Initial analysis of the flow classi 
fication hashing algorithm used for system 100 was per 
formed against packet traces available from the National 
Laboratory for Applied Network Research. With 26,452 
flow identifiers hashed into a table with 8 million entries, 
there was a hash collision in less than 0.3% of the flows. 

0.130. Additional features of system 100 includes support 
for the following services: Flow Blocking which allows a 
flow to be blocked at a particular byte offset within the TCP 
data stream); Flow Unblocking in which a previously dis 
abled flow can be re-enabled and data for a particular flow 
will once again be allowed to pass through the circuit, Flow 
Termination in which a selected flow will be shut down by 
generating a TCPFIN packet; and Flow Modification which 
provides the ability to Sanitize Selected data contained within 
a TCP stream. For example, a virus is detected and removed 
from a data Stream. The concept of altering the content of a 
TCP data stream is counterintuitive to most (if not all) 
networks. In the majority of circumstances, this type of 
behavior should be avoided at all costs. But there are a 
selected number of situations where modifying a TCP flow 
can be advantageous. One Such situation is the above 
described removal of a virus from a TCP data stream in order 
to prevent the spreading of the virus. Another use could be 
asSociated with a Series of extensible network Solutions 
where information is added to or removed from a TCP data 
flow as the data traverses network nodes running extensible 
networking Solutions. 
0131 There are three separate situations that need to be 
addressed when altering TCP stream data within the core of 
the network. The first involves modifying data within an 
existing data flow. In this case, the total number of data bytes 
transmitted by the source will be identical to the total 
number of data bytes received at the destination, only the 
content will have changed. The Second case involves the 
addition of data to the data Stream. In this case, the total 
number of data bytes received by the destination will be 
greater than the number of data bytes Sent by the Source. The 
third case involves the removal of data form the data stream. 
Here, the total number of data bytes received at the desti 
nation will be less than the total number of data bytes send 
by the Source. 
0132) Case 1: Modifying the flow-In this situation, the 
processing engine which is altering the content of the TCP 
data Stream need only operate on the flow of data in a Single 
direction, from Source to destination. When it is determined 
that data bytes should be altered, existing data bytes are 
replaced with new bytes. The TCP checksum of the network 
packet containing the altered data is recomputed to account 
for the new data. In addition, the processing engine remem 
bers (1) the new content and (2) the TCP sequence number 
pertaining to the location in the data Stream where the new 
content replaces existing content. This step is desired to 
handle the case where a retransmission occurs which con 
tains data that has been altered. In order to ensure that the 
end System receives a consistent view of the new data 
Stream, the old data needs to be replaced with new data 
whenever the old data transits the network. In this manner, 
the end System will always receive a consistent view of the 
transmitted byte Stream with the Selected data alterations 
applied. 
0.133 Case 2: Adding data to the flow. When a process 
ing engine within the network wishes to add content to a 
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TCP data Stream, the processing engine must proceSS TCP 
packets Sent in the forward direction from Source to desti 
nation and TCP packets sent in the reverse direction, from 
destination back to the Source. Without processing both 
directions of the data flow, the system will be unable to 
accurately manage the insertion of data into the flow. Once 
the position within the network stream where the data should 
be inserted is realized, the processing engine can then either 
modify existing TCP data packets and/or generate additional 
TCP data packets as necessary to insert data into the data 
Stream. For each of these packets, the appropriate TCP 
header fields will have to be populated, including a check 
Sum value. Sequence numbers contained in TCP packets 
received by the processing engine that occur after the point 
of insertion within the TCP data stream are incremented by 
the total number of bytes that were inserted into the stream. 
The processing engine Stores the Sequence number of the 
location where the data insertion took place along with the 
total number of bytes inserted into the Stream. If a packet 
retransmission occurs, the processing engine performs the 
Steps taken to insert the additional Stream data So that the 
receiving node always receives a consistent view of the 
amended data Stream. When processing TCP packets Sent 
back from the receiving host, the processing engine decre 
ments the acknowledgment number whenever the acknowl 
edgment number exceeds the Sequence number where the 
data insertion has taken place. In this manner, the processing 
engine can ensure that the Source node will not receive 
acknowledgments for data that the receiving System has not 
yet processed. In addition, Since the processing engine is 
inserting new data content into the stream, the processing 
engine also tracks the TCP processing State of the end 
Systems and generates retransmission packets for the 
inserted data whenever it detects a nonincreasing Sequence 
of acknowledgement numbers in the range of the inserted 
data. 

0134 Case 3: Removing data from the flow. When a 
processing engine within the network wishes to remove 
content from a TCP data Stream, the processing engine 
processes TCP packets sent in the forward direction from the 
Source to the destination and TCP packets sent in the reverse 
direction, from the destination back to the Source. Without 
processing both packets traveling in both directions of the 
data flow, the System will be unable to accurately manage 
the removal of data from the flow. Once the position within 
the TCP data stream where data should be removed is 
encountered, the processing engine can start the removal 
proceSS by eliminating packets or shrinking the Overall size 
of a packet by removing part of the data contained within the 
packet. Packets which are modified must have their length 
fields and checkSum values recomputed. Sequence numbers 
contained in TCP packets received by the processing engine 
that occur after the point of data removal are decremented by 
the total number of bytes that were removed from the 
Stream. The processing engine Stores the Sequence number 
of the location where the data removal took place along with 
the total number of bytes that were removed from the 
Stream. If a packets retransmission occurs, the processing 
engine performs the Steps previously taken to effect the 
removal of data from the Stream So that the receiving node 
always receives a consistent view of the altered data Stream. 
When processing TCP packets sent from the receiving host 
back to the Sending host, the processing engine increments 
the acknowledgment number whenever the acknowledg 
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ment number exceeds the Sequence number where the data 
removal has taken place. In this manner, the processing 
engine can ensure that the Source node receives the proper 
acknowledgment for all of the data received by the end 
System. Failure to perform this step could cause excessive 
retransmissions or a blocking of the flow of data if the 
amount of data removed exceeds the window Size in use by 
the Source node. 

0.135 At any given moment, a high speed router may be 
forwarding millions of individual traffic flows. To support 
this large number of flows along with a reasonable amount 
of state information stored for each flow, a 512MB Syn 
chronous Dynamic Random Access Memory (SDRAM) 
module can be utilized. The memory interface to this 
memory module has a 64 bit wide data path and Supports a 
maximum burst length of eight operations. By matching 
system 10's per flow memory usage to the burst width of the 
memory module, one can optimize the memory bandwidth. 
Storing 64 bytes of state information for each flow optimizes 
the use of the memory interface by matching the amount of 
per flow state information with the amount of data in a burst 
transfer to memory. This configuration provides Support for 
eight million simultaneous flows. Assuming S100.00 as a 
purchase price for a 512MB SDRAM memory module, the 
cost to store context for eight million flows is only 0.00125 
cents per flow or 800 flows per penny as of August 2003. 
Memory modules other than SDRAM are also employable. 
0136. Of the 64 bytes of data stored for each flow, TCP 
processing engine 102 utilizes 32 bytes to maintain flow 
State and memory management overhead. The additional 32 
bytes of State Store for each flow holds the application data 
for each flow context. The layout of a Single entry is 
illustrated in FIG. 9. A portion of this per-flow state storage 
is used to maintain the TCP data Stream re-assembly opera 
tion similar to the above described TCP-Splitter design. 
Another portion of the Storage area is used to ensure that 
network data packets are associated with the proper flow 
Stored in the State Store. Yet another portion of memory is 
used to maintain navigation information and memory man 
agement overhead. The final portion of the per-flow State 
Storage area is used to Store per-flow context information 
used by the monitoring application. Additional features 
Support passing this Saved context information to the moni 
toring application for each network data packet. Updates to 
a flows context information by the monitoring application 
is written back to the State Store So that this information can 
be provided back to the monitoring application when future 
packets for the flow are encountered. For example, the 
Source and destination IP addresses along with the Source 
and destination TCP ports could be hashed into a 23 bit 
value. This hash value could then be used as a direct index 
to the first entry in a hash bucket. The hash table would then 
contain 4 million records at fixed locations and an additional 
4 million records that could be used to form a linked list. The 
IP addresses and ports could be hashed to a bit value other 
than 23 bits. For example, the IP addresses and ports could 
be hashed to any bit value based upon a desired number of 
flows to be indexed. The use of linked list records will 
enable the Storing State information for multiple flows that 
hash to the same bucket. To ensure that system 100 is able 
to maintain real-time behavior, the number of link traversals 
is constrained by a constant. And as used herein, the term 
“hash table collision” refers to the situation where two flows 
hash to the same value, and to the situation where after two 
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flows hash to the same hash value using a hash table 
employing a chaining of predetermined length and a chain is 
full for that hash value. 

0.137 State Store Manager 110 can cache state informa 
tion utilizing on-chip block RAM memory. This provides 
faster access to State information for the most recently 
accessed flows. A write-back cache design provides for 
improved performance. 

0.138 If a match spans across multiple packets, the origi 
nal design of the content-Scanning engine would fail to 
detect the match. To alleviate this problem, the new content 
Scanning engine processes Streams from the TCP Processing 
Engine. 

0.139. The use of the TCP Processing Engine also requires 
that the content Scanner proceSS interleaved flows. Because 
each content Scanner only holds the State of one flow, it 
needs to be able to Save and restore the current State of a flow 
and perform a context Switch whenever a new flow arrives. 
When a packet arrives at the content Scanner on Some flow, 
the content Scanner must restore the last known matching 
state for that flow. When the content Scanner has finished 
processing the packet, it must then Save the new matching 
State of the flow which can be done by using the State Store 
resources of the TCP processing circuit. 
0140 FIG. 10 shows the design of the content-scanning 
engine combined with the TCP-Splitter. When a new packet 
arrives from the TCP Processing Engine, it arrives concur 
rently with a flow ID and state information for that context. 
Once the State of the Search engine is loaded, the content 
Scanner can process the packet. If no matches are found in 
the packet, then the packet is allowed to pass through the 
module. If a match is discovered in the packet, then the 
packet may be dropped or the whole flow may be blocked. 
The content Scanner also has the ability to Send out an alert 
message if a match occurs. The format of the alert message 
is a UDP datagram which is also used for logging events in 
the system. As shown in FIG. 11, the overall throughput of 
the content Scanner increases by putting four Scanning 
engines in parallel and processing four flows concurrently. 
Incoming packets are dispatched to one of the Scanning 
engines based on the last two bits of a flow ID provided by 
the TCP Processing Engine. By dispatching packets in this 
fashion, the possibility of hazards that may occur when two 
Scanners are processing packets from the same flow Simul 
taneously can be eliminated. 

0141 AS was shown in FIG. 8, data is received on the left 
from the Internet Protocol Wrappers and passed into input 
buffer 106. Frames are buffered here in the event that there 
is congestion in a TCP Protocol Processing engine 150 
shown in FIG. 12. This congestion can occur at instants 
when there are hash table collisions and the State Store 
Manager has to walk through a linked list in order to locate 
the proper flow context. 
0142. From input buffer 106, IP frames are passed to TCP 
Protocol Processing Engine 150. An input state machine 152 
tracks the processing State within a Single packet. Data is 
forwarded to (1) a Frame FIFO 154 which stores the packet, 
(2) a checksum engine 156 which validates the TCP check 
sum, and (3) a flow classifier 158. Once flow classifier 158 
has computed a hash value for the packet, information is 
passed to State Store Manager 110 which retrieves the state 
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information associated with the particular flow. Results are 
written to a Control FIFO 162 and the state store is updated 
with the current state of the flow. 

0.143 An Output State Machine 164 reads data from the 
Frame and Control FIFOS and passes it to a packet routing 
engine 166 (shown in FIG. 8). Most traffic flows through the 
Content Scanning Engines 102 where the data is Scanned. 
Packet retransmissions bypass Content Scanning Engines 
102 and are sent directly to Flow Blocking module 108. 
0144. Data returning from Content Scanning Engines 102 
is passed to Flow Blocking module 108. At this stage, the per 
flow State Store is updated with the latest application specific 
state information. If flow blocking is enabled for a flow, it is 
enforced at this time. The Sequence number of the packet is 
compared with the Sequence number where flow blocking 
should take place. If the packet meets the blocking criteria, 
it is dropped from the network at this point. Packets that are 
not dropped are passed on to the outbound Protocol Wrap 
per. 

0145 State Store Manager 110 is responsible for pro 
cessing requests for and updates to a flow State record. All 
interactions with a SDRAM memory 166 are handled along 
with the caching of recently accessed flow State information. 
A SDRAM controller 168 exposes three memory access 
interfaces, a read-write interface, a write only interface, and 
a read only interface. Requests to these interfaces are 
prioritized in the same order, with the read-write interface 
having the highest priority. 

0146 The layout of State Store Manager 110 along with 
its interactions to memory controller 168 and other modules 
in the TCP Processing Engine are illustrated in FIG. 12. 
Upon processing a new packet, a flow identifier hash value 
is computed and a record retrieval operation is initiated. 
State Store Manager 110 utilizes the read interface of 
memory controller 168 to retrieve the current state informa 
tion for the flow and returns this information to the protocol 
processing engine. If the packet is determined to be valid 
and is accepted by the engine, an update operation is 
performed to store the new flow state. The flow blocking 
module also performs a SDRAM read operation in order to 
determine the current flow blocking state. If the flow block 
ing State has changed or there is an update to the application 
Specific State information, a write operation is also per 
formed to date the flow's saved state information. 

0147 In a worse case scenario, where there is at most a 
Single entry per hash bucket, a total of two read and two 
write operations to SDRAM are required for each packet. 
These operations are an eight word read to retrieve flow 
State, an 8 word write to initialize a new flow record, a 4 
word read to retrieve flow blocking information, and a 5 
word write to update application specific flow State and 
blocking information. No memory accesses are required for 
TCP acknowledgment packets that contain no data. Analysis 
indicates that all of the read and write operations can be 
performed during the packet processing time if the average 
TCP packet contains more than 120 bytes of data. If the TCP 
packets contain less than this amount of data, insufficient 
time may be available to complete all of the memory 
operations while processing the packet. If this occurs, the 
packet may be Stalled while waiting for a memory operation 
to complete. The average TCP packet Size on the Internet has 
been shown to be approximately 300 bytes. It is important 
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to note that the TCP Protocol Processing engine does not 
need to access memory for acknowledgment packets that 
contain no data. Given that half of all TCP packets are 
acknowledgments, the average size of a packet requiring 
memory operations to the State Store will be larger than the 
300 byte average previously Stated. Processing larger pack 
ets decrease the likelihood of throttling due to memory 
access latency. On average, the System will have over twice 
the memory bandwidth required to process a packet when 
operating at OC-48 rates. 

0.148. This paper discusses architecture for performing 
content scanning of TCP flows within high-speed networks. 
The circuit design is targeted for the Xilinx XCV2000E 
FPGA in the FPX platform with an operational clock fre 
quency of 80 MHz. This provides for the monitoring of eight 
million simultaneous TCP flows at OC-48 (2.5 Gb/s) line 
rates. Utilizing a 512MB commodity SDRAM memory, 8M 
flows can be stored with at a cost of 0.00125 cents per flow. 
By Storing 64 bytes per flow, it is possible to maintain the 
context of the Scanning engine for each flow. 
0149. By developing a circuit that operates in a Field 
Programmable Gate Array (FPGA) device, run-time changes 
can be made to the list of Scanned content. Having the ability 
to quickly react to new filtering requirements, makes this 
architecture an ideal framework for a network based Intru 
sion Detection System. 

0150 New FPGA devices are available which have 4 
times the number of logic gates and operate at Over twice the 
clock rate of the XVC2000E used on the FPX platform. The 
latest memory modules Support larger densities, higher 
clock frequencies, and Double Data Rate (DDR) transfer 
speeds. Utilizing these new devices, the TCP based content 
scanning engine could achieve OC-192 (10 Gb/s) data rates 
without requiring major modifications. 
0151. The goal of a TCP based flow monitoring system is 
to produce a byte stream within the interior of the network 
which is identical to the byte stream processed by the end 
System. In order to do this, one must effectively track the 
TCP processing State of the end System and perform Similar 
operations. The difficulty of this task stems from the fact that 
the traffic observed at the monitoring node could be quite 
different from the traffic received at the end system. Three 
potential packet Sequencing issues are shown in FIG. 13 and 
outlined below. 1) Packets processed at the monitoring 
station are not processed by the end host system (A in FIG. 
13). This can occur when a packet is dropped between the 
monitoring Station and the end System. Once arriving at the 
monitoring System, the packet is processed accordingly and 
the processing State is advanced under the assumption that 
the end system will follow the same behavior when it 
received the packet. If the packet never arrives at the end 
System, then the State of the monitor and end System are 
inconsistent with respect to each other. 2) Packets processed 
at the end host System are not processed by the monitoring 
station (B in FIG. 13). This can occur when successive 
packets of a data flow take different paths through the 
network. If the monitoring Station is placed at a point where 
it sees packets traversing one path but not the other, then it 
will be difficult to impossible to track the state of the end 
System depending on what data is Sent over which path. And 
3) Packets processed at the monitoring Station in the order 
123 may arrive at arrive at the end system in a different 
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order (C in FIG. 13). Without knowing the specifics of the 
protocol implementation, the monitoring System will be 
unable to determine how the end System processes that 
Sequence. Even worse, the monitoring System will have no 
idea that the packets have been processed by the end System 
in a different order. 

0152 The task of maintaining per-flow state information 
is difficult when the following three constraints are imposed: 
(1) provide storage for tens of bytes of per-flow State 
information, (2) Support millions of Simultaneous flows, (3) 
operate within a high-speed networking environment. Elimi 
nating any one of these constraints greatly simplifies the 
problem. Reducing the amount of State information required 
for each flow down to one bit or reducing the number of 
flows to less then about 100,000 allows the use of a 
commodity static RAM devices-or on chip memories. Elimi 
nating the high Speed networking environment would allow 
for long delays associated with slower memory or Secondary 
Storage. In a worse case Scenario containing a steady Stream 
of 64 byte packets, the monitoring system will only have 200 
nS in which to perform the required memory operations 
when processing data on an OC-48 link (2.5 Gbps). Each 
packet will require a read and a write operation in order to 
retrieve flow context information and to Store the updated 
flow state. 

0153. When tracking large numbers of network flows, it 
is impossible to utilize a directly indexed State Store. A 
unique flow is determined by a 32 bit source IP address, a 32 
bit destination IP address, a 16 bit source TCP port number, 
and a 16 bit destination TCP port number. This would 
require 2' or 8*10 individually addressable memory loca 
tions. In order to reduce this to a reasonable number, a 
hashing Scheme or other reduced memory indexing Scheme 
is implemented. If the hash table is sparsely populated and 
there are no hash collisions, then State information can be 
accessed in a timely manner. When dealing with large 
numbers of flows (on the order of a million), the issue of 
hash collision becomes a real concern. Take for instance, the 
case where there 100 different flows that all hash to the same 
entry. The state retrieval algorithm will have to traverse 50 
entries on average in order to navigate to the correct entry. 
This can lead to an excessive amount of time spent retrieving 
State information which leads to diminished throughput of 
the System. This can quickly lead to data loSS and dropped 
packets when buffering resources are exhausted. Artificially 
limiting the number of entries posted to any Single hash 
bucket can greatly improve the worst case performance 
asSociated with a lookup operation. The resulting negative 
tradeoff is that flow state information may be discarded for 
an active flow when a hashbucket reaches the limit. Content 
Scanning and flow re-assembly operations will be inter 
rupted when this occurs. 
0154). Additionally, TCP based network flows do not 
always produce a proper termination Sequence. This 
improper termination can be caused by a System crash, 
power outage, a network event, or Something as Simple a 
disconnected cable. Because TCP connections can exist for 
long periods of time without the presence of network traffic, 
it is difficult for a monitoring station to determine whether 
a flow is idle or if the flow should be terminated. Not 
terminating flows leads to the exhaustion of flow tracking 
resources. Prematurely terminating an active flow can lead 
to Situations where data is allowed to traverse the network 
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unmonitored. The problem is even worse when attempting to 
monitor a series of individual UDP data packets as a data 
stream. The UDP protocol does not contain any provisions 
for marking the Start or end of a flow. 
O155 Due to the tight timing constrains imposed by the 
operating environment, the task of dealing with potential 
hash collisions is difficult. One approach is to have new 
flows preempt previous flows when hash table collisions 
occur. The benefit of this processing behavior is that the 
System can quickly respond to hash table lookups because 
each hash bucket only contains one entry. With a total of 8 
million hash buckets, the frequency of hash collisions would 
be low. The downside of this approach is that interesting 
flows may not be fully monitored because state information 
for an active flow is lost when a hash table collision occurs. 
Another approach is to Support a linked list of flow State 
entries tied to each hash bucket. One advantage with this 
Solution is that all flows are monitored, regardless of 
whether or not there were hash table collisions. One down 
Side is that it may take an excessive amount of time to 
retrieve flow State information from the State Store because 
the State Store manager may have to traverse a long linked 
list of entries. This delay in retrieving State information can 
lead to data loss on the network device which will adversely 
affect the overall throughput of the network. 
0156. In order to improve the performance of the system, 
herein described engine will not perform any memory 
operations to the state store when processing a TCP SYN 
packet. Instead, these packets are passed through the System 
without incurring any of the delays associated with an 
attempt to retrieve State information. In the presence of a 
TCP SYN attack, the system will pass traffic through without 
consuming flow state resources. Other non-TCP traffic will 
also flow through the System without any additional pro 
cessing. 

O157 The tracking of a flow is initiated by the reception 
of a TCP data packet. The assumption here is that a proper 
TCP flow setup has previously been performed by the 
connection endpoints. A denial of Service attack which 
generates random TCP data packets without first establish 
ing a valid TCP Session can potentially induce processing 
delays for the proposed monitoring System. The flow State 
manager allocates resources and attempts to track these 
packets as if they were part of a valid TCP flow. An attack 
of this nature could potentially exhaust the per-flow State 
Storage resources of the Solution. 

0158. There are several methods which could be 
employed to age flows out of the active flow cache. First, 
one could Set a maximum idle period. If no traffic is detected 
on a particular flow for a predefined unit of time, then the 
flow will assumed to have been terminated and the resources 
that were used to monitor the flow-will-be released. Sec 
ondly, a least recently used algorithm is implemented. 
Instead of aging out flows after a Set period of time, the age 
out of idle flows only occurs after all of the System resources 
have been utilized. When a new flow arrives and there are no 
flow tracking resources available. The resources associated 
with the flow which has been idle for the longest period of 
time will be used to Support the tracking of the newly arrived 
flow. This approach eliminates the need for periodic back 
ground processing to age out flows because a flow age out 
is triggered by the arrival of a new flow. A third approach 
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involves cannibalizing the resources of another flow when 
resource contention occurs. When using a hash table to Store 
flow state information, a flow would be assumed to be 
terminated whenever a hash table collision occurred during 
the arrival of a new flow. One disadvantage of this approach 
is that two or more active flows which map to the same hash 
table entry will continually be bumping the other flow from 
the monitoring system. This will inhibit the ability of the 
monitoring system to fully monitor these flows. One benefit 
of this technique over the first two is that of performance. 
The third algorithm can be implemented quickly and takes 
a small, bounded amount of time to service each flow. The 
other two algorithms require extra processing in order to 
maintain link lists of least recently used flows. In addition, 
the traversal of long link list chains may be required in order 
to navigate to the proper flow record. This extra processing 
can cause excessive delays and leads to Systems which are 
prone to data loSS. All three of these options have limitations. 
The modular design of the herein described monitoring 
engine allows the replacement of the State Store Manager 
component. All of the logic necessary to implement one of 
these algorithms will be contained within this module on an 
FPGA. By replacing this module, the behavior of the 
memory manager can be altered in order to match the 
behavior of the system with the expected traffic load. 

0159. During any TCP conversation, a situation called 
overlapping retransmissions can arise. While the occurrence 
of condition is normal behavior for the TCP protocol, it can 
cause problems when performing flow reconstruction if not 
handled properly. To accommodate an overlapping retrans 
mission, the herein described circuit design employs a data 
enable Signal and a valid bytes vector. The data enable Signal 
will during a clock cycle where there is TCP data to be 
processed by the client application. Valid bytes is a 4-bit 
vector which indicates which of the four data bytes contain 
valid data to be processed. The client application will only 
process data when both the data enable Signal and the 
appropriate valid bytes Signal are asserted. An example of an 
overlapping retransmission and the controlling Signals can 
be seen in FIG. 14. 

0160 The herein described systems and methods that 
enable content based routing algorithms which Support fine 
grain routing of network packets based on packet payloads, 
intrusion detection Systems which offer a wide range Ser 
vices from the triggering of alarms to packet filtering to virus 
removal, advanced traffic filtering Systems which filter copy 
righted or confidential material based on data Signatures or 
watermarks, real-time monitoring Systems which operate at 
multi-gigabit line Speeds, data Scrubbing System which 
remove Selected content providing enhanced levels of Secu 
rity, and data mining Systems which collect data for Spe 
cialized analysis Systems. Extensible networking Systems 
provide a flexible platform for performing these complex 
tasks. With the continued increase of clock frequencies, gate 
counts, and memory densities in microprocessors and Field 
Programmable Gate Arrays (FPGA), vast amounts of hard 
ware resources can be made available to the extensible 
networking Solutions developers. Instead of just forwarding 
packets, new network devices will be able to provide value 
added services within the core of the Internet. A hardware 
circuit which supports TCP stream re-assembly and flow 
monitoring is a desired component which will allow these 
Services to operate in a high Speed networking environment. 
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0.161 Also, the herein described systems and methods 
can be used to police copyrights, which is one technical 
effect. System 100 can be keyed with a data pattern that will 
reliably detect when a party's copyrighted material is trans 
mitted over a network. For example, copyrighted Songs, 
motion pictures, and images are often transmitted over the 
Internet via audio files, Video files, and image files. By 
properly designing a data pattern that will detect when Such 
Works are present in packet traffic, a practitioner of the 
herein described Systems and methods can utilize System 
100 to detect the transmission of such copyrighted works 
and take appropriate action upon detection. 

0162 Further still, the herein described systems and 
methods can be used to protect against the dissemination of 
trade Secrets and confidential documents, which is another 
technical effect. A company having trade Secrets and/or 
confidential documents Stored on its internal computer Sys 
tem can utilize the herein described Systems and methods to 
prevent the unauthorized transmission of Such information 
outside a company's internal network. The company's net 
work firewall can use system 100 that is keyed to detect and 
drop any unauthorized packets that are found to include a 
String that matches a data pattern that encompasses that 
company's trade Secrets and/or confidential information. A 
company has a wide range of options for flagging their 
confidential/trade Secret information, from adding electronic 
watermarks to Such information (wherein the data processor 
is keyed by the watermark) to designing a separate data 
pattern for each confidential/trade Secret document/file that 
will reliably detect when that document/file is transmitted. 

0163. Further still, the herein described systems and 
methods can be utilized by governmental investigatory 
agencies to monitor data transmissions of targeted entities 
over a computer network, which is another technical effect. 
System 100 can be keyed with a data pattern that encom 
passes keywords of interest and variations thereof. For 
example, certain words related to explosives (i.e., TNT, 
etc.), crimes (i.e., kill, rob, etc.), and/or wanted individuals 
(i.e., known terrorists, fugitives, etc.) can be keyed into the 
packet processor. Once So configured, the packet processor 
can detect whether those keywords (or variations) are 
present in a packet Stream, and upon detection take appro 
priate action (e.g., notify an interested governmental agency, 
or redirect the data for further automated processing). 
0164. Yet another example of an application for the 
herein described Systems and methods is as a language 
translator, which is another technical effect. System 100's 
Search and replace capabilities can be used to detect when a 
word in a first language is present in a packet, and upon 
detection, replace that word with its translation into a Second 
language. For example, the packet processor can be used to 
replace the word “friend' when detected in a packet with its 
Spanish translation "amigo'. Taking advantage of the fact 
that System 100 possesses the capability of Searching pack 
ets for a plurality of different data patterns, the present 
invention can be used as a large Scale translation device 
wherein the packet processor is keyed with a large language 
A to language B dictionary. Further Still, it is possible that a 
practitioner of the herein described Systems and methods can 
develop data patterns that not only take into account word 
for-word translations, but also will account for grammatical 
issues (for example, to reconcile the English method of a 
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noun preceded by an adjective with the Spanish method of 
a noun followed by an adjective). 
0.165. Further still, the herein described systems and 
methods can be used to monitor/filter packet traffic for 
offensive content, which is another technical effect. For 
example, a parent may wish to use System 100 to prevent a 
child from receiving profane or pornographic material Over 
the Internet. By keying system 100 to search for and delete 
profanities or potentially pornographic material, a parent can 
prevent Such offensive material from reaching their home 
computer. 

0166 Yet another potential application is as an encryp 
tion/decryption device, which is yet another technical effect. 
System 100 can be designed to replace various words or 
letters with replacement codes to thereby encrypt packets 
designed for the network. On the receiving end, another 
System 100 can be equipped to decrypt the encrypted 
packets by replacing the replacement codes with the original 
data. 

0.167 These are but a few of the potential uses and 
technical effects of the herein described methods and sys 
tems. Those of ordinary skill in the art will readily recognize 
additional uses for the present invention, and as Such, the 
scope of the present invention should not be limited to the 
above-described applications which are merely illustrative 
of the wide range of usefulness possessed by the present 
invention. The full Scope of the present invention can be 
determined upon review of the description above and the 
attached claims. 

0168 While the invention has been described in terms of 
various specific embodiments, those skilled in the art will 
recognize that the invention can be practiced with modifi 
cation within the Spirit and Scope of the claims. 

What is claimed is: 
1. A method for controlling traffic on a network, Said 

method comprising: 
monitoring a data Stream; 
determining a particular byte offset within the monitored 

stream at which to block flow of the stream; and 
blocking flow of the data stream at the determined byte 

offset. 
2. A method in accordance with claim 1 further compris 

ing: 

Sending data to an authorizing authority; and 

re-enabling flow of the blocked Stream upon receipt of an 
authorization from the authorizing authority. 

3. A method in accordance with claim 1 further compris 
ing manipulating the data Stream Such that a Second device 
comprising a receiving device receives data different than 
that Sent from a first device comprising a Sending device. 

4. A method in accordance with claim 3, wherein Said 
monitoring a data Stream comprises monitoring TCP traffic 
in band through a Switch using a plurality of content 
Scanning engines. 

5. A method in accordance with claim 4, wherein Said 
monitoring comprises content Scanning a plurality of TCP 
packets to detect a content match that spans multiple pack 
etS. 
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6. A method in accordance with claim 5, wherein Said 
monitoring comprises monitoring a plurality of flows 
through the network wherein an overlapping retransmission 
is handled using a data enabled Signal and a valid bytes 
VectOr. 

7. A method in accordance with claim 6 further compris 
ing: 

maintaining a period of idle time for each monitored flow; 
and 

Stopping monitoring a flow which has the longest period 
of idle time upon receipt of a new flow to be monitored 
when a total number of flows being monitored is equal 
to a desired maximum number of Simultaneous flows. 

8. A method in accordance with claim 6, wherein said 
monitoring a plurality of data flows comprises monitoring a 
plurality of existing data flows Simultaneously wherein each 
existing flow has a hash table entry, Said method further 
comprises: 

receiving a new flow to be monitored, wherein the new 
flow hashes to the hash table entry of an existing flow 
causing a hash table collision; and 

Stopping monitoring of the existing flow whose hash table 
entry the new flow collided with. 

9. A method in accordance with claim 1, wherein said 
monitoring comprises monitoring a TCP data Stream for a 
predetermined condition, Said blocking comprises generat 
ing and transmitting a TCP FIN packet for the monitored 
data Stream upon a detection of the predetermined condition 
for the purpose of terminating the TCP data stream. 

10. A method for controlling traffic on a network, said 
method comprising: 

monitoring a data Stream for a first predetermined condi 
tion; 

blocking flow of the data Steam upon a detection of the 
first predetermined condition; and 

re-enabling flow of the blocked stream. 
11. A method in accordance with claim 10 further com 

prising: 

Sending data to an authorizing authority; and 

re-enabling flow of the blocked Stream upon receipt of an 
authorization from the authorizing authority. 

12. A method in accordance with claim 11, wherein Said 
monitoring comprises monitoring a plurality of flows 
through the network wherein an overlapping retransmission 
is handled using a data enabled Signal and a valid bytes 
VectOr. 

13. A method for controlling traffic on a network, said 
method comprising: 

monitoring a TCP data Stream for a predetermined con 
dition; and 

generating and transmitting a TCP FIN packet for the 
monitored data Stream upon a detection of the prede 
termined condition for the purpose of terminating the 
TCP data stream. 

14. A method for controlling traffic on a network, Said 
method comprising: 
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monitoring a TCP data stream from a first device directed 
toward a Second device for a predetermined condition; 
and 

manipulating the TCP data Stream Such that the Second 
device receives data different than that sent from the 
first device. 

15. A method in accordance with claim 14, wherein said 
monitoring comprises monitoring a TCP data Stream from a 
first device directed toward a Second device for an indication 
of a presence of a virus within the Stream, Said manipulating 
comprises removing the virus from the Stream. 

16. A method in accordance with claim 14, wherein Said 
manipulating comprises computing a checksum for a modi 
fied TCP packet which is the same number of bytes long as 
an original TCP packet which the modified TCP packet is 
replacing in the TCP data stream. 

17. A method in accordance with claim 14, wherein said 
manipulating comprises computing a checkSum for a TCP 
packet added to the Stream. 

18. A method for controlling traffic on a network, said 
method comprising monitoring TCP traffic in band through 
a Switch using a plurality of content Scanning engines. 

19. A method in accordance with claim 18 further com 
prising buffering the monitored TCP traffic in an input 
buffer. 

20. A method in accordance with claim 18 further com 
prising validating and classifying TCP packets as part of 
individual flows and Sending the flows to the content Scan 
ning engines Such that each content Scanning engine 
receives a unique flow. 

21. A method in accordance with claim 20, wherein said 
classifying comprises using a hash table to classify a flow 
wherein hash table conflicts are resolved by chaining off a 
linked list of flow state records wherein a length of the chain 
is limited to a constant number of entries. 

22. A method for controlling traffic on a network, Said 
method comprising content Scanning a plurality of TCP 
packets to detect a content match that spans multiple pack 
etS. 

23. A method for controlling traffic on a network, said 
method comprising monitoring a plurality of flows through 
the network wherein per flow memory usage is matched to 
a burst width of a memory module used to monitor a flow. 

24. A method for controlling traffic on a network, Said 
method comprising monitoring a plurality of flows through 
the network wherein an overlapping retransmission is 
handled using a data enabled Signal and a valid bytes vector. 

25. A method for controlling traffic on a network said 
method comprising: 

monitoring a plurality of data flows Simultaneously, 
assigning a maximum idle period of time for each moni 

tored flow; and 
Stopping monitoring a flow which is idle for at least the 

assigned period of time. 
26. A method for controlling traffic on a network said 

method comprising: 
monitoring a plurality of data flows Simultaneously, 
maintaining a period of idle time for each monitored flow; 

and 

Stopping monitoring the flow having a longest period of 
idle time. 
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27. A method in accordance with claim 26, wherein said 
Stopping comprises Stopping monitoring a flow having the 
longest period of idle time upon receipt of a new flow to be 
monitored. 

28. A method in accordance with claim 26, wherein said 
Stopping comprises Stopping monitoring a flow which has 
the longest period of idle time upon receipt of a new flow to 
be monitored when a total number of flows being monitored 
is equal to a desired maximum number of Simultaneous 
flows. 

29. A method for controlling traffic on a network said 
method comprising: 

monitoring a plurality of existing data flows Simulta 
neously wherein each existing flow has a hash table 
entry; 

receiving a new flow to be monitored, wherein the new 
flow hashes to the hash table entry of an existing flow 
causing a hash table collision; and 

Stopping monitoring of the existing flow whose hash table 
entry the new flow collided with. 

30. A method in accordance with claim 29 further com 
prising monitoring the new flow after said Stopping moni 
toring the existing flow. 

31. A Field Programmable Gate Array (FPGA) configured 
to: 

monitor a plurality of data flows using a hash table to Store 
State information regarding each flow; 

resolve hash table collisions according to a first algorithm 
stored on said FPGA; 

receive a second algorithm at said FPGA to resolve hash 
table collisions, Said Second algorithm different from 
the first algorithm; and 

use the received Second algorithm to resolve hash table 
collisions occurring Subsequent Said receipt of the 
Second algorithm. 

32. An apparatus for controlling traffic on a network, Said 
apparatus comprising: 

at least one input port; 
at least one output port, and 
at least one logic device operationally coupled to Said 

input port and Said output port, Said logic device 
configured to: 
monitor a data Stream; 
determine a particular byte offset within the monitored 

stream at which to block flow of the stream; and 

block flow of the data stream at the determined byte 
offset. 

33. An apparatus in accordance with claim 32, wherein 
Said logic device further configured to: 

Send data to an authorizing authority; and 
re-enable flow of the blocked Stream upon receipt of an 

authorization from the authorizing authority. 
34. An apparatus in accordance with claim 32, wherein 

Said logic device further configured to manipulate the data 
Stream Such that a Second device comprising a receiving 
device receives data different than that sent from a first 
device comprising a Sending device. 
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35. An apparatus in accordance with claim 32, wherein 
said logic device further configured to monitor TCP traffic in 
band using a plurality of content Scanning engines. 

36. An apparatus in accordance with claim 32, wherein 
Said logic device further configured to content Scan a plu 
rality of TCP packets to detect a content match that spans 
multiple packets. 

37. An apparatus in accordance with claim 32, wherein 
Said logic device further configured to monitor a plurality of 
flows through the network wherein an overlapping retrans 
mission is handled using a data enabled Signal and a valid 
bytes vector. 

38. An apparatus in accordance with claim 32, wherein 
Said logic device further configured to: 

maintain a period of idle time for each monitored flow; 
and 

Stop monitoring a flow which has the longest period of 
idle time upon receipt of a new flow to be monitored 
when a total number of flows being monitored is equal 
to a desired maximum number of Simultaneous flows. 

39. An apparatus in accordance with claim 32, wherein 
Said logic device further configured to: 

monitor a plurality of existing data flows Simultaneously 
wherein each existing flow has a hash table entry; 

receive a new flow to be monitored, wherein the new flow 
hashes to the hash table entry of an existing flow 
causing a hash table collision; and 

stop monitoring of the existing flow whose hash table 
entry the new flow collided with. 

40. An apparatus in accordance with claim 32, wherein 
Said logic device further configured to: 

monitor a TCP data stream for a predetermined condition; 
and 

generate and transmit a TCPFIN packet for the monitored 
data Stream upon a detection of the predetermined 
condition for the purpose of terminating the TCP data 
Stream. 

41. An apparatus for controlling traffic on a network, Said 
apparatus comprising: 

at least one input port; 
at least one output port; and 
at least one logic device operationally coupled to Said 

input port and Said output port, Said logic device 
configured to: 

monitor a data Stream for a first predetermined condi 
tion; 

block flow of the data steam upon a detection of the first 
predetermined condition; and 

re-enable flow of the blocked stream. 
42. An apparatus in accordance with claim 41, wherein 

Said logic device further configured to: 
Send data to an authorizing authority; and 
re-enable flow of the blocked Stream upon receipt of an 

authorization from the authorizing authority. 
43. An apparatus in accordance with claim 41, wherein 

Said logic device further configured to monitor a plurality of 
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flows through the network wherein an overlapping retrans 
mission is handled using a data enabled Signal and a valid 
bytes vector. 

44. An apparatus for controlling traffic on a network, Said 
apparatus comprising: 

at least one input port; 
at least one output port, and 
at least one logic device operationally coupled to Said 

input port and Said output port, Said logic device 
configured to: 

monitor a TCP data stream for a predetermined condi 
tion; and 

generate and transmit a TCP FIN packet for the moni 
tored data Stream upon a detection of the predeter 
mined condition for the purpose of terminating the 
TCP data stream. 

45. An apparatus for controlling traffic on a network, Said 
apparatus comprising: 

at least one input port; 
at least one output port, and 
at least one logic device operationally coupled to Said 

input port and Said output port, Said logic device 
configured to: 
monitor a TCP data stream from a first device directed 
toward a Second device for a predetermined condi 
tion; and 

manipulate the TCP data stream such that the second 
device receives data different than that sent from the 
first device. 

46. An apparatus in accordance with claim 45, wherein 
Said logic device further configured to: 

monitor a TCP data stream from a first device directed 
toward a Second device for an indication of a presence 
of a virus within the Stream; and 

remove the virus from the stream. 
47. An apparatus in accordance with claim 45, wherein 

Said logic device further configured to compute a checksum 
for a modified TCP packet which is the same number of 
bytes long as an original TCP packet which the modified 
TCP packet is replacing in the TCP data stream. 

48. An apparatus in accordance with claim 45, wherein 
Said logic device further configured to compute a checksum 
for a TCP packet added to the stream. 

49. An apparatus for controlling traffic on a network, Said 
apparatus comprising: 

at least one input port; 
at least one output port, and 
at least one logic device operationally coupled to Said 

input port and Said output port, Said logic device 
configured to: 

monitor TCP traffic in band using a plurality of content 
Scanning engines. 

50. An apparatus in accordance with claim 49, wherein 
Said logic device further configured to buffer the monitored 
TCP traffic in an input buffer. 
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51. An apparatus in accordance with claim 49, wherein 
Said logic device further configured to validate and classify 
TCP packets as part of individual flows and send the flows 
to the content Scanning engines Such that each content 
Scanning engine receives a unique flow. 

52. An apparatus in accordance with claim 51, wherein 
Said logic device further configured to use a hash table to 
classify a flow wherein hash table conflicts are resolved by 
chaining off a linked list of flow State records wherein a 
length of the chain is limited to a constant number of entries. 

53. An apparatus for controlling traffic on a network, Said 
apparatus comprising: 

at least one input port; 
at least one output port; and 
at least one logic device operationally coupled to Said 

input port and Said output port, Said logic device 
configured to Scan a plurality of TCP packets to detect 
a content match that spans multiple packets. 

54. An apparatus for controlling traffic on a network, Said 
apparatus comprising: 

at least one input port; 
at least one output port; and 
at least one logic device operationally coupled to Said 

input port and Said output port, Said logic device 
configured to monitor a plurality of flows through the 
network wherein per flow memory usage is matched to 
a burst width of a memory module used to monitor a 
flow. 

55. An apparatus for controlling traffic on a network, Said 
apparatus comprising: 

at least one input port; 
at least one output port; and 
at least one logic device operationally coupled to Said 

input port and Said output port, Said logic device 
configured to monitor a plurality of flows through the 
network wherein an overlapping retransmission is 
handled using a data enabled Signal and a valid bytes 
VectOr. 

56. An apparatus for controlling traffic on a network Said 
apparatus comprising: 

at least one input port; 
at least one output port; and 
at least one logic device operationally coupled to Said 

input port and Said output port, Said logic device 
configured to: 

monitor a plurality of data flows simultaneously; 

assign a maximum idle period of time for each moni 
tored flow; and 

Stop monitoring a flow which is idle for at least the 
assigned period of time. 

57. An apparatus for controlling traffic on a network Said 
apparatus comprising: 

at least one input port; 
at least one output port; and 
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at least one logic device operationally coupled to Said 
input port and Said output port, Said logic device 
configured to: 
monitor a plurality of data flows simultaneously; 
maintain a period of idle time for each monitored flow; 

and 

Stop monitoring the flow having a longest period of idle 
time. 

58. An apparatus in accordance with claim 57, wherein 
Said logic device further configured to Stop monitoring a 
flow having the longest period of idle time upon receipt of 
a new flow to be monitored. 

59. An apparatus in accordance with claim 57, wherein 
Said logic device further configured to Stop monitoring a 
flow which has the longest period of idle time upon receipt 
of a new flow to be monitored when a total number of flows 
being monitored is equal to a desired maximum number of 
Simultaneous flows. 

60. An apparatus for controlling traffic on a network, Said 
apparatus comprising: 
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at least one input port; 
at least one output port; and 

at least one logic device operationally coupled to Said 
input port and Said output port, Said logic device 
configured to: 

monitor a plurality of existing data flows simulta 
neously wherein each existing flow has a hash table 
entry; 

receive a new flow to be monitored, wherein the new 
flow hashes to the hash table entry of an existing flow 
causing a hash table collision; and 

Stop monitoring of the existing flow whose hash table 
entry the new flow collided with. 

61. An apparatus in accordance with claim 60, wherein 
Said logic device further configured to monitor the new flow 
after Stopping monitoring the existing flow. 


